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SECURE DATA TRANSMISSION TO NETWORK NODES IN A NETWORK

FIELD OF THE INVENTION
The invention relates to a system, a control unit and a method for secure data

transmission to a node of a network.

BACKGROUND OF THE INVENTION

Recently, wireless mesh networks attract more and more attention, e.g. for
remote control of illumination systems, building automation, monitoring applications, sensor
systems and medical applications. In particular, a remote management of outdoor luminaires,
so-called telemanagement, becomes increasingly important. On the one hand, this is driven
by environmental concerns, since telemanagement systems enable the use of different
dimming patterns, for instance as a function of time, weather conditions or season, allowing a
more energy-efficient use of the outdoor lighting system. On the other hand, this is also
driven by economical reasons, since the increased energy efficiency also reduces operational
costs. Morcover, the system can remotely monitor power usage and detect lamp failures,
which allows for determining the best time for repairing luminaires or replacing lamps.

Current radio-frequency (RF) based wireless solutions use either a star
network topology or a mesh network topology. In a star network, a central controller has a
direct wireless communication path to every node in the network. However, this typically
requires a high-power/high-sensitivity base-station-like central controller to be placed at a
high location (¢.g. on top of a building), which makes the solution cumbersome to deploy and
expensive. In a mesh network, the plurality of nodes does in general not communicate
directly with the central controller, but via so-called multi-hop communications. In a multi-
hop communication, a data packet is transmitted from a sender node to a destination node via
one or more intermediate nodes. Nodes act as routers to transmit data packets from
neighboring nodes to nodes that are too far away to reach in a single hop, resulting in a
network that can span larger distances. By breaking long distances in a series of shorter hops,
signal strength is sustained. Consequently, routing is performed by all nodes of a mesh
network deciding, to which neighboring node the data packet is to be sent. Hence, a mesh
network is a very robust and stable network with high connectivity and thus high redundancy

and reliability.
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In Figure 1, a typical wireless network with mesh topology is shown. The
wireless network comprises of a central controller 60 and a plurality of nodes 10 (N) being
connected among each other by wireless communication paths 40 in a mesh topology. The
wireless communication paths 40 between the nodes 10 can be constituted by RF
transmissions. For this, the nodes 10 and the central controller 60 can comprise a transceiver
for transmitting or receiving data packets via wireless communication paths 40, e.g. via RF
transmission. In the backend, a service center 80 is situated and serves for system
management. This entity normally communicates with one or more wireless networks over a
third party communication channel 70, such as the Internet or mobile communication
networks or other wired or wireless data transmission systems. In particular, the service
center 80 communicates with a central controller 60 of a corresponding network as a
commissioning tool in charge of controlling or configuring this network. In case of a lighting
system or any other large wireless network, a network can also be divided into segments, so
that a node 10 belongs to exactly one segment having one segment controller 60. Therefore,
the terms "segment controller” and "central controller” should be seen as exchangeable
throughout this description.

In general, any node 10 of the mesh network can communicate with the
service center 80 via the segment controller 60. However, in some situations, high security
standards have to be fulfilled in order to provide basic security services. An example is
protection against counterfeiting, 1. €. preventing non-authorized nodes from joining the
overall system. Another example refers to enabling services from the service centre, e. g.
when updating dimming patterns of luminaire nodes in a lighting system or when
transmitting other configuration or commissioning information, in this case, it is important to
ensure that only authorized nodes 10 of the network receive the information. In addition, it is
important that only the service center 80 of the system is authorized to send such information
to the nodes 10. Thus, on the one hand, the nodes 10 must be identified by the system in
order to avoid fraud and infiltration of the network by non-authorized nodes. On the other
hand, the identity of the system must be verified by the nodes 10 in order to avoid theft of
node credentials by a hostile entity pretending to be the service center 80. Therefore, a two-
way authentication is required.

Traditional end-to-end security protocols that allow end-to-end commissioning
require the interactive exchange of messages between the service center 80 and the nodes 10,
e.g., based on a challenge-response authentication handshake. Although such a procedure

provides high security, it poses severe requirements regarding the usage of the GPRS link 70
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as shown in fig. 1 or on the number of operations performed in the backend at the service
center 80. Therefore, common basic security protocols enabling such mutual authentication
and secure transfer of configuration information require end-to-end connectivity between the
service center 80 and the single network nodes 10. However, in particular for mesh networks,
this cannot always be guaranteed, since the service center 80 may be offline and not always
available. Moreover, end-to-end handshakes between the service center 80 and each
individual node 10 are too expensive with respect to network resources, resulting in large
communication overhead. Hence, it is desired to find a protocol for secure data transmission
between the service center 80 and a single node 10 providing a reasonable trade-off between
security and operational needs suitable for the respective application.

WO 2010/023619 A1 relates to commissioning a wireless network, wherein a
network device being part of the network communicates with a device joining the network in
a commissioning mode and provides joining information to the joining device, which is

needed for network communication.

SUMMARY OF THE INVENTION

In view of above disadvantages and problems in the prior art, it is an object of
the present invention to provide a system, a control unit and a method for secure transmission
of data to a node of a wireless network minimizing communication overhead, while
providing protection of the network against counterfeiting.

The invention is based on the idea to transmit information from a service
center to a network node of a network, e.g. a wireless network, via an intermediate entity, ¢.g.
a segment controller, which is authenticated and authorized by the service center. When the
node and the intermediate entity have mutually authenticated each other and the node has
verified the authorization of the intermediate entity, the node accepts the received
information. It is to be understood that the service center as well as the controlling device or
segment controller may also be represented by a certain network node, respectively. Mutual
authentication may correspond to a mutual security handshake, for instance a challenge-
response based handshake, or the like. During the mutual authentication process, both parties
might agree on a common key, so that a secure communication channel is set up between the
involved entities. This idea may be particularly suited for commissioning nodes of a wireless
network from the backend. Thus, the configuration of single nodes may be performed on

behalf of the segment controller without involving expensive end-to-end handshakes between
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the service center and the single nodes, while exhibiting security properties equivalent to a
pure end-to-end handshake.

According to one aspect of the present invention, a system for secure data
transmission to a node of a wireless network is provided. The system may comprise at least
one node, at least one segment controller and a service center. The service center may
provide information for at least one of the nodes to the corresponding segment controller, e.g.
configuration information, commissioning information or update information. This
information may be provided from the segment controller to the node during or after mutual
authentication. The node may accept the information after successful authentication and after
verifying that the segment controller is authorized by the service center. The verification of
the authorization of the segment controller by the node may be based on a security key,
which is known to the service center and the node, but not to the segment controller. For
instance, the information provided by the service center may be encoded based on this
security key. Hence, in the example of a configuration or commissioning procedure, the node
may implement the received information only after successful authentication and verification.
Therefore, means are provided enabling secure data transmission, ¢.g. for commissioning or
service provisioning. Due to the verification of the authorization of the segment controller by
the node and due to the mutual authentication between the segment controller and the node,
an end-to-end handshake between the service center and the node may be mimicked,
guaranteeing sccure transfer of information, while waste of network resources is avoided.
Moreover, dedicated node security domains may be created, thus preventing the theft of
joining credentials of the network and protecting against counterfeiting by ensuring that a
node cannot run in operational mode if it has not be authenticated.

Preferably, during or after mutual authentication, a session key is derived by
the entities involved in the mutual authentication process, so that both entities have the same
session key available. This session key may be derived based on at least one of the security
keys associated to the respective entities and random data. For instance, the session key
generated during mutual authentication between the node and the segment controller may be
a function of the node key and/or of the key of the segment controller. Preferably, the
generation of the session key is also based on an identification number of the session, 1. e. for
one communication process such as a security handshake or other data transfer, so that the
session key is only valid for this session. This identification number may be any random
number associated to the session. The key generation may be based on symmetric-key

cryptography or asymmetric-key cryptography, ¢. g. using a hash message authentication
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code (HMAC) or a cipher message authentication code (CMAC). Therefore, the session key

may not only be limited to certain entities, but also to a certain time slot or communication.
By means of the session key, a secure communication channel between two entities may be
set up. Thus, only devices with the correct session key may be capable of participating in the
communication. By locally generating the session key at the respective entities,
eavesdropping on the session key may be prevented.

In a further embodiment, the service center may be configured to provide a
session-limited security key of the node to the segment controller. In this embodiment, the
segment controller may generate the session key based on the session-limited security key of
the node. In addition, the segment controller may use a security key associated to itself and/or
to the network or system. The session-limited security key of the node may be generated by
the service center using a session identity number, specific configuration parameters, and the
security key of the node, which may be known to the service center. Therefore, the segment
controller may be only informed about a session-limited security key of the node, which can
be considered as a coded security key of the node, but not of the general security key of the
node. Thus, the service center may have to allow communication sessions between the
segment controller and the node by providing the segment controller with the corresponding
session-limited security key of the node. This further increases the security of the network.
Moreover, since only a session-limited key of the node is transmitted, eavesdropping on this
key does not allow unlimited access to the corresponding node.

The service center may know at least one of the security keys of itself, of the
segment controller and of the node. However, it is preferred that the service center knows at
least the security keys of the segment controller and the node. In contrast, the segment
controller and the node may only know their own security keys.

In a preferred embodiment of the present invention, the service center may be
adapted to commission and/or to configure the segment controller. For this, the service center
and the segment controller may be involved in a mutual authentication process, such as an
end-to-end security handshake. After successful verification of each other’s identities, the
service center may commission and/or configure the segment controller, thus authorizing the
segment controller for communication with network nodes. In one example, the service
center may be adapted to authorize the segment controller for commissioning and/or
controlling the nodes. Hence, the service center may activate the segment controller as a
controlling device for one or more nodes of the network. In this embodiment, the segment

controller may thus be directly configured by the service center, while the node may be
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configured indirectly by the service center via the segment controller after successful
configuration of the segment controller by the service center. Here, only the first step requires
direct connectivity with the service center. Thus, by configuring nodes via an intermediary
entity, 1.e. the segment controller, the required communication between the service center and
the node is decreased, so that even a configuration of a large network comprising a plurality
of nodes can be performed without much effort for the service center.

Before providing the information to the node, the segment controller may
verify that the node is the actual addressee of the information. Hence, the segment controller
may provide the information to the node after mutual authentication between the segment
controller and the node. Alternatively, the segment controller may provide the information to
the node before completing the authentication process, ¢.g. during or even before the mutual
authentication. This may be preferred in a large network using multi-hop transmissions, e.g.
if the information is coded anyway using the security key of the node, so that eavesdropping
or unauthorized modification of the information is prevented. Likewise, the service center
may provide the information for the node to the segment controller after or during mutual
authentication between the service center and the segment controller.

After accepting the information, the node may transmit a confirmation
message via the segment controller to the service center. This confirmation message may be
encoded twice, first with a common key associated to the segment controller and the node
and second using a common key associated to the service center and the node. By these
means, the segment controller may decode the confirmation message and verify the
authenticity thereof. Then, the segment controller may forward the single-coded confirmation
message to the service center. By these means, the service center may verify that the node has
correctly received the information and/or that the node has correctly performed a requested
action, e.g. a configuration process.

Preferably, messages between the segment controller and the service center are
transmitted in batches. For instance, if the service center provides information for a plurality
of nodes, the service center may transmit a batch of messages including the information for
the respective nodes to the segment controller. Likewise, if the segment controller receives
confirmation messages from a plurality of nodes, the segment controller may collect the
confirmation messages and transmit the confirmation messages in one batch to the service
center. By these means, traffic via the third party communication channel may be further
reduced. Moreover, in a large network, information provided by the service center may be the

same for several nodes. For instance, in a lighting system, the configuration information will
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be the same for most of the luminaire nodes. Then, the service center may provide the
configuration information to the segment controller, so that the segment controller may
distribute the information to the respective nodes in an individual way.

In a further embodiment, at least one threshold time may be set for defining a
maximum time period allowed between two predefined actions, ¢. g. between transmission of
two predefined messages. The threshold time may be set at the at least one of the node, the
segment controller and the service center. Preferably, a threshold time is set for messages
exchanged during an authentication process. For instance, the time for successful
authentication between the segment controller and the node may be limited. Similarly, a
threshold time may be defined at the service center between transmission of the information
to the segment controller and receipt of the confirmation message of the node. In case that the
threshold time is exceeded, an alarm may be triggered and/or reconfiguration may be
requested. By these means, replay messages may be suppressed, wrong configurations
dropped, or attempts for non-authorized configuration stopped.

In a further embodiment, the node may be configured such that information
from the service center may only be accepted during a specified phase. For instance,
configuration information and thus configuration of the node may only be allowed during a
predefined configuration phase. By means of such a phase-aware operation of the node, the
network security can be further increased. Similarly, the segment controller and/or the service
center may be aware of a current network phase.

In a preferred embodiment, messages between the segment controller and the
node are encoded using a common security key associated to both the node and the segment
controller. Alternatively or additionally, messages between the segment controller and the
service center may be encoded using a common security key associated to both the service
center and the segment controller. Alternatively or additionally, messages exchanged
between the node and the service center via the segment controller may be encoded using the
security key of the node, which may correspond to the security key of the node. Thus, when
the service center provides the information for the node to the segment controller, the
information may be encoded using the security key of the node (or any other key common to
the service center and the node), which is not shared with the segment controller. By these
means, the segment controller or hostile attackers cannot change the information.

In a preferred embodiment, the nodes of the network correspond to luminaire
nodes of a lighting system. Thus, the system according to the present invention may be used

for telemanagement of a lighting system such as an outdoor or street lighting system. By
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these means, the restricted resources of such a lighting system are met, while providing
secure data transfer.

According to another aspect of the present invention, a control unit for secure
data transmission to a node of a wireless network is provided. The control unit comprises an
authentication unit adapted to mutually authenticate the node and a segment controller and to
verify an authorization of the segment controller, wherein information provided from a
service center via the segment controller is accepted in case of successful verification.
Therefore, the control unit is adapted to realize features as described above for embodiments
of a system according to the present invention.

According to a further aspect of the present invention, a method for secure
data transmission to a node of a wireless network is provided, comprising the steps of mutual
authentication of a node and a segment controller, verification of an authorization of the
segment controller by the node and acceptance of the node of information provided from a
service center via the segment controller in case of successful verification. Therefore, the
method according to the present invention is adapted to be performed by the system or the
control unit according to any one of the above-described embodiments of the present
invention.

These and other aspects of the invention will be apparent from and elucidated
with reference to the embodiments described hereinafter. The invention will be described in
more detail with respect to exemplary embodiments that are illustrated by the accompanying

figures. However, the invention is not limited to these exemplary embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS
In the figures:

Fig. 1 illustrates an example of a wircless mesh network;

Fig. 2 shows a flow diagram for illustrating a configuration process of a node
by a service center via a segment controller according to an embodiment
of the present invention;

Fig. 3 shows a flow diagram of a process for configuring a segment controller
according to an embodiment of the present invention;

Fig. 4 shows a flow diagram of a process for configuring a node according to

an embodiment of the present invention;
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Fig. 5 illustrates security connections between nodes, a segment controller and
a service center according to an embodiment of the present invention;
and

Fig. 6 shows a control unit for a node according to an embodiment of the

present invention.

DETAILED DESCRIPTION

Preferred applications of the present invention are actuator or sensor networks
such us lighting systems, ¢.g., outdoor lighting systems (e.g. for streets, parking and public
areas) and indoor lighting systems for general area lighting (¢.g. for malls, arenas,
parking, stations, tunnels ctc.), smart energy systems, or pervasive healthcare systems. In the
following, the present invention will be explained further using the example of an outdoor
lighting system for street illumination, however, without being limited to this application. In
the ficld of lighting control, the telemanagement of outdoor luminaires via radio-frequency
network technologies is receiving increasing interest, in particular solutions with applicability
for large-scale installations with segments of above 200 luminaire nodes. Since radio
frequency (RF) transmissions do not require high transmission power and are casy to
implement and deploy, costs for setting up and operating a network can be reduced.
However, the data packet transmission may alternatively use infrared communication, free-
space-visible-light communication or power line communication.

In a telemanagement system for lighting control, the number of luminaire
nodes 10 is extremely high. Hence, the size of the network is very large, especially when
compared to common wireless mesh networks, which typically contain less than 200 nodes.
In addition, the nodes 10 typically have limited processing capabilities due to cost
considerations, so that processing and memory resources in the luminaire nodes 10 will be
limited. Thus, security measures and communication protocols for transmitting data packets
between single nodes 10 should consider the limited resources for efficient and secure data
packet transmission. Finally, compared to other so-called ad-hoc mesh networks, the
telemanagement system for an outdoor lighting control network is stationary, i.c. the
luminaire nodes 10 do not move. Since the luminaire nodes 10 (e.g. the lamp poles) are
stationary, node positions will not change over time. Thus, the physical positions of the nodes
10, for instance GPS-coordinates or other position data, may be known in the system,

enabling geographic or position-based routing using pre-programmed or predefined positions,
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so that no GPS receiver is required in the single nodes 10. In addition, the nodes 10 do not
need to send position information updates to other nodes 10.

According to one embodiment of the present invention, the service center 80
provides information to a network node 10 via an authenticated segment controller 60. For
mutual authentication or verification of identities, in general, a mutual security handshake or
any other end-to-end security protocol can be used. The security handshake should also allow
for agreement on a common key associated to the involved entities in order to allow for the
establishment of a secure communication channel. In the following, embodiments of the
present invention are explained using the example of configuration information, i.e. wherein
the service center 80 configures the node 10 via the segment controller 60. However, any
kind of data other than configuration information can be transmitted in this way. Therefore,
the present invention is not limited to configuration processes.

In fig. 2, a process of configuring a node of a wireless network by the service
center 80 is described. As mentioned before, the nodes 10 of the network are associated to a
segment controller 60. Therefore, before configuring the node 10 from the backend, the
segment controller 60 and the service center 80 verify the identity of each other in a mutual
authentication process (S310). This mutual authentication process can relate to a challenge-
response based handshake or any other end-to-end security protocol. During this
authentication process, a common security key can be generated at both the service center 80
and the segment controller 60, so that a secure communication channel can be set up.
Optionally, e.g., if this is the first contact between the segment controller 60 and the service
center 80 in a commissioning phase, the service center 80 may configure the segment
controller 60. Thus, the service center 80 may activate operational functions of the segment
controller 60, i.c. activate the segment controller 60 as a controlling device of the network or
of the network nodes 10 (S320). After successful mutual authentication and setup of the
secure communication channel (S310), the service center 80 transmits a message including
configuration information for a node 10 to the segment controller 60 (S330). This message
may be encoded using a common key associated to the segment controller 60 and the service
center 80. If the service center 80 knows a security key of the node 10, the configuration
information for the node 10 may also be encoded using this security key of the node 10. In
the next step S340, the segment controller 60 and the node 10 verify the identity of one other
in a second mutual authentication process. Again, this authentication process may include the
generation of a common security key to, e.g., secure the link based on common keys, random

data and configuration parameters of segment controller and node. When involving the
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exchange of several messages, the configuration information can be transmitted to the node
10 in the beginning of the mutual authentication process. After having received the message
including the configuration information, the node 10 verifies the authenticity of the message,
¢.g. using its own security key (S350). This may include verifying that the message originates
from the service center 80 and that the segment controller 60 is authorized by the service
center 80 to provide the message to the node 10. After successful verification of the
authenticity of the message and successful mutual authentication with the segment controller
60, the node 10 accepts the received message and uses the configuration information for
configuration (S360). After completed configuration, the node 10 may optionally send a
configuration confirmation via the segment controller 60 to the service center 80 (S370).
Preferably, the configuration confirmation is encoded twice, 1.¢. using the common key
associated to the node 10 and the segment controller 60 and using the security key of the
node 10, which is not known to the segment controller 60. By means of the common key
associated to the node 10 and the segment controller 60, the segment controller 60 can verify
the authenticity of the configuration message (S380). However, the segment controller 60
cannot change the configuration confirmation message, since the segment controller 60 does
not know the second coding, i.e. the security key of the node 10. That is, the segment
controller 60 can check that the configuration confirmation comes from the actual node 10,
but it cannot check the content of the configuration confirmation message. Then, in step
S390, the segment controller 60 transmits the configuration confirmation message to the
service center 80, so that the service center 80 can verify based on the security key of the
node 10 that it is the correct node 10 that was configured and that the node 10 has been
successfully configured with the correct parameters.

Since the segment controller 60 has direct access to the service center 80, a
correct and secure commissioning or configuration of the segment controller 60 is
fundamental. In general, any party accessing the service center 80 should be correctly
authenticated and authorized and the corresponding communication channel should be
secured. Moreover, the segment controller 60 is involved in all interactions between the
service center 80 and the nodes 10 of the network. Therefore, the device involved in that link
should be a trusted device. This is even more important for the example of configuring the
nodes 10, i.e. when the segment controller 60 has to represent the service center 80 in some
configuration tasks, such as node commissioning or the like. Hence, a correct and secure

authentication of the segment controller 60 by the service center 80 is prerequisite.
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In fig. 3, an exemplary embodiment for the mutual authentication process
between the segment controller 60 and the service center 80 is shown in further detail. In the
following embodiments, it is assumed that the service center 80 knows the security key of the
segment controller 60 and of the network node 10, i.e. Ksegment and Kpode. In contrast, the
segment controller 60 and the network node 10 only know their own security keys Kegment
and Kyoqe, respectively. In general, a mutual challenge-response based handshake for mutual
authentication is based on some keying material, which is known to both entities involved in
the handshake, such as the security key of the segment controller 60 Kgegment.

Therefore, as a first step in fig. 3, the segment controller 60 transmits a
message M1 to the service center 80 including a random number rsegmen: generated at the
segment controller 60. The service center 80 answers by transmitting a message M2
including a further random number rs.nicc generated at the service center 80. Based on these
random numbers Isegment ANd Tservice @5 Well as on the security key Kgegment 0f the segment
controller 60, the segment controller 60 gencrates a session key Keession. For instance, the
session key Kiession may be generated using the following expression:

Ksession = HMAC (key || Tservice || Tsegments Ksegment)

Here, two vertical lines represents concatenation. Thus, the session key Keession may be a hash
message authentication code function of the random numbers r'segment and Tservice and the
security key Ksegmen: 0f the segment controller 60. The function can add further elements such
as the identities of the involved partics. Alternatively, a symmetric key cryptography can be
used for the authentication process, ¢.g. based on a cipher message authentication code
CMAC. After generating the session key Kgession, the segment controller 60 transmits a third
message M3 to the service center 80. The message M3 can be an output of a function that is
used as an identification token. For instance, the message M3 is based on a function of
following parameters: identity Idseomen: Of the segment controller 60, identity Idservice of the
service center 80 and the random numbers Tservice aNd Tsegment. Furthermore, the message M3 is
encoded using the session key Kgession, Which is a common security of the segment controller
60 and the service center 80 limited to this handshake or session. Thus, a function for the
message M3 may correspond to the following expression:

HMAC (Com!1 || Idsegment || Idservice || Tservice || Tsegments Ksession)

Upon receipt of the message M3, the service center 80 also generates the session key Ksession
using the same formula as the segment controller 60. By these means, the service center 80
can verify the authenticity of the message M3 using the session key Keession. 1f the verification

18 successful, the service center 80 can add the segment controller 60 to a list of authorized
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controlling devices and associate the segment controller 60 to the given network. Then, the
service center 80 responds with a message M4, which is also a function of the identity Idservice
of the service center 80, of the identity Idsegmen: 0f the segment controller 60 and of the
random numbers Isegment ANd Tservice- Again, the message M4 is encoded using the session key
Ksession. Therefore, the message M4 can be based on the following expression:

HMAC (Com?2 || Idservice || Idscgment || Tscgment || Tservices Ksession)
Verification by the segment controller 60 occurs after reception and successful verification of
the message M4. Optionally, for instance, if this is a commissioning handshake for
configuring the segment controller 60, the segment controller 60 can be activated by the
message M4 and include a security policy that moves to it to an operational state. In this
state, the segment controller 60 can perform controlling functionalities such as
commissioning network nodes 10 or transmitting messages between the service center 80 and
the network nodes 10. It should be noted that the segment controller 60 could comprise two
modules 60a and 60b. In this case, the handshake occurs between the service center 80 and
the module 60b via the module 60a of the segment controller 60.

In the above-described authentication process, a common authentication
handshake is modified by generating a session key Kession Specific for the service center 80
and the segment controller 60, so that the session key Keesion can be used to secure the
communication link between these entities. Non-authorized traffic may be dropped. Thus, a
successful authentication process provides both parties with an implicit proof that the same
session key Keession has been generated at the service center 80 and at the segment controller
60. By means of the mutual authentication and secure channel establishment between the
service center 80 and the segment controller 60, the requirements for operation of the secure
data transmission protocol according the present invention are met.

In fig. 4, the operation of a secure data transmission protocol according to an
embodiment of the present invention is shown. Again, the protocol is exemplified using a
commissioning procedure. In the example shown, the segment controller 60 exchanges four
messages N2, N3, N4 and N5 with the node 10, which encapsulate the messages m1, m2, m3
and m4. Therefore, this process resembles an authentication process or end-to-end handshake
between the service center 80 and the node 10. The data exchange of the messages N2 to N5
between the segment controller 60 and the node 10 is embedded in the exchange of two sets
of messages N1 and N6 between the service center 80 and the segment controller 60. The
first set of messages N1 is transmitted from the service center 80 to the authorized segment

controller 60 (e.g. as described above) and serves to provide the segment controller 60 with
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information required for configuring one or more network nodes 10. The second set of
messages N6 is transmitted from the segment controller 60 to the service center 80 and
contains a configuration confirmation of the configured nodes 10.

Now, the process shown in fig. 4 is described in further detail. In general, the
service center 80 is aware of the security keys Koegment and Kyode 0f the segment controller 60
and the node 10, respectively. In contrast, the segment controller 60 and the node 10 only
know their own security keys Kgegment and Knode, respectively. After the segment controller 60
has been successfully authenticated and authorized, the service center 80 generates a random
number for a session NUMDET Tsession. Using the session number rsession and the security key
Kiode 0f the node, a session key Kpode session 18 generated. For instance, the session key
Kiode_session may be generated using a message authentication code function as in the
following expression:

Kaode_session = MAC (Tsession, Knode)
The above reession can be generated by using as session a derivative of Ksession,
HMAC(random, Kicgsion), Where Kgession 15 the key bound to service center and segment
controller specific to the previous handshake and random is a random number. In this way, it
can be ensured that Knode session 18 linked to the session established between the service center
and the segment controller. Then, the service center 80 transmits to the segment controller 60
a message N1 including the session key Kpode session, the session number reession and a message
m1, which includes information for the node 10 encoded with the security key Kpode (01 a
derivate of it, e.g., MAC(random, K,ode) Where random is a random number to be provided to
the node) of the node 10. The information of the message m1 refers to configuration
parameters for the node 10 and a security key Kseg syst_sess associated to the segment
controller 60 as well as to the system and the current session.
For instance, the session key Ko syst_sess can be generated according to the following
expression:

Kseg syst_sess = MAC (Ksegment || System || Tsession)
By these means, the node 10 can be informed about the identity of the segment controller.
Hence, in one example, the message m1 may correspond to the following expression:

AE (Coml || Idservice || Idsegment || Idnode || Tsession || Kseg syst_sess || config. Parms,
Kiode),
wherein Coml1 refers to the message number, Id refers to the identity or address of the
respective entity, config. parms denotes configuration parameters and AE denotes an

authenticated encryption function using K,oqe (or a key derived from it, e.g., as
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MAC(random, Kyoqe) where random is a random number to be provided to the node). In
addition, the message N1 can be encoded using a common security key associated to the
service center 80 and the segment controller 60, such as the session key Kession OF any other
security key based on the security key Kgegment 0f the segment controller 60.

After having safely received the message N1 from the service center 80, the
segment controller 60 transmits a message N2 to the node 10 including the session number
Tsession and the message ml. In other words, the segment controller 60 forwards the encoded
message m1 without modifying it. Upon receipt of the message N2, the node 10 decrypts and
verifies the authenticity of the message m1 using the corresponding security key Kpode (01 @
key derivated from it). Then, the node 10 stores the configuration information included in the
message m1 and starts a timer Thandshake. Here, it is important to note that the node 10 does not
accept the received information, before the authentication process between the segment
controller 60 and the node 10 has been successfully completed. For completing the
authentication handshake, the node 10 gencrates a handshake key Khandshake, €.8. using the
following expression:

Khandshake = MAC (Knode session || Kseg systsess)

Afterwards, the node 10 transmits a message N3 to the segment controller 60 including a
message m2 encoded with the handshake key Kpandshake- This message m2 may be the result
of a function, e.g. of:

MAC (Com?2 || Idservice || Idsegment || Idnode || Tsession || Tnodes Khandshake),
wherein rpode 18 @ random number generated by the node 10. After having received the
message N3 from the node 10, the segment controller 60 verifies the message N3 by means
of the handshake key Khangshake. Only the correct segment controller 60 can generate the
handshake key Knandshake fOr verifying this message, since this requires either knowledge
about the security key Kgegmen: 0f the segment controller 60, about the identity of the system
and of the session, or knowledge of the session key Keg systsess- Moreover, the session-
limited security key Kiode_session Of the node 10 is needed. Therefore, by providing the
security key Kpode_session t0 the segment controller 60 in the message N1, the service center 80
authorizes the segment controller 60 to transmit information to the corresponding node 10.
By these means, fake or non-trusted segment controllers are prevented from configuring
network nodes 10.

If the verification of the message N3 is positive, the segment controller 60 will
reply with a message N4 including a message m3, which is also protected with the handshake

key Kpandshake. The message m3 may for instance relate to the result of the following function:
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HMAC (C0m3 || Idnode || Idsegment || Idservice || T'node || Tsegment || T'session, Khandshake),

wherein rsegment cOrresponds to a random number generated by the segment controller 60.
When receiving the message N4, the node 10 proceeds to the verification thereof using the
handshake key Kpangshake. If the verification is successful, the authentication of the segment
controller 60 to the node 10 is successfully completed. Therefore, if the message N4 is
received at time Thandshake O the timer within a time period ATcont nodes 1.€. Thandshake <

AT conf node, the node 10 accepts the information, which was included in the message m1. The
time period ATcont node cOTTesponds to the time interval between receiving the messages N2
and N4 at the node 10. Therefore, the time period ATcont node SETVES as a threshold time
defining a maximum time period, within which the authentication has to be completed. After
accepting the information included in the message m1, the node 10 allows changes in its
configuration parameters based on the configuration information of the message m1.
However, the service center 80 may include restrictions, so that some parameters can only be
configured by the service center 80 itself. Examples of those parameters are the network
identifier or a network address. Similarly, threshold times AT, or AT, may be set at the
segment controller 60, ¢.g. for the time between receiving and decoding the message N3 and
transmitting the message N4 to the node 10 or between transmission of the message N4 and
the receipt of a further message N5 from the node 10. These threshold times can be arbitrarily
set and even be omitted in some embodiments.

After receiving the message N4 from the segment controller 60 in due time
and accepting the configuration information, the node 10 generates an acknowledgement
ACK protected with the security key Knoge (or a key derived from it) of the node 10 and
transmits this acknowledgement ACK as message m4, which is further encoded or protected
based on the handshake key Kpandshake and embedded in the message NS5, to the segment
controller 60. Here, the acknowledgement ACK can include the received configuration
parameters and/or exchanged messages protected by a message integrity code MIC or
message authentication code MAC generated with K,oq4.. For instance, the acknowledgement
ACK may be based on the following expression:

MAC (m3 || Keeg syst sess|| Configuration parameters, Knode),

When the segment controller 60 receives the message N5 including the
message m4 with the acknowledgement ACK, the segment controller 60 verifies the message
NS5 using the handshake key Kpandshake and forwards the acknowledgement ACK as message
N6 to the service center 80. Hence, the verification or authenticity of the message N5 can be

performed at the segment controller 60 before forwarding the acknowledgement ACK to the
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service center 80. That is, the segment controller 60 can prove that the message N5 comes
from the actual node 10 and not from another (counterfeited) entity.

As described above, the acknowledgement ACK includes a message integrity
code MIC or the like of the message m3 concatenated with the configuration parameters,
wherein the MIC is protected by the security key Kaode 0f the node 10. By means of the
security key Kioq4e 0f the node 10, the service center 80 can verify the correct node 10 having
received the information. Likewise, by means of the configuration result, e.g. the
configuration parameters, the service center 80 can verify the successful transmission of
information to the node 10 and the successful configuration. Furthermore, by including also
the message m3 in the acknowledgement ACK, the service center 80 can verify that the
actual segment controller 60 has transmitted the information to the node 10. At the service
center 80, a further threshold time ATcont node may be set, defining a maximum allowed time
period between transmitting the first set of messages N1 and receiving the message N6
reporting the acknowledgement of the node 10. These threshold times further increase the
robustness of the network.

Fig. 5 shows a basic principle of the data transmission process according to an
embodiment of the present invention. As illustrated in fig. 5, the service center 80 and the
segment controller 60 have authenticated each other and established a secure communication
channel (solid line). Moreover, the segment controller 60 is provided with the authorization
to forward information from the service center 80 to one or more of the network nodes 10.
Then, the segment controller 60 and each of the nodes 10 authenticate each other. After
successful verification of the authorization of the segment controller 60, the nodes 10 accept
data received from the segment controller 60 and employ the data correspondingly. Finally,
the node 10 can confirm the secure receipt of data via the segment controller 60 to the service
center 80, so that the service center 80 can verify that the node 10 has correctly received and
used the data. Therefore, an indirect authentication process is performed between the nodes
10 and the service center 80 (dashed lines), while direct authentication is performed between
the service center 80 and the segment controller 60 as well as between the segment controller
60 and the nodes 10 (solid lines). The indirect authentication is based on the transmission of
data coded with the security key Kpo4e from the service center 80 via the segment controller
60 to the node 10 and by the transmission of the confirmation message coded twice, i.c. with
the handshake key Kpandsnake associated to the segment controller 60 and the node 10 and with
the security key Kyode, Which is known to the service center 80, but not to the segment

controller 60. Therefore, according to this embodiment of the present invention, a security
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handshake is mimicked between the service center 80 and the node 10 via an intermediate
entity (the segment controller 60), wherein the intermediate entity, i.c. the segment controller
60 and the node 10 do not possess the respective security keys of each other.

In fig. 6, a control unit for a network node 10 according to an exemplary
embodiment of the present invention is shown. The control unit 100 comprises an
authentication unit 110, which can perform the mutual authentication process described
above. The authentication unit 110 of the control unit 100 operates to verify the
authentication of a received message, i.¢. the identity of the transmitting entity such as the
segment controller 60 and the identity of the origin of the message, i.e. the service center §0.
A message will only be accepted by the node 10, after the authentication unit 110 has
confirmed the authentication of the message. For instance, the authentication unit 110 can
authenticate the node 10 to the segment controller 60 and vice versa. Moreover, the
authentication unit 110 can verify, whether the segment controller 60 has been authorized by
the service center 80. Therefore, the authentication unit 110 can indirectly verify the
authenticity of the service center 80 and thus the origin of the message. The control unit 100
of the node 10 can further comprise a configuration unit 120 for adjusting operation
parameters of the node 10 based on information included in the received message. In
addition, a memory 130 and a transmission unit 140 can be included in the control unit 100 or
in the node 10. In summary, the control unit 100 of the node 10 is adapted to perform the
above-described processes, which are performed at the node 10.

In the foregoing description, the embodiments of the invention have been
exemplified using the very sensitive situation, when a node 10 of a wireless network has to
be configured. For this, a joining node 10 verifies that it is joining an allowed network,
because it can verify the identity of the service center 80. In the same way, the backend or
service center 80 can verify the identities of joining segment controller(s) 60 and network
nodes 10, so that it can prevent copied nodes 10 or segment controller(s) 60 from joining. By
means of the mutual authentication as well as by the secure transfer of configuration
information and the like, dedicated customer security domains can be created and stealing of
network credentials can be prevented. Morcover, the association to the network allows for
service provisioning. For instance, the segment controller(s) 60 and network nodes 10 can be
associated to the network for future billing. These aspects resemble the AAA (authentication,
authorization, accounting) concept, in which after user authentication, an AAA server checks
whether the user is authorized and accounts him for the consumed resources. However,

except for commission or configuration processes of a network, there are many other



10

WO 2012/168888 PCT/IB2012/052867

19
situations and systems, to which the present invention can be applied, e.g. a lightweight
Zigbee-1P or 6LoWPAN/CoRE in which the essence of the above handshake is implemented
by means of TLS/DTLS.

Hence, according to the present invention, means are provided for secure data
transmission to single network nodes 10 of a wireless network from a backend, ¢.g. from the
service center 80. For this, operational keys are transferred in a secure way, so that key
provisioning happens in a secure way. According to the present invention, the
communication overhead can be minimized and security services can be provided suited for
the respective application, while taking into account the restricted network resources of such
a wireless mesh network, as for example a lighting system or sensor system. Morcover, the
protection against counterfeiting and undermining of the network by non-authorized nodes

can be improved.
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CLAIMS:
1. A system for secure data transmission to a node (10) of a network, comprising:

at least one node (10);

a service center (80) for providing the at least one node (10) with information ;
and

a segment controller (60) for providing the at least one node (10) with the
information;

wherein the segment controller (60) and the node (10) are capable of mutual
authentication; and

wherein the node (10) is further adapted to verify an authorization of the
segment controller (60) and to accept the provided information in case of successful

verification.

2. The system according to claim 1, wherein a session key is derived based on at
least one security key associated to an entity (10, 60, 80) involved in the mutual

authentication.

3. The system according to claim 2, wherein the service center (80) is configured
to inform the segment controller (60) about a session-limited security key of the node (10) for

generating the session key.

4, The system according to any one¢ of the preceding claims, wherein the service
center (80) knows about security keys of the segment controller (60) and of the node (10)
and/or wherein the segment controller (60) and/or the node (10) know about its respective

security key.

5. The system according to any one of the preceding claims, wherein the service
center (80) is adapted to activate the segment controller (60) as controlling device of at least

some of the nodes (10).

6. The system according to any one of the preceding claims, wherein the service
center (80) is configured to distribute the information for the node (10) to the segment

controller (60) after mutual authentication between the service center (80) and the segment
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controller (60) and/or wherein the segment controller (60) is configured to redistribute the
information of the service center (80) to the node (10) after mutual authentication between

the segment controller (60) and the node (10).

7. The system according to any onc of the preceding claims, wherein the node
(10) is adapted to send a double-coded confirmation message for the service center (80) to

the segment controller (60).

8. The system according to any one of the preceding claims, wherein at least one
threshold time is set at the node (10) and/or at the segment controller (60) and/or at the
service center (80) for defining a maximum time period allowed between two predefined

messages.

9. The system according to any one of the preceding claims, wherein the node

(10) is configured to accept configuration information during a configuration phase.

10. The system according to any one of the preceding claims,

wherein the service center (80) is configured to send messages for the node
(10) to the segment controller (60) encoded based on a security key associated to the node
(10) and on a security key associated to communication between the service center (80) and
the segment controller (60); and/or

wherein the node (10) is configured to send messages for the service center
(80) to the segment controller (60) encoded based on a security key associated to the node
(10) and on a security key associated to communication between the segment controller (60)

and the node (10).

11. The system according to any one of the preceding claims, wherein the segment
controller (60) is configured to provide the node (10) with information before the mutual
authentication is completed and/or wherein the node (10) is configured to accept the
information provided by the segment controller (60) after successful authentication and

verification of the authorization of the segment controller (60).

12. The system according to any one of the preceding claims, wherein messages

between the segment controller (60) and the service center (80) are transmitted in batches.
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13. The system according to any onc¢ of the preceding claims, wherein the node

(10) is a luminaire node (10) of a lighting system.

5 14 A control unit (100) for secure data transmission to a node (10) of a network,
comprising:
an authentication unit (110) for mutual authentication of the node (10) and a
segment controller (60) and for verifying an authorization of the segment controller (60);
wherein information provided from a service center (80) via the segment

10 controller (60) is accepted in case of successful verification.

15. A method for secure data transmission to nodes (10) of a network, comprising
the steps of:
mutual authentication of a node (10) and a segment controller (60);
15 verification of an authorization of the segment controller (60) by the node
(10); and
accepting at the node (10) information provided from a service center (80) via

the segment controller (60) in case of successful verification.
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