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COPYRIGHT NOTICE

The tables attached to the disclosure of this patent contain material that is subject to 

copyright protection. The copyright owner has no objection to the facsimile reproduction by 

anyone of the patent document or the patent disclosure，as it appears in the Patent and Trademark 

Office patent file or records，but otherwise reserves all copyright rights whatsoever.

TABLES

Table A is a functional specification of the Agranat Systems, Inc. EmWebTM product; and

Table B is a source code listing in the c programming language of header files defining 

data structures representing an archive of content as used by the EmWebTM product.

The noted tables are provided to show an example of a particular embodiment of the 

invention incorporating features thereof which are described in detail below.

CROSS-IŒFERENCE TO RELATED APPLICATION

Priority is claimed under 35 u.s.c. §119(e) to the inventors' Provisional u.s. Patent 

Application Serial No· 08/023,373, entitled EXTENDED LANGUAGE COMPILER AND RUN 

TIME SERVER，filed August 8, 1996, now pending. The inventors' above-identified provisional 

U.S. patent application is incorporated herein by reference.

1٠ Field of the Invention

The present invention relates generally to graphical user interfaces (GUIs)，i.e. user 

interfaces in which information can be presented in both textual form and graphical fom. More 

particularly，the invention relates to GUIs used to control, manage, configure，monitor and 

diagnose software and hardware applications，devices and equipment using a World-Wide٠Web 

client/server communications model. Yet more particularly，the invention relates to methods and 

apparatus for developing and using such GUIs based on a World-Wide-Web client/server 

communications model·
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2٠ Related Art

Many modern communications，entertainment and other electronic devices require or 

could benefit from improved local or remote control, management，configuration，monitoring 

and diagnosing. It is common for such devices to be controlled by a software application 

program specifically written for each device. The design of such a device includes any hardware 

and operating environment software needed to support the application, which is then referred to 

as an embedded application，because it is embedded within the device. Embedded application 

programs are generally written in a high-level programming language such as c，c++, etc·, 

referred to herein as a native application programming language. Other languages suitable to 

particular uses may also be employed. The application program communicates with users 

through a user interface，generally written in the same high-level language as the application.

The representation of an application in a native application programming language is 

referred to as the application program source code. A corresponding representation which can be 

executed on a processor is referred to as an executable image.

Before an application written in a high-level language can be executed it must be 

compiled and linked to transform the application source code into an executable image. A 

compiler receives as an input a file containing the application source code and produces as an 

output a file in a format referred to as object code. Finally，one or more object code files are 

linked to form the executable image. Linking resolves references an object module may make 

outside of that object module，such as addresses，symbols or functions defined elsewhere.

Source code may also define rangements by which data can be stored in memory and 

conveniently referred to symbolically. Such defined arrangements are referred to as data 

structures because they represent the physical arrangement of data within memory, i.e■, the 

structure into which the data is organized.

Most commonly，remote control，management，configuration，monitoring and diagnosing 

applications employ unique proprietary user interfaces integrated with the application software 

and embedded into the device. Frequently these user interfaces present and receive information 

in text form only. Moreover，they are not portable，generally being designed to operate on a 

specific platform，i.e·，combination of hardware and software. The devices for which control， 

management，configuration and diagnosing are desired have only limited run-time resources 

available，such as memory and long٠terni storage space. Proprietary interfaces are frequently 

designed with such limitations to data presentation, data acquisition and portability because of
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the development costs incurred in providing such features and in order to keep the size and run- 

time resource requirements of the user interface to a minimum. Since each user interface tends to 

be unique to the particular remote control，management，configuration，monitoring or diagnosing 

function desired，as well as unique to the operating system，application and hardware platform 

upon which these operations are performed，significant time and/or other resources may be 

expended in development■ Graphics handling and portability have therefore been considered 

luxuries too expensive for most applications.

However，as the range of products available requiring control，management， 

configuration，monitoring or diagnosing increase，such former luxuries as graphical presentation 

and portability of the interface from platfom to platform have migrated from the category of 

luxuries to that of necessities. It is well known that infomation presented graphically is more 

quickly and easily assimilated than the same infomation presented as text. It is also well known 

that a consistent user interface presented by a variety of platforms is more likely to be understood 

and properly used than unique proprietary user interfaces presented by each individual platform. 

Therefore，portable GUIs with low run-time resource requirements are highly desirable.

With the growing popularity and expansion of the Internet，one extremely popular public 

network for communications between computer systems，and development of the World-Wide- 

Web communication and presentation model，a new paradigm for communication of information 

has emerged.

The World-Wide-Web and similar private architectures such as internal corporate LANs, 

provide a "web” of interconnected document objects■ On the World-Wide-Web，these document 

objects are located on various sites on the global Internet. The World-Wide-Web is also 

described in "The World-Wide Web，" by T. Berners-Lee，R. Cailliau，A. Luotonen, H. F.

Nielsen，and A. Secret, Communications of the АСМя 37 (8)，pp. 76-82, August 1994, and in 

"World Wide Web: The Information Universe，" by Bemers-Lee，T.，et al·，in Electronic 

Networking: Researchi Applications and Policy١ Vol· 1，No. 2, Meckler，Westport，Conn·，Spring 

1992. On the Internet，the World-Wide-Web is a collection of documents (i.e.，content)，client 

software (i.e·，browsers) and server software (i.e.，servers) which cooperate to present and receive 

information from users. The World-Wide٠Web is also used to connect users through the content 

to a variety of databases and services from which infomation may be obtained. However，except 

as explained below, the World-Wide-Web is based principally on static infomation contained in 

the content documents available to the browsers through the servers. Such a limitation would
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make the World-Wide-Web paradigm useless as a GUI which must present dynamic information 

generated by a device or application.

The World-Wide-Web communications paradigm is based on a conventional client-server 

model. Content is held in documents accessible to servers. Clients can request，through an

5 interconnect system, documents which are then served to the clients through the interconnect 

system. The client software is responsible for interpreting the contents of the document served, 

if necessary.

Among the types of document objects in a "web” are documents and scripts. Documents 

in the World-Wide-Web may contain text, images，video, sound or other information sought to

10 be presented，in undetermined formats known to browsers or extensions used with browsers. The 

presentation obtained or other actions performed when a browser requests a document from a 

server is usually determined by text contained in a document which is witten in Hypertext Mark- 

up Language (HTML)‘ HTML is described in HyperText Markup Language Specification ■ 2.0, 

by T· Bemers-Lee and D. Connolly，RFC 1866, proposed standard，November 1995, and in

15 "World Wide Web & HTML，" by Douglas c. McArthur，in Dr٠ Dobbs JoumaL December 1994， 

pp. 18-20,22, 24, 26 and 86. HTML documents stored as such are generally static，that is, the 

contents do not change over time except when the document is manually modified. Scripts are 

programs that can generate HTML documents when executed.

HTML is one of a iamiiy of computer languages refered to as mark-up languages■

20 Mark_up languages are computer languages which describe how to display，print，etc. a text

document in a device-independent way. The description takes the form of textual tags indicating 

a format to be applied or other action to be taken relative to document text. The tags are usually 

unique character strings having defined meanings in the mark-up language· Tags are described 

in greater detail，below.

25 HTML is used in the World-Wide-Web because it is designed for writing hypertext

documents. The formal definition is that HTML documents are Standard Generalized Markup 

Language (SGML) documents that conform to a particular Document Type Deiinition (DTD).

An HTML document includes a hierarchical set of markup elements，where most elements have 

a start tag，followed by content，followed by an end tag. The content is a combination of text and

30 nested markup elements. Tags are enclosed in angle brackets (’<' and '〉') and indicate how the 

document is structured and how to display the document，as well as destinations and labels for 

hypertext links. There are tags for markup elements such as titles, headers，text attributes such as
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bold and italic, lists, paragraph boundaries，links to other documents or other parts of the same 

document，in-line graphic images，and many other features·

For example，here are several lines of HTML:

Some words are <B〉bold</B〉，others are Here we start a new

paragraph_<P〉Here's a link to

the <A HREF=t1http://١v١vw.agranat٠com٠T>Agranat Systems, Inc.</A〉home 

page.

This sample document is a hypertext document because it contains a "link" to another 

document，as provided by the "HREF=.” The format of this link will be described below. A 

hypertext document may also have a link to other parts of the same document· Linked 

documents may generally be located anywhere on the Internet. When a user is viewing the 

document using a client program called a Web browser (described below)，the links are displayed 

as highlighted words or phrases. For example，using a Web browser，the sample document above 

would be displayed on the user's screen as follows:

Some words are bold，others are italic. Here we start a new paragraph.

Here's a link to Agranat Systems, Inc, home page.

In the Web browser，the link may be selected，for example by clicking on the highlighted 

area with a mouse. Selecting a will cause the associated Thus,

clicking on the highlighted text "Agranat Systems, Inc.” would display that home page.

Although a browser can be used to directly request images，video, sound，etc, from a 

server，more usually an HTML document which controls the presentation of information served 

to the browser by the server is requested. However, except as noted below，the contents of an 

HTML file are static，i.e٠, the browser can only present a passive snapshot of the contents at the 

time the document is served. In order to present dynamic information, i.e.，generated by an 

application or device，or obtain from the user data which has been inserted into an HTML- 

generated form，conventional World-Wide-Web servers use a "raw” interface, such as the 

common gateway interface (CGI)，explained below. HTML provides no mechanism for 

presenting dynamic infomation generated by an application or device，except through a raw 

interfoce，such as the CGI. Regarding obtaining data from the user for use by the application or 

device，although standard HTML provides a set of tags which implement a convenient 

mechanism for serving interactive forms to the browser，complete with text fields，check boxes

http://%25d9%25a1v%25d9%25a1vw.agranat%25d9%25a0com%25d9%25a0T%253eAgranat
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and pull-down menus，the CGi must be used to process submitted forms. Form processing is 

important to remote control，management，configuration，monitoring and diagnosing applications 

because forms processing is a convenient way to configure an application according to user input 

using the World-Wide-Web communications model■ But，form processing using a CGI is 

extremely complex，as will be seen below，requiring an application designer to learn and 

implement an unfamiliar interface. A CGI is therefore not a suitable interface for rapid 

development and prototyping of new GUI capabilities. Moreover，a developer must then master 

a native application source code language （e.g·，c, c++，etc.）, HTML and the CGI，in order to 

develop a complete application along with its user interface.

Models of the World-Wide-Web communications paradigm for static content and 

dynamic content are shown in Figs. 14 and 15, respectively. As shown in Fig. 14, a browser 

1401 makes a connection 1402 with a server 1403, which serves static content 】405 from a 

storage device 1407 to the browser 1401. In the case of dynamic content，shown in Fig. 15, the 

server 1403 passes control of the connection 1402 with the browser 1401 to an application 1501， 

through the CGI 1503. The application 1501 must maintain the connection 1402 with the 

browser 1401 and must pass control back to the server 1403 when service of the request which 

included dynamic content is complete. Furthemore，during service of a request which includes 

dynamic content，the application 1501 is responsible for functions nomally performed by the 

server 1403, including maintaining the connection 】402 with the browser 1401，generating 

headers in the server/browser transport protocol，generating all of the static and dynamic content 

elements, and parsing any form data returned by the user. Since use of the CGI 1503 or other 

raw interface forces the application designer to do all of this work，applications 1501 to which 

forms are submitted are necessarily complex.

In order to provide dynamic content to a browser，the World-Wide-Web has also evolved 

to include Java and other client side scripting languages，as well as some server side scripting 

languages. However, these languages are interpreted by an interpreter built into the browser 

1401 or server 1403, slowing down the presentation of information so generated■ In the case of 

client side scripting，the script does not have any direct access to the application or to application 

specific information. Therefore，in order to generate or receive application specific information 

using client side scripting，the CGI 1503 or other raw interface must still be used. In the case of 

server side scripting，the server 1403 must parse the content as it is served，looking for a script to 

be interpreted. The access which a script has to the application is limited by the definition of the
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scripting language，rather than by an application software interface designed by the application 

designer·

A server side script is an executable program, or a set of commands stored in a file，that 

can be run by a server program to produce an HTML document that is then retted to the Web 

browser Typical script actions include running library routines or other applications to get 

information from a file，a database or a device，or initiating a request to get information from 

another machine，or retrieving a docient corresponding to a selected hypertext link. A script 

may be run on the Web server when，for example，the end user selects a particular hypertext link 

in the Web browser，or submits an HTML form request. Scripts are usually written in an 

interpreted language such as Basic，Practical Extraction and Report Language (Perl) or Tool 

Control Language (Tel) or one of the Unix operating system shell languages，but they also may 

be written in programming languages such as the "c" programming language and then compiled 

into an executable program. Programming in Tel is described in more detail in Tel and theTk 

Toolkit, by John K. Ousterhout，Addison-Wesley，Reading, MA，USA，1994. Perl is described 

in more detail in Programming Perh by Larry Wall and Randal L. Schwartz，O'Reilly & 

Associates, Inc.，Sebastopol, СЛ，USA，1992.

Each document object in a web has an identifier called a Univers^ Resource Identifier 

(URI). These identifiers are described in more detail in T٠ Bemers-Lee, ،،Universal Resource 

Identifiers in World-Wide-Web: A Unitving Syntax for the Expression of Names and Addresses

of Objects on the Network as used in the World-Wide Web٠?Î RFC 1630, CERN，June 1994; and 

T. Bemers-Lee, L٠ Masinter, and M■ McCahill，،،Uniform Resource Locators(υΐ٦ί)٠υ RFC 1738, 

CERN，Xerox PARC, University of Minnesota，December 1994. A URI allows any object on 

the Internet to be referred to by name or address, such as in a link in an HTML document as 

shown above. There are two types of URIs: a Universal Resource Name (URN) and a Uniform 

Resource Locator (URL). A URN references an object by name within a given name space. The 

Internet community has not yet fully defined the syntax and usage of URNs· A URL references 

an object by defining an access algorithm using network protocols. An example URL is 

"http://www.agranat.com" A URL has the syntax “scheme: scheme_specific—components” where

"scheme” identifies the access protocol (such as HTTP，FTP OT GOPHER). For a 

scheme of HTTP，the URL may be of the form '٠http://host:port/path?searchr٠ 

where

"host" is the Internet domain name of the machine that supports the protocol;
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http://www.agranat.com
http://host:port/path?searchr%25d9%25a0
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"port” is the transmission control protocol (TCP) port number of the appropriate 

server (if different from the default);

"path" is a scheme-specific identification of the object; and

”search” contains optional parameters for querying the content of the object·

URLs are also used by web servers and browsers on private computer systems or networks and 

not just the World٠Wide٠Web.

A site，i.e. an organization having a computer connected to a network，that wishes to 

make documents available to network users is called a ”Web site” and must run a "Web server” 

program to provide access to the documents. A Web server program is a computer program that 

allows a computer on the network to make documents available to the rest of the World-Wide- 

Web or a private web. The documents are often hypertext documents in the HTML language, 

but may be other types of document objects as well，as well as images，audio and video 

information. The information that is managed by the Web server includes hypertext documents 

that are stored on the server or are dynamically generated by scripts on the Web server. Several 

Web server software packages exist, such as the Conseil Europeen pour la Recherche Nucleaire 

(CERN，the European Laboratory for Particle Physics) server or the National Center for 

Supercomputing Applications (NCSA) server. Web servers have been implemented for several 

different platfoms，including the Sun Sparc 11 workstation running the Unix operating system， 

and personal computers with the Intel Pentium processor running the Microsoft® MS-DOS 

operating system and the Microsoft® WindowsTM operating environment·

Web servers also have a standard interface for running external programs，called the 

Common Gateway Interface (CGI). CGI is described in more detail in How To Set Up And 

Maintain A Web Site٩ by Lincoln D. Stein，Addison-Wesley，August 1995. A gateway is a 

program that handles incoming information requests and returns the appropriate document or 

generates a document dynamically. For example，a gateway might receive queries，look up the 

answer in an SQL database，and translate the response into a page of HTML so that the server 

can send the result to the client. A gateway program may be written in a language such as "с" от 

in a scripting language such as Perl or Tel or one of the Unix operating system shell languages. 

The CGI standard specifies how the script or application receives input and parameters, and 

specifies how any output should be formatted and returned to the server.

A user (typically using a machine other than the machine used by the Web server) that 

wishes to access documents available on the network at a Web site must run a client program
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called a "Web browser." The browser program allows the user to retrieve and display documents 

from Web servers· Some of the popular Web browser programs are: the Navigator browser from 

NetScape Communications Corp.，of Mountain View, California; the Mosaic browser from the 

National Center for Supercomputing Applications (NCSA); the WinWeb browser，from 

Microelectronics and Computer Technology Corp, of Austin，Texas; and the Internet Explorer， 

from Microsoft Corporation of Redmond，Washington· Browsers exist for many platfoms， 

including personal computers with the Intel Pentium processor running the Microsoft® MS_DOS 

operating system and the Microsoft® Windows™ environment, and Apple Macintosh personal 

computers.

The Web server and the Web browser communicate using the Hypertext Transfer 

Protocol (HTTP) message protocol and the underlying transmission control protocol/intemet 

protocol (TCP/IP) data transport protocol of the Internet HTTP is described in Hypertext 

Transfer Protocol ■ ΗΤΤΡ/1 ٠0١ by T. Bemers-Lee, R. T. Fielding，H. Frystyk Nielsen, Internet 

Draft Document，October 14, 1995, and is currently in the standardization process. At this 

writing, the latest version is found in RFC Ζ068 which is a draft definition of ΗΤΤΡ/1.1. In 

HTTP，the Web browser establishes a connection to a Web server and sends an HTTP request 

message to the server. In response to an HTTP request message，the Web server checks for 

authorization，performs any requested action and returns an HTTP response message containing 

an HTML document resulting from the requested action，or an error message. The returned 

HTML document may simply be a file stored on the Web server，OT it may be created 

dynamically using a script called in response to the HTTP request message. For instance，to 

retrieve a document，a Web browser sends an HTTP request message to the indicated Web 

server，requesting a document by its URL. The Web server then retrieves the document and 

returns it in an HTTP response message to the Web browser. If the document has hypertext 

links, then the user may again select a link to request that a new document be retrieved and 

displayed. As another example，a user may fill in a form requesting a database search，the Web 

browser will send an HTTP request message to he Web server including the name of the 

database to be searched and the search parameters and the URL of the search script. The Web 

server calls a program or script，passing in the search parameters. The program examines the 

parameters and attempts to answer the query，perhaps by sending a query to a database interface. 

When the program receives the results of the query, it constructs an HTML document that is
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returned to the Web server, which then sends it to the Web browser in an HTTP response 

message.

Request messages in HTTP contain a ”method name'’ indicating the type of action to be 

performed by the server，a URL indicating a target object (either document or script) on the Web

5 server，and other control information. Response messages contain a status line，server

information, and possible data content. The Multipurpose Internet Mail Extensions (MIME) are 

a standardized way for describing the content of messages that are passed over a network. HTTP 

request and response messages use MIME header lines to indicate the format of the message. 

MIME is described in more detail in MIME (Multipurpose Internet Mail Extensions):

10 Mechanisms for Specifying and Describing the Format of Internet Message Bodies. Internet RFC 

1341，June 1992.

The request methods defined in the ΗΤΤΡ/1.1 protocol include GET，P0ST٠ PUT， 

HEAD，DELETE，LINK，and UNLINK. PUT, DELETE，LINK and UNLINK ageless 

commonly used. The request methods expected to be defined in the final version of the

15 HTTP/】.1 protocol include GET，POST，PUT，HEAD，DELETE，OPTIONS and TRACE■ 

DELETE, PUT，OPTIONS and TRACE are expected to be less commonly used. All of the 

methods are described in more detail in the ΗΤΤΡ/1.0 and ΗΤΤΡ/1.1 specifications cited above.

Finally，a device or application using conventional World٠Wide٠Web technology must 

have access to a server. Conventional servers are large software packages which run on

20 relatively large，resource_rich computer systems. These systems are resource-rich in terns of 

processing speed and power，long-tem storage capacity，short-term storage capacity and 

operating system facilities. Conventional servers take advantage of these resources，for example， 

in how they store content source documents. For high-speed，convenient access to content，it is 

conventionally stored in a directory tree of bulky ASCII text files■ Therefore, conventional

25 World-Wide-Web technology cannot be used to implement a GUI in a relatively small, 

inexpensive，resource-poor device or application.

The combination of the Web server and Web browser communicating using an HTTP 

protocol over a computer network is referred to herein as the World-Wide-Web communications 

paradigm.

30
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SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide an improved graphical user 

interface (GUI) for use in connection with remote control management，configuration， 

monitoring and diagnosing fonctions embedded in applications，devices and equipment.

According to one aspect of the invention，there is provided a method for providing a 

graphical user interface having dynamic elements. The method begins by defining elements of 

the graphical user interface in at least one text document written in a mark-up language. Next， 

the method defines including at a location in the document a code tag containing a segment of 

application source code. The text document is then served to a client which interprets the mark- 

up language; and when the location is encountered, the client is served a sequence of characters 

derived from a result of executing a sequence of instructions represented by the segment of 

application source code. An embodiment of code tags illustrating their use is described in detail, 

later.

According to another aspect of the invention，there is another method for providing a 

graphical user interface having dynamic elements■ This method also defines elements of the 

graphical user interface in at least one text document written in a mark_up language. Included in 

the document is a string identified by prototype tags. The text document is served to a 

prototyping client which interprets the mark-up language but does not recognize and does not 

display the prototype tag, but does display the string. An embodiment of prototype tags 

illustrating their use is described in detail, later.

According to yet another aspect of the invention，there is yet another method for 

providing a graphical user interface having dynamic elements· Elements of the graphical user 

interface are defined in at least one text document written in a mark-up language. Included at a 

location in the document is a code tag containing a segment of application source code. Also 

included in the document is a string identified by prototype tags. The text document is compiled 

into a content source，which is subsequently decompiled into a replica of the text document. The 

replica of the text docmnent is served to a client which interprets the mark-up language; and 

when the location is encountered in the replica，the client is served a character stream generated 

by executing the segment of application source code.

Yet another aspect of the invention is a software product recorded on a medium· The 

software product includes a mark-up language compiler which can compile a mark-up language 

document into a data structure in a native application programming language，the compiler
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recognizing ・ or more code tags which designate included text as a segment of application 

source code to be saved in a file for compilation by a compiler of the native application 

programming language.

Another aspect of the invention is a method for providing a graphical user interface 

having displayed forms for entry of data. The steps of this method include defining elements of 

the graphical user interface in at least one text document written in a mark٠up language; naming 

in the document a data item requested of a user and used by an application written in a native 

application programming language; and compiling the text document into a content source 

including a data structure dennition in the native application programming language for the 

named data item.

Yet another aspect of the invention may be practiced in a computer-based apparatus for 

developing a graphical user interface for an application，the apparatus including an editor which 

can manipulate a document written in a mark،up language and a viewer which can display a 

document written in the mark٠up language■ The apparatus further includes a mark-up language 

compiler which recognizes a code tag containing a source code fragment in a native application 

source code language，the code tag not otherwise part of the mark-叩 language，the compiler 

producing as an output a representation in the native application source code language of the 

document，including a copy of the source code fragment·

In accordance with another aspect of the invention，there is a method for developing and 

prototyping graphic user interfaces for an application. The method includes accessing an HTML 

file，encapsulating portions of saia HTML and entering source code therein，producing a source 

module from said HTML with encapsulated portions，producing source code for a server，and 

cross compiling and linking said application，said source code module and said server thereby 

producing executable object code.

The invention，according to another aspect thereof，may be a data structure fixed in a 

computer readable medium，the data structure for use in a computer system including a client and 

a server in communication with each other. The data structure includes cross-compiled，stored 

and linked，HTML files with encapsulated portions containing executable code associated with 

said application，server code，and application code，wherein said executable code is run when the 

HTML file is served thereby providing real time dynamic data associated with said application.
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BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings，in which like reference numerals denote like elements:

Fig. 1 is a block diagram of that aspect of the invention relating to development systems; 

Fig. 2 is a block diagram of that aspect of the invention relating to an embedded system;

5 Fig■ 3 is an HTML text fragment illustrating the use of an EMWEB STRING tag;

Fig. 4 is another HTML text fragment illustrating another use of an EMWEB—STWNG

tag;

Fig. 5 is an HTML text fragment illustrating the use of an EMWEB—INCLUDE tag;

Fig. 6 is another HTML text fragment illustrating another use of an EMWEB INCLUDE

10 tag:

Fig. 7 is an HTML text fragment showing a use of the EMWEB ITERATE attribute in 

connection with an EMWEB_STRiNG tag؛

Fig· 8 is an HTML text fragment showing a use of the EMWEB—ITERATE attribute in 

connection with an EMWEB INCLUDE tag:

15 Fig. 9 is an example of forms processing showing the relationship between the HTML

source code for the form and the form output produced;

Fig. 10 is a block diagram of the data structure which defines the header for the data.dat 

archive file;

Fig. 11 is a state diagram of an embedded system illustrating dynamic content processing؛

20 Fig. 12 is a state diagram of an embedded system illustrating foms processing;

Fig. 13 is a state diagram of an embedded system illustrating suspend/resume processing; 

Fig. 14 is a block diagram illustrating conventional World-Wide-Web communication of

static content between a server and a client; and

Fig. 15 is a block diagram illustrating conventional World٠Wide٠Web communication of

25 dynamic content between a server and a client.

DETAILED DESCRIPTION
The present invention will be better understood upon reading the following detailed

description in connection with the figures to which it refers.

30 Embodiments of various aspects of the invention are now described. First, a development

environment is described in which application development and graphical user interface

development are closely linked，yet require a low level of complexity compared to conventional
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development of an application and GUI. Second，an operating environment is described in which 

the application，a server and GUI are tightly coupled，compact and flexible. In the described 

system a GUI having portability，low run-time resource requirements and using any of a wide 

variety of systems available to a user as a universal front end，i.e. the point of contact with the 

user is software with which the user is already familiar.

Development Environment

Fig. 1 illustrates a development environment according to one aspect of the invention.

Not all components of the environment are shown, but those shown are identified in the 

following discussion.

Conventionally，an application development environment may include a source code 

editor，a compiler 101，a linker and a run-time environment in which to test and debug the 

application. It is expected that development environments in accordance with the invention 

include those components of a conventional development environment which a developer may 

find useful for developing an application. In the case of embedded applications，i.e., applications 

included within a device or larger application，the run-time environment includes the device or 

application in which the application is embedded，or a simulation or emulation thereof.

The compiler 101 takes source code 103 generated using the source code editor or from 

other sources and produces object code 105, which is later linked to form the executable image.

In addition to the conventional elements noted above，the described embodiment of a 

development environment according to the invention includes an HTML compiler 107 whose 

output 109 is in the source code language of the application under development· In addition，the 

development environment may include an HTML editor，an HTTP-compatible server for 

communicating with client software，i.e·，browsers，and an HTTP-compatible browser.

The HTML editor is used to create and edit HTML documents 111 which define the look 

and feel of a GUI for the application. Niimerous tools are now available for performing this task 

while requiring a minimal knowledge or no knowledge of HTML，for example，Microsoft® Front 

PageTM. It is preferred that the HTML editor used pemit entry of non-standard tags into the 

HTML document.

As will be seen in ftjrther detail，below, the server and browser are used to test a 

prototype GUI before it is folly integrated with the application or in the absence of the 

application. The browser should be capable of making a connection with the server using* for
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example，a conventional connection protocol such as TCP/IP，as shown and described above in 

connection with Fig. 14. Other protocols or direct connections can also be used，as would be 

understood by those skilled in this art. While the browser and the server may be connected 

through a network such as the Internet，they need not be. For example，the server and client may 

run and connect on a single computer system.

Application development proceeds substantially in a conventional manner as known to 

software developers· The application development should include the design of a software 

interface through which data will be communicated into and out of the application. However，the 

software interface is not a GUI. Rather，the interface merely defines how other software can 

communicate with the application. For example，the interface may be a collection of fonction 

calls and global symbols which other software can use to communicate with the application. The 

application should be written in a high level language such as c，c++，etc. The application can 

be tested by compiling and linking it with prototype code that provides or receives information 

through the software interface，exercising those features of the application.

Meanwhile，a GUI for the application is designed as follows. The look and feel of the 

GUI are developed using the HTML editor，server and browser to create a set of content source 

documents 111 including at least one HTML document，which together define the look and feel 

of the GUI. This aspect of GUI development is conventional，proceeding as though the 

developer were developing a World-Wide-Web site.

At locations in one or more HTML documents where data obtained from the application 

is to be displayed，the author includes special tags，explained forther below，which allow the 

HTML document to obtain from the application the required data，using the application software 

interface.

The content source documents 111 are stored conventionally in the form of one or more 

directory trees 113. The directory tree 113 containing the content which defines the GUI is then 

compiled using the HTML compiler 107, to produce an application source code language output 

109 representing the content source documents in the directory tree. The source code elements 

・ produced from the content source documents 111 in the directory tree 113, source code for 

an HTTP compatible server (not shown) and the application source code 103 are compiled into 

ohyect code 105 and linked to form an executable image. The server may be supplied in the form 

of an object code library，ready for linking into the Iinished executable image. The executable 

image thus formed fully integrates the graphical user interface defined using familiar tools of
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World-Wide-Web content development with the control and other functions defined using 

conventional application development tools.

In order to successftilly perform the integration described above，the HTML compiler 107 

of the described embodiment of the invention，the EmWebTM/compiler 107, recognizes a number 

of special extensions to HTML. The HTML extensions implemented by the EmWebTM/compiler 

107, embodying aspects of the invention are described in detail in Table A，Section 3.2. Several 

of these extensions are described briefly here，to aid in understanding the invention.

The EMWEB-STRING tag is an extension of HTML used to encapsulate a fragment of 

source code in the HTML document■ The source code will be executed by a system in which the 

application is embedded when the document is served to a browser (usually running on another 

system) and the location of the EMWEB-STRING tag is reached. The source code returns a 

character string that is inserted as is into the document at the location of the EMWEB-STRING 

tag. Examples of the use of the EMWEB-STRING tag are shown in Figs. 3 and 4■

In the example of Fig· 3, the EMWEB—STRING tag 301 first defines using "C=" a 

boundary character 303 used to define the end 305 of the included source code. Immediately 

following the boundary character definition is a fragment of c code 307 which returns a pointer 

to a string representing one of three fax states· When served by an embedded application，this 

example HTML produces the text "NetFax State:" followed by "Sending"，"Receiving” or "Idle"， 

depending on the value of the symbol GlobalFaxState.

The example of Fig. 4 shows the use of EMWEB-STRING to output typed data whose 

type is defined by an attribute，EMWEB_TYPE 401 · The EmWebTM/compiler uses this attribute 

401 to produce a source code output routine which converts the typed data found at the address 

returned 403 into a string for serving at the proper location in the document.

A similar function is performed by the HTML extension，the EMWEB INCLUDE tag. 

Using this tag，standard parts of a GUI such as headers and footers common to multiple pages or 

windows of information need only be stored once. Header and footer files are referred to using 

the EMWEB—INCLUDE tag which inserts them at the location in each HTML content document 

where the tag is placed. In the described embodiment of the invention，the contents of the 

EMWEB_INCLUDE tag must resolve to a relative от absolute path name within the local 

directory tree of content. This can be done by specifying a local Universal Resource Locator 

(URL)，which is how resources are located in the World-Wide-Web communications paradigm， 

or by including source code which returns a string representing such a local URL. An absolute
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local URL takes the form “/path/filename”，where “/path" is the füll path frOm the root of the 

directory tree to the directory in which the nie IS located, A relative URL defines the location of 

a file relative to the directory in which the current，i٠e., base, document is located and takes the 

form ،،ра!1епате,٦ While the described embodiment requires resolution of the

5 EMWEBjNCLUDE tag to a local URL，the invention is not so limited. In alternate 

embodiments，local and external URLs may be permitted or other limitations imposed.

Examples of the use of the EMWEB-INCLUDE tag are shown in Figs· 5 and 6·

In the example of Fig· 5, a COMPONENT attribute 501 in an EMWEB_INCLUDE tag 

simply defines a local URL 503.

10 In the more elaborate example or Fig. 6, a fragment of source code 601 which produces a

local URL 603 upon a defined condition 605 is used to generate a local URL at run time.

The results to be returned by an EMWEB STRING or EMWEB_INCLUDE tag can also 

be built up iteratively using repeated calls to the included source code. This is done using the 

EMWEB ITERATE attribute，yet another extension to HTML. Examples of the use of

15 EMWEB_ITERATE are shown in Figs. 7 and 8·

Fig· 7 shows an example of the EMWEB ITERATE attribute 701 used in connection 

with the EMWEB-STRING tag 703. The fragment of code 705 is executed repeatedly until a 

NULL is returned، Thus，this HTML repeatedly executes the c source code fragment to display 

the tray status of all trays in a system.

20 Similarly, in Fig. 8, EM١VEB_INCLUDE 8OlandEM١VEBJTERATE 803 are used to

build a table of features for which content from other URLs 805 are to be displayed. When the 

table is complete，a NULL is returned 807, terminating the iterations·

Since the extensions to HTML described above allow the encapsulation of source code 

within an HTML document a mechanism with which to provide the encapsulated source code

25 with required global definitions，header files, external declarations，etc. is also provided in the 

form of an EMWEB HEADtag. The EMWEB—HEAD tag specifies a source code component 

to be inserted in the source code output of the EmWebTM/compiler, outside of any defined 

function. Although it is preferred that the EMWEB_HEAD tag appears in the HTML file 

header，it may appear anywhere· The code generated by an EMWEB—HEAD tag is placed before

30 any ftinctions or other code defined within the HTML content source documents.

As indicated above, the GUI may be prototyped using a conventional server and browser

(see Fig. 14) to preview the HTML documents comprising the GUI· Therefore, it may be useful
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to provide static content with which to preview the page，at locations where dynamic content will 

appear during use，but which does not appear in the compiled document· For example，it may be 

useful to include a prototyping value for content which is otherwise provided using the 

EM١VEB STRING tag mechanism· Therefore，another extension to HTML recognized by the 

EmWebTM/compiler is the EMWEB_PROTO begin 309 and end 311 tags，as shown in Fig. 3.

The EmWebTM/compiler removes tiiese tags and everything between them when compiling the 

document，but the tags are ignored and the text between them is interpreted normally by a 

conventional browser viewing the HTML document either directly or via a conventional server 

Conventional browsers recognize the tag due to its special syntax，e.g·，being enclosed in “く” and

but are designed to ignore and not display any tag for which the browser does not have a 

definition. All EmWebTM/compiler HTML extensions are thus skipped over by conventional 

browsers· Thus，in the example of Fig· 3, the prototype page displays ،،NetFax State: Sending". 

Fig■ 4 shows a similar use of EMWEB PROTO tags.

Handling of HTML foms by the EmWebTM/compiler is now described in connection 

with Fig. 9. As seen in Fig. 9, an HTML form is defined substantially conventionally. Names 

used in the form are used in constructing symbol names used in the output source code produced 

by the EmWebTM/compiler. Therefore names should be valid symbol names in the source code 

language.

Each element of a form definition is translated by the EmWebTM/compiler into a part of a 

corresponding data structure defined for that form. Forais data is moved into and out of the 

application by changing values of items in the data structure.

Turning now to the example in Fig. 9, the relationship between the illustrated HTML 

form definition and the corresponding data structure is described. The form is given a unique 

name，using an EMWEBNAME attribute in a FORM tag. The form name becomes part of the 

structure name, for easy reference and uniqueness. The form name will also be used to generate 

function names for functions which are called when the form is served and when the form is 

submitted.

The structure generated is itself composed of two structures. The first holds values of 

each dynamic element of the form. The second holds a status flag indicating the status of the 

contents of a corresponding value. Thus，in the example of Fig· 9, a structure to hold values and 

status for the sysName INPUT and the Logging SELECTion is created. The value of sysName is 

a character string，while Logging is an enumerated type.



-19-

WO 98/06033 PCT/US97/13817

5

10

15

20

25

30

Two function prototypes are also generated. The actions to be perfomed by these 

functions must be defined by the developer· The Serve function is called when the form is 

served and can be used to supply default values, for example. The Submit function is called 

when the form is submitted，to update values in the data structure，for example.

Currently，EmWebTM/compiler supports TEXT，PASSWORD，CHECKBOX，RADI◦， 

IMAGE，HIDDEN，SUBMIT，RESET，SELECT and OPTION input fields. For detailed 

descriptions，see Table A，Section 3.2.5. In addition，the EmWebTM/compiler supports “typing” 

of TEXT input field data. That is，the EMWEB_TYPE attribute may be used to define a TEXT 

input field to contain various kinds of integers，a dotted IP address (i.e.，an address of the form 

000.000.000.000)，various other address formats，etc. A mapping of EMWEB_TYPE values to 

c language types is formed in the table in Table A，Section 3.2.5.3.

The EmWebTM/compiler has been described in terns of a generic application source code 

language. The current commercial embodiment of the EmWebTM/compiler assumes the 

application source code language to be c or a superset thereof，e.g.，c++. However，the 

functionality described can be generalized to any application source code language which may be 

preferred for a particular application purpose. However，in order to more fully understand how 

the EmWebTM/compiler and HTML extensions described above cooperate to permit integration 

of an HTML defined GUI with an application defined in an application source code, it will be 

assumed，without loss of generality，that the application source code language is c OT a superset 

thereof.

The EmWebTM/compiler produces a set of output files including a data.dat file containing 

the fixed data of a content archive，a code.c file containing the generated source code portions of 

an archive including portions defined in EMWEB_STRING，EMWEB-INCLUDE and 

EMWEB-HEAD tags and other source code generated by the EmWeb™/compiler，as well as 

proto.h and stubs.c files containing the definitions of c fonctions used for forms processing. The 

structure of these files is now described in connection with the data structure illustrated in Fig.

10·

The content archive file data.dat has a header structiire as illustrated in Fig. 10. The data 

structure is accessed through an archive header 1001 which is a table of offsets or pointers to 

other parts of the archive. For example，there is a pointer lOOla to a compression dictionary 

1003 for archives which include compressed documents· There is also a pointer lOOlb to a 

linked list of document headers 1005, 1007 and 1009. Each document header 1005, 1007 and
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1009 is a table of offsets or pointers to various components of the document■ For example，the 

document header includes a pointer 1005a to the URL 1011 to which the document corresponds. 

There is also a pointer 1005b to a field 】013 giving the Multipurpose Internet Mail Extension 

(MIME) type of the document· There are pointers 1005c and 1005d respectively to header nodes 

1015 and document nodes 1017, explained further below■ Finally，there is a pointer 1005e to a 

block of static compressed or uncompressed data 1019 representing the static portions of the 

document·

The static data does not include any EmWebTM tags，i.e.，the extensions to HTML 

discussed above and defined in detail in Table A. Rather，information concerning any EmWebTM 

tags used in the document appears in the document nodes structure.

Each EmWebTM tag employed in a document is represented in that document's document 

nodes structure as follows. The location of the EmWebTM tag within an uncompressed data 

block or an uncompressed copy of a compressed data block is represented by an ofiset I017a 

relative to the uncompressed data· The type oftag is indicated by a type flag 1017b■ Anode 

may include a flag which indicates any attributes associated with the tag represented. For 

example，a node for a tag of type EMWEB_STRING may include a flag indicating the attribute 

EMWEB ITERATE. Finally, nodes include an index 1017c· In nodes defining fom elements， 

the index holds a form number and element number uniquely identifying the element and form 

within the document· In nodes defining EMWEB—STRING tags，the index is a reference to the 

instance of source code which should be executed at that point· As such，the index may be 

evaluated in an expression of a “switch” statement in c，where each controlled statement of the 

"switch” statement is one source code fragment from one EMWEB STRJNG instance. 

Alternatively，the index may be a pointer or index into a table of source code fragments from 

EMWEB STRJNG tags，which have been encapsulated as private functions.

The data structure defined above provides a convenient way of transferring control as a 

document containing dynamic content is served. When a document is requested，the list of 

document nodes is obtained，to determine at what points control must be transferred to code 

segments which had been defined in the HTML source document■ The document is then served 

using the data block defining the static elements of the document，until each document node is 

encountered. When each document node is encountered，control is transferred to the appropriate 

code segment. After the code segment completes execution，the static content which follows is 

served until the offset of the next document node is encountered.
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Header nodes permit the storage of document meta information，not otherwise handled， 

such as content language，e.g·，English，German，etc·，cookie control，cache control or an e-tag 

giving a unique version number for a document, for example a 30-bit CRC value computed for 

the document. By avoiding having to put this infomation in the header of each document， 

significant space can be saved in the archive because not all documents require this information. 

Therefore，header nodes need only be stored for documents using this information.

The data structure which represents the archive of content used by the 

EmWeb™/compiler embodiment of the invention is defined by the c source code contained in 

Table B.

Run-time Environment

Aspects of the invention related to the run-time environment and server are embodied in 

the EmWeb™/server as described in detail in Table A，Section 4٠

To a conventional browser implementing HTTP，the EmWebTM/server behaves 

conventionally. However，as shown in Fig. 2, the EmWebTM/server is fully integrated with the 

application and therefore has access to information about the application and device in which it is 

embedded.

Operation of the EmWeb™/server with respect to presentation of dynamic content is now 

described in connection with Fig. 11.

Before the operations shown in Fig. 11 commence，one or more archives are loaded by 

the server· When each archive is loaded，the server generates a hash table using the archive 

header data structure to make documents easy to locate using URLs.

First，the browser requests a document at a specified URL, using HTTP 1101. The 

EmWeb™/server acknowledges the request，in the conventional manner 1103. The 

EmWeb™/server then uses the hash table of the archive header to locate the document requested 

and begin serving static data from the document 1105. When a document node is encountered, 

for example denoting the presence of an EMWEB-STRING tag，then the server passes control to 

the code fragment 1107a of the application which had been included in the EMWEB-STRJNG 

tag 1107. When the code fragment completes execution and ؟؟turns some dynamic data 1109， 

the EmWebTM/server then serves that dymic data to the browser 1111. The EmWebTM/server 

then resumes serving any static data remaining in the document 1113. This process continues 

until the entire document，including all dynamic elements has been served.
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Run-time serving and submission of forms is now described in connection with Fig· 12.

A brief inspection of Fig. 12 will show that form service and submission proceeds along similar 

lines to those for serving dynamic content.

The browser first requests a URL using HTTP 1201. When，during service of the 

5 contents of the URL requested, a form is encountered，service of the form and any HTML-

defined default values commences normally. The EmWebTM/server then makes a call to the 

application code 1203 to run a fonction 1203a which may substitute alternate default values 1205 

with which to fill in the form. The document served then is made to include the default values 

defined by the static HTML as modified by the application software 1207. Later，when the user

10 submits the fom，the browser performs a POST to the URL using HTTP 1209. The form data is 

returned to the application by a call 1211 made by the EmWebTM/server to a function 1211 which 

inserts the data returned in the form into the data structure defined therefor within the application 

code■ The response 1213 is then served back to the browser 1215.

Finally，it should be noted that there may be times when a request for dynamic content

15 may require extended processing，unacceptably holding up or slowing down other operations 

performed by the application. In order to avoid such problems，the EmWebTM/server implements 

a suspend/resume protocol，as follows· The suspend/resume protocol exists within a context of a 

scheduler maintained and operated by the server■ The scheduler includes a task list of scheduled 

server tasks to be perfomed.

20 Fig. 13 illustrates a situation where a browser requests a document containing an

EM١١٢EB_STRING tag whose processing is expected to interfere with other application 

operations. The initial HTTP request 1301 for the document is acknowledged 1303， 

conventionally. When the EMWEB_STRiNG tag is encoiintered, control transfers 1305a to the 

appropriate source code fragment 13O5b in the application. The application then calls the

25 suspend function 1307 of the EmWebTM/server and returns a dummy value 1309 to the fonction 

call generated at the EMAVEB jTRING tag location. Calling the suspend function 1307 causes 

the scheduler to remove the EMWEB-STRING processing task from the task list. When the 

application has finally prepared the dynamic content required in the original fraction call，the 

application calls a resume ftinction 1311 of the EmWebTM/server. Calling the resume fonction

30 1311 requeues the EMWEB-STRING processing task on the task list，as the current task· The

EmWebTM/server responds by calling 1305c the ftinction 13O5d defined at the 

EMWEB STRING tag again，this time immediately receiving a response from the application in



-23-

WO 98/06033 PCT/US97/13817

5

10

15

20

25

30

which the requested dynamic content 1313 is returned. The dynamic content is then served to 

the browser 1315.

The suspend/resume feature is particularly useful in distributed processing environments■ 

If an embedded application is running on one processor of a distributed environment，but 

dynamic content can be requested which is obtained only from another processor or device in the 

distributed enviro^ent, then the use of suspend/resume can avoid lockups or degraded 

processing due to the need to obtain the dynamic content through a communication path of the 

distributed environment- Consider，for example，a distributed system including a control or 

management processor，and several communication devices. An embedded application running 

on the management processor can be queried for configuration data of any of the communication 

devices. Without suspend/resume, obtaining that data would tie up the communication path used 

by the management processor for control of the various communication devices，degrading 

performance.

The described embodiment of the invention illustrates several advantages thereof. For 

example，an embedded application can now have a GUI which is independent of either the 

application platform of that used to view the GUI. For example，the GUI can be operated 

through a Microsoft® Windows™ CE machine，Windows™ 3.Χ machine，Apple Macintosh， 

WebTV box，etc. running conventional browser software. Also, development of a GUI for an 

embedded application is greatly simplified. The look and feel is designed using conventional 

HTML design techniques，including straight-forward prototyping of the look and feel using a 

conventional client server system，using simple HTML extensions. Integration with the 

embedded application does not require the developer to learn or develop any special interface, 

but rather uses some HTML extensions to incorporate application source code directly into the 

HTML content· Yet another advantage in that the entire embedded application along with an 

HTTP-compatible server and the content to be served is reduced to a minimum of application 

source code，data structures for static data and data structures for dynamic data.

The present invention has now been described in connection with specific embodiments 

thereof. However，numerous modifications which arc contemplated as foiling within the scope 

of the present invention should now be apparent to those skilled in the art. For example, the 

invention is not limited to content whose source is HTML. Any mark up language could be used 

in the context of this invention. Alternatively，the content source could be raw text, which is 

particularly suitable for situations where the output of the user interface is also processed by one
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or more automatic software text filters Therefore，it is intended that the scope of the present 

invention be limited only by the properly construed scope of the claims appended hereto.
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1. introduction
The explosive growth of the W٥٢ld٠١Mde٠Web ¡n recent years has created anew standard 
tor the Graphical User Interface (GUI) of networked applications: he Web browser. 
Netscape , Mosaic· and other commercial and public-domain Web browsers —are 
ubiquités and inexpensive·

1.1· Web-based Network Management

Network management is a natural application for the Wo٢ld-١Mde٠Web. Before the Web, 
network management required en٠d'٠use٢s to purchase expensive custom-built GUI 

applications that used the SNMP protocol to manage network٠based devices. With 
World-Wide-Web technology, many of these applications can be replaced by 
economical Web browsers.

٠ ١

World-Wide-Web standards make It possible to migrate the ,،look-and-feel" intelligence 
of the device configuration GUI ¿way from third-party and custom-built network 

management applications and into the managed device itself. "This migration gives 
venders control ¿ver the configuration ٠l٥٥k٠and-ieel" of their products among both low- 
cos! Web browsers and the high٠end third-party network management applications of 

the future.

Web٠based network management can greatiy accelerate the time٠to٠market for 
products traditionally managed by SNMP, with SNMP-based manaqement, new 
product features require significant engineering resources to design and implement 
proprieta^ MIBs and·develop customized GUI applications to manage the new “atures· 

On the other hand, Web٠based management GUI applications can be rapidly prototyped 
and implemented using simple HTMLiorms.

SNMP will continue to play an important role ¡n high-en^ network management 
applications by utilizing standard MIBs to monitor the overall topoiogy and health of 
devices throughout the enterprise network. However the new World٠Wide٠Web 
standards offer an exciting alternative to SNMP for the configuration and management 
of individual devices.

1.2. Web٠based Systems, Devices, and Software
Embedded Web server technology can enable remote configuration؛ monitoring, and 
diagnostic capabilities for a wide range of applications. Imagine sending and receiving 
faxes, checking your voice-mail, andknowing the availability of vour favorite candy bar 
in the vending machine down the hall by using your Web browser? Your office manag; 
could configure the phone switch and ٧0¡ce:r^ia¡l system, check the toner and paper 

levels in the photoœpying machine, and monitor security alarm system irom their 
desktop. Your automobile mechanic could connect to your ¿ar’s computer to perform 
engine diagnostics, and »■they were stumped, the manufacturer could examine the 
results from around■ the world over the Internet.
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1.3. Goals
EmWebTM by Agranat Systems ¡S a family of Embedded World٠Wide٠Web protocol 
software products engineered for the demanding real-time requirements of embedded 

systems.

Goals of the EmWeb product architecture include:

-Ease of use

.Support rapid prototyping and irnplementation of new World Wide Web interfaces 
inc^iding d٠ev¡¿e monitoring, configuration, and network management.
.Easil.y portable to a wide٠variety of realtime embedded opening environments 

with limited operating system capabilities, memory, and CPU resources.
.Easily upgradable Mth new releases as Worid٠Wide٠Web standards continu¿ to 

evolve rapidly.

- High performance

. Efficient implementation for realtime processing environments.

.Small foot٠print to minimize FLASH and RAM「¿sources required.

.Security

.Support for authentication and security standards as they continue to evolve.
• Configuration of method-independent access consols.

1.4. Assumptions
This functional specification assumes that the reader ¡S familiar with the c programming 
language, the W٥rld٠W¡de-Web٠ and standards such as HTML (Hyper-Te¿ Markup 
Language). Knowledge of Ηπρ (Hyper-Text Transport Protocol) and CGI (Common 
Gateway Interface) ¡falso helpiul to understand some ofthe more advanced'features, 
but isn't required for most appiications.
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2. Overview
One draw-back to traditional World٠Wide٠Web servers is the CGI interface. Although 
HTML provides a convenient mechanism for sending interactive forms to a Web browser 
complete with text fields, checkboxes，and puH٠dovyn menus, the CGI interface used by 
server applications to process submitted fonns is difficult to master· Form processing ¡ة 
essential tor network Management applications because it ¡S the best way to Implement a 

device configuration screen using World Wide Web protocols. However, CGI is not an 
appropriate interface for the rapid implementation and prototyping of new network 
management capabilities (٠EmWe٠b's nu^nber one goal). Another dravv-back to traditional 
World-Wide-Web servers is the static nature of the content of files served to the Web 

browser· These files are typically resident on disk and are not expected to change 
frequently. On the other hand, thedata of interest to network managementapplications is 
constantly changing (e.g. the number of packets received on a particular £themet port). 

The EmWeb architecture works around the draw-backs of traditional World-Wide-Web 
servers by extending the standard HTML specification with new proprietary tags 
developed' by Agranat Systems. These tags make ¡t possible to provide■ a more intuitive 

HTML form processing interface for embecicied systems, and give the application run-time 
control over· the document content for the presentation of dynamic data. Note that these 
tags are not actually sent-to the Web browser, instead； they are stripped out and 
ini^preted bythe EmWeb/Compiler.

The EmWeb product consists of two components: The EmWeb/Compiler and the 
EmWeb/Server.

The EmWeb/Compiler ¡S a tool provided by Agranat Systems that runs on an engineering 
development worR٠station under Unix· Windows/NT (x86), and Windows/95. The tool 
compos oneor more directories of files containing HTML, java, text, graphics, etc.，into 
 ne ¿r more EmWeb archives. Each archive consists ot an object code component and a؟
fixed data component. These components are usually linke。into the target's run-time 
image at compile time. However, the EmWeb architecture permits the dynamic loading 
and unloading of he fixed data components run-time. Furthermore؛ ¡f the targets 
operating sysiem supports the dynamic loading and linking of object code modules, ؟hen 
entire archives may be loaded and unloaded at runtime.

The EmWeb/Server is a portable run٠time library implemented ¡ح ANSI c which is 
compiled and linked with he target platform's application software. The EmWeb/Server 
implements the Ηπρ protocols to handle requests fromWeb browsers and interfaces 
vwth the archives created by the EmWeb/Conipiler. The EmWeb/Server implements an 
application interface (API) to the target ;software environment's memory management, 

buffer management, and TCP/IP protocol stack.
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3. EmWeb/CompiJer -
The EmWeb/Compiler processes directories of HTML and other Web documents to 
generate A—؛ c code. The generated c code is then comp!led using a c cross-compiler 

to generate object cod؟ for the target system. HTML forms are translated by the EmWeb/ 
Ccinpiler into a simple c function call interface customized to the application. The 
software developer ¡لم responsibleior implementing th'e application-specific c code using 

these simple interfaces. The EmWeb/Compiler can generate function prototype 
definitions (a c include header file) to ensure correctness, and optionally generates stub 

functions to accelerate deveiopment.

The figure below illustrates the operation of the EmWeb/Compiler.
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3.1. EmWeb Contei
The EmWeb/Server maintains a handle of type Ewsconcexc at run-time that corresponds 
to a specific Ηπρ request from a Web browser client. This handle is made available to 

the application code ٢¿sp٠ns¡ble for providing the run-time content of HTML documents 
and forms.

The EmWeb/Server contains a library 0! functions available to the application for 
extracting information attached to this fondle. For example, the application may want to 

determine the type of browser making a request, and ¿hange the l00k٠and٠fee! of the 
requested document to take advantage of !¿atures available to particular browsers. In 
this example, the application could extract the browser type as f¿íows:

bytes ٠ ewsConeextUsexAgent (ewsContext,
usex٠_agenC/ sizeof(*usex٠agenc));

For more information about available context information functions, refer to 4.1.5. 
Request Context Access, page 48.

3.2. HTML Extensions
The content to be provided by the EmWeb server is prepared as you would content for 
any normal Web server. The developer construes a directory tree (or trees) of 

documents٠ which may include HTML· documents, Java, text، graphics', and sound 
samples. The EmWeb compiler is then run over the content directory tree to build an 
internal database that ¡S compiled and linked with the EmWeb/Server and the system 

code.

EmWeb defines proprietary HTML tags and attributes for access to system data and 
dynamic system Control of the served documents. These tags are riever served to 
browsers by the EmWeb/Server, and because (with one exception) they have no body 
part (they dó not use a start and end tag, but onl^ a stand٠aione tag with Attributes), they 
are ignored by browsers that see themwhen bi^wsing the conter^ tree either locally or 
via a поп-EmWeb ser٧e٢· This facilitates testing and prototyping of content.

3.2.1. EMWEB٠STRING
The <EMWEB_STRING> tag ¡S used to provide applications with run-time control of an 
HTML doct^ent's content by encapsulating ¿·fragment of c code in the document 
itself. This c code ¡S execute¿ as the document is -fc^ing served to a Web browser and 

returns a null-terminated character string that ¡S inserted as-is into the document in 
place of the <EMWEB_STRING> tag.

To include content in a document (which may include any standard HTML): 

<EMWEB٠STRING c■'...; return (char ٠) somestiing;^
or ٠

<EMWEB٠STRING EMWEB٠XTERATE c٠٠٠..; return (char ٠) somestring;*〉
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The EmWeb/Compiler extracts the c language code fragment from the.EMWEB-STRiNG 
tags ¡n an HTML document and constructs a ة module from them. Each fragment must 

end with a xetuxn statement tha؛ returns a pointer to a null-terminated string (oraNULL 
value which inserts no ^ontent). When the location of the EiB_sTRiNGtag ¡n the 
content ¡S reached, the EmWeb/Serzer executes the code fragment and inserts the 

returned string into the document, lithe optional EMWEB_ITERATE attribute is specified, 
the code fragment is called repeatedly urrt¡·! it returns a NULL pointer value. The number 
of Iterationsalready processe.d (beginning with zero) ¡S avaiiable to the code fragment 

by calling:

ewsContextltexacions (ewsContext);

Note that the local variable

EwsContext ewsContext

is made available to the EMWEB_STR：TNG c code fragment by the EmWeb/Compiler.

The returned string must not be an automatic (stack) variable, "「fie value is copied for 
transmission by EmWeb/Server immediately after returning. Thus, a single static 
string buffer may be spared by multiple code figments. If preemptive multithreading 
IS tobe used, the application may「Maintain a per-request ·buffer as part of its network 
handle. Alternative!。EMOTB ITERATE may be used to ；support dynamic allocation of the 
string buffer as folios. On ج first iteration (#0), memory maybe allocated, filled with 
data； and returned to the EmWeb/Server for transmission. On the second iteration 

(#1), memory may be released and a NULL pointe「returned to terminate the iteration. 

The EmWeb/Compiler treats the embedded code opaquely: from the compilers point 
of view, the code ¡S simply a string of texi that gets assembled into a generated code 
file. (See 3.6. Compiler Output, page 25). ٥

As such, the EmWeb/Compiler needs to knowthe beginning and end of the embedded 
c code -fragment. The character following the c- ¿tribute ¡n the EMB_STRING teg 

identifies the "bounds" of the embedded c code. This character must be either a 
single quote 0。r double quote ("). When the EmWeb/Compiler identifies this 
"bounda^ chancier", ttthen treats ¿I following characters as part of the embedded c 

c٠de fragment٠ until ii finds the next terminating "boundary character".

The obvious problem_he٢e ¡stbatthe embeüded c code can contain a single or double 
quote as pari of the c code. For example:

return “Example of EmWeb*s dynamic content\n"；

In order to keep the EmWeb compiler from mistakenly confusing a single or double 
quote that belongs to the c code fragment as the ending ،،bounda^ charactei；, the 

programmer must esœpe (using •٦') any character intended for the c code that would 
be confused with the terminating Dounda^ character· Thus, the above code fragment
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could be embedded ¡n an EMWEB_STRING tag in either of the following ways:

<EMWEB_STRING c■'return "Example of En١Web\،s dynamic c٠ntent\n'٠i，〉 
<EMViEB：STRING c٠l'retuxn、"Example of EmWeb٠s dynamic c٠ntent\n\٠■;·■〉

The <EMWEB_STRING> tag may optionally be typed using the EMWEB_TYPE attribute as 
foilows:

<EtWEB_STKXNG EMWEB_TYPE-DECXMA٧INT c٠٠
zetuxn (uint32 ٠) &some：integei;، >

If EMWEB_TYPE is specified, then the c code fragment must return a pointer to data with 
the corresponding type؛ EmWeb/Server will convert the value into a character string 

airtomatically. A table of sL^p٠rt¿d types can be found in section 3.2.5.3. HTML Form 
ΤΕ)σ Input Fields, p.age 13

3.2.2. EMWEB_INCLUDE
The EmWeb/Server provees server-side inclusion of any part of its content tree using 
the EMWEB_INCLUDE tag; ¡t is used ¡n the same way as the EMWEB_STRING tag:

<EMBINCLUDE COMPONENT» ٠ Local-1، > 
or -

<EMWEB٠INCLUDE c٥،٠٠.; zetuxn (chax *) l٠calURL;*> 
or —

<EMWEB_INCLUDE EMWEB٠ITERATE c٠٠٠..; return (chai *) 1осать；٠>

If the COMPONENT tag is specified, the specified local element ¡S resolved and inserted 
into the current document. This allows standard parts such as headers and footers to 
be stored only once.

As ¡n EMWEB_STRING| the fragment specked by the c= attribute must end with a recuin 
statement lhat returns a point¿「to a null٠terminated string (or NULL). For 
eib_inclüdí:٠ however this string is treated as a relative or absolute path· name 
within the loca! content tree. The p¿h name ¡S resolved to an entire document, which 

is then inserted ¡n the current document for return to the browser· If the optional 
EMWEB_ITERATE attribute is Sfjecified, the code fragment ¡S called repeatedly until it 
returi^ a NULL pointer value· The number of iterations already processed (banning 
with zero) ¡S bailable to the code fragment using the same '¿cess routine used for 

EMWEB—STRING. .This tag is useful for building a response ^。m components that may 
be part of the.originaJ document tree, or cre¿ed dynamically.

Note that the local variable

EwsContext evsContext；

is made available to the EMWEB،INCLUDE c code fragment by the EmWeb/Compiler.
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The same quoting rules as EMWEB_STRIHG apply to EMWEB_INCLOHE.

3.2.3. EMWEB_HEAD
Because the <E1B_STRING> and <E1B INCLUDE〉tags allow the application to 
encapsulate fragments of c code within an HTML document, a mechanism is needed 
to provide the code fragments with the necessary global definitions, header files؛ 
external declarations, etc. needed for compilation. The <eíb_head> tag ¡S provided 

for this purpose.

<EHB٠٠٠HEAD C=/#incluäe file٠natne.h*>

The EMWEB HEAD tag, if present, should appear in the HEAD portion of the HTML 
documentâtes is not enforced, but the cod¿ fragments rom al¡ ¿MWEB HEAD fragments 

are placed at the beginning of the generated module, so doing so is less conf!JS¡ng)；'íí 
specifies a source fragment to be inserted in the generate¿" module outside any c 
function. This fragment may declare variables, constants, or (as shown in the example 
above) c preprocessor directives - it coiHd even ^define entire subroutines. This 

fragment is never executed directly by the EmWeb Server, so it does not insert any 
extent into the document at the location of the tag.

Note that all EMWEB_HEAD code fragments irom all HTML files in an archive are 
combined into the generated archive object code component source file. Therefore, rt 
¡S recommended that common «include directives appear only ¡n one document in the 

archive (typically, the index.html document at the archived root directory).

The same quoting rules as EMWEB_STRING apply to EMWEB_HEAD.

3.2.4. EMWEB_PROTO
When designing an HTML document. It may occasionally be useful to provide content 
with which to preview the page, but which ¿oes not appear ¡n the compiled document. 

This ¡S accorriplished with the EMWEB_؟R٥T٠ begin and end tag: the EmWeb/Compiler 
removes these tags and everythin¿" between them when producing the document 
database, but the text between them is interpreted norrnally by a browser viewing the 
HTML document directly or via a conventional server· For example:

<Η4>
System: <EMWEB_STRING C٠Mxetuxn mib2sysName;٠'> 

<EMWEB：PROTO>system٠name</EMreB،PROTO>
</Η4> ٠ ٠

When compHed, the system name displayed in the first level header will be the value 

in the string variable ٠١Ib2sysN٥jne٠ but viewed with a browser when previewing rt looks 
like:

System： system-name

Note that the EmWeb/Compiler ¡gnores HTML comments (e.g· "<؛·- ... ··>"). If 
EMWSB-STRING and EMWEB—INCLUDE tags are present within HTML comments, they will
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be expanded by EmWeb/Server. If ¡t is. desirable to "comment out" ал EMWEB_STRING 
or EMWEB_INCLTOE tag, EMWEB_PROTO tags should be used instead.

3.2.5. Forms
Form processing ·takes place as two operations: serving the form to the browser, 
possib.ly with current or default values set in some form input elements, and 
processing the values from the submitted form. Each of these operations is assisted 

by an appHcation-provided routine associated with the form. Prototypes for these two 
application routin“ ar٩produced for each form by the EmWeb/Compiler using 
information provided by EmWeb attributes on the FORM and its input elements.

Restriction： While HTML adlows it, EmWeb does not support 
nested FORM tags (you may not have a form within aior▲

The elen^ents ؛or each form are combined ¡n a generated c data structure by the 
EmWeb Compiler; this structure ¡S ؟assed by the EmWeb Server to each of the two 
form processing routines, and includes information 〇门 the status of each element.

3.2.5.1. Form Element Names
The EMWEB NAME attribute is used to specify the names to be used by the EmWeb/ 
Compiler when generating function and stiicture names.

On the FORM tag, the EMWEB-NAME attribute specifies a base name to be used to 
generate the function namesand the form data structure name. (This implies that the 
value of the EMWEB ,NAME attribute must be a valid c identifier). Note that ¡{ EMWEB NAJME 
¡S not present in a <FORM> tag, then the form ¡S simply ignored by the EmWeb/ 
Compiler and ¡S passed as٠¡s to the browser.

Consider the following example. Suppose there exists an HTML document 
،example.html" that chains:

〈FORM METHOD،POST EMWEB_NAME« ؛٥٥  ACTION«٥ai 〉

The ACTION attribute is optional; „ACTION ¡S not specified, then there may be only one 
form ¡n the document. If ACTION ¡S specified, it is served to the brows¿「as 

"ACTioN٠exampie.hcmi/bai".〔This allow、EmWeb/Server io differentiate between 
multiple form¿ ¡n a document· .It also allows the submission of forms to be protected 

by different access controls than the seTving of forms. See 3.4. ،ACCESS Files, 
page 22).

The EmWeb/Compiler generates the following function and structure prototypes: 

typedef struct EwaForm ؛٠٠  s
{ 一一 

struct

)value;
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struct

;status ل
} EwaF0xm_f٠٥;…

void ewaFoxmServe_؛o٠ (EwsContext context, EwaF٠xni_؛o٠ *foxmp); 
char ٠ ewaFormSubmit ؛٥٠  (EwsContext context, EwaFoxm ؛٠٠  *foxnip)；

The ellipsis (...) above are replaced by declarations of the structure members to hold 
the data for each form element. The standard ΗΤΜ-し NAME attribute ¡S used in each 
INPOT tag of the form to specify the stnjcture member names within the form data 
structured

Restriction: While HTML allows, arbitrary string values for NAME 
attributes, EmWeb requires Шах NAM¿ attributes are valid c 
identifier¿ since they ¿re used as field names in the form's c 
structure definition.

The application-provided ewaFormseive foo function is invoked by EmWeb/Server 
when the HTML ■document containing the form is requested by a Web browser This 
provides the application with an opportunity to modify the default values displayed 

by the browser at run-time.

The application-provided ewaFoxmsubmiifoo function is invoked by EmWeb/Server 
when the corresponding HTML form is submitted.. This provides the application with 
an opportunity to proems the submitted form data and generate an appropriate ٢esponse.

3.2.5.2. Form Data structure
The generated form data structure passes information for the form between he 
system and the EmWeb/Server. it has two sections: 'value' and ·saUS', each 
containing one or more members for each form element. The status' section 

member ¡S a flag that indicates the status 0 the contents of the |٧a!ue٠ member. The 
*value' member contins the data for the form element ¡n an internal representation 
which may be specified by the form author using the ΕΙΒ_ΤΥΡΕ attribute. For 
example: -

<INPUT ΤΥΡΕ-ΤΕΧΤ SIZE٠15 MAXSIZÈ15 VAL٦JE٠127.0.0.1 
Nü٠i؛Addr EMB_ÏÏPE=DOÏÏED 1Ρ>

The example above produces the io owing structure members: 

typedef struct EwaFoxm foo s
٠ ٠ }

struct

uint32 ifAddXi
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uintf ï؛A٥dr٠size；
uintf ï^dd٢max].engch；

} value; 
struct

{

٦لملمآتح % ifAddi；

} status;
} EwaF٠xm٠f٠٠;

The value.ifAddr member contains the host-order 32-bit IP address. The 
ewaF٠rmseive٠f٥٥ function sets this structure member with the value to be displayed 
on the form and sets scatus.ifAddi to EW_FORM；NITIALI2ED٠ (Note that ¡Í 
status. ifAddx is not changed by the applicationTtnen the iorm is displayed with the 

value spedfied by the VALU¿ tag, “127 · 0 . ٠ ٠  1”). When the Web browser end٠user has 
entered a valid IP address and submits the form٠ the EmWeb/Server seis 
vaiue.ifAddz to the value provided by the browser and sets stacus.ifAddr to 
EW_FORM__RETUIUJED before invoking ewaFoxmSubmi t_f٠٠.
The value.ifAddi size member ¡S generated because the SIZE attribute was 
specified and defaiJlts to 15. This gives ewaFoxtnseive_f٠٠ an opportunity to override 
the field size value before serving the form. ?This fie。 ¡S not used by 

ewaFoxmSubmi t_fo٠).
The value.ifAddr_maxiengch member ¡S generated because the MAXSIZE attribute 
was specified and defaults to 15. This gives ewaFormserve_f٠٥ an opportunity to 
override the maximum field size valu¿* at run-time. (This «eld is not used by 

e١àF0ÎiSubmit_f٠٠).
The status.ifAddr member is used to indicate the status of the form element 
member and consists of a bit field defined as follows (from src/inciude/ews_def. h):

٠/
* For ewaFormSexve^*

— '٠
«define EW_٠F٥RM٠INITIALI2ED OxOl 
#define EwZfo،DYNAMXC 0x02

卜
* Fox ewaFormSubmi ا*

*define EW FORM٠RETIJRNED OxlO 
^define EW٠F0RM٠٠PARSE٠ERROR 0x20 
«define EW_FORM FILE ERROR 0x20

/* set if field initialized */ 
/* set if field ewaAlloczed */

/* set if value returned */ 
/٠ set if value invalid ٠/ 
/* OI i/o eiioi */

For the ewaFormsexve； call (when the form is being sent to the browser), the 
structure ¡S passed with the status for each eler^nt set to either zero, or 

EW_FORM٠٠INITIALIZED if a default value was specified by the HTML VAULE tag. When
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control is returned to the EmWeb/Server, the server checks each status and uses 
the new value for each field for which the Ew_F0RJíINITIALIZED ¡S set Initialized 
values override any VALUE، CHECKED, or SELECTED values specified in the source 

HTML document· "The EW FORIDYNAMIC flag is only valid for type fields containing 
pointers to data (Including TEXT, PASSWORD, HIDDEN, TEXTAREA, SUBMIT· and 
eib_type٠hexstring) and indicantes that the memory referenced by the pointer 
was allocated by ewaAiioc and must be freed by EmWeb/Server using ewaFiee after 
the form is served.

When the form is submitted by the browser the serverattempts to convert each 
value returned by the browser to the appropriate type. The se.rver sets the status 
member to indicate the status of the data member ofthe structure, and then calls the 

ewaFoxmsubmit،* routine associated with the form. The EV٥RM_RETURNED flag is set 
if a valid ١/alue was returned for the field ¡n the submission： The 

ew_f٠rí٩_parse error «ад is set if a value was returned, عاة was not parsed corectiy 
؛。فلم  specified EMWEB_TYPE.

Note： When a form ؛s submitted, the contents of a value field ؛s 
undefined unless the. Ew_FORM٠٠RmED flag is sei in the 
corresponding status byte：

The application processes the submitted values and returns a string containing the 
URL to use as the redirertion response to the Web browser, or NULL for an empty 
("204 No Content") response. Alternatively· the following function may be invoked to 
I^etum a local relative URL from the archive as a response.

EwsStatus ewsContextSendKeply ( Ewscontext context, char * uxl )；

3.2.5.3. HTML Form TEXT Input Fields
A text field can be used to represent a wide variety of value types. For example, a 
text field may be used to configure an IP address ¡n which case the natural c٠ 
language representation is a hist-order 32-bit integer By default, a text field ¡S 
singly a null-terminated character string. However■ the Ε،Β_ΤΥΡΕ attribute may be 

used to indirate any of a number of supported EmWeb types· Refer Î0 the table 
below for details.

HTMLtext fields may specify a field size and/o٢ a maximum length. If so, additional 
—size and_maxiength structure members are added to the form structure to give the 
application run-time control over these vaJues. The format and resulting form 
structure fields of a text input field is given below.

<ΙΝΡϋΤ πΡΕ-ΤΕΧΤ »АМЕ٠лате {MAXLENGTH٥#max} {SIZE٠#s.Í2e) {VALUE،value} 
{EMWEB_TYPE-e٠»e}>

SwType name; /٠ defaults to value */
uintf name٠n١axlength； /* defaults to #max ٠/
uincf nam¿sÍ2e; /٠ defaults co #size ٠/
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The following table lists all EMWEB_٠TYPE values currently supported.

EMWEB_TYPE C-Type Description

(not specified) char * null-terminated string

DECIMAL٠XNT int32 32٠bit signed integer

DECIMAL٠UIKT uint32 32-bit unsigned integer

ΗΕΧ٠ΙΝΤ uint32 32 bit unsigned hex integer

DOTTED_IP uint32 32٠bit h٠st-o「de٢ IP address translated using 
the conventional dotted٠quad ASCII notation·

IEEE٠MAC char【6] IEEE MAC address (any of 1:' or '·' or " is 
accepted between b^es on input，displayed 
with '·:')· l/G bit ¡S least significant (Ethernet)

FDDI٠MAC chai [6] FDDI MAC address (any of 1:' or ٠٠٠ ٠٢ أ  is 
accepted between byte¿ on input, displayed 
with ；٠٠). I/G bit ¡S most significan (FDDI,

Token Ring)

STD٠MAC chax[6] A MAC address · ¡f 1:’ or " ¡S used between 
bytes on input, it ¡S interpreted as IEEE (l/G 
bit¡Sleast¿¡gnificant): if '•٠is usedoninputi ¡t 
¡S interpretei as FDD¡ (l/G bit is most s¡gn¡f¡· 
cant), ¿¡splayed as IEEE with

!،STRING struct t 
uint32 length; 
uintö *dacap;
]；

A hex string. Any 0Í or ’٠_ or ·■ or white· 
space is accept'd between bytes. Displayed 

with ٠1.

DECNEViADDRESS uintie area.node

OBJECT٠ID struct { 
uint32 length; 
uint32 *datap； 
};

A variable length array of unsigned decimal 
integers displayed with periods between ele· 

ments.

Note that support for additional EmWeb types may be added ¡n future releases.

3.2.5.4. .HTWIL Form PASSWORD Input Fields
A password field is represented by a null-terminated character string. HTML 
password fields may specify a field size and/or a maximum length· If so, additional 
،size and —maxien^h structure members are addedto the form structure to give the 
application run٠tirne control over these values. The format and resulting form 
sirijcture fields of a password input field is given below.
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<INPUT TYPE٠PASSWOM) NAME٠name {SIZE٠#size} {MAXLENGTH٠#maxlength) 
{VALUE٠value} >

char *лате; /٠ defaults to value, or NULL*/
uintf ٠٥me_size? /٠ defaults to #size ٠/
uintf namejnaxlength； /٠ defaults to ftmaxlength */

3.2.5.5. HTML Form CHECKBOX Input Reids
Checkbox fields are represented as booleans. The optional value field is passed 
unchanged to the br٥w¿erand is not used by EmWeb.

<INPUT TYPE،CHECKBOX NAME٠name {VALUE٠value] {CHECKED)〉

boolean лате; /* defaults to TRUE if CHECKED, else FALSE ٠/

Note： ؛f the EW_FOEM_RETURNED bit in the status byte is set on 
submission，then the checkbox was checked and the value is 
TRUE.

3.2.5.6· HTML Form RADIO Input Fields
Radio buttons are represented by a c enumerated type generated by the EmWeb/ 
Compiler or each unique VALUE: assigned to a radio button in the archive. (TJie 

enumerated types defined by radio buttons and single select options are combined 
Into a single archive-wide enumeration).

CNPUT TYPE٠RADIO NAME٠name VALUE=vaJueJ {CHECKED}〉 
<ΙΝΡϋΤ TYPE=RADIO NAME٠name 2£ ٧ةلآلمح٠٧لق  {CHECKED] >

typedef enum EwaFoimEnun٦،ew٠٠archive٠_e

,valuel
,Vâlue2

j EvaFoxmEnuni٠e١١L٥rchive;

EwaFoxcaEnuviarchive пале；/* defaults to checked value */

Restriction： While HTMLallows arbitrary string values forvALUE 
attributes，ErriWeb requires that أض atributes for radio 
buttons are valid c identitiers since they are used as 
enumerated type identifiers·

Note that EmWeb/Compiler generates a single enumeration for each archive· The 
ew axchive suffix may be overridden at the command !ine (See 3٠5٠ Compiler 
Onions· page 23)•

The following function is provided as a convenience for translating from the
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enumerated type's integer value to its name as specified by the VALUE attribute: 

const chai ،ewsFormEnuniToScxing ( EwsContexc context, int value );

3.2.5.7. HTML Form IMAGE Input Fields
Images are "read .only" from the point of view of the application as they return the X 
and؛ ¡mage coordinates selected by the end-user fror“ the Web browser. Therefore, 
the generated structure value members are only useful ¡П the ewaFormSubmit،* 
application function· structure members are generated representing the X and y 

coordinates as follows.

〈INPUT TYPE=IMAGE NAME،nanie SRC٠sxc {ALXGN٠align} >

typedef struct EwaF0xm٠f٠٩٠s
{ ا ا

struct

uint32 na/ne٠٠x; 
uint32 na،y；

} value; 
struct

uint8 лате;

} status;
} EwaF٠xm٠f٥٠;

3.2.5.8. HTML Form HIDDEN Input Fields
Hidden fields are identical to text fields except that they are not displayed (and thus 
not modified) by the browsei^They are typically used by application^ to pas's context 
information to the browse. This conte¿ inforroation ¡ن burned to the application 

during submission.

〈INPOT ؟TYPE٠HIDDEN ΝΑΜΕ-пате {VALUE-value} {EMWEB_ÏÏPE٠٠١vtype} > 

EwType Лсиле; /٠ defaults to value if present ٠/
3.2.5.9. HTML Form SUBMIT Input Fields
Submit buttons with NAME attributes are represented by a null-terminated character 
string. Submit buttons without NAME attributes are not deluded ¡n the form structure.

< {VALUE٠value} INPUT TYPE=SUBMIT {ΝΑΜΕ-name}؛

chax *name; /٠ defaults to value if piesent ٠/
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3.2.5.10. HTML Form RESET Input Fields
N٥ structure member is generated for a reset button.

3.2.5.11. HTML Form SELECT/OPTION Fields
Select boxes may be used to select a single hem from a list ؛the default), or multiple 
items trom a list (if the ^tribute MULTIPLE ¡S present). For singe item selection, values 

are represented by a c enumerated type generated by the EmWeb/Compiier. (The 
enumerated types defined by radio buttons and sing!'select option's are combined 
،no a single ¿··chive-wide enumeration)·

〈SELECT КАМЕ=лате {SIZE٥#size} >
〈OPTION VALUE=vaiuei ؛SELECTED) > 
〈OPTION VALUE٠vaJue2 (SELECTED 〉

</SELECT>

typedef enum EwaF٠xrnEnum٠٠ei٥:chiveL٠e

٠٧a٠Zuel
,value2

;EwaF٠xmEnum٠e١ia:chïve ل

3Mã?QxwZn\x{evLaxchive naine;/* defaults to selected value */

For multiple item selection, a status and value form structure field is generated for 
each option as follows:

〈SELECT NAMEñame {SIZE٠#size] MULTIPLE >
<٠PTI٥N لمح٧تحلالع ٧«ة  {SELECTED〕 > desciipcive cexc <٠PTI٥N VALUE»vaIue2 {SELECTED؛ > descxipzive text

〈/SELECT〉

boolean valuel; /* defaults to TRUE if SELECTED */
boolean vaJue2; /* defaults to TRUE if SELECTED 니
uintf name٠٠size； /* defaults to #size ٠/

HTML select fields may specify the size of the selection box. If so, an additional 
٠٠size structure member is■ added to the form structure to give he application run- 
time control over this value.

Restriction： While HTML allows arbitra  ̂string values for VALUE 
 attributes tor select  شلآ quires that؟ ilutes, EmWeb؟
optons are valid c identifiers since, hey are used as 
¿numerated type or structure field identifiers.

3.2.5.12. TEXTAREA
The textarea value is a nulkterminated string 0( characters. Additional value f¡e¡ds 
are placed ¡n the fom structure for the number of rows and columns !n the textarea.

Copyrights 1997AgranatSystems, Inc. Page 17 REV. 6/20/97

SUBSTITUTE SHEET (RULE 26》



-46-
ConftdentiatEmWefaTM FunctionaJ Specification

wo 98/0 033 PCT/US97/13817

EmWsb/Compiler

These fields are initialized by EmWeb/Serverto the defaults specified in the source 
HTML document, but may be overridden at run-time by the application's 
ewaFoxmServe ٠ function.

<ΤΕΧΤΑΚΕΑ .C٥LS»#c٠ls R0WS=#X0WS NAME=name 〉

</ΤΕΧΤΑΚΕΑ>

char *name; /٠ null-terminated string ٠/
uincf name_cols; /٠ default co #c٥ls ٠/
uintf name)ovs! /٠ default to ttrows ٠/

Note that the *name points to the text present in the ТЕХТША input field.

3.2.5.13. File Upload
RFC1867 «le upload defines a new form input type as follows:

<INPUT TYPE·FILE NAME٠name {VALUE=vajiUe} {SIZE=i؛rows Í, #cols}} >

Note: Use of file input types requires that the form uses 
muitipart/form-data as an encapsulation type. This must be 
specified in the <FORM> tag as follows:

<F0RM METHOD٠POST ENCTYPE-multipaxc/foim-daCa ...〉

This causes the browser to prompt the user for a local (relative to the browser) 
filename (by default, value is —sed ¡f spec¡ ed). ◦n submission, the file ¡S uploaded 
to the ser^r along with other form field values.

EmWeb/Compiler parses file type input fieids into the following fields in the form 
value substructure:

char
EwaFileKandle
uintf
uintf
uintf

*name；
nawe_handle;
na،size；
name٠iows；
^،cols;

/* serve only: default filename */ 
/* submit only: received file */ 
/٠ serve only: ٠I٠WS (no #c٠Is) /٠ 
٠/ serve only: #x٥ws (w/#c٠ls) /٠ 
٠/ serve only: #c٠ls */

In addition, the following fields in the form status substructure are generated as well:

uints nanie； /* status for filename */
uinte name٠٠handie; /* status fox received file ٠/

For more detailed Information on the file upload interface，please refe٢to4.1.8. Local 
Filesystem Interfaces, page 54.

3.2.6. Graphic Maps
The HTML XSMAP attribute on an IMG tag specifies that the file is an image map. Such 
an IMG tag must always be enclosed within an anchor that specifies a h^jer٠l¡[^k URL
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The ISMAP attribute causes a dick within the image to be sent as a reauest to the URL 
in the enclosing anchor, qualified by the X & y coordinates of the click vvithin the image. 

EmWeb provides support for image maps through a map element ¡n the HTML source 
tree which specifies Octangular regions and URLs to be associated with them.

The interfaœ Resigne؛ creates an image map file, a text ؟le which defines the URLs 
to be provided for each region of the image. The syntax of the entries is:

iect٠line I default٠line

xect٠line ：：٠ xect uil point point

point ::٥x,y

default-line ::٠ default uzl

The lect token specifies aURL to be served in response to the specified top-left and 
bottom-right coordinates. The optional default specifier provides the URL for any 
«»ordinal not specified by some xect (only one default is allowed)· Order of the rect 
lines ¡S significant - ¡f the Regions overlap the first match takes precedence.

If no match ¡S found, and no default ¡^specified： the server returns "no content" to the 

browser, effectively a no-ope٢aüon. o^erwise, the matching URL is returned to the 
browser as a redaction. The URL may be relative to the map file in the archive, or 

absolute.

The map files are compiled by EmWeb/Compilerso that they do not need to be parsed 
at run-time by the EmWeb/Server. The foio^ng illustrates ط syntax of a typical map 

file:

xect examplel.html 15,18 169,37 
xect example2.html. 157*46 385,65 
rect example3٠html 365,71 460,87 
default /home.html

Ii the above file was ”sample.map", and corresponded to the image "/pictures/ 
sample.gif", the following HTML would be used to implement the map:

<A HREF٠٠٠sample٠map٠،> ،IMG SRC،،1 /pictuies/sample.gif" ISMAP> </Α>

By convention, map files use the suffix ,.wap', but this can be changed. See 3.3. 
nume.vpes Configuration Re page 20, and 3.4. ،ACCESS Files· page 22.

3.2.7. Cache Control
The ΗΤΤΡ/1.0 protocol has some ؟imple provisions for communicating cachability 
information to ¿aches and proxies between the server and the browser. ΗπΡ/1.1 
provides even greater each¿ control features.

Copyright ^11997Agranat Systems, Inc. Page 19 REV. 6/20/97

SUBSTITUTE SHEET《RULE 26》



-٠48
ConfidentialEmWebTM Functional specification

wo 98/06033 PCT/US97/13817

EmWeb/Cotnpiler

By default, EmWeb/Server classifies compiled-in documents as being either static or 
dynamic. A documents considered dynamic if it containsone or more EMWEB_STRINGS, 
E^B_INCLUDES, or EmWeb-enhanced HTML omis· otherwise, the document is 

static.

When serving a static document, EmWeb/Server sends a Last-Modified HÏÏP header 
hdicatingthe time and date that the œrresponding archive was created by the 
EmWeb/Compiler. Noother cache control headers are generated in Ηπρ/1.θ. With 
Ηπρ/1.1٠ a Cache-Control header ¡S generated indicating either ”public” if the 
document· is not protected by an authentication realm, ٥٢ "private" if it is:

When serving a dynamic document, EmWeb/Server sends a Last-Modified and 
Expires HTTP header inditing he current time and dateras well as “Pragma؟ no- 

cache" or Ηπρ/1.θ and ·Cache-Control: по-cache" for Ηπρ/1.1.

u may be desirable to override the above default behavior for certain applications. 
Specifically—, an application may desire static treatment of a dynamic document. For 

example. If EHB_XNCLUDE tags are used to insert common headers and footers， 
EmWeb/Server w—d treat the document as dynamic even though the content may 

actually be static. The following EmWeb tag. may be used anywhere ¡n an HTML 
document to mark rt as static forcache contri! purposes:

〈EMWEB-STATIC〉

3.2.8. EmWeb CGI
The mechanisms described above are designed to meet most needs of the system 
designer without having to deal with the complexities of direct access to the Ηπρ 
¡np^and output mechanisms. If such access ¡s'desired) the EmWeb raw CGI interface 
pt^ovideS" access similar to that available in a CGI program environment on any HÏÏP 

server. See 4.1.6. Raw CGI, page 51.

3.3. mime.types Configuration File
٠٢he mime. tyDes configurât؛。「file ¡S read by EmWeb/Compiler before processing source 
^rectories of HTML and other Web documents. 1 ؛اا٠آل٦ا  is specified_on.the EmWeb/ 
Compiler command line٠ then the specified file ¡S used, otherwise, EmWeb/Compiler 
searches for a mime, types file by first looking at the $EMWEB_MIME environment variable, 
and then looking at SEMWEB_HOME/$EMWEB_MIME. If the semweÎmime environment variable 

is not specified, it deiaultsto "mime.cypM". If the $ΕΜΒ_Η0ΜΕ environment variable is 
not spewed, it defaults to "/usx/local/shaxe/emweb".""

The mistypes file contains default parameters for files derived from the file name 
suftix. For enripie:

ج
# BmWeb/Conipilex mime.types file example
# Anything aftex a ٠林'is a comment.
井 A line whose first character is vhite space is a continuation line
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并 Each specifiei must end in ٠ ; ٠  
#

·htmltype٠cext/html paise٠emweb html compress ;
.ext type٠text/plain paxse°emweb text compzess ;
.gif type٠image/gif paise-binary ;
.map imagemap;
. index٠index.htmli

The suffix may be any tail match; it is not restricted to values starting with 1.,. The 
mime.cypes file contains specifiers tor the default access rights and parameters of files 
ending wrth a particular sirfiix. Each spedfier is the file name suffix، followed by one or 

more of the following attribues, followed by a semicolon:

type：mime-type -
Specifies the MIME encapsulation media type represented bythe file. Media 
type values are registered with the Internet Assigned Number Authority 

(lANA). Use of non٠registered media types ¡S discouraged. (Note !Mat the 
mime-type must be quoted if it contains a line-terminator character). The 
default type depend¿ on the parser selected (see below).

parse=emweb_html I emweb text I text ًا binary
Specifies how the EmV\feb/Compile٢ is to parse the «le.

EMWEB HTML indicates that the file contains HTML and he EmWeb/Compiler 
handles <EMW2B_STRING>٠ <EH：B_INCL٦JDE>, <EMWEB_PROT ٠>٠
<EMWEB_HEÄD>٠ and EmWeb HTML ionms. The default type for the 
EMWEB_HTML parser is "cexc/html".

EMWEB_TEXT indicates that the file contains ext which may contain 
<EiÍsTRING>٠ <Ε1Β INCLUDE〉，<EMWEB PROTO〉and <ΕΜΗΕΒ HEAD〉 

directifs. However, such^؛¡le may not contain EmWeb HTML forms. The 
default type tor the EMWEB TEXT parser !s "text/piain".

TEXT indicates that the file contains text which should not be parsed (e.g.' 
PostScript). The default type tor the TEXT parser is "text/piain".

BINARY indicates that the file contains raw binary data. The default type for 
ths BINARY parser is "application/octet-stieam11.

The default parser is BINARY if not otherwise specified.

compr؟ss
Specifies that the content should be compressed. The EmWeb 
compression algorithm a.eates an archive-wide dictionary of common 
strings which ai^ referenced by the individual documents. Compression 

ratios io text files of 50% can be achieved if there is suffiaent redundancy
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throughout the archive. However，compression ratios will vary widely among 
applications. The default is no compassion.

nocompress
Specifies that the content should not be compressed· ("This is typicaJIy used 
¡n an—ACCESS ؛¡le to override a specification in mime.types). The default ¡S 
no compression·

imagemap
Spécifies that the content is an imagemap that defines the coordinates for 
an ¡mag؟. This implies "hidden", and inherits realm membership from the 

current directory.

ignore
Specifies thatthe entry should be skipped (¡·e. not included ¡n the archive)· 
This is typically used to exclude source control directories, backup files from 

editors, etc.

The current directory ¡S specified using as the suffix name. Directories may contain 
the attribute:

index：index-fUe-name
The element (in the directory) to be returned in response to an access 
request to tha directory (a URL whose last component is he directory 
naine).

3.4._ÄCCESS Files
Access to individual files and directories لخ؛ controlled by a configuration file in each 
source archive directory named ■—ACCESS'. The _ACCESS files contain specifiers for the 
access rights of elements ¡n the corresponding directory (and optionally for the directory 
itself using the 'ر specifier、Specifie— in the ،ACCESS file override specifiers in the 
mime.types file. Each specter is the file name"(not a suffix) followed by any of the 

attributes defined above for mime.types. The following additional attributes are 
permitted ¡n_AccEss files.

realm٠rea/m٠na/77٠
requires tha؛ any request to access the file or directory must be 
authenticated in the named realm· if an empty realm is given (i.e: realm-" ·.), 
then the file may be accessed withOLrt any authentication. See 4.1.4. 
Authentication and Security，page 39·

hidden
Specifies that ·the file is included for use ¡n constructing dynamic content and 
may not be s—n or，ccessed directly by a Web browser (Noie that the 
hidden and realm attributes are mutually Exclusive).

Copyright^ 1997 Agranat Systems, inc. ?22هلأع REV. 6/20/97

SUBST^UTE SHEET (RULE 26)



wo 98/06033 PCT/US97/13817

-51-
EmWebTM Functional Specification■ Confidential_______ EmWeb/Compiler

link=n/7
Speckes that this element ¡S linked to a different URL When accessing this 
file, the browser shall be redirected to the specified relative 0٢ absolute URL 
The link attribute may not appear with any■ other attributes.

If realm is specified for a directory，it applies as a default for a„ files and subdirectories 
within the current directory. Speafications for individual files in an_AccEss file override 

defaults specified forthe^i٢e٠ctory.

!f hidden is sDecified for a directory, it applies as a default for all files and 
subdirectories within the current directo^. Individual files and subdirectories may be 
overridden by specifying a realm.

Note that a default 1.' specification for index may be included in the mime. types «le arid 
overridden In individual _ACCESS files.

In addition to the elements in the directory, the _ACCESS file may specify the base name 
for CGI elements (which do not need actuaT files in the HTML tree). These are 
specified with the access attribute eg¡ below and may also have a realm attribute.

cgi=symbol ٠

The element ¡S a CGI application. The symbol value ¡S used by^ie EmWeb/ 
Compiler to generate application-specific prototypes for the raw٠CGI 
interface. See^.1.6. Raw CGIi page ¿1·

Finally, د action URL^ used when a browser submits an EmWeb HTML fom to the 
EmWeb/Server may be protected by a specific realm which may be different from the 
realm of the document containing the form. In this way a form may be used to display 
data to a less restricted realm, while permitting changes only from users in a " 

restricted ٢ealm. For example，¡”he HTML fileexampie.html" contained an EmWeb 
HTML form tag <F٥RM METH٥D٠POST EMWEB_NÄME=f٥٥ ACTION=bai>, the following 
specifier may appear in the -ACCESS «le corresponding to the directory containing 
"example.html"٠٠

example. html/bax xealmtxealw-naine

Access control is only; computed by the EmWeb/Server on the initial URL: if the 
element to be returned in —ponse to the URL includes an EMWEB٠INCLUDE tag, the 
EmWeb/Server does not perform an access check on those individual elements.

3.5. Compiler Options
The EmWeb/Compiler program '؟wc” takes the following command-line ar^iments 
followed by a list of one or rnore directories and/or files with which to build an EmWeb 
archive.
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(٠η 1 -name ) <ar؟hive-symbol-base-name>
The base symbol name produced by EmWeb/Compiler corresponding to 
the object part (and, Íf٠٠¡s٠aJso specified, the data part) of the archive·-By 
default, this parameter Is ٠ew_archiven. Thus，the toliowing symbol is 
generated by the EmWeb/Compiler in ew_c٠de.c:

EwsAxchive eviarchive;

And If the ·c option ؛s specified, the following symbol ¡S generated in 
6 ٦ةجةؤم٠ء٠

uinte ew_axchive٠٠datal];

(-m 1 -mime ) <mime.types filename> -
?e path name to the mime.types configurai ؛。؟ ؛ Je. By default, EmWeb/ 
Compiler looks In 5EMWEB_MIME (nuroe. types) followed by $ΕΜΒ_Η0ΜΕ/ 
$ΕΜΒ٠٠ΜΙΜΕ {/usi/local/shaze/emveb/mime. types}.

(-U 1 -uri ) <archive-ur-base٠path>
The base URL path of the generated archive. By default, this is 4'. 

(-r|~raw)|(-c| ٠-٠ )
.The output format of the generated archive data component (raw ■by. 
defaut). If - ·raw is specified, the data component ٠؛  the archive ¡S written to 
the file ev_data.dat as a raw binary file. If --c is specified, the data 
componen「。؛ the archive ¡S written to the file ew_data.c as a c file that, 

when compiledj produces an array of data ٢¿^e٢ence by he symbol 
ew_axchive_data. Both flags may be specified on the command line to 
cause the ¿deration of boil raw and c output files.

(·。!-output)
The prefix for generated files data.dat, data.c, code.c, stubs.c, and 
pxoco.h c٠/ew_" by default).

(-s ا-stubs)
Generate ew_stubs.c file containing stubbed-oirt versions of form and CGI 

functions normally provided by the application to facilitate rapid prototyping 
and development

( -C I ->n٥-c٠mpress )
Disable compassion of the archive. (Overrides compress attribute in 

miroe. types and ^CCESS files).

(-11-little)
The byte-order of the generate؛ archive data component· By default, a big- 
endian archive ¡S generated. If ··little is specified, then a little-endian
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archive is generated.

(-Pl~^٠٠۶repr٠cessor)
Disable generation of #!ine p٢e٠p٢٥cesso٢ directíves in generated 
ew code.ciile; normally, these directives are included so that the ة compiler 

and debuggers can find the original Cln the source HTML documents. This 
option should only be used If your c compiler does not understand the 
'«line' directive.

(-٩ 1 -quiet) 1 (-V I -verbose)I(٠d| ·"debug )
The logging level· The -quiet options suppresses all but enrormessages. 
The ·-vexbose is speçifie¿, more logging oirtput produced. The ٠٠d^3ug 
is specified, still more lo۶ging output is produced. T^e default (non of these 

options specified) includes errors and some warning messages.

(٠vl ·version)
Displays the EmWeb/Compiler1s version.

Two dashes in a row indicate the end of options. All remaining parameters 
are file and/or directory names· This is optional, as any parameterthat does 
not begin with a '·' ¡S assumed to be a file and/or directory name.

3.6· Compiler Output
The EmWeb/Compiler produces the following outptrt files:

ew_data.dat
A raw binary file containing the data component of the archive. 

ew_data.c
If the - ·c option ¡S specified at the command line, this file is generated. It 
contains c code that٠ when compiled, defines an array of -Odets 
representing the data component of the archive and referenced by the 

global symbol uintB ew_axchive_daca【］.

ew_c٠de.c
A c file that, when compiled, defines the object component of the archive 
referenced by the global symbol (EwsAxchive) ew_axchive.

ew^r٠to.h_
This c header file is generated if the archive contains EmWeb HTML forms 
or CGI documents..؟he header file defines function prototypes and data 
structures for an applicati؟n٠specific interface between" EmWeb/Server and 

application-provided functions responsible for serving and submitting forms 
and/or raw CGI processing.

SUBSET ТЕ SHEET (RULE 26》
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eW-Stubs.c
け he · -stubs option ¡S specified at the command line, this file is generated. 
It contaos stubbed٠out versions of form and CGI function‘ normally 
provided by the application to facilitate rapid prototyping and development
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4. Er^Web/Server
The EmWeb/Server is written in portable ANSI c and ¡S easily integrated into a wide 
variety of embedded application Environments· EmWeb/Server implements the HÏÏP 

protocol and responds to requests from networked Web browsers with documents stored 
in run-time archives created by the EmWeb/Compiler.

The following figure illustrates a typical EmWeb/Server device management application.

Device
C٠!^f¡guratí٠n
and
Statistics

ТСРДР
Protocol
Stack

Network Access

Figure 2: EmWeb/Server
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4.1. Application Interfaces

The EmWeb/Server application interfaces are divided into six functional areas including 
system interfaces, network interfaces, document and archive maintenance 

authorization and security, request context acçess, and raw CGI.

Many application interfaces are optional and can be configured oui of the EmWeb/ 
Server at compile lime, ?is offers the system integrator flexibility in balancing the trade■ 
offs between functionality, memory requirements, and system performance.

Most application interfaces are provided by the EmWeb/Server and are called by the 
application: However, some app١¡cati0٩¡ní¿rfaces must be provided by the application 

and are called bythe EmWeb/Server, Function names beginning with ٠ews" ^nd data 
types beginning with ،Ews" are defined by the server for use bythe application. Function 
names beginning with ：ewa" and data types beginning with ٠Ewa'٠ must tie defined by 
the application for use by EmWeb/Server.

Status codes returned by the EmWeb/Server to the application are of type EwsStatus 
and are defined as follows (from src/inciude/evs_def.h):

٠/
* seatus codes returned to the application by EmWeb/Server
*/

typedef enum EwsScacus_e
{ 一

EWS،rSTATUS_OK٠ 

EWS٠STATUS BAD MAGIC*
EWS STATUS٠٠BA٠٠٦ZERSX٠N٠ 
EWS STATUS_ALREADY٠EXISTS,
EWS STATUS٠NO RESOURCES,
EWS STATUS٠IN USE,
EWS：STATUS：NO٦٠٠R£GISTERED,
EWS STATUS٠NOT CLONED,
EWS STATUS NOT FOU^
EWS٠STATUS٠AUTH٠FAILED,
EWS：STATUS BAD^STATE،
EWS STATOS BAD٠REALM，
EWS STATUS_FATAL٠ERROR,
EWS STATUS٠٠ABORTED

} EvsSCaCus;

Status codes returned by the application to ^ie EmWeb/Server are of type EwaStatus 
and are defined as follows (from sic/inciude/ews_def .h) :

* Status codes returned to EmWeb/Server by the application 
·/

typedef enum EwaSCatus٠e
Í ٠.

EWÄ_٠STATUS٠٠K,
EWA STATUS_OK YIELD,
EWA٠STATUS ERKOR
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)EwaStatus;

4.1.1. System Interfaces
The system functional interfaces are further divided into four functional areas including 
initialisation, scheduling, memory management, and time٠of٠day services.

4.1.1.1. Initialization and Shu down
Before any other application interface function may be used, the EmWeb/Server 
must be initialized. *This ¡S accomplished by invoking the following function:

EwsStatus ewslnit ( void );

This function returns 1_STATÜS_٠K on success, otherwise, an error code .is 
returned. (EWS_STATOS_NO RESOURCES is returned if EmWeb'Server was unable to 
allocate memory for ¡n^rñal hash tables, etc·).

A graceful shutdown of the EmWeb/Server can be accomplished by invoking the 
function below. This causes EmWeb/Server to terminale all outstanding Ηπρ 

requests and release all dynamically allocated resources.

EwsStatus evsShutdovn ( void ) ;

This function returns EWS_STATOS_OK on success, otherwise) an error code ¡S 
returned. (There are currently no conditions that cause an error to be returned).

4.1.1.2. Scheduling

The EmWeb/Server ¡S capable of serving multiple Ηπρ requests simultaneously. It 
may be configured at compile٠time to erth'rits own internal realtime scheduler 
or io make use of an external scheduler provided by the application's Operating 

system.

If an external scheduler ¡S to be used, Ηπρ requests maybe mult¡٠threaded ¡f each 
TCP connection is handl^ by its own operating system thread. Otherwise, requests 
will be single٠th٢eaded. The ewsRun(), ewssuspend„ and evsHesuxneO functions 
described belowfor EmWeb/Server٠s internal scheduler would not be used. Instead, 
all application <EMWEB_S٠TRING> and <EHB_INCLTOE> code ^agments and 
ewaFoimSexve_٠ and ewaFoimSubmit_٠ functions are invoked from the 
evsNetHTTReceive() unction.

If the internal scheduler is to be used, Ηπρ requests are served from the blowing 
function:

EwsStatus ewsRun ( void );

This tunean returns EWS_STATOS٠OK on success. Otherwise, an error code is 
returned. (There are currently no conditions that cause an error to be returned). All 
applicator^! <EIB_STR!NG> and <EMB_iN٠Li> code fragments and
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ewaF٥x٠١Sexve_٠ and ewaFormSubmi ح_٠  functions are invoked from evsRun().

The ewsRun(} function processes any outstanding HÏÏP requests until either all 
requests have been served,orthe application requests that EmWeb/Server yield the 

CPU as follows. Each time EmWeb/Server sends a buffer of Ηπρ response data to 
the network via the application-provided ewaNetHTîPsend function, the application 
may return the statu¿ EWA_STATUS_OK٠_YIELD to request that the EmWeb/Server 

relinquish control of the CPU. This will cause the EmWeb/Server to return from the 
ewsRun() function。mediately. (Note that ¡Í the last buffer of the Ηπρ response was 
transmitted· the EmWeb/Server will close the connection and reiease any 
corresponding resources before returning control to the application).

In addition, the internal scheduler gives the application a means to temporarily 
suspend a specific Ηπρ request each time it invokes application-specific code fro。 

<EMWEB_STRING>, <EMWEB_INCL٦JDE>, and HTML form serve and submit junctions. The 
application may instruct EmWeb/Server io suspend an Ηπρ request from the 

application-specific code provided in <ΕΙΒ_Ξ·ΓΚΙΝΟ and <EMWEB_INCLOTE> c code 
fragments, and EwaFoxmServe_٠ and EwaFoxmSubmi ح_* functions by invoking the 
following function before returning to the EmWeb/Server.

EwsStatus ewsSuspend ( EwsContext concext ) i

This function returns EWS_STATUS OK on success. Otherwise, an error code is 
returned(Ews_sTATus_BAD٠_sTATE)^hen the application returns to EmWeb/Server 

after invoking ewsSuspend, the EmWeb/Server may continue to process other 
outstanding ^quests ؛ram ewsRunO be ore returning control to the application. Note 
that the value Returned by the application after calling ewsSuspend is ignored. The 

application's〈EMWEB—STRING〉 ox <EMWEB_INCLUDE> c code fragment or 
ewaF٠rmSexve_٠ or ewaFoimSubtni t_٠ function is re-invoked when the request ¡S 
resumed. Thlifunctionality makes ^possible to implement proxy servers (¡.e. a local 
Ηπρ request might cause the application to send an IPC message io another 

process and suspend EmWeb/Server processing of this request until an IPC 
Response is received): The application can resume a previously suspended request 

by invoking the following function.

BwsStatus ewsResume ( EwsContext context, EwaStatus status );

Status can be either EWA_STATUS۴٠K or EWA-STATUS OK YIELD. If the status is 
EWA_STATUS_OK, then the resumed" request may be scheduled right away (for 

example٠ this could cause ewsRun to be invoked internally). 0 herwise, the 
suspended request々 scheduled torun, but is not actually run until control ¡S 
transferred back to EmWeb/Server. This gives the applicatif control over which 

CPU thread processes Ηπρ requests (I.e. a suspended request may be resumed 
by an ¡nterru.pt handler for execution later in a ؟¿„¡ng loop that calls evsRun). This 
function returns EWS_STATUS_OK on success. Otherwise, an error code ¡S returned 

(EWS_STATUS_BAD_STATE).
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The ioliowing function may be invoked from within the application's <EMWEB٠٠STRIKG> 
ox 《EMWEB—INCLUDE〉c code fragment or ewaFormSexve? 0٢ ewaFormSubmi رخ 

function to determine ii this is the initial invocation Of the a؛Spl¡٠at¡on code. Or ¡f the 
code ¡S being resumed.

boolean ewsContextXsResuming ( SwsContext context );

This function ^returns ：TRUE if the application code is .being re٠invoked after 
ewsResume. Otherwise, this function returns FALSE.

4.1.1.3. Memory Management
The EmWeb/Server requires the application to provide simple memory manageme.nt 
for the allocation and release of: temporary data-structures used throughout the 
processing of HÏÏP requests and maintaining the run-time document archive and 
aLithentication database^. These functions ar; equivalent Î0 the POSIX ma Hoc and 

free calls as follows:

void * ewaAlloc ( uintf bytes د ; 
void ewaFxee ( void ٠ pointer );

The ewaAlloc function (0٢ macro) returns a pointer to available memory of at least 
the specified number of bytes long٠ or IL if no memory is available. The ewaFiee 
function (٥٢ macro) returns a block of available memcjry previously allocated by 

ewaAlloc.

Note: If the EmWeb/Server is unable to allocate memory 
during the processing of a particular HÏÏP request, the 
request is a'borted, alTresour¿es related to the request are 

released, and the application's ewaHetHTOEnd() function is 
invoked. Alternativ¿、 the application may implement 

ewaAlloc() so as to block until resources are available using 
external operating system facilities.

4.1.1.4. Time-of-Day Management
Some of the optional Ηπρ/1.θ functionality requires a "time-of-day" for Date:) 
Expires:，and Last-modified： headers. Many embedded systems do not have a 
reliable tirne-of-day capability, 0؟ these features are configurable options in EmWeb/ 
Server. To take advantage of these features, the application must provide the 
following function (or mac 0):

const char ٠ ewaDace ( void );

This function should return the current time (GMT) in one of the foliowing two 
formats:

RFC1123: (Preferred)

Fxi, 08 Jun 1996 08:57:28 GMT
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RFC850:

Friday, 08٠Jun٠96 08:57:28 GMT

4.1.2. Network Interfaces
The EmWeb/Server relies upon a preexisting TCP/IP prot٥٠3l stack available in the 
target Software environment. The interface between the application's TCP/IP protocol 
stack and the EmWeb/Server is event driven. This approach makes it possible to port 
EmWeb/Server to a wide variety of software environments.

4.1.2.1. Network Butter Management
The EmWeb/Server design assumes that the application msintains data buffers for 
the reception and transmission of TCP data.

Buffers can be uniquely identified by an application-defined buffer descriptor. No 
assumptions are made about the actual structure of the buffer descriptors 0٢ their 
relationship to the data. For example, a buffer descriptor could be an index into a 
table, a pointer to a structure ؛either contiquous or separate from the data 

represented)，etc. The application ¡S responsible for defining the appropriate type for 
EwaNetBuffer and a value for EWA_NET_BUFFER_NULL.

Buffers can be chained together. Given a buffer descriptor, EmWeb/Server must be 
able to get or set the "next buffer in the chain" field. This is done by the 
ewaNetBuffexNextSet and ewaNetBuffeiNextGet functions (or macros). Note that 
the buffer chain ¡S terminated when the next buffer value is ،_NET_BUFFER_NULL.

EwaNetBuffer ewaNetBuffexNextGet ( EwaNetBuffex buffer );

void ewaNetBuffexNextSet ( EwaNetBuffer buffer, EwaNetBuffei next ); 

Given a buffer descriptor, EmWeb/Server can determine the start of data in the 
buffer· Additionally, EmWeb/Server may change the start of data ¡n the buffer 
(EmWeb/Server only moves the pointer to the 。ata upward (increments))· This is 

done by the evaNeCBuffeiDataGeC and ewaNetBuffexDataSet functions (or macros).

uint8 * ewaNetBuffexDataGet ( EwaNetBuffei buffer ) !
void ewaNetBuffexDataSec ( EwaNetBuffer buffeX/ uinte *datap );

Given a buffer descriptor؛ EmWeb/Server can determine the size of contiguous data 
in the buffer. Additionally· EmWeb/Server may change the size of the buffer 

(EmWeb/Server only changes the size of the butter dovwward (decrements)). This 
is done by the ewaNetBuffeiLengthGet and ewaNecBuffexLengthSet functions (or 
macros).

uintf ewaNetBuffexbengthGec ( EwaNetBuffer buffer);
void ewaNetBuffexLengthSet ( EwaNetBuffer buffer, uintf length )；
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EmWeb/Server may allocate a single buffer by invoking the ewaNecBuffexAHoc 
function」。「rnacro)： The application may return a bufier of any size to EmWeb/ 

Server. The size of the buffer must be inffialized to the number of bytes available in 
the burter or EmWeb/Server. ·It no butters are available, this function returns 
EWA NET BUFFERJLL. Additionally, EmWeb/Server may release a chain of one or 
more bikers by invoking the ewaNetBuffexFiee function (0٢ macro).

BwaNetBuffex evaNetBuffexAlloc ( void ) ; 
void ewaNetBuffexFxee (EwaNetBuffex buffer)；

Note： If the EmWeb/Server is unable to allocate a network 
buffer during, the processing of a particular HÏÏP request, the 
request ¡S Abort'd, all resource¿ related to the request are 

released, and the application's ewaNetHTTPEnd() function is 
invoked, ^tematively, the application may implement 
ewaNetBuffeiAHocO so as to■ block until resources are 

available using external operating system facilities.

4.1.2.2. TCP/IP Interfaces
The application is responsible for listening to he Ηπρ TCP port (80) for connexion 
requests. When an Ηπρ TCP connection request is ٢e¿eive'd٠ the application 
accepts the TCP connection on behalf of EmWeb/Server and invokes the following 
function:

EwsContexc ewsNetHTTPStaxt ( EwaNetHandle handle );

This function returns a new context handle which the application is expected to use 
when referencing this Ηπρ request for iuture operations. The value 
EWS-CONTEXT NULL is returned on failure (e.g. no resource'available to handle the 
new request The handle parameter ¡S application-defined and is returned to the 

application unchanged by the EmWeb/Setver in other network interface calis as 
iiiustrated below. The handle is also made available io <eíb_stking> and 

<EMWEB_INCLUDE> c .code fragments and ewaFoxmServe_٠ and ewaFozmSubmi t_٠ 
application functions by invoking the following function: _ -

EwaNetHandle ewsContextNetHandle ( EwsContext context د ;

At anytime, the application can abort an uncompleted Ηπρ request by invoking the 
following function·:

EwsStatus ewslietKTTPAboxt ( EwsContext context )；

This iunction is typically invoke؛ by the application to notify EmWeb/Server that the 
corresponding TCP/IP connection has ¿¿en disconnected. The function returns 

EWS_STOTUS٠_OK on success. Otherwise, an error code :is relumed: (There are
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currently no conditions that cause an error to be returned).

As data buffer(s) are received from the network on a TCP connection corresponding 
١0 an Ηπρ request, the application passes these butters to the £mWeb/Se٢٧er by 
invoking he foliowing function.

BwsStatus ewsNetirrTPReceive (EwsContext context, EwaNetBuffex buffer) ن 

This funcUon returns EWS٠STATOS٠OK on success· Otherwise，an error code is 
returned. (There are curre—y no conditions that cause an error 0؛ be returned). The 
puffer parameter describes 'chain of one or more buffers containing raw TCP data. 

The structure of the buffers is determined by the application, and the application 
provides EmWeb/Server with kinctions to manipulate these buffers as defined 
previously. Note that EmWeb/Server takes responsibility for releasing received 
buffers vvhen they are no longer needed, and ;ay hold on to buffers containing 
certain Ηπρ request headers for the duration of the request.

When EmWeb/Server has assembled one or more buffers for transmission, it 
invokes the following function (or macro) which must be provided by the application:

EwaStatus ewaNetHïïPSend ( EwaNetHandle handle* EwaNetBuffex buffer ) ; 

This function transmits (and then releases) a chajn of one or more network buffers 
and returns EWA_STATUS_OK or EWA_STATUS_OK_YIELD on success, or 
EWA_STATUS_ERKOR on failure. If the application returns EWA_STÄTUS_٠K٠ EmWeb/ 
Seiner will continue processing outstanding requests in a round-robin fashion. If the 

application returns ewa_statuÎerror٠ EmWeb/Server will abort the current ٢e٩ues؛ 
(as if ewsNetHïïPAbort() was ¿¿lied) and continue processing any other outstanding 
Requests. The application returns EWA_STATUS_OK_YXEI٠D to request that EmWeb? 
Server give 叩 the CPU. In most cases٢ewaNetírTPsend( ) is tilled lor each buffed¿ 

worth of Ηπρ response data generated by the EmWeb/Server. Thus, the CPU used 
by the server can be throttled by adjusting the buffer size available to the server and 
using the EWA_STATUS_OK_YIELD return ¿ode. (See 4.1.1.2. Scheduling，page 29). 

Note that use of this return code requires that he application eventually either 
reschedule processing of the request by invoking ewsRun, 0٢ abort the reckest by 

invoking ewsNetHTTPAhoit.

The application may signal the EmWeb/Server with flow control events to indicate 
congestion on ал outbound TCP connection: If a TCP connection's transmit window 
is full, the application may call the following function at any ؛¡me:

Ewsstacus ewsNetFlowControl ( EwsContext context );

This will cause the EmWeb/Serverto temporarily suspend processing of the request. 
When the TCP connection's window opens again, the application may invok.e the 

following function at anytime to notify EmWeb/Server that processing ofthe request 
may continue:
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EwsStatus ewsNetUnFlowContxol ( EwsContext context);

If ewsNetF：LowContxol{) is called from the ewaNetHTTPSendO function, then the 
application is responsible or transmitting the current buffer. However, 
evaNetHTTPSend(》 will not be called again until the application has calle¿ 

ewsNetunFiowcontioi0. Note that ¡f evsNetFiovcontxoK) IS invoked from outside 
ewaNetHTTPSendO, then EmWeb/Server may call evaNetHTTPSend() once before 
suspending the request. In any case, the application should be prepared to receive 
notification of request completion as ■described be¡٥w.

When the EmWebZServer has completed processing an HÏÏP request, or if the 
application aborts an outstanding HTTP revest by invoking ewsNetHTTPAboxc(),, ؛t 
invokes the following function which must be proveed by the application:

Bwascatus ewaNetHTTPEnd ( EwaNetHandle handle );

This function should close the TCP connection corresponding to the request and 
return EWA .STATUS OK or EWA STATÜS_OK_YIELD on success or EWA STATUS_EKROR on 
failure. Note that returning e٩٠statÜs_٠k_yield causes EmWeb/Server to give up 
the CPU. Otherwise, EmWeb/Server may continue processing other Ηπρ「Quests 

inprogress.

If persistent connections are used, ¡ا is possible that several Ηπρ requests will be 
nandled over a single J 'CP/ΙΡ connection· For some applications, it is necessa^ to 
reset .application-specific state information and to (：elease application-specific 
dynamic resource¿ after each Ηπρ request. The following function may be 
provided by the application for this purpose:

void evaNetHTTPCleanup ( EwaNetHandie handle ) ;

This functionmust be provided by the application or defined as a empty macro. It is 
invoked by EmWeb/Server when a request completes, allowing the application to 
reset any processing state stored in the network· handle. Note that for persistent 
connectifs, this ratine may be called several times for the same connection, as 

one connection can be used for multiple requests. This routine will be called before 
ewaNetHTTPEnd() is invoked.

The EmWeb/Server must have access to an application-provided null٠terminated 
character string ٠ represe؟ting the Ηπρ network location (e.g. 
"Mv.apranaicom^O".。ote that the host name (left of the may be a dotted 

decimal J.p'aäd٢ess. Also note that the 'sport-number*1 may be omitted ¡f the 
standard Ηπρ TCP port #8。؛s used. This siring is returned by ؛he following 
application-provided function (or macro).

const chai ・ ewaNetLocalHostName ( EwsContext context );
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4.1.3. Document and Archive Management
The EmWeb/Compiler generates an archive of one or more documents· Documents 
can be HTML files, JAVA programs, graphical images, or any other information 
res٥urce_addressabie by a URL Archives may be independently loaded or unloaded 

into the EmWeb/Server.

In most appl.ications, the entire set of available documents are compiled into a single 
archive and loaded at boot time. However, some application¿ may desire to 
dynamically load archives at run-time as needed in ¿rder to reduce memory 

requirements. In fact, applications may implement a scheme similar to virtual memory 
page swapping under some operating systems to cache an active set of documents in 
memory while string other documents in a secondary storage area. Such a 
secondly storage area could be in FL٩SH memory, disk, or on a remote serve「u.sing 
TFTP or other protocols to load documents at run-time.

An EmWeb archive consists of two components. First, there is the archive data 
component containing the database of compressed documents, information about 
howto construct dynamic documents at run-time, access controls: etc· Second, there 
is ^ie archive object component containing the run-time object code used for the 

construction of dynamic documents, etc.

Operating systems supporting the runtime loading and linking of object code may off- 
load both the data and object archive components to a secondary storage ¿rea. 

Otherwise, only the data components are off-loaded while the object components are 
statically linke¿ into the run٠tirne executable ¡mage.

Each archive contains an archive descriptor ¡n the object component. The archive 
descriptor ¡S referenced by a public symbol generated by the EmWeb/Compiler.

4.1.3.1. Installing and Removing Archives
In ^der to activate an archive at run-time, the application must invoke 
ewsDocumentxnscaiiAichive with parameters indicating the address of the data 
component and the archive descriptor of the object component.

EwsscaCUS ewsDocumentlnstallArchive
( EwsArchive descriptor* const uincs *datap )；

This function may return one of the following status codes:

EWS٠STATOS_OK
EWS٠STÄ٠TUS：BAr)٠٠٠MAGIC

EWS_STATUS_BAD٠VERSXON

EWS٠STATUS٠ALREAjDY٠٠EXISTS

The archive was installed successfully 
The data Or object portion of the ax chive is 
invalid ox coxiupt. This may happen if the 
EmWeb/Sexvei is configured fox a big-endian 
archive when Che EmWeb/Compiler generated a 
little-endian archive* OI vice versa.
The archive generated by the EmWeb/Compiler 
is not understood by Che EmWeb/Sexvex.
The archive has already been installed.
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CTS،_STATUS٠٠_IN٠USE The archive contains a document vi th a URL
that has been previously loaded fiom a 
different archive.

EWS٠STATUS ٠٠٠^٠ RSSdCES Insufficient dynamic memory is available to
"" install the archive.

The archive maybe deactivated by invoking ewsDocumentRemoveAxchive،

EwsStatus ewsDocumentHewoveAxchive { EwsAxchive desciiptQX ) ;

These functions return EWS STATUS ٠K on success· Otherwise, Ew٠٠sTÄ٠rus٠iN٠usE is 
returned indicating that t^^^chive contains documents that are either being 
processed by outstanding Ηπρ requests or that have been cloned to other URLs.

The fixed data component of an archive contains the name ◦f the archive and the 
date it was created by the EmWeb/C٥mp¡Ie٢٠ These values may be reprieved as 
follows:

const chai * ewsDocumentAxchiyeName ( const uinte *datap ); 
const chai ٠ ewsDocumentAxchiveDate ( const uincs *data¿ ); 
const char * ewsDocumenmchiveDatel036 ( const uincs *datap رح

4.1.3.2· Demand Loading
In order to Implement。^-demand archive loading, the application may register 
document UR^ with the EmWeb/Server which are نتا lid but not loaded. This ¡S done 
by invoking the ίοΐον/ing function:

SvsDocument
evsDocumentRegistei {const Chaz *uxl, EvaDocumentHandle handle);

This function returns an EmWeb/Server document descriptor of type EwsDocument٠ 
٥rEws_DocuMENT_Nui^ on error. The handie ¡S an application-defiled value passed 
back unchanged to the application ¡n ewaDocumencFauic as shown below.

If a registered document is requeste؛ by a Web browser· then EmWeb/Server 
notifies the application by invoking the following application-provided tunction:

EwaStacus
ewaDocumentFault ( EvsContext context, EvaDocumentHandle handle رز 

At this point, the application may load a new archive (possibly removing a previously 
installed archive Î0 make room). When he archive contain‘ the page ¡S installed, 
the EmWeb/Server automat^lly completes processing the request when the 
archive ¡S loaded. The request can be abort'd either Immediately by returning 
EWA_STATUS_ERROR from the evaDocumentFaul c iunction, or by invoking 
ewsNecH؟TTPAboxt٠

Once a document ¡S registered, there ¡S no need to ٢e-٢eg؛ser it ¡n the event ihatihe
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corresponding archive is removed· EmWeb/Server remembers that the document 
has been registered as dynamically loadable. However, the application may de- 
register a document by invoking the following function:

EwsSCatus ewsDocumentDexegistex ( EwsDocument document );

This function returns EWS٠STATUS٠OK on success, otherwise■ EWS٠STATUS IN ,USE ¡S 
returned indicating that the document was cloned or not registered. ا

4.1.3.3. Coning
Documents may be cloned and assigned to a new URL. This allows multiple 
instances of a document to exist while minimizing the storage requirements· ‘An 
application-specific handle can be used to identify an instance of a document from 
the request context.

The application clones a document by invoking the following function:

EwsDocumencewsDocumencCione
{ const chai *baseurl, const char *newuil, EwaDocumentHandle handle )； 

This function returns a document descriptor for the clone, 0٢ £WS_DOCUMENT_NULL on 
error. "" -

The cloned document may be removed by invoking the following function: 

EwsStatus ewsDocumentRemove ( EwsDocument document );

This function returns one of the Allowing status codes:

The document vas successfully iemoved 
The document is not a clone.
The document is itself cloned. The clone 0؛ 
the clone must be removed fixst.

EWS٠STATUS٠OK
EWS٠STATOS٠NOT_CLONED
EWS：STATUS：IN٠JjSE

All clones created from documents ¡n an archive must be removed before the archive 
can be removed.

Note that the application's document handle ¡S made available to the application in 
the Ηπρ request context by invoking the following function:

BwaDocumencHandle ewsConcextDocument:Hand}.e ( EwsContext context );

If the document corresponding to the context was not cloned or registered by the 
application, then this function Returns EWA٠DOCUMENT_HDLE_NULL.

4.1.3.4. URL Rewriting
In some applications, ¡tmay be desirable to Vanslatebetween URLs advertised to 
the outside world and URLs configured in the archive. The optional URL hook feature

Copyright <s> 1997 Agranat Systems, Inc. Page 38 REV. 6/20/97

SUBSTITUTE SHEET《RULE 26》



wo 98/٠6033 PCT/US97/13817

-67-
EmWebTM Functional Specification Confidential - EmWeb/Server

provides the application with an opportunity to rewrite a requested URL before 
EmWeb/Server looks up the URL ¡n its archie database. The following function (0٢ 
macro) inay.be provide¿ by^ie application iorthis purpose:

chai * ewaURLHook ( BwsContext context، chai * uxl ) i 

This function passes the requested URL and request context to the application. "The 
application may simply re urn uri if no rewriting is desired, or it may return an 
absolute local URL 0! substitute. The resumed URL ¡S looked up in the archive and 
served as if requested directly. If the application returns NULL, the request is aborted. 

This functionality is intended to allow the application to select a subdirectory of 
documents based upon requested language, content encodings, and other 
information available ط؛ the ■reque^^

Note that this function may rewrite and return any portion of the url string parameter 
(provided that the strings length is not increased), or return a completely different 
string buffer instead, if a d^ereni buffer ¡S used, the server co.pies the value 
immediately.

4.1.3.5. Document Data Access
In some applications, ¡t may be desirable to access the content of a file pointed to by 
a URL directly (e.g. data ^es use^ by CGI scripts，etc々. The following function is 
optionally provided by the EmWeb/Server to the application for this purpose:

BwsstaÜUS evsDocumentDaca
(const char * uil, uinc32 *bycesp, const uints **datapp )； 

This function looks up the requested URL and, if found, updates *bytesp and 
，datapp with the length and poster to the start of raw data in the file. (Note that the 
data ¡S compressed ¡ آ ٠ ompr¿ss¡٠n ¡S enabled). Since EmWeb employs a proprietary 
com۶٢essi٠,n technique, the application should specifically disable compression of 
files it wishes to acc^ss.this way by using the nocompress ¿tribute in the appropriate 
-ACCESS file (see 3.4. ·ACCES¿ Fiies, page 22). Thi; function returns EWS_STATUS_OK 
on success, 0٢ EWS_STATOS_NOT_FOUND on failure. ٠

4.1.4. Authentication and Security
HTTP Authorization techniques are discussed in the Ηπρ specifications (see 7. 
References, page 87). Knowledge of these principles is essential for correct use of 
these airthorization interfaces.

One or more HTMLdocuments can be associated with a sinqle realm". A realm is a 
case٠sensffive ASCII string that defines a "protection space" for the associated 
documen(s).

Each realm may have zero or more authentication entries associated with it. If a realm 
has no authentication entries, then documents ¡n that realm-are not accessible.
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A dient that attempts to access a document associated with a non٠null realm is 
required to authenticate .itself. To authenticate, the client must send authentication 
parameters valid for at least one authentication entry for that document realm. 
Clients that do not authenticate are denied access to the requested document.

For example, assume a realm exists called "Í00”. It has three authentication entries 
asso^ated with it (two using the "basic co؟kie" scheme defined in the Ηπρ/1.θ 
spedfication, and one using the "digest" scheme defined ¡n the Ηπρ/1.1 
specification):

REALM: ··foo··
Auchencication Entry 1:

Type: ·‘basic■·
parameters أ Username- .·useil '·

Passw٥rd-٠٠guest'٠
EwaAuchHand].e: <applicacion's entry! identifier〉

Authentication Entry 2:
Type: '·digest·· i

parameters : Usexname٠٠٠user2٠٠
Password٠٠٠837I8U9 “

٠DigestRequixed٠FALSE
EwaAuthHandle： 《application's entry2 identifiez〉

Authentication Entry 3：
Type: “basic"
parameters : Username،·IsincjLaii“

Password«* ** babyjLon"
EwaAuchHand].e: 〈application's entxy3 identifier〉

When a client attempts to access a document associated with realm "ioo", rt needs to 
authenticate against one of the above entries. Which one the client authenticates 
against ¡S at its discretion.

When a dient does authenticate against one of the above entries, the EwaAuthHandle 
 or that entry is stored in the current context 化「the Ηπρ request (Ewsconcext). The؛
datatype of this EwaAuthHandle ¡S implementation-defined.

The following types are defined for the authorization application interface (from sxc/ 
include/ews auth.h)：

* Defines the authorization schemes supported by the EmWeb server. 
٠ New schemes will be added as they axe supported.
니

typedef enum
{

ewsAuthSchemeBasic, 
ewsAuthSchemeDigest, 
ewsAuchSchemeManualBasic, 
ewsAuthSchemeManua !Digest,
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/* count of supported schemes */

/*
* this structure defines parameters 01؛ all the supported
* authorization types. New parameters will be added in
* to this structure in the future
/٠

typedef union 
Í
ffifdef EW٠C٥NFIG٠OPTION٠A٦JTH٠_BASXC 

Struct 
{

char *usexName; 
char *password;

} basic;
#endif /* EW٠CONFIG٠OPTION٠AUTH٠BASIC */
#ifdef EW٠٠C٠NFIG٠OPTI٠N٠AUTH٠DIGEST

■ stxuct 
{

char *usexName;
chai *passWoxd;

# ifdef EW٠^C٥NFI٠٠٠PTÍ٥N٠AUTH٠DIGEST٠M
boolean dxgestRequiied; /* Squire Message data verification ٠/

林 endif /٠ ew٠٠٠٠٠config_٥pti٠n٠auth٠digesím ٠/
)digest;

#endif /* EW٠CONFIG٠OPTION AUTH٠DIGEST " 
char reserved!;

} EwsAuthPaxametexs；

/*
* This structuxe xepxesents a single authorization entry.

typedef struct 
{

EwsAuthScheme scheme;
EwsAuthPaxameteis params；
EwaAuthHandJLe handle; /* usex defined ٠/

} EwsAuthoxization;

Ал authorization entry maybe created by invoking the following function: 

EwsAuthHandle ewsAuthRegistex
(const char *realm, const EwsAuthoxization *authorization )； 

This function returns an EmWeb/Server authorization handle which Oorrespondstothe 
authorization entry· or ews٠٠auth_hí)le null on failure. The entry contains the triplet 
(authorization scheme (e.g： basic cookie), scheme^specific parar^eters íe.a. user and 
password), application-specific airthonzation handle؛.

The application-specific authorization handle corresponding to the authentication 
validating a particular Ηπρ request ¡S available from the context as follows:

c٠pynght©٦997AgranatSystems，inc· ? لآة٠  Α٦ BEM.له2۵ها٦

SUBSTITUTE SHEET (RULE 26)



wo 98/06033 PCT/US97/13817

-70-
EmWefaTM Functional Specification Confidential ■ EmWeb/Server

EwaAuthHandle ewsContexcAuchHandle ( EwsConcext context );

The application may remove a previously registered authorization handle by invoking 
the following function:

EwsStatus ewsAuthRemove ( EwsAuthHandle authorization );

This function returns EWS_STATUS_OK on success. Otherwise' an error code is returned 
(there are presently no conditions that result in error).

By default, documents assigned to a non-null realm are protected and may only be 
accessed by authorized users. It may be desirable to enable or disable a realm's 
access controls. The following function disables access control for a realm making 
documents assigned to the reim accessible to everyone.

EwsStacus ewsAuthRealmDisable ( const char * realm );

This function returns EWS_STATUS_OK on. success, or EWS_STATUS_BAD_REALM ¡f the realm 
was not defined by any leaded ¿?chives.

The following function enables access control for a realm making documents assigned 
to the realm protected. Protected documents may only be accessed by authorized 
users.

EwsStatus ewsAuthRealmEnable ( consc chai * realm ) ن

This function returns EWS_STATOS_OK on success, or EWS_STATUS_BAD_REALM if the realm 
was not defined by any leaded ¿?chives.

The following function (or macro) must be provided by the application. The function ¡S 
invoked by EmWeb/Server to get a realm qualifier string from the application. The 
qualifier siring is concatenated with the bas¿ realm nam^ ¡n authentication protocol 
Messages sijch that browsers may differentiate between realms of the same name 
appearing in multiple servers.

const chai *ewaAuthRealmOualifiei ( void ) ;

The application would typicaUy return the string ،®hostname", where hostname is the 
servers local host name or !p'address. The application may retum NULL if no qualifier 
is desired.

4.1.4.1. Basic Authentication
The Basic authentication scheme requires the browser client to transmit a Base64 
encoded username and password to the server for authentication. While no less 
secure than SNMP v1 ・ Basic authentication is vulnerable to network monitoring and 
replay attacks.

The authentication parameters for Basic authentication are simply the username and
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password represented as null-terminated character strings.

4.1.4.2. Manual Basic Authentication
For some applications, it may be impossible to obtain the Basic authentication 
usemame/p¿¿sword pair prior to receding requests for a document. Instead,.the 
Basic airthentication u“rname/passwor^J may be stored ¡n a remote secure 
database. This database would need to be queried for the usemame'password as 
each request requiring authentication is processed.

In order to support this, a special type of authentication scheme is defined: 
ewsAuthSchemeManuaJBasic. This scheme is avai.lable only if the build option 
EW_CONFIG_OPTION_AUTH MBASIC is defined. Once defined, the application must 
provide the following interface:

boolean ewaAuthCheclcBasic (EwsContext context 
,const char *realm 
,const char *basicCookie 
,const chai *useiName 
*const char *password )；

The ewsAuthschemeManuaiBasic scheme can be registered for any realm by using 
the ewsAuchRegiscei function. The scheme field of the EwsAuthoxization parameter 
must be set to ewsAuthschemeManuaiBasic, and the application handle can be set in 
the handle field. The params field is not used by the manual basic scheme. Manual 
basic can only be. registered once per 。aim· If there are ،поп-тапиаГ 
(ewsAuthschemeBasic) Basic authorization entries registered to the same realm as a 
^nanual Basic entry, the **non-manual" authorization entries will be given preference. 
If no -non-manual'「authorization entries match the request，then ewaAuthcheckBasic 
will be called.

The EmWeb'Server will invoke the application's ewaAuthcheckBasic function when 
authenticating ج request fora realm protected by the manual basic scheme, unless 
a "non-manual" basic authorization entr١٨ matched. The application's 
ewaAuthchec^asic function niust now determine whether or not the authorization ¡S 

valid. This función is passed the contei, re؟uested doajment's realm, and the 
base&4-encoded basic'cookie from the Authorization header (as specified in RFC 
2068). If the build option EW_CONFIG OPTION_AOTH_MBASIC_DECODE IS defined, then 
useiName and password will أم٢أل  to the usemame/password strings decoded from 
the basicCookie, otherwise these pointers are NULL·. All strings are null terminated, 
and should not be modified by the application.

The return value from ewaAuthcheckBasic determines how the server will respond to 
the request. If FALSE is returned, access will be denied. If TRUE is returned, access 
will be granted .

Optionally, the application can suspend the context ^ora within ewaAuthcheckBasic 
using ewssuspend, EmWeb/Server will ignore the return value ¡n this case. When the
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context ¡S later resumed by ewsResume, the ewaAuthCheckBasic function will be 
reinvoked by EmWeb/Server.

The application may abort the context from within ewaAuthchecicbasic by calling 
ewsNetHTTPAboxt.

4.1.4.3. Digest Authentication
The Digest authentication scheme challenges the browser dient using a "nonce" 

value. The client responds with a valid cryptographic checksum of the username· 
secret password, the given nonce valu¿·· the Ηπρ request method, and the 
requested URI. This ¿voids sending the secret password over the network. 
Furthermore, by generating unique nice values, the server can make replay and 
other toros of attack impractical:

Note: EmWeb's digest authentication support ¡S derived from 
the RSA Data Security, Inc. MD5 Messa'g'e-Digest Algorithm.

Note: Digest authentication is currently an internet proposed 
standard and ¡S not yet supported by many browsers.

The authentication parameters for Digest authentication include the username and 
password represented as null-terminated character strings. In addition, one 
additional boolean parameter ¡S defined as follows:

digestRequired 一
If TRUE, the EmWeb/Server will require that the client provide a valid 
message digest to prevent forgery oi the request message. This requires 
significantly more computationand is not supported by most browser¿.

The application ¡S required to define the application-specific structure called 
EwaAuthNonce. The EwaAuthNonce structure ¡S application-specific and contains 
parametere to be used in calculating (via MD5 hash of structure's contents) a 
unique nonce value. We recommend including the clients IP address, timestamp a 

server-wide secret key, and any other random bits the application desires.

Two additional functions must be provided by the application for the generation and 
verification of nonce values as follows:

First, the ewaAuthNoncecxeace 0 function ¡S called by EmWeb/Server in response to 
an unauthenticated request for ج document to request that the application initiate 

the EvaAuthNonce structure.

void
ewaAuthNonceCreate

(EwsContexc context 
,const char *realm 
,EwaAuthNonce *noncep );
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The application should initialize the EwaAtrthNonce structure. The request context 
and realm are provided as inputs. For example, a typical application c¿uld read the 
application-specitic network handle trom the request context to determine the client's 
IP address..

Second, the ewaAuchjaoncecheck() function ¡S called by EmWeb/Server in response 
to a client's request to authenticate against a nonce value previously initialised by 
the application in ewaAuthNonceCreate 0 .

typedef enuxn EwaAuchNonceStatus٠٠e

valid fox request ٠/
valid, but w٥n٠t be again ٠/ . 
is stale, generate new nonce _/ 
is invalid ٠/

/* nonce value 
/٠ nonce value 
/٠ nonce value 
/٠ nonce value

ewaAuchNonceOK,
evaAuthNonceUstOK,
evaAuthNonceSCale,
ewaAuthNonceDenied

} EwaAuthNonceStatus；

EwaAuthNonceStatus 
ewaAuthNonceCheck

(EwsContext context ■
*const chax ٠ xealm 
,EwaAuthNonce *noncep/Uintf count );

This unction ¡stalled by EmWeb,Serve「to verity that the nonce is valid for the 
current request. The count parameter indicates the number of times this nonce has 
been used previously (i.e. zero on the first call). The application may decide to 
accept the nonce by returning ewaAuthNonceOK or ewaAutjiNonceLastOK. The 
ewaAuthNonceLastoK is used to signal tothe server that the nonce value is valid this 
time, but will not be valid if used again. The server uses this information to generate 
a new nonce and pass a next notice value to the browser to be used on the next 
request. Otherwise, the application may decide to expire the nonce (because it has 
been used too many times, because too much time has gone by since'it was created, 
or any other reason that the application decides) by returning evaAuth^oncestsie, or 
refus“ to airthenticate (became the client IP address doesn't match) by returning 
ewaAuthNonceDenied.

4.1.4.4. Manual Digest Authentication
For some applications, it may be impossible to obtain the digest authentication 
username/password pairs pric^ to receiving requests for a document. Instead, the 
digest authentication username/password may be stored on ج remote server· This 
server would need to be queried for the username/password as each request 
requiring authentication ؛s processed.

In order to support this, a special type ot authentication scheme is defined: 
ewsAuthSchemeManualDigesc. This scheme is available only if the build option 
EW CONFIG OPTION_AOTH_۴IGEST is defined· Once defined, the appiication rnusl 
provide the follow ng interface:
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boolean ewaAuthCheckDigesc( EwsContext context 
,const char *realm 
,const EwaAuchNonce *noncep 
,const char *userName 
,const char **digest )；

The ewsAuthschemeManuaiDigest scheme can be registered for any realm by using 
the ewsAuthRegistex function. The scheme field of the EwsAuchorization parameter 
must be set to ewsAuthSchemeManualDigest, and the application handle can be set in 
the handle field. The paxams.digest.digestRequiied flag may be used if the 
EW_CONFIG_OPTION_AUTH DIGEST_M build option is defined. All other parameters are 
not used by the nianuaJ digest scheme. Manual digest can be registered once per 
realm. If there are ،non-manual" (ewsAuchschemeDigesc) digest authorization entres 
registered to the same realm as a manual digest entry, the ،non-manual" 
airthorization entries will be given preference. If no ·non-riianual" authorization 
entries match the request, then ewaAuthchec№igest will be called.

The EmWeb/Server will invoke the application's ewa.٩uchcheci<Digest function when 
authenticating a request for a realm protected by the manual digest scheme, unless 
а ипоп٠тапиаГ' digest authorization entry matched. The application's 
ewaAuthchecioigesc function must now determine whether or not the aulhorization 
is valid. This Action is passed the context，the requested document's realm, the 
nonce associated with this request, and the useman^e as it appears ¡n the request. 
All strings are null terminated, and should not be modified by be application. 

ewaAuchchecioigest returns a boolean status that determines how the server will 
respond to the request. If FALSE ¡S returned, access will be denied. If TRUE is returned, 
the ·digest parameter has been set to a null terminated string containing the ASCI¡ 
string representation of the MD5 checksum of theusemame, realm, and password 
strings. This ¡S referred to the H(A1) valu؟ ¡n RFC 2069. For example1 if the 
username is "user", password ¡S "password", realm is -؛。。—realm”· then *digest 
should be set to the siring representation of MD5( usertoo_٢ealm:passwo٢d、)١ which 
would be:

*digest · ··eafd9339d٥114895926c24ec79af72〕.l·'

The *digest value ¡S used by the server to validate the response digest and entity- 
digest that are present in the request's Authorization head¿「· If the validation does 
not pass, access will be denied. The memory used by the *digest value wil! remain 
referenced by the server until the context of he request ¡S freed.

Optionally, the application can suspend the context from within ewaAuthchectoigest 
using ewssuspend. The return v¿lue will be. ignored. When the context is later 
resu^ned with ewsResume, the ewaAuthCheckDigest function will be re¡n٧٥ked.

The application may abort the context from within ewaAuthCheckDigest by calling 
ewsNetHTTPAboxt«
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4.1.4.5. Application Security Verification
Some applications may provide their own proprietary form of client authentication. 
These proprietary methods will vary from appli^tion to application. For example, an 
application could' use the clienfs IP address to restrict the ciient's access to certain 
realms.

EmWeb provides a generic interface that allows an application lo provide any 
proprietary checks on the request context and request¿。, realm· This interface 
allows the· application to deny service to the client ¡f so desired.

This interfaceis made available by defining the EW coNFiG_oPTioN٠A٦rrK_vERiFY 
build option. ٠٢he application must then provide the following interface? - 7

boolean ewaAuthVexifySecurity( EwsContext context
,const chai *realm )；

This function is called by EmWeb/Server after the current request has passed the 
standard authorization —procedures described above. For example, if basic 
authentication is enabled on a realm, ewaAuthveiifysecuri ty w 1 be ca'lleci only after 
the basic authentication successfully completes. If digest authentication is used, 
then ewaAuthvexifysecuiicy is cailed after— the response digest is successfully 
verified, but beiore the entity-digest is checked (if the 
EW_CONFlG_OPTIOH_AUTH_DIGEST_M build option is turned on).

ewaAuthveiifysecuiity is passed the current context, and a pointer to a null 
terminated string containing the realm. The application can allow the request to 
complete by returning TRUE from ewaAuthveiifysecuiity. If ewaAuthVexifySecurity 
returns FALSE, the request is denied access.

ewaAuthveiifysecuiity is provided only as a secondary securrty mechanism, and 
can only be used ¡П conjunction with a defined standar¿ security scheme, such as 
basic or digest.

Optionally, the application can su^end the conten from within 
ewaAuthVeii fySecuxi ty using ewsSuspend. The return value will be ignored. When 
the context is iater resumed· the ewaAuthveiifysecuiity function will be reinvoked.

The application may abort the contexl from within ewaAuthVexifySecurity by calling 
ewsNetHHPAbort：

4.1.4.6. Document Realm Assignment
The authentication realrnof a document is typically determined irom the —ACCESS 
configuration files bythe EmWeb/Compiler. However, it may be desirable to change 
the documents re^m assignment al run-time. The following tunction is optionally 
provided by the EmWeb/Server Î0 the application for this purpose:

EwsStatus evsDocumentSetRealm ( const chai *uil, const char *lealm )；
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This function returns.EWS_STATOS_OK on suOcess, ٥٢ ews_status_n٥t٠_foií> if the 
specified local URL ¡S riot ¡nst¿iled· or ews_statos_nÇhes٠ui^es ¡f insufficient 
「¿sources were available to create a new rea^ -

4.1.5. Request Context Access
Each Ηπρ request received by the EmWeb/Server is assigned a unique context. A 
context handle of type Ewscontext is first returned to the application from the 
evsNetHTTPStart function.

Application code responsible fór the run-time content of HTML documents (¡.e. c code 
fragments from <EMB_STRING> and <EMB_INCLI>٠ HTML form processing 

functions ewaFoxmServe_٠ and ewaFormSubtni t：٠, and raw CGI interface functions 
ewaCGistarc_* and ewacGiData_٠) have access to the corresponding Ηπρ request 
context. In the case of <eíb_s٠tring> and <emvîï:b_include> c code fragments, the 
context ¡S available from the local variable symbol ewscontext. In the case of lhe form 

and raw CGI processing functions, the context is passed as a parameter.

Several context access functions are defined which can be called by the application to 
extract information about the current context. For example, the lunction:

EwaNetHandle ewsContextNetHandle ( EwsConcext context )

Returns he netw^k fondle corresponding to the Ηπρ context that was passed by 
he application to the EmWeb/Server in the ewsNetHnpstaxc function. The following 

table lists these context access functions:

Context Access Function Description

ewsContextNetHandle
ewsContextNetHandle ( Ewscontext context )i

Returns the network handle that 
was passed by the application to 
EmWeb/Server ¡n the evsHecHTTP- 
start function.

EwaDocumentHandle 
ewsContextDocumentHandle 
(EwsContext context );

Returns the document handle that 
was passed by the application to 
EmWeb/Server ¡n either the evs - 
DocumenCRegi s tei orewsDocument* 
Clone iu٢٦cti٥ns٠o٢

EWA٠٠DOCUMENT٠HANDLE٠NULL.

EwaAuthHandle 
ewsContextAuthHandle 
(Ewscontext context ) ;

Returns the authorization handle 
that was passed by the application 
to EmWe.b'Server in the ewsAu· 

chRegister function, or 
EWA_AOTH_HANDLE_NULL.
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Context Access Function Description

boolean
ewsContextlsResuming 
(EwsContext context );

Relums TRUE ii this is the first appli- 
cation call-oLrt after a suspende¿ 
request was resumed by ¿ailing 
evsResume. Otherwise, returns 
FALSE.

uint32
ewsContextXteiations 
(EwsContext context ) ;

Returns he deration count (start·
¡ng with zero) to an 
<EMWEB_STRING〉 or 
<eíb_incli> c cods fragment 
with the EMVŒB_ITERATE attri—e 
specified.

uintf
ewsContextDate ( EwsContext context* 
char ٠datap, uintf length );

Copies the Ηπρ Date : header 
into the buffer provided by the 
application and returns the actual 
number of bytes present

uintf
evsContextPxagma ( EwsContext context, 
char ٠datap, uintf length );

Copíesele Ηπρ Pragma: header 
into the buffer provided by the 
application and returns the actual 
number of bytes present.

uintf
ewsContextFxom ( EwsContext context, 
char *datap, uintf length );

Copies the Ηπρ Fiom： header 
into the buffer provided by the 
application and returns the actual 
number of bytes present.

uintf
ewsContextlfModifiedSince 
(EwsContext context, chai *datap, uintf 
length دi

Copies the Ηπρ If ·modified- 
since: header into the buffer pro， 
vided by the application and 
returns the actual number of bytes 
present.

uintf
evsContextReferex ( EwsContext context, 
chai *datap, uintf length ) ;

Copies the Ηπρ Refere: : header 
into the buffer provided by the 
application and returns the actual 
n^imber of bytes present.

uintf
ewsContextUsexAgent ( EwsContext context, 
chai ٠datap، uintf length );

Copies the HTTP Usex · agent : 
value into the buffer provided by 
the application and returns the 
actual number of bytes present.
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Context Access Function Description

uintf
ewsContextHost ( EwsContext context, chai 
*datap, uintf length );

Copies the Ηπρ Host: value into 
ihe buffer provided by the applica- 
tion and ‘turns the actual number 
of bytes present.

uintf
ewsCGIServerPxotocol( EwsContext context, 
char ٠datap, uintf length );

Copies the Ηπρ server protocol 
"κπρ/1.0" or "ΗΤΤΡ/0.9” into the 
buffer provided by ^ie application 
and returns the actual nimber of 
bytes present.

uincf
ewsCGIRequestMethod( EwsContext context, 
chai *dacap، uintf length )；

Copies the Ηπρ request method 
"get", "head", 0٢ "post" into the 
buffer provided by he application 
and returns the actual number of 
bytes present.

const char *
ewsCGIPathlnfo{ EwsContext context )；

Returns pointe「0 CGI extra path 
information if present, or NULL.

const chai ٠
ewsCGIScripcName( EwsContext context );

Returns pointer ΐο URL base path 
string.

uintf
ewsCGIQueryStxing( EwsContext context， char 
*datap, uincf length );

Copies the URL query string into 
the buffer provided the applica- 
tion and returns the actual number 
of bytes present.

uintf
evsCGIConcentType( EwsContext context, char 
*dacap, uintf length );

Copies the HTTP Conten:·type: 
value into the buffer provide¿ by 
the application and「¿turns the 
actual number of bytes present.

uintf
ewsCGIContentLength( EwsContext context )；

Returns the value of the Ηπρ 
Concent-length: header or zero if 
not present.

uintf
ewsCGIConcentEncodingc EwsContext context, 
chax *datap, uintf length );

Copies the Ηπρ Content-encod· 
ing: value into the bufte「provided 
by the application and returns the 
actual number。f bytes present.

Note that the context access functions that copy values int¿ application-provided 
strings return—the actual number 0Í bytes in the value. If the value ¡S not presan、then 
these functions return zero. These (unctions do not overwrite the application buffer 
(¡·e. the length parameter shall be honored by EmWeb/Server). Howe'er, the function
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may return a number greater than the length if the application buffer was not large 
enough io accommodate the value. In fact, the length parameter of zero may be used 
to determine the size of the buffer needed.

4.1.6. Raw CGI
We believe that one ٠؛  the greatest features of EmWeb/Server is that the system 
Integrator can implement nearly any embedded Web-based application without using 
CGI：

While Agranat Systems strongly discourages its use, we recognize that some highly 
sophisticated applications may Squire a raw CGI interface, and so we provide orve.

A URL corresponding to the base name of a CGI script may be specified in the_AccEss 
file which ¡S processed by the EmWeb/Compiler. The application must pro^de two 
functions for each CGI s¿ript with names derived from ؛he value of the cgi٠5ymb٠2 
directive in the .ACCESS file as foliows:

EwaCGIHandle 6 ١حدي٠1الئك5سحز٠ل  ( EwsContext context ) ;

This function is called by EmWeb/Server when a CGI script is first requested by a Web 
server. The application returns a handle that is passed back to the application in the 
second function:

void ewaCGXData٠sy٠J ( EwaCGIHandle handle, EwaNetBuffex buffei ): 

This second function ¡S called by EmWeb/Server to ؟ass one or more buffers to the 
application containing raw-CGI data (j.e. the Ηπρ message body) as they are 
received from the network. The application is responsible for trowing where the end 
of data ¡S from the Content-length: header (available from ewsCGIContentLensth).

Restriction: The application's evaCCIDaza_symbo] function 
must not attempt to access request header information from 
the request context because the network buffer(s) containing 
request headers may have been discarded. Any information 
needed by the application should be copied and Saved during 
evaCGIStaTtjymboJ.

The application may generate a standardized Ηπρ response header by invoking the 
following function:

EwsStatus ewsCGISendStatus
(EwsContext context, const chai * status, const char *string);

This unction sends an Ηπρ status line for the appropriate Ηπρ version. The status 
argument must contain a null-terminated character string containing a three-digit 
HTTP status code followed optionally by descriptive status text If not NULL, the string 
argument contains a null٠tenTiinatecl character string containing additional headers, 
and/or data. This function returns EWS_STATUS_OX on success. Otherwise, an error
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code(EWS٠،STATUS_BAI)٠STATE Or EWS٠STATUS_NO٠RES٠IJRCES)is returned. Note that if 
ewsCGisei^status is to be used. It must be iJsed"only once per request■ and must be 
used before calling ewsCGiDaca.

For example» to send a simple HTML page:

ewsCGXSendStatus ( context, •，200 OK·，，
·'Content-Type: texü/hcml.\r\n"
'،Content ٠ Length : б6\г\п٠٠ 
٠،\r\n'٠
٠'<HEA٥><TITLE>Exaniple</TITLE></HEAD>٠٠ 
٠٠<BODY>This is an example</B٠Dy>٠٠ );

The application may send additional headers followed by a message body by invoking 
the following function:

EwsStatus ewsCGIData ( EwsContext context، EwaNetBuffer buffer ) ;

This function sends the chain of butters to the Web browser. Note that the application 
must delimit the header and ^ody sections with a blank line sequence ¡П accordance 
with the Ηπρ specification. To complete the request, the application shoul^ invoke 
this function with an EWA_NET_BUFFER_NULL buffer descriptor. This causes EmWeb/ 
Server to close the connection. This function returns EWS_STATUS_OK on success. 
Otherwise, an error code(EWS_STATUS_BAD_STATE)is returned.

Instead of sending headers and data, the application may instruct EmWeb/Server to 
generate a redirect to a specified URL or, if iocall sei^e a local document as a 
Response. To send a redirect response to the browser (for a local or remote document) 
the application may invoke the following function:

EwsStatus ewsCGIRediiect ( EwsContext context, const chai ٠ uil );

To serve a !ocal document as a response, the application may invoke the following 
unction:

EwsStatus ewsContextSendReply ( EwsContext context, char ٠ uil );

Note that these functions may not be used in conjunction vvith ewsCGIData or 
ewsCGisendstatus. The url parameter may be a relativ¿ or absolute URL 

Several CGI environment values are available ^om the Ηπρ request context as 
OLrtiined in the Context section above. In addition, the following two functions return 
global server information for conformance with c¿l/1.o:

const chai ٠ ewsCGISexvexSofcwaie ( void )

Returns the server software version string, for example "Agianat٠Etnweb/Ri٠o"٠

const char ٠ ewsCGIGacewaylntexface ( void )
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Reums the gateway interface version siring，for example "cgi/1.0".

4.1.7. Logging Hook
The application may optionally provide the following function (or macro) for logging 
κπρ ¿vents:

void evaLogHook(EvsContext context, EwsLogStatus status);

This function ¡S invoked by EmWeb/Server at leas once for each Ηπρ reqtiest, and 
possibly a second time for certain dispositions after a successful request.. Possible 
status ◊a!ues include (from sic/inciude/ews_def .h) :

typedef enum EvsLOgSutus—e 
{ —

٠/
* 200 Request accepted

EWS٠L0G٠STA٠rUS٠0K,

٠ Reguest dispositions (afcei successful iequest)

EWS٠L٠G٠STATUS٠K0٠C0NTEIÍT٠
ewÍlog_statuÍmÕve٥٠permanently،
ews٠logZstatosZm٥ved：temp٠rakily,
E٦٧S٠L٠G٠STATUS٠٠SEE_٠THER,

ews__l٠gJstatüs5٠tíí٥dxfied,

/٠ 204 no·Op form OI خ ma 
/٠ 301 link /٠ 
٠/ 302 redirect /٠ 
03 *ا د  see other /٠

٠/ 304 not modified sine

/٠
٠ 401 Unauthorized
٠/ 一

EWS_LOG٠STATUS٠AUTH٠FAILED, 
EWS_LOG٠٠STATUS AUTK：FORGERY#
EWS٠LOG S7ATUS٠٠AUThZsTALE,
EWS٠LOG٠STATUS٠AUTH：REQUIRED٠
EWS٦OG：STATUS٦UTH٠DIGEST_RE٠UIRED,

/* authorization failed 
/٠ baa message checksum 
/٠ authoii2ation nonce s 
/٠ authorization not pie 
/， message digest not pi

٠ 400 Bad Request
٠/ _____

EWS_LOG_STATUS٠٠BAD٠RE٠irEST،
EWS٠LOG٠٠STATUS_BAD٠F٠RM,
EWS LOG STATUS_3BAD：IMAGEMAP,

/٠ HTTP pazse exxoi /٠ 
٠/ foxm data parse exiox 
/٠ imagemap query paxse

/٠
٠ Additional exiois
٠/ __ __

EWS٠LOG٠STATUS NOT٠TOUND，■
EWS LOG٦TATUS٠METHOD٠NOT٠ALLOV7ED, 
EWS٠LOG٠STATUS٠LENGTK٠ RETIRED, 
EWS_LOG：STATOS：UNAVAII：ABLEi 
EWS٠LOG：STATUS：N٠T_IMPLE№NTED,

/٠ 4 04 not found O： hidd 
/*-405 method not allowe 
/٠ 411 length xequixed ٠ 
٠/ 503 aborted Document 
/* 501 bad method fox TO
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EWS_LOG_STATUS_NO_RESOURCES, 
ewsZlog：status：internal_error 

} EwsLogStatus;

/٠ 500 insufficient xeso 
/* 500 internal exiox I

4.1.8. Local Filesystem Interfaces
The EmWeb Server provides ^ie ability to manage a filesystem on the serving system. 
The Server support¿:

٠ uploading a file from a client (browser) to the server

• serving the contents of a file ¡n response to a URL GET

In both cases，he filesystem ¡S external to the EmWeb Server EmWeb assumes 
nothing about the implementation of this filesvstem; it can exist on a local disk, non· 
volatile memory, or on an external proxy. All EmWeb requires is the ability to:

• retrieve/set meta-info mation about the file (e.g·, type, size, modification time, etc.), 

-open a file

-read a number of bytes from a existing file

٠ write a number of bytes to a newly created file

·dose a file.

:「he API that must be supplied to EmWeb to provide these functions ¡S defined below. 
To enable the basic file support, define the preprocessor symbol 
EW_CONFIG_OPTXON_FILE in ev_c٥nfig.h.

4.1.8.1. The EwsFileParams structure
The EwsFilePaxams structure ¡S defined in the ews_sys.h include file. It is used by the 
EmWeb server to associate meta٠ini٥rmation witha locaJ file. The EwsFilePaxams 
structure consists of a union of two substructures. These substructures correspond 
to the file function that EmWeb is to perform. The fileFieid structure ¡S used when 
the browser is uploading a file to the server via a iorm POST (see RFC1867). The 
fiieinfo structure is used to serve a file ¡n response to a GET for a particulaj^ URL 
The individual fields for each of these structures ¡S described ¡n the description 
associated file operation.

cypedef union EwsFileParams_s
{ 一

ί٠
* fileFieid · fox support of the form INPUT TYPE٥FXLE field.
* The server fills out this structure, and passes it to
٠ the application when the file is submitted

Copyrights 1997AgranatSystemst Inc. Page 54 أ٢يح٠اع2اه٦

SUBST^UTE SHEET (RULE 26》



-83-
ConfidenhalEmWeb٢M Functional Specification

wo 98/06033 PCT/US97/B817

EmWeb٨Server

# ifdef EW_CONFIG_٠٠PTION٠.FIELDTYPVXLE 
struct 
{

const char *fileName; /٠ file name ox NULL ٠/
const cha *contentType; /* ШМЕ type ٠/
const char *contentEncoding; /* content encoding ox NULL */
const chai ٠ contentDi sposi ci on; /* Content٠disposition： ٠/
int32 contentLength; /* length ox EWS٠C٠NTENT٠LENGTH٠٠UN}(NOTO ٠/

} fileField;
材 endif /* EW٠CONFIG٠OPTION_FIELD٠rYPE٠riLE ٠/

右

/٠
٠ filelnfo · fox support for local file operations (GET,HEAD,OPTIONS ر
٠ PUT/DELETE). This structure is setup by the application when a URL 
* that corresponds to a local file is received. This stxuctuie
٠ gives the server all it needs to know to handle the file operation.
٠/

if defined( EW٠CONFIG٠٠PTI٥NJILE٠GET )
scxuct

EwaFileName fileName; 
const chai *contentType; 
const chai *contentEncoding； 
const chai *contentLanguage； 
const chai *eTag; 
const char *lascModified； 
const chai *lastM٥difiedlO36، 
const chai *realm; 
int32 contentLength；

/٠ file name (opaque》/٠ 
٠/ MIME type t
/٠ content encoding OI NULL /٠ 
٠/ content language or NULL /٠ 
٠/ HTTP/1,1 cachability tag, 〇ェ NULL */
/٠ modification cime СКГС1123) OI NULL /٠ 

 /٠ modification time (HFCI036) OI NULL */؛
/* auth realm OI NULL */
/٠ length OI BWS CONTENT LENGTH UNKNOWN ٠ノ 
/٠ allowed methods ٠/EwsRequestMechod allow;

/٠ HEAD & OPTION alvays allowed by default ٠/

；filelnfo ل

chai ieserve۵'

} EwsFilePaiams, *EwsFilePaiamsP;

4.1.8.2. File Upload
Support for File Upload is enabled in the EmWeb server by defining the preprocessor 
symbol EW_C٠NFIG_OPTION_nEL٠٠TYPVILE in ew_c٥nfig.h.

To support "le upload, EmWeb supports the method؟ described in RFC1867 (Form- 
base¿ Rle Uplo'ad in HTML). At the time of this writing, only Netscape Navigator 
implements this RFC. For mo e information about RFC1867 and file upload 
su'pport, contact Agranat Systems.

RFC1Β67 describes a new ίοπτι input field of TYPE،FLLE. This iorm field results in an 
input field ihat allows a user to e—r a ؛ilename. This filename is the name 0؛ a file 
that is accessible by the browser ◦n submission 0؛ this form, the browser reads the
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file, and sends the file's contents to server as part of the POST request. 

This file «eld takes the Allowing form:

〈INPUT TYPE٠FILE NAME٠nazne VALUE٠value>

Where name is the name of the form field and value is the default filename to display 
in the iorm when it is first served. When the EmWeb/Compiler encounters one of 
these form fields, the following form structure fields are generated:

char *name；
EwaFileHandle name٠handle；

The лате field ¡S used by the form serve function only. It allows the application to 
override the default file name given when the form is first displayed ；^ote: some 
^rowsers do not support a default value · call Agranat Systems for ‘ore ¡“formation). 
The name_handie field ¡S used by form submit function only. It provides the file 
handle for the submitted file (see the discussion of ewaFilePosc beiow), The status 
forname_handle is set lo(EW_FORM RETTONED I EW_FORliDYNAMIC) on successful file 
POST, else EW_FORM_FILE_ERROR.

When EmWeb receives the submitted file, it allocates an EwsFiiepaiams structure 
and initializes ؛he fileFieid substructure. The fileFieid substructure is setup using 
the optional file headers that are sent along with the file. The fileFieid field‘ are:

fileName
Null terminated string containing the name of the file. This is usually 
supplied as the baser^me of the file (no path information). This field will be 
a NULL pointer if the browser does not supply a filename.

contentType
Null terminated string containing the value 0Í the Content-Type header or 
a NULL pointer ¡f the Concent-Type header ¡S not present (assumed to be 
texc/pl.ain).

contentEncoding
Null terminated string containing the value of the Content ·Encoding header, 

or a NULL pointer ¡f the Content-Encoding header is not present.

contentDisposition
Null terminated string containing the value of the Content-Disposition 
header, or a NULL pointer ¡f the Content-Disposition header is not present.

c٠ntentL_ength
set to the number of bytes ¡n the file to be posted. If the Content-Length 
header ¡S not supplie¿ by the browse「，then ^!¡s field will be set to
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EWS_COOTENT_LEMGTH_UNKNOWN.

As soon as EmWeb receives the submitted form containing an IKPUT TYPE٠FILE field 
with file content, prior to caiing the application's submit function, a call will be made 
to the application intertace ewaFilePost:

EvaFileHandle ewaFilePosc(
EwsContext context,
const EwsFilePaiams ·paxatns );

This function is provided by the application. The application defines the appropriate 
type for EwaFileHandle, and the value for EWA_FILE_HANDLE_NULL, which indicates a 
NULL EwaFileHandie. The paiams parameter IS inrtiaiized t)y EmWeb as described 
above, and released by EmWeb on return ^。m ewaFiiePosc.

ewaFilePosc should open a file, and return a EwarileHandie value that uniquely 
identifies that file. On error, evaFilePost can return EWA ٢!LE_Ki：٠jróLE_NULL, whicii 
will cause EmWeb to discard the contents of ^ie submittedfile withoLrt discarding the 
other submitted form fields. *The appiication can also call ewssuspend to suspend the 
curren؛ contei. In this case, evaFilePost will be reinvoked (with 
ewsContextlsResuming (context) ٠٠ тата) once the spplicston calls ewsResume on 
the context· The request can be aborted and the connection closed ¡f ewaFilePosc 
invokes ewsNetHÏÏPAboxt.

After ewaFilePosc is called. EmWeb will start calling the file write routine:

sintf ewaFileWiite( EwsContext context,
EwaFiieHandle handle, 
const uinc8 ٠datap, 
uintf iengch );

handle ¡S set to the value that was returned by the ewaFilePosc cal!, da tap ¡S- a 
pointer to the data to be written, and iengch is set to the number of bytes that can be 
written from datap. ewaFileWiite returns the number of bytes ΛΛ/ritlen, or < 0 ¡f an 
error occurred. If < ٥ is returned, EmWeb will discard the rest Of the incoming file 
without discarding the other submitted form fields. The application can suspend the 
current context by -Calling ewssuspend from wi hin ewaFi lewiite and returning the 
number of bytes ;ritten prior to suspending (can be zero). "The application can then 
resume the context by calling evsResume. This will cause evaFilewrice to be 
reinvoked with ewsContextlsResuming( context ) «٠ TKUE and datap and length 
adjusted by the number returned by"the suspended call to evsFiiewiite. The 
application can also call ewsNetHTTP^oit to abort the entire request, and dose the 
connection.

After the entire file has been received and written· the application's form (submit 
iunction will be called. It the status field has been sei to ew_f٠rm_٠stísd, then the 
naroe_handie contains the file handle for he file as retumed"by evar^iePost. It is the
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responsibility of the form submit function io close the file at this point.

Note well that once a file handle is reiumed by rt is the responsibility of
the application to close that file handle during the form submit function. EmWeb/ 
Server will close Ihe file handle if the request is aborted prior to calling the submit

4.1.8.3. File Serve
The EmWeb Server allows an application to provide a {ile external 10 an EmWeb 
archive for the response io a GE; request. This functionality ¡S enabled by defining 
the preprocessor symbol EW_C٠NFIG_٠PTI٠N_FII٠E__GET in ew_c٠nfig.h.

丁〇 serve a file, ал application must؛mark" a GET request URL as representing a non- 
archive file. Once th■¡¿ is done, the EmWeb ferver vvili ·open” this f¡ie٠ read data from 
¡t and serve this data ¡n response to the URL GET. After all data is served，EmWeb 
Server will close the file.

丁〇 "mark" a URL as a local file, the application calls the server interface 
evsContextSetFile during a URL GET:

EwsStatus ewsContextSetFile( EwsContext context,
EwsFilePaiamsP paratns )

ewscontextsetFile can be called from:

-ewaTOLHook once the URL ¡S determined to be a local file entity.

- an application's form submit function prior to calling ewscontextsendRepiy. In this 
case, the URL passed to ewscontextsendRepiy represents the local file to be served. 

Note that both the ewaURLHook and an application's form submit function can suspend 
the current context using ewssuspend. This allows the application to do any 
asynchronous tasks needed prior to calling ewscontexcsetFile.

The f ileinf ٠ substructure of the paiam parameter must be set up bv the application 
prior to calling ewscontextsetFile. This structure gives EmWeb Server all the 
information about the file it needs ¡n order to serve the file as response content. The 
fields are described below:

EwaFileName flleName
This field ¡S or use only by the application, EmWeb Server ignores this field. 
The type EwaFileName must be specified by the application.

contentType
set io a NULL terminated string containing the value for the Content ■Type 
header that is to be sent with the file.
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contentEncoding
sei to a NULL terminated String containing the value for the content· 
Encoding header that is sent with the file. If a NULL pointer, no Content- 
Encoding header is sent.

contentlanguage
set to a NULL terminated sting containing the value for the Content- 
language header that is sent with the file. If a NULL pointer, no Content· 
Language header js sent.

eTag
reserved, must be set to NULL. 

iastModified __ _
^ie last modification date of the file in RFC1123 format as a NULL terminated 
string. If NULL, it is assumed that the file should be served each time it is 
requested.

lastModified1036
the last modification date of the file ¡П RFC 036 format as a NULL terminated 
string. Some browsers cannot correctly recognize the RFC1123 format, so 
this field should be sei in addition to the lastModified field. Call Agranat 
Systems for more information.

realm
the realm ihe request should be authenticated against for this file as a NULL 
terminated string, else NULL ¡f no authorization required. Authorization is 
only checked wtienthe file is served as a result of calling ewsContextSetRle 
from ewaURLHook - the realm used to protect the form submission is used 
implicitly when serving the file as a result ٥؛  a ewsConlextSendReply.

contentLength
Set to the number of bytes in the file, else EWS_CONTEKVENGTH_UNKNOKN if 
the file's length ¡S unknown. — -

alow
reserved, must be set to evsRequestMethodGet.

EmWeb/Server references the рахат parameter for the duration of the file operation. 
As such, this parameter must be a¿cessible throughout the life of the request ٠ 

beyond the согрел of the evacontextsetFile cal؛. It can be safely deallocated by the 
application during the ewaNetHTTPCleanup call.

Once he UR^ has been ·marked” by the ewsconcextsetFile' cal!, EmWeb/Server 
will open the file using the ewaFileGec interface:
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EwaFileHandle ewaFileGeC( EwsContext context, 
const chai »uxl, 
const EwsFilePaiamsP params د ;

The Uli parameter ¡S the URL that was **marked" as a file access, params is the 
EwsFilePaiams structure that was passed to ewsconcextsetFile. The application 
defines the appropriate type for EwaFileHandle, and the value for 
EWA_FILE_HANDLE_NULL, which in—dicates a NULL EwaFileHandle.

ewaFileGet should open the file identified by params and uii, and return a 
EwaFileHandle that uniquely represents the file. On error, ewaFileGec сал return 
EWA_FILE_HANDLE٠_NULL. This causes the connection to abort. If desired, the 
ap۴iïicatiôn c^n Suspend the current context by calling evssuspend from within 

ewaFileGet. The context can be resumed at a later time by calling ewsResume. 
evaFileGet will be reinvoked (with evsConcextlsResuming ( context ) ٠٠ TRUE)· 

Once the file has been opened by ewaFileGet, EmWeb/Server w¡" read the file by 
calling ewaFileRead:

sincf ewaFileRead( EwsContext context，
EwaFileHandle handle， 
uinc8 *datap■، 
uintf length );

This function should copy up to length bytes into the area of memory starting at 
datap. handle ¡S set io the file handle returned by evaFileGec. On return, 
ewaFileRead should return the number of bytes written into datap, which can be les¿ 

than length. On error· < 0 siTould be returned (this causes the request to be aborted 
and the Connection close). This function can suspend by calling evssuspend and 

returning the number of bytes written into datap (can be zero). When the file 
described by handle has been completely read, this routine must return zero. 
Returning ¿ero indicates that End٠٥í٠F¡Ie has been reached (except when 

ewssuspend has been called prior to returning).

Once al) file data has been read) EmWeb/Server will close the file by calling 
ewaFileClose:

void ewaFileClose ( EwaFileHandle handle, EwsStatus status ) ;

ewaFileClose should close the file associated with handle (the EwsFilePaiams 
structure can be safely deallocated at this point)· status will be set to EWS_STATOS_OK 
on successful completion of the file serve, otherwise it will be set to an error code. 
EmWeb/Server will· call this function to close a file handle during an aborted request 
prior to ¿ailing ewaNetHHPEnd. Note that this function does not support suspen¿ion.
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4.2. Application Interface Examples
This section is intended to illustrate the use of application interface functions under 
various scenarios.

The following tables illustrates the application interfaces used in the simplest EmWeb/ 
Server configuration·

Application->Server
(Initialization)

Server ٠> 

Application Description

ewslnit evaAlloc Application initializes EmWeb/Server. 
The server may allocate run-time 
memory resources.

evsDocumentInstal].Ai · 
chive

ewsAuthKegistei

evaAlloc Application installs one。rm^e docu- 
ment archives and registers zero or 
more authenticated users. The server 
allocates njn-time memory resources 
for its internal databases.

AppIication->Server 
(HTTP Transaction)

Server -> 
Application Description

evsNetHTTPStait evaAlloc Application accepts a new Ηπρ TCP 
connection request and informs the 
EmWeb/Server. ٢he server allocates 
memory resources for the request.

ewsNetHTTPReceive
---

evaAlloc

evaNetBuffeiFiee

Application accepts request data from 
the' network and passes it to the server 
for processing. The server may alio- 
cale memory resources to pro¿ess the 
request as needed. Some ·network 
buyers received may be released at 
this point.
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AppJication٠>Server 
(HTTP Transaction)

Server ٠> 
Application Description

ewsRun <EMB٠STOXNG>
<EMWEB：INCLTOE>
evaFoxmServe٠٠
ewaFoxmSubmic،*
evaCGIScaxt?
ewaCGIDa ردح

The server invokes the application 
code attached to the requested docu- 
ment in order to construct a response 
οη-the-fly.

ewaNetBuffeiAl-
لم٠٠

ewaNetHTTPSend
(STATUS٠OK)

The server allocates network butters 
as needed, fills them with HTTP 
response data, and sends them to the 
application for transmission.

ewaFree

ewaNetBuffexFxee

ewaNetHTTPEnd

The server releases any remaining 
resources associated with the HTTP 
transaction and terminates the 
request. The application closes the
TCP connexion at this point.

The next table illustrates a typical HÏÏP transaction during which the application 
instructs the EmWeb/Server to ؛¡eld control of he CPU.

Application٠>Server
(Scheduling)

Server ٠> 

Application Description

evsNetHHPS taxe ewaAlloc Application accepts a new Ηπρ TCP 
connection request and informs the 
EmWeb/Server. The server allocates 
memory resources tor the request.

ewsNetKTTPReceive evaAlloc

evaNetBuffeiFiee

Application accepis request data from 
the· network and passes it to the server 
for processing. The se٢ver may alio- 
cate memory resources to process the 
request as heeded. Some ■network 
buffers received may be released at 
this point.

ewsRun <eíb٠string>
<EMWEB：INCLTOE>
ewaFoxmServe；
ewaFoxmSubnilt،*

The server invokes the application 
code attached to the requested docu· 
ment.
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Application٠>Server
(Scheduling)

Server ٠> 
Application Descrîption

ewsSuspend The application suspends the request. 
Processing on the request stops until 
resumed.

evsKesunie <EMWEB STRING〉
<EMWEB٠٠INCLTOE>
ewaFoxrnServe٠* 

evaFoxmSubmit *

The application resumes the request 
The server re invokes the application 
code attached to the requested docu- 
ment ¡n order to construct a response 
οη-the-fly.

ewaNetBuffeiAl■
loc
ewaNetHnPSend 
(STATUS YIELD)

The server allocates and sends a 
response buffer The application frans- 
mits the data and requests that the 
server yield the CPU:

ewsRun ewaNetBuifeiA}. - 
loc
evaNetHHPSend
(STA٠TUS_YIELD)

The application reschedules the 
server. The server sends the next 
butter.

evsRun ewaNetBuffeiFiee

ewaFiee ... 
ewaNetHTTPEnd

The application reschedules the 
server. The server releases resources 
and terminates processing of the 
request.

The next table ¡¡lustrales a typical scenario in which the application aborts processing of 
an incomplete Ηπρ request.

Applicatîon->Server
(Abort)

Server-> 
Application Description

evsNetHTTPStait ewaAlloc Application accepts a new Ηπρ TCP 
connection request and informs the 
EmWeb/Server. I'he server allocates 
memory resources for the request.

ewsNetKTTPReceive
・・・

evaAlloc

ewaNetBuifeiFxee

Application accepts request data from 
the' network and passes rt to the server 
iorprocessing. The server may alio· 
rat'¿ mem٥7 resources to process the 
request as Heeded. Some network 
buffers received may be released at 
this point.
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Application->Server
(Abort)

Server ٠> 
Application Description

ewsNetHÏÏPAbort ewaFiee

ewaNetBuffeiFxee

ewaNetHHPEnd

Application requests abort of HÏÏP 
transaction ¡n ¿)「ogress. Server 
releases resources and terminates 
request.

The next table illustrates the on-demand archive loading feature of EmWeb·

Application->Server 
(Demand Loading)

Server-> 
Application Description

ewsDocumentRegistei evaAlloc ,.. Application registers a URL with 
EmWeb/Server that ¡S not loaded.

ewsNetHTTPStart €١للأزةم٦.0ح Application accepts a new Ηπρ TCP 
connection request and informs the 
EmWeb/Server. The server allocates 
memory resources for the request.

ewsNetHTTPReceive ewaAlloc

ewaNetBuffexFree

Application accepts request data from 
the network and passes it to the server 
for processing. The serve「may alio- 
cate memory resources to p٢0¿ess the 
request as needed. Some network 
buyers received may be released at■ 
this point.

ewaDocumentFault The server recognizes the requested 
URL to be a registered document and 
notifies the application.

ewsDocumentlnstallAr· 
chive

The application loads the archive con· 
Gaining the document.

ewsRun <BMWEB٠STRXNG>
<EMWEB：INCtUDE>
ewaFoxmSeive،،*
ewaFoxmSubmi٧
ewaCGIStaxtj
ewaCGIDataJ

The server automatically continues 
processing the request ¿nee the docu- 
ment has been loaded. The server 
invokes the application code attached 
to the requested document in order to 
construct'a response οη-the-fly.

ewaNecBuffexAl·
loc

ewaNetHnPSend
(S٠TATUS٠OK)

The server allocates network butters 
as needed, fills them with Ηπρ 
response data, and sends them to the 
appiication for transmission.
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Application->Server 
(Demand Loading)

Server-〉
Application Description

ewaFiee

evaNetBuffexFxee

ewaNetHTTPEnd

The server releases any remaining 
resources associated with the Η٠ΓΤΡ 
transaction and terminates the 
request. The application closes the
TCP connection at this point·

4.3. Porting Guidelines
The EmWeb/Server is distribated as a directory tree of ANSI c files. Jn order io assure 
the best possible upgrade path and support from Agranat Systems, most of these files 
should not be modified by the system integrator.

To port EmWeb/Serverto a specifictarget environment /o٥,atargel٠specific config. ؛٥٥  
configuration directory must be created, config.00؛ contains the target-specific 
configuration files ev_types.h٠ ev_c(5nfig.h٠ and config.так. These files can be copied 
from the examples provided in the config directory· and modified as appropriate for the 
target.

丁〇 build the server library obj. foo/svs.ä, use the following command:

make C٠NFIG٠f٠٥ server

Note: The configure script may be used on Unix systems to 
automatically generate th.e configuration files forthe iocal Unix 
development environment target· I.yping "make” will build the 
EmWeb/Compiler, the example archives, and the reference 
Unix port.

4.3.1. Configuration Header Files
The sic/config/ew types.hfile contains definitions for base c types used throughout 
the EmWeb/Server. Most of these are straightforward and generally do not r¿^ui٢e 
modification under 32-bit CPU architectures. The one definition wfiich may require 
moderation bythe system integrator is the preprocessor symbol EHB_£NDIAN which 
is defined to either EMWEB_ENDIAN BIG or EMViEB_ENDiAN_LiTTLE, and rejects the byte- 
order of the target processor (Intel processors are generally little endian ^¡le 
Motorola processors are g.enera'ÿ big endian)؛ The s—bol EMVTEB ARCHIVE ENDIAN 
indicates the byte-order of the archive generate。bythe ^mWeb/Cor^ler. By default, 
the compiler generates big٠endian archive؛, unless the ٠·little command-line 
argument is present. Note that it is more efficient if the byte-order of the archive 
matches he byte-order of the target processor.

The src/config/ew config.h file definitions are expected io be modified extensively 
for porting EmWeb/Server to a particular hardware platform as follows:
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EW٠C0NFIG_H٢P_PR0T0C0L
Define lhe le١7el of protocol conformance desired. Must be set to either 
Ηπρ_ι_ο٠Γ Ηπρ_ι_ι.

EW٠CONFIG_OPOON_DATE
Define to enable^eneration of Ηπρ Date؛ headers. This function requires 
that the application provide the ewaDate function. This is require。for 
protocol conformance, but some environments may simply not be able to 
determine the time٠٥f-day.

EW_CONFIG_OPTION_EXPIRE
Define to enable generation of Ηπρ Expire: headers. The symbol 
EWS_C٥NFIG OPTION_DATE must also be defined. If a dynamic document is 
requested (Ге. a document containing, content defined by the application as 
¡t is being served), then an Expiie： header is generated with the current 
time. Otherwise, no Expiie: header ¡S genera^d. The code size may be 
reduced by not defining this symbol· This is recommended for proper Ηπρ 
caching. "

EW_CONFIG_OPTION_LAST MODIFIED
Defined enable ^eneraion of Ηπρ Last.modified: headers. The symbol 
EWS_CONFIG_OPTION_DATE must also be defined. If a static document is 
requested, then the"archive creation date ¡S returned to the Web browser. 
Otherwise, he curent time is returned to the Web browser. The code size 
may be reduced by not defining this symbol. This is recommended for 
proeje「Ηπρ cachhg.

EW٠CONFIG٠OPTlON٠CONDITIONAL_GET
Define to enable parsing of re¿e¡٧ed If-Modified-Since： headers to 
support conditions¡ get functionality defined in the standard. This is 
re¿¿mmended for proper Ηπρ caching.

EW_CONFIG_OPOON_PRAGMA_NOCACHE
Defineto enable_bene٢ation of "Pragma: по-cache" Ηπρ/1.θ headers for 
documents conning dynamic content.

EW_C؟N؟lG_OPTlÇJN:PERSISTENT
Defineto enable persistent connections. This is recommended, especially 
wth Ηπρ/1.1٠ for optimum network performance. Persistent connections 
enable 什伯 browser to pipeline multiple Ηπρ requests over a single TCP/ 
IP connection which was not possible in the original Ηπρ^-.0 specification.

EW_CONFIG OPTION_CHUNKED OUT
Ηπρ/1.1 only.。fine to enable the generation of chunked encoded data 
during transmission of documents containing dynamic elements. This 
makes maintaining a persistent connection' {Possible under certain
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circumstances and ¡S strongly recommended.

EWÇ0NF1G OPTÇN٠۶1UNKE؟」N
Ηπ^Ι.Ι only.. "Required for pro toco! conformance. Define to enable 
parsing of chunked form data received from the browser.

EW_C؟〒G_0P٠n0N_METH0D~OPTI0NS 
Define 0 enable ΗπΡ/1.1 options method.

EW٠CONFIG_OPTION METHOD ·TRACE
Define نآ enable Ηπρ/1.1 trace method.

EW٠CONFlG_OPTION CACHE_CONTROL
Define to enable generation of Ηπρ/1.1 Cache-Control: headers. 
Recommended for optimum cache control.

EW_CONFIG_OPTION_STRING
Deiine if the application intends to use the <E№ÍE3_STRING> feature. 
Otherwise, code size may be reduced by not defining this symbol

EW_CONFIG_OPTION_STRING_TYPED
Defínelo enable typed £[،B_STRINGS (¡.e. use of EMWEB-TYPE attribute).

EW_CONFIG OPTIONJNCLUDE
Define if the application intends to use the <EMB_INCLOTE> feature. 
Otherwise, code size may be reduced by not defining this symbol.

EW_CONFIG OPTION_FORM
Define if the application n ends to use the EmWeb form processing 
interfaces, otherwise, code size may be reduced by not defining this 
symbol.

EW_CONFIG OPTIONJMAGEMAP
Define if the application intends to use EmWeb imagemaps. Otherwise, 
code size may be reduced by not defining this symbol.

EW.CONFIG OPTION CGI
Define "if the application intends Î0 use the raw CGI application interfaces. 
Otherwise, co¿¿ size may be reduced by not defining this symbol.

EW_CONFIG OPTION LINK
Definelf the application intends to use the link attribute in —ACCESS files. 
Otherwise, code size may be reduced by not defining (his symbol.

EW٠CONFIG OPTION CLONING
Definelf the application intends io use the ewsDocumentcione application
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interface. Otherwise，code size may be reduced by not defining this symbol.

EW٠CONFIG٠OPTION_DEI٧IAND_.LOADING
Define ¡f the application intends to use the ewsDocumentRegistei/ 
ewaDocumentFauit application interface. Otherwise, code size may be 
reduced by not defining this symbol.

EW٠CONFIG. OPTION-DOCUMENT DATA
Define if the application intends to use the ewsDocumentData application 
interface. Otherwise, code size may be reduced by not defining this symbol,

EW_CONFIGOPTlONrDOCUMENT_SET_REALI٧l
Define ¡f the application intends to use the ewsDocumencsecReaim application 
interface. Otherwise, code size may be reduced by not defining this symbol.

EW_CONFIG OPTION CLEANUP
Define if the application desires lo perform a graceful shutdown of the 
EmWeb/Server by invoking ewsshucdovn. In some application 
environments，Graceful shutdown may not be necessary as a system restart 
may be accomplished by a re-boot of the processo「· The code size may be 
reduced by not defining this symbol

EW_CONFIG OPTION SCHED
Defined the application intends to use EmWeb٠s internal scheduler making 
use of the ewsRun application interface, otherwise, the code size may be 
reduced by not defining this symbol.

EW٠CONFIG OPTION_SCHED_SUSP_RES
Define -if the ¿。plica؟。； interns to use the ewsSuspend/ewsResume 
application interfaces, otherwise, the code size may be reduced by not 
dining this symboL

EW_CONFIG_OPTION_SCHED_FC
Define ¡f the application intends to use the ewsNetFiowcontxoi/ 
unFiowcontxoi appiication interfaces· otherwise, the code size may be 
reduced by not defining this symbol.

EW_CONFIG 0PT10N_URL_H00K
Define if the a3؛pl¡cati٥n intends to use the URL rewriting feature by 

.providing the function ewauRLHook intertace. otherwise, the code size may 
be reduced by not defining this symbol.

EW_CONFIG_OPTION_AUTH
Define、enable support or authentication through the ewsAuthRegistei 
application intertace· otherwise, the code size may be reduced by not 
defining this symbol.
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EW_CONFIG_OPTION٠AUTH_BASlC
Define to enabl¿" support for the ΗπΡ/1.0 basic cookie authentication 
method. The symbo): EW CONFIG_OPTION_AUTH must also be defined. The 
code size may be reduced by not"defining this symbol.

EW٠CONFIG OPTION٠AUTH٠MBASIC
Define to enable support tor the "manual basic" authentication scheme. The 
code size may be reduced by not defining this symbo!·

EW_CONFIG_OPTION_AUTH DIGEST
Defined enable support for the ΗπΡ/1.1 digest authentication method. 
The symbol EW CONFIG_OPTION_AOTH must also be defined. The code size 
may be reduced by not defining this symbol.

Note: EmWeb^ digest authentication support ¡S derived from 
RSA Data Security, Inc· MD5 Message-Digest Algorithm.

The following legal notice can be found in src/lib/ew_md5٠.c:

Copyiight (c) ٠2 ا9تو , HSA Data Secuiity, Inc. Cxeated 1991. All 
lights leserved.

License to copy and use this softvaie is granted provided that iz 
is identified ءج the ٠'RSA Data Secuiity, Inc. KD5 Message-Digest 
Algorithm،، in all mateiial mentioning 01 xefeiencing this software 
01 this function.

License is also granted to make and use derivative voiks provided 
that such works aie identified as *derived fiom the RSA Data 
Security, Inc٠ №5 Message.Digest A!g٠xitto٠٠ in all material 
mentioning 01 xefeiencing the derived woik.

RSA Data Secuxity، Inc. makes no representations concerning eithei 
the merchantability of this softvaie or the suitability ٠؛  this 
software for any particulax purpose. It is provided ٠٠as is'٠ 
٦٠ith٥uc express 0： implied vananty of any kind.

These notices must be retained in any copies ٥؛  any part of this 
documentation and/٥i softvaie.

EW_CONFIG٠OPTION٠AUTH MDIGEST
Defínelo enable support for the "manual digest" authentication scheme. 
The code size may be reduced by not defining this symbol.

EW_C٠NFIG_٠PT!؟N AUTH٢DIGEST٢M
Define;¿ enable support tor the digestRequired parameter used in digest 
authentication. This protects against forged Messages using proper 
authentication credentials‘ The symbol EW_C٠Î5FIG_٥PTION AUTH DIGEST 
must also be denned. The code size may be reduced by nof defining this 
symbol.
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EW_CONFIG٠OPTION_AUTH_VERIFY
Define to enable support for secondary application-defined authentication. 
The code size may be reduced by not defining this symbol.

EW_CONFIG_OPTION_RELEASE_UNUSED
Define to include extra code that attempts to release received network 
butters as soon as possible if they do not contain information needed forthe 
duration of ал HTTP request, otherwise, if Ηπρ headers are typicaJly 
received in multiple network buffers, the EmWeb/Sep/er may hold on to 
these buffers longer than necessary.

EW٠C0NFiG٠.0PTI0N FILE
Define。include local file system support. The code size may be reduced 
by not defining this symbol

EW_CONFIG٠OPTION_FILE_GET
Defínelo include access io local filesystem for GET method requests. This 
option requires EW_CONFIG_٠Ï>TX٠N_FILE. The code size may be reduced by 
not definir^ this s^bol·

EW_CONFIG_OPTION_COMPRESS
Define to indude extra code required for decompression ot compressed 
archives.

EW_CONFIG_OPTION CONTEXT_DATE
Define to enable the evscontextDate application intertace. The code size 
may be reduced by not defining this sy٢^¿0!.

EW_CONFIG_OPTION_CONTEXT_PRAGMA
Define マ٥ enable the ewscontextPiagina application interlace. The code size 
may be reduced by not defining this symbol.

EW_CONFIG_OPTION_CONTEXT_FROM
Define to enable the ewsconcextFrom application interface. The code size 
may be reduced by not defining this symbol.

EW٠CONFIG_OPTI٠N_CONTEXT_IF_.MODIFIED٠SINCE
Define to enable the ewscontextifModifiedsince application interface. 
Furthermore, EmWeb/Server honors the Ηπρ If٠modified٠since： 
header tor static documents by comparing to the archive creation date. 
(Note that dynamic documents are always Served). The code size may be 
.educed by not defining this symbol؛

EW_CONFIG_OPTION CONTEXT٠REFERER
Define0آ enable the ewsconcexcReferei application interface, otherwise· 
the code size may be reduced by not defining this symbol.
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EW_CONFIG٠OPTIONCONTEXT٠USER_AGENT
Define。enable the evscontextuseiAgent application interface, otherwise, 
the code size may be reduced by not defining this symbol.

EW_CONFIG_OPTION. CONTEXT_HOST
Defined enable ؟he ewsContextHost application interface, otherwise, the 
code size may be reduced by not defining this symbol.

EW_CONFIG_OPTION_SEND٠REPLY
Define to enable the ewsContextSendReply application interface. 
Otherwise, the code size may be reduced by not defining this symbol.

EW_C0NFíG_0PTl0N CGI SERVER_SOFTWARE
Define to епаЫе the evsCGiseiveisoftvaie application interface. 
Otherwise· the code size may be reduced by not defining thjs symbol.

EW_CONFIG_OPTIONCGI_GATEWAY_INTERFACE
Define—to enabie the evsCGiGatewayintexface application interface. 
Otherwise, the code size may be reduced by not defining this symbol.

EW_٠٠NFIG_٠PTI٠N CGI SERVER_PROTOCOL
Define to enable the ewscGiseiveiPiotocoi application interface. 
Otherwise，the code size may be reduced by not defining this symboi.

EW،CONFIG_OPTlONCGI_REQUEST_METHOD
Defjneio enable the evsCGiRequestMethod application interface. Otherwise, 
the code size may be reduced by not defining this symbol.

EW_CONFIG OPTION. CGI_PATHJNFO
Defínelo enablethe eu-sCGiPathinfo application interface. Otherwise, the 
code size may be reduced by not defining this symboi.

EW_C0NFlG_0PTI0N٠ CGI٠SCRlPT_NAME
Define آن  enable the ewsCGisciiptName application intertace. Otherwise, the 
code size may be reduced by not defining this symbol.

EW_CONFIG٠_OPTIONCGLQUERY٠STRING
Define Î。enable the ewscGiouerystring application interface. Otherwise, 
the code size may be reduce¿ by not defining this symbol.

EW_CONFlG OPTlON٠CGI_CONTENT_TYPE
Define to enabie the ewsCGicontentType application interface, otherwise, 
the code size may be reduced by not defining this symbol.

EW٠CONFIG٠OPTIONrCGl_CONTENT_LENGTH
Define^。enable the evscGicontentLength application interface, otherwise.
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the code size may be reduced by not defining this symbol.

EW_CONFIG_OPTION CGI CONTENT_ENCODING
Define —to enable the ewscGiconcencEncoding application interface. 
Otherwise, the code size may be reduced by not defining this symbol.

EW_CONFIG_OPTION٢FIELDTYPE٠.RADIO
Define。enablesupport for EmWeb HTML form radio buttons. Otherwise， 
the code size may be reduced by not defining this symbol.

EW_CONFIG OPOON_FlELDTYPE SELECT SINGLE
Define؟؟ enable support for EmWeb HTML form single option selection 
boxes. Otherwise, the code size may be reduced by not defining this 
symbol.

EW_CONFIG٠OPTION٠FIELDTYPE .؟ELECT MULTIPLE
Define to enable support or EmWeb H٠I٠ML form multiple option selection 
boxes. Otherwise, the code size may be reduced by not defining this 
symbol.

EW_CONFIG_OPTI٠NFiELDTYPE_CHECKBOX
Define to enable support for EmWeb HTML form checkbox fields. 
Otherwise· the code size may be reduced by not defining this symbol.

EW_CONFIG_OPTION_FIELDTYPE_TEn
Defined enablesupport tor EmWeb HTML form text fields, otherwise, the 
code size may be reduced by not defining this symbol.

EW_CONFlG_OPTION_FlELDTYPE IMAGE
Defined enablesupport for EmWeb HTML form image inputs, otherwise, 
the code size may be reduced by not defining this syrobol.

EWÇ؟N؟lG_OPnON_FIELDT۴、DECIMAL UINT
Define to enable support for EmWeb HTML form text fields for unsigned 
integers, otherwise, the code size may be reduced by not defining this 
symbol.

EW_CONFIG_OPTION_FIELDTYPEJ}ECII٧IAL I NT
Define to enable" support for EmWeb HTML form text fields for signed 
integers, otherwise· the code size may be reduced by not defining this 
symbol.

EW_CONFlG_OPTlON_FIELDTYPE HEXflNT
Define to enable Support for EmWebHTMLform text fields tor hexadecimal 
Integers· otherwise, the code size may be reduced by not defining ^lis 
symbol.
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EW_CONFIG_OPOON_FIELDTYPE HEX-STRING
Define。enable ;upport for EmWebHTML form text fields for hexadecimal 
octet strings, otherwise, the code size may be reduced by not defining this 
symbol.

EW٠CONFIG_٠PTJON_FIELD٦٦PE_DOTTEDIP
Define to enable support for EmWeb HTML form text fields for dotted IP 
addresses, otherwise, the code size may be reduced by not defining this 
symbol.

EW٠CONFIG OPTlON٠FlELDTYPE٠DECNET IV
Defined enable support for EmWeb HTML form text fields for DECnet IV 
addresses, otherwise, the code size may be reduced by not defining this 
symbol.

EW_CONFIG_OPTION_FIELDTYPEJEEE MAC
Define。enable support for,EmWeb HTML form text fields for IEEE MAC 
addresses. Otherwise, the code size may be reduced by not defining this 
symbol.

EW_CONFIG_OPTlON٠FIELDTYPE_FpDIMAC
Defined enablesupport for EmWeb HTML form text fields for FDD! MAC 
addresses. Otherwise, the code size may be reduced by not defining this 
symbol,

EW_C٠NFIG_OPTION_FlELDTYPE_STD MAC
Defineto enable support for EmWeb HTML form text fields for big or little 
endian standard MAC addresses. Otherwise, the code size may be reduced 
by not defining this symbol.

EW_CONFIG_OPTION_FIELDTYPE OID
Defined enable Support for EmWeb HTML от text fields for SNMP object 
identifiers. Otherwise, the code size may be reduced by not defining this 
symbol,

EW_CONFIG_OPTION_FIELDTYPE_FlLE
Define^¿ enable support for RFC 1867 file upload from browser This option 
requires EW_CONFIG_OPTI٠N_FILE. The code size may be reduced by not 
defining thiisymboh

EW_CONFlG٠.OPTION_BROKEN_IMSEXTRA_pATA
Define Î0 handlenon-conforroantbrowsersthat place.extra data at the end 
oi If-Modified-Since: headers, otherwise, the code size may be reduced by 
not defining this symbol.
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EW_CONFIG٠٠OPTION_BROKEN_NEED_OPAQUE
Define to handle non-conformant browsers that require optional opaque 
field in digest authentication headers, otherwise, the cod'e size may be 
reduced by not defining this symbol.

EwaNetBuffer -
Define the c type used to represent a buffer descriptor.

EWA٠NET_BUFFER_NULL
Define the ٧قاك  of a NULL buffer descriptor used to terminate a chain of 
buffers or indicate no butters available.

EwaNetHandle
Define the c type used for the application-defined network handle passed 
to EmWeb/Server in ewsNetHTTPscait and available ^om the request 
context by ewsContexCNetHandle.

EwaD٠cumentHandle
Define the c type used for the application-denned document handle passed 
to EmWeb/Server in ewsDocumentClone 0٢ ewsDocumenCRegi s cei and 
available from the request context by evsContexcDocumentHandle.

EWA_DOCUMENT_HANDLE_NULL
Define the value for a NULL document handle stored in the context for 
documents that have not been cioned 0٢ registered.

EwaAuthHandle -
Define the c type used for the application-defined authorization handle 
passed to EmWeb/Server ؛n ewsAuthKegistex and available from ihe 
request context by ewsContexCAUchHandle.

EWS_AUTH_HANDLE_NULL
Define"the value for a -NULL authorization handle stored in the context for 
requests that have not been authenticated.

EwaAinhNonce
Define the c structure containing parameters used in generating nonce 
challenges.

EwaCGJHandle
Define the c type used for the application-defined CGI handle passed to 
EmWeb/Server from ewacGxscait_٠ and returned to the application in 
subsequent ewaCGIData—*.

EWA_CGI_HANDLE NULL
Define the value for a NULL CGI handle stored in he context for CGI
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requests.

EWA_TASK_LOCKO
This application-defined macro is invoked by EmWeb/Server to enter a 
critical region. If the application ¡S preemptive and multiple threads may 
access EmWeb appliMtion interface functions simultaneously, then this 
macro should be defined in such a way as to disable preempt¡‘'.

EWA_TASK_UNLOCKO
This application-defined macro ¡S invoked by EmWeb/Server to leave a 
critical region entered by EWA_TASK_LOCK().

EMWE^ ERRORO
This application٠defined macro is invoked by EmWeb/Server to report 
serious■ eror conditions, usually a result of improper system integration.

EMWEB٦WARNO
TWs appliration-defined macro is invoked by EmWeb/Server to report an 
error condition for which recovery ¡S possible.

EMWEB TRACEO
TItis application-defined macro ¡S invoked by EmWeb/Server to trace 
execution for debugging.

EWA_LOG HOOK
Def¡!^ to enable the ewaLogHook() application interface, otherwise, the 
code size may be reduced by not defining this symbol.

EMWEB٠SAN!ÏÏ
Define to enable extra code for checking the consistent use of the API and 
internal data structures. This is strongly recommended during initial porting 
and debug. However, the code size may be reduced by not (defining th¡؛ 
symbol.

EMWEB٠HAVE٠MEr٧ICPY
Define to use application-provided run-time memcpy library function. 
Otherwise, extra seiver code is included Î0 implement functionality.

EMWE!_HAVE_MEMSET
D^ine to use application-provided run-time metnset library function. 
Otherwise· extra server code is included to implement this functionality.

EMWEB HAVE_SPRINTF
Define to use application-provided run-time spiintf library function. 
Otherwise, extra s.erver code ¡S included to handle conversions ^。m 
integers to strings (%d. %X).
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EMWEB_KAVE٠STRCPY
Define to use application-provided run-time scrcpy library function. 
Otherwise, extra server code is included to implement this functionality.

EMWEB HAVE_STRLEN
Define to use application-provided run-time Stilen library ؛unction. 
Otherwise, extra server code is included to implement this functionality.

EMWEB_HAVE_STRCMP
Define to use application-provided run-time sticmp library function. 
Otherwise, extra server code ¡S included ١٥ implement this functionality.

EwaFileHandle
Define the c type used for the application-defined file handle used in the 
l٥٥a! filesystem API.

EWA_FILE_HANDLE_NULL
Define the value for a NULL file handle as used by the local filesystem API.

EwaFileName -
Define the c structure used to represent an application-defined filename 
parameter as used by the local filesystem API.

The following macros may be defined to override EmWeb/Server defaults as follows:

EWS_FlLE٢HASH٢SIZE
Default: 256٠lnfom٦ation about each unique URL loaded from an archive, 
registered, or cloned, is maintained ¡n an open hash table for fast lookup; 
TNs macro may be defined to set the number of entries ¡n the hash table· 
where each entry contains a pointer value. Smaller values will typically 
decrease memory usage while increasing search ؛¡mes.

EWS٠REAL!٧1. HASH_SlZE
Default: 4. Information about each unique realm defined in loaded archives 
or by the ewsDocumencsetReaim() function ¡S maintained ¡n an open hash 
table for fast lookup. This macro may be defined to set the number of entries 
in the hash table,。here each entry contains a pointer vaJue. Smaller values 
will typically decrease memory usage while increasing search times.

EWS_NONCE_QUEUE٠SIZE
Default: 4· If digest authentication is ·used, outstanding nonce values are 
Maintained in ة circular queue. This macro may be defined to set the 
maximum number of outstanding nonce valued where each value will 
contain approximately 48 bytes of state information plus the size of the 
application-defined EwaAuthNonce structure. Larger values are 
recommended if one٠time nonces are to be used and/or inany simultaneous
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authenticated requests from different clients are likely.

EWS_HÏÏ۶ STATUS_204٠ EWS HÏÏP_STRING_204
Default: "No Content", n\r١¿ These macros may be used to override the 
status line and message body issued for a no codent Ηπρ response. (This 
status is generated in response to a form submission application function 
returning NULL, orto an undefined region of ал imagemap if no default URL 
was sp^fied).

EWS-J^P STATUS٠304٠ EWS HÏÏP_STRING_304
Defalk: "Not Modified", "\r٧٦". These macros may be used to override the 
status line and message body issued for a not Modified Ηπρ response. 
(This status is generated in response lo a conditional GET request if the 
Requested document has not changed since the "If-Modified-Since:" vaJue).

EWS٠HÏÏP_STATUS_400٠ EWS HÏÏP .S٠TRING_400
Default: "Bad Roques". "\Γ\η400 Bad Re٩uest\r\n٠,. These macros, may be 
used to override the status line and message body issued for a bad request 
Ηπρ response. (This status is generated ]Π response to an Ηπρ request 
that could not be parsed). .

EWS_HÏÏP STATUS-■ EWS-Ηπρ STRING-40؛
Default: "U٢٦autt٦or٦2ed"i "١Γ\η401 UnauthorizedVXn". These macros may be 
used to override the status line and message body issued for an 
unauthorized Ηπρ response. (This status is generated in response to an 
Ηπρ requesl that did not contain proper credentials to access the server).

EWS_HÏÏP STATUS-404, EWS Ηπρ STRING 404
Defalk "Not Found", "\r\n4O4 NotFound\r\n٦ These macros may be used 
to override the status line and message body issued for a not found Ηπρ 
response. (This status is generated ¡Π resporise to an Ηπρ requests for an 
unknown or hidden URL)；

EWS_KÏÏP_STATUS 411, EWS Ηπρ STRING_411
Defalk: "Length Required", "\Λ٢٦411 Length Re٩uired\٢١n". These macros 
may be usedto override the status line and message body ¡ssued ior an 
internal error Ηπρ response. (This status is gener^ed in iesponse to an 

ΗπΡ/1.1 request wntaining chunk encoded form data with 
E١iCONFIG_OPTION_CHUNKED_IN disabled).

EWS Ηπρ STATUS 0 ح٠  EWS HÏÏP٠SÎR1NG 500
Defalt: ”Intern【Error", "\r\n5OO li^emal Error\r١n". These macros may be 
used 10 override the status .line and message body issued for an Internal 
error Ηπρ response. (This status is genei^ted in response to an Ηπρ 
request resulting in a detectable ¡ntem¿l error. This should not ever occur.)
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EWS HÏÏP_STATUS_501, EWS Ηπρ STRING_501
Defa—: "Not Implemented"٢"\r\n50l Not lmplemented\r\n". These macros 
may be used to override the status fine and message body issued for a not 
implemented Ηπρ response. (This status is generated in response to an 
HTTP request containing a method not supposed by the URL).

EWS_『P_STATUS_5٥3, EWS-Ηπρ STRING_5٥3
Default: "Servie Unavailable", ٦Γ\η503 Service Unavailable\^n". These 
macros may be used to override the status line and message body issued 
or a service unavailable Ηπρ response. (This status ¡S generated in 

response to an Ηπρ request for a registered and unloaded document 
when the. application-specific ewaDocumentFauItO function aborts the 
request rather than loading the archive containing the URL).

4.3.2. Application-Provided Functions
The Allowing functions must be provided by the application:

٠ System functions

٠ ewaAlloc 
. ewaFree

·Network functions

.ewaNetButterA oc 

. ewaNetBufferFree 

.ewaNetBuflerNextGet 
;ewaNetBufferNextSet 
. ewaNetBufferLengthGet 
. ewaNetBufferLengthSet 
.ewaNetBufferDataGet 
. ewaNetBufferDataSet 
. ewaNetHHPSend 
.ewaNetHHPEnd 
.ewaNetHHPCleanup
٠ ewaNe٤ocalH٥stName

The following functions may be provided by the application if certain ٥pt¡٥naJ EmWeb/ 
Server features are desire¿·

• System functions

.ewaDate 

. ewaLogHook
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·Document functions

.ewaDocumentFault 

.ewaURLHook

• Authentication functions

.ewaAuthRealmQualifier

٠ Digest Authentication functions

• ewaALithNonceCreate 
.ewaAuthNonceCheck

٠ Manual Authentication functions

.ewaAuthCheckBasic 

. ewaAirthCheckDigest 

. ewaAtithVerifySecurity

4.4. Memory Requirements
The following table illustrates the approximate incremental executable ¡mage size of the 
EmWeb/Server for various configuration options enabled compiled using GNU gcc- 
2.7.0 with -02 for the Intel 486, the Intel ¡960, and the Motorola MC6B000 architectures. 
These values are subject lo change without notice.

Incremental Option ؛486 i960 MC68000

Base ErnWeb/Server functionality 7,380 7,496 6.238

<EMWEB٠STRING> 180 216 184

Typed <EMWEB STRING>s 464 464 454

<EMWEBJNCLUDE> 
(requiressome additional code 
irom <EMWEB STR١NG>)٠

3Β4 400 312

Base EmWeb HTML form support 3,124 3,1681 / 2,548

Imagemap support 288 32。 272

Base raw CGI support 640 656 578

URLLinksupport 16 32 28

Document cloning 400 一 .400 314

Document οπ-demand loading 492 520 440
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Incremental Option i486 i960 MC68000

Document data access 64 72 74

Graceful server shutdown 272 264 220

Request scheduling (yield CPU) 656 624 444

Proxy (ewsSuspend/ewsResume) 
(٢e٩^es request scheduling)

320 296 242

Network flow control 
(requires request scheduling)

368 288 264

URL rewriting (ewaURLHook) 304 208 164

Base filesystem support 176 224 170

GET/HEAD from local filesystem 
(Requires base filesystem sup.)

1.876 1,480 1,326

Base authentication support 1,168 1.032 9¾

Basic authentication 952 1,056 824

Digest authentication 5,547 6,732 5,366

Client message digest verification 
(requires digest authentication)

1,335 1.016 742

Manual basic authentication 
(requires basic authentication)

608 472 482

Manual basic decode 
(requires manual baste)

336 352 198

Manual digest authentication 
(requires digest authentication)

384 368 366

Manual authentication verification 144 144 128

Run-time document realm override 0 0 ٥

Base Ηπρ/1·1 support 1,284 1,160 972

Persistent connections 883 616 614

Generate chunked encoding 
(requires НЛР/٦.٩)

828 784 632

Parse chunked encoding 
(requires Ηπρ/1.٦)

855 552 468

OPTIONS method 250 240 192

Copyright© 1997 Agranat Systems, Inc. Page 80 ΚΈΝ ٦%٠٠١
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EmWeb/Server

incremental Option ¡486 1960 MC68000

TRACE method 288 288 204

Generate Cache-C٥_! headers 122 128 96

Generate Date headers (ewaDate) 41 64 32

Generate Expire headers 
(ewaDaie)

76 176 60

Generate Last-Modified headers 82 112 76

conditional get support 239 280 248

Generate Pragma headers 35 48 34

Early release of network butters 224 24◦ 208

Compression 525 5S4 462

Parse Date headers 64 56 72

Parse Pragma headers 75 64 82

Parse From headers 73 72 82

Parse lf-M٥cüí¡ed-S¡nce headers 64 64 ٦2

Parse Referer headers 76 64 86

Parse User-Ageni headers 79 104 90

Parse Host headers 169 128 124

ewsContextSendReply 626 632 494

ewsCGIServerSoitware 31 40 30

ewsCGIGatewaylnterface 24 32 22

ewsCGIServerProtocoI 64 56 68

ewsCGIRequestMethod 64 64 68

ewsCGIPathlnfo 16 16 16

ewsCGIScripiName 16 16 16

ewsCGIQueryString 64 64 68

ewsCGIContentType 80 64 72

ewsCGIContentLength 16 16 16

ewsCGIContentEncoding 64 64 72
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Incremental Option ¡486 ¡960 MC68000

Form radio buttons 328 304 254

Form single option select boxes 57 64 62

Form multiple option select boxes 128 144 124

Form checkboxes 96 96 92

Form text fields 307 352 256

Form image ¡npLrt fields 93 IM 86

Form text fields - unsigned integer 0 ٥ ٥

Form text fields · signed integer 
(requires some code from 
unsigned integer)

98 128 90

Form text fields - hexadecimal int . 
(requires some code irom 
'unsigned integer)

164 184 166

Form text fields ٠ hex string 
(requires some code from 
unsigned integer)

706 704 550

Form text elds - dotted IP 
(requires some code from 
unsigned integer)

354 416 310

Form text fields - DECNet IV 
(requires some code from 
unsigned integer)

272 352 280

Form text fields · IEEE MAC 144 160 136

Form text fields - FDDI MAC 
trequires some code trom IEEE 
MAC)

48 48 44

Form text fields · standard MAC 
(requires some code trom IEEE 
MAC)

160 192 168

Form text fields - SNMP Object ID ■ 400 340

Fomi file eds · file upload 
(requires base filesystem support)

4,372 4,232 3,394

Broken lf٠M٥d¡f¡ed٠S¡nce Extra 84 128 124
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EmWeb/Server

incremental Option ¡456 i960 MC68000

Broken digest need opaque - 16 16 16

Internal sprintf library 656 736 582

Internal strcpy library 112 336 46

In tema! strcmp library 128 1&4 52

Internal strlen library -160 384 162

Internal memcpy library 160 80 ٠8

Internal memset library 16 16 •2

Extra sanity checking code 1,248 1,080 1,008

Етог reporting 2,498 2,984 2,353

Warning reporting . 2,52；? 2,888 2,350

Debug tracing ・٩ 2,392 1,764

Logging hook 704 1,056 778
FULL CONFIGURATION 52,677 55,345 44,740

Note that some of the configurable options !jsted in the table above depend on pieces 
of code included from previas options as indicated. The table shows the incremental 
requirements as each option is added from top to bottom. Therefore, the executable 
image size for an arbitrary set 0Í options may be different than the sum of the values 
shown above.

Additional archive memory requirements include

٠ Compressed file contents and embedded application object code (controlled by 
application)

٠ 120 bytes per archive

-36 bytes per document in archive (plus null-terminated URL string)

• 12 bytes per <EMB_S٠TRIHG>, <EMB_INCLUDE>! CGI script, or form field

• null terminated strings for authorization realms, mime types，creation date, etc. 

٠ compression dictionary (ii compression used).

Additional run٠time memory requirements include:

Copyright ® 1997 Agranat Systems, ،nc. ۶ ةلآة نى
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-Network buffers (controlled ^^p.plication)· EmWeb/Server typically holds on to 
received buffers Containing HTTP Pleaders of interest for the duration of a request, 
and typically allocates only one or two buffers before sending them to the application 
化٢ transmission.

-1٠٥2ß · 1,096 bytes total .global EmWeb state (using defaults for hash table sizes 
which may be overridden by application)

-176 ٠ 636 bytes per Ηπρ request (؟lus 48.52 bytes for first served document, plus 
48 bytes decompression context if compress'd)

• 48-52 bytes per nested <EMWEB INCLUDE〉document (plus 48 bytes for de- 
compression context ¡f compressed)

-40-&4 bytes per URL in archive (including clones and registered documents)

- 20-44 bytes per authorization realm plus null-terminated realm name string

- 20-28 bytes per authorization entry plus Base64 or MD5 encoding of user/password

Copyrighte>4S97AffranatSystems, Inc. Page 84 REV. 6/20/97
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5. Conformance __ __ --
The EmWeb/Server implements the Ηπρ/1·1 and Ηπρ^.ο protocols· and MD5 Digest 
Authentication.

The EmWeb/Server raw CG! capabilities support he functionality of CGl/1.1) bin the 
interfaces are non-standard as they are optimized for the EmWeb/Server environment. In 
addition, some CG!^ .1 interfaces depend upon the specific integration of EmWeb/Server 
into the application environment.

The EmWeb/Compiler supports HTML/2.0 Forms with RFC 1867 We upload extensions.

Copyright© 1997Agranat Systems, Inc. ?ج ^ REV. 6/20/97
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Release History

6· Release History

Release 1.0 (12/23/96) General Availability

Released (02/16/9η Added network flow，c٠_l interfaces

Release 1.2 (02/26/97) Ported toVxWorks

Release 1.3 (03/07/97) Ported to pSOS

Release 2٠0 (04/14/97) Added ΗπΡ/1.1 support
Added support forced EMWEB_STRINGs
Added EMWEB_STATIC cache٠control override 
Added support for remote authentication databases

Released (06/20/97) Added native filesystem support
Added RFC 1867 (file upload from browser) support 
Added support for EMWEB_TYPE٠OBJECT_ID 
Added su^ort for SNMP Research <mib٥bj٢ tags 
Added ewaNetHKPCIeanupO interiaces
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src/config/ew .types.h

A. EmWeb Application Interface Header Files

This appendix ¡S intended for reference only and"is not part of his specification. The c 
headei":files listed here are part of the standard EmWeb source distribution and may- 

updated from time to time·

Α٠1٠ Configuration
These sample configuration header files are provided in the EmWeb source distribution. It 
is expect؟¿ that these files will be modified by the system integrator ¡n order to port the 

EmWeb/Server to the target environment· No other files in the EmWeb distribution should 
be modified in any way.

Α-1.1. src/config/ew_types.h
This files contains definitions for base ى types used throughout the EmWeb product. In 
most environments，this file will no! need to be modified except possibly for the definition 
of EMWSB_ENDIAN and EMW2B_ARCHi١zE_sNniAN. However, for some c٥[^ip¡le٢s. it may be 
necessa٩٨f٠٢ the system integrator to modify additional definitions here:

٠/
* ew٠cypes٠h,٧ 1.20 1997/03/31 19:14:25 lawxence Exp
٠
* Product: EmWeb
٠ Release: R2٠l
٠
٠ CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGRANAT SYSTEMS, INC.
* THE EMWEB SOFTWARE ARCHITECTURE IS PATENT PENDING٠
٠ EMVTEB IS A WiDEMARK OF AGRANAT SYSTEMS, INC٠
٠
* Copyright (C) 1996, 1997 Agranat Systems, Inc.
* All Rights Reserved

٠ Agranat Systems, Inc.
* 1345 Main Street
٠ Walcham، MA 02154
٠
٠ (617) 893.7868
* sales®agranat.coin, support©agxanat٠coni

* http://www.agranat.com/
٠
* EmWeb common types

#ifndef ٠EW٠ÏÏPES٠H
«define ：EwZtyPES：H

٠/

CopyñgW©٦997 Agranat Systems, Inc. ۶ةجةلآة REV. 6/20/97
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src/٠٠nfig/ew٠ types.h

* C-TYPES
* The fol：Loving basic c-types axe defined (see ev٠٠٥nfig.h)
/٠

ilifndef ΙΝΤ8
井 define ΙΗΤ8 signed char
^endif

#ifndef UINT8
ft define UINTB unsigned chai 
#endif

ftifndef ΙΝΤ16
并 define ΙΝΤ16 short int 
^endif

#ifndef ΙΝΤ32
it define ЮТ32 long int 
#endif

#ifndef Ρ٠ΙΝΤ
右 defin; int

/* an integer the same size as a pointer *

ttendif

typedef ΙΝΤ8 intB;
typedef imi6 intl6;
typedef ΙΝΤ32 inC32;
typedef UINT8 uint8;
typedef unsigned ΙΝΤ16 uint!6；
typedef unsigned IÍÍT32 uint32；

/_ signed eight bit integei /٠ 
٠/ signed sixteen bit integei /٠ 
٠/ signed thixcy٠tvo bit integei /٠ 
٠/ unsigned eight hit integei /٠ 
٠/ unsigned sixteen bit integer /٠ 
٠/ unsigned thixty-two bit integer ٠/

٠'
嘸 Volatiles fox memory shared vith devices

typedef volatile intB vintB； 
typedef volatile intie vint!6; 
typedef volatile int32 vint32； 
typedef volatile uintB veinte； 
typedef volatile uintie vuintie； 
typedef volatile uint32 ٧uint32；

/٠ volatile signed eight bits /٠ 
٠/ volatiie signed sixteen bits */
/٠ volatile signed thixty٠tvo bits ٠ 
٠/ volatile signed eight bits /٠ 
٠/ volatile unsigned sixteen bits /٠ 
٠/ volatile unsigned thirty-two bits

٠/
* FAST TYPES
* The following types offei the most efficient compilation fox optimized speed 
٠ These are nevei assumed to be moie than 16 bits.

٠/ ٠ "
typedef int sintf; /٠ signed integei */
typedef unsigned uintf; /٠ unsigned integei ٠/

٠/
*BOBEAN
٠ The boolean type is used piimaiily as ٥ function return type. Note that 
'٠ a default Xepresentation of тате and FALSE axe defined· Howevei ٠ care
* should be taken to avoid comparing against these values. Foi most compileis,
٠ TRUE can be any non٠2ei٥ integei vhlie FALSE is defined as zero·

SUBSTnUTE SHEET (RLE 26)
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src/٠onfig/ew٠types.h

define TRUE 
#define FALSE

(0٠٥0)٠ 

《TRUEاً؛

typedef uintf boolean； /* true or false (n٠n٠2ero OI zero) ٠/

* POINTER INTEGER
* The pointer integer is an unsigned integer large enough to accommodate a
* machine pointer. This is used primarily for generic pointer arithmetic·

typedef Ρ_ΙΝΤ pint; •٠ unsigned integer foi pointer ٠/

٠/
* NULL POINTER
/٠

#ifndef NULL
define NULL (0)

#endif /٠ NULL ٠/

* ENDIAN (d٠n٠t change these)
-ildefine EMWEB٠ENDIAN٠BIG 1234

iidefine EHbZeN٠I،I٠ITTLE 4321

typedef enum Endian—e
{ —

ewBigEndian ٠ EMWEB٠٠ENDXAN٠BIG, 
ewLiCtieEndian ٠ EMWEB١NDI،LITTLE

} Endian;

#if 0
,*

* EMWEB_ZNDIAN - Define as endian-ness Of target aichitectuie
- /٠

#ifndef EIB٠ENDXAN
# ifdef"HA،CONFIG٠H
井 include ：configTh"
# ifdef WORDS٠BXGENDIAN
# define EMWEB٠ENDIAN EMWEB٠ENDIAN٠BIG
# else
# define EMWEB ENDIAN ■EMWEB_ENDIAN_LXTTLE
# endif
# else
# pragma error ··Define EMWEB ENDIAN for target"
林 endif
#else
# pragma error ·■Define EMWEB—ENDIAN foi taxget"
*endif /٠ HA٦٨E٠C٠NFIG٠H ٠/ —
#endif /* ϋ ؛ ٠ /

Í* ______
* ZMWEB٠ARCHIV£٠EOTIAN

Copyrights 1997AgranatSystemst Inc. Page 90 REV· 6/20/97
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s٢c/٠٠nfig/ew config.h

٠ Define endian fox target archive as generated by EmWeb/Compiler
٠/ _二

ildefine EMB_AHCHIVE٠ENDIAJ4 EMWEB_ENDIAN_BIG

٠/
* COMPILER COMPATIBILITY

* BEGIN DECLS precedes external definitions, END٠DECLS follows external
* definitions. These could be defined as 'extern ·.c·■ {■ and '}، respectively 

s * fox GNU c*+ compileis* fox example.
/٠

^ifdef cplusplus
«define BEGIN٠٠DECLS extern Η٠٠٠ {
*define EOT٠DECLS }
*else /٠ cpj.usplus ٠/
^define BEGIN_DECLS
define _END_٠D¡CLS
«endif /٠ cplusplus ٠/

ノ*
* PROTOTYPES
/٠
BEGIN٠DHCLS
END；ECLS

itendif /٠ EW٠٠TYpES٠H ٠/

Α-1.2. src/٠٠nf¡g/ew٠٠onfig.h
This file must be modified by the system integrator tO taylor EmWeb/Server to the target 
environment·

/*
٠ ev_c٥nfig٠h#19:22:31 1997/06/15 77.2.3. ٧ ت  ian Exp
٠
٠ Pxoduct： EmWeb
٠ Release: R2٠l

* CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGRANAT SYSTEMS, XNC.
* THE EMWEB SOFTWAM ARCHITECTURE IS PATENT PENDING.
* EMB IS A TRJWEMARK OF AGRANAT SYSTEMS، INC.

٠ Copyright (c》1996, 1997 Agianat Systems, Inc.
٠ All Rights Reserved

* Agianat Systems، Inc.
٠ 1345 Main street
٠ Waltham， MA 02154
٠
٠ 《617) S93-7868
* sales@agianat.com, support®agianat٠com

c٠pyright©٦997 Agranat Systems, Inc. ۶& لآةلآ١ REV. s 20/97

SUBSTITUTE SHEET (RUE 26)

mailto:sales%40agianat.com


EmWebTM Functional specification

wo 98/06033 PCT/US97/13817

-】2◦-
Confidential s٢c/cor؛f¡qZew٠ config.h

٠ hctp : //يلآيلآسا . agxanat ٠ сот/
٠
٠ EmWeb conon configuration

#ifndef ٠EW٠،٠CONFIG_H
^define Ξε<٠ΟΝ۶Χ٠Ξη

٠/
* Types for sized integers: ΙΝΤ8 ΙΝΤ16 ΙΝΤ32 Ρ٠ΙΝΤ
٠ These are guesses as to the coxxect cypes to produce the
* xequiied sizes fox your system.
. The configuie scxipt will attempt to set these correctly
٠ for the compiler platform; you should sec when you copy this
٠ file fox each target.
٠/

#ifndef ΙΝΤ8
井 define ΧΝΤ8 signed chai
#endif

»ifndef ΙΝΤ16
# define ΙΝΤ16 short int
#endif

#ifndef ΙΝΤ32
# define ΧΝΤ32 int
tfendif

tfifndef P INT t an integer the same size as a pointer ٠/
# define Ρ_ΣΝΤ int
#endif

Uinclude иew types.h··

/*

٠ INCLUDES
٠ Any system includes needed by application environment go heie
*'

extern void application tick();
^include <stdio.h>
tinclude <std].ib٠h>
#inc].ude <sys/typ€S٠h>
#include <netineü/in٠h>
^include <signal.٠h>

٠/
* HTTP PROTOCOL VERSION

- - /٠
DO NOT MODIFY 니 ٠٠。。。 /٠1٠0 1?林 define ΗΤΤ

/٠ DO NOT MODIFY ٠/ 001ت # define HTTP٠1٠٠٠1
: ٠,

n١ance ievel!Select desixed c٥nf٠ ٥

SUBST_T٧TE SHEET《RULE 26)
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srcZconfig/ew config.h

^define EW_CONFIG٠HnP٠PR٠TOC٥L Ηπρ٠1٠1

/- ٠
٠ PROTOCOL OPTIONS 《〉・ ΗΤΤΡ/1.0)

(R) Required, but some embedded systems don't have time٠of٠day (٠) Optional, but strongly xecoiended

#define EW_C٠HFIG٠٥PTr٥N٠_I>ATE ر* 
^define EW٠CONFIGZ٥PnON٠EXPIRE /* 
*define ZW٠C٥NFIG٠٥PTION：lAST MODIFIED /٠ 
*define EW٠C٠NnG：٠PTI٥N٠C٥Nr>ITIONAL٠٠GET/٠ 
^define EW C٠NriG٠OPTION：PRAGMA NOCACHE /٠

(R) Genezate Date: ٠/
(0) Generate Expire: */(٠) Geneiate Last٠niodified： ٠/ 
(O)Paxse If.Modified.Since: ٠/ 
(0) Geneiate Pragma: no٠cache ٠/

/* —٠ PROTOCOL OPTIONS (〉・ ΗΤΤΡ/1.1)
(0) Optionai, but strongly recommended 
(*) May be used vith HÏÏP/1.O

^define EW_CONFIG٠٠OPTION٠PERSISTENT /٠
^define EW٠CONFIG 0P٠ri0N_CHUNKZD٠٠UT٠/ ٠
^define Ëw_C٥N7IG٠0PTI0٢CH٦IZD٠IN /*
«define EW：C٥NFIG：٠Pn٥N METHOD٠OPTIONS /*
^define EW：C0NFIG：0PTI0N٠METH0D٠٦rRÄCE /٠
#undef EW٠CONFIG ٠PTI٠ÎLMETH٥D٠PÜT /٠ 
#undef EwZcONFIgZ٠PTIO٢METH٥D delete /* 
ftdefine EW CONFIG٠OPTI٠N٠CACHE٠C٥NTR٥L /٠

(0٠) peisistent connections ٠/
(O) xespond vith chunked encoding */ 
(0) paise chunked encoding /٠ 
٥٠)) support OPTIONS method /٠٠ ٠)) support TRACE method /٠

٠)) support PUT operations /٠ 
٠)) suppoit DELETE opeiations */

(٥٠) Generate Cache-Control： ٠/

* CONFIGURATION OPTIONS

* The EmWeb/Sexvei may be customized by the application developer to balance
* between functionality v٠s٠ memory and CPU lequixements. Each Of the options
* belov may be selected (^define) OI unselected (liundef).

define EW；ONFIG٠٠OPTION٠STRXNG 
^define EW٠CONFIgZ٥PTION：STRING typed 
*define EW٠C٥NFIG٠٠PTI٥N٠٠INCLÜDÊ 
define EW_C٠NFIG٠٠PTI٥N٠F٠RM 
*define EW٠CONFIG٠OPTION_XMAGEMAP 
^define EW٠C٠NFIG٠٥PTION٦GI
^define EW：CONFIG：٠PTION٠LINK
define EW٠CONFXG،OPTION：CLONING
^define EW٠CONriG٠٠PTI٠N٠DEMAND٠|X-٠ADING /٠ demand document loading suppoit ٠/ 
*^define EW：C٠NFIG：OPTION DOCUMENT ،DATA /٠ diiect axchive data access suppoit */ 
*define EW٠CONFIG٦PTION٦OCUMENiSET٠_REALM /* iun.time realm assignment sup. ٠/ 
*define EW٠C٥ÑFXG OP٠TION٠CLEANUP /٠ graceful cleanup support ٠/
¿*define EW C٠NFIG٠OFTION٠SCHED /* Xeguest scheduling support ٠/
*define EW٠CONFIG OPTION٠SCHED SUSP٠K 
^define EW٠CONFIG٠OFnON٠SCHED٠FC
define EW CONFXG٠٥PTION٠URL HOOK 

^define EW٠CONFIG٠OPn٠N٠AUTH 
^define EW：C0NFXG٠_0Pn0N AUTH BASIC
define EW٠CONFIG：OPTION٠AUTH٠DIGEST 

«define EW CONFIG٠OPTI٥nZaUTH：DIGESTJ

/* emweb stxing support ٠/
/* typed emweb string support 
/٠ emweb include support /٠ 
٠/ form suppoit /٠ 
٠/ support foi imagemaps /٠ 
٠/ law CGI support /٠ 
٠/ link node suppoit */
/٠ TOL cloning support ٠/

/٠ suspend/xesume request suppoit /٠ 
٠/ flov control support /٠ 
٠/ request TOL rewriting hook /٠ 
٠/ authorization suppoit /٠ 
٠/ basic auchoxization suppoit /٠ 
٠/ aigest auchoxizacion suppoit /٠ 

٠ ••٠ / verify client message digest ٠/

c٠pyr١gh ١©١ 997Agranat Systems, inc. ? ٠ة REV٠ 5/20/97

SUBST^UTE SHEET《RULE 26)



-122-
ConfidentialEmWefaTM Functional Specification

wo 98/06033 PCTZUS97/13817

sr٠/c٠nf¡g/ev٧_ config.h

»define EW٠CONFIG٠٠٠OPn٠N٠AUTH_MBASIC /*
#define EwZcoNFIG：OPTX٠N：AOThZmbASXC٠DEC٠DE ,٠ d。
#define EW٠C٠NFIG٠OPTION_A٦rrH٠MDIGEST 
#define EW：CONFXG：٥PTION：AUTH_٠VERIFy 
^define EW：C٥NFIgZ٠PTION٠COMPRESS 
*define EwZc٠NFIG٦PTION٠RELEASE٠UNUSED 
#define EW：C٥NFXG：OPTI٥NJILE ا 
ttdeflne EW：C٠NFXG٦PTIONJXLE٠|GET 
^define EW：C٠NFXG：٥PTI٠N：FILE：DELETE 
*define EW：CONFIG٠٠٠OPTXOnZfILE٠POT

··manual·· basic authentication ٠، 
base64 decode foi MBASXC 

/* ·，manual·, digest authentication 
/٠ manual verificación of client ٠٠ 
/* archive decompression support ٠， 
/* Early release of unused buffers 
/٠ local filesystem support ,٠ 
٠/ local filesystem GET method /٠ 
٠/ local filesystem DELETE method 1 

*ا لم٠٠لد  filesystem POT method */

٠/
* Options to include support for retrieving HTTP iequesc headers 
니

#define EW٠C٠NFIG٠٠P٠nON٠٠C٠NT£XT٠٠DATE
#define EW：CONFIG٠OPTI٠N٠C٠NTEXT٠PRAGMA
*define ZW CONFIG_OPTION CONTEXT FROM
^define EW：CONFIG_٠PTXON C٠NTEXT٠IF٠٠M٠DiriE٥٠.sINCE
«define EW：CONFXG٠٥PTI٥N٠C٥NTEXT：REFERER 一
^define EW CONFIG OPTI٠NÇ٥NTEXT_US٩AGENT
^define EW CONFIG ٠PTION：CONTEXT٠HOsf

٠/
* Option for serving document co brovsei in response co form 이 CGI
/٠

ttdefine EW CONFIG٠٠PTION٠CONTEX٠r٠SZND REPLY

* Options to incl.ude support fox CGI access functions
/٠

»define EW٠CONFIG OPTION٠CGI SERVSR_SOFTWAKE
^define EW٠CONFIG٠OPTI٥N٠CGI GATEWAY٠INTERFACS 
#defineEW٠CONFIG_OPTION٠CGI٠SERVER_PROT٥C٥L 
define EW CONFIG OPTION CGX٠R£٥UEST٠METH٥D 
«define EW：CONFIG٠OPTION CGI：PATH٠INFO 
#define EW CONFIgZ٠PTI٥N٠CGiZscRIPT٠NAME 
#define ew٠config٠optionZcgi ٥ÜERÏ_STRING
define EW٠C٥NFIG٠OPTI٠N|CGI٠C٥NTENT٠TYPE 

^define EW ٠C٠NFIG٠٠PTION_CGI٠CONTENT_LENGTH 
«define EW CONFIG،QPTI٠N٠CGX：CONTENT ENCODING

/*
* Options to handle certain foim field types (EW٠C0NFIG٠٠0PTI0N FORM muse be
* defined for these to take effect). 

define EW CONFIG 0PTX0N٠٠FIEL٠٠rYPE٠RADI0 
·define EW٠CONFIG٠OPTI٠N٠FXELDTyPE"：SEl٠SCT ·SINGLE 
!define EW٠C٠NFIG٠OPTI٥N٠FIELDTyPE：SELECT٠MULTIPLE 
#define EW٠C0NFIG٠0Fn0N FIELDnPE：CHECKBÕx 
*define EW_CONFIG٠OPTION FIELDTYPE；TEXT
*define EW_CONFIG٠OPTION FIELD٠TYPE：IMAGE
,define EW٠CONFIG OPnON：FIELDTYPE：DECXMAL_UINT
#de؛ine EW٠C٥NFXG٠0Pn0N FIEWTYPE：DECIMAL：XNT
define EW C٥NFXG٠OPTXON٠riELDTYPE：HEX٠INT
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#defineEW٠C0NFIG٠0PTI0N٠٠FIE^TYPE٠٠٠HEX٠٠S٠rR：NG 
#defineEwZcONFIGZ٥PTIONZFIELDTyPE：DOTTEDIP 
^define EW：CONFIgZ٠PTX٥N：FIELDïïPeZdECNEîXV
define EW٠C٥NFIG٦PTX٠nZfIEI،D٠TYPE：IEEE٠٠٠MAC 

«define EW٠٠CONFIG٠٥PTIONZFIELDTyPE：FDD٢MAC
define EW٠CONFIG٠OPTIONZFIELDTyPE：STD٠MAC 

^define EW：：C٥NFIgZ0PTI0٢FIELDÏÏPE：٠I٠٠ 
^define EwZcoNFIgZoPTIOnZfIELDTZPVILE

٠/
嘸 Force use of the buffer early release option if support foi
٠ file input field · needed so we don't buffer the encixe
٠ incoming file·

ttifdef EW_CONFIG OPTION٠FIELDTYPE٠|FILE
#ifndef EW：COKriG٠OPTION٠RELEASE٠UNUSED
^define EwZcONFIG٠OPTION：RELEASE٠HSED
#endif /٠ E٠W٠CONFIG٠OPTI0N٠RELEASE٠_UNUSED ٠/
ftendif /* EW CWFIG=OPTIOT٠FIELDTYÍE_FILE ·/

/*
* Options to handle non٠c٠nformant bxovseis
٠
* BROKEN IMS_EXTRA_DATA ■ Seveial iecenc versions of Netscape inconectly
* add extra information at the end of an If٠Modified٠Since: headei in the 
٠ form ذ (size » η) ٠'٠  This is in violation of the HTTP specification and
* causes EmWeb/Server to effectively ignoie the heaaex ٠ since so many
* hrovsexs exhibit this behaviour, this woxk-aiound is provided to ignoie
* extra characters aftex the date string.

ildefine EW CONFIG٠OPTION٠BR٠KEN٠IMS٠EXTRA٠|DATA

，٠
٠
٠ BR٥KEN٠NEED٠OPAOUE · NCSA٠M٥saic/2.7b5 and Spyglass M٠saic/2٠11
* incorrectly lequiie the servei to generate an opaque parameter
* in Ü·Authenticate: headers using Digest authentication.
·'

*define EW CONFIG OPTION_BROKEN٠NEED٠OPAOUE

/٠٠ SMUTTY CHECKING
٠
٠ Define EMWEB SANITY to include extra sanity checking code during initial
* integration and debugging. Code size may be reduced by not defining this, 

define EIB٠SANITY

/٠ ج __٠ -
* PORT-SPECIFIC DEFINITIONS
*/

^define evaAlloc malloc 
ttdefine ewaFxee free
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/，
٠ TRACING AND LOGGING

* The following macros provide tracing and logging facilities using ANSI
* printf() style arguments·

^define EMB٠ERK٠R(x> 
define ΕΜΒ٦ΑΒΝ(χ) 
*define EMB：TRÄC£(x) 
#define EWA_L٥G٠H٥OK

pxincf X
printf X
/*pxincf X*/
/* define to include evaLogHook() interface */

/٠
٠ NETWORK BUFFER؟
٠ The network buffer structure is defined by the application and used
٠ by the EmWeb/Server. A necwoik buffer could be an index into an array,
٠ a pointer to a buffer descriptor, etc· EmWeb/Seivex imposes only Che
٠ following requirements on the application’s buffei impiementation：
脅

٠ 0 Given a buffer, a pointer to Che scaxt of data may be determined.
* ٥ Given a buffer, the number of bytes of data may be determined OI
٠ specified. The EmWeb/Server will nevei attempt Ü0 increase the
٠ size of a buffer.
٠ 0 Given a buffei， the next buffer on a singly linked list may be
٠ determined OI specified.
٠
٠ The EwaNetBuffer structure is used by EmWeb/Server to xepiesencs a buffei
٠ descrip 01· The value EWA٠NET٠BUFm٠NULL indicates a NULL buffex used co
٠ terminate a buffer chain or as a recuxn value from EwaNetBuff€{) ت٨لل٠٠
٠ indicating no buffers available.
t

typedef struct EvaNecBuffer٠s
ا }

struct EwaNetBuffer٠s ٠ next;
uinc8 ٠ lealdata;
uintB ٠ data;
uintf length;

} EwaNetBuffei٠t، * EwaNetBuffei;

^define EWA٠NET٠BUFFER٠٠NULL {(EwaNetBuffei) NULL)

/٠ Buffer primitives · these may be macros ox subxoucines */

*define evaNetBuffexLengchGetibuffer) 
define ewaNetBuffexLengthSetCbuffex, len) 
^define evaNetBuffexDataGet(buffex)
^define ewaNetBuffexDataSetCbuffei, datap} 
*define ewaNetBuffeiNexcGet(buffei)
*define ewaNetBuffeiNexcSet(buffei, nxt)

(buffer)·〉length 
(buffer)·〉length ・ len 
(buffer)·〉data 
(buffei) ·〉data ٠ datap 
(buffer)٠>next 
(buffer》·〉next ا nxt

٠ Application٠specific Network handle
٠/

typedef struct EvaNetHandie s £waNetHandle٠t, *EwaNetHandle;
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«define EWA٠NET٠HANDLE٠NULL ( (EwaNetHan^e)鳳乙)

ι٠
٠ Application٠specific netvoxk handle cleanup function (٠Ι macio)
٠ Invoked by EmWeb/Servei after each processing each HTTP Xeguest
٠ before invoking ewaNetHnPEnd() ٠
*/

«ifndef EW٠CONFIG OPTIONJILE GET
*define ewIwetHTTPClean^¿( handle ) /٠ no cleanup necessary */ 
٠endif

/*

٠ Application٠specific Document handle
*/ " ٠

typedef void ٠ BwaDocumentHandle；
^define EWA٠DOCUMENT٠HANDLE٠OTLL ((EwaDocumentHandle) NULL)

«ifdef EW_CONFIG_٠PTION٠AOTH/ ٠ - -  ٠
٠ AOTH MOTION
٠
* The application may attach an application٠specific handle to an entry
٠ in Che authentication database. . The c٠type fox this handle is defined
٠ by the application bejLov.
٠/

typedef void ٠ EwaAuthHandle； /٠ usex handle to ID encxy */
^define EWA٠AOTH HANDLE٠NULL {{EwaAuthHandle) NULL)

*ifdef EW٠C0NFXG٠0PTI٥N٠٠AOTH٠I)IGÍ：ST
٠ ا/

٠ Application٠specific nonce parameters · these axe used fox Digest
٠ authentication to geneiate one-time challenges. Recoiended values
٠ include the client's IP address (dexived fiom the network handle),
٠ a time٠stampi a sexvei٠side secret value* and other landom bits and
* pieces. The EmWeb/Sexvex generates an MD5 hash on these values (hiding
٠ their semantics) to cxeate the nonce value sent as challenges.

typedef St: 
{

uint32
uint32
uint32

并 define 
chax

：waAuth^once^s

)EwaAuthNonce;

client ip;
timestamp;
up countei;
EWA AUTH٠SECRET_SIZE 8 
seciet(EWA٠A٦rrH：SECRZT٠SI2E];

٠endif /٠ EW٠CONnG٠OPTION٠AUTH٠DIGEST /٠ 

٠endif /* EW٠CONFIG٠OP،riON٠AOTH ٠/

/*
٠ RAW CGI INTERFACE

* The appiication may attach an applic٥tion٠specific handle to a raw CGI
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* reguest. The c-type for this handle is defined by Che app].ication below，
٠/ '

typedef void ٠ EvaCGIHandle;
#define EWA٠٠٠CGI٠٠٠HAjNDLE٠NULL ((EwaCGIHandle) NULL)

，٠٠ LOCKING٠
* The following macros must be defined to disable and enable .task preemption
٠ to protect critical regions if more than one pre-emptive task may access
٠ EmWeb/Server API functions at the same eime.
٠/

define EWA٠TASK٠L٥CK()
define EWA：TAS٢UNLOCKO

/*
٠ GLOBAL STATE
٠/

typedef struct EwsState٠s *EwsStateP；
—

٠ The ews٠scate is a pointer to global state infoiinacion used internally
* by EmWeb/Sexvex ٠ In some envixonemencs، it may be desirable to maintain
٠ multiple threads of EmWeb/Server 'within a single memory. To support this
٠ functionality, ews٠scate may be overridden by a macro chat expands at 
*, run-time to different values· The only requirement is chat the macio
* returns cype (EwsStateP), and that Che address of Che pointer C&ews_scate
* can be determined. For example:

٠ ftdefine ews٠٠state (٠((EwsScateP٠)s٥meFunction(someArgument)))

٠ LIBRARIES
٠
٠ The EmWeb/Sexvex implementation uses the following standard c library
* functionsi

* spiintf ， fox converting decimal integers to scxings, needed co
٠ generate Content-Length: HTTP headers.
٠
٠ sticpy · fox copying null·terminated strings between Che application
* and the EmWeb/Server (usually теь names).
٠
٠ stxcmp - fox comparing nuli-terminated stiings (comparing UKL names) .
٠
* serien · get size of string
٠
٠ Most embedded environments have these functions available in libraries.
٠ Hovevex, EmWeb/Server can be configured to provide its own internal
٠ implementations for this purpose: (Noce that a geneial sprincf
٠ implementation is not provided· Instead, only a conversion ioutine from
* long integers to sezings is needed.

٠ The following macros should be defined (#define) ii the corresponding
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* function is provided by the application environment.

#undef EMWEB٠HAVE،SPRINTF 
#undef EMWEB٠HAVE٠STOCPY 
#undef EMB٠HAVE：STRCMP 
#undef EMWEB：HAVE：S٠TRI.EN 
#undef EMB：HA،MEMCPY 
#undef EMB：HAVE：MEMSET 
#undef EMWEB：HAVE：STRCHR

If you have ،index* but not 'strchx*، define EMB٠٠HA٦7E٠٠STRCHR and ٠/
(* #define EMWEB_STRCHR{s,c) index(5٠c

#ifdef E٦iC٥NFlG٠٠٠٥PTI٥N٠FILE
ا __ *'

٠ SERVER 7ةطت SUPPORT

* For support of a serve: side file system.

cypedef struct EwaFileHandle٠s *EwaFileHandle;
^define £5، ئه؛1£ط٠كس£ءتسىر٢ { (EwaFileHandle)・丄) 

lif defined( EW；ONFIG٠٠PTION٠FILE٠GET ) \
ii defined( EW_CONFIG：OPTI٥N：FILE：PUT ) \
( £EW٠CONFIG٠OPTIONJILeZdELET )defined ا!

typedef void *EwaFiieNime,· /٠ unused for now */
#endif /٠ EW٠C٥NFIG٠0PT10IÎ٠FILE_XXX ٠/
#endif /* EW C0NFIG:0PTI0N:FILE_٠/

#endif / ٠ ٠ EW_C٥NFIG_H ٠/

A٠2. Common Header Files
The header files provided here may be included by application software and define the 
application interfaces to the EmWeb/Server.

Α-2.1. sr٠/in٠lude/ews_ap¡.h
This is a master include file for EmWeb/Server which, ίη tum, includes a" other 
application interface header file؟. We recommend that application¿ include this file for 
ease of integration with future releases.

/* - -٠ ews_api.il,V 1.12 1997/05/21 21:55:43 ian Exp
٠
* Pioduct： EmWeb
* Release : R2٠l
٠
٠ CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGRANAT SYSTEMS، INC.
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٠ THE EMWEB SOFTWARE ARCHITECTURE IS PATENT PENDING،
* EMWEB IS А ТЮФЕМАКК OF AGRANAT SYSTEMS, INC.

* Copyright (c) 1996, 1997 Agxanac Systems, Inc.
* All Rights Reserved
٠
* Agranat Systems، Inc.
* 1345 Main Street
* Waltham, MA 02154

* (617) 893-7868
٠ sales®agianat.com, suppongranac.coxn٠
٠ http : //١٠٢w. agxana t. com/

* EmWeb/Server Application Interface

*/
#ifndef _٠EWS٠API٠H
#define )(kPl)

»include ٠،ew٠cypes.h٠٠ /* application-defined generic types */ 
ftinclude ٠*ew_c٠nfig.h" /* application،defined configuration ٠/

**include ٠٠ews_def.h٠l 
^include Mews_sys٠h٠٠ 
ftinclude ٠*ews٠net.h،' 
»include '٠ews_d٠c.h٠٠ 
#include '*ewsZauth.h'* 
#inc].ude *·ews:cgi.h_| 
#inc].ude '،ewsZctxt.h*٠

/* general interface definitions /٠ 
٠/ system interfaces /٠ 
٠/ network interfaces ٠/
/* document interfaces ٠/
/* authentication intexfaces /٠ 
٠/ CGI incexfaces 니 
/٠ context access interfaces ٠/

ffendif '* _EWS ΑΡΙ٠Η */

Α-2.2. src/include/ews_def.h
This file contains general definitions used throughom the EmWeb/Server application 
intertace.

ا٠
٠ evs٠def.h,٧ 1.26 1997/05/25 23:30:32 giusti Exp

* Product: EmWeb
* Release: R2٠l

* CONFIDENTIAL AOT PROPRIETARY INFORMATION OF AGRANAT SYSTEMS, INC.
* THE EMWEB SOFTWARE ARCHITECTURE IS PATENT PENDING.
٠ EMWEB IS A TRADEMARK OF AGRANAT s STEMS, INC.

٠ Copyright (C) 1996, 1997 Agranat Systems, Inc.
* All Rights Reserved
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٠ Agranat Systems, Inc.
* 1345 Wain Street
* Waltham, MA 02154
٠
ق89٠7868 (617) *

٠ sales٥agxanat.com, suppoxt©agxanac.com
٠
٠ http : //١،w. agiana t. com/

٠ EmWeb/Server public definitions

ttifndef ٠EWS،DEF٠٠H
^define =EW٥EF:H

typedef const chai *EwsConstChaxP；

* Status codes letuxned 0ح the application by EmWeb/Seivex
٠'

typedef enum Ev٠sStatus٠e
{ 一 

EWS٠STATOS٠OK,
EWS STATUS BAD MAGIC,

٠ EWS_STAT٠US٠B،VERSION, 
ewsZstatusZalready٠existS/

EWS STATUS٠NO RESOURCES，
EWS٠STATUS٠IN٠USE،
EWS STATUS NOT٠REGISTEREDr 
EWS STATUS_NOT٠CLONED,
EWsZsTATUS٠NOT٠rOWD,
EWS_STATUS AUTH FAILED，
EWS STATUS BAD٠٠STATE,
EWS_STA٠TUS BAD٠REALM：
EWS٠STATUS FATä٠٠ERR٠R,
EWS：STATUS٠AB٥RTED

；EwsStatus ل

/*
* Status codes xecuxned to EmWeb/Server by the application

، /٠
typedef enum EwaStatus e 

{ "
iv؟K٠s٦Krus ٠_٠ K٠

# ifdef EW CONFiG٠OPTION٠SCHED 
EWA٠STATUS_OK٠YIELD,

井 endif

EWA_STATUS ERROR

；EwaStatus ل

f٠
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* EmWeb/Server request context handle
니 ·

typedef struct EwsContexC٠s * EwsContext;
#define EWS CONTEXT٠NULL ٠— ((EwsConcext) NULL·)

#ifdef EWA٠L٥G٠٠_H٠٥K
٠/
* Status codes used fox logging requests

٠/ ٠٠
typedef enum BvstogSCaeus e

٠ }

/*
* 200 Request accepted 
*/

EWS٠L٥G٠STATUS_OK/

* Request dispositions {after successful request)

EWS LOG_STATUS٠N٠٠CONTENT,
EWS٠LOG STATUS٠MO١ZED PERMANENTLY/
EWS٠LOG STATUS،MOVEDZTEMPOÎ٦AKXtY； 
EWS：LOG STATUS٠SEE٠OTHER/ 
ewsZlogZstatus Not modified.

/٠ 204 ηο·٠ρ form ox imagenap */
/01 ٠ ذ  link 1
/* 302 redirect /٠
٠/ 303 see ochei /٠
٠/ 304 пос modified since ٠/

* 401 Unauthorized
/٠

EWS_LOG STATUS٠٠AUTH_FAILED/ 
ews_i٠٥g٠status٠authZforgery,
EWS٠LOG STATUS٠AOThZsTALB،
EWS LOG：STATUS：AOTH REQUIRED,
EWS LOG_STATUS AUTH：DIGEST REQUIRED,

/٠ authorization íãileá /٠ 
٠/ bad message checksum */
/٠ authorization nonce stale */ 
/٠ authorization not present */ 
/٠ message digest not present */

٠ 400 Bad Request
*/

EWS٠LOG STATUS٠BAD٠REQUEST٠ 

EWS：LOG STATUS٠٠B،FORM, 
EWS-LOG STATUS٦AD IMAGEMAP،

/٠ HTTP parse error ٠/
/* form data parse error ٠/

/* imagemap query parse exior ٠/

* Additional errors
/٠

EWS LOG STATOS٠NOT—FOUND' 
EWS٠L٠G٠STATUS：METH٥D٠N٠T٠ALL٥WED, 
EWS LOG٠STATUS LENGTH：RE٠UIRED, 
^-LOG_STATUS_UNAVAI[ABLE， 
EWS_LOGSTATOS_NOT IMPLEMENTED， 
EWS_٠L٠G STATUS٦٠_RESOXJRCES, 
EWS٠LOG،STATUS：INTERNAL٠BRR٠R

} EwsLogScatus；

/* 404 not found OI hidden */
/٠ 405 method not allowed 1 
/٠ 411 length xegu؛zed */
/٠ 503 aborted Document Fault t 
/٠ 501 bad method fox URL /٠ 

٠/ 500 insufficient resources ٠/ 
/* 500 internal error */
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/٠
٠ ewaLogHook
٠ Application logging hook
٠
٠ context · context of request being logged
٠ status ٠ iogging status
٠/

ififndef ewaLogHook
extern void evaLogHook(EwsContext context, EwsLogStatus status)ن 
«endif /* ewaLogHook */

^else /* EWA٠L٥G٠H٥٥K ٠/
#define ewaLogHook(context, status) 
#endif /* EWA：L٥G٠H٥OK */

/*
* EmWeb/Sexvei archive descriptor

٠/ ن
typedef struct EwsAichiveas * EwsAxchive；

/٠
٠ EmWeb/Servex document handle
٠/

typ.edef struct EwsDocument٠٠s ٠ EvsDòcument;
#define EWS٠DOCUMENT٠NULL ،(EwsDocument) NULL)

/*
* EmWeb/Servex opaque lead·only data handle
·'

typedef const uints EwsAichiveData[];

٠ EmWeb/Servei authorization handle 
٠/ ·

typedef struct EvsAuthHandle٠s ٠ EwsAuthHandle;
«define EWS٠AUTH٠HANLtE٠NULL٠ ( (EwsAuthHandle) NULL)

#ifdef EW٠C٥NFIG_0PTI0N；0RH
/ ا " ا  ٠

٠ Application foim interface constants for status byte

/٠ equivalent to parse eiioi ٠/

٥x٥l define EW٠r٥RM٠INITIALIZED» 
DYNAMIC 0x02،define EW：F؛!٠ 

RNED ΟΧΙΟ；RET٦،define EW：F٠« 
PAKSE٠٠ERR٠K 0χ2٥^،define EW،F٥ 

ltdefine EW：FO،FILE٠ERKOR 0Χ20

/*

* EmWeb/Servei foxm element types
٠' 二 ،_itifdef EW_CONFIG٠OPTION FIELDTYPE٠HEX٠STRXNG 

typedef struct EwsFoxmFieldHexStiIng٠٠s
{ ا

uint32 length;
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uint8 ٠ da cap；
} EwsFormFieldHexString, *EwsFormFieidHexScringP；

#endif /٠ EW٠C٥NFIG_OPTX٠N٠FIEI،DTYPE٠|HEX٠STRING ٠/ 

#if(defined(EW٠CONFIG٠OPTION٠FIELDTYPE٠XEEE٠MAC：) \
I I defined7EW٠CONFIG٠٠PTION٠FIELDnPE٠FDDX٠MAC) \
I I defined (EwZ：C٠NFIGZ٠PTIONZFIELD٠rYPÚTO٠MAC) \

٠ ٠ ٠ ； (:
typedef uinC8 EwsFoxmFieldMACle];
#endif /* MAC */

#ifdef EW٠C٥NFIG٠OPTION FIELDTYPE٠OID
typedef struct EwsF٠rmFÏeidObjectID٠s

، ·; : 
uint32 length; /* number of uint32*s in datap */
uinC32 ٠datap； /* array of uint32's representing OID */

} EwsFoxmFieldObjectID, *EwsFormFieldObjectlDP;
#endif /٠ EW٠CONFIG٠OPTI٥N٠FIZLDTYPE_OID */

#if defined(EW،C٠NF：[G٠٠٠٠٥PTX٥N٠FIELDTyPE٠RA٥I٥) I ! \
defined(EW٠CONFIG：٥PTI٥N：FIELDTYPE：SEtECT٠SINGI٠E)

/* :
٠ ewsFormEnumToScring
٠ Lookup string corresponding co enutn from context
٠
٠ contexc ٠ context of request
٠ enum · value Of enumexatoi
«
٠ Returns string from corresponding HTML VÄLUE٠ field, or NULL if out of
٠ bounds,
*/ _ _ ٠

extern const char * ewsFoxmEnumToStxing( EwsContext context, int value ); 
ftendif /٠ EW٠CONFIG٠OPTION٠FIELDTYPE٠RAI>I٥ I SSLECT٠SINGLE ٠/

#endif /* EW_CONFIG٠OPTION٠FORM ٠/

٠ EwsRequesCMechod

٠ This is an enum fox supported request methods. Bit values are used so 
* groups Of valid Iequest methods can be grouped into a single field

٠/ ٠
typedef enum EwsRequestMechod_e 

{
/٠ ewsRequestMethodUnknown ・ OxOOOO /* all· others 

OxOOOl /* GET /* آ evsKequestMethodGet,
/٠ POST ٠/ ,ewsRequestMethodPost ・ 0χ0002 

HEAD I ٠/ 0Χ0004 ٠ ewsHequestMethodHead,

٥PTI٠N٠METH٥D٠٠PTI0NS 井 ifdef EW٠CONFIG 
OPTIONS /* ٠ /٠evsRequestMethodOpcions · 0Χ0008

# endif ،
# ifdef EW٠CONFXG OPTXON_METHOD TRACE

*/ TRACE ٠/ 0Χ0010 ٠ ,ewsRequesCMethodTrace
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并 endif
# ifdef EW٠CONFIG٠OFTI٥N٠METH٠D٠PUT

,ewsRequestMethodPut ٠ 0x002◦ /* PUT */
并 endif
# ifdef EW٠CONFIG٠٠PTI٠N٠METH٠D٠|DELETE

,evsRequescMethocilielete ٠ 0Χ0040 /* CELETE ٠/
供 endif

)EwsReciuestMethod;

٠endif /* ßSßrj 1

Α٠2٠3٠ src/include/ews٠sys٠h
This file contains definitions and prototypes of the system functions of the application 
interface,

/*
* evs sys.hiV 23:46:39 1997/06/02 7.2.3ت.ل giusti Exp
٠
٠ Product: EmWeb
٠ Release: R2 1٠
٠ CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGRANAT SYSTEMS, INC.
٠ THE EMWEB SOFTW^E ARCHITECTURE IS PATENT PENDING.
٠ EMWEB IS A TRADEMARK OF AGRANAT SYSTEKS، INC.
٠
٠ Copyright (C) 1996, 1997 Agranat Systems, Inc.
٠ All Rights Reserved

٠ Agranat Systems, Inc.
٠ 1345 Main Stieet
٠ Walthaw, MA 02154
٠
٠ (617) Β93-7Β6Β
. saies®agianat٠com, suppoxt٠agianat.com
٠
٠ http：//١٠n*nrf.agxanat.com/

٠ EmWeb/Servei system interfaces

*ifndef ٠EWS_SYS٠H 
**define ：EWS SYS：H

ffinc：Lude ٠٠ev types.h·· 
*include Wew c٥nfig٠h٠٠ 
*include '،ews def.h٠'
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* INITIALISATION AND SHUTDOWN
«

・ The EmWeb/Server must be initialized at start-up before accepting requests,
* installing document archives, or registering authentication information.

* ewslnit
* Initialize EmWeb/Server
٠
* Returns EWS STATUS٠OK on success, else failure code CTBD).
/٠

extern EvsStatus ewslnit ( void ) i

tfifdef EW٠CONFIG_OPTION٠CLEANUP
*/ ا ·

* ewsShutdown
* Graceful shutdown of EmWeb/Server terminating all requests in progress
* and releasing all memory and buffers.
«
* Returns EWS ST٨TUS٠٠K on success, else failure code (TBD)・

extern EwsStatus ewsShutdown ( void );
ftendif " EW CONFIG OPTXON_CLEANUP ٠/

#ifdef EW_CONFIG٠٠OPTION٠SCHED

* SCHEDULING

٠ The EmWeb/Sexvex is capable of both multi-threading Ηπρ requests and
* yielding execution control هح the CPU· The following functions aie provided
٠ to give the application control over hov EmWeb/Servei schedules pending
* requests.
٠

٠ ewsRun
٠ Reschedule request processing after control returned to application as a
* iesult of returning EWA٠STATUS٠٠OK_YIELD fxom evaNetHnPSend() ٠
* ewaNetHTTPEnd{)٠ or ewaDocumentFault()، or as the value to the status
٠ parameter in ewsResume().
٠
٠ Returns EWS STATUS OK on success, else failure code (TBD).
이 : \ئ

extern EwsScatus ewsRun ( ^oid )i

#ifdef EW_CONFIG_٥PTION٠SCHED٠SUSP٠RES
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٠ ewsSuspend
٠ Suspend processing Of the cunent request during an EmWeb callout function
٠ (e.g· EmWebStiing، EmWebFoimSeive, 01 EmWebFoxmSubmit). This function is
* used in the implementation of pioxies.
٠
٠ Note that this does —not— cause the server to stop processing requests； in
٠ fact* it foxces a flush Zf any paitially filled buffei fox the cunent
* request and may process othei pending requests. This just causes the
٠ cuxxent callout to be marked as ■suspended·. When the cuxxent callout
٠ leturns, the xesult will be ignored · after ewsResume (below) is called
٠ fox this same context, the callout vill be repeated.
٠
٠ context - context of request to be suspended

* Returns £W5_STATUS٠٠K on success, else failure code (Ί).
: /٠

extern EwsStacus ewsSuspend ( EwsContext context );

٠ ewsResume
٠ Resume processing Of a request previously suspended by ewsSuspend(). This
* causes the ieguest to be iescheduJLedr and the callout ixom which evsSuspend
٠ had been called vill be leinvoked،
٠
* context · Context of suspended request to be resumed
٠ status - EWA٠STATUS٠OK 01 EWA٠STATUS OK_YIELD；
٠
* Returns EWS٠SÎ٨TUS٠٥K on success, else failure code (TBD).

; /٠
EwsStatus ewsResume ( EwsContext context, EwaStatus status );
^endif /٠ EW٠C٥NFIG_٠٥PTION٠SCHED_SUSP RES ٠/

#endif /* EW CONFIG٠٥PTI٥N٠SCHED ٠/

* MEMORY MANAGEMENT
٠
* The EmWeb/Seivei presumes that the target a/s has 3 dynamic memory
* management capability roughly equivalent to the POSIX malloc() and fxeei)
٠ functions.

٠ Alternatively, the application could create a static linked٠list of memory
٠ blocks of different sizes， Refex to the product documentation for
* information abput run-time memory requirements.

* The application is responsible fox providing the following memory management
٠ functions to the EmWeb/Servex٠
٠

#ifndef ewaAiloc
/٠

٠ ewaAlloc
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٠ Allocate a block of memory of at least the requested number of bytes.
٠
٠ bytes · requested size of the memory block in byces

* Returns a pointer ح٠  Che fixst byte Of memory, or NULL if nO memory of Che
* requested size is available.
*/

excexn void ٠ ewaAlloc { uintf bytes ) ;
#endif

#ifndef ewaFree
/٠

٠ ewaFiee
٠ Free a block of memory previously allocated by ewaAlloc()
٠
* pointer - pointer to beginning of memory block (from ewaAlloc(》)
٠
* N٠ return value
٠/

extern void ewaFree ( void * pointer ) ;
#endif

#ifdef EW٠CONFXG_٥PTX٥N٠DATE

٠ T!ME-٥F٠DAY MANAGEMENT
٠
٠ Xf DATE support is enabled, the EmWeb/Server invokes the following
* application-provided function to ieciieve the cuixenc date for use in
* Date: HTTP headers. Furthermore, the current date is also used in
* Expirei and Lasc٠m٥dified： headers of dynamically generated documents
* (i.e. HTML documents containing EMWEB extensions), if configured.
* Note that the Last-modified: header of static documents use the archive
٠ creation date stored in the archive by ühe EmWeb/Compiler.
٠

٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠*٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠*٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠٠*٠٠٠٠٠٠٠٠٠ /

ftifndef ewaDate
/*

٠ ewaDate

٠ Return a string containing the current time٠of٠day in one of the HTTP
٠ standard representations as follows:
٠
* RFC1123Ï ..(Pxefexred standard)
* Fri, 28 Jun 1996 15;57:28 GMT

* RFC850: (Used, but not preferred)
٠ Friday，28·،Χυη٠96 15:57:28 GMT
٠
٠ asctime: (Allowed， buc discouraged)
* Jun 615:57:281996
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extern const chai * ewaDate ( void ); 
ttendif

#endif /* EW٠CONFIG_OPTION،DATE ٠/ 

#ifdef EW٠C٠NFIG٠OPTION٠URL٠HO٠K

* URL REWRITING

٠ If URL rewriting support is enabled, Che EmWeb/Server will invoke the
٠ following function when each iequest has been successfully paised, but
٠ befoie the URL is looked up in the filesystem. The application can then
٠ return a new (OI the same) URL to actually serve.

..... ..................................................................................

itifndef ewaURLHook
/٠

٠ ewaURLHook

* context ٠ context of iequest
٠ uil · requested URL

* Returns new URL, OI NULL to cause aboit. (Foi no-op, simply return uil).

* Note: the application MUST NOT invoke ewsNetHTTPAbort fiom hexe! Retuxn
٠ a NULL pointer instead؛

* The UKL may be ieviitten in place if the length is not incieased；
٠ if the returned pointei is not vithin the uxl paiamecei, the value is
٠ copied by the server.
٠/ -:

extern chai * ewaURLHook ( EvsContext context, chai *url )；
iiendif

ilendif /٠ EW٠C0NFIG_0PTI0N٠L0G HOOK /٠

. ٠/
٠ Since content length of 2exo is valid* ve cannot use zeio to
٠ indicate when the content iength is unknown (eg. dynamic data).
٠ Assuming nobody will evei try to send/ieceive a 4gig document is
٠ piobably safe fox now...
٠/

·define EWS٠CONTEKT LENGTH٠UNKNOWN ( (int32) •1)

#ifdef EW٠CONFIG٠OPTION٠FILE

٠ LOCAL FILE SYSTEM SUPPORT
٠
٠ The following ioutines must be supplied to support the server's
٠ local file system.
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typedef union EwsFileParams٠s
{ 一

/٠
٠ fileField - for support of the form INPOT TYPE٠FXLE field.
٠ The sexvei 5الململ out this structure, and passes ic to 
* the application when the file is submitted

# ifdef EW٠٠CONFIG٠_OPTI٠N٠FIEl٠DTYPE_FXX٠E 
Struct
٤

const char *fileName; /٠ file name 01 NULL */
const cliai *contentType； /* MIME type */
const char *contentEncoding； /٠ content encoding or اًجآططل ٠ /
const char *contentDisposition； /٠ c٥ncent٠disposition： ٠/
int32 contentLen^ch; /* length Or EWS_٠C٥NT£NT LENGTH UNKNOWN ٠/

} fileField;
井 endif /٠ EW CONFIG٠٥PTION٠FIEI٠D٠rYPEJILE ٠/

* filelnfo · fox supporc for local file operations (GET,ΗΞΑΙ), OPTIONS، 
٠ POT,DELETE) · This structure is secup by the application when a URL

• ٠ that corresponds to a local file is received. This structure
* gives the servei all it needs to how to handle Che file operation.
/٠

井 if defined( EW٠CONFIG٠OPTION٠FILE٠GET ) \
II defined( EW：C٠NFIG٠OPTION٠riLE：PUT ) \
II defined( EW_CONrXG ٠PTI٠N٠FILE٠DELETE )
Struct

EwaFileName filename; 
const char ٠content٠Type；

*contenrEncoding； 
*conterxtLanguage； 
*eTag；
·lastModified; 
*lastModifiedl036； 
*xea٠Lm;
concentLengch;

allow； /٠ 
always

char
chai
char
char
char

const 
const 
const 
const 
const
const char 
int32 
EwsRequestMethod 
/* HEAD & OPTION

/٠ ：lie name (opaque) /٠
٠/ MIME type /٠
٠/ content encoding ox NULL ٠/
/* content language or NULL ٠/
/* reserved, MUST BE NULL /٠
٠/ modification time (RFC1:23) OI NULL */
/* modification time (RFC1036) OI NULL */
/٠ auch xealm or NULL /٠
٠/ length 。r EWS٠CONTENT٠LENGTH_UNKNOWN /٠ 

٠/ reserved, MUST BE ewsRequescMechodGec */ 
allowed by default ٠/

1 filelnfo;
# endif /٠ local file system GET/POT/DELETE */

chax xeservedl; /٠ pievent NULL union */

]EvsFilePaxams, *EwsFileParamsP；

٠ evaFileCIose
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٠ Closes the file and indicates success ox failuie
٠/

extern void
ewaFileClose ( EwaFileHandle handle^ EwsStatus status );

/٠
٠ evaFileWrite
٠ Write data to a file
*/

extern sintf
ewaFileWiite ( EwsContext context

٠ EwaFileHandle handle
٠ const uintB *datap
,uintf length
);

/٠ returns bytes wiitcen، く〇 on exioi ٠/

/* handle from ewaFileOpen /٠ 
٠/ pointei to data /٠ 
٠/ length 0؛ data ٠/

/٠
٠ ewaFileRead
* Read data from a file
/٠

extern sintf
ewaFileRead ( EwsContext context

• EwaFileHandle handle /٠ handle from ewaFileOpen ٠/
,uintB *datap /٠ pointei to data buffer ٠/
,uintf length /٠ length of buffer */
);

/* ietuxns bytes read, 0 on EOF, <0 cn exxoi */

#ifáef EW٠C٥NFIG_OPTION_FIELDTYPE_FILE
/- - ٠

٠ ewaFilePost
* For multipait/f٠xm٠data Ille submissions. Befoie the application's
٠ submit ؛unction is called, the seivei may invoke this function foi
٠ each received file as pait of a 〈INPUT ٠TYPE،riLE> element in the
* form. If successful, the file handle will be passed to the
٠ application's submit function at which point it is the application's
٠ responsibility to close the file.
٠/ :

extern EwaFileHandle
ewaFilePost ( EwsContext context

,const EwsFilePaiams *paxams
);

/٠ xecuxns EWA FXLE HANDLE٠NULI، on exiox ٠/
#endif /٠ EW_C٥NFIG_OPTIONFIELDTYPE_FXLE */

#ifdef EW CONFIG—OPTION FILE GET
/- - - ٠

٠ ewaFiieGet
٠ When the server determines that the file set by evsContextsetFile
* should be served to the bxovsex, this function is invoked to Open
٠ the file fox reading.
٠
٠ To support Conditional GET， the reguest message may include
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٠ If-Modified-Since, If-Urunodified-Since، If٠Macch,
٠ If٠None-Matchz ox If٠Range headers. In this case, the
٠ server ٧لمللم  use the information given in the returned
٠ paxams block to determine if the file should be retrieved.
٠/

extern EwaFileHandle
ewaFileGet ( EwsContext context 

,const char ٠لللا
,const EwsFileParams *params /٠ from ewsconcexcsetfile() */ 

)；
/٠ returns EWA٠FILE٠HAiTOLE٠NULL on enox ٠/
#endif /٠ ew٠configZ٠ptionZfile٠get ٠/

#endif /* EW٠٠٠C٠NFIG٠0PTI0N٠FXLE ٠/
#endif / ٠ ٠ EWS٠٠SYS٠H ٠/

Α-2.4. src/¡n٥lude/ews_neí.h
This file contains the definitions and prototypes used by the networking functions of the 
application interface.

■٠
* ews٠٠٠net٠hi٧ 1.20.2.1 1903:03:18 6/15 و7ه/  giusci Exp
٠
٠ Pioducc： EmWeb
٠ Release: R2٠٠l
٠
٠ CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGRANAT SYSTEMS, INC.
٠ THE EMWEB SOFTWARE ARCHITECTURE IS PATENT PENDING.
٠ EMWEB IS A TRADEMARK OF AGITAT SYSTEMS, INC.
٠
٠ Copyright (c》1996， 1997 Agranat Systems، Inc.
• hll Rights Reserved

٠ Agranat Systems, Inc.
* 1345 Main Street
٠ Waltham, MA 02154
٠
*《617) 693 ٠7868
٠ sales^agxanatiCom, suppoxt®agxanat.com

* http://www.agianat.com/
٠
* EmWeb/Servei application intexface to necwoxk transport layei

#ifndef ٠EWS٠٠NET٠H
define Zews：NET：H 

^include ٠٠ew،types٠h" 
ftinclude ,٠ew٠config،h٠٠
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#include _٠ews_def_h··

* In a typical TCP/IP implementation, the application is lesponsible fox
* listening to the HTTP TCP port (80) for connection zeguests. When a
٠ connection تequest is received, the application accepts the connection
* on behalf of EmWeb/Server and invoke ewsNetHTTPStaxt() to inform the
* EmWeb/Seivex Of the new request.

* EmWeb/Server assumes that the application maintains data buffers for
٠ the reception and transmission of TCP data· The only requirements that
٠ EmWeb/Server imposes on the buffer implementation is as follows :

* 1. Buffers can be uniquely identified by a buffer descriptor. N٥

* assumptions are made about the actual structure of the buffer 
descriptors or thei: relationship to data. Fox example, a buffer 
descriptor could be an index into a table, a pointer to a 
scructuie (either contiguous ox seperate fiom the data represented》. 
etc. The application is responsible for defining the appropriate 
type fox EwaNetBuffex and value 01؛ EWA٠NET،BUFFER NULL.

2٠ Buffeis can be chained together. Given a buffer descriptor,
EmWeb/Server must be able to get ox set the ٠٠nexc buffer in the chain·· 
field. This is done by ewsNet3ufferNextSet{) and
ewaNetBuffeiNextGet{). Note that the buffex chain is terminated when 
Che next buffer value is EWA٠٠NET٠BUFFER٠OTLL.

3. Given â buffer descriptor, EwWeb/Server can determine the start of 
daca in the buffei. Additionally, EmWeb/seivei may change the start 
of data in the bunei (EmWeb/Server only changes the start of data in 
the buffer upward). This is done by ewaNetBuffexDataGet{) and 
ewaNetBufferDataSet 0 .

4. Given a buffei descxiptoi, EmWeb/Server can determine the size of 
contiguous data in the buffei. Additionally, EmWeb/Servex may 
change the size of the buffex (EmWeb/Servei only changes the
size of the buffei downward) . This is done by ewaNe^uffeilengthGetO 
and ewaNetBuffexLengthSet()٠

5. EmWeb/Servex may allocate a buffer by invoking ewaNetBuffexAIloc().
If no buffeis axe available, this function returns EWA NET BUFFER NULL، 
Additionally, EmWeb/Servex may release a buffei by invoking 
ewaNetBuffexFxee() ·

As the application receives TCP data on an HTTP connection, it passes 
chis data to the EmWeb/Sexvei by invoking ewsNetHnPReceive{).

The BmWeb/Sexvei tiansmits TCP data on an HTTP connection by invoking 
evaNetHmSend() . The application· may throttle EmWeb/Server by 
returning EWA STATOS٠OK٠|YIEW. This causes the EmWeb/Sexvei to 
save state and xetuxn control to the application. The application must 
invoke ewsRun{) 0ح give the EmWeb/Servei an opportunity to continue 
processing the request.
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٠ When the EmWeb/Server completes a iequest, ic invokes ewaNetHTTPEnd().٠
٠ The application may abort a request at any time by invoking
* ewsNetHTTPAboxt().١

٠/
* ewsNetHnPSCait
٠ scait a new HTTP request
禽

٠ net_handle - appl.icaCi٠n،specific handle representing request

٠ Returns context for the request, ox EWS٠CONTEXT NULL on failure.
٠/ —- - :

extern EwsContext ewsNecHTTPStart ( EwaNetHandle net-handle د ;

* ewsNetHTTPAbort
٠ Abort a previously started Ηπρ request.

* context · context of request to be aborted
٠
* Returns EWS STATUS OK on success, else erxor code (TSD)
٠/ ، こ

extern EvsStatus ewsNetHTTPAboxح ( EwsContext context )；

* ewsNetHTTPReceive
* Receive request data from the network.
٠
* context · context of request co which received daca applies
* buffer · buffer containing received daca
٠
* Returns EWS STATUS OK on success, else error code (TBD)

" : ن
extern Ewsscacus ewsNetHTTPReceive ( EwsContext concext، EwaNecBuffer buffex );

#ifdef EW،C٥NFXG٠0PTI0N٠٠٠SCHED٠FC

٠/
* evsNetFlovControl
* Maxk context for flow control to avoid predicted congestion. ewsRun0 will
* place the context on the suspended list at the next oppoxtunity and
* continue by processing additional requests·
٠
* context - context of request to be flow controlled
٠
* Returns EWS STATUS OK·

٠/ ٠
EwsStatus ewsNetFlowConCiol ( EwsContext context );
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* ewsNetUnFlowControl
* Resume previously flow contxolled context
曾

٠ context · context Of Xequest to be flow contiolled
٠
٠ Returns EWS STATOS٠OK٠
٠/ - —

EwsStatus ewsNetUnFlovContiol ( EwsContext context );

#endif /٠ EW٠C0mG٠٠0PTI٥N_SCHED٠FC ٠/

#ifndef ewaNetOTTPSend
٠/
* ewaNetHTTPSend (Application)
* This function must be provided by the application to accept data from
* EmWeb/Servei foi transmission to â browser in iesponse to a Iequest.

* net handle · application-specific request handle fiom ewsNetHTTPStait 0
٠ buffex ٠ buffer containing data to be transmitted
٠
* Returns EWA٠STATOS٠OK on success, ■EWA٠STATUS٠٠0K٠y：rELÍ) on success and
* Xequest EmWeb/Sexvex to yield CPU to application, ox EWA STATUS ERKOR on
* failure.
"·

extern EwaStatus ewaNetHTTPSend
(EwaNecHandle net_handle، EwaNetBuffer buffei );

٠endif

#ifndef ewaNetHTTPEnd
م —

٠ evaNetHTTPEnd (Application)
٠ This function must be provided by the application. It is invoked by
* EmWeb/Servez co indicate the completion of a request aftei ذاد response
٠ data has been sent.
٠
٠ net handle · application-specific request handle from ewsNetHnPStait()

٠ Returns EWA—STATOS—OK on success؛ EWA٠STATUS٠OK٠YIELD on success and Xequest
٠ EmWeb/Sexvex to yield CPU to application, ox EWA STATUS ERROR on failure.
" " ٩ 一

extern EwaStatus evaNetHTTPEnd ( EwaNetHandle net٠handle )¡
#endi£

#ifndef ewaNetBuffexAlloc
. ٠'

* evaNetBuffeiAlloc (Application)
٠ This function must be provided by the application· It is invoked by
٠ EmWeb/Servei to Xequest a netwoik buffei to be used foi sending data.

* Returns a buffei, ox EWA٠NET٠BUFFER٠NULL on failure. The length of the
٠ buffer must be initialized to the numbei of bytes available fox use
٠ by EmWeb/Sexvei٠

*/
extern EwaNetBuffer ewaNetBuffeiAlloc ( void );
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#endif

ftifndef ewaNetBuffeiFxee 
/ -

* ewaNetBuffexFxee (Application)
٠ This function must be provided by the application. It is invoked by
٠ EmWeb/Sexvei to release one ox a chain of netwoxk buffexs (either from
* ewsNetHnPReceive0 or ewaNetBuffeiAl]٠oc()).

٠ buffer - bufferCs》to be released
٠
٠ N٠ return value
٠/

extern void ewaNetBuffexFree ( Ew٥NetBuffex buffer )i
#endif

ftifndef ewaNetBuffexLengchGec
٠/
* ewaNetBuffeiLengchGet (Application)
٠ This function must be provided by، the application. Zz is invoked by
* EmWeb/Servei to get Che length Of the data portion Of this buffer fxagmenc.
٠
٠ buffer - buffer descriptor

*٠ Returns length Of buffer
٠/ :

uincf ewaNecBuffexLengthGet ( EwaNecBuffei buffei ) ;
#endif

ftifndef ewaNetBuffeiLengihSet
/٠

٠ ewaNetBufferLengthSet (Application)
٠ This function must be provided by the application. It is invoked by
* EmWeb/Servei to set Che length of the data portion of this buffer fragment,
٠ This function is only used to decrease the original length of a
* buffei. EmWeb/Server never increases the length of a buffer.
٠
* buffei · buffei descriptor
食 length · nev length value
٠
* N٠ return value 
٠,· _

void ewaNeCBufferLengthSet ( EwaNetBuffex buffei, uincf length )；
#endif

#ifndef evaNetBuffexDataGet
٠/
* ewaNetBuffexDacaGet (Application)
٠ This function must be provided by the application. It is invoked by
٠ EmWeb/Server to get Che pointer to the data contained in the buffer.
٠
٠ buffer - buffer desciiptox
٠
٠ Returns pointei to data in buffer
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uintB * ewaNetBuffexDataGet ( EwaNe Suffer buffer ); 
iiendif

nifndef ewaNetBuffexDacaSet
٠/
* ewaNetBuffexDataSet (Application)
* This function must be pxovided by the application. It is invoked by
* EmWeb/Server to set the pointer to the data contained in the buffer■
٠ This function is only used to advance the start 0؛ data forward.
* EmWeb/Servex nevei moves this pointer backward.
٠
٠ buffei · buffer descriptor
٠ datap · new start of daca value
٠
* No return value
/٠

void ewaNetBuffexDa taSet ( EwaNetBuffex buffer，uint:8 *da tap );
iiendif

#ifndef ewaNetBuffeiNextGet
٠/
* evaNetBuffeiNextGet (Application).
٠ This function must be provided by the application. It is invoked by
٠ EmWeb/Servex to get the next buffei descriptoi in the buffei chain.

* buffei - buffei descriptor
٠
٠ Returns next buffer descripcoi، ox EWA_NET٠٠EUFFER_NULL if ena of chain.
٠/ ، :"

EwaNetBuffex ewaNetBufferNextGet ( EwaNetBuffei buffei );
#endif

ftifndef evaNetBufferNextSet
٠/
* ewaNetBuffeiNextSet (Application)
٠ This function must be provided by Che application. It is invoked by
٠ EmWeb/Server to set the next buffei descriptoi in the buffer chain,
٠
٠ buffer · buffer descriptoi
٠ next · next buffer desciiptoi to be attached to buffer
٠
٠ N٠ return value
٠/

void ewaNetBuffeiNextSet ( EwaNetBuffex buffei, EwaNetBuffei next:)；
#endif

#iindef evaNetLocalHostName
/* :

٠ evaNetLocalHostName (Application)
٠ This function must be provided by the application· It is invoked by the
٠ EmWeb/Seivex to build proper redirection (Locatio^) headers. This can
٠ be eithei a dotted XP address ox a fully qualified hostname·
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const char * ewaNetLocalHoscName { EwsContext concexc );
#endif

#ifndef ewaNetHTTPCleanup
٠/
* ewaNetHTTPCleanup
* This function must be provided by the application OI defined as a
٠ empty macro. It is invoked by EmWeb/Server when a request completes,
* allowing the application to reset any processing state stored in the
* network handle. Noce that fox HTTP 1.1 persistent connections* this
* ioutine may be called several times for the same connection, as one
٠ connection can be used for multiple requests. For the last request
* on a connection, this ioucine will be called before ewaNecHTTPEnd is
* invoked.

* Returns void. Note that the request context 5خ undefined during
* this call and cannot be accessed.

void ewaNetHTTPCleanup( EwaNetHandie handle )ن
ftendif
#endif /* _EWS،٠NET٠H 1

Α٠2٠5٠ src/include/ews_doc.h
This file contains the definitions and prototypes for the archive and document 
management functions of the application interface.

٠ ews٠d٥c.h,v 1.20 1997/05/21 255:44:ت ian Exp
٠
٠ Product: EmWeb
٠ Release: R2٠٠٠l

٠ CONFIDENTIAL АЮ PROPRIETARY INFORMATION OF AGRANAT SYSTEMS, INC.
* THE EMWES SOFTWARE ARCHITECTURE xs PATENT PENDING.
* EMWEB IS A TRADEMARK 0? AGRANAT SYSTEMS, INC.
٠
* Copyright (C) 1996, 1997 Agranat Systems, Inc.
* All Rights Reserved
٠
٠ Agranat Systems, Inc.
٠ 1345 Main Street
* Waltham， MA 02154
٠
* (617) 893.7868
٠ sales®agianat٠com, supporteagranat.com
٠
* http ï //vrwv .agranat٠ com/
٠
٠ EmWeb/Server application interface co document archives
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#ifndef ٠_EWS٠D٠C_H 
^define ：EWS：D٠C：H 

«include ٠*ew_types.h٠٠ 
^include “ew:config.h·· 
^include ٠٠ews٠def.hM

٠ ARCHIVE MAINTENANCE
٠
* The EmWeb/Compilex generates an aichive of one ox more documents. Documents
٠ can be HTML files, JAVA programs, graphical images, ex any other infoxmation
٠ lesouxce addressable by a URL. Alchives may be independently loaded ox
٠ unloaded into the EmWeb/Sexvei.
٠
* In most applications, the entile set of available documents vould be
* compiled into a single aichive and loaded at boot time. Howevei, some
* applications may desiie to dynamically load archives at Iun■time as needed
* in oxdei to reduce memory xequiieinents، In fact, some applications may
٠ want to implement a scheme similar to page swapping under some operating
٠ systems to cache an active set of documents in memory ٧جلذغ  storing other
٠ documents in a secondary storage aiea. Such a secondary stoiage ٠:ea
٠ could be in FLASH memory, OI on a Iemote server using TFTP OI Other
* protocols to load documents at run-time.
・
٠ An EmWeb archive consists of two components. Fixst, theie is the aichive
* data component containing the database of compressed documents, infoxmation
٠ about how to construct dynamic documents at iun٠time, access contiols,
٠ etc. Second, there is the aichive object component containing the iun٠time
٠ object code used fox the construction of dynamic documents نم etc.
٠
٠ Operating systems supporting the iun٠cime loading and linking of object
٠ code may offload both the data and object archive components to â secondary
* stoiage aiea. Otherwise, only the data components would be offloaded
٠ vhile the object components would be statically linked into the xun٠time
٠ executable image.
٠
٠ Each archive contains an archive descriptor in the object component. The
٠ archive descriptor is referenced by a public symbol genexated by the
* EmWeb/Compilei. In oxdei to activate an archive ac run-time, the
٠ application must invoke evsDocumentinstallAxchive {) vith paianietexs
* indicating the address of the data component and the archive descxiptoi of
٠ the object component· The aichive may be deactivated by invoking
٠ evsDocumentRemoveAlchive().

/*
٠ ewsDocumentlnstal^ichive
٠
* Install, a document aichive generated by EmWeb/Compiier ince EmWeb/Servex
٠ xun٠time database·
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* desciipcor · public symbol of archive object component descriptor
* datap ٠ pointer to archive data component
٠
٠ Returns EWS_STATOS_OX on success, else error code (TBD)
٠/ :

extern EvsStatus ewsDocumentlnstallAxchive
(EwsAxchive descriptor, EwsAxchiveData datap ١.

»ifdef EW٠CONFIG_OPTI٠N٠CLEAKUP

卜
* ewsDocumentRemoveAichive

* Removes previously installed document archive fxom xun-time database.٠
* descriptor ■ public symbol of archive object component desciiptox٠
* Returns EWS٠STAiTUS OK on success, else exxox code (TBD)
; : /ا

extern EvsStatus ewsDocumentRemoveArchive ( EvsArchive desciipcoi د ;

#endif /٠ EW٠CONFIG٠٠PTI٠N٠CLEANUP /٠

٠/
٠ ewsDocumentAxchiveName
曾

٠ Returns Che archive name as stored in the archive by the EmWeb/Compiler,
٠ OI طءا on exxox.

extexn const char * ewsDocumentAxchiveName { const uintB *datap )；

٠ ewsDocumentAxchiveDate

٠ Returns the RFCH23 date stiing stoied in Che archive header generated 
* by the EmWeb/Compiler when the archive was created, or NULL on error.

٠ There is also a routine for the less preferred RFC1036 representation.
" ٠٠

extern const char ٠ ewsDocumentAxchiveDate ( const uints ٠datap )； 
extern const chai * ewsDocumentAxchiveDatel036 ( const uintB ٠datap 

wifdef EW CONFIG OPTION DEMAKD_LOADING

٠ DEMAND LOADING
٠
* In oxdex to implement on٠demand axchive loading, the application may
٠ zegiste: document URLs with the EmWeb/Server vhich axe valid but not
٠ ].oaded. This is done by invoking ewsDocumentRegister() ٠ If a legisteied
٠ document is requested, the EmWeb/Sexvex vill notify the application by
* invoking evaDocumentFault(). At this point؛ the application may load
٠ a new archive (possibly removing a previously installed archive to make
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* x٠٥m). When the archive containing the page is installed, the EmWeb/Servex
٠ vill automatically complete processing the Iequest. The request can be
* aborted either immediately by returning EWA٠STATOS،ERROR fiom the
* ewaDocumentFault() function or by invoking ewsNetHTTPAboxtC)٠
٠
٠ Once a document is registered, there is nO need to ie٠xegistex it in the
* event that the corresponding archive is removed. EmWeb/Sexvex iemembexs
٠ that the document has been registered as dynamically loadable. However،
* the application may deregister a document by invoking
٠ evsDocumentDexegistex 0.

- ٠/
* ewsDocumentRegistex
٠ Registers the URL of a document vith the run-time database indicating that
٠ the given document is valid but not cunently loaded into memory.
٠
* uxl · local URL of document to be registered
٠ handle - 3모모1丄ᄃ3=丄이1٠5쯔^口노표도0 handle passed to ewaDocumentFault()٠
* Returns document descxiptoi، OI EWS DOCUMSrrr^NULL on failuie#
/٠

extern EvsDocument ewsDocumentRegistei
( const char * uxl, EwaDocumentHandle handle );

* evsDocumentDeiegistei
喻 Uniegistexs a previously registered (document from the run-time database
٠ indicating that the given dynamically·loadable document is no longei valid.
٠
٠ document ' descxiptoi of document to be aeiegisteied

٠ Returns EWS_STATUS OK on success, else exxoi code (TBD) .
٠/٠ "

extern EvTsScatus ewsDocumentDexegistex ( EwsDocument document ) Í

#ifndef ewaDocumentFault
/*

٠ ewaDocumentFault (Application)
* This function must be provided by the application, and is invoked by
٠ EmWeb/Sexvex vhen a xegisteied document has been xequested but is not
* currently loaded into memory.
٠
٠ context · context of request foi document
* handle ·. application-specific handle fiom evsDocumentRegistei {>٠
٠ Returns EWA٠STATUS OK on success, EWA٠STÄTUS٠٠٠K YIELD on success with
* Xequest fox EmWeb/Servei to yield the CPU, ox EWA_STATUS٠ERJ؛OR on failure.
٠ If failure status is returned, the request is aborted. Otherwise* the
* Xequest will complete aftex the document has been loaded inco memory.
/٠

extern EvaStatus ewaDocumentFault
(EwsContext context, EwaDocumentHandle handle );
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#endif

#endif /٠ EW٠CONFIG٠٥PTI٠N٠DEMAND_LOA٥XNG ٠/

#ifdef EW٠CONFIG٠OPTXON٠CLONING

٠ DOCUMEin CLONING

* Documents may be cloned and assigned to a new TOL. This allows multiple
* instances of a document to exist· An application·specific handle can bi؛
* used to identify an instance of ٥ document from the xeques： context.

* The application clones ٥ document by invoking ewsDocumentClone(). The
٠ cloned document may be removed by invoking ewsDocunientRemove 0 · All
* clones cxeated fxom documents in an archive must be iemoved before the
* archive can be iemoved.

* evsDocucnentClone
٠ Clone an existing document under a new URL in the database.

* baseuil
٠ newuil
٠ handle

TOL of existing document
URL of new cloned document
application-specific handle available in reguest context

٠ Returns document descriptor OI EWS DOCUMENT٠NULL on erxoi.
٠/ : 一 -

extern EwsDocument ewsDocumenCClone
(const char ・ bâSQMil, const chax * nevuil, EvaDocumentHandle handle );

٠ evsDocumentRemove
٠ Remove â pieviously cloned document fxom the database.
٠
* document · document descxiptoi of previously cloned document.
٠
* Returns EWS STATUS OK on success, else error code (،TBD).

٠/ ا ·-
extern EvsStacus ewsDocumentRemove ( EwsDocument document );
ftendif /٠ EW٠CONFXG٠OPTION٠CLONING ٠/

tifdef EW CONFIG OPTION DOOTMENTDATA
٠ ام — ٠٠

":. ٠،
٠ evsDocumentData
* Retlieve poincei to xav data and data size fiom URL in archive
٠
- их ل · uxl of document
٠ bytesp - output： size of document tas-is in archive) in bytes
٠ datapp · output: pointer to start of document
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* Returns EWS٠٠STATUS٠OK on success, else eixox code CTBD).
" — — ;

extern EwsStatus ewsDocunientData ( const chai * uil 
<uint32 *bytesp 
,const uint8 *·datapp )；

#endif /* EW٠CONFIG_OPTXON٠DOCUMENT٠DATA */

#ifdef EW_CONFIG٠OPTI٥N٠DOt：٦JMENT٠SET٠REALM
#ifdef EW：CONFIG٠OPTION：AOTH ٠
٠/ 一 一

* evsDocumentSetRealin
* Set ox change authentication xealin of document at run-time.
٠
٠ uil · uxl of document
* realm · name of authentication realm, OI NULL (ox ·'··) to disable.

* Returns EWS٠٠STATUS OK on success, else exzox code·
٠/ ٠

extern EwsStatus ewsDocumentSetKealm (. const char ٠ ذد , const char *lealm )；
tlendif /٠ EW٠C٥NFIG٠OPTI٠N٠AUTH I
#endif /٠ EwZc٥NFIG٠OPTION DOCHI7T٠SET_REALM ٠/

#endif /* _EWS D٥C٠H 1

Α-2.6. src/include/ews_auth.h
This file contains the definitions and prototypes of the authorization and security functions 
0Í the application interface.

٠١
٠ ews٠auch٠h،v 1.16 21:55:44 ت997ه/5/2ت  ian Exp

٠ Product： EmWeb
٠ Release: R2 ت
* CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGRÄN.4T SYSTEMS, INC.
* THE EMWEB SOFTW.m ARCHITECTURE IS PATENT PEITOING.
٠ EMWEB IS A TRADEMARK OF AGRANAT SYSTEMS， INC.

٠ Copyright (c) 1996, 1997 Agranat Systems, Xnc.
٠ All Rights Reserved
٠
٠ Agranat Systems, Xnc.
* 1345 Wain Street
٠ Waltham, MA 02154
٠

٠ ل> ا٦١  в ؛٦٠٦ въг
* sales®agianat٠coni, suppoxtGagianaz.com
٠
* http://wvv.agranat.com/
٠
* EmWeb/Servei application interface to authorization database
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#ifndef ٠EWS_AOTH٠H_
^define ZewsZaUTH H 

#ifdef EiCONFIG٠٥PTION،AUTH 

^include *ew٠٠types٠h٠٠ 
^include ٠'ew_config.h٠٠

٠ HTTP Authorization techniques are discussed in the HTTP specifications.
٠ Knowledge of these principies are essential for correct use of these 
嘸 authorization inteifaces.

* One or more HTML documents can be assocaced with a single ،،realm'،. A x ٠؛ alm
٠ is a case-sensitive ascii string that dei3،nes a ··protection space·· foi ■:he
٠ associated document(s).

* Each realm can have zero or more authentication entries associated with it.
* If a lealm has no authentication entries, then is considered
* “unprotected·· by Che serveX/ and its acess will always be gxanted CO an:，
٠ lequesting client.
ه
٠ For those realms with authentication entries, any client that attempts co
* access any document associated with that realm will be required co
٠ authenticate itself. To authenticate, the client must send authentication
* parameters that validate against at least one authentication entry 01؛ that
٠ document's realm, clients that do not authenticate aie not served the
٠ lequested document.
«
* Foi example، assume a iealm exists called “f٠٠*■· It has thxee
* auchencicacion encxies associated with it (2 using the ■*basic'· scheme
٠ defined in the Ηπρ specification， and one ochei ficticious type) :
・

* REALM: "foo··
* Authentication Entry 1؛
٠ Type: **basic’·
٠ parameters： Useiname٠٠٠usexi٠'
* Passw٠rd٠٠٠guest٠٠
٠ EwaAuthHandle： ،applications entxyl identifiez〉
٠
* Authentication Entry 2:
* Type: "future·*
* parameters؛ index٠37
٠ c٠okie٠MB37l8U9M
* .token»«S37··
* EwaAuthHandle: 〈application's entxy2 identifie!〉

Authentication Entry 3:
Type: ..basic"
parametexs： üsexnan١e٠٠٠sinc]iair٠٠
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* Passvord»»babylon'|
* EwaAuthHandle: 《application's entxy3 identifier〉
・

٠ When a client attempts to access a document associated with xealm '٠foo٠٠, it
٠ will need to authenticate against one of the above entlies. Which one the
* client authenticates against is at its disgiession.
٠
٠ When a client does authenticate against one of the above entries, the
٠ EwaAuthHandle fox that entry is stored in the current context fox the
* document iEwsContext). The datatype of this EwaAuthHandle is
٠ implementation-defined，

/٠—، в в ٠ ٠ ٠ в» ٠ ء ٠ в 羼ا жاا ٠ ٠ا ・
Types ء Constants

/٠
٠ Defines the authorization schemes suppoxced by Che EmWeb server.
٠ Nev schemes vill be added as they aie supported.
٠/

typedef enum{
# ■ifdef EW_C٥NFIG٠OPTION٠٠AUTH٠BASIC

ewsAuthSchemeBasic،
井 endif /٠ EW٠C٠NFIG ٠_٠٥ PTI٠N٠A٦JTH٠_BASIC ٠/

并 ifdef EW C٠NFIG_٠PTION٠AirrH٠DIGEST
ewsAuthschemeDigest,

# endif /٠ EW CONFIG OPTION٠AUTK٠DIGEST ٠/

井 ifdef EW٠CONFIG٠OPTION_AOTH،MBASXC
ewsAuthsihemeManualBasic, 

tt endif /٠ EW٠٠C0N۶IG٠٠PTI0N٠AUTH MBASIC */

林 ifdef EW٠CONFIG ٥PTX٠N٠_AOTH MDIGEST
ewsAuthSchemeManualDigest,

井 endif /٠ EW٠CONFIG OPTION٠AUTH MDIGEST ٠/

evsAutliMaxScheme /٠ count of supported schemes /٠

;EwsAuthScheme ل

٠/
・ this stxuctuxe defines parameters foi all the supported 
٠ authorization types· New parameters vill be added in 
* to this structure in the futuie
/٠

typedef union
٠ }

ftifdef EW C٥NFIG٠OPTION٠AUTH_BASIC 
Struct
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{
char *usexName； 
char *password;

} basic;
#endif /٠ EW_C٠NFIG٠٠٠٠PTION AUTH_BASIC ٠/

deáneá (EW٠CONFIG٠٠PTI٠N٠AUTH٠DIGEST) I 1
defined(EW٠C٥NFIG٠OPTION٠AUTH٠MDIGEST)

struct
{

chai *useiName;
chai *password;

井 ifdef EW٠CONFIG٠٠PTION_AUTH٠DIGEST_M
boolean digestRequixed; /٠ require client message data verification */

# endif /٠ EW٠C٥NFIG٠٠٠PTI٠N AOTH DIGEST_M t

)digest;
#endif /٠ EW_C٥N۶IG٠OPTION٠AUTH٠DIGEST I ! EW٠CONFIG_OPTION_AUTH٠MDIGEST ٠/ 

char xeservedl；
) EwsAuthParametexs；

/*
* This structuie represents a single authorization entry.

/٠ use: defined ٠/

typedef scxuct
{_"

EwsAuthScheme scheme;
EwsAathParameteis paiams； 
EwaAuthHandle handle;

1 EwsAuchorization;

٠・٠・،٠،٠،،٠・番番氯٠٠٠٠«٠،٠٠٠٠٠٠٠٠،٠٠٠٠٠٠٠٠٥・雪・・・番٠٠»٠،٠٠٠،・雪٠番٠ ٠٠٠٠٠/
Interfaces *

٠٠・٠٠・・٠٠٥٠٠٥٠٠٠٠٠・٠_٠ ٠丨・٠・・٠・雪・・囂٠٥٠・٠・・・雪٠・・・・鬈・・漏٠٠・・・・・٠・٠٠٠・٠ *

٠'
* ewsAuthRegistex
嘸 And a new authorization entry co Che realm.

* realm · Input, case sensitive asciiz realm name·
* authorization - Input, buffer containing auchoii2acion entry information.
* This buffei is free for use by the caller on ietuin.
٠
٠ Returns à ηοη-NULL handle to the authorization entry, or NULL on failure،

extern EvsAuthHandle ewsAuthRegistei
(const char *realm,const EwsAuthorization *authorization )；

c٠pynght<s>١997 Agranat System ١nc ةهج?١2ج  ٠

SUBSTITUTE SHEET (RULE 26)



wo 98/06033 PCT/US97/13817

-155-
EmWebTM Functional Specification ٠٠٠٠٠٠٠^ s٢٠/inciude/ew5 auth.h

* ewsAuthRemove
٠ Deletes a particular authentication entry identified by handle.

٠ liandle · Input, The handle that was returned by ewsAuchRegistei ¢) foi
٠ this entry.

* Returns EWS STATOS OK On success، else failure code.
: : - · - /٠

extern EvsStatus ewsAuthRemove ( EwsAuthHandle handle );

/٠
٠ evsAuthKealmEnable
* Enables a lealm to lestiict access to documents (restricted by default)
٠
٠ iealm · Input, the realm to restrict

* Returns EWS STATUS OK on success, else failure code
*/

extern EwsStatus ewsAuthKealmEnable ( const char ٠ xealm ) ;

* evsAuthKealÉsable
٠ Disables a iealm causing documents in that iealm to be generally accessible.
٠
* iealm · Input, the iealm to restrict

٠ Returns EWS STATOS OK on success, else failuie code
٠/

extern EwsStatus ewsAuthReaimDisable ( const chai ٠ iealm ) ;

/*
* ewaAuthRealm٥ua^ifier
* Returns realm qualifier string to append to iealm names, OI NULL
/٠

#ifndef ewaAuthRealmOualifier
extern const char *ewaAuthKealmOualifiei ( void )i
#endif /* ewaAuthKealmQualifiex */

#if defined (EW CONFIG٠٠PTION٠AUTH٠DIGEST) \
11 definedCEW CONFIG OPTION٠|AOTH٠MDIGEST)

z* "" -
٠ evaAuthNonceCxeate
* Cxeate raw input used to generate one*time authentication challenges
* given a reguest context and iealm،

٠ context · request context
٠ iealm - null·terminated stiing containing name of xealm
* noncep · pointer to application٠specific nonce paiametexs
٠
* N٠ xetuxn value

extern void ewaAuthNonceCxeate
(EwsContext context, const char * realm, EwaAuthNonce *noncep )；
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* ewaAuthNonceCheck
* Validate that the previously created nonce is valid given the current
* zequesc.
٠
٠ context · request context
* xealm · null،teiminated string containing name of xealm
٠ noncep · pointer to requested nonce parameters
* count - previous use count (0, 그., ...) of nonce value
٠
٠ Returns ewaAuchNonceOK on success, ewaAuthWoneeStaie if valid but expired,
٠ or evaAuthNonceDenied if nonce is not permitted given the Iequest context.
٠/

typedef епиш EwaAuthKonceStatus e 
{ -

ewaAuthNonceOK, /٠ nonce value valid for request ٠/ 
ewaAutiiKonceLascOK/ /٠ nonce value valid, but won ' t be again ٠/ 
evaAuthNonceS6لجء، /* nonce value is stale, generate new nonce */ 
evaAuthNonceDenied /٠ nonce value is invalid */

)EwaAuthNonceStacus；

extern EwaAuthNonceStatus evaAuch}J٠nceCheck
(EwsContext context، const char •٠ realm, EwaAuthNonce *noncep, uintf count );

ifendif /٠ EW٠CONFIG OPTION ÄUTH٠(M) DIGEST ٠/

#ifdef EW٠CONFIG٠٠PTI٥N٠AUTH٠MBASIC
/٠

٠ ewaAuthCheckBasic
٠ Given the current context* xeaim^ base64 cookie, and optionally
* decoded usexname/passwoxd text, determine if the auchoiization should
* be gzanced ox denied·

٠ context · (input) iequesc context
* realm ٠ (input) null-terminated stiing containing name of ieab
٠ basicCookie · (input) the base64 encoding of the text usei:passw٥i,٥
٠ as described in the HTTP RFC.
٠ useiName · (input) if EW٠٠٠CONFlG٠OPTION،AUTH٠MBASIC_DEC٠DE is defined，
٠ then this paxamecex points to a nuil terminated stiing
* containing the user name decoded fiom the basicCookie. If
* EW٠CONFXG_OPTION٠AUTH_MBASIC٠_DECODE is not defined，this
٠ is a NULL pointer·
٠ password · (input) if EW٠CONFlG OPTION٠AOTH MBASIC٠DECODE is defined，
٠ then this paiametei points to a null texwxnated string
* containing the passwoxd decoded from the basicCookie. If
٠ EW CONFIG OPTION AUTH_MBASIC DECODE is not defined， this
٠ . isaNULLpointex.

٠ Return value: boolean, if TRUE, then the authorization is gianced and
* the document is seived· otheiwi.se, authorisation is denied.
٠
* This function can be supended by ewsSuspend(). It،s lecurn values
* aie ignored* and it will be recalled vith the same parameters when
٠ the context is iesumed using evsResume().
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#ifndef ewaAuthCheckBasic
extern boolean ewaAuthCheckBasic( EwsContext context 

.const char *xealm 
,const chã! *basicCookie 
,const char *username 
,const char *passwoid );

*endif /٠ ewaAuthChecicBasic */
*endif /* EW CONFIG ٥PTI٠N٠AOTH_MBASIC 니

^ifdef EW٠C٥NFIG٠OPTI٥N٠AOTH_MDIGEST
/٠ ٠

٠ ewaAuthCheclcDigesC
٠ Given the cuxxent context, xealm، username, and nonce,
٠ letuxn the coxzesponding MD5 hash of the useiname:realm：passwoxd
٠ text. This text ٧للت  be used by the server to verify the
٠ authorization attempt by the client.
٠
٠ context · (input) xequest context
٠ xealrn · (input) nuli· terminated, string containing name of lesilTn
٠ taken fiom the request header .
٠ nonce · (input) null·teiminaced string containing the nonce that
* was supplied to Che seivei.
٠ usexName · (input) this parameter points to a null terminated stiing
* containing the usei name as supplied in the authorization
٠ request headei.
٠ digest · (output) on letuxn, *digest vill point to a nul□..■ terminated
* ascii text stiing lepiesenting the MD5 checksum of the
* username* realm and password (MD5( usexname：iealm：pas5voxd))
* as described in the Digest Access Authentication RFC2069
٠
・ Return value: boolean, if TRUE, then *digest points to a valid MD5 hash of
٠ usexname：xeaJkn٦：passw٠xd/ ٧تة ch ذاذ be used by the server to complete
* the authorization process (which may ox may not be granted) . If FALSE,
٠ the authorization is immediately denied.
٠
* This function can be supended by ewsSuspendi) . It's letuxn values
* axe ignored, and it will be recalled with the same parameters when
٠ the context is resumed using ewsResume()·

#ifndef ewaAuthCheckDigest
extern boolean evaAuthCheckDigest( EwsContext context 

,const chai *realm 
*const EwaAuciiNonce ♦noncep 
*const chax *useiName 
،const chai **digest )；

#endif /* ewaAuthCheckDigest */
#endif /* EW CONFIG OPTION AOTH_MDXGES? ٠/

■· n ٠٠. —·

ftifdef EW٠C٥mG٠OPTION٠AUTH٠VERIFY
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/٠
٠ ewaAuthVerifySecuxicy
* Called ٠aftex٠ the sexvex has determined that the authorization
٠ will be granted 01؛ the request, this function allows the application
٠ to "shoit circuit" the authorization based on information about
* the Iequest (eg, IP addxess of client, etc.). The method used
٠ to determine whether OI not the Iequest is authorized is proprietary
* to the application.
٠
* context · (input) request context
٠ realm · (input) null·terminated string containing name of realm
٠ taken from the Iequest headei٠

* Return value: boolean, if TRUE, then the authorization is granted, and
٠ the document will be served to the client. If FALSE,
٠ the authorization is immediately denied.

٠ This function can be supended by evsSuspendi). It'S return values
* are ignored, and it 1 ٧للم  be xecaij.ed vith the same paxameteis when
٠ the context is lesumed using evsResume().

#ifndef ewaAuthveiifysecuiity
extern boolean ewaAuthveiifysecuiity( EwsContext context

,const char *realm );
#endif /٠ ewaAuthveiifysecuiity ٠/
#endií /٠ EW_CONFIG OPTION AUTH٠VERI7Y "

/*
٠٠* Local Variables: ٠٠٠ 
*** mode؛ c *٠٠ 
٠٠* tab-vidth： 4 ٠٠٠ 
…End: …

#endif /٠ EW٠C٠NFIG٠٠PTI٠N٠.AÜTH ٠/ 

#endif /٠ EWS٠٠AUTH٠H٠ */

Α-2.7. src/include/ews_ctxt.h
This file contains definitions and prototypes 0Í the request context access functions of the 
application interface.

،- ٠٠ ews_ctxc.h,v 1.14 1997/05/25 23:30:32 giusti Exp

٠ Pioduct： EmWeb
٠ Release: R2٠٠٠l
٠
٠ CONFIDENTIAL AND PROPRIETARY INFORMATION OF AGKAliAT ■SYSTEMS، INC.
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* THE EMWES SOFTWARE ARCHITECT! IS PATENT PENDING.
٠ EMWEB IS A TRADEMARK OF AGRANAT SYSTEMS, INC.
٠
٠ Copyright (C) 1996, 1997 Agxanat Systems, Inc.
* All. Rights Reserved

* Agranat Systems, Inc.
٠ 1345 Main Street
* Waltham, MA 02154
٠
٠ (617) 893.7868
٠ salesdagxanat ٠com, suppoxcoagxanat.сот
٠
٠ htcpن//wwv_agranat.com/
*
٠ EmWeb/Seivex public definitions

ftiindef _ 
^define :

_EWS_C٥NTEXT٠٠٠H
:EWS=COOTEX(H

^include '٠ev٠types.h٠٠
**include ٠٠ev٠config.h٠٠
**include "evs_٠def٠h٠'

٠/
٠ REOUEST CONTEXT

* Each HTTP request received by EmWeb/Sexvei is assigned a unique context.
* The context stiuctuxe contains all the infoimation pertaining ζ٠ the
* request, as veil as internal state information legaxding the processing
٠ state of the Xequest.
٠
٠ API functions axe provided to give the application some visibility into
٠ the cuxient context state.

* ewsContextNetHandle
٠ Recuin the application-specific netvoxk handle piovided to EmWeb/Servei
* by the application in ewsNetHTTPStaxt().
*/

EwaNetHandle ewsContextNetHandle ( EvsContext context ) ;

«if defined (EW٠C0NFXG٠0PTI٠VEH)٠I،0A٥ING) \
II defined ¿EÍC٥NFIG٠٠PTÍON٠CLONIííG)

٠ و；/
٠ evsContextDocutnentHandle
٠ Return the application٠spedfic document handle provided, to EmWeb/Servei
٠ by the application in ewsDocumentRegistex() ox ewsDocumentClone().

٠/ ٠ · " ٠
EwaDocumentHandle ev،٠sContextD٠cuznenCHandle ( EvsContext context )ن

#endif /٠ £íC٥NrXG٠0PTI0N٠DEMAíW٠L٠ADING II EW٠CONFIG٠OPTI٥N٠CLONING */
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#ifdef EW CONFIG٠OPTION AOTH
٠٢٠/*

* evsConcexcAuthHandle
٠ Return the application-specific authorization handle provided to
٠ EmWeb/Server by the application in evsAuthRegiscer().
니 : ،

EvaAuchHandle ewsContextAuthHandl.e ( EwsContext context ) ١
#endif /٠ EW C٥NFIG_٠PTI٠îi٠A٦rrH "

#ifdef EW CONFIG OPTI٥N_SCHED SUSP٠RES
/٠ ا ٠

* ewsContexCXsResuwing
٠ Return TRUE if EmWeb/Servei is resuming (as a result of ewsResume{)) after
٠ the context was suspended (as a result of ewsSuspend()).
٠/

boolean ewsContexdsResuming ( EwsContext context ) ;
#endif /٠ EW٠٠C٥NFIG٠٥PTION_SCHED٠SUSP٠_RES ٠'
#if defined (EW CONFIG OPTION—STRING) ا I defined CEW CONFIG٠٥PTION،INCLUr٠E)
/— ٠

٠ ewsContextICeraCions
・ Returns the iteration count corresponding for EMWSB ITERATE

- · /::٠
uint32 ewsContextltexations ( EwsContext context );
#endif /٠ EW CONFIG_OPTX٠N٠STKING i I EW٠C0N۶IG٠0?TI0N_INCLTOE */

#ifdef EW،CONFXG ٠PTI٠N٠CONTEXT٠SEND_REPLY
-- ٠٠ /·

* ewsConcextSendReply
٠ Serves specified local path URL to browser in response to foxin submission
٠ or raw CGI·
٠/

EwsStatus ewsContextSendReply ( EwsContext context, chai ٠ url );
#endif /٠ EW CONFIG٠OPTI٥N_CONTEXT_SEND٠REPLY ٠/

#if defined( EW٠C٠NFIG،٥PTI٠N٠٠٠FILE GET ) \
"defined( EW_C٠NFIG٠٠٠PTI٠N FILE٠PUT ) \
II defined( EW CONFIG：OPTION F!LeZ٠£LET٥ j

EwsStatus ewsContextSetFiie( BwsContext context
,EwsFi-tePaxarnsP paxams

);
#endif /* EW٠CONFIG OPTION FILE٠٠XXX ٠/

* The following" functions extiact the corresponding fields fiom the κπρ/ΐ.ο
٠ request header, if present, into an application-piovided buffer. Each of
٠ these functions return Che number of bytes in the actual header value, even
٠ if this is larger than the application-piovided buffer (though EmWeb/Servei
٠ will not oveiwrite the applicatoin buffer by honoring the buffer length).
٠ If Che header is not present' гего is returned. The application may
* specify a zeio٠length buffer in ordei to determine the size of the header
* value. The returned value begins with the first non٠whitespace following
* the Ηπρ header and ends jus: before the terminating end ٠٥؛٠ line
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»character (s),
*/

#ifdef EW٠CONFIG_OPTI٠N٠CONTEXT_٠DATE
uintf ewsContextHate ( EwsContext context, chai *datap/ uintf length ); 
«endif /* EW_C٥NFIG٠OPTI٥N٠C٥NTEXT٠DATE 1 
ttifdef EW٠C٥NFIG٠٠OPTXON٠CONTEXVRAGMA
uintf ewsContextPiagma 7 EwsContext context, chai *datap, uintf length )； 
Wendif /* EW٠CONFIG_OPTION٠C٥NTEXT٠PRAGMA ٠/
#ifdef Éw٠C٥NFIG٠٠PTI٥N٠COÑTEXT٠FK٥M
uintf ewsContextFiom { EwsContext context, chai *dacap, uintf length ); 
Wendif /٠ EW٠CONriG٠٠PTI٠N٠CONTEXT٠FR٠M "
Hifdef Éw٠C٠ÑnG٠OPTI٥N context٠ifZm٥dified٠٠since 
uintf ewsContextlfModifTedSince

(EwsContext context, chai *datap، uintf length );
#end¡f /* EW_C٠NFIG ٠"٠ PTI٠N—COOTEXtIif—MODIFIED^SINCE ٠/
#ïfdef EW٠C٠ÑrXG٠٠PTXON٠C٠ÑTEXT٠RI：F£KZR -
uintf ewsContextRefeier ( EwsContext context, char *datap, uintf length )； 
ftendif /٠ EW_CONFIG٠٠PT：٠N٠CONTZXT٠REFERER /٠ 
EW٠C٥ÑFIG٠٠PTI٥N٠C٠ÑT£XT٠US¡R agent #؛حك؛ت

uintf ewsContextUseiAgent ( EwsContext context, chai ٠dacap, uintf length )； 
#endif /٠ EW_CONFIG_OPTION٠CON7EXT٠USER٠AGENT */
#ifdef EW٠CONriG٠OPTIOlCOOTEXT٠HOST -
uintf ewsContextHost ( EwsContext context, chai *datap, uintf length )； 
#endif /* ΕΗ٠٠0ΝΓΙΰ٠_0ΡΤΧ0Ν٠٠٠ΐΠΈΧΤ٠Η05Τ ٠/

#endif / ٠ ٠ EWS٠٠٠C٥I٢rEXT٠H t

Α-2.8. src/in٠lude/ews٠٠g¡.h
This file contains the definitions and prototypes of the raw CGI functions 0Í the application 
interface.

/*
* ews_cgi.h,٧ 1,22 1997/03/29 17:50:49 ian Exp
٠
* Product: EmWeb
* Release： R2٠l
٠
* CONFIDENTIAL. AD PROPRIETARY INFORMATION OF AGRANAT SYSTEMS， INC.
٠ TOE EMWEB SOFTW^ ARCHITECTURE IS PATENT PENDING.
٠ EMWEB IS A *TRADEMARK OF AGRANAT SYSTEMS، XNC٠
٠
٠ Copyright (c) 1996, 1997 Agranat Systems, Inc.
* All Rights Reserved
٠
* Agxanat Systems, Inc.
٠ 1345 Main Street
* Waltham，ΜΆ 02154
٠
٠ (617) 893٠7868
٠ sales®agxanac.com, suppoit٥agianat٠com
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* http://www_agranat.coni/
٠
* EmWeb/Server application interface to zav CGI

ttifndef ٠EWS٠CGI٠H 
#define ١WS：CGI：H 

^include Hew٠٠٠types.h٠'

* CGI INTERFACE

* EmWeb supports a raw CGI interface fox imagemap and various special
٠ application-defined CGI capabilities.
٠
٠ The EmWeb/Compi1er creates CGI URLs flow specifications provided in
* —ACCESS files. The application provides two functions fox each CGI URL.
* First, cheie is the CGI start function. This is invoked by the
* EmWeb/Server to mark the scaxt of ٥ new CGI request. Second، there is the
* CGI daca function. This is invoked by the EmWeb/Servei one ox more times
٠ to pass network buffers containing law CGI request data to the application.
* The end of request data is indicated by an EWA٠٠٠NET٠٠٠BUFFER٠NUL٠X- EwaNetBuffer.
«
٠ The CG： appiication uses the ewsCGIData() function to transmit response daca
٠ to the network.

/*
٠ ewaCGISCaxc
٠
٠ This per·CGI function is piovided by the application. It is invoked by
٠ EmWeb/Servei at the start of a new request to Che corresponding CGI URI■
٠ The application may return an appliestion٠specific handle.
٠
٠ context · context Of current request

٠ Returns application-specific handle to be used by EmWeb/Server in
٠ subsequent calls to ewaCGIData.
٠/

typedef EwaCGIHandle EwaCGXStaxt_f ( EwsContext context )；

/٠٠ ewaCGIData

* This per.rCGl' function is piovided by the application· It is invoked by
٠ EmWeb/Sexvex zero or moie times to pass raw CGI reguest data co the
٠ application*
ر *
* cgi_handle · application-specific handle as defined by ewaCGIStaxt
٠ buflei - appiication buffer containing all or part of the rav CGI
* request data
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٠ N٠ return value
٠/ "

typedef void EwaCGIData٠f ( EvaCGIHandle cgi٠handle^ EvaNetBuifex buffex )；

#ifdef EW،C٥NFIG ٠_٠ PTI٠N_CGI

/٠
٠ ewsCGXSendStatus
٠ This optional call causes the EmWeb/Server to construct and send an
* appxopxiate HTTP status headei (and possibly other server·generated
* headeis) . It must be followed by one 01 more calls to ewsCGIData() to send
* additional headei information and optional body content· (Note that a call
* to ewsCGIData() must not precede the invocation of this function).
・
* ^ote： If the application deslíes complete control Of the response, it may
* simply send all headei information itself using evsCGIData() instead 0؛
* invoking this function.

٠ context
٠ status
٠ string

-context of request
• 3٠digi： status code followed by reason string
• string containing additional headeis and/οζ data* 01 ذدتهر

* Recums EWS STATUS OK on success, else exxox code (TBD).
- : /٠

extern EvsStatus evsCGISendStacus
(EwsContext context, const chai * status, const chai * stiing )；

/٠
٠ ewsCGIData
٠
٠ This function is called by a xav CGI application one 01 moie times to send
٠ iav CGI response data to the biovsex client. The application is responsible
٠ fox throttling its use of Che CPU. Note that response data may include lav
* Ηπρ headeis as veil as daca. Therefoxe； a CR٠NL sequence must be
* transmitted to pxopeily delimit the headei portion Of the iespcnse fiorr،
* any returned data.
٠
* Note that evsCGISendStatus() may be called ◦nee before any calls to
٠ evsCGIData() to geneiate standard HTTP headers· Otherwise, the application
٠ must generate all standard headeis itself.
٠
* Note that sending a EWA NET٠BUFFER٠NULL terminates the Iequest.
*
* context · context of request
٠ buffei · buffer containing data to send, or EWAJET BUFFER NULL
٠ if this is the last buffer in the xesponse.
٠
* N٠ xetuin value
٠/

extern EvsStatus evsCGIData ( EwsContext context, EwaNetBuffei buffer );

/٠
٠ ewsCGIRedixect
٠ This call causes the EmWeb/Sexve: to respond to the biowsex vith the
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* document specified by the TOL (if local》， ox with a xedixecc (if not).
* This function will terminate Che request. Note that this feature can not
٠ be used in conjunction with evsCGXData() 01 ewsCGIStatus().
٠
٠ context · context of Iequest
* uil · URL for redirect

* Returns EWS٠STATÜS٠٠٠OK on success, else error code (TBD) ・
: /٠

extern EwsStatus ewsCGIRedixect ( EwsContext context, const char *uxl )；

#ifdef EW_C٥NFIG٠OPTION_CGI_SERVER٠٠٠SOFTWAKE
/٠ : 一

٠ ewsCGXServeiSofcware
٠
* Returns a stiing corresponding to Che servez software such as
* '٠Agianat٠EmWeb/R2٠l،٠

— /٠
extern const chai *ewsCGIServexSoftwaxe ( void );
#endif /٠ EW CONFIO OPTION٠CGI_SERVER SOFTWARE ٠/

ftifdef EW٠CONFIG OPTION٠CGI_GATEWAY_INTERFACE
/" ٠

٠ ewsCGIGatewaylncerface
٠
* Returns a stiing coixesponding to the CGI version ٠ICG：/1.O'٠
·/

extern const char *ewsCGIGatewayXntexface ( void >;
٠endif /٠ EW_CONFIG OPTION CGI٠GATEWAY٠INTERFACE ٠/

#ifdef EW CONFIG OPTION٠CGI SBKVKR٠PROTOCOL
/* "

* ewsCGISexvexPxotocol

٠ context 
* datap
٠ length

• context ٥؛  request
• pointe! to data buffer
■ size of data buffer (may be zero

* Returns numbex of bytes in actual protocol string, ox zero if not pxesent،
" ' ،_

extern uintf ewsCGIServexPiotocol
(EwsContext conte«, char *dacap, uintf length );

#endif /٠ EW C٠NFIG٠٠PTION٠٠CGX٠SERVER٠PROTOC٠L ٠/

#ifdef EW C٥NFIG٠OPTI٠N٠CGI٠RE٥UEST٠METHOD
,٠٠ evsCGIReguestMechod

* context - context of Iequest
* da tap - pointer to data buffex
٠ length ■ size of data buffei (may be гего)
*
* Returns number of bytes in accual· request method* or zero if not pxesent.

Copyright® 19Э7 Agranat Systems，Ino· ٩гъ
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extern uintf ewsCGIRequestMethod
( EwsContext context, Qhà： *datap, uintf length )ن

*endif /٠ EW_C٥NFXG_OPTI٠N٠CGX٠RE٠raST٠METHOD ٠/

#ifdef EW٠C٥NFIG٠OPTION٠CGI٠PATH٠INFO
' :: — -- -

* ewsCGIPathlnfo
٠
* context · context 0؛ reguest
٠
* Returns pointer to Pathlnfo string, ox NULL if not present
٠/

extern const char ٠ ewsCGIPathlnfo ( EwsContext context ); 
#endif /٠ EW٠CONFIG OPTION CGI PATH_INFO ٠/

ttifdef EW_CONFIG OPTION CGI٠SCRIPT NAME
/： ٠ ٠

٠ ewsCGISciiptNatne
٠
* context · context of request
٠
* Returns pointez to script name string

٠ · : "
extern const char * ewsCGIScxiptWame■ ( EwsContext context ); 
#endif /٠ EW٠CONFIG٠OPTION٠CGI SCRIPT NAME " 

#ifdefEW٠CONFIG_٥PTION٠CGI٠٠UERY٠_STRIIQG
/: ٠

٠ evsCGIQueryStiing

٠ context 
* datap
٠ length

٠ context of Xequest
• pointe! to data buffer
• size of data buffei (may be zero

٠ Returns number of bytes in actual query string, OI гею if not present.
٠/

extern uintf ewsCGIQueryScxing
(EwsContext context, chai *datap, uintf length );

«endif /٠ EW٠CONFIG OPTION CGI٠OUERY STRING ٠/

#ifdef EW٠CONFIG 0PTI0N٠CGI٠C0KT£NT٠٠rYPEハ ：： -- ٠
٠ evsCGIContentType٠
* context · context Of reguest
٠ datap · pointer to data buffei
٠ length · size of data buffei (may be zero》

* Returns number of bytes in actual content type, or zeio ii not present.
٠: · "

extern uintf ewsCGIContentType
(EwsContext context, chax *datap, uintf length ١;

*endif 卜 EW CONFIG OPTION CGI CONTENTTYPE ٠/— - —· 一
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٠ 7 : ٠/

ewsCGIContentLength ٠

context - context of request ٠

Returns content length as specified by client, or zero ٠ 
,or EWS٠CGX٠COOTENT LENGTH٠CHUNiaSD if chunked ٠

٠/ ٠
»define EWS٠CGI٠CONTENT|LENGTiLCHUNKED Oxffffffff 
extern uint32 ewsCGIContentLength ( EwsContext context )i 
#endif /٠ EW_C٥NFXG_٥PTI٥N٠CGI٠CONTENT٠LENGTH ٠/ 

#ifdefEW٠CONFIG_OPTION٠CGI٠٠COin٠ENT_ENC٠DING
/: :: ٠

٠ evsCGIContentEncoding٠
* context · context of request
* daCap - pointer to data buffer
٠ length - size of da ta buffei· (may be zero)
٠
* Returns number of bytes in actual content encoding, ٠:

٠/ ٠ : ب ■
extern uintf evsCGIContentEncoding
(EwsContext context* chai ·datap, uintf length )；

#endlf /٠ EW٠C٠NFIG_٥PTION٠CGI٠CONTENT٠ENCODING ٠/

*endif t EW٠C٠NFIG٠٥P٠ri٥N٠٠CGI ٠/

#endif /٠ _EWSCG!٠H ٠/

if not present.

zero if noc present.
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/* -٠ $Id: ev،db.h,v 1.30 1997/06/28 11:59:50 ian Exp $٠
٠ Product: EmWeb
٠ Release: $Name： $

٠ %CopyRight%٠
٠ EmWeb database definitions

٠EW٠٠DBj ttifndef 
٠EW٠DB٠H *define

*include "ew_coion٠h" 
¿Include ،,ew：types٠h٠٠ 

*orm٠h؛٠e١t'٠ include*
1'include "eiiniap.h¿ 

e،def٠h٠Iاا include ̂
٠٠ews：cgi٠hH *include

DOCUMENT ARCHIVE

An EmWeb document archive contains two parts. These are the archive data 
component and the archive object -component.

The archive object component contains all the run-time object code 
associated with an archive· A public symbol (determined by EmWeb/Compiler 
on a per-archive basis) points to an archive descriptor (EwsArchive). This 
ᄃ이1匕21三^5 all of the linkage required by the EmWeb/Server to access the 
archive-specific run-time Object code·

The archive data component contains ه1ح  the static data describing 
individual documents in the archive. The data component is an endian- 
independent iully relocatable contiguous block of constant data 
analogous tO a file. Xn fact, it could be a file. The data component 
begin¿ with an archive header and contains One or more documents.

Archive Descriptor

Each archive has a un؛gue archive descriptor in the object component Qf the 
archive. The archive descriptor is a list of functions called by the 
EmWeb/Server to execute archive—specific object code while processing 
requests for documents in the archive. Unsupported functions (i.e. 
features not selected when the EmWeb/Compi Ler was built》 are represented 
by a NULL pointe!、

typedef const void ٠ EmWebString٠f { EwsContext context, uint32 index )；
typedef const char ٠ EmWebincluàif ( EwsContext context, Uint32 indax )； 

/٠ Cookie Attribute structure, element of emweb٠cookie_tbl [] ٠/
typedef struct EwCookieAttr٠s {

char *name； 
char *path；

;EwCookieAttributes ل

EwaCGIStart_f

typedef struct EmWebCGITable٠s 
{

*start—؛;
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EwaCGiData f *datifг
) EmWe٥CGITa^ie* *ErrMebCGÎTableP；

typedef struct EwsArchive٠s

uint32 magic; /٠ Magic nier for archive validation ٠/
# define EVLAKCHX٦٢E٠٠BJECT٠،MAGXC {(fE٠«24) I (rVir<<16) I (|〇٩<8) I fbr )

uint8 versioyiaj； /٠ Archive version (major/minor) ٠/
uint8 versiori^in；

4 define EWJCH：TWERSIOyAJ 1
# define EW-ARCHIVE_VERSION:WIN 1

uintB compilerjnaj； /٠ EmWeb/Compi].er version 《major/minor) ٠/
uint8 compiler٠piin；

井 define EW٠٠٠٨RCHIVE٠DATE٠1123٠SI2E 32

char date٠٠1123 [EWjCHrVE_JDAT٧123٠SIZE] ; /٠ creation date t

٠ Archive-specific <EMWEB٠STRING> dispatch function. Takes context
٠ and index argnents. Index selects :he c—code fragment corresponding
٠ to an instance of <EMWEB_STRXNG> ٠
・ノ ·

EmWebString_f *emweb—string:

٠ Archive،specific <EMWEB٠XNCLUDE> dispatch function. Takes context
٠ and index arguments· Index selects the C٠c٥ae fragment corresponding 
* to an instate of <EMWEB٠INCLUDE>.

. /٠
EmWebInclude٠f *eTnweb٠include;

٠ Archive-specific fora table. The Form node index is hierarchical and
٠ contains a forro nier and an element nÉer٠ The iorm table is
٠ indexed by form number (0..Π-1). Each form table entry contains a
٠ pointer to an array of field elements indexed by one less than the
٠ element nÉer. (ط element n١٠er of zero starts the fonu, and
٠ an element number greater than the nÉer Of elements in the forro
٠ ends the forro)· The table contains aXX the necessary information to
٠ serve and submit forms. The emweb٠fonien٦itable ¿ة a list of strings
٠ corresponding to RADIO and single SELECT values.
٠ ا "

const EwFoxmEntry *emweb٠fentable；
Uint32 emw¿b—f ٥^٤ tal^e·—Si2e؛
const char *٠emweb٠forienruitable;
Uint32 effiweliforien١itable٠_si2e;

* Archive—specific imagemap table· The table represents imagemaps
٠ compiled by the ،Web/Compiler into the archive. This table is
٠ indexed by a document node corresponding to the mapfile، The
٠ table entry contains a table of rectangular regions which are scanned
٠ for matching x,y coordinates to find a match·
٠/ :

const EwXmageMapTable *enweb image^table;
uint32 eweb_image٠t٥ble٠size；

• Arcbive٠specific CGI action dispatch table.
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const EmWebCGXTabXe *einweb٠cgi٠table； 
uint32 ^gi_table_size;

/· - ٠ ٠ Reference count - this is initialized tO zero by the EmWeb/Compiler,
* but is writable (·data section)· This value is incremented for each
* cloned page It is also incremented for each page currently in use by an
* uncompleted request. This prevents the application from attempting to
* remove an archive that is in use.

; /٠
uint32 reference٠count;

٠ Document list - this is the anchor of a list of loaded documents and
* is used exclusively by EmWeb/Server to keep track of per-d٥٠٦ment nodes
٠ created when 9 ق0خذصه  the archive into the ¿pen hashed file system.
٠ This should be set to EWS٠DOCXJMEOTLNULL by the EmWeb/Compiler،
٠/

BwsDocment docmenilist;

٠ Archive-specific cookie table· This table is indexed by data٠offset
٠ value find in the cookie header node.
٠

٠ ؛؛؛ NOTE: location of this variable is important. For bacward comatibility
٠ Of archives, it MUST be the last field in this structure.
*/ ٠

const EwCookieAttributes ٠emweb_cookie٠tbl;

;٧e٠t؛EwsAr٥h {

* DOCUMENT ARCHIVE DATA COMPONENT
٠
٠ The docient archive data component is a relocatable* endian٠independent,
* static data structure containing compressed documents and information about
٠ how to access them.٠
٠ All 16-bit and 32-bit quantities are represented as arrays Of octets. The
* first Octet is the most significant (i.e. Big Endian)·

* All، pointers are 32-bit (array Of four octets) Offsets from the beginning of
٠ the Archive data.٠
٠ All strings are *asciiz {,\o٠-tenninated ASCII) and are represented by a
٠ pointer to the string·٠
٠ Data storage for strings and various other variable٠length components can 

•٠ be placed ¿etween headers at the discretion Of the EmWeb/Compiler.
番

٠ The document archive data component takes the following form：
٠
٠ EwsArchiveHeader
٠ (optionalpadding)
٠ { EwsDocumentHeader { EwsDocientNode, .٠٠] (optional padding) ), ··.
٠
٠ The optional padding can be used to store variable length fields such
٠ as strings, compressed documents' etc·

٠ EwsArchiveHeader٠
٠ The archive data component begins with an archive header at offset zero
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٠ NOTE WELL: KEEP SI2EOF٠EWS_٨RCHX١^E٠HEADER UP TO DATE؛ 니 
니

typedef struct EwsArchiveHeader٠s
f

uint8 znagic[،]； '٠ Magic number for archive validation ٠ر
define BWLAKCHIVE٠٠MAGIC٠O 
define EW٠٠٨KCHXVE٠MAGIC٠Zl 
define EW：：A3CHIVE،^AGIC٠2 
define EV٧،RCHI١ZE^AGIC٠3 
define EW“ARCHIVE_WAGIC

Έ
*w
،d
,a
((

uint8
uinte

uint8
uinte

uinte
uintB
uint6
uint8
uintB
uints

versionjaj;
versionjnin؛

compiler—piaj ; 
compilerjftin;

Ε*«24) 1 (٠w،«16)丨 c،d٠«8) l'a')

٠ Archive version (major/minor) ٠/

* EmWeb/Compiler version (major/minor)

length[4]; /٠ length of archive. Octets ٠/
name٠٠٠offset[4]； /* Offset to archive name string " 
date٠1123٠offset[4]; /· Offset to HTTP date (RFC1：L23 format) 
هة٤حا03رة٤ةء8ح [4] ; /٠  Offset to HTTP date (RF1؟O36 format) 
d٥c٠offset[4]; /٠ Offset to first docient header ٠/ 
dict ٠٠؛ fset[4J; ,٠ Offset co compression dictionary ٠/

} EwsArch؛veHeader، ٠ EwsArchiveHeaderP；

define SIZEOF٠EWS٠AKCHIVE٠HEAX)ER 32 NEVER use size٠f()

* EwsDoc١mentHeader

٠ For each document in the archive, there is a corresponding document
٠ header. The first document header is referenced by the d٠c_ ٥؛ fset
* field Of the archive header. Subsequent documents are chained together
* using the nexioffset field in each document header. The iast document
* header in the archive contains a zero in the next٠offset field.٠
٠ The following types of documents are supported:

Link

Mime

Text

Index

Fonn

Generates a redirection UHL. The redirection URL is an 
uncompressed string stored in the data area. node٠count■ 
should be zero，

Generic (non٠text) aime type؛ The data area contains the mime 
document· The mime content is indicated by the string i،t 
mime—offset. Compression is optional. node٠count should be 
zero：

Generic text type· The text may contain EmWeb/Compiler 
HTML extensions for <emweb_strxÑg>٠ <emb٠incltoe> 
fora get processing, etc. Each such extension results :،n 
One or more document nodes being present describing the 
actions to take At certain p٥in¿s during the processing of 
the data. The data contain؛ the static ؟arts of the 
document and may optionally be compressed. The roime content 
is indicated by the string at mime٠Qffset.

An index l٠ An absolute path URL is stored &5 an 
uncompressed string in the data area· n٥de٠c٠un٤ sh٥ul،3 be 
zero.

A form action URL. There should not be a data section.
There 11 ١ذي  be a FORM node that indicates the index to
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use for the start/set/s١٥mit Operations in handling a 
posted form.

-A CGI URL. There will be a CGI node that indicates the 
index tO use for the start/data operations in handling a 
raw CGI reguest. An optional data section containing 
the uncompressed content of the corresponding URL fiie 
(if present) is made available in the EwsContext، This 
could be used for CGI imagemap data, for example.

٠ Imagemap — A mapfile ٦URL. There will be an imagemap node that
* indicates the index into a per—archive iinagemap table
٠ for processing an imagemap.
٠
٠ Note that any document might be marked hidden· If so, the document is
٠ not accessible by a client browser directly. Instead, the document is
* used as a buiidiiig block· It can be ^oned, or EMWEB٠٠INCLTOEd٠
٠
٠ NOTE WELL: KEEP SIZEOF٠٠EWS٠D٠CXÍN٦٠HEA1>ER UP TO DATE إ !
*/：：

typedef struct EwsDoc٦wentKeader٠s

uint8 next٠٠ffSÊt[4]； /٠ Offset to next document or 0 if last ٠/
uint8 ura.٠٠ffset[4]; /٠ Offset to TOL string /ا٠
uinte docmenLtype； /* type of document ٠/

٠

井
赛

/٠ Xf you add a document type, update ../compiler/readarchive.c */ 
OxOF /٠ type field /٠
 ه
1 
2
4
5 
8 
9

define EW_ARCHIVE٠DOC٠TYPE٠HASK 
define ewjchiveZdoÍtypeZlink 
define ew،jAKCHIVeZdoc٠type}ime 
/٠ EW^^CHIVE٠DOC٢TYPE：TEXT 
define EWjCHIVE٠DOC٠TYPE_FORM 
define EW)CHIVE٠DOC：TYPE٠INDEX 
define EWjCHX^٠C：ÏÏPE_CGI 
define EW٠ARCHIVE：D٥C٠TyPE：IMAGEMAP 
define EW٠٨HCHIVE،DOC٦rYPE٠FILE 
define EW_ÄÄCHIVE==D٥C=FLAG==STAT:tC 
define ev٧u٦chive٠docZflagZforw 
define EWjCHIVE：DOC٠FUG_HIDDEN

/* redirection URL /٠ 
٠/ generic nime data type ٠ 

٠ [obsolete] */
/٠ Form action URL /٠ 

٠/ index URL /٠
٠/ CGI٠BIN interface /٠ 
٠/ Imagemap interface */

10 /٠ local fiiesystem ٠/
0x20 /* treat as static document
0x40 /* contains form node "
0x80 /٠ hidden (internal use) ٠/

uint8 CQTüOjethQá； /٠ compression method ٠/
共 define EVRCHIVE٠COMPRESSION١NONE 0
¿ define evOu<chxveZcompressi٥n٠emweb 1
define EWjCKXVE٠COMPRESSION٠DEFAULT EWJCHIVZ_COMPRESSION٠EMWEB ة

Uint8 node_c٠unt[2]; /٠ nter Of document nodes */
uint8 n٥de٠offset[43; /٠ offset to array of document nodes ٠/
uint8 nïinie٠٠ffset[4]； /٠ offset to mime content type string 이
uintB realioffset [4] ;/٠ offset to authentication realm string ٠/
uint8 ٥ri؟Llength[4]; /٠ length of original ؛uncompressed) data ٠/
uint8 data_Iength(4]; /٠ length of compressed data ٠/
uint8 d٥ta٠٥ffset[4]； /٠ offset to compressed data ٠/
uint8 hdr٠n٠de٠count; ¡٠ n٦۴er of document header nodes ٠/
uint8 صد٢هلر9;ة /٠  header specific flags ٠/

#
 #
 Μη

define EW」^CHI١re_٠٠C٠HD٧：OOKIE—FLG OxOl 
define Е١1АКСНГ٧Е_٠٥С٠：Н٠К：САСНЕрГЬС 0χ٥2 
define emlakchive：docZhdiCvaky٠flg 。хОЗ 

uint8 reser٧eà[2];

i
f
f
 

·
.د
tد·د

t
t

ح
ه
ج
 

ء
.ء«

'
'

COOKIE hdr present */ 
CACHE hdr present ٠/ 
VARY hdr present ٠/
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]EwsDOdentHeader, ٠ EwsDocrunentKeaderP；

«define SI2EOF٠EWS٠D٥CUMENT_HEADER 40 /٠ never use sizeof /٠

·/
٠ ewsDociientNode٠
* The dOcuroent header points to an array of zero or more docient nodes
٠ followed by header nodes.
* The n٠de٠c٠unt Held of the document header indicates the nÉer of nodes
٠ present. Each node represents a special run-tine action to be taken by the
* EmWeb/Server when processing requests for the document. When processing
٠ reaches the specified point in ¿he uncompressed data, the specified action
٠ is taken.

* Header node contains information needed to create HTTP reply header(s》·
٠ The hdr٠count field of the document header indicates the 6 شغ٢  Of hdr٠nodes
٠ present： Each node represents a specia.! run-time action to be taken by the
٠ EmWeb/Server when processing requests for the docient. Header nodes are processed
٠ first as the headers are built into the reply befor data part Of the docient
٠ is processed.
* Header nodes are sorted in the archive by type· Compiler sorts and includes
* in the archive Only headers of the types for which the flag is set in hdr—flags
٠ field in the Docment Header.
٠
٠ The document header node is) immediately follow the ewsDoc^entNodes for a
٠ given document.
٠ For a cache control header, the first offset in the node will be used to
* point to the ETAG for this (static) document· ETAGS are used for
* cache-control in HTTP 1.1. (Note that an ETAG will not be used for a
٠ dynamic document》・
٠ The type field will indicate what type Of header node it is - cache or
٠ state cookie, etc.
* The other fields are resened٠

٠ Note that in the future, we may use the last 32 bits in this header
٠ to be an instance c pointer for the cache control header.

٠ NOTE WELL: KEEP SX2E0F_٠EWS٠D٥CUMEÎ١rr٠K٥DE UP TO DATE! 1 ؛
니 - :

typedef struct EwsDocmentN٥de٠s 
{

uint8 data٠offset[4]; /* location of node in uncompressed data
stream (relative to start of uncompressed 
docient data) .
for COOKIE header it is an index to C٠٠k؛eTabl€

uintB type; /٠ type of node ٠/
/٠ Xf you add a node type, update ٠./compiler/readarchive.c ٠/
define EIDOCUMENOODEJPELSTRING 
define EW٠٠OCt٢MENT)٥DB：ÏÏPE٠INdE 
define E¿DOC٦JMENTrN٥DVYPE٠FORM 
define EW٠D0CUMENT_ja0DE٠_ÏÏPE٠CGI 
define EW_٠pOCUMENyODE：٠rYPE_IMAGEMAP 
define eÔ0C!NT٢N٠DE：TYPE٠CÛ0KIE 
define EW٠D٥CUMENT٠NODE_TyPE٠CACHE 
define ^OCmENT٠NODE٠TYPE٠VARY

/٠ <EMWEB٠STRING> ٠/ 1
/٠ <EMWEB٠INCLUDE> ٠/ 2
3 /٠ <F0RM> operatic؟ ٠/

/٠ 4 " CGI operation
/٠ 5 " Image Map 

/٠ <EMWEB_C٥٥KIE> ٠/ 6
*/ CACHE ٠/ 7

*/content negotiation ج /٠
uint6 attributes; /٠ node attributes ٠/

٠ /٠ If you add a node attribute, update :·/conjpiler/readarchive.c ٠/ 
define EVUDOCUMENT٠NODE٠REPEAT OxOl /٠ repeat until NULL for

EMWEB٠STRING and 
EMWEB٠INCLUDE nodes ٠/
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并 define BWLDOCUMENTmECOTE 0χ02 /٠ SECURE fiag for cookie */

uinte reserved[2]; /٠ reserved for future use ٠/

uintB index[،]; /٠ index assigned to node· This may be
hierarchical. (e.g. the FORM index 
contains a forro пглпЬег and element 
number, the STRING index contains 
a conversion type (most significant 
8 bits) and a etring пйег (least 
significant 24 bits.؛
 he COOKIE index contains string nÉer؟
for co٠kie٠ß value generating C:c٠de.
This index is applied to the switch contained 
in emweb٠stdng () function ٠/

} EwsDocwentNode, ٠ EwsDocientNodeP；

*define SIZEOF__EWS٠٠D٥C٦JMENTj٥DE 12 /٠ never use sizeof ٠/
^define NEXT٠D٥CNODE( X ) Í (EwsDocientNodeP) ( ( <uint8 *)(X)) \

+ SIZEOF_EWS٠DOCIJMENT٠NODE))
*endif /* ٠EW٠DB٠H ٠/
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. ٠ _٠/* $xâ： €١lf٠nn٠h,v 1.23 1597/06/28 11:53:5◦ ian Exp $٠
* Product: EmVieb
٠ Release؛ ,Name: $٠
* %CopyRight%٠
٠ EmWeb Form definitions between server and generated code· These are
* also used in typed EMWEB٠STRlNGs, etc.

«ifndef ٠EW٠٠F0HH
*define ٠EW：FOr£h 

^include "ew_types.h٠٠ 
*include "ewLConrnon.h1' 
¿include "ews،.def٠h٠٠

٠ Application Forro Serve Function
٠ Fills in form template with default values. (We comment out the protocype
٠ to avoid compiler warnings —— the actual application functions define
٠ a specific form structure instead of void*)·٠
* context - request context
٠ form — pointer to form-specific structure٠
٠ No return value
t

#ifndef __c؟lusplus
typedef void EwaFormServe٠f ( ) ;
*else /٠ _cplusplus ٠/
typedef void EwaFormServe٠f ( EwsContext context* void ٠ form );
*endif /٠ _cplusplus ٠/

٠ Application Forro Submit Function
٠ Processes submitted form. (We comment out the prototype
٠ to avoid compiler warnings — the actual application ؛unctions define
٠ a specific form structure instead of v٠id·(٠
٠

٠. context — request context
٠ form ٠ pointer to fo3nn٠specific structure♦
٠ Returns NULL for default response tO server (accepted》,or redirection URL.
٠/ ::

#i£nde£ _cplusplus
typedef char ・ EwaForaSubmit_f {);
٠eXse /٠ cpluspXus ٠/
typedef char ٠ EwaForTTiSiibmilf ( EwsContext context, void ٠ form )；
*endif /٠ CPlusolus ٠/

٠ Forro Field Types
* Bach field element has a type associatedwith it. Each type has conversion
٠ routines to handle conversions between HTML· and internal representations ٠
٠ NOTE؛ if you modify this enum list* you MUST update the FieidMap in
٠ file ewc٠c٠de٠c!i
٠í

typedef епш EwFielâType٠e 
{

ewField٦TypeDecimalOverride ٠/ 0 آ unsigned decimal integer ٠/ 
,ewFieldTypeRadio /٠ radio button — serve setup and submit /٠
٠ewFierd٠rypeRadi٠Field /٠ radio fields — used in serving forro ٠/
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 ؛ewFieldT^¿eSe)ectFi，l؟
ewFieldTypeSelectWulti,

:ewFieldTypeCheckbox 
eJLdTypeText؛;ewF

,ewFieldrrypeDecxmaXUint 
,ewFieldT^eDecimallnt 

:ewField٠TypeHexXnt
,ewField٠rypeHexString 

,ewField٠TypeD٠ttedIP
;ewFieldTypelEEIC 

• ewFieldiypeFDDXMAC
,ewFieldTypeStdMAC 

•ewFieldTypeDecnetlv
:ewrZeldTypeFile 

:ewFieldTypeTextOverride 
,ewFieldTieObj ectID

;ewFieldTypeMAX 
;】EwFieldType
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/٠ select епш ■ serve setup and submit ٠/
/* select em fields - used in serving form */ 
t multiple select ٠/
卜 checkbox /٠

٠ ؛ /ext field ٠/
/* image field */
/٠ unsigned integer /٠
٠/ signed integer /٠
٠/ hexadecimal integer /٠
٠/ hexadecimal string /٠
٠¡ dotted IP address /٠
٠/ IEEE MAC /٠
٠/ FDDI MAC /٠
٠/ Standard MAC /٠
٠/ Decnet IV Address /٠
٠/ input type file handle /٠
٠/ serve file палге field */
/٠ object identifier /٠
٠/ MUST BE LAST ٠/

٠ Form Field Representation
* The compiler generates the Allowing structure for each element in the 

٠ ؛ οηπ. In generalt a FORM document node is placed in the archive at the
* offset iiediately following a VALUE= in TEXT, TEXTAREA، HIDDEN؛ or PASSWORD
* field. The field component of the form node index refers to a field
٠ structure as defined below. The' field type would be ewFieldTypeText, Or
٠ one Of the derivative extended types such as ewFieXdToDottedlP, If a
٠ VALUE was specified in the source HTML, the compiler translates it into
٠ the appropriate internal representation and creates the default٠value of
٠ the field؛ (For ewFieldTypeText, this is simply a pointer to the null
٠ terminated string. For other fields* this is a pointer to a value whose
٠ length is determined by the type in ewFieldTable). The NAME« part Of
٠ the field is saved, and the ottset into the corr٠piler٠generated form for
* the value and status portions Of the field is scored in value—Offset and
٠ status٠offset٠٠

.Checkboxes &nâ multiple selections are fairly straight forward *
The type ewFieldCheckbox or ewFieldSelectMulti is used, and the ٠ 

or "SELECTED" may appear. If a ،ا CHECKED لا node ¿¿pears where the word ٠ 
is present, it is saved in the selvalue field· Otherwise, these ،؛VALUE ٠

,types are identical to the extended text types above ٠ 
٠

single ج Radio buttons and single،select boxes are more complex· with * 
ay be multiple VALUE» where only one applies to the actual؟ there ٠=KAME ٠ 

,field· :with N radio button¿ or single select options ذه؛ value of the ٠
One structure is used to ٠ the compiler generates N+1 field ' structures ٠ 

writ، the value in the internal generated form. This would have ض *. read 
type ewFieldTypeRadio or ewrieldTypeSelect, contain the default value, ٠

* offsets into the forro structure, and the lieid name، Xn addition,an array of 
Integers containing all values corresponding to the generated emerator is ٠ 

epresent each radio؟ The other N fiel¿ structures would 6ع٦اتت1ة6.ة saved in ٠ 
* button or select option and have the type ewFieldTypeRadioField or

・ ewFieldTypeSelectrield. These are referenced by form nodes in the docment 
»archive at the location corresponding to where a "CHECKED.， or "SELECTED ٠

,inserted· They wouid not have a name field* Instead ؟keyword would b ٠ 
the enum—value field would be set to the VALUE= enumeration corresponding ٠

·to the specific field ٠
·-- ٠/٠

typedef struct EwFdField_s 
{

EwFieldType field_type； /٠ type 。f field 叫
const void *default_٧alue; /٠ pointer to default value ٠/
uintf value_٠٠f٤set； /٠ offset to vaiue in form struct */
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uintf status٠offset；
cons t char *пале ;
const int *enmlist；
int enuálue;
const char ٠لجه；٧تحلالع

]EwFormField, * EwFormFieldP；

/٠ offset to status in form struc: /٠ 
٠/ name of field from NAME='/ ٠； ٠  
٠/ list of field values by em *,
/٠ SELECT/RADIO value of field /٠ 
٠/ SELECT multiple value field ٠/

٠ Form Representation
* The following structure represents an HTML FORM* This points to the
٠ application-provided serve and submit functions, indicates the size
٠ of the compiler-generated form structure, and points to a table of
٠ field structures as defined above·

typedef struct EwFormEntrz.
{

EwaFormServe٠٠f
£waF٠nnS٦^mit٠f
uintf
uintf
const EwFonnField

*serve،؛； 
*submit—f; 
fonisize；

٤ةغ1ه_٠0جعلا；
*íieíàjist；

/٠ application serve function /٠ 
٠/ application submit function /٠ 
٠/ sxieoi form structure /٠ 
٠/ niunber of fields in forro /٠

٠/ list of fields ٠/
} EwFormEntry, ٠ EwFormEntryP;

٠ Document Node Conversion Macros
* These macros convert between the د2٠عته  node index and a fora and element 
*index.

*define EW٠FORMELEMENT٠START
*define EW٠FORM_ELEMENT،END
**define EW：FOR¿NODE٠INDEX٠.TOJORM٠INDEX (i)
*define ewjoriÍnodeZindexZtoZelemeiindex(ن) 
*define EW٠F0RM٠_ELEMENT,٠T ٠)٠ DE_INDEXÍf, e)

to)
(Oxffff)
({i) » 16)
(⑴ & Oxffff) 
(((f)« 16) 1(e))

٠ Fom conversion functions·
٠ The ·，To，' function converts to HTML ASCII format from the internal 
・ representation and writes it directly to the output data stream.
* The «From« function converts from HTML ASCII contained in a parsed netvzork
٠ buffer EwsString and converts it to the internal representation.
٠/ 7 ٠

typedef void EwFieldTypeTo٠f
( EwsContext context, const EwFoaEield *field )；

typedef void EwFieldTypeFroif -' -
(EwsContext context, const EwFormField *field, EwsStringP stringp )；

typedef void EwF¿eldTypeFree٠f ( void *p )i

*ifdef EW٠٠CONFXG٠OPTIOIFIELDÏÏPE٠RADIO
extern EwFieldTypeTo_f ewF¿eldToRad١oField;
«endif /٠ EW٠CONFIG٠OPTX٥N٠FIEX٠DTYPE_،RADI/ ٥ ٠
٠ifdefined(EW،C٥mG٠OPTI٠lFXELD٠rYPE٠RADIO)\

I I defined (EW٠CONFIG٠OPTXON٠FIEbDTYPE٠SELECT_SINGLE)
extern EwFieldTypeFr،f ewFieldFromRadio；
*endif /* EW٠CONFIG٠OPTXON_FIELDTyPE_RADXO 1 SELECtSINGLE */

*ifdef EVLCONFIG ٠_٥ PTX٥N_FXELDTyPE٠SELECT٠SXNGLE
extern EwFieldTypeTo٠f ewFieldToSelectFieXd；
.endif /* EW٠٠COIîFXG٠OPTIOVIELDÏÏPE٠SELECtSINGLE */

٠ifdefEW_CONFIG٠OPTION٠FIELDTyPE٠SELECT|LTIPLE
extern EwFieldTypeTo٠f : ewFieldToSelectMulti；
extern EwFieldTypeFroif ewFieldFromSelectMulti;
.endif /٠ EW٠CONFIG_OPTIOVXEb٥TYPE٠SELECT٠MULTIPLE ٠/
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ifdef EWLCONFIG٠٠PTION٠FIEL٠TYPE_CKECKBOX#
■extern Eîw^ieldTy^ôTçf : e^eldToCheckbox；

；extern EwFieldTypeFroif ewFielâFromChectoox
/٠ EW٠CONFXG٠٠OPTX٠N；IEL٠TypE٠CHECKBOX ٠ /٠endif

C٥NFIG٠OPTIOÜIELDTYPE٠CHECKBOX ifdef EW٠# 

extern EwFieldTypeTcLf : ewFieldToText； 
extern EwField^eFroif ewFieldFroniText; 

ewFieldFreeText; ؛：extern EwFieldTypeFree
'٠ EVLCONFXG٠٠PTI٠IFIELDTYPE٠٠CHECKBOX ٠/ f4؛،end 

ewFieldToDecimalUint; ،؛extern EwFieldTypeTo

XEbDTYPE¿MAGE¥#ifdef EW CONFXG٠OPTI٠ 
;extern E١vFieldTypeFron١bJ ewFieldFromlmage

/٠ XMAGE|٠en^f /* EW٠C٠NFIG٠OPTION_FIELD٠rYPE٠

if defined {ΕΙΟΟΙΙΟι,ΟΡΤΙΟΙΓΙΕ^ΊΎΡίϋΕΟΙΜΑΐυΐΝΤ) \*
Il defined{EW٠٠CONFIG：OPTION：FIELDTyPE_DECIMAL٠INT) \

TIOlÍFIELD٠rYPE：IMAGE)؟¡I defined (EvCcOOT٠lG٠O 
;extern EwFieXdTPypeFroif ewFieldfromDecimal

OPTI٠N٠FIELD٠rYPE_DECIMALUXNT I INT 1 I>UGE 叫.٠enâif '* EW_CONFIG٠

INT.٥ECIMAL٠٠_٠PTION٠FIELDTyPE،#ifdefEW٠CONFIG 
extern EwFieldTypeTo„f

#endif /* EW٠CONFIG٠٠PTIOUIELDTyPE٠٠DECIMAL٠INT /*

ttifdef EWLC٥NFIG_OPTI٠N٠FIELDTYPE٠HEX__INT 
extern EwFieldTypeTo٠f ewFieldToHexInt; 

extern EwFieldTypeFroiif ewFieldFromHexIntí
/٠ ٠endif /* EW٠C٥NFIG٠OPTI٠N_FIELDTYPE٠HEX٠IN٦r

٠ifdefEW٠CONFIG٠OPTION__FIELDTYPE٠HEX_STRING 
ewFieldToHexString； ٦ f_extern EwFieldTypeT٥

extern EwFieldTypeFrSm—f ewF^eldFromHexString； 
eldTypeFree_f ewFjLeldFreeHexString；؛extern EwF

EW٠C٥NFIG٠٠٥PTI٥LFIELDTyPE٠HEX_STRING /* ٠/ ttendif 

#ifdefEW،،_CONFIG٠.٠PTI٠N٠FIELDTYPE٠DOTTEpXP 
e:FieldT٥D٠ttedlP: ،؛extern EwFieldTypeTo

extern EwFieldTypeFroif ewFieldFromDottedlP；
/٠ EbLCONriG٠OPTION_FIELDTYPE__DOTTEDIP ٠/ ttendif 

٠ifdefEW،.C٥NFIG٠OPTI٥lFIELDTyPE٠DECNET٠IV 
e^eldToDecnetlv； ،؛extern EwFieldTypeTo

extern EwFieldTypeFroif ewFieldFroinDecnetIV；
1 ttendif /* ^،^^^،OPTIOIFXELDTOPELDECNEUV 

OPTXOlFIEL٠TYPE،XEEE_MAC)\.Îlifdefined{ElCONFIG٠ 
))defined {ElCONFIG٠OPTIOlFIEL٠٠rYPE٠roDI)AC} \

TION٠FIELDTyPE：STD٠ilAC)!I I defined (BW٠CONFIG٠٠ 
extern EwFieldTypeFrõJif ewFieldFromMAC;

/٥ ٠PTX٠VXEI٠٠TyPE٠XESE|F٥DX|STyAC_ElCONFIG٠ ٠/ Hendif 

#if defined أة(٠ه110٠0ا؟?10أ?1ط£٠٠1لا1ة>٠1،№ا£ة0 \
Il definedCEVICONFXG OPTION：FIELDTYPE：STDÍO 

extexil EwFieldTypeTo٠f ewFieldToIEEEMAC;
/٠ ElCOIÎFIG٠٠PTIOlFIELDTyPE٠٠IEEE|STrHC ٠/ *endif 

Sifdef |CONFXG٠٠PTI٠N٠FXELDTYPE٠rDDX٠MAC
;extern EwFieldTypeTo—f ewFieldToFODXMAC

٠endif '* EW_CONFIG٠OPTION٠FIELDTYPE٠FDDI٠HAC t

٠ifâef EW^_CONFIG٠OPTION FIELD٠rYPE_STmC 
；extern E١JieldTypeFroif ewF:ieldPr٠mStdMAC
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٠endif /٠ EW٠C0NFXG٠،0PTI0N٠FIELD٠ryPE_ST٥_|C ٠/ 
ttifdef EW٠CONFXG٠٠٠!TIOI؛FXELDnPE_FXLE 
extern ل?يحة6ججدل٢：0ن  ewFieldFroniFile；
extern ^íFieldTyperre¿f ewFieldFreeFile;
*endif ,٠ EW٠CONKIG٠OPTION٠FXELDTYPE٠FXLE "

«ifdef EtC٠NFXG٠٠PTI٥lFIEI٠DTYPE٠OID
extern EwFieldTypeTo٠٠f = ewFieldToObjectXD；
extern EwFieldTypeFroif ewFieldFromObjectID;
extern EwF^eldTypeFree٠f ewFieldFreeOb٠ectID；
«endif ,٠ EW٠CONFXG٠OPTXOIFIELDTYPE_OID ٠/
typedef struct EwFormFieldTable٠٠s

：٠}

uintf ٤ie：ld٠si2e；
EwField٠rypeTo٠f ٠t٥٠f；
EwFieldTypeFroif *fronuf ;
EwFieldTypeFree٠f *free：؛ ;

} EwFOOTFieldTable；

«ifdef EW٠DEFXNE；IELD٠TYPE_TABLE
const EwFormFieldTable ewFormFieldTable[]:

 ج Bize ٠أ غلم؛١ةا ٠/
/٠ convert to HTML ٠/
" convert from HTML ٠/

/٠ free dynamic pointer ٠/

{ sizeofÎuint32) ewFieidTODecimalUint ٠ NULL， MULL ]

ifdef EW٠CONFIG٠OPTION٠FIELDTYPE٠RADIO
،{ sizeof(int). NULL， ewFieldFromKadio, NULL ]
：{0/ ewFieldToRadioField, NULL, NULL ل
else /٠ EW٠CONFXG٠٠OPTI٠N٠FXELDTYPE.٠RADIO ٠/
/｛。， NULL, NULL， NULL ]
,{0, NULL： NULL： ■L }
endif /٠ EW٠٠CONFIG_OPTION_FXELDTyPE٠RA٥IO */

#
4

٠

井

*

«٠٠
*

«

*

#

*٠

ifdefEW٠CONFIG٠OPTIOUXELr>ÏÏPE٠SELECT٠SXNGLE
：{ si2eof(int)٠ NULL, ewFieldFromRadio, NULL ]
٠ أ 0 , ewF؛eldToSelectField, NULL, NULL ]
else /٠ EW٠CONFIG٠.٠PTION_FIELr)nPE٠SELECT٠SXNGLE ٠/
,{0* NULL, NULL, NULL)
,{0٠ NULL, NULL, NULL)
endif /٠ EW٠C٥NFIG٠OPTION_FIELDTYPE٠SELECT٠SXNGLE t

ifdef EVtCONFIG٠OPTION٠FIELDTYPE٠SELECTjULTIPLE
٠( sizeof(boolean), ewFieldTOSelectWuiii, ewFieldFromSelectMulti٠NUX٠L } 
else ,٠ EWLCONFIG٠OPTXOlFIELDÏÏPE٠SEbECT٠_MULTXPIjE "
،{ 0, NULL, : NULL， NULL }
endif ,٠ EW٠CONFIG٠OPTXOVXELDTYP£LSELECTjmPLE ٠'
ifdef EW_COOTIG٠OPTXON٠FXEL٠T؛fPE_CKECKBOX
,(sizeof(boolean)； ewFieldToCheckbox, ewFieldFromCheckbox, NULL ) 
else /٠ SICONFIG٠OPTIOIF：ELDÏÏPE٠CHECKBOX /٠
ل NULL, NULL, NULL ，,{ة
endif /* HCOÎOFXG^OPTIOIFXELDÏÏPEJECKBOX t

ifdef EW٠CONFXG٠OPTXOLFIEL٠٠ryPE٠٠iTm .
·I sizeof(char ٠), ewFieldToText# ewFieldFromText,ewFieldFreeText }
else /* EW_CONFXG٠OPTION٠٠FXELDTYPE٠TEXT *'*[ة， NULL， __ ___ مكا NULL)
endif /٠ EW٠CONFIG٠OPTIOlFIEbDïïPE٠TEXT 니 

ifdef ElCONFIG٠OPTION٠FIELDTyPE٠IMAGE
,{ sizeof (uint32) ٠ NULL， 7 ewFieldFromDecinial, NULL j
else /* EW٠CONFIG٠OPTIOVIELDÏÏPE٠lMAGE ٠/
,{0, NULL, NULL, NULL }
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/٠ EIC٥NFIG٠OPTION٠FIELDTYPE_XMAGE ٠/ endif *

ÍFXG٠OPTXOIFIELDTYPE¿ECIMAL٠UXNT٩؟CO ifdef # 
sizeof (uint32) , ^FieldToDe^imalUinl, ewFieldFromDecimal, NULL ) )٠

rYPE٠DECXMALjINT "٠؟COigriG٠iOPTI٥N٠FIEL٠_EW ٠/ # else 
JO, NULL, NULL； NULL】

/٠ EW٠CONFIG٠OPTION٠FIELD،ryPE_DECXMAL٠UINT ٠/ * endif

OPTXON_FXELD٠ryPE٠DECIMAUNT_ifdef EW_ CONFIG٢ #
；{ sizeof(uint32), ^FieldToDecimallnt, ewFieldFromDecimal, NULL)

EW٠CONFIG٠٥PTIOUXELDTyPE٠DECXMAL٠XNT /. ؟ /٠并 els 
{,0, null، null، null}

/٠ EW٠٠CONFIG٠OPTX٠N٠FIELDÏÏPE٠J)ECIMAL٠XNT ٠/ * endif 

FIELDTYPE_HEX٠XNT_ifdef EW_C٥NFIG٠OPTXON٠ ٠
ewFieldToHexInt, ewFieldEromHexXnt، NULL } ر({, sizeof(uint32

*/ EW٠CONFIG٠٠OPTIONJIELD٠rYPE٠HEX٠INT ٠/ 装 else
〇| NULL, NULL, NULL)}٠

/٠ EW٠CONFIG٠OPTION_.FXELDnPE٠HEX_INT ٠/ 井 endif

ifdef lCONFIG٠٠PTI٥lFIELDTYPE٠HEX._STRING » 
ewFieldFrornHexString^ гingع٠dTûHexSحeغdHexString)7ewFلeت{' sizeof(EwsF٠nnF

ewFieldFreeHexString }
/٠ EW٠CONFIG٠٠٠PTION٠FIELD١rfPE٠HEX٠STRING ٠/ 井 else 

【NULL, NULL, NULL û٠/}
/٠ EW٠CONFIG٠٠PTIOVXELDTyPE٠HEX٠STRING ٠/ endif ٠

ifdef EW CONFIG٠OPTION٠FIELDTyPE_DOTTEDIP #
{ (,sizeof(uint32)^ ewFieldToDottedIP, ewFieldFromDottedlP, NULL

/٠ DOTTEDIP.EW٠CONFIG٠٠PTI٥N٠FIELDTyPE٠ ٠/ else ٠ 
0، NULL, hlULL, NULL )】٠

/٠ ٠D٥TTEDIP،ElCONFIG٠OPTIOUIELDTyPE ٠/ * endif 

C٥NFlG٠٠PTIOlFIELDTyPE„IEEE_HAC.ifdef EW٠ #
{/ 6, “FieidToIEEEWAC， ewFieldFromMAC, NULL }

/٠ EW٠CONFIG٠OPTIOlFIELD٠rYPE٠IEEE٠MAC ٠/ # else
0, NULL/ NULL، NULL],)

EW٠C٠NFIG_OPTION٠FIELDTYPE..IEEE٠٠MAC " ٠/ 餐 endif

겄 ifdef EW٠C٥NFIG٠OPTI٠VX٤LDÏÏPE٢FDDX٠MAC 
Í 6، ewFieldToFDDIMAC； ewFieldFromMACi NULL ] ٠

/٠ FIELDTyPE٠FDDI_MAC_EW٠CONFIG٠OPTI٠N٠ ٢/ * else 
NULL/ NULL, NULL) 〇٠{٠

/٠ EW٠C٠NFIG٠OPTION_FIELDTYPE٠FDDI٠MAC ٠/ # endif 

井 ifdef EW٠C٥NFIG٠OPTIOUIELDÏÏPE٠STD|C
,{ 6, ewFielâToIEEEMAC, ewFieldFromStdMAC, NULL )٠PTXOVXELDTYPE٠STmC "،從 else ,* EW٠C٠NFIG
・{ 0, NUbLf NULL, NULL }

/٠ EVLCOfXG٠OPTION٠FIELDTyPE٠STD|C ٠/ 井 endif

J)ECNET٠IV_!٠؟PTIOK٠FXELDTy_ifdef ElCONFXG ٠ 
٠【sizeof(u؛nt!6), ewFieldToDecnetlv, ewFieldFroiOecnetlV, NULL ل

/٠ PE٠٠DECNEUV؟else /* EW_CONFIG٠OPTION٠FIELDI #
NULL ) 0, ططف٠, NULL】,

ElCONFIG٠OPTXOlFIELDTYPE٠DEdUV " ٠/ * endif

井 ifdef EICONFIG^OPTIOIFIELDÏÏPEJILE 
ewFieldFromFile^ewFieldFreeFile ] ؛LL!؟ ,(sizeof(EwaFileHandle )٠

Л sizeof char *), ewFieldToText·* ewFieldFromText,ewFieldFreeText }
* else " !EW٠COHG٠OPTXOK_FXELDTYPE٠FILE "

{,0, NULL, NULL, NULL)
0: NULL, NULL: NULL }

/٠ # endif /* EW٠CONFXG٠OPTION٠FXELDÏÏPE٠FILE
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* ifdef ElCONFIG٠OP?I٠UIELDTYPE٠iOXD

；｛ sizeof (EwsFonnField^jectlD), ewFieldToObjectXD, 
ewFieldFreeObjectID )

利 else /٠ EW٠٠CONFXG٠٠PTIONJXELDTyPE٠OID "
；｛ 0, NULL, WLL,

# endif /* EW٠CONFXG٠OPTXOlFIELD٠ryPE٠٥XD "

｝； ____
#else ,٠ EVLDEFINE٠٠FORMFIELD٠TYPE٠TABLE :/
extern const EwFormFieXdTable ewFormFieldTable[]; 
#endif /* EW٠٠٠EFINE٠FORlFIELD_iryPELTABLE "

«endif / ٠ ٠ EW٠٠F٠WIH ٠/

ewFieldFrom٠bject：：D/

NULIj j
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__ ٠،
• $Id: ew_imap.h,v 1.7 1997/05/21 21:55:48 ian Exp $٠
* Product: EmWeb
٠ Release: INeune： $٠
٠ %CopyRight%٠
٠ EmWeb image map definitions between server and generated code

ttifndef ٠EW٠IMAP٠H 
*define ٠.EW：IMAP：H 

^include Hew٠types.h،٠

EwImageMans

ul٠x； /٠ upper٠left يد coordinate /٠ 
;ذاب /٠  ?pper٠left Y coordinate ٠/ 

lr٠x; /٠ lower-right X coordinate /٠ 
 /٠ coordinate لا lovier-right ل4； /٠
*url; /٠ relative redirect؛on URL /٠ 
٠ EwlmageMapP；

typedef struct 
t

uint32 
uint32 
uint32 
Uint32 
const char

} EwIinageMap,

typedef struct EwXmageMapTable،٠s
{ ٦ : " ٢  ;

cons؟ EwlmageMap *gp٠٠table； /٠ table Of map entries ٠/ 
uintf Kiap；ent¿es； /* size of map٠tablfi ٠/
const char *default٠url； /٠ default URL； or NUL¿ if not specified ٠/

} EwXmageMapTable, * EwImageMapTableP;

/٠ ٠EW٠IMAP_H ٠/ f؛end#
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CLAIMS

What is claimed is:

1. A method for providing a graphical user interface having dynamic elements，comprising 

the steps of:

defining elements of the graphical user interface in at least one text document written in a 

mark-up language;

including at a location in the document a code tag containing a segment of application 

source code;

serving the text document to a client which interprets the mark-up language; and 

when the location is encountered，serving to the client a sequence of characters derived

from a result of executing a sequence of instructions represented by the segment of app lication 

source code.

2. The method of claim 1，further comprising the step of:

including in the document at least one more code tag containing a segment of application 

source code.

3. The method of claim 1 ١ wherein the step of defining further comprises the step of: 

providing a plurality of documents which collectively define the graphical user interface;

and

storing the text document and the plurality of documents as files in a directory tree.

4. The method of claim 3, further comprising the steps of:

compiling the directory tree and the files therein into an archive including content 

sources; and

decompiling a content source back into the text document before the step of serving.

5. A method for providing a graphical user interface having dynamic elements，comprising 

the steps of:

defining elements of the graphical user interface in at least one text document ▽written in a 

mark٠up language;
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including in the document a string identified by prototype tags;

serving the text document to a prototyping client which interprets the mark-up language 

but does not recognize and does not display the prototype tags, but does display the string; and

compiling the text document into a content source，omitting the prototype tags and the 

string identified thereby.

6· The method of claim 5, further comprising the step of:

including at a location in the document a code tag containing a segment of application

source code，wherein the prototyping client does not recognize and does not display the code tag; 

and

the step of further comprising including the segment of application source code in the 

content source.

7. The method of claim 6, further comprising the steps of: 

decompiling the content source into a replica of the text document; 

serving the replica to a user client; and

when the location is encountered in the replica，serving to the user client a character 

stream derived from a result generated by executing the segment of application source code.

8. The method of claim 7, further comprising the steps of:

including in the document at least one more code tag containing a segment of application 

source code؛ and

including in the document at least one more string identified by code tags.

9. A method for providing a graphical user interface having dynamic elements, comprising 

the steps of:

defining elements of the graphical user interface in at least one text document written in a 

mark-up language;

including at a location in the document a code tag containing a segment of application 

source code؛

including in the document a string identified by prototype tags; 

compiling the text document into a content source;
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decompiling the content source into a replica of the text document;

serving the replica of the text document to a client which interprets the mark-up language:

and

when the location is encountered in the replica，serving to the client a character ·stream 

generated by executing the segment of application source code·

10. The method of claim 9, further comprising the steps of:

including in the document at least one more code tag containing a segment of application

source code; and

including in the document at least one more string identified by code tags.

11. A software product recorded on a medium, the software product comprising a mark-up 

language compiler which can compile a mark-up language document into a data structure in a 

native application programming language，the compiler recognizing one or more code tags which 

designate included text as a segment of application source code to be saved in a file for 

compilation by a compiler of the native application programming language.

12. A method for providing a graphical user interface having displayed forms for ertry of 

data，comprising the steps of:

defining elements of the graphical user interface in at least one text document written in a 

mark-up language:

naming in the document a data item requested of a user and used by an application 

written in a native application programming language; and

compiling the text document into a content source including a data structure deiinition in 

the native application programming language for the named data item·

13. The method of claim 12, wherein the text document is viewed using a prototype client 

during development and is viewed using a user client during use, further comprising ًةغا steps of:

naming the data item within a tag understood in the mark-up language for viewing by 

both the prototype client and the user client; and
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including in the content source a definition of a function to provide a default value for the 

data item when the content source is served and a definition of a function to perform an 

application specific operation when the data item is returned by the user client.

14. In a computer-based apparatus for developing a graphical user interface for an application， 

the apparatus including an editor which can manipulate a document written in a mark-叩 

language and a viewer which can display a document written in the mark-up language, the 

apparatus further comprising:

a mark-up language compiler which recognizes a code tag containing a source code 

fragment in a native application source code language, the code tag not otherwise part of the 

mark-up language，the compiler producing as an output a representation in the native application 

source code language of the document，including a copy of the source code fragment·

15. The apparatus of claim 14, wherein the mark-叩 language compiler further recognizes 

begin and end prototype tags not otherwise part of the mark-up language，the output 

representation omitting the begin and end prototype tags and all content appearing therebetween 

in the document.

16. A method for developing and prototyping graphic user interfaces for an application 

comprising the steps of:

accessing an HTML file,

encapsulating portions of said HTML and entering source code therein， 

producing a source module from said HTML with encapsulated portions， 

producing source code for a server，and

cross compiling and linking said application，said source code module and said server 

thereby producing executable object code.

17. The method of claim 16, further comprising the steps of: 

running said object code，

executing said compiled encapsulated code when requested by a viewer，wherein said 

encapsulated code is associated with said application.
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18. The method of claim 17, further comprising the steps of:

converting data returned by execution of said compiled encapsulated code into a form 

dispiayable by said viewer.

19. The method of claim 18, wherein the data returned by executing said compiled 

encapsulated code changes over time as a result of changes within the application.

20. A data structure fixed in a computer readable medium，the data structure for use in a 

computer system including a client and a server in communication with each other, the data 

structure comprising:

cross-compiled，stored and linked，HTML files with encapsulated portions containing 

executable code associated with said application, server code, and application code, wherein said 

executable code is run when the HTML file is served thereby providing real time dynamic data 

associated with said application.
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NetFax State: <bxEMWEB_STRING c=： 
static const char *StateName[]
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>

ة3
3'

return StateName [ GlobalFaxState ];
309

人
311

٨

<EMWEB_PR0T0>SendÍng</EMWEB_PR0T0>
<Zb>

Y 3
1-19.

>307
>301

ر

ω
№

١
ν٠
9
8
/
0
6
0
3
3

P
C
T
/
U
S
9
7
/
1
3
8
1
7



مب

١
ν٠
9
8
/
0
6
0
3
3

SUBSTITUTE

 SH
EET

 s
c
r
m
 2
6
)

Number of pages sent؛ <b>٢4Oi

<EMWEB_STRING EMWEB_TYPE=DECIMAL_INT c= 
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if ( FeatureTable[ feature ].installed )

return FeatureTable[ feature ].url；
٧else_______________________ ,- —- و 805 ى

return ٠٠ /*no content, but continue iteration *
}

else
return NULL; /* no content and stop iteration *,
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<F0RM METHOD=POST EMWEB NAME=System>
Fax Server Naroe ؛
<INPUT HEzsysNl TYPE TEXT〉

لأث٣ح 903
Fax Log should contain 
SELECT NAME =L٠gging>

OPTION VÄJjüE=in_٠nly SELECTED Incoming Only 
OPTION VALUE=٠ut_٠nly:>Outg٠ing Only 
OPTION VALUE=in_out>Incoming and Outgoing 
OPTION VALUE٠no_log>Logging Disabled 

</SELECT>
</FOI

produces the forms: and generates the structure:

Fax Server Name:
Fax Log should contain:

typedef struct EwaForm System s
Í - ١V/913厂 Struct 907ك

、{ ثم 919 909
915< char* sysName; رفيع ١

EwaFormEnum_ew_archive Logging;L } value;
▼ struct // 907Incoming Only م

أ تم
;inte sysNaine ي917

Ínt8 Logging; 90٥ 
，status { أ
} EwaForm_System, *EwaForm_SystemP;
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