
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2014/107443 Al
10 July 20 14 ( 10.07.20 14) W P O P C T

(51) International Patent Classification: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
G06F 21/33 (2013.01) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(21) International Application Number: OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

PCT/US2013/078397 SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,

(22) International Filing Date: TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,

3 1 December 2013 (3 1.12.2013) ZW.

(25) Filing Language: English (84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,

(26) Publication Language: English GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,

(30) Priority Data: UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

13/732,526 2 January 20 13 (02.01 .2013) US TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

(71) Applicant: MICROSOFT CORPORATION [US/US]; MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
One Microsoft Way, Redmond, WA 98052-6399 (US). TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

KM, ML, MR, NE, SN, TD, TG).(72) Inventors: MENDELOVICH, Meir; c/o Microsoft Cor
poration, LCA - International Patents, One Microsoft Way, Declarations under Rule 4.17 :
Redmond, Washington 98052-6399 (US). MATCHORO,

— as to applicant's entitlement to apply for and be granted a
Ron; c/o Microsoft Corporation, LCA - International Pat

patent (Rule 4.1 7(H))
ents, One Microsoft Way, Redmond, Washington 98052-
6399 (US). — as to the applicant's entitlement to claim the priority of the

earlier application (Rule 4.1 7(in))
(81) Designated States (unless otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM, Published:
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, — with international search report (Art. 21(3))
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

(54) Title: RESOURCE PROTECTION ON UN-TRUSTED DEVICES

o Figure 1

(57) Abstract: Authenticating a user to a first service to allow the user to access a resource provided by the first service. The re
source is a protected resource requiring a general purpose credential (e.g. a user name and/or password) to access the resource. The

o method includes receiving at a second service, from the device, an ad-hoc credential. The ad-hoc credential is a credential that is par -
ticular to the device. The ad-hoc credential can be used to authenticate both the user and the device, but cannot be directly used to as
authentication at the first service for the user to access the resource. The method further includes, at the second service, substituting
the general purpose credential for the ad-hoc credential and forwarding the general purpose credential to the first service. As such
the first service can provide the resource to the user at the device.



RESOURCE PROTECTION ON UN-TRUSTED DEVICES

BACKGROUND

[0001] Computers and computing systems have affected nearly every aspect of modern

living. Computers are generally involved in work, recreation, healthcare, transportation,

entertainment, household management, etc.

[0002] Further, computing system functionality can be enhanced by a computing systems

ability to be interconnected to other computing systems via network connections. Network

connections may include, but are not limited to, connections via wired or wireless Ethernet,

cellular connections, or even computer to computer connections through serial, parallel,

USB, or other connections. The connections allow a computing system to access services

at other computing systems and to quickly and efficiently receive application data from

other computing system.

[0003] Current networks have allowed many new and different types of devices to be

networked. Additionally, there is a desire to have mobility with networked devices.

Mobility continues to evolve, as smartphones and tablets are more prevalent on business

enterprise networks. Many organizations that wish to leverage the opportunity to increase

employee productivity are embracing the mobile work style, and enabling information

workers to access enterprise resources from their mobile devices.

[0004] While this trend brings new opportunities to improve employee effectiveness, it

also creates new security risks for IT administrators as in many cases an employee can store

enterprise credentials (e.g. a username and password pair) on their mobile devices. For

example, most mobile email clients that use Active Sync available from Microsoft

Corporation of Redmond Washington require enterprise credentials. These credentials can

be easily extracted from the mobile device. For example, the device may be stolen, the

device may host a mobile application that turns out to be Trojan horses that collects saved

passwords or log keystrokes. This can be particularly dangerous given that often an

enterprise user may use the same credentials to access most, if not all, of the resources

available to the enterprise user.

[0005] The subject matter claimed herein is not limited to embodiments that solve any

disadvantages or that operate only in environments such as those described above. Rather,

this background is only provided to illustrate one exemplary technology area where some

embodiments described herein may be practiced.



SUMMARY

[0006] One embodiment illustrated herein includes a method that may be practiced in a

computing environment. The method includes acts for authenticating a user to a first service

to allow the user to access a resource provided by the first service. The resource is a

protected resource requiring a general purpose credential (e.g., a user name and/or

password) to access the resource. The method includes receiving at a second service, from

the device, an ad-hoc credential. The ad-hoc credential is a credential that is particular to

the device. The ad-hoc credential can be used to authenticate both the user and the device,

but cannot be directly used to as authentication at the first service for the user to access the

resource. The method further includes, at the second service, substituting the general

purpose credential for the ad-hoc credential and forwarding the general purpose credential

to the first service. As such the first service can provide the resource to the user at the

device.

[0007] This Summary is provided to introduce a selection of concepts in a simplified form

that are further described below in the Detailed Description. This Summary is not intended

to identify key features or essential features of the claimed subject matter, nor is it intended

to be used as an aid in determining the scope of the claimed subject matter.

[0008] Additional features and advantages will be set forth in the description which

follows, and in part will be obvious from the description, or may be learned by the practice

of the teachings herein. Features and advantages of the invention may be realized and

obtained by means of the instruments and combinations particularly pointed out in the

appended claims. Features of the present invention will become more fully apparent from

the following description and appended claims, or may be learned by the practice of the

invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] In order to describe the manner in which the above-recited and other advantages

and features can be obtained, a more particular description of the subject matter briefly

described above will be rendered by reference to specific embodiments which are illustrated

in the appended drawings. Understanding that these drawings depict only typical

embodiments and are not therefore to be considered to be limiting in scope, embodiments

will be described and explained with additional specificity and detail through the use of the

accompanying drawings in which:

[0010] Figure 1 illustrates a system for managing user primary and secondary credentials;

and



[0011] Figure 2 illustrates a method for authenticating a user to a first service to allow the

user to access a resource provided by the first service.

DETAILED DESCRIPTION

[0012] Embodiments may include functionality to protect general purpose primary

credentials by issuing dedicated secondary credentials that will be used only from specific

contexts, such as specific enterprise interfaces, specific protocols, specific mailboxes, etc.

(e.g. a credential may only be used from the ActiveSync interface available from

Microsoft® Corporation of Redmond Washington) and/or devices and that can have a

separate expected lifecycle. If these secondary credentials are compromised, the damage

will be limited. In particular, the damage may be limited to only the device to which the

secondary credentials apply, to only those certain enterprise interfaces to which the

secondary credentials apply, and/or to the limited time period for which the secondary

credentials are valid. Thus, damage can be limited as compared to the cased when a primary

enterprise credentials, that allows access to an entire enterprise systems or large parts of an

enterprise system, are compromised.

[0013] Thus, and with reference to Figure 1, some embodiments implement a secondary

credential 102 (such as a password) for untrusted devices, such as device 104. For example,

the device 104 may be a mobile device.

[0014] Embodiments may implement a gateway 106 that replaces the secondary

credential 106 with the primary credential 108 (e.g., the primary enterprise wide credential).

The co-existence of a primary credential 108 and secondary credential 102 may be

implemented without changing the device 104 internal systems or various services or

systems on an enterprise network 110 by implementing a gateway 106. The gateway 106

may be separate from the client 104. The gateway 106 may be able to proxy the traffic

relevant to applications 112 in the enterprise network 110 and will change the secondary

credential 102 with the primary credential 108 to allow access to enterprise resources.

[0015] In many cases, this gateway 106 resides on the edge of the enterprise network 110.

The gateway 106 may be implemented in a fashion such that all outside traffic must go thru

the gateway 106 to enter the enterprise network 110. As such, access to an application 112

from within the enterprise network 110 will require use of the primary credential 108. For

example, Figure 1 illustrates that a user may use an on premises corporate system 114, such

as a desktop or laptop, located on-premises at an enterprise and connected to the enterprise

network 110 by hardware and communication lines under the direct control of the enterprise

network 110 administrator. In this illustrated, the primary credential 108 can be



sent from the corporate system 114 to a service 116 to access resources 118 of an application

112.

[0016] Alternatively, when a user wishes to access resources 118 provided by the

application 112 when connected remotely, the special secondary credential 102 can be used

by the client system 104 sending the secondary credential 102 to the gateway 106 where it

is used to substitute the primary credential 108 to allow the resource 118 to be returned to

the client system 104. Notably, embodiments may be implemented where not all traffic is

sent to the gateway 106. Rather, in some embodiments, only certain types of traffic, or

traffic intended for certain applications may be sent to the gateway 106. For example, email

and calendaring data may be sent to the gateway 106 while other traffic is not routed through

the gateway 106.

[0017] The secondary credential 102 may be subject to different policies than the primary

credential 108. For example, the secondary credential 102 may be more temporally limited

that the primary credential. For example, the secondary credential may be valid for a shorter

period of time that the primary credential 108. Alternatively or additionally, the secondary

credential 102 may have more restrictive temporal limits than the primary credential 108 on

when it may be used. For example, while the primary credential 108 may be used any time

of the day or night while the secondary credential 102 may be limited to, for example,

between 5:00 PM and 9:00 AM. These policies could be enforced by the gateway 106.

[0018] The gateway 106 may be able to enforce service or application level restrictions

with respect to the secondary credential 102. For example, while the primary credential 108

may be used to access virtually any resource available to a given user to which the primary

credential 108 belongs, the gateway 106 may restrict the same user accessing enterprise

resources through the device 104 and using the secondary credential 102 to a limited set of

applications or resources. For example, the gateway may substitute the primary credential

108 when requests are made for email resources, but may refuse to substitute the primary

credential for requests that are made from the client 104 for sensitive database resources.

Some such embodiments may be role based. For example, the gateway 106 may enforce

fewer (or no) restrictions on the CEO or the primary network administrator of the enterprise,

while more restrictions are enforced on a data entry clerk.

[0019] The gateway 106 may perform the credential swap of the secondary credential 102

for the primary credential 108 based on a database 120 that correlates the primary credential

108 and the secondary credential 102 that are managed by a management system 122.



[0020] This management system 122 can allocate secondary credentials based on input

provided to a user interface or/and its internal logic. The management system 122 can also

define use and expiration policies. This management system will typically implement

additional authentication logic to generate and provide secondary authentication to users

and devices, such as devices 104. In an illustrative example, a user accesses the

management system 122 using Web UI. The user is authenticated using smartcard or other

authentication. The user then receives, through the Web UI, secondary credentials in the

form of an ad-hoc password that is valid for a week for ActiveSync. Thus, the user is able

to obtain a secondary credential 102 that can be used with an untrusted device 104, where

the secondary credential is limited in time as to how long it is valid as well as being limited

to certain applications.

[0021] Further, in some embodiments, the secondary credential 102 may be generated in

a fashion that only allows it to be used with certain devices (e.g. device 104) or certain

channels. For example, the gateway 106 may be able to enforce restrictions that allow the

secondary credential 102 to be used with a specific device 104 or set of devices, while

excluding its use with other devices. The gateway 106 may be able to alternatively or

additionally be able to limit the secondary credential 102 to use with certain communication

channels. For example, the secondary credential may be able to be used with a particular

home network of a user, but is not able to be used when the device is connected to certain

public Wi-Fi networks or cellular networks.

[0022] The secondary credentials, such as credential 102 may be generated in various

different ways. For example, in some embodiments, the secondary credential 102 may be

generated by using a secret at the management system 122 and the primary credentials 108.

A hash, or other calculation, may be performed on using the secret at the management

system and the primary credentials to generate the secondary credential 102.

[0023] In another embodiment, the secondary credential 102 may be selected or manually

generated by a user after the user presents the primary credential 108 through a Web UI of

the management system 122.

[0024] The following discussion now refers to a number of methods and method acts that

may be performed. Although the method acts may be discussed in a certain order or

illustrated in a flow chart as occurring in a particular order, no particular ordering is required

unless specifically stated, or required because an act is dependent on another act being

completed prior to the act being performed.



[0025] Referring now to Figure 2, a method 200 is illustrated. The method 200 may be

practiced in a computing environment. The method 200 includes acts for authenticating a

user to a first service to allow the user to access a resource provided by the first service. The

resource is a protected resource requiring a general purpose credential (e.g., a user name

and/or password) to access the resource. For example, as illustrated in Figure 1, a user may

be able to access the resource 108 from the service 116 by presenting the primary credential

108.

[0026] The method includes receiving at a second service, from the device an ad-hoc

credential (act 202). The ad-hoc credential is a credential that is particular to the device,

and can be used to authenticate both the user and the device, but cannot be directly used to

as authentication at the first service for the user to access the resource. For example the

device 104 may receive from the management system 122 the secondary credential 102.

The secondary credential 102 may be a credential that is specific to the device 104 in that

the when the credential is used with the device 104 it can be used as authentication, but

when used with other devices, it may not be used as authentication. In some embodiments,

the credential must be used with one or more particular channels and may not be used with

other channels. In some embodiments, the credential may be only valid for a single

particular device, where in other embodiments it is valid for a pre-specified set of devices.

[0027] The method 200 further includes, at the second service, substituting the general

purpose credential for the ad-hoc credential and forwarding the general purpose credential

to the first service (act 204). For example, as illustrated in Figure 1, the primary credential

108 is substituted for the secondary credential 102. The primary credential 108 is used

obtain the resource 108 for the user at the device 104. Thus, act 204 may be performed such

that the first service (e.g. service 116) can provide the resource to the user at the device (e.g.

device 104).

[0028] The method 200 may be practiced where the ad-hoc credential is a credential that

is particular to a given communication channel. For example, one secondary credential may

be used for use with a public Wi-Fi network, whereas a different credential may be for use

with a home network, whereas yet a different credential is for use with a cellular network,

etc.

[0029] The method 200 may be practiced where the ad-hoc credential is temporally

limited, such that the ad-hoc credential expires after a given period of time. Thus, for

example, the secondary credential 102 may be only useful for a given period of time after

issued or after its first use.



[0030] The method 200 may be practiced where use of the ad-hoc credential at the second

service is limited by policy. For example, the policy may limit the use of the ad-hoc

credential by time. For example, use of the credential may be limited to certain times of the

day, for limited consecutive or total lengths of time, etc. In some embodiments the policy

limits the use of the ad-hoc credential by limiting what resources can be accessed using the

ad-hoc credential. For example, as explained above, the gateway 106 can limit what

applications, services, or resources can be accessed when using the secondary credential

102. Embodiments may be implemented where the policy limits the use of the ad-hoc

credential according to user role. As explained previously, the gateway 106 may be able to

enforce restrictions whereby more privileged users are able to access a greater set of

resources with secondary credentials that less privileged users are.

[0031] The method 200 may be practiced where the ad-hoc credential is generated by

using the general purpose credential and a secret maintained by the second service to

calculate the ad-hoc credential. As explained above, the management system 122 may

generate the secondary credentials 102 by performing a calculation using a secret at the

management server 122 and the primary credentials 108. Alternatively, the management

system may randomly generate the secondary credentials and then associate them with the

primary credentials. In yet another alternative, a user may be able to selected or provide

their own secondary credential, which could then be associated with the primary credential

by the management system 122.

[0032] Further, the methods may be practiced by a computer system including one or

more processors and computer readable media such as computer memory. In particular, the

computer memory may store computer executable instructions that when executed by one

or more processors cause various functions to be performed, such as the acts recited in the

embodiments.

[0033] Embodiments of the present invention may comprise or utilize a special purpose

or general-purpose computer including computer hardware, as discussed in greater detail

below. Embodiments within the scope of the present invention also include physical and

other computer-readable media for carrying or storing computer-executable instructions

and/or data structures. Such computer-readable media can be any available media that can

be accessed by a general purpose or special purpose computer system. Computer-readable

media that store computer-executable instructions are physical storage media. Computer-

readable media that carry computer-executable instructions are transmission media. Thus,

by way of example, and not limitation, embodiments of the invention can comprise at least



two distinctly different kinds of computer-readable media: physical computer readable

storage media and transmission computer readable media.

[0034] Physical computer readable storage media includes RAM, ROM, EEPROM, CD-

ROM or other optical disk storage (such as CDs, DVDs, etc.), magnetic disk storage or other

magnetic storage devices, or any other medium which can be used to store desired program

code means in the form of computer-executable instructions or data structures and which

can be accessed by a general purpose or special purpose computer.

[0035] A "network" is defined as one or more data links that enable the transport of

electronic data between computer systems and/or modules and/or other electronic devices.

When information is transferred or provided over a network or another communications

connection (either hardwired, wireless, or a combination of hardwired or wireless) to a

computer, the computer properly views the connection as a transmission medium.

Transmissions media can include a network and/or data links which can be used to carry or

desired program code means in the form of computer-executable instructions or data

structures and which can be accessed by a general purpose or special purpose computer.

Combinations of the above are also included within the scope of computer-readable media.

[0036] Further, upon reaching various computer system components, program code

means in the form of computer-executable instructions or data structures can be transferred

automatically from transmission computer readable media to physical computer readable

storage media (or vice versa). For example, computer-executable instructions or data

structures received over a network or data link can be buffered in RAM within a network

interface module (e.g., a "NIC"), and then eventually transferred to computer system RAM

and/or to less volatile computer readable physical storage media at a computer system.

Thus, computer readable physical storage media can be included in computer system

components that also (or even primarily) utilize transmission media.

[0037] Computer-executable instructions comprise, for example, instructions and data

which cause a general purpose computer, special purpose computer, or special purpose

processing device to perform a certain function or group of functions. The computer

executable instructions may be, for example, binaries, intermediate format instructions such

as assembly language, or even source code. Although the subject matter has been described

in language specific to structural features and/or methodological acts, it is to be understood

that the subject matter defined in the appended claims is not necessarily limited to the

described features or acts described above. Rather, the described features and acts are

disclosed as example forms of implementing the claims.



[0038] Those skilled in the art will appreciate that the invention may be practiced in

network computing environments with many types of computer system configurations,

including, personal computers, desktop computers, laptop computers, message processors,

hand-held devices, multi-processor systems, microprocessor-based or programmable

consumer electronics, network PCs, minicomputers, mainframe computers, mobile

telephones, PDAs, pagers, routers, switches, and the like. The invention may also be

practiced in distributed system environments where local and remote computer systems,

which are linked (either by hardwired data links, wireless data links, or by a combination of

hardwired and wireless data links) through a network, both perform tasks. In a distributed

system environment, program modules may be located in both local and remote memory

storage devices.

[0039] Alternatively, or in addition, the functionally described herein can be performed,

at least in part, by one or more hardware logic components. For example, and without

limitation, illustrative types of hardware logic components that can be used include Field-

programmable Gate Arrays (FPGAs), Program-specific Integrated Circuits (ASICs),

Program-specific Standard Products (ASSPs), System-on-a-chip systems (SOCs), Complex

Programmable Logic Devices (CPLDs), etc.

[0040] The present invention may be embodied in other specific forms without departing

from its spirit or characteristics. The described embodiments are to be considered in all

respects only as illustrative and not restrictive. The scope of the invention is, therefore,

indicated by the appended claims rather than by the foregoing description. All changes

which come within the meaning and range of equivalency of the claims are to be embraced

within their scope.



CLAIMS

1. In a computing environment, a method of authenticating a user to a first service to

allow the user to access a resource provided by the first service, wherein the resource is a

protected resource requiring a first user credential to access the resource; the method

comprising:

receiving at a second service, from the device a second user credential, wherein the

second user credential is a credential that is particular to the device, and can be used to

authenticate both the user and the device, but cannot be directly used as authentication at

the first service for the user to access the resource; and

at the second service, substituting the first user credential for the second user

credential and forwarding the first user credential to the first service, such that the first

service can provide the resource to the user at the device.

2 . The method of claim 1, wherein the second user credential is a credential that is

particular to a given communication channel.

3 . The method of claim 1, wherein the second user credential is temporally limited,

such that the second user credential expires after a given period of time.

4 . The method of claim 1, wherein use of the second user credential at the second

service is limited by policy.

5 . The method of claim 4, wherein the policy limits the use of the second user

credential by time.

6 . The method of claim 4, wherein the policy limits the use of the second user

credential by limiting what resources can be accessed using the second user credential.

7 . The method of claim 4, wherein the policy limits the use of the second user

credential according to user role.

8. The method of claim 1, wherein the second user credential is generated by using

the first user credential and a secret maintained by the second service to calculate the

second user credential.
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