
A computer-implemented system processes secure electronic documents from one or more 

content providers in accordance with subscriber instructions has a processor and modules 

operative within the processor. A monitoring module obtains a provider GUID, a subscriber 

GUID, and a transaction ID from public metadata associated with a transaction received 

from a particular content provider. A determination module determines any designees of 

the subscriber and contact information one or more of the subscriber and any designees. A 

transaction module distributes a transaction addressed to at least one of the subscriber 

and any designees. Each distributed transaction includes data that is used for 

management, tracking, and alerting. Also described is a station for constructing 

transactions for distribution to subscribers through such a system, and management of 

local-advertising to users of such a system. An end-to-end system and method are 

described. 



I CLAIM: 

1. A method for managing transmission of encrypted electronic documents over a 

network Ijetween a content provi'der and a subscriber, comprising: 

encrypting, at a content provider station, an electronic document that is to be sent to a 

selected subscriber using a symmetric key securely retained at the content provider; 

receiving, at the content provider station, an asymmetrically-encrypted, symmetric 

key (AESK), wherein the AESK is provided by a transaction management station in relation 

to the particular subscriber and the content provider; 

constructing, at the content provider station, a transaction that includes the encrypted] 

electronic document, the AESK, and publicly inspectable metadata; 

distributing the transaction to the transaction management station; 

determining, at the transaction management station, a routing for the transaction using 

the publicly inspectable metadata; 

routing the transaction to at least one client station based on the determined routing; 

and I 

unbundling the transaction, at the client station, by applying a private portion of an 

asymmetric key pair utilized to create the AESK, said private portion being associated with 

the particular subscriber and the content provider, 

wherein the content provider station, the transaction management station, and the 

client station are each machines having processors executing code so as to be configured to 

perform the steps set forth above. 

2. The method of claim 1, wherein the AESK received from the transaction management 

station comprises an encryption of the symmetric key using a public asymmetric key portion 

that has been established in relation to the particular subscriber and the content provider. 

3. The method of claim 2, wherein the public asymmetric key portion is securely 

retained at the transaction management station. 

4. The method of claim 1, wherein the electronic document includes private metadata. 
I 

5. The method of claim 1, wherein the transaction management station archives each 

transaption. 



6. The method of claim 1, wherein the unbundling step comprises influencing the 

display of the transaction at the client station on the basis of the public metadata. 

7. The method of claim 6, wherein the electronic document includes private metadata, 

and wherein the unbundling step comprises influencing the display of the transaction at the 

client station on the basis of botli the public metadata and the private metadata. 

8. A system in furtherance ofestablishing mutual message acceptance between a 

subscriber and a provider, wherein the subscriber has a plurality of pre-existing accounts with 

the provider, comprising: 

an electronic message portal comprising a machjne having a processor and a 

communication link and including meeuis for transmitting one or more encrypted messages i 

including content between the subscriber and the provider and means for establishing one or 

more relationships between the subscriber and the provider; 

a subscriber database under control of the electronic message portal and including 

authentication data concerning each subscriber and any established relationships between 

each subscriber and each provider; i 

, a subscription request module comprising code executing on the processor of the 

machine of the electronic message portal and operative so as to configure the processor to 

combine the subscription request with at least a portion of the authentication data concerning 

the subscriber so as to define an inquiry message; 

a provider machine having a processor and having a port exposed on an outside of a 

firewall of the provider; and 

an inquiry service module comprising code executing in the processor of the provider 

machine so as to configure the processor to: 

process each inquiry message received from the electronic message portal; 

> identify the subscriber with the plurality of pre-existing accounts; and 

communicate each pre-existing account identified with the subscriber to the 

electronic message portal so that the establishing means can establish the one or more 

relationships between the subscriber and the provider that enable mutual message 

acceptance between the subscriber and the provider. 
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9. The system of claim 8, further comprising a reader comprising code executing, at 

least in part, on a machine of the subscriber and configured to decrypt and present the content 

in the one or more encrypted messages received fiom the electronic message portal. 

10. A system managing the presentation to a subscriber of secure content that has been 

received over a distributed computer network such as the Internet, at least a portion of the 

secure content comprising invoices that require an action comprising at least a payment or a 

payment authorization by the subscriber, comprising: 

la computer having a memory and a processor therein operative to execute code and 

coordinate user action through aissociated input and output devices; 

a subscriber profile including subscriber action preferences provided by the subscriber 

in a preference file that are to be taken,ithe subscriber profile identifying a linked accoimt for 

the payment by or the payment authorization on behalf of the subscriber in relation to 

providers of secure content and types of secure content that are received over the distributed 

computer network; 

a reader triplication comprising: I 

a graphical user interface (GUI) module executing in the processor of the 

computer and operative to configure the processor to organize the seciu-e content that 

has been received over the distributed computer network on the associated output 

device in accordance with at least one criteria using information included in metadata 

that accompanies the secure content; 

I and 

an action module executing in the processor of the computer and in operative 

cooperation with the GUI module so as to configure the processor to automatically act 

on a portion of the secure content received over the distributed computer network on 

the basis of an action required and an action date included in the metadata and to do 

so in accordance with the action preferences in the subscriber profile, 

wherein, for secure content from a first provider and of a first type, the action taken is 

a lirst action that comprises a first a connection over the distributed computer network to the 

linked account and the payment by or the payment authorization on behalf of the subscriber 

as defined in the subscriber profile for the first provider, and 

wherein, for secure content of a second provider, the action taken is in relation to that 

second provider as defined in the subscriber profile for the second provider. 
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11. The system of claim 10, wherein the metadata that accompanies the secure content is 

embedded in a file that includes the secure content. 

I 
12. The system of claim 10, wherein the organization or the secure content by the GUI 
module comprises a sorting by either an action required or an amoimt. 

13. A subscription-based, computer-implemented system in support of advertising local-

vendor services to a particular subscriber, comprising: 

a server having a processor and a memory; 

' a relationship database in communication with the server; 

a subscriber database in communication witfi the server and identifying a plurality of 

subscri,bcrs each having a subscriber profile including at least a subscriber location and one or 

more established relationships with one or more of a plurality of providers; 

a provider database in communication with the server and identifying the plurality of 

providers registered with the system; ^ 

an eDoc transaction processing module executing within the processor of the server 

and configiu-ing the processor to controUably distribute encrypted content between one of the 

plurality of subscribers and one of the plurality of providers using metadata that accompanies 

the encrypted content; 

a tracking module comprising code executing within the processor of the server and 

configuring the processor to: 

(1) monitor the controlled distributions of the encrypted content; 

(2) identify a payment transaction made between any of the plurality of subscribers 

and any of the plurality of providers using a portion of the metadata, and 

(3) include in the relationship database at least the identity of the provider and the 

identity of the subscriber in said identified payment transaction; 

a communication link connectable to a machine of the particular subscriber among the 

plurality of subscribers; 

H request processing moiiule comprising code executing within the processor of the 

server and configuring the processor to respond to a request through the communication link, 

the request identifying a vendor service of interest to the particular subscriber,[[;]] the request 

processing module being operative to: 

(1) obtain the subscriber location of the particular subscriber from the subscriber 

database; 
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(i) determine a set of providers among the plurality of providers in the provider 

database that provide the vendor service of interest and that are within a prescribed tolerance 

of the obtained subscriber location; and 

(3) identify a peirticular provider within the set of providers that is included in the 

relationship database; and 

an ad server module in communication with the request processing module and 
! 

comprising code executing within the processor of the server and configuring the processor to 

cause ah ad of the particular provider to be served to the particular subscriber's machine in 

reply to the request. 

14. The system of claim 13, wherein at least one of the ad server module and the request 

processing module is further operative to serve to the particular subscriber's machine 
I 

feedback received from at least one of the plurality of subscribers and stored in the 

relationship database concerning services provided by the particular provider. 

I 

15. The system of claim 14, Wherein at least one of the ad server module and the request 

processing module is further operative to mask details concerning a source of any feedback 

served to the particular subscriber's machine. 

16. The system of claim 14, wherein at least one of the ad server module and the request 

processing module is further operative to serve the feedback only from one of the plurality of 

subscribers having a subscriber location relative to that of the particular subscriber.that is i 

within a prescribed geographical constraint. 

17. The system of claim 14, wherein at least one of the ad server module and the request 

processing module is further operative to serve the feedback only from one of the plurality of 

subscribers having a prescribed number of relationships with providers that are in common 

with tfiat of the particular subscriber. 

18. The system of claim 14, wherein the relationship database stores a permission 

concerning whether the feedback is to be served to in response to the request and wherein at 
I 

the least one of the ad server module and the request processing module is operative to serve 
the feedback to the particular subscriber's machine in accordance with the permission. 

I 
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19. The system of claim 13, wherein the request processing module further includes code 

executing in the processor that is operative, in response to a reference request from the 

particular subscriber, to: 

(1) identify in the relationship database one or more of the plurality of subscribers that 

have the payment transaction with the set of providers; 
I 

(2) provide a message to one or more of the identified subscribers requesting 

feedback; and, thereafter, 

(3) serving to the particular subscriber any feedback from the identified subscribers in 

response to the reference request. 
i • 

20. The system of claim 19, where the message to the one or more of the identified 

subscribers requesting feedback further solicits a permission to post the feedback as public 

feedback viewable by the plurality of subscribers and wherein the relationship database stores 

. the permission. 

21. A computer-implemented system for processing secure electronic documents from 

one or more content providers in accordance with subscriber instructions, comprising: 

a processor; 

a monitoring module operative within the processor to obtain a provider GUID, a 

subscriber GUID, and a transaction ID from public metadata associated with a transaction 

received from a particular content provider, the transaction having a document type obtained 

by the monitoring module; 

a determination module operative within the processor to determine (a) any designees 

of the subscriber and (b) contact information of the subscriber and any designees, wherein the 

determination module operates privately, unknown to the content provider, using a databasCj 

thai relates the provider GUlO, the subscriber GUID and the document type received from the 

content provider; and 

a transaction module operative within the processor to construct a primary transaction 

addressed to the subscriber and including the transaction ID, and one or more supplemental 

transactions each addressed to any respective designees of the subscriber and each having a 

respecjtive derivative transaction ID derived from the transaction ID. 

I 

I 
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22. The computer-implemented system of claim 21, wherein the monitoring module is 

further operative to obtain a content type and the determination module is further operative to 

deterinine any designees of the subscriber on the basis of the content type. 

23. The computer-implemented system of claim 21, wherein the monitoring module is 

further operative to prepare one or more notifications on the basis of information received 
i 

from the content provider, and wherein the transaction module is further configured to 

distribute the one or more notifications to either the subscriber, any designees of the 

subscriber, or both. 

24. A computer-implemented system for processing secure electronic documents from 

one or more content providers in accordance with subscriber instructions, comprising: 

a processor; | 

a monitoring module operative within the processor to obtain a provider GUID, a 

subscriber GUID, and a transaction ID fiom public metadata associated with a transaction -

received from a particular content provider, the transaction having a document type obtained 

by the monitoring module; 

a determination module operative within the processor to determine (a) any designees 

of thCi subscriber and (b) contact information of one or more of the subscriber and any 

designees, wherein the determination module operates privately, unknown to the content 

provider, using a database that relates the provider GUID, the subscriber GUID and the document 

type received from the content provider; and 

a transaction module operative within the processor to distribute a transaction 

addressed to at least one of the subscriber and any designees, 

wherein each transaction distributed by the transaction module includes one of a 

transaction ID and a derivative transaction ID derived fi^om the transaction ID. 

25. The computer-implemented system of claim 24, wherein the monitoring module is 

further operative to obtain a content type and the determination module is further operative to 

determine any designees of the subscriber on the basis of the content type. 

26. The computer-implemented system of claim 24, wherein the monitoring module is 

fiirther operative to prepare one or more notifications on the basis of information received 

from the content provider, and wherein the transaction module is fiirther configui^ed to 
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distribute the one or more notifications to either the subscriber, any designees of the 

subscriber, or both. 

27. A computer-implemented system tor managing transmission of encrypted electronic 

documents over a network between a content provider and a subscriber, the electronic 

documents including publicly inspectable metadata, comprising: 

a database having a plurality subscriber addresses and up to a plurality of 

supplemental addresses associated with each subscriber in relation to a document-type of the 

content provider, wherein routing of each document type of the content provider is defined by 

the database and is to one of the subscriber addresses, up to the plurality of supplemental 

addresses associated with the subscriber, or both; 

a management station having a processor that is configured by code executing therein 

to: 

receive a particular electronic document having the metadata that identifies the 

document type and the content provider; 

obtain the public metadata eissociated with the particular electronic document; 

retrieve from the database routing information for the particular electronic 

database on the basis of the obtained metadata; and 

route the particular electronic document in accordance with the retrieved 
routing information. 

28. The computer-implemented system of claim 27, wherein the management station is 

ftirther configured to: 

retrieve from the database alerting rules information for the particular electronic 

document on the basis of the metadata; and 

construct one or more alert messages for the particular electronic document in 

accordance with the retrieved rules and the metadata; and 

route alerting messages to the siibscriber address, any supplemental addresses, or 

both. 

29. A computer-implemented system for preparing content having a content type for 

transmission as an electronic document over a network from a content provider to a managed 

subscriber having a subscriber ID, comprising: I 

a processor; 
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a content enrichment module operative within the processor to output an enriched 

content that includes the content, public metadata, and private metadata, wherein the public 

and private metadata in the enriched content is included in accordance with a standard I 

template associated with the content type and maintained by a trusted resource Independent 

of the content provider; 

a validation engine operative within the processor to identify the content type and to 

compare the private metadata to the standard template associated with the content type to 

produce a validation signal; ' 

I a key generator module operative within the processor to respond to requests with a 

PRN key; 

an encryption module operative within the processor, in communication with the key 

generator module, and further operative in accordance with the validation signal to request 

and receive the PRN key and to encrypt the content and the private metadata using the VRN 

key; 

a transaction formatting module operative vnthin the processor in response to any 

encryption by the encryption module so as to create a record that comprises the encrypted 

content, the encrypted private metadata, and the public metadata; 

a request module operative witlun the processor in response to creation of the record 

so as to request the trusted resource for an asymmetric key and so as to include the 

asymmetric key in the record, wherein the asymmetric key is a public key asymmetric 

encryption of the PRN key; and 

a distribution module that distributes the record to the trusted resource. 

30. The computer-implemented system of claim 29, wherein the validation eilgine is 

further operative to compare the public metadata to the standard template associated with the 

content type, and wherein the validation signal is produced as a function of the comparisons 

to both the private and public metadata. 

31. The computer-implemented system of claim 29, wherein the request module 

communicates the request to the trusted resource free of transmission of the PRN key over 

the network. 

I 
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32. A computer-implemented system for preparing content having a content type for 

transmission as an electronic document Over a network from a content provider to a managed 

subscriber having a subscriber ID, comprising: 

a processor; 

a content enrichment module operative witliin the processor to output an enriched 

content that includes the content, public metadata, and private metadata, wherein the public | 

and private metadata in the enriched content is included in accordance with a standard 

template associated with the content type and maintained by a trusted resource independent 

of the content provider; 

a key generator module operative within the processor to respond to requests with a 

PRN key; 

I an encryption module operative within the processor, in communication with the key 

generator module, and further operative to request and receive the PRN key and to encrypt 

the content and the private metadata using the PRN key; 

a transaction formatting module operative within the processor in response to any 

encryption by the encryption module so as to create a record that comprises the encrypted 

content, the encrypted private metadata, and the public metadata; 
I 

a request module operative within the processor in response to creation of the record 

so as to request the trusted resource for an asyrmnetric key and so as to include the 

asymmetric key in the record, wherein the asynunetric key is a public key asymmetric 

encryption of the PRN key; and 

a distribution module that distributes the record to the trusted resource. 

33. The computer-implemented system of claim 32, wherein the request module 

communicates the request to the trusted resource free of transmission of the PRN key over 

the network. 

Diated this the 6* day of March 2012. \ ^ \ ^ ^ 

' (ASHISH K. SHARMA) 
o/SUBRAMANIAM, NATARAJ & ASSOCIATES 

Attorneys for the Applicants 
I 
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TEIRED KEY COMMUMCATION SYSTEM AND METHOD IN SUPPORT OF 

CONTROLLED VENDOR MESSAGE PROCESSING 

This application claims the benefit of priority from U.S. Provisional Application 

Serial No. 61/232,334, filed August 7,2009, entitled "System And Metliod For Management 

And Processing Of Electronic Vendor Mail," which is hereby incorporated by reference as if 

set fortli m its entirety herein. 

Field of the Invention 

The present invention relates to improvements in commercial mail distiibution and, 

more particulai'ly, to a structured, secure and controlled electronic document distribution 

system to supplant at least a significant portion of existing physical mail distribution systems 

by providing a secure, end-to-end communication bridge for message transfer between 

vendors and their customers as an alternative to physical mail and conventional electi-onic 

mail, and services in support of such users. In a related aspect, the invention relates to 

relationship management between vendors and their customers. The invention can also 

provide local vendor advertisements on-demand, optionally, with feedback input by other 

customers of the local vendors. 

Background of the Invention 

In the past, distribution of commercial mail has depended on a large and complex process 

centered around the movement of paper. Paper needed to be delivered to the mail provider as 

raw material in the printing of documents. Paper also needed to be moved fi-om the point of 

printing to the United States Postal Service (USPS) and within the USPS to a recipient 

destination. Even after delivery to the recipient, paper must be managed in order to reach the 

intended recipient or otherwise undergo an organization's processing requirements before 

ultimately being forwarded to long-term storage or disposal. These processes were necessary 

and reasonably efficient in a world where digital communication did not exist; however, the 

point of the process was never to move paper, but ratlier to move data. In today's electronic 

world it is entirely possible to reengineer the process to eliminate paper and remove the steps 

and costs associated with movement of physical mail. 
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The advent of email allows data to be quickly moved from one point to another without 

the need for paper or all of the requisite steps and costs of moving paper. The volume of 

email ti-ansacted daily has grown to quantities that are difficult to imagine. Neveitlieless, 

cuiTent implementations of email do not adequately meet many of the requirements of 

commercial mail fi-om either a provider or recipient standpoint. Email addresses may be 

ti-ansient and it is difficult to determine if any given address is either current or vahd. 

Content witliin the body of an email is often unstructured and largely inconsistent. Email is 

relatively unsecure and can be mtercepted more readily than physical mail as the later 

requii-es both the mail and the interceptor to be in the same place at the same time. 

Moreover, verification of normal email delivery is uncertain. Another complexity in 

traditional email management concerns the manner of organizing emails. Organization of 

email is at the discretion of the recipient, and management and processing of email messages 

are subject to the diligence of the user. Finally, if not appropriately backed up, email can be 

lost and irretrievable. As a direct result of these limitations, commercial providers have shied 

away from email as the primary form for distributing electronic versions of commercial mail. 

Yet some cormnercial providers have begun utilizing "paperless" alternatives. This 

method eliminates the paper and the components of the legacy process that relate to moving 

physical paper. Unfoitimately, however, the paperless alternatives available so far have been 

less desirable than paper-based delivery methods because they lack tlae passive receipt and 

aggregation components of both physical mail and email. The predominant paperless 

alternatives available today require a recipient to "follow a link," sign-on to a provider 

website, and then open the required document. This approach prevents interception of 

personal or sensitive information. However, if the recipient fails to retrieve a document, he 

or she might miss a deadline. This is attendant with potential financial repercussions, legal 

implications, or both. As well, this process places additional tune burdens on the recipient 

and can become pai-ticularly onerous if the recipient has to follow links to review materials 

relating to multiple commercial relationships. 

A broad aixay of prior art exists around "Electronic Bill Presentment and Payment" 

systems. These systems are inherently different than other paperless systems in that they are 

focused on a singular type of document (an invoice) and tailored to process that one type of 

document. EBPP systems are directed to electronic payment and do not address non­

payment related mail or many of the myriad consumer problems associated with document 

distribution, retention, and management. 
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Historically, replacements to physical mail distribution systems have been diiven by 

providers who are motivated to lower the substantial costs associated witli physical document 

distribution. Because the focus has been on the provider's cost, the complex requirements 

necessary to motivate recipients to convert away from physical document distribution have 

not been met. However, the cuiTcnt invention provides a system and method that, among 

other things, addresses the needs of recipients' while also lowering the costs associated with 

physical document distribution. Alternatively or in addition, the cuiTcnt invention provides a 

system and method that, among other things, addresses the needs of providers (e.g., 

document distributors) by providing audit ti'ails of proof of delivery. Alternatively or in 

addition, the cun^ent invention provides a system and method that, among other things, 

enables providers and subscribers to accept communications from one another through a 

secure portal that, on the one hand, ensures that the content of such commmiications aî e 

shielded from viewing by any intennediary -including the secure portal, and on the other 

hand ensures that recipients receive only authorized messages and that they can manage and 

direct such messages in a private manner that is not exposed to the provider. The cmTcnt 

invention can provide these solutions and solutions to other problems in the ait as will be 

appreciated from the discussion below. 

Summaiy of the Invention 

hi accordance with a broad aspect of the invention, systems and methods are provided 

for secure end-to-end transmission of electronic documents from a content provider to a 

subscriber, in which a tiiisted intermediary manages, tracks and provides alerts concerning 

the flow of such documents. At one level, network participants access the system directly to 

register themselves and establish subscription relationships and rules. At another level, the 

system interacts on a computer-to-computer basis in an automated manner to validate, 

encode, encrypt, route, decrypt, organize and confirm delivery of individual document 

transactions. 

In accordance with one aspect of the invention, a computer-implemented system 

processes secure electi'onic documents from one or more content providers in accordance 

with subscriber instructions. The system has a processor and a set of modules such as code 

that configure the processor or its host macMne. A monitoring module is operative within 

the processor to obtain a provider GUID, a subscriber GUID, and a transaction ID from 

public metadata associated with a ti-ansaction received fi-om a particulai' content provider. A 

determination module is operative within the processor to determine any designees of the 
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subscriber and contact information of the subscriber and any designees. A transaction 

module is operative within the processor to construct a primary ti-ansaction addressed to the 

subscriber and including the transaction ID, and one or more supplemental transactions each 

addressed to any respective designees of the subscriber and each having a respective 

derivative ti-ansaction ID derived from the transaction ID. 

In accordance with a flirther one aspect of the invention, a computer-implemented 

system shnilar to the one described above processes secure electronic documents from one or 

more content providers in accordance with subscriber instructions. Again, the system has a 

processor and a set of modules such as code that configui'e the processor or its host machine, 

including a monitoring module as described above. In accordance with this aspect of the 

hivention, a determination module is operative within the processor to determine any 

designees of the subscriber and contact information one or more of the subscriber and any 

designees and a ti'ansaction module is operative within the processor to distribute a 

transaction addressed to at least one of the subscriber and any designees. Each transaction 

distributed by the transaction module includes one of a transaction ID and a derivative 

transaction ID derived from the transaction ID. 

In still a further aspect of the invention, a computer-implemented system for 

managing transmission of encrypted electronic documents over a network is described. The 

electi-onic Documents include publicly mspectable metadata that is utilized in the exchange 

between a content provider and a subscriber. The system has a database having a plurality 

subscriber addresses and up to a plui^ality of supplemental addresses associated with each 

subscriber in relation to a document-type of the content provider. A management station has 

a processor that is configured by code, including optionally a plurality of code modules or a 

single program. The code executes in the processor to receive a particular electi-onic 

document having the metadata, obtain the public metadata associated with the particulai' 

electronic document, retrieve from the database routing information for tire particular 

electronic database on the basis of the obtained metadata, and route the pailicular electronic 

document in accordance with the retrieved routing information. 

In yet another aspect of the invention, a computer-implemented system that can be 

I utiUzed by a content provider is configured to prepare content having a content type for 

transmission as an electronic document over a network from the content provider to a 

managed subscriber having a subscriber ID. The system includes a processor and a set of 

modules such as code that configure the processor or its host machine. A content enrichment 

module is operative within the processor to output an emiched content. The emiched content 
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includes the content, public metadata, and private metadata. The public and private metadata 

in the enriched content is uicluded in accordance with a standai'd template associated with the 

content type and maintained by a trusted resom-ce independent of the content provider. A 

validation engine is operative within the processor to identify the content type and to 

compare the private metadata to the standai-d template associated with the content type to 

produce a validation signal. A key generator module is operative witliin the processor to 

respond to requests with a PRN key. An encryption module is operative within the 

processor, is in cormnunication with the key generator module, and is further operative in 

accordance with the validation signal to request and receive the PRN key and to encrypt the 

content and the private metadata using the PRN key. A transaction formatting module is 

operative within the processor in response to any encryption by the encryption module so as 

to create a record that comprises the encrypted content, the encrypted private metadata, and 

the public metadata. A request module is operative within the processor in response to 

creation of the record so as to request the trusted resource for an asymmetric key and so as to 

include the asymmetric key in the record, wherein the asymmetric key is a public key 

asymmetric encryption of the PRN key. A distribution module is operative to distiibute the 

transaction to the trusted resoui'ce. 

Still a fluther aspect of the invention concerns a method for managing transmission of 

encrypted electronic documents over a network between a content provider and a subscriber. 

The method includes code that executes within processors of machines that are configured by 

the code to perform the steps of the method. The code executes at respective stations used in 

the method steps. At a content provider station, an electi-onic document that is to be sent to a 

selected subscriber is encrypted using a symmetric key securely retained at the content 

provider. Also at the content provider station, an asymmetrically-encrypted, symmetric key 

(AESK) is received, wherein the AESK is provided by a transaction management station in 

relation to the pai-ticulai- subscriber and the content provider. At the content provider station, 

a ti'ansaction is consti'ucted that includes the encrypted electronic document, the AESK, and 

publicly inspectable metadata. The transaction is distributed to the transaction management 

station. At the ti'ansaction management station, a routing is determined for the transaction 

using the publicly inspectable metadata. The ti'ansaction is routed to at least one client station 

based on the determined routing. The transaction is unbundled, at the client station, by 

applying a private portion of an asyrmnetiic key pair utilized to create the AESK, said private 

portion being associated with the paiticular subscriber and the content provider. 

5 



These and other aspects, features and aixangements of the invention can be flirther 

appreciated from the accompanying description of Certain Embodiments of the Invention and 

the Drawing Figures. 

Brief Description of the Drawing Figures 

Fig. 1 describes an electronic commercial mail distribution networlc in accordance with 

the present invention. 

Fig. 2 describes a simphfied functional block diagram of the electronic commercial mail 

distribution network identified in Fig. 1. 

Fig. 3 describes a simplified block diagram of an electronic commercial mail provider 

station. 

Fig. 4 describes a sunplified block diagram of an electronic commercial mail financial 

inteiinediary station. 

Fig 5 describes a simplified block diagi'am of an electronic commercial mail eDoc 

Reference Data Station. 

Fig. 6 describes a sunplified block diagi-ara of an electi-onic commercial mail eDoc 

Transaction Management Station. 

Fig. 7 describes a simplified block diagi'am of an electronic commercial mail recipient 

station. 

Fig. 8 describes a consumer registration process that establishes the consumer as a unique 

member of the network and builds mitial subscription relationships. 

Fig. 9 depicts a recipient subscriber registi'ation screen in accordance with the present 

invention. 

Fig. 10 depicts a provider subscriber registi'ation screen in accordance with the present 

invention. 

Fig. 11 describes the user interface utilized by EM Subscribers to search for eDoc 

Providers and other EM Subscribers they would like to add to then network for the purpose 

of creating subscription relationships. 

Fig. 12A and 12B describe the user interface utilized by EM Subscribers to establish and 

modify copy/forward subscription relationships within the ECMDN. 

Fig. 13 is a liigh level description of the data structure utilized to manage copy/forward 

functionality within the ECMDN. 

Fig 13 A is a liigh level description of the data structm-e utilized to manage a multitude of 

private encryption keys within the EM Subscriber's eDoc Reader. 
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Fig. 14A is a high level description of a typical public metadata template utilized in the 

operation of the ECMDN. 

Fig. 14B is a high level description of a typical private metadata template utilized in the 

operation of the ECMDN. 

Fig. 15 depicts a typical embodiment of the EM Subscriber's eDoc Reader user interface. 

Fig. 16 depicts a simplified flow diagram of the electronic commercial mail document 

ti-ansaction creation and distribution operation of the preset invention. 

Fig. 16A depicts an alternative flow as between the content provider and the EM system 

prior to distribution of an eDoc to a subscriber or any supplemental recipient designated by 

the subscriber. 

Fig. 17 depicts a simplified flow diagram of the electronic commercial mail document 

delivery exception and subscriber alerting operation of the preset invention. 

Fig. 18 depicts a validation engine that can be used in connection with certain 

embodiments of the invention to confirm compliance by individual content providers with 

standardized templates used by all participants in the EM system for any given content type. 

Fig. 19 depicts a network diagram including a server having a set of modules that 

cooperate to provide local-ad service functionality. 

Fig. 20 depicts a schematic diagram showing an inquiry service module included in a 

machine associated with a provider and its relationship to provider equipment. 

Detailed Description of Certain Embodiments of the Invention 

By way of overview and inti'oduction, a system and method in accordance with one or 

more aspects of the invention is configured to provide dual security measures and metadata 

that enable controlled handling of messages tlii'ough the auspices of a secure electronic 

message portal. By layering security mechanisms and distuiguishing metadata by layer, the 

system provides content secmity between the provider of a document and its recipient wliile 

shielding the content of the document using the content security mechanism. This provides 

distribution privacy to the recipient. In a preferred unplementation, an mitial, syimnetrically 

encrypted content security layer limits access to the content of a message conveyed thi-ough 

the portal to only those users that are designated recipients. A separate and additional 

(preferably) asymmetiically encrypted layer of security provides privacy to the user. In 

paiticular, authorized messages from the electronic message portal include the additional key 

which is known to the portal and the user. Tliis second layer of security enables the user's 

reader to differentiate authorized messages fi-om miauthorized messages, and, as such, 
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enables unauthorized messages/transactions to be blocked. This same security can be used in 

connection with automated alerls and redistiibution of messages at tine instruction of the 

original recipient, without disclosing this infoiTnation to the original sender (or any other 

unautliorized party). 

The metadata associated with each layer in the security arrangement just described is 

paired to that layer so as to facilitate routing at the public level and automated document 

management and the private level. In one preferred implementation, a schema is provided 

which can be read by modules associated with end user devices (that is, machines under tlie 

conti'ol of subscribers, providers, financial intermediaries, and so on). The schema can 

comprise code, information, or both, tliat is embedded in the docimient that has been 

encrypted by the aforementioned security layers, and which cooperates with a module 

executing on a macliine of an end user to identify the document as being compatible with a 

system constructed in accordance with the invention and to provide information concerning 

at least one of routing, scheduling, and handling of the document once it is decrypted of its 

security layers. 

An exemplary embodiment is described which implements several aspects of the 

invention. The invention is capable of other implementations than as embodied in the 

paificulai' embodunents illustrated herein. The embodiments described herein, however, 

provide an expedient for enabling a person of ordinary skill in the art to make and use the 

invention. 

Turning then to Fig. 1, a sunplified view of an electronic communications network 100 is 

illustrated. The network can comprise both public and private segments. For instance, the 

network segments can include one or more of the following: the Internet, dedicated 

communications circuits, wide ai-ea networks or other types of communications networks. 

The network 100 is utilized to collect and distribute referential data that is used, in 

accordance with a salient aspect of the invention, in order to structure and control the flow of 

content and ti-ansactional records that contain the actual content that is to be distributed 

between the entities and devices in accordance with the broad teachings of the present 

invention. Associated with the communications network 100 is an Eco Mail ("EM") system 

102 that can include one or more machines (e.g., a computer or server having a processor and 

memory) that process eDoc transactions in support of eDoc delivery between content 

providers and subscribers to the Eco Mail system. Each macliine, computer, or sei-ver 

described herein includes a processor that executes code to configure the processor into a 

special purpose machine suitable for implementing the ftmctionalities described. 
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More pai-ticulai-ly, the users include eDoc Providers llOa-c, Financial Intermediaries 

120a-b, eDoc Reference Data Station 130, eDoc Transaction Management Station 140, 

Email Providers 150a-b, and EM Subscribers 160a-e. These ai'e discussed in tui-n. Also, the 

EM system 102 including each of its modules, stations, and macliines can fvu-ther have data 

storage local to the machines that support its operations or the data can be stored in the cloud 

that includes the network 100, As will be appreciated, depending on the implementation, a 

subset of the users may be present in a given implementation. For instance, some eDoc 

providers (e.g., banks) sei-ve as a fmancial intermediary and so users 120a-b may not exist in 

a given implementation, and the EM system 102 can communicate with various EM 

subscribers directly, such as subscriber 160e, without utilizing an Email provider 150a-b. 

eDoc Providers (hereinafter, "Providers") llOa-c comprise (1) large commercial 

institutions who interact directly witli the electronic commercial mail distribution network 

(ECMDN), (2) moderate sized commercial institutions tliat may act through an intermediaiy 

eDoc Aggregator 115, to provide specific services related to formatting content and 

connecting to the ECMDN, and (3) small commercial entities that outsource content 

production and management to a third party that creates and maintains soui'ce content and 

provides services to format such content and connect and transmit the formatted content to 

the EMCDN. 

Financial Intermediaries 120a-b comprise those financial institutions and financial 

sei"vice providers that provide financial management software and/or services to EM 

Subscribers 160a-e. As can be appreciated, in some instances, among the large commercial 

institutions 110a ai-e banks that provide both content as an eDoc provider and serve as a 

fmancial intermediary. 

The eDoc Reference Data Station ("RDS") 130 comprises a centralized hub that can be 

accessed by all of the participants of the system. As such, the RDS 130 can be and 

preferably is used for the purposes of: controUmg registration as a member of the ECMDN, 

receiving data that uniquely identifies each participant, searching for other members of the 

network, and creating subscription relationships between and among members to facilitate, 

control, secure content communication and management, and establish and maintain alerting 

rules and deUvery mechanisms. The code for the RDS 130 and its functionality are 

described in further detail in relation to figure 5. 

The eDoc Transaction Management Station ("TMS") 140 also can comprise a centralized 

hub having a processor and code executing therein which is operative to format, vahdate, 

secure, transmit, and track all transactions within the embodied ECMDN. In one 
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embodiment, code executes locally within a processor of the hub to provide this 

functionality. The code for the TMS 140 and its functionality ai-e described in further detail 

in relation to figui-e 6. 

The RDS 130 and the TMS 140 each have communication facilities (e.g., a network 

interface card and respective communications modules) to support communications 

therebetween and with other nodes on the network 100. Stations 130,140 communicate with 

each other, for example, in order to insure that a valid subscription exists for each requested 

eDoc Transaction, to identify subscriber routing, to identify copy and forward requirements 

and addresses for each transaction, and to determine the correct public encryption key for 

each transaction. 

The term "email provider," as used herein includes entities arranged to manage and 

provide electronic records to subscribers after they log-in to retrieve records associated with 

them, in he same way as many other sites manage records for subscribers. Thus, while email 

Providers 150a-b can comprise the conventional, commercial provider of e-mail services 

(e.g.: AOL mail made available by America Online, Inc.; gMail made available by Google, 

Lie, etc.), they also can comprise entities that ai-e specially configured to support the eDoc 

transactions described herein, namely, the Eco Mail system 102, as is apparent firom this 

description. As such, the functionality of the Email Providers should be understood as being 

a feature of and part of the EM system 102 itself in certain implementations. Thus, by way 

of example, embodiments of the invention can achieve the goal of communicating records 

between vendors and subscribers without utilizing conventional email providers or email 

protocol. In such embodunents, the ECMDN can be a private network comprised of all 

registered Providers, Subscribers and Financial Intermediaries, and such members can 

dkectly interface with the TMS and the RDS to deposit or withdraw relevant messages. In 

such implementations, email networks are not requked for members of the EM system to 

exchange messages. 

EM Subscribers 160a-e are individuals or other entities who have registered with the 

EMCDN in order to receive and manage commercial content thi'ough the system of the 

present invention. 

It should be understood that all communications among the participants that utilize the 

system can be performed in a conventional manner with existing protocols, such as HTTP or 

HTTPS or FTP, as a few non-limiting examples. 

Fig. 2 is a functional block diagi-am of the ECMDN depicted in Fig. 1 showing 

interaction between and among its constituent components. As detailed in Fig. 2, 
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communications take place tlirough an electronic network which may be private or public. 

Providers llOa-c communicate directly or, thimigh an eDoc aggregator 115, with the RDS 

130 and the eDoc TMS 140. 

The Providers identify themselves to the eDoc RDS 130 as members of the ECMDN and 

submit seai-ch requests and retrieve information about customers associated with them who 

ai-e EM Subscribers 160a-e of the ECMDN. In addition, the Providers can retrieve templates 

and mformation about the data and formatting standards that are required for pai-ticular eDoc 

transactions. Such formatting standards can be referred to as a schema, or, more particularly, 

an Eco-Mail schema (EM schema) 

Conummications by the Providers llOa-c with the TMS 140 are made in order to initiate 

and track eDoc transactions with EM Subscribers 160a-e who have previously been 

identified as customers and who have subscribed to receive communications in the fomi of 

eDocs from specific Providers llOa-c. Tracking of transactions can include messages 

relating thi-ough the TS concerning a subscriber's interaction with a particular eDoc. 

On the other hand, EM Subscribers 160a-e can communicate directly with the RDS 130 

to provide information about themselves as members of the ECMDN, to seai'ch, identify and 

subscribe to receive eDoc communications from Providers llOa-c. EM Subscribers can also 

manage supplemental eDoc delivery of transactions that are addressed to them, including 

copying other subscribers on certain types of content and forwarding content to a subscriber 

who has assumed fiduciary responsibility for the forwarding subscriber. 

Communications between EM Subscribers and the RDS 130 typically include at least one 

segment over a public network such as the Internet. Communications between Providers and 

the RDS 130 can be conducted the same way, or may transpke over a VPN or other private 

connection. 

A Financial Intermediai-y 120 also can communicate directly with the RDS 130 in order 

to obtain and reconcile referential electronic payment delivery information that has been 

provided by the Providers llOa-c. Email Providers 150a-b communicate with the TMS 140 

to receive, acknowledge, deliver and confirm eDoc transactions that ai"e to be delivered to 

EM Subscribers 160a-d that are among the Provider's clients. As noted, the EM system 102 

can communicate with various EM subscribers directly, as in situations in which the 

subscriber is a client of the EM system 102. In that case, communications are between 

subscribers and the TMS 140 of the EM system 102. 

With reference now to Fig. 3, the major components of an eDoc Provider station 110 are 

illustrated, A network interface card 310 comiects the station to the network 100 and 
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supports bidirectional communications. A processor 320 and a memory 330 operate in 

support of a set of modules or code that is configured to provide tlie requisite functionality 

described hereinafter. As will be appreciated, the station 110 can comprise a one or more 

computing machines and can be configured as a network server or servers. It should be 

appreciated as well that an embodiment of the invention can have certain functions 

performed by the eDoc Aggregator 115 rather than by the eDoc Provider station 110, and in 

that case the code or hardware can be included m that machine instead. 

The memory 330 stores the source content of a Provider that is to be converted into an 

eDoc. The memory can have virtual or physical partitions, and source content can be stored, 

for example, in ai-ea 330a. Metadata concerning the source content can be stored in another 

partition, such as area 330b and used by the ECMDN to create a valid eDoc Transaction. 

The metadata specifications can vaiy based on many factors such as industiy, industry sub­

category, and document type. In pait, the metadata includes subscriber eDoc Content 

Metadata such as Provider id, subscriber id, industry, industry sub-category, document type, 

customer account number, response required indicator, response required date, period start 

date, period end date, total amount due, and minimum amount due. The metadata can be an 

extensible format and vary as a function of document type, industiy and other factors, as 

noted. As such, an EM schema can include templates for metadata that vary with the factors 

noted previously. 

Each Provider ascertains the requnements for the source content conversion by 

communicating with the RDS 130 to identify and retrieve the appropriate EM Metadata 

Template. The template can be stored in another partition of the memory of the station 110, 

such as area 330c. EM Metadata Templates are described in more detail in Fig. 14. The 

memory 330 also stores the EM Recipient's GUID, such as in area 330d. The EM Recipient 

GUID is ascertained from valid subscription relationships by communications between the 

eDoc Provider station 110 and the RDS 130. 

The station 110 also can include code that is operative to manipulate the data ui memory 

areas 330a-d so as to provide standardized formatting and eDoc secmity features before a 

h-ansaction is sent to the ECMDN. The code can be stored within the station, such as within 

portions of the memory 330 (as illustrated), or within a storage device that is in 

communication with the station and is accessible to the processor 320. There ai-e four core 

code-portions that ai-e preferably implemented as softwai'e. The code can comprise one or 

more programs or libraiies that, when executed, cause the station 110 to have the 

functionality described immediately above. 
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One program code portion comprises Symmetric Encryption SoJftware 330e which 

encrypts the source content in a manner that can be decrypted with the same key used for 

encryption. Another code portion comprises EM Pre-Transaction Prepai-ation Software 330f 

which can assemble, format and submit to the ECMDN the encrypted Subscriber eDoc 

Content Data, the symmetric encryption key utilized to encrypt the Subscriber eDoc Content 

Data, the Subscriber eDoc Content Metadata, and the eDoc Provider's unique internal 

transaction key. Alternatively, the EM Pre-Transaction Software 330f can be configured to 

generate a symmetric encryption key upon successfiil validation of required formatting and 

metadata and to request from the TMS 140 an asymmetiically encrypted version of the 

symmeti-ic encryption key as ftirther described in figure 16A. 

Additionally, the EM Pre-Transaction Softwai-e can communicate with the TMS 140 in 

order to have the content formatted, validated (in implementations that require this action), 

secured, transmitted, and tracked by tlie TMS 140 as it moves through the EM system. 

Another program code portion comprises Network Software 330h which handles 

communication of data to and from the network 100. Another program code portions 

comprises EM Post Transaction Tracking & Management Softwai'e 330i which validates that 

all transactions submitted to the ECMDN ai'e properly processed, and which, upon 

determining that a transaction may not have been received or processed correctly by the 

ECMDN, re-initializes such ti-ansactions. A Transaction Storage area of the memory, such as 

area 330g, can be utilized to maintain a log of the transactions submitted to the ECMDN and 

their current state. 

Fig. 4 depicts the components of a Financial Intermediary station 120, illusti'ated as a 

single macliine though the invention is not so limited. A NIC 410 provides network interface 

communication to the network 100 in support of bidirectional communication. A local 

processor 420 and a memory 430 are used to execute progi-am portions, preferably in the 

form of softwai-e, to cause the station 120 to perform the matching ftmctions described 

below. The memory 430 can have viitual or physical partitions so as to store eDoc Provider 

Specific Reference Data in a portion 430a. Tliis data can be derived, initially, from systems 

external to the ECMDN and can come fi'om internal client-relationship data of the financial 

intennediai-y or from data entered by users of the financial intermediaries' existing systems. 

The reference data Is such that it contains sufficient attiibutes to allow execution of the eDoc 

Provider Reference Matching Softwai-e 430b to search for and uniquely identify Providers 

from the RDS 130. Apart fi"om that requirement, the reference data can take on a variety of 
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forms. Execution of the software 430b in the processor of the station 130, if successful, has a 

unique match to an eDoc Provider, and the eDoc Provider Specific Reference Data 43Ga is 

thereafter updated by the software 430b to include the Provider ECMDN's GUID and 

electronic payment delivery information. Memory 430 also contains Network Softwai-e 430c 

which handles communication to and fi-om the network 100. 

The Reference Data Station 130 is described next with regard to Fig. 5. The RDS 130 

includes a NIC 510, processor 520 and memory 550, of the type as previously described. Of 

pertinence here, the RDS 130 also includes a user interface 525 that includes a presentation 

through a display device 530 and connectivity to an input device 540. In a preferred 

embodiment, the display device 530 is a monitor and the input device a keyboard, but the 

input/output devices can be implemented otherwise so long as they conveys data in a 

recognizable form to and from a human being. Memory portion 550a stores EM Registration 

Softwai'e which is operative to allow new subscribers and Providers to register themselves 

with the ECMDN. This program portion collects meaningful data from the user to tie the 

user's ECMDN identity to physical locations where he or she receives or creates goods, 

sei-vices and/or paper documentation, and also ensures that registrants provide an email 

addi'ess that is within tlie domain of an Email Provider 150a-b that is a participant in the 

ECMDN so that eDoc ti-ansactions can be routed to the EM Subscriber once they are 

registered. As can be appreciated, since eDoc transactions ai-e managed by the EM system 

102, an EM subscriber can access such eDoc transactions once they are registered with the 

EM system by accessing the EM system thi-ough the network 100, e.g., using a conventional 

Internet connection in substantially the same way that eDoc providers and financial 

intermediaiies access the EM system. 

Turning briefly to Fig. 8, a high level flow of the initial regist-ation process provides a 

more detailed depiction of the operation of tiie EM Registration Software. Also, Figs, 9-10 

depict a user interface portion configm-ed to present a form to a user for data capture and 

submission to the RDS 130. In part, these figures depict an example of data elements that 

can be required for registi'ation. 

Registi-ants are also required by the EM Registration Software 550a to validate then-

identity. In one embodiment of the invention, validation can be accomplished by the 

registrants accessmg the software via a trusted soxu'ce. The trusted soiu'ce can be a financial 

intermediary with whom the registrant has aheady established their identity. Validation can 

alternatively be achieved via testing against a third-party database. Thus, for example, 

validation can comprise correct responses to a series of queries posed through tlie user 

14 



interface 525 against a known set of data about a registrant from a third-party database, such 

as a credit bureau. 

Memory portion 550b contains a multitude of EM Metadata Templates that can be 

accessed by Providers llOa-d to insure that the proper metadata and format requirements for 

each specific type of eDoc transaction are met. Memoiy portion 550c can have the EM 

Provider/Recipient Subscription Software. This software allows EM Subscribers to establish 

and manage a set of subscriptions with various Providers from whom they are willing to 

accept eDocs. The subscription softwai-e ftu-ther allows EM Subscribers to more granulai-ly 

control what types of eDocs they are willuig to accept and potentially with what frequency. 

Subscriptions can be generated by automated look-ups against an existing list of physical 

mail providers, by direct entry of an eDoc Provider GUID, by manual search or as an 

affii-mative response to a proposed subscription by an eDoc Provider. In some instances, a 

subscription can be based on a the user selecting provider and providing account information 

to identify a particular account at the provider to which the subscription is to be established. 

In other instances, a code can be printed on a hard copy of an mvoice from a provider that the 

user can input into the user's machine that is connected to the RDS 130 for processing by the 

Provider/Recipient Subscription Software. Tliis code combines infoi-mation concerning the 

provider and a particular subscriber or subscriber account that the provider can decode and 

use to match to its records and provide a basis for an authenticated subscriber entry. In still 

other instances, a code such as just described can be include on a site accessible thi'ough the 

network 100, which, when selected (e.g, clicked on) by the user launches an instant 

subscription. These are examples of ways that subscriptions can be encouraged using codes 

that are initiated outside of the RDS 130. Of course, a provider can send an invitation 

thi'ough the EM system 102 to a user to become a subscriber and be able to manage eDocs 

fi-om that provider. Conversely, the identity of subscribers that enter data in search of 

particulai- providers that ai-e not yet available on the EM system 102 can be queued and the 

provider, once it has joined, can be informed of the queue of subscribers interested in having 

eDocs provided by that provider. Therefore, in part, the software in memory portion 550c, 

namely, the EM Provider/Recipient Subscription Software, can include a routine that 

performs such automated look-ups. 

Memoiy portion 550d can have the EM Recipient Copy/Forward Rules Softwai-e. This 

softwai'c allows subscribers to create and manage relationships with other ECMDN 

subscribers for the purpose of sharing with or having other subscribers manage some or all of 

their eDoc transactions. 
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Figs. 12A and 12B depict one embodiment of the user interface of the copy/forwai'd 

aspect of the EM Recipient Copy/Forwai-d Rules Software 550d and provide greater detail 

with regaz-d to what data elements are required to enable this functionality. Fig. 13 describes 

the data structure required to enable the copy/forward ftmctionality, and also provides greater 

detail of the copy/forward functionality. 

Memory area 550e contains EM Subscriber Alerting Methods & Rules Software wliich 

accepts information fi"om subscribers in connection with how and when they would like to be 

notified of eDoc transactions that have required actions which need to be performed. This 

data is utilized by the EM TMS 140 to provide automated notifications and reminders. Such 

notifications are central to a broad aspect of the invention of managing paperless 

communications automatically after they have been conveyed to the subscriber. In this 

regard, a suitably configured mterface can capture user alert preferences in relation to each 

Provider. This can be done in conjimction with the subscriber establishing a relationship 

with the Providers using the EM system 102, or at a later time. The interface captures data 

associated with the Provider, such as the number and fi-equency of any alerts, whether 

follow-up procedures should be used (e.g., automated phone calls and IVR processing), and 

the timing of the notifications. For instance, if a particular Provider requires payment 30 

days from the transmission of an invoice, the subscriber can set an alert for that Provider of 

increasing urgency, starting, say, ten days before the due date with a change of the message 

to yellow, and then to red as the due date draws nearer coupled with a phone call to the 

subscriber to announce the impending deadline, etc. The appropriate action-required dates 

can be automatically derived fi-om the "Action Required hidicator" and "Action Required 

Date" fields of the public metadata associated with any eDoc transaction of a content type 

having such a field, and a subscriber may be able to add prefen-ed reminders and the like or 

otherwise modify or create an action-indicator. As such, the template used for the public 

metadata is exposed to a client-side reader, discussed below, so that regardless of which 

template is used -among the many that comprise the EM schema, there is infonnation that 

can be used for active management of the eDocs that ai'e received. Memory 550 also 

contains Network Software in area 550f to handle communication of data to and fi-om the 

network 100. 

Fig. 6 depicts the eDoc TMS 140. The TMS 140 has a NIC 610, a processor 620 and a 

memoiy 630 as previously described. A memory portion 630a stores EM Subscriber 

Reference Data while memory portion 630b stores EM Metadata Templates. The templates, 

as described above, are communicated to the TMS 140 from the RDS 130. The EM 
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Subscriber Reference Data is utilized by the EM Transaction Preparation Software stored in 

memory portion 630c to insure that, for each eDoc transaction, a vaHd subscription 

agreement exists between the eDoc Provider and the intended recipient. This data is further 

utihzed, when a transaction has been validated, to determine what supplemental copies of the 

transaction are to be created, which public asymmetric encryption key is to be utilized to 

encrypt the eDoc transaction, and to assign the correct email address for forwarding each 

copy of the completed formatted and encrypted eDoc transaction. The EM Metadata 

Templates are also utilized by the EM Transaction Preparation Software 630c to validate that 

the necessaiy metadata and format requhements for each eDoc transaction have been met. 

Memory portion 630d includes Asymmetric Encryption Software which is utilized to 

encrypt the symmetric encryption key that is used by the eDoc Provider to encrypt source 

content. The public half of the asymmetric key is known only to the TMS 140. hi 

pailicular, the public key portion is not disclosed to others, including members of the 

ECMDN. This allows EM Subscribers 160a-e to be sure that each eDoc transaction that is 

presented to them is authentic and is based on a valid subscription agreement between the 

Provider and the recipient. Use of the Asymmetiic Encryption Key, and the fact that all valid 

eDoc ti-ansactions are routed through the TMS 140, provides a reliable mechanism to filter 

eDoc transactions from other emails on an automatic (progi-ammatic) basis, hi this way, all 

electi-onic traffic other than messages subscribed to by an EM Subscriber can be filtered. 

This is pertinent when the eDoc transactions are routed to a reader that is compatible with 

conventional email clients such as Outlook by Microsoft, Inc., or Gmail provided by Google, 

Inc. The same benefits flow, however, when the eDoc transaction is presented through an 

electronic message portal provided by the EM system 102. 

Depending on the implementation, the TMS 140 can apply the asymmetric key and then 

convey the eDoc to an EM Subscriber 160a-e, or the TMS can respond to requests from eDoc 

providers v^th asymmetrically-encrypted symmetric keys, as described ftu'ther in connection 

with Fig. 18 below. 

Memory portion 630e includes EM Transaction Routing and Tracking Software which 

manages the delivery and state traclcing of each eDoc transaction. In this regai'd, the software 

updates a database with information concerning the movement of each eDocument. For 

instance, after creation of a paiticular document, its being sent to an EM Subscriber, its being 

received by the EM Subscriber station, its being opened by the EM Subscriber, and its being 

processed in accordance with any associated metadata can all be tracked by the EM 

Transaction Routing and Tracking Software as a result of messages conveyed between the 
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EM subscriber and the TMS 140. The EM Transaction Routing and Tracking Software can 

also track payment status provided b Financial Intermediaries 120 for specific eDocuments. 

As will be appreciated, the messages between the EM subscriber and the TMS 140 are most 

effectively communicated through a coimection made by the EM subscriber with the TMS 

140 such as by cormecting to the TMS 140 via a network 100 connection, e.g., using a 

TCP/IP connection from the EM subscriber's machine to the TMS 140. 

Memory portion 630f includes an EM Transaction Audit and Delivery Exception 

Software which monitors the delivery-state ti-acking of each eDoc transaction and deterirunes 

when delivery exceptions exist which must be reported to the provider for remediation. The 

determination of delivery exceptions can be based on combinations of eDoc transaction state, 

document type, provider, the passage of time or another prescribed criterion or a combination 

of such criteria. This software commimicates those exceptions to the eDoc provider llOa-c. 

An EM Subscriber Alerting Softwai-e is in memory portion 630g which monitors the 

transaction state of each eDoc transaction based on tlie public attributes of each eDoc 

transaction and subscriber rules established by each EM Subscriber 160a-e. As described 

further in connection with Fig. 17, the software conti'ols how and when a user is alerted tliat 

eDoc ti-ansactions exist that has yet to be taken appropriate action. When conditions exist 

that require alerting, this software program identifies the alternative methods of 

communication established by the EM Subscriber 160a-e and obtained fi'om the EM 

Subscriber Reference Data in memory portion 630a and creates those communications. In 

one embodiment of the invention, communications can be in the form of email messages to 

one or more email addresses, text messages to communication devices and addresses so 

equipped, or text-to-voice messages to voice communication enabled devices. Memory 630 

also contains Network Software in memory portion 630h to handle communication of data to 

and fi-om the network 100. 

Fig. 7 illustrates certain components of the EM Subscriber station 160a-e that ai-e relevant 

to the operation of the ECMDN, including a NIC 710, a processor 720, a user interface 725, 

and a memory 750, such as described above. The user interface 725 is ftirther comprised of a 

display device 730 and an input device 740 such as described above. Memory portion 750a 

includes EM Transaction Reader/Manager Softwai-e which is utilized to receive, validate, 

decrypt, display, manage and store eDoc transactions that have been sent to each eDoc 

Subscriber 160a-e. Referring briefly to Fig. IS, typical sample user interface of the EM 

Transaction Reader/Manager Software 750a illustrates certain data elements that can be 

presented, processed, managed and ti-acked. Memory portion 750b stores the EM Recipient 
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Transaction Database, a repository of decrypted eDoc ti-ansactions and the metadata 

associated with each eDoc ti-ansaction. Finally, memory poilion 750c has Network Softwaie 

to handle communication of data to and from the network 100. 

Fig 8 is a flow diagi-am illustratmg the EM Subscriber registration process according to 

one embodiment. As indicated in steps 810 and 820, a potential subscriber accesses the EM 

RDS 130 either directly as indicated in step 810, or through a financial intermediary who is 

aheady a member of the ECMDN 820. When directly accessing the station, the user 

estabUshes a logon to the RDS 815 and then completes registration data input 835. (A more 

complete detail of data required for registration is shown in Figs. 9 and 10.) Entering the 

registi-ation data accomplishes thi"ee principal purposes: it begins the process of validating the 

registrant as bemg who they claim to be; it correlates the EM Subscribers physical mail 

addresses to their ECMDN address; and it creates a repository of data that can later be used 

to facilitate automated subscription relationship searches and requests. 

If the subscriber begins the registration process by logguig on to a financial intermediary 

with whom he or she has already established an identity 825, much of the required 

registi'ation and subscription data can be passed to the RDS fi"om the financial intermediaiy 

without re-entry of that data 830 (so-called "single entry" registration). When appropriate 

initial registration data has been provided 835, the subscriber must further validate that he or 

she is the person claimed to be 840. This validation can be partially or completely inherited 

through a pre-existing financial intermediary relationship, can be derived from a set of 

challenges and responses to data sourced fi-om a third-party database, or can be established 

via a manual process based on the review of physical documentation by a pai-ty enti'usted to 

do so by the ECMDN. As indicated in decision tree 845, if a subscriber's credentials cannot 

be validated, the process will end 850 and the registrant will not be allowed to become a 

member of the ECMDN until some future date when the validation process is successful. If 

tlie registrant's identity can be validated, however, then the registi'ant becomes a member of 

the ECMDN and becomes an EM Subscriber 160a-e. 

Upon validation, the process flow continues with a EM GUID and a Primaiy PKI 

Encryption Key Pair being automatically created for the EM Subscriber, as indicated at step 

855. The EM GUID uniquely identifies the subscriber to all ECMDN members and the key 

pair enables the asymmetric encryption functionality, described above, and is the default key 

used for eDoc transactions with that EM Subscriber. Secondary PKI encryption key pairs are 

automatically created when any message/document copy and forwai-d functionality is 

initiated by an EM Subscriber. (Figs. 12A, 12B, and 13 provide a more detailed depiction of 
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the secondary PKI encryption key creation and management process, discussed below.) The 

EM Subscriber then selects either an EM Reader Softwai-e Provider 860 or identifies the 

Email Provider 150a-b to utilize for eDoc distribution. (As such, an email provider need not 

be identified or selected in all embodiments of the invention.) The selection of either the 

email or reader provider is used to determine or narrow the choice of the other provider. In 

one embodiment of the invention, the Email Provider has its own reader that is integrated 

with the Email Provider's other software. In another embodnnent of the invention, third-

party providers create versions of a reader that integrate with independent Email Providers. 

Once the required EM Reader Software has been chosen, the user enters his or her 

existing email address at the corresponding Email Provider 150a-b or, if no email addi-ess yet 

exists, the EM Subscriber is provided with a mechanism to create a new email address at the 

Email Provider. Thereafter, an Initial Setup eDoc Transaction 865 is sent to the EM 

Subscriber at the designated Email Provider. This initial eDoc transaction notifies the Email 

Provider that they are the distribution mechanism for the EM Subscriber so that the Email 

Provider can initialize any necessary features for processing eDocs. For instance, the initial 

eDoc transaction can provide a linlc and mechanism to facilitate the initialization and 

personahzation of the eDoc reader software to the EM Subscriber's GUID, the private half of 

their prunary PKI encryption pair, and any subscription, alerting, and/or copy/forwai-d rules 

that may have been established prior to initializing the eDoc reader software. The initial 

registration process is completed and the EM Subscriber begins the process of customizing 

the ECMDN to meet his or her specific requirements. 

As will be appreciated from the description that follows, the reader can be a web-based 

application. As will be fuither appreciated, the reader can be presented to the subscriber by 

navigating and connecting to a publicly accessible portion of a website associated with the 

RDS 130 of the EM system 102. This can be in lieu of using or selecting an "email provider" 

at all. 

In process 870, the EM Subscriber connects to the RDS to Establish Subscriptions and 

Manage Settings. In one embodiment of the invention, the customization process is started 

by the EM Subscriber as a step in the initial registi-ation process. In this embodiment, the 

user interface runs on a remote computer and is presented to the EM Subscriber station in a 

web browser environment to permit remote RDS interaction. In another embodiment of the 

invention, the user interface is generated by the eDoc Reader software on the EM Subscriber 

Station and only the data is coimnunicated between the EM Subscriber station and the eDoc 
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Reference Data Station. In botli embodiments, the functionality is the same as is described 

herein. 

The EM Subscriber begins the process of creating subscription relationships by 

interacting with the RDS 130 via the network 100. A program such as the EM Registration 

Softwai-e module 550a can provide functionality suitable for establishing relationships for the 

subscriber. If the EM Subscriber had originally registered through a financial intermediary, 

any relationships known to the financial intermediary can be automatically populated as 

choices for the EM Subscriber to create subscription relationships 875. If the subscriber did 

not register through a financial intermediary, he or she is given an opportunity to log on to 

any financial intermediaries with whom they have pre-existing relationships and who are 

members of the ECMDN for the purpose of importing any direct or thh'd paity relationsliips 

that may be known to that intermediary. Upon completion of the import fi-om any financial 

intermediaiies, the subscriber is given an oppoitunity to log onto any commercial databases 

that may have data about commercial relationships 880. One such example might be a credit 

bureau. Thereafter, the EM subscriber is given the oppoitunity to have the system 

automatically seai'ch for registered EM Providers 885 for other potential matches usmg a 

seai'ch module that operates to discover EM Providers that have registered with the system 

already. 

When all automated potential matches have been identified, the EM Subscriber is 

provided with a screen to review potential subscriptions, opt-m and establish subscriber 

based rules 890 about each provider and each document type. Finally, EM Subscribers can 

manually search for EM Providers or add EM Providers by directly entering the Providers' 

ECMDN GUID as described in more detail m connection with Fig. 11, or as otherwise 

described hereui. 

EM Subscribers define alerts at step 892. This process establishes personalized data and 

rules that ai-e utilized by the EM Subscriber Alerting Software 630g in the TMS 140 to 

provide alerts about eDoc transactions outside of the ECMDN distribution channel, as 

previously described. Alerting is an important component of the invention in that it replaces 

and improves upon the visual alerting that physical mail is capable of and which has been an 

important fimction of the paper based mail process. 

EM Subscribers are able to search, identify, create, copy and forward relationships 895 

with other EM Subscribers. A more complete detail of the copy and forward interface and 

functionality is detailed in Fig. 12A and 12B. Copy functionality allows certain types of 

eDocs to be automatically distributed to EM Subscribers designated by the primary recipient 
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EM Subscriber. This functionality allows the recipient to automatically share information 

with other recipients while not sharing the sub-distiibution facts with the eDoc Provider. An 

example of this embodiment of the invention occurs when a document is the financial 

responsibility of the prunary EM Subscriber but is in fact paid or payment is shai-ed by 

another EM Subscriber (e.g., bookkeeper). Forward functionality is a more structured 

method of redistribution that is intended to allow a proxy to manage eDocs that have been 

sent to a specific EM Subscriber. The foi-ward functionality allows the primary recipient to 

designate another EM Subscriber to receive all of their eDocs and redirects, rather than 

copies, of the original eDocs. Forwarding is preferably to only one designated EM 

Subscriber. An example is when the designated EM Subscriber talces fiduciary responsibility 

the primary EM Subscribers commercial affairs. 

Figs. 9-10 depict simplified versions of the ECMDN registration screens for EM 

Subscribers (Fig. 9) and Providers (Fig. 10) performed by the EM Registration Software 

550a. These screens are transmitted to a potential new ECMDN registrant via network 100 

for presentation m the user interface of any network-cormected computing station. An 

embodiment of this aspect of the invention can comprise a web browser executing on a 

conventional machine such as a personal computer coimected to the hiternet. 

Fig. 9 depicts the registration data requirements in the context of a data entry form as may 

be presented to a potential EM Subscriber 160a-e. Input area 910 includes a number of fields 

to capture a multitude of name components to both identify the EM subscriber to the network 

and to facilitate complex and accurate subscription searches. The name input area is further 

broken down into primary name components 912 and supplemental name components 914. 

Both component areas of the user interface provide for names to be broken into several 

discrete data components first name, middle name, last name, salutation prefixes, 

generational name suffixes and professional designations. The supplemental name 

components 914 differ from the primary name components m that multiple entries may be 

included in each field as well as specific negative field identifications. Negative field 

identifications allow the user to improve search results when the user is aware of other 

persons with similar names and addresses as might be typical of multigenerational members 

of a single family. In a typical example, a subscriber might indicate that they ai"e Jr or Dr., 

but not Sr. or III. 

Input area 920 is pait of the same data entry form and allows tlie potential subscriber to 

enter a multitude of physical addresses where they currently receive mail. As illustrated, a 

window captures the primary address information and additional windows can be presented 
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for supplemental address information. This data is utilized for subscription matching 

purposes. 

Input area 930 allows the potential subscriber to enter a multitude of email addresses to 

be utilized. Input ai-ea 932 requii-es that the potential subscriber enter an email address that is 

to be utiKzed for eDoc transaction distributions. This email address must be a valid address 

firom an Email Provider 150a-b who is a member of the ECMDN. In one variation, the EM 

system 102 sei-ves as the "email provider" in that the user can designate the EM system as the 

portal for EM distributions of eDoc transactions. Preferably, the registration software 

automatically validates that an eDoc distribution email address is valid and prevents the user 

from proceeding if a valid address is not identified. Further, if the potential subscriber does 

not have an email address tlaat is valid for eDoc transactions, he or she is presented with an 

option to immediately create an address with any of a multitude of Email Providers 150a-b 

who ai'e members of the ECMDN. Input area 934 allows the potential subscriber to enter 

additional email addresses, though these need not be utilized for eDoc transactions and are 

not required to be from Email Providers who ai"e members of the ECMDN. The purpose of 

the alternate email addresses is to facilitate improved subscriber/provider matching and also 

for EM Subscriber alerting, if this feature is enabled by the EM Subscriber. 

Input area 940 captiu-es a multitude of telephone numbers from the potential subscriber. 

These telephone numbers can be utilized to facilitate improved subscriber/provider matching 

and also for EM Subscriber alerting, if this feature is enabled by the EM Subscriber. 

Finally, input ai'ea 950 allows the potential subscriber to enter his or her social security 

number. This data is also utilized to facilitate improved subscriber/provider matching. As 

can be appreciated the depth of data provided through the form of Fig. 9 enables the system 

to perform complex seai'ch and match operations and thereby automate the subscription 

process. 

Fig. 10 depicts a form useful for collection of data for a potential eDoc Provider llOa-c. 

haput area 1010 allows the potential eDoc provider to enter a multitude of business names to 

both identify itself to the network and to facilitate complex and accurate subscription 

seai-ches. The potential eDoc provider enters at least one business name 1012a and 

optionally a multitude of alternative business names 1012b-d that can be used to improve 

search results. Input area 1020 captui-es a multitude of physical addresses the eDoc Provider 

currently receives mail or utilizes otherwise to facilitate the outsourcing of business 

processes. Input area 1030 provides for the entry of a multitude of attributes about the 

business and the types of eDocs that the eDoc Provider intends to send. These attributes are 
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utilized to determine which metadata templates 550b ai-e to be utilized by the eDoc Provider 

and enables standardization of eDoc transactions and eDoc transaction processing by the EM 

Subscriber 160. Attributes specified m area 1030 are also utilized by the EM 

Provider/Recipient Subscription Rules Softwai-e 550c to enable detailed provider/recipient 

subscription rules. Additionally, input area 1040 provides for the entry of financial account 

information of the potential eDoc provider. In one embodiment of the invention, this 

infonnation includes data requhed to facilitate payment to the provider tlirough the ACH 

Network and various credit processing networks. Other additional embodiments ai'e possible. 

The data collected in input area 1040 is utilized to enhance the eDoc Provider Specific 

Reference Data 430a in the Financial Intermediary station 120. 

Fig. 11 depicts part of a user interface that can be utilized by EM Subscribers to search 

for Providers and other EM Subscribers that tliey would lilce to add to their network for the 

purpose of creating various types of subscription relationships. In all described embodiments 

of the invention, EM Subscriber specified data is searched against registration data provided 

by all ECMDN participants and stored in the RDS 130. Search queries ai-e provided over the 

network 100 fi'om a machine operated by the client for execution at the RDS 130. By 

executing searches through the user interface, EM Subscribers can build their network of 

potential subscription relationships. As previously described in Fig. 8, however, 

i-elationships can be automatically searched based on registi-ation infonnation provided by the 

EM Subscriber and information which has previously been stored in third party databases. 

Typical examples include electronic banking databases, credit bm'eau databases, and 

financial software. Providers can also initiate searches for EM Subscribers that ar-e already 

their customers by requesting the ECMDN seai'ch against a file of customer data provided by 

the eDoc Provider. The automated processes may not identify all eDoc Provider 

relationships or may not do so in a timely enough manner to satisfy a paiticulai" EM 

Subscriber. Additionally, when an EM Subscriber desires to establish a subscription 

relationship with another EM Subscriber for the pm-pose of copying or forwai'ding 

documents, there may be no appropriate automated method to use at all. Accordingly, a 

mechanism is provided for EM Subscribers to search and add other ECMDN members to 

their personal network within the ECMDN. Input fields 1110 allow the EM Subscriber to 

enter various criteria to search the ECMDN participants witli matching criteria. 

The fields 1110 permit the EM Subscriber to enter one or more of the criteria they know. 

Some fields, like the Eco-Mail ID 1115, the Telephone Number 1125, and the Email Address 

1130, can be very effective at naiTowing the results to either a single or a small number of 
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members of the ECMDN. Other fields like Zip Code 1120, City 1130, State 1135 and Street 

Address 1140 and Name 1145 may require multiple fields be entered to naiTow tlie results to 

a small enough set. 

The lower portion of Fig. 11 depicts a results window having a region 1150 that displays 

the results of the search criteria and is automatically updated as more search criteria are 

added. The results can be seai-ched by scrolling through the results list or by sorting on any 

of the fields of data (columns, as illustrated) displayed. When tlie EM Subscriber has 

identified the correct ECMDN member they check the select box 1155 for that entity and use 

the submit button 1160 to post the selection. 

Submitting a selection invokes further processes. If the entity selected by the user is an 

eDoc Provider, a specialized eDoc transaction is created and sent to the eDoc Provider. This 

provides EM Subscriber referential data and requests that a subscription relationship be 

created. If the selected entity is another EM Subscriber, the selected EM Subscriber's GUID 

is stored in the selecting EM Subscriber's personal network within the ECMDN for use in 

subsequent copy and forward fimctions. Figure 12A describes the user interface utilized to 

initiate eDoc copy functionality. This functionality facilitates the management of 

commercial relationships in ways that the EM Subscriber has become accustomed to, but 

which are unknov/n to the eDoc Provider. An example of such fianctionality would occui' 

when an EM Subscriber receives a document because he or she is legally responsible, but 

when, in fact, a spouse or other designee actually manages the operational aspects of the 

relationship such as payment or bookkeeping. The user interface can comprise a grid, as 

illustrated, which allows in area 1210 an unlimited number of Providers who have 

subscription relationships witli the EM Subscriber to be displayed along a vertical axis and in 

ai-ea 1220 an unlimited number of EM Subscribers who have been added to the EM 

Subscriber's personal network within the ECMDN to be displayed along the horizontal axis. 

Area 1230 is a dynamically created grid with a selectable area created for each intersection of 

eDoc Provider and EM Subscriber. The EM Subscriber designates any additional EM 

Subscribers to be copied on documents fi'om paiticulai- Providers by selecting the checkbox 

at the corresponding intersection. Each time an intersection is selected, the user interface can 

invoke a command tiiat displays a screen such as illusti-ated in Fig 12B. 

Figure 12B is a further screen within the eDoc copy user interface configured to capture 

fuither instructions of the EM Subscriber to fiirther limit the type of documents within each 

EM Subscriber/eDoc Provider relationship that are to be copied. Area 1240 displays an 

unlknited number of Providers who have subscription relationships with the EM Subscriber 
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to be displayed along a vertical axis. Area 1250 displays along the horizontal axis all 

document types that can be provided by any of the Providers with whom tlie EM Subscriber 

has a subscription relationship. Area 1260 is a dynamically created grid with a selectable 

area created for each intersection of eDoc Provider and document type. The EM Subscriber 

designates any additional EM Subscribers to be copied on documents from paiticulai-

Providers by selecting the coixesponding checkbox at the intersection. Several additional 

features of this user interface are also displayed in Fig. 12B. Area 1265 illustrates an 

intersection between an eDoc Provider and a document type that is not a valid selection and 

is automatically restricted from selection. Area 1270 illustrates an intersection between an 

eDoc Provider and a document type that has previously been restricted and is not subscribed 

to by the EM Subscriber and is automatically restricted from selection. Clicldng the 

Submit button 1235 invokes a frulher process which is critical to the automated management 

of EM Subscriber designated copy recipients, as described next. 

Fig. 13 is an exemplary subset of the data table which is created when an EM Subscriber 

designates that copies of documents are to be automatically sent to additional EM 

Subscribers. Such designations by an EM Subscriber are by default private and cannot be 

viewed by the eDoc Provider. The creation of copies to other EM Subscribers creates a 

matrix of asymmetric encryption keys that correlate to each unique set of eDoc transaction 

relationships. As previously described in Fig 8, an initial primaiy asymmetric encryption key 

pair is created when a EM Subscriber registers witli the ECMDN. Data relating to the key 

parr is stored in row 1340. The primary key pair is the default key pair utilized for all eDoc 

Provider subscription relationships and is utilized for all eDoc fransactions with a specific 

eDoc Provider until the EM Subscriber designates one or more additional EM Subscribers to 

be copied on documents fi'om a given eDoc Provider. More specifically, describing record 

1340, the EM Subscriber GUID 1310 is stored in this record. The Key Type 1305 is stored 

as "primary" and the public half of the asynunetric encryption key is stored in the PKI Public 

Key field 1320. The Start Date 1325 also can be stored with a value equal to the time when 

the record was created. Each record in the table that does not have an End Date 1330 

assigned can be considered a current record. Only one current primaiy key record is 

peiTttitted for an EM Subscriber. 

When a copy designation is created, as described in connection with Fig. 12, a secondary 

asymmetric key pair is created for that relationship between the primary EM Subscriber and 

the specific eDoc Provider. Exemplaiy records ai-e stored in table record 1350-1380. hi 

these cases, the Key Type 1305 stored is "secondary" and the eDoc Provider GUID is stored 
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in the Provider ID 1315 field. The primaiy EM Subscriber's GUID is stored in the 

Subscriber field 1310. The ECMDN automatically creates a new PKI key pair and the public 

component is stored in the PKI Public Key Field 1320 and the time of creation is stored in 

tlie Start Date 1325 field. The EM Subscriber GUID of EM subscribers who have been 

designated as copy recipients is stored in Sub-Subscriber fields 1335. If the primary EM 

Subscriber adds additional EM Subscribers to an existing eDoc Provider copy relationship, 

only the new EM Subscribers GUID(s) are added to the existuig record. If an EM Subscriber 

removes the copy designation for a previously authorized subscriber, the previously cuiTcnt 

secondary record is amended by adding an End Date 1330 and a new supplemental record is 

created and added to the list of all of the remaining additional EM Subscribers and a new 

Start Date 1325 is created. Should the copy designation be removed for all additional EM 

Subscribers, an End Date 1330 will be added to the supplemental record, no new 

supplemental record is created, and the primary key becomes the default for that eDoc 

Provider relationship. 

The subscriber/provider key look-up table of Fig. 13 preferably also includes entries that 

track document-type (not shown). Document-tj^jes, as described herein, are used in the 

content management and control process. The entries can comprise additional rows with 

associated keys. 

In addition to the described process, when a supplemental record is created or modified 

specialized eDoc transaction records ai-e sent to all affected EM Subscribers. For instance, if 

a new copy subscription relationship is created, the new EM recipient must opt-in to the copy 

subscription request. And, if an existing relationship is being updated with a new PKI key, 

the update process can be completely automated and executed thi'ough message transfer 

between the affected parties. In all cases, PKI private key storage is transparent to the EM 

Subscriber. 

Figs. 14 A and 14B are high-level descriptions of typical metadata templates that can be 

utiUzed in the operation of the ECMDN. Fig. 14 A describes public metadata fields that are 

common to all eDoc transactions. Fig 14B describes private metadata fields which may vary 

based on underlying chai'acteristics of each eDoc ti'ansaction. With respect to both public 

and private metadata, the included data fields represent a subset of metadata that can be 

included in eDoc ti'ansactions, though fewer or additional fields can be included hi 

embodiments of the invention. The templates more generally ai"e part of an EM schema that 

the EM system 102 can recognize, process and act upon m any of the ways described herein 
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including, without limitation, routing, auditing, alerting, sorting, automatic payment/funds 

transfer, and so on. 

Turning to Fig. 14A, the table illustrates along several rows a number of public metadata 

fields 1410. Public metadata fields are more standardized across eDoc transaction types and 

are accessible in unencrypted form at various stages of the eDoc transaction process after 

they leave the Provider's internal systems and before the eDoc ti-ansaction is deciypted by the 

EM Subscriber's eDoc receipt and management software. The public metadata fields ai-e 

required to be unencrypted so that addressing, asymmetric encryption, routing, auditing and 

alerting can be performed. 

Fig. 14B illustrates a set of private metadata templates that ai-e suitable for a particular 

mdustry. As illustrated, the industry is the financial sector, and the sub-industry is banking. 

The columns identify a selection of various metadata templates 1430 that can be categorized 

by industry 1440, sub-industiy 1445 and dociunent type 1450. The metadata templates 1430 

ai'e exemplary and in practice are far more extensive. For instance, the financial industry 

includes other sub-industries such as brokerage, and other industries include insurance, 

energy, telecommunications, and so on. Private Metadata fields 1420 aî e added to the eDoc 

content prior to symmetric encryption by the eDoc Provider and are maintained securely at 

all times in the eDoc ti'ansaction for use is by the EM Subscriber's eDoc receipt and 

management software. The primary purposes of the Private Metadata fields is to allow the 

EM Subscriber software to loiow the key attributes of any received documents without 

having to specifically open and examine the full content provided by the eDoc Provider and 

to facilitate automated organization and management of eDocs. 

The standard template maintained for each document type of a given industry/sub-

industry has an associated set of private metadata that is particular to that document type. 

For example, in the insurance industry, health sub-industry, the spectrum of standard 

templates can include a statement, an invoice, a policy, other legal documents, an semce 

change document, security information, marketing materials, and any other category. By 

standai'dizing the template, the EM system 102 can validate -prior to distribution- each 

transaction that an individual content provider seeks to distiibute, if this is desired. 

Validation is discussed below in coimection with Fig. 18. Briefly, when utilized, a validation 

engine executing at the eDoc provider station 110 compares the data in the public and private 

metadata fields of the template to expected values and formats and then supplies a validation 

signal suitable for action by other modules that govern the construction of the message to be 

sent to the subscriber ("ti'ansaction"). Whether a transaction is sent to the TMS 140 can 
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therefore be made to depend upon a validation of the metadata at the eDoc provider 110, 

under the content provider's custody and control. On the other hand, ti-ansactions that pass 

this first-stage validation are transferred via the TMS 140 to one or more destinations 

maintained for the subscriber by the TMS, and the metadata can be used among other things 

to provide intelligent alert and reporting fvmctionality as described herein. 

Fig. 15 depicts an example of the EM Subscriber's eDoc Reader user interface. The 

depicted interface is one of many ways that the functionality of the eDoc Reader can be 

expressed. The interface permits action by the EM Subscriber to cause furtlier processing of 

EDoc ti'ansactions such as accepting or denying subscription requests, payment of invoices, 

invocation of user-established rules, printing, document management, etc. In part, tlie 

interface can be branded to a specific provider, such as a bank that serves the roles both as an 

eDoc provider 110a and as a financial intermediary 120a for clearing payment transactions 

with other providers. When so branded, it is expected that the relationship between the 

subscriber and the bank is such that the subscriber has linked one or more bank accounts he 

or she has with that bank so that the eDoc reader defines, in effect, a virtual branch at which 

the subscriber can authorize payments, manage transactions with vendors (other providers), 

and otherwise implement tlie functionality described herein while using fimds fi"om the 

linked account. Such a corrfiguration setting permits the subscriber to utilize a single sign in 

to move between the eDoc reader softwai-e 750a and a portal controlled by the subscriber's 

bank. In the absence of such a branding or link, the EM system 102 can serve as the financial 

intermediary, arranging for payment between one provider (e.g., a bank) and another (e.g., a 

local service provider). 

The interface 725 is a graphical user interface (GUI) provided by a module executing in 

the processor of the subscriber's computer. The interface 725 provides an organization for 

the transactions received fi'om the TMS 140 that extends beyond conventional email 

programs by providing alerts and action-management rules to better ensure that ti-ansactions 

are noticed, acted upon, and preserved. In part, the interface 725 enables multiple views of 

received transactions. As illustrated, the "inbox" transactions of all eDoc providers have 

been selected in the soui-ce control panel 1502a, such as by click-selecting a list of potential 

sources of received eDoc transactions. The source control panel enables the subscriber to 

view a dynamically created set of eDoc transactions which may be arranged by action state or 

by other criteria a subscriber can set by selecting Search Results 1502b and entering data on a 

suitable supplemental input screen (not illusti-ated). The subscriber can also filter the soiu-ce 

results by selecting all providers, an mdividual provider, or a user-selected multitude of 

29 



providers to which the subscriber is subscribed in the provider panel 1502. As such, the GUI 

module is operative to configui-e the processor of the subscriber's machine to organize 

whatever content is received over the network 100 on a display or other output device 

associated with tliat machine using criteria mput by the user, included in metadata that 

accompanies the content, or both. 

This selection presents the un-archived and not-deleted transactions of all providers in the 

ti-ansaction display 1504. If a particular provider is selected, then the transaction displayl504 

presents a filtered list of transactions for only the selected provider. The list in provider 

panel 1502 is dynamically populated in response to subscription-creation pursuant to the 

process flow of Fig. 8. The interface can include a form 1506 for submitting the identity of 

an eDoc provider. For instance, the GUID of the provider can be input into the form 1506 to 

cause a further interface window to be presented, such as illustrated in Fig. 11, in order to 

enable the subscriber to add or seai'ch for eDoc Providers to add to their network of 

subscription relationsliips. 

The ti'ansaction display can alternatively or additionally be configured by interaction with 

file user to display ti*ansactions on the basis of recipients, tags, or date range by selecting a 

suitable control 1508,1510,1512 to call up a respective panel. 

The tags 1510 can be included with the content that is included in the eDoc ti-ansaction. 

For instance, if the document is a bill for msurance of a particular type, the tags that can 

accompany the eDoc transaction can include "insurance" and "automobile". Tags can be set 

by subscribers to associate documents in the inbox with a particular concept, such as "capital 

improvement" or "tax". Using the various sort criteria, the subscriber can readily review and 

tag transactions on the fly or over a particular period (e.g., calendar yeai- 2010), but selecting 

providers with whom the subscriber expects to have transactions relating to say, capital 

improvement, and displaying the ti^ansactions for that subscriber, and tagging them to 

"capital improvement," In this way, the subscriber can organize his or her ti-ansactions 

rapidly and efficiently. Moreover, all items having a certain tag can be selected and 

foi-wai-ded, such as "banking" or "tax" documents that ai'e to be foî warded to the subscriber's 

accountant as a mass action initiated by the subscriber. The net effect is that the eDoc 

Reader provides a vehicle for electfonic management of all of the subscriber's authorized 

transactions. Moreover, the richness of the content increases on a regular basis, providing a 

basis to better ensure that the subscriber accesses his or her account regularly. 

The interface 725 is presented by eDoc Reader software 750a executing on the 

subscriber's machine 160. As noted, the interface can be presented within a conventional 
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web browser that is executing on the client's machine, or can be a locally resident application 

(e.g., a desktop application). In some implementations, the software 750a can execute 

remotely, as is known in vaiious cloud-computing applications. Indeed, the functionality 

provided by the software 750a is the inventive aspect of the present disclosure; the 

implementation can vary widely as understood by those of skill in the art. 

The software 750a can be constructed fi-om a plurality of modules each having 

fimctionality to implement the interactive features of the interface 725 (e.g., a search module, 

an instant subscribe module, panel creation modules, etc.). Transactions, once received, are 

unbundled by the eDoc Reader software 750a using the private portion of the asymmetric key 

pair associated with each subscriber/provider pair. In this regard, it is important to appreciate 

that while the transactions are delivered to the subscriber from the provider by passing 

through the TMS 140, the transactions are preferably doubly-encrypted initially with a 

symmehic key that encrypts the content and private metadata (which encryption is performed 

by the content provider) and subsequently by an asymmetiic key (determined by the TMS 

140) that is used to encrypt the symmetiic key. This arrangement ensmes the confidentiality 

of the documents being conveyed as the payload of each transaction, wliile allowing the TMS 

140 to use the public metadata for routing, archiving and message tracking puiposes. 

The eDoc Reader software 750a is configured, in part, to unpack tire document payload 

and access the private metadata by utilizing the public metadata associated with each eDoc 

transaction to determine and access the private portion of the appropriate provider/subscriber 

asymmetric key pair that, preferably, is locally maintained. As shown in Fig. 13A, 

subscribers have a key table that is similar to the key table at the TMS 140 (see Fig. 13), 

except the table maintained at the subscriber machine 160 includes the private portion 1350 

instead of the public poilion 1320 of the PKI key ("PKI Private Key"). Fig. 16 details the 

unpacking process when a ti-ansaction is received at the eDoc Reader 750a; suffice to say that 

the PKI Private Key for that subscriber can be apphed to the ti-ansaction so as to expose the 

symmetric key used by the eDoc provider 110, and then the symmetric key can be directiy 

utiUzed to decrypt the private metadata and the content. Once unpacked, the transaction 

payload comprises a document, such as a pdf or xml file that can be viewed by the subscriber 

within a window of the reader, or using another progi-am such as Adobe's Reader or a web 

browser application such as Microsoft's Internet Explorer. The docmnent can be click-

selected and opened through the interface 725, such as by clicking on icon 1520. In addition, 

the pubhc and private metadata of the unpacked transaction is used to populate a database of 
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eDoc ti-ansactions and attributes which is fuither utilized to populate the vaiious columns of 

the interface, and to provide uiteractive controls, as appropriate. 

One example of an interactive control concerns a transaction of type subscription request. 

This type of transaction requires user-action and the interface 725 preferably provides 

controls 1530 to accept or deny the subscription request. Only after accepting the request is 

there any possibility that a particular eDoc Provider can send transactions to the subscriber or 

that another subscriber can copy or forward eDoc transactions to the user. This opt-in 

process precludes "junk mail" firom entities with whom the subscriber does not have a 

subscription in place from cluttering the eDoc Reader. Upon accepting the request, the table 

in Figs. 13 and 13 A are both updated. The table of Fig. 13A can updated thi-ough local 

processing at the subscriber's machine 160, but updating the table of Fig. 13 is attendant with 

a message between the subscriber machine 160 and the TMS 140. 

The standardization of the templates enables a further important use of the private 

metadata in an implementation of the invention. More specifically, for transactions that 

require payment of specified amounts by certain dates, the standard template has those key 

parameters external of the document itself and within the metadata for use by the eDoc 

Reader in presenting the transactions with that data arranged to permit sorting by amount 

due, due date, provider name, and so on. In addition, an interactive payment control 1540 

can respond to user action by initiating a payment process on behalf of the subscriber with 

his or her designated banking institution (e.g., by opening a port and connection to a 

particular institution from the subscriber machine 160 over the network 100 to that 

institution). Moreover, a preference file can store the subscriber's preferences with respect to 

which accoxint to draw against for payment of invoices based on, for example, the vendor 

identity, the amount due, or the recipient. Likewise, the preference file can initiate an 

automated transfer, say, from an interest bearuig savings account to a checking account as a 

preliminary step to each invoice payment. The preference file (not shown) can include other 

settings such as a rule 1550 to pay without waiting for manual action if the amount (say, from 

a given vendor) is below a prescribed amoimt. Other rules can govern when-to-archive 1560 

a transaction so as to empty the inbox and focus the subscriber on open items. Such rules 

governing action preferences, and other data relating to each particular subscriber, can be 

stored m a subscriber profile. 

An action module executing in the processor of the subscriber's computer or in a server 

in communicative connection thereto cooperates with subscriber mteractions with the GUI, 

via a monitorkxg of the GUI module, to automatically act on at least a portion of the secure 
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content that the subscriber has received. The actions taken are made on the basis of any 

action required, as specified in the metatdata inckided with the content, and by an action date, 

also included in the metadata. The metadata that accompanies the secure content can be 

transmitted sepai-ate from the secure content itself (not prefeiTcd), can accompany the 

transmission that includes the secure content but be separate from the secure content, or can 

be embedded in a file that includes the secure content itself (prefeiTed). Moreover, actions 

can be taken in accordance with any action preferences in the subscriber profile. 

With continued reference to Fig. 15, the interface can provide a variety of alerts, again 

using the decrypted private metadata and, optionally, the user preference file, to visually 

distinguish paid invoices fi'om unpaid invoices, invoices with a due date tliat is approaching 

and invoices that have an imminent due date. Such visual distinctions can comprise a color 

coding such as green, yellow and red to signify increasing urgency as a due date for payment 

approaches. 

The interface also includes conventional navigation features such as searching, file 

management, editing and the like which caia be conventional in design and implementation. 

Optionally, when a paiticular entry is selected, such as the "21^' Century" invoice that is 

highlighted in Fig. 15, a custom link can be provided to the subscriber that can be click-

selected by the subscriber to lead to mai'keting information, educational information, savings, 

rates, discounts, incentives and so on. In part, the link can incorporate subscriber information 

because the provider is part of a trusted network and use that information to provide a custom 

quotation to the subscriber. 

The eDoc reader software permits communication back to the senders in reciprocal 

fashion using the symmetric key that is associated with the subscriber and each provider and 

using the asymmetric key service of the EM system 102 substantially as described, except 

that because the reply is based on an enriched document that was previously provided by the 

provider and processed by the EM system and which has an EM Transaction Number 

(described below), the AESK can be issued by the EM system to the eDoc reader software 

for wrapping ai'ound the symmetric key, substantially as described above, as one way of 

ensui'ing security of the content while being distributed from the subscriber back to the 

provider. 

As such, in a presently preferred implementation, the EM system 102 can comprise a 

portal through which subscribers obtain all of their EM messages (eDoc transactions) that are 

permitted to be delivered on the basis of an authenticated relationship with one or more 
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providers. In like manner, subscribers can reply to providers and enjoy secui-e, bi-directional 

communications -to the extent permitted by the eDoc provider and the document type. 

Some of the messages that ai-e returned after the eDoc reader softwai-e has received the 

secui-e content axe in support of an audit-trail, namely, to confirm receipt of the materials that 

have been sent by the provider, or to confirm decryption of the content, or both, as an 

indicator of proof of delivery. 

Fig. 16 is a high level depiction of the flow of an eDoc transaction from inception by an 

eDoc Provider llOa-c to encryption and routmg by the EM TMS 140 thi-ough high level 

eDoc transaction distribution and ti-acldng by an Email Provider 150a-b and on to final 

distribution and decryption by EM Subscribers 160a-d. 

Each eDoc transaction begins when an eDoc Provider llOa-c has some content that is to 

be communicated to another entity. In the current example, the content is data that has 

historically been in written form and has been disti'ibuted by physical mail delivery, but it 

should be noted that the content could be video, audio or any other data than can be stored 

completely in electronic form. The content that is to be sent is initially stored in the eDoc 

Provider's Content Repositoxy 1602. 

The eDoc Provider llOa-c determines that a recipient is an EM Subscriber by looking at 

EM Recipient IDs stored in memory 330d and retrieving content 1604 that is to be turned 

into an eDoc transaction from the eDoc Provider Content Repository 1602. The eDoc 

Provider subsequently performs Content Enrichment 1606 by adding any eDoc Content 

Metadata stored in memory 330b that is determined to be required by the EM Metadata 

Template stored in memory 330c. When the content emichment 1606 has been completed. 

Symmetric Encryption of the Emiched Subscriber Specific Content 1608 is performed. 

Those familiar witli the art will recognize that symmetric encryption is a broad term for a 

widely known set of encryption technologies whose common characteristic is that encryption 

and decryption can be performed utilizing the same key. In one embodiment of tlie 

invention, the key itself is chosen randomly by the eDoc Provider llOa-c for each eDoc 

t'ansaction. After the encryption of the data has been completed the eDoc Provider causes an 

eDoc Pre-Transaction Record 1610 to be formatted. This record includes the encrypted 

content, the encryption key utilized to encrypt the content, and public metadata (as identified 

in the EM Metadata Template) stored in memory 330c. The formatted pre-transaction record 

is ttansmitted to the EM TMS 140 in connection with a request for an asymmetric key to use 

in distributmg the transaction, as indicated at block 1612, and is stored in the eDoc Provider 

Local EM Transaction Database 1614. 
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upon receipt by the EM TMS 140, each pre-transaction is checked for vaUdity 1616. 

Such validity checks can include whether a valid subscription agreement existed between the 

eDoc Provider and the EM Subscriber for the declai-ed type of document, if the pre-

ti-ansaction record were properly formatted based on the Provider and document 

categorization, and if all of tlie necessaiy public metadata fields were present and valid. If 

the pre-transaction record fails validation, the station notifies the eDoc Provider of the 

transaction exception 1618 along with a detailed eiTor code as to the nature of the exception. 

The notification can be stored in the eDoc Provider Local EM Transaction Database 1614 for 

reprocessing. If the pre-transaction passes validation, the TMS 140 communicates with the 

EM RDS 130 or a subscriber database at the TMS 140 to Determine Asymmetric Encryption 

Key and Supplemental EM Subscriber Records 1620. This determination can be based on 

the provider GUID, the subscriber GUID, and the document type of the current eDoc 

Transaction, using hiformation such as detailed in Fig. 13. Upon completion of the process, 

as indicated at block 1622, asymmetiic encryption of the symmetric key utilized by the eDoc 

Provider is performed and provided in the pre-ti'ansaction record. At block 1624, the 

foiTnatting and building of the primary and supplemental eDoc transaction records ai"e 

performed. A further process stores and transmits the eDoc transactions 1626. This process 

can store the transactions to the EM Transaction State Database 1628, transmit the EM 

Transaction Number for the Primai-y eDoc Transaction to the eDoc Provider 1630, and also 

Transmit all Primary and Supplemental eDoc Transactions to the Designated Email 

Providers, as indicated at block 1632. The recipients can be ascertained by communicating 

with the EM RDS 130 to determine the current valid email address for each EM Subscriber 

160a-e. 

Subsequently, each eDoc Transaction is received by the designated Email Provider 150 a-

b and is checked for validity 1634. The primary validity checks by the Email Provider are to 

determine if the entii'e eDoc ti-ansaction has been received without data flaw and to insui"e 

that the destination email address is correct and deliverable. If the eDoc ti-ansaction record 

fails the validation checks, the Email Provider notifies the TMS at block 1636 such as with a 

detailed error code as to the natui'e of the exception. The notification can be stored in the EM 

Transaction State Database 1628 for reprocessing. If the eDoc transaction passes validation, 

the Email Provider stores the eDoc transaction and sends an acknowledgment to the EM 

TMS 1638. The eDoc transaction is stored in the Email Provider's Email Transaction 

Database 1640 and the EM TMS 140 updates the EM Transaction State Database 1628 to 

reflect the current state of the eDoc transaction. 
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In a variation of the foregoing, when the EM system 102 provides a portal for message 

review, there is no interaction with a separate email Provider. As such, at block 1632, tlie 

system stores the Primary and Supplemental eDoc Transaction data. Also, tlie check for 

validity at block 1634 is again to determine if the entire eDoc ti-ansaction is without data 

flaw, but that is all because the destination address is the subscriber account and the 

subscriber is validated at block 1616. If the eDoc transaction passes validation, an 

acknowledgment is sent to the EM TMS 1638. The eDoc transaction is stored within the EM 

system 102 and the EM TMS 140 updates the EM Transaction State Database 1628 to reflect 

the cuiTent state of the eDoc transaction. 

Continued routing of the eDoc transaction occurs when an EM Subscriber 160a-e 

performs a Sign-in and Email Retrieval 1642 and the subscriber's Email Provider 150a-b 

forwards eDoc ti-ansaction emails to the subscriber 1644. The Sign-in and Email Retrieval 

process 1642 can be accomplished by a dedicated eDoc reader which is able to automatically 

retrieve only eDoc transactions from the Email Provider 150a-b. Alternatively, the eDoc 

reader can be incorporated into an existing email reader system, or the eDoc reader 

functionality can be incorporated into other software that embeds an eDoc reader. More 

generally, all eDoc readers have a commonality of commimication, decryption and content 

organization which is identified in this Fig. 16 and which is further detailed in Fig. 15. As 

such, whether the subscriber signs in to an email Provider system or to other software with an 

embedded eDoc reader as may be provided by a portal to the EM system 102, the eDoc 

reader is operative to provide the functionality described herein. Upon receipt of the eDoc 

h'ansaction, a reader program operating for the EM Subscriberl60a-d provides an 

acknowledgement to the Email Provider 150a-b. The Email Provider stores this 

acknowledgement to the email ti'ansaction database and also creates and transmits an 

acknowledgment 1646 to the EM TMS 140 that each specific eDoc transaction has been 

received by an EM Subscriber. The TMS 140 updates the EM Transaction State Database 

1628 to reflect the cuixent state of the eDoc ti-ansaction. 

In an arrangement in which communications with the erDoc reader are made free of any 

email Provider, the aclaiowledgement and update of the EM Transaction State Database 

(block 1628) can be made on the basis of the eDoc transaction being in the subscriber's 

queue of docimients. 

The EM Subscriber's eDoc reader automatically decrypts all eDoc transactions and stores 

the decrypted content and associated metadata to a database associated with the eDoc reader 

1648. It should be noted that the eDoc Reader Database 1648 may be located locally to the 
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eDoc Reader software or may be remotely stored and accesses via network 100. The 

subscriber station also creates and transmits an acknowledgment 1650 to the EM TMS 140 

that each specific eDoc transaction has been decrypted by the EM Subscriber's eDoc reader. 

The EM TMS 140 updates the EM Transaction State Database 1628 to reflect the cun-ent 

state of the eDoc tfansaction. 

RefeiTing now to the process flow of Fig. 16A, a modified flow as compared to the 

process just described illustrates another path for the creation and movement of content from 

a eDoc Provider llOa-c toward a subscriber. In Fig. 16A, like reference numbers are 

accorded to steps in the flow that correspond to the steps of Fig. 16. In this process flow, the 

eDoc Provider llOa-c maintains custody of the content through the encryption and double 

encryption steps, and only then routes a transaction to the TMS 140 for distribution to 

Subscribers 160a-e. 

The process flow of Fig. 16A proceeds as described above to retiueve content that is to be 

sent to a particular Subscriber and then enrich the content with public and private metadata 

1602-1606. At step 1607a, as a departure fiom the approach of Fig. 16, the eDoc Provider 

110 communicates with the template compliance validation module (TCVM) to validate that 

the public and private metadata correctly utilize an appropriate EM template that has 

previously been provided by the RDS 130 for use in various transactions. The TCVM 

processing is described in greater detail with regard to Fig. 18. Briefly, it comprises a 

module that resides at the eDoc Provider computer 110 and operates as a "black box," 

processing inputs and selectively pemiitting transactions to advance beyond a proposed 

stage, as described next. 

If the validation is not satisfied, as tested at block 1607a, the proposed transaction is 

rejected and the proposed transaction is returned to tlie eDoc Provider's system for 

reprocessing 1607b. Conversely, if the validation is satisfied, the TCVM generates and 

communicates to the eDoc Provider a pseudo random number, described in more detail 

below, to be utiUzed as a symmetric encryption key for the proposed transaction. Thereafter, 

the eDoc Provider syrrnnetrically encrypts the content and the private metadata with the 

generated key 1608, and formats the eDoc record including the encrypted content and private 

metadata on the one hand and the tmencrypted public metadata on the other hand 1610. 

Importantly, the public metadata includes the document type and recipient subscriber. At 

block 1612a, the eDoc Provider communicates with the TMS 140 in order to request that the 

symmetric key -which already has been utilized to encrypt the content and the private 

37 



metadata- be asymmetiically encrypted with a key associated witli the Subscriber, without 

transmitting the symmetric key, the content or the private metadata itself. 

Meanwhile, the TMS maintains a table of Subscriber keys and is able to validate, at step 

1616A, whetlier the request is to be accepted and return with an asymmetrically encrypted 

key or not. In part, the TMS has a processorthat is configured to use a key-request validation 

module (KRVM) to examine the request message from the eDoc Provider 110 and act on the 

request. For instance, the KRVM can comprise code that executes within the processor so as 

to configure it as such. The request message can include a Provider GUID of the particular 

eDoc Provider 110 making the request. As a control mechanism, the KRVM can be 

configured to look up the address associated with the Provider GUD in the message and 

respond to the address that the KRVM maintains ratlier than any address in the request 

message so as to provide a control against spoofing and the like. The request can further 

include a Subscriber GUID of the Subscriber to whom the transaction is to be delivered and a 

document type based on the previously validated EM template. The request can, but need 

not, include a transaction number. The transaction number serves the pm-pose of uniquely 

identifying the ti-ansaction within the EM system 102, including to uniquely identify the 

transaction to the TMS 140. The transaction number, for instance, can be a sequentially 

generated number, and in the form can include two components: a first component that can 

be the same as the Provider GUID but which is uniquely associated with a pai-ticular eDoc 

Provider; and a second component that is sequentially updated with each request message. 

Alternatively, the transaction number can be generated independently at the eDoc provider 

and at the TMS on the basis of receipt of a key request including the Provider GUID which 

can be used by the TMS to increment the transaction number. The transaction number is 

fui-ther utilized as a seed value that is fed by the KRVM mto a pseudorandom number 

generator algorithm associated with that provider in order to generate a symmetric key. 

Because that eDoc Provider and the TMS both can determine/shai-e a transaction number and 

use that number to seed a PRN generator that is configured alike at both stations, a symmetric 

key can be generated at each station in synchi-onization with each other. What is important to 

appreciate then about the flow of Fig. 16A is that the symmetric key is not transmitted from 

the eDoc Provider 110 to the TMS in the clear. 

Thus, at step 1616A a key request can be received that includes a Provider GUID, a 

Subscriber GUID, a document type and optionally a transaction number. The KRVM queries 

a secure database to determine if there is a subscriber relationship in place as between that 

provider and the identified subscriber for the given document type. For example, the 
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database can comprise the table of Fig. 13 and the query can check if the subscriber 1320 

identified in the key request has a relationship with the provider 1315 in the key request. If 

such a relationship does not exist, then the process flow branches to step 1618, as previously 

described, to provide a notification of tlie non-validation. On the other hand, if the KRVM 

module confirms the relationship, then the process flow continues at step 1620A to determine 

the value of an asymmetric key that can be utihzed to encrypt the symmetric key 1622 that 

was previously identified and utilized by the Provider to encrypt the content and private 

metadata. The asymmetrically-encrypted, symmetric key ("AESK") is subsequently returned 

to the provider in step 1623 to record into a transaction that is ready for distribution across 

the EM system 102. In paiticulai', the TMS uicludes a table of keys, as described previously 

in connection with Fig. 13, and an asymmetric key 1320 can be extracted from the entxy in 

the table that correlates the requesting provider 1315 with the identified subscriber 1310. 

Thereafter, the TMS can asymmetrically encrypt the symmetric key that has been 

uidependently generated at the TMS and that is the same as the symmetric key that the eDoc 

Provider uses to encrypt the emiched content for the transaction. At step 1623, the AESK is 

returned to the eDoc Provider 110. In summaiy, therefore, the key request 1612A transmits a 

Provider GUID, a Subscriber GUID, and a document type to the trasted resource that is the 

TMS 140, and optionally fuifher transmits a transaction number associated with that eDoc 

Provider. This transmission is sufficient to permit several secm"e actions at the TMS 

including: independent generation of a symmetric key; extraction of an asymmetric key 

associated with that subscriber; and encryption of the symmetric key v^th the asymmetiic 

key. The eDoc Provider receives the AESK but has no access to any further information 

about message propagation. The TMS forwards the AESK but has no access to the 

underlying content; rather, the TMS is the master of keys and relationships while the 

subscribers to the EM system 102 each have controlled access to the content and managed 

alerts concernuig each transaction. Meanwhile, back at the eDoc Provider, the processor at 

that station is configured, e.g., by code executing therein, to await the AESK. Once that key 

is received after step 1623, the eDoc Provider can augment the record and complete the 

construction of a ti'ansaction by adding the AESK to the record. As such, the record includes 

the encrypted, enriched content and public metadata and now includes the AESK. The 

transaction includes public metadata in the clear, includkig a transaction number, that is used 

by at least the TMS and the eDoc Reader software to distiibute the transaction and provide 

alerts and notifications as described previously. The transaction itself is distiibuted fi-om the 

eDoc Provider to the TMS as indicated at step 1613, and the TMS, upon receipt of the 
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transaction, uses the public metadata (in particulai", the Provider GUID, the Subscriber 

GUID, and the document type) to determine the subscriber's address for electronic 

distribution of this ti-ansaction, at step 1620b. Upon distribution, the subscriber can view tlie 

content, but equally important, the TMS can supplement the distribution with further 

addresses based on any copy or foi-ward rules that the subscriber can and may have 

established with the EM system 102 in accordance with a salient aspect of the invention. 

Thereafter, the process flow is as previously described and includes ti-ansmission of a 

message to the eDoc Provider to confu-m delivery of the ti'ansaction (step 1630), transmission 

of the ti-ansaction to the identified subscriber and/or any designated recipient(s) (step 1632), 

and update of a state database (step 1628). 

In one unplementation, the module at tlie eDoc provider executes so as to configure a 

processor of the eDoc provider's machine to perform symmetric key look-up and encryption 

with that key, whereas all other interaction witli the EM system 102 is imder an open 

application program interface. In other words, block 1607 is not utilized as there may be no 

template compliance validation module required to validate the template data, at least in this 

one implementation. 

Fig. 17 depicts a flow diagram of tlie electronic commercial mail document delivery 

exception and subscriber alerting operation that can be included in embodiments of the preset 

invention. Providers of mail, whether in physical format or in the form of eDoc transactions 

can benefit from knowing whether a piece of content has been delivered to the recipient and 

if it has been "opened." Recipients of mail also can benefit from being alerted to mail that 

they have forgotten requires action or that needs immediate attention. The present invention 

incorporates both of these functions by utilizing tlie standardized public metadata described 

in Fig. 14. A process at the TMS 140 reviews the EM Transaction State Database 1628 to 

identify eDoc transactions that have a last activity timestamp that is more than, for example, 

24 hours old 1700. Transactions that have not had activity with the past 24 hours are 

checked for transaction state exceptions 1705 by measuring time intervals agakist several 

elements of previously identified metadata about each eDoc transaction on the EM 

Transaction State Database 1628. A multitude of exception cases may be identified for each 

transaction, Provider, recipient, and/or document type. Several exception cases are described 

here but many more can be implemented within the scope of the invention. In addition to 

identifying delivery exceptions and providing subscriber alerting, the current process also 

performs a maintenance function to keep the EM Transaction State Database at an efficient 

size. The exception state checking process identifies transactions that have a state of 
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"delivered and decrypted" by the subscriber as exceptions. This state indicates that a 

transaction has been received and seen by the subscriber. Process 1710 specifically checks 

for this state and if it is found to be valid, moves the eDoc ti-ansaction from the EM 

Transaction State Database 1628 to the Completed Transaction Historical Database 1715. If 

this is not the cause of the exception the eDoc transaction is further reviewed in process 1720 

to determine if the exception state requires notification to the eDoc Provider, hi one 

embodiment of the invention, the process determines the elapsed time between the initial 

eDoc transaction ti'ansmission time stamp and the cun'ent time. If the time has been longer 

than a predetermined time and the status of the eDoc transaction is not, at a minimum, 

dehvered to subscriber, then information about the eDoc transaction is passed to a further 

process that notifies the eDoc Provider of a transaction exception (including a detailed eiTor 

code as to the nature of the exception), at block 1725. Once the transaction exception has 

been sent to the eDoc Provider 1725, the EM Transaction State Database 1628 is updated to 

reflect the fuither communication and the time at which the action was taken. This updates 

the activity timestamp utilized to initiate the exception review process. 

The eDoc transaction is ftuther reviewed to determine if any of the exception states 

require subscriber notification (alerting) 1730. In an example of this embodiment of the 

invention, the process determines how much time remains between the current time and the 

action-required date. Based on criteria that might be selected by the system or by the EM 

Subscriber for a specific type of transaction, the process determines if subscriber alerting is 

required. If alerting is requk-ed, the process looks up the alerting methods and contact details 

for each specific transaction 1735. The alerting methods and details can be identified 

through communication with the EM RDS 130. Once the methods and details have been 

determined, the actual alerts ai"e sent to subscribers 1745 and the EM Transaction State 

Database 1628 is updated to reflect the further communication and the time at which the 

action was taken. This updates the activity timestamp utilized to initiate the exception review 

process. 

Referring briefly to Fig. 18, the eDoc Provider station 110 can have its processor 

configui-ed to include a template compliance validation module (TCVM) 1800, such as in the 

form of code executing in the processor. The TCVM 1800 can be a secure module provided 

by the TMS and aiTanged to operate as a "black box" so that its inputs and outputs are 

defined by the TMS and its operation is secure. The reason for this is that the TMS occupies 

a position of trust in the EM system 102 and the TCVM enables validation at each content 

provider of then correct use of a standard template provided by the TMS for use in various 
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transactions. In this way, the EM system can extend the standafd templates and have control 

over compliance at each content provider and individual content providers have an 

impediment to using the EM system to distribute content that is not in conformance witli an 

accepted content-type for the industry/sub-industry of any particular- cDoc Provider. 

At step 1802, the TCVM is invoked at the eDoc Provider station, such as in response to 

the provider havmg content that is ready to be distributed to a particular subscriber. The 

module obtams the content (eDocument), private metadata associated with the 

content/subscriber by the eDoc Provider, and public metadata of the same type. At block 

1804, the module identifies the content-type, which is one of the fields common to the public 

metadata of each of the standard templates used in the EM system 102. At block 1806, 

metadata is exti'acted such as fields among the private and pubUc metadata. For instance, the 

TCVM 1800 can pop a field from the private metadata into a register that is accessible to the 

processor of the eDoc Provider station. At block 1808, the extracted data is compared to the 

standai'd fields of the template for the identified content type. Thus, for instance, each or 

selected fields of a standard template for a given content-type can be compared to the 

extracted data to determine whether those values conform to variable definitions for the 

standard template. Typical variable definitions include, currency, date, time, integer, real, 

alphanumeric, and so on. At block 1810, a determination is made as to whether the 

validation is satisfied. If the test is not satisfied, the proposed transaction cannot advance 

further in the EM system 102. On the other hand, if the content provider has constructed a 

record in confoimance with the standai-d template (such that all subscribers receive content 

and controls that are consistent for a given content type, as only the independent, trusted, EM 

system is able to enforce), then the eDoc Provider station can obtain a PRN key at step 1812, 

substantially as described above. Briefly, a transaction number can be used to seed a PRN 

generator module and output a symmetric key. The content and the private metadata for the 

transaction is encrypted at step 1814 using the symmetric key. Next, step 1612A is 

performed as described above (see Fig. 16A), and the TCVM module at the eDoc Provider 

station then awaits receipt ot the AESK, as indicated at step 1816. Finally, as described 

above, the eDoc Provider station can complete the record and distiibute a fully constructed 

transaction to the TMS, as indicated at step 1613. 

RefeiTing again to Fig. 15 and also to Fig. 19, a demand-based vendor-refen-al service is 

illustrated as a fuither feature provided through the EM system 102. By way of backgi'ound, 

the acceptance between subscribers and providers as has been described establishes a trusted 

relationship that authorizes a flow of messages between such subscribers and providers. This 
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flow of messages caii, and is anticipated to, greatly diminish the volume of first class mail 

that is presently being sent through the U.S. and other postal systems. Another variety of 

mail that passes thi'ough the postal systems is pre-soited mailers that are conventionally used 

to advertise local services, products for the home, and so on. Sometimes, this variety of mail 

is referred to as "junk" mail as it is imsolicited and may be promoting products or services for 

which the recipient has no present interest. Yet, the reduced revenue from first class mail 

that results from the adoption of a system as described herein means that the cost of 

supporting pre-sorted mail to the same postal customers effectively increases as it is no 

longer being supported by the revenue of first class mail to the same addresses. Economics 

aside, m accordance with a further, optional aspect of the invention a demand-based vendor-

referral service can be implemented so as to provide local service refen'als to a subscriber m 

need of a product or service. For instance, if the subscriber is in need of a plumber, or a pet 

fence, or wishes to use a different lawn cai-e vendor, the EM system 102 can provide referrals 

in lieu of a yellow pages or other jxmk mail, as described next. 

Thus, in support of a demand-based (as opposed to imsolicited) vendor refenral service, 

and in the event that a subscriber is in need of a local service, a conti'ol such as a "local 

service"button 1560 can be provided to navigate the subscriber to a page that can be tailored 

to provide a selection of local vendors that ai-e known to the EM system 102. Alternatively, 

the subscriber can input and submit seai-ch criteria to locate a local service using another 

interface component such as a text box 1562. The subscriber can be presented thi'ough the 

eDoc reader or possibly through a web-accessible portal supported by the EM system and 

accessed via interaction with the button 1560 or text box 1562, with a selection of local 

vendor advertisements suited to the subscriber's present interest (e.g., plumbers as a result of 

the subscriber indicating an interest in seeing local plumbers). The results provided by the 

EM system are unlike those that can be provided by a conventional search engine in several 

respects. First, the EM system has information about the subscriber from the subscriber 

profile including the subscriber's physical address and current vendor relationships (e.g., 

which lawn care company the subscriber uses and which oil company the subscriber uses). 

Second, the EM system has information about other subscribers in the same local area, 

including their zip code and address and provider relationships. As such, in view of these 

data, the EM system has the ability to identify plumbers that have been used by persons that 

Uve neai- the subscriber and who have one or more providers in common. As a result, a 

vendor referral (e.g., for a plumber, etc.) can be presented in combination with fiirther data to' 

assist the subscriber in making a vendor selection. The fiirther data can be masked to vaiymg 
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degrees, so as to output the selection in a number of ways as sliown below in Table A (no 

masking), Table B (moderate masking) and Table C (heavy masking): 

Table A I Table B \ Table C 

Joe Plumber Ace Plumbing Cheap Plumbers 

Recent customers: Recent customers: Recent customers: 

Cheryl N'bor 3 7 East Lake 1 on your street (East Lake 1 in your zip code (10536) 

Drive Drive) 

Amount Paid: $340.00 Amount Paid: Amount Paid: 

Common Providers: Jimmy Common Providers: 1 local Common Providers: 2 

Lawn Care; Citibank service and 1 financial 

institution 

Offers: 10% discount in Offers: 10% discount in Offers: 10% discount in 

August for new customers August for new customers August for new customers 

The information in the tables above for presentation to the subscriber differs from most, 

conventional vendor flyers because they are provided in relation to actual selections by 

neighbors and other local persons. As well, each vendor that is identified is a provider on the 

EM system and, as such, is at least partially authenticated as a vendor that can be paid and 

managed thi'ough the eDoc reader softwai-e 750a, exactly as described above, a departui-e 

from all conventional vendor flyers. A subscriber's selection of a vendor in response to the 

local service referral service means that the subscriber can pay the vendor, manage the 

relationship, manage capital improvement costs via electronic tags, and so on, using the 

auspices of the EM system described herein. 

In part, the EM system 102 includes a server, a relationship database 1900, a subscriber 

database 1902 and a provider database 1904. The vai'ious databases are all in communication 

with the sei-ver. The subscriber database 1902 identifies each of a plurality of subscribers to 

the EM system, mth each subscriber having a subscriber profile (described below, but 

including at least a subscriber location and one or more established relationships with one or 

more of a plurality of providers). The provider database 1904 identifies a plurality of 

providers registered with the system and includes their respective GUIDs. 

As shown in Fig. 19, an eDoc transaction processing module 1920a executes within 

the processor of the server of the EM system 102. The module 1920a comprises the code 
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executing in the processor to direct in a controlled manner encrypted content between one of 

the plurality of subscribers and one of the plurality of providers. While the content itself is 

secm-e (encrypted by tlie AESK) and therefore not readable by the EM system, the metadata 

that accompanies tlie encrypted content provides information suitable for du'ecting the 

content between the appropriate subscriber and provider. A tracking module 1920b also 

comprises code executing withui the processor of the server of the EM system 102 and is 

operative to monitor the metadata so as to identify an eDoc transaction that con-esponds to a 

payment transaction that has been made between any of the plurality of subscribers and any 

of the plui'ality of providers. The tracldng module, upon identifying such a transaction, 

writes data to the relationship database 1900 thata includes at least the identity of the provider 

and the identity of the subscriber in that payment transaction. The server of the EM system 

also includes a request processing module 1920c comprising code executing within the 

processor of the server that responds to a request receiving from a subscriber thi-ough a 

commxmication link such as is shown in Fig. 19 by the connection between the subscriber, the 

network 100, and the EM system 102 server. The request identifies a vendor service of 

interest to the particular subscriber (e.g., the subscriber needs a plumber). Other requests can 

be received from the subscriber, and an example is discussed below. The request processing 

module 1920c is operative to obtain a location of the particular subscriber from the subscriber 

database 1902. The module also determines a set of providers within the provider database 

1904 that provide the vendor service of interest to the particulai- subscriber (that is, the 

seî vice that was in the request), and which are witliin a prescribed tolerance of the obtained 

subscriber location. The tolerance can be prescribed in terms of distance, zip code and 

otherwise. For instance, the zip code might have to be the same, or the difference when one 

is subtracted from another being no more than a specified value. The module operates to 

identify a particular provider within the determined set of providers that is included in the 

relationship database 1900. As such, the particular provider is one with whom there has been 

a payment transaction, as that is required for the provider to be in the relationship database. 

An ad server module 1920d is in communication with the request processing module 1920c 

and also comprises code executing within the processor of the server. The ad server module 

configures tlie processor to cause an ad of the paiticular provider that was just identified to be 

served to the particular- subscriber's machine in reply to the request. 

In accordance with still a further, optional aspect, any vendor identified by the EM 

system can be presented together with customer reviews ("feedback") that are based on 

feedback from subscribers to the EM system. Such reviews can further inform a paiticular 
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subscriber when making a selection of that vendor. First, as can be appreciated, any selection 

by a pai-ticular subscriber is informed at least by other local subscriber's selections as shown 

in the tables above. In addition, feedback from other subscribers can be provided with 

comments from persons who have used that vendor. In one arrangement, the comments can 

be presented together with the local ads. In another aiTangement, the comments can be 

accessed using hyperlinks that can be provided (see underlined text in the tables above) to 

lead the particular subscriber to such fiiither information. Still ftu'ther arrangements have the 

reviews available for perusal prior to any paiticular subscriber selecting that vendor. The 

feedback is provided, for example, by either the request processing module 1920c or the ad 

server module 1920d. Optionally, either of these modules can mask a portion of the 

subscriber details relating to the soui'ce of the feedback, as described in connection with 

Tables A, B and C. 

Moreover, not only can the feedback that is provided to the subscriber be limited to 

providers within a prescribed tolerance of the subscriber's location, the feedback can be 

"local," that is, only those other subscribers that satisfy a prescribed geograpliical constraint 

can be included among the feedback provided to a particular subscriber. For instance, only 

feedback from other subscribers within the same zip code can be provided to the particular 

subscriber that is requesting a local vendor sei-vice. The geographical constraint can be more 

broadly defined, such as to include the same borough, city, county, state, or region, as non-

limiting examples. In like manner, feedback to the subscriber requesting a local vendor 

sei-vice can be limited to conmients fi-om other subscribers that have a certain number of 

prescribed relationships in common with that subscriber. For example, the feedback of other 

subscribers can be sorted m descending order of common providers, and the comments of 

subscribers with the most providers in common can be presented to the subscriber in 

decreasing order until a cut-off of no more comments. Thus, if the requesting subscriber uses 

the same lawn care and tlie same oil company as a person providing feedback on a plumber, 

this could be ranked higher than another subscriber neai'by (e.g., same street or zip code) tliat 

has no providers in common. Optionally, a permission is maintained (stored) in the 

relationslnp database 1900 that governs whether a feedback entry can be served in response 

to a request for a local ad. The permission can be assigned manually by the person providing 

the feedback by indicating whether permission is gi-anted or not and writing that to the 

relationship database, or the permission can be a system-changed parameter that is updated 

programmatically, for example, to restrict distribution of stale feedback comments after a 

period of time, and on other programmatic bases. 
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The ability of a subscriber to input and post a review of a particular vendor can be 

controlled by the EM system, as described next. The EM system preferably restricts reviews 

to subscribers that have a mutual accepted provider/subscriber relationship with the vendor. 

Optionally, a customer-review of a particular vendor is further limited to those subscribers 

that have made a payment to that particular local vendor. Because the public metadata 1410 

(see Fig. 14) includes the GUID of the provider (here, the local vendor), and the document 

type (here, say, an invoice), and because the existence of a subscriber payment against such 

invoices are preferably made through the EM system, the EM system can track as a 

background process the document distribution (without access to the secure content therein) 

and build a relationship database in support of local ad service through tlie eDoc reader or 

other interface to the eDoc transactions being distributed through the EM system. More 

specifically, as EM transaction numbers are issued or as eDocs are conveyed through the EM 

system, records or entiies ai-e added to a relationship database 1900 that is referenced in 

connection with providing reviews of local vendors. The relationship database is in 

communication with the EM system 102 server, such as via SQL or other database queries. 

Thus, when a particulai- subscriber 160 wishes to review local ads thi-ough the EM system 

102, the system accesses an advertisement sei-ver 1910 to deliver an ad to the particular 

subscriber. The selection of ads to provide to the paiticulai- subscriber is made by the EM 

system 102 by accessing the relationship database 1900 to determine the providers that are to 

be refen'ed to the particular subscriber. The referral is preferably made in accordance with an 

algorithm that optimizes one or more criterion(ia), such as good feedback ratings by other 

subscribers who have a prescribed proximity to tlie particular subscriber, how recent the 

feedback rating(s) is(are), number of providers of at least a certain type in common between 

the reviewing subscriber and the particular subscriber, or a combination of these factors. 

Optionally, the particular subscriber can probe the algorithm and add or remove criteria, 

change weightings, and so on, to adjust the basis for the selection of refeiTals. 

As such, the presentation of vendor ads (wherein, each vendor is one of the providers 110 

registered with tlie EM system 102) can be married to feedback from other subscribers in the 

paiticulai- subscriber's geographic vicinity, to the extent that such feedback is available. As a 

default, if there are no vendors that have been reviewed by other subscribers, the system 102 

can return the vendors that are relevant to the particular subscriber's inquuy (e.g., the 

plumbers in Westchester County, New York, if that is where the particular subscriber 

resides). Those providers that do better work, have favorable pricing or are otherwise able to 

garner good feedback, garti the benefit of positive reviews that support a social networking 
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functionality of the EM system 102 that improves upon impersonal flyers that are ubiquitous 

today. 

A fiirther, optional featui-e is to include an anonymous reference request module 1920e 

(ARR module) that is configured to process a request from the particular- subscriber to obtain 

feedback from other subscribers, either when there is no feedback on a particular 

vendor/provider, or to augment the existing feedback. The ARR module can interrogate the 

relationship database 1900 using pai'ameters provided by the particular subscriber (e.g, my 

zip code, last 4 weeks) to identify other subscribers who have actually used the provider 

about which the requesting subscriber is seeking feedback. The module then causes a 

message to be sent to such other subscribers seelcing feedback on the vendor that the 

pai-ticular subscriber is interested in using. The recipient of such a message can accept or 

deny it, using controls configured similar to controls 1530 in Fig. 15, and if the message is 

accepted, a form is provided for quick completion by the subscriber. If accepted, then the 

feedback is served to the requesting subscriber, in general fulfillment of a social-networking 

role that the EM system 102 can provide in this respect. Optionally, one of the controls on 

the form can be whether the recipient permits the reference to be part of the publicly 

viewable feedback. In this way, feedback generated as a result of prompts from other 

subscribers to the EM system, but also can be solicited by the EM system once the system 

has tracked a subscriber payment against an invoice of the vendor, as described above. 

As is conventional in the computer-based advertising art, the ad can be delivered to the 

particular subscriber 160 by the EM system 102, or the EM system can embed a link in a file 

dcHvered to the particular subscriber (e.g., in a web-browser compatible page), that is 

processed at the subscriber's machine and causes its browser softwai'e to access the 

advertisement server, 1910 directly. The advertisement server 1910 stores the ads for local 

vendors who ai-e providers 110 registered with the EM system. As will be appreciated, the 

advertisement server can be part of the EM system itself or can be a sei-vice provided by a 

third party to support this functionality of the EM system. 

RefeiTing now to Figs. 19 and 20, an inquiry service module 1920f is described which 

can be included among provider equipment to provide an enhanced interface to the EM 

system 102 over a distributed computer network 100, such as the Internet. The inquiry 

service module enables a subscriber to identify one of several accounts that are maintained 

by services provided by a given provider. This arrangement can occur, for example, when a 

subscriber has a number of pres-existing accounts with the provider, such as a checking 

account, a savings account, a money mai'ket account, and one or more brokerage, IRA, and 
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401(k) accounts with the same provider. To establish a mutual relationship between this 

subscriber and each of the accounts at the provider 110, an inquiry service module 1920f is 

disposed outside of a firewall 2010 of the provider, and communicates through a designated 

port with a router 2020 under control of the provider. The EM system 102 provides a portal 

that transmits one or more encrypted messages including content between the subscriber and 

the provider. The EM system provides forms, databases, and code that execute to establish 

one or more relationships between the subscriber and the provider, as described previously. 

Among the databases is the subscriber database 1902 which is under control of the electronic 

message portal and includes authentication data concerning each subscriber (e.g., address, 

last four digits of the subscriber's social security number), and also maintains a list of any 

established relationships between each subscriber and each provider. Wlien the subscriber 

wishes to add a particular provider, such as the one illustrated in Fig. 20 with multiple 

sei-vices 2030a-d and respective reference databases 2040a-d, the EM system sei-ver uses a 

subscription request module (generically indicated as one of modules 1920g) to combine the 

subscription request by the subscriber with at least a portion of the authentication data m the 

subscriber database 1902 concerning that subscriber so as to define an inquiry message. The 

inquhy service module 1920f executes on provider equipment and is exposed outside of the 

firewall 2010 so that it can process each inquuy message received from the electronic 

message poital, identify the subscriber with the plurality of pre-existing accounts using the 

authentication data by matching that data against the records maintained by the provider, and 

communicate each pre-existing account identified with the subscriber back to the electi-onic 

message portal. In this way the portal can take the identified, pre-existing accounts and 

establish a relationship between the subscriber and the provider for each such account. 

As will be appreciated, the process flow can be implemented by code executing in a 

processor and configured to provide the functions described above, and can be implemented 

in response to subscriber-interaction with one of the interfaces described above and, as such, 

a practical implementation of tlie invention does not necessarily perform each of the steps 

illustrated in the flow diagrams nor does it necessarily execute in the order illustrated. 

Rather, the flow diagrams are provided for purposes of discussion and not limitation of the 

invention 

hi conclusion, embodiments of the invention can create a private network of providers 

and recipients that establishes each registrant as being the entity they claim to be and 

provides a guaranteed, unique identifier (GUID). The GUID for a recipient may be 

associated with multiple physical locations and can be associated with any email address the 
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recipient chooses. The private networlc utilizes existing email inirastructui'e and protocols for 

distribution but implements its own security and content protocols to secure content, 

implement delivery tracking and automate document management. The GUID for a provider 

may be based on a single legal entity or subdivisions within an entity. The implementation of 

GUIDs allows providers to know that they ai-e sending documents to the intended recipient 

without the requirement to validate each email address or other contact data. For recipients, 

GUIDs allow for aggi'egation across multiple providers and redirection of deliveiy location 

with a single entiy. 

Embodiments of the invention can standai'dize attributes about each document being 

conveyed in the system so that many parts of the mundane processes associated with existing 

document distribution systems can be automated. For example, attiibute management using 

components described herein enable control over the presentation of documents, action-

reminders, and archiving by date, provider, type, or role (e.g., the user is a forwarded 

recipient). 

Embodiments of the invention can enable the recipient to control which providers can 

send documents to their GUID and what types of documents each provider can send to the 

recipient. This functionality v̂ dll be controlled thi-ough the use of a subscription process and 

stored profile information. When initiated by recipients, the subscription process can be 

immediate. When initiated by providers, the subscription process requires recipient 

acceptance or "opt-in." The subscription process can be automated utilizuig pre-existing 

soxirces of data, can be driven by search criteria or can be facilitated by direct entry of a 

GUID. No document will be distributed without a valid subscription. Unique identifiers as 

well as routing limitations enable the recipient's Email Provider to easily sepai'ate email 

traffic from the document distribution network, and, more generally, enable conti-olled 

presentation of each subscriber's eDocuments to only the intended subscriber regai'dless of 

whether an email Provider is used or whether, for example, the eDoc reader is provided by a 

portal served by the EM system 102. 

Embodiments of the invention can provide a higher degree of security to the recipient 

than is cun-ent practice for both physical mail and traditional email. This functionality can be 

accomplished tluough the use of an automated, double encryption code. As described herein, 

a symmetric key can be used to encrypt messages, with the system 102 including a machine 

that receives the symmetric key and encrypts that key with an asymmetric key. The message 

(e.g., email) is ultimately conveyed to the viewer in an encrypted format. The message is 

encrypted with the symmetric key and so are the standardized attributes concerning the 

50 



content of that message, but the symmetric key is not communicated as such. Rather, tlie 

symmetric key is communicated in a further encrypted form, namely, after enciTption by a 

second, asymmetric key. In one embodiment, the encrypted document, the encrypted 

symmetric key and accompanying content-attributes (necessary to manage the distribution) 

are communicated by a machine associated with the system 102 rather than the content 

provider itself (e.g., a transaction management station) which utiKzes the public key of the 

recipient's GUID to enciypt that content provider's encryption key. Utilizing this 

methodology, all document messages stored anywhere on the Internet can be encrypted and 

document distribution can be limited to tlie recipient because the "public" key will not be 

widely distributed. 

Embodiments of the invention also can enable providers to detennine if a document has 

been delivered with a high degree of accuracy. To facilitate this functionality, the document 

distribution network adds a unique document identifier to each distributed document and 

tracks the delivery status of each document. The first state of document delivery is an 

acknowledgement that the transaction has reached the recipient's mail server; the second 

state is an acknowledgement that the recipient's mail client has received the ti-ansaction. The 

fmal delivery state is recorded when the recipient has decrypted the document. The 

decryption and response are automated by the recipient's application and, if the recipient is 

offline at the time of decryption, tlie result is stored until the user next retrieves email of any 

type or otherwise signs-in to view eDocs. Exceptions to deUvery can be reported for follow-

up action, and details of all delivery data can be available for auditing and other pmposes. 

Embodiments of the invention can ensure that users do not forget to retrieve or take 

required action on documents on a timely basis. The deHvery state mechanism described 

above can also be used to trigger alarms to the recipient. Such alarms can be triggered by 

time and state rules for each document provider, each dociunent type or both, and be 

deUvered through a combination of email to alternative addresses, text messages or even text-

to-voice messaging to traditional voice communication devices. 

Embodiments of the invention can to allow recipients to set up automated foi-warduig and 

copying of documents to other, generally related, recipients. A typical instance of the 

requirement for this feature is a document addressed to an older pai-ent or disabled sibling 

who has his or her messages managed by a different recipient. To facilitate this functionality, 

a recipient creates, on the document distribution network, a "copy" or "forward" 

functionality to another recipient. This functionality can be on a complete or partial basis 
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(specified by provider or document type, for example). Another example is when an invoice 

is addressed to a husband or wife but is generally paid by the other spouse. 

Embodiments of the invention also can allow financial intermediaries to search, identify, 

access and store the GUID and profile data of each registered provider. Provider profile data 

includes mailing address as well as account data to facilitate electronic payments. This 

fimctionality allows financial intermediaries to access data required to deliver payments to 

provider members of the network as instructed by subscribers who are customers of each 

financial intermediai-y. The utilization of standardized GUIDs in transactions initiated by 

providers insures that payments will be sent to the correct provider in the most expeditious 

manner possible. In this regard, the system 102 can allow financial intermediaries to send 

specialized messages so as to update transaction statuses and provide Providers and 

Subscribers with more comprehensive message management. For example, the financial 

intermediaiy can provide notification of completed payments to improve auditing and more 

detailed alerts for the benefit of tiie subscriber. Subscriber profile data can include the 

subscriber's physical address, current vendor relationships, and any action preferences that 

the subscriber inputs to the EM system 102 in relation to the providers witli whom the 

subscriber has a relationship. As a non-limiting set of examples, the action preferences can 

include: an auto payment preference to pay any invoices fi"om certain providers; an auto 

payment preference to pay if the invoice is below a threshold amount or within a prescribed 

percentage of one or more prior invoices fi'om that vendor; an auto-forward setting to send to 

an accountant or other ti'usted person; and an auto archive setting to archive in a number of 

days after reading the message or after an invoice has been paid. 

The foregoing system can be utilized in connection with retail purchase transactions with 

retailers (providers) who are either already matched to the subscriber through a subscription 

relationship, or with retainers with whom the subscriber does not have a subscription 

relationship. Either party to the purchase ti'ansaction can provide an JD to the other party 

together with a key that uniquely identifies the transaction. Thus, the subscriber can provide 

his or her Subscriber GUID, or the provider can provide its provider GUID. The provider 

can simply print a code on the receipt that the subscriber can scan or otherwise enter to 

automatically establish a subscription relationship with that provider. That code can be 

printed or otherwise communicated to the subscriber with a unique key to identify the 

particular' transaction. The subscriber can be provided with a set of keys either on paper or in 

a smaitphone application that can be conveyed to the retailer together with the subscriber 

GUID. 
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The unique code is a one-time code that, togetlier with the GUID, allows the parties to the 

retail transaction to identify each other and establish a subscription relationship. By way of 

example, and not limitation, a subscriber can purchase a couch at a fui-niture store. The 

subscriber wishes to manage the purchase for warranty or insurance puiposes and so he or 

she gives the retailer his or her Eco-mail Subscriber GUID and a one-time key that the Eco-

mail system generated. The subscriber can have a seat of several such codes generated at any 

given time for use hi sepaiate purchase transactions. Once given to the retailer, the receipt 

can be routed through the EM system and a subscription relationship can be created as a 

result in the same manner as described previously. Once the relationship is established, the 

subscriber can decide through eDoc reader software 750a prompts and the like whether other 

notifications (e.g., specials) are desired. 

A collateral benefit of establishing relationships with various retailers for off-line 

(physical world) purchases is the prospect of auto-reconciliation of receipts with credit cai'd 

statements and checking account ti'ansactions. 

While the invention has been described in connection witli certain embodunents, it is 

defined by the claims that accompany this description and is not to be read as being restricted 

to any one embodiment thereof 
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