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ation of the user's operation behavior on the webpage and sends the obtained
information of the operation behavior to the web server. The web server de-
termines a weighted value of machine behavior based on obtained information
of the user's operation behavior on the webpage. When the web server determ-
ines that the weighted value of machine behavior is not less than a defined
threshold, it determines that user's operation behavior on the webpage is ma-
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DETERMINING MACHINE BEHAVIOR

CROSS REFERENCE TO RELATED PATENT APPLICATIONS

This application claims foreign priority to Chinese Patent Application No.
201110081101.2 filed on 31 March 2011, entitled “Method, Web Brower, and Web server for
Determining Machine Behavior,” which is hereby incorporated by reference in its entirety.

TECHNICAL FIELD

The present disclosure relates to a field of information technology in the internet, and,
more specifically, to a method, a web browser, and a web server for determining machine
behavior.

BACKGROUND

With the development of internet technology, more and more information sources
have chosen the internet as the transmission media. A user may use a web browser to access
information of various webpages. FIG. 1 illustrates an example flowchart illustrating a user
using a web browser to visit a webpage under existing techniques.

At 102, the user inputs web address information corresponding to the webpage into
the web browser, and confirms a visit. That is, a request to visit is sent to the web browser.
The request to visit includes the web address information.

At 104, the web browser adds internet protocol (IP) address information of the user
into the received request to visit, and sends it to a corresponding web server.

At 106, the web server searches webpage codes of the web page according to the web
address information included in the request to visit.

At 108, the web server sends the webpage codes to the web browser according to 1P
address of the user.

At 110, the web browser provides contents of the webpage to the user based on the

received webpage codes.
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When the user visits the webpage, the user may use the web browser to view
information in the webpage, and conduct other operations such as registration, logging-in,
post, and reply. When the web page is for user registration, FIG. 2 illustrates an example
flowchart illustrating the user using the web browser to conduct registration.

At 202, the user inputs registration information such as user name and password into
the webpage for registration. A user name input box is used to input the user name and a
password input box is used to input the password.

At 204, the user confirms the registration after inputting the registration information
such as the user name and password. That is, a request to register is sent to the web browser.
The request to register includes the registration information input by the user and the web
address information corresponding to the webpage.

At 206, the web browser sends the request to register to the corresponding web server
according to the web address information in the request to register.

At 208, the web server verifies the registration information in the request to register.
If it passes the verification process, then operation 210 is performed; otherwise, operation
214 is performed.

At 210, the web server sends webpage codes of a webpage indicating successful
registration to the web browser.

At 212, the web browser provides webpage contents of the webpage indicating
successful registration to the user according to received webpage codes. The webpage
contents include information indicating successful registration.

At 214, the web server sends webpage codes of a webpage indicating unsuccessful
registration to the web browser.

At 216, the web browser provides webpage contents of the webpage indicating

unsuccessful registration to the user according to received webpage codes. The webpage
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contents include information indicating unsuccessful registration and reasons for
unsuccessful registration.

Under existing techniques, some users may use software programs to imitate human
operations to conduct malicious registration, logging-in, post, and reply in order to obtain
website credits or publish advertisements or malicious information on the website. For
example, after the user executes a malicious registration software, the software program will
imitate human operations, input randomly generated registration information on the user
registration webpage, and then click to complete registration. The operational behavior
resulting from the software program that imitates human operations may be referred to as
machine behavior.

If the web server cannot determine whether the user actions to the webpage are
machine behavior or not, the web server will process different operation requests resulting
from the machine behavior (such as the request to register, the request to log-in, the request to
post, the request to reply, etc.). This will consume lots of processing resources of the web
server and reduce the processing efficiency of the web server. In addition, the web server
will have to accumulate a huge volume of data resulting from the malicious behavior, which
consumes lots of storage resources of the web server.

To address the above problems, the existing techniques may determine whether the
operational behavior is the machine behavior after receiving the operation requests (such as
the request to register, the request to log-in, the request to post, the request to reply, etc.). If
the operation request is determined to be machine behavior, such request will not be
processed. The existing techniques generally use two methods as described below to
determine machine behavior.

The first method is IP address analysis method. If the same IP address continuously

sends out specific operation requests (€.g., requests to register) in a very short period of time,
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the operation behavior on the webpage is most likely machine behavior.

The first method primarily uses the IP address associated with the user as a basis for
determining the machine behavior. As the IP address can be quickly changed, the machine
behavior cannot be accurately determined with respect to frequently changed IP addresses.
Thus, the accuracy of determining machine behavior is low.

The second method is operation information analysis method. This method analyzes
the operation information included in the specific operation request from the user. For
example, if the specific operation request is the request to register, the registration
information in the request to register is the operation information. If the result of the analysis
shows that certain patterns exist among the operation information in several specific
operation requests from the user, the operation behavior on the webpage is most likely
machine behavior. For example, user A sends 4 requests to register to the web server by
using the web browser. The user name (registration information) in the first request to
register is “ABCDE,” the user name in the second request to register is “ABCDEF,” the user
name in the third request to register is “ABCDG,” and the user name in the fourth request to
register sent “ABCDH.” By analyzing the 4 user names, the web server finds that the first
four characters in the 4 user names are “ABCD,” and the only difference is the last character.
The web server may determine that there is an apparent pattern among these user names and
thus determine that the user A’s registration behavior on the webpage is machine behavior.

Many malicious types of software programs, however, are capable of randomly
generating operation information. For example, the user may use software programs that
randomly generate user names for cach registration at the webpage. Thus, there is not an
apparent pattern among the user names and the web server cannot determine whether the
registration behavior of the user is machine behavior or not. Therefore, the accuracy of

determining machine behavior is also low based on the second method.
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Thus the existing techniques for determining machine behavior have low accuracies.
SUMMARY

This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed subject matter, nor is it intended to
be used as an aid in determining the scope of the claimed subject matter. The term
“techniques,” for instance, may refer to device(s), system(s), method(s) and/or computer-
readable instructions as permitted by the context above and throughout the present disclosure.

The present disclosure discloses a method for determining machine behavior. When
the user visits a webpage, the web browser obtains information of the user’s operation
behavior on the webpage and sends the obtained information of the operation behavior to the
web server. The web server determines a weighted value of machine behavior based on
obtained information of the user’s operation behavior on the webpage. When the web server
determines that the weighted value of machine behavior is not less than a defined threshold, it
determines that user’s operation behavior on the webpage is machine behavior.

The present disclosure also discloses a web browser for determining machine
behavior. The web browser includes an obtaining unit and a transmission unit. The obtaining
unit obtains information of the user’s operation behavior on the webpage when the user visits
the webpage. The transmission unit sends the obtained information of the operation behavior
to the web server.

The present disclosure also discloses a web server for determining machine behavior.
The web server includes a first receiving unit, a first determining unit, a first assessing unit,
and a second determining unit. The first receiving unit receives the information of the user’s
operation behavior on the webpage that is sent by the web browser. The first determination

unit determines the weighted value of machine behavior based on the received information of
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the user’s operation behavior from the first receiving unit. The first assessing unit determines
whether the weighted value of machine behavior is less than the defined threshold. The
second determining unit determines that the user’s operation behavior on the webpage is
machine behavior when a result from the first assessing unit is negative.

Under the techniques of the present disclosure, when the user visits the webpage, the
web browser obtains information of the user’s operation behavior on the webpage and sends
the obtained information of the operation behavior to the web server. The web server
determines the weighted value of machine behavior based on obtained information of the
user’s operation behavior on the webpage. When the web server determines that the
weighted value of machine behavior is not less than the defined threshold, the user’s
operation behavior on the webpage is determined to be machine behavior.

Thus, the present techniques do not rely on the IP address analysis method or the
operation information analysis method to determine machine behavior. Rather, the present
techniques use the user’s operation behavior on the webpage to assess whether the operation
behavior is machine behavior or not. This effectively increases the accuracy of determining
machine behavior so that the web server can accurately distinguish the machine behavior and
need not process the operation requests resulting from the machine behavior. The present
techniques save processing resources of the web server, increase processing efficiency of the
web server, and save storage resources of the web server.

BRIEF DESCRIPTION OF THE DRAWINGS

To better illustrate embodiments of the present disclosure, the following is a brief
introduction of figures to be used in descriptions of the embodiments. It is apparent that the
following figures only relate to some embodiments of the present disclosure. A person of
ordinary skill in the art can obtain other figures according to the figures in the present

disclosure without creative efforts.
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FIG. 1 illustrates a flowchart of a method in which a user uses the web browser to
visit the webpage in accordance with existing techniques.

FIG. 2 illustrates a flowchart of a method in which a user users the web browser to
conduct a registration operation in accordance with existing techniques.

FIG. 3 illustrates a flowchart of an example method for determining machine behavior
in accordance with an example embodiment of the present disclosure.

FIG. 4 illustrates an example machine behavior identification and analysis model.

FIG. 5 illustrates a flowchart of an example method for determining machine behavior
based on interaction among the user, the web browser, and the web server in accordance with
an example embodiment of the present disclosure.

FIG. 6 is a diagram illustrating an example system for implementing functionality of
the web browser in accordance with an example embodiment of the present disclosure.

FIG. 7 is a diagram illustrating an example web server in accordance with an example

embodiment of the present disclosure

DETAILED DESCRIPTION

The following provides a detailed description of the example embodiments in
accordance with the present disclosure by reference to the FIGs. The example embodiments
described herein are only used as examples for discussions, and are not used to limit the
present disclosure.

FIG. 3 illustrates a flowchart of an example method for determining machine behavior
in accordance with a first example embodiment.

At 302, the web browser obtains information of the user’s operation behavior on the
webpage when the user visits the webpage.

The user’s operation behavior on the webpage refers to operation information relating
to the user’s different operation behaviors on the webpage, such as sliding mouse, using

keyboard for data entry, etc. For example, the operation information may include mouse
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operation information, keyboard operation information, operation flow information, etc.

For instance, the mouse operation information includes coordinate information of one
or more mouse buttons, clicking time information of the mouse buttons, and a number of
clicks. The keyboard operation information includes values of one or more keys of the
keyboard, clicking time information of the keys, and a number of clicks. The operation
process information includes operation sequence information of the mouse operation and the
keyboard operation and operation sequence information of elements on the webpage. The
operation sequence information of the mouse and the keyboard refers to a sequence of each
of the operation behaviors using the mouse and the keyboard. The element on the webpage
refers to an element representing respective functionality on the webpage, such as a button, a
picture, a link, etc. Each webpage may contain multiple elements. The operation sequence
information of eclements on the webpage refers to an operation sequence of the user on
different elements of the webpage.

The present techniques may use, but are not limited to, behavior collection
instructions embodied on computer storage media to collect the user’s operation behavior on
the webpage. The instructions may be computer-executable instructions.

For example, when the user makes the request to visit the webpage, the web browser
retrieves the behavior collection instructions from the web server, and, based on the retrieved
behavior collection instructions, collects the information of the user’s operation behavior on
the webpage.

The web browser may use methods including but not limited to the following two
example methods as described below to retrieve the behavior collection instructions from the
web server.

In a first example retrieval method, the behavior collection instructions are inserted
into webpage codes of the webpage. When the user subsequently visits the webpage, the web
browser uses the behavior collection instructions embedded into the webpage codes of the
webpage to collect the information of the user’s operation behavior on the webpage.

For example, the user enters the web address information of the webpage that the user
intends to visit in the web browser, and confirms the visit. That is, the user sends the request

8
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to visit to the web browser. The request to visit includes the web address information of the
webpage entered by the user. The web browser, based on the web address information of the
webpage, sends the request to visit to the web server. The web server, based on the web
address information of the webpage included in the request to visit, searches webpage codes
of the webpage that corresponds to the web address information. The found webpage codes
include the behavior collection instructions. The web server sends the found webpage codes
to the web browser. The web browser, based on the received webpage codes, displays
contents of the webpage to the user, and loads the behavior collection instructions and the
received webpage codes into a visiting process when the user visits the webpage. When the
user visits the webpage, the web browser collects the information of the user’s operation
behavior on the webpage according to the loaded behavior collection instructions.

In a second example retrieval method, retrieval instructions for retrieving the behavior
collection instructions from the web server are inserted into webpage codes of the webpage.
When the user subsequently visits the webpage, the web browser uses the retrieval instruction
to retrieve the behavior collection instructions from the web server, and uses the retrieved
behavior collection instructions to collect the information of the user’s operation behavior on
the webpage when the user visits the webpage.

For example, the user enters the web address information of the webpage that the user
intends to visit in the web browser, and confirms the visit. That is, the user sends the request
to visit to the web browser. The request to visit includes the web address information of the
webpage entered by the user. The web browser, based on the web address information of the
webpage, sends the request to visit to the web server. The web server, based on the web
address information of the webpage included in the request to visit, searches webpage codes
of the webpage that corresponds to the web address information of the webpage. The found
webpage codes include the retrieval instructions for retrieving the behavior collection
instructions. The web server sends the found webpage codes to the web browser. The web
browser, based on the received webpage codes, displays contents of the webpage to the user,
and sends a retrieval request to retrieve the behavior collection instructions from the web
server according to the retrieval instructions embedded in the webpage codes. After receiving

9
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the retrieval request, the web server sends the behavior collection instructions to the web
browser. The web browser loads the behavior collection instructions into the visiting process
when the user visits the webpage. When the user visits the webpage, the web browser
collects the information of the user’s operation behavior on the webpage according to the
loaded behavior collection instructions.

In the second example method, the operation that inserts the retrieval instructions for
retrieving the behavior collection instructions from the web server into the webpage codes
may be referred to as “embedding point” operation. The web browser receives the webpage
codes sent by the web server. When the web browser executes at the “point” embedded in the
webpage, it triggers retrieving the behavior collection instructions from the web server
according to the retrieval instructions, and embeds the retrieved behavior collection
instructions into the webpage codes.

In the first example method, the behavior collection instructions may be embedded in
the webpage codes of the webpage received by the web browser. In the second example
method, the behavior collection instructions after being retrieved by the web browser may
also be embedded into the webpage codes. If the user is able to obtain the webpage codes
and analyze the behavior collection instructions in the webpage codes, the user may be able
to manipulate the behavior collection instructions to collect the operation behavior
information. Thus, the collected information of the operation behavior may become
inaccurate, and in turn, the accuracy of determining machine behavior is low. To address this
problem, in the second example retrieval method, after the web server receives the retrieval
request from the web browser, it may firstly perform obfuscation computing of the behavior
collection instructions that are to be sent to the web browser. That is, the web server uses one
or more obfuscation algorithms to perform obfuscation computing of the behavior collection
instructions, and sends the obfuscated behavior collection instructions to the web browser.

The web browser embeds the obfuscated behavior collection instructions into the
webpage codes, and uses one or more deobfuscation algorithms corresponding to the above
one or more obfuscation algorithms to conduct deobfuscation computing of the obfuscated
behavior collection instructions, and then loads the deobfuscated behavior collection

10
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instruction into the visiting process when the user visits the webpage. Thus the behavior
collection instructions embedded in the webpage codes are obfuscated behavior collection
instructions. The user cannot directly perform analysis on the webpage codes to obtain the
behavior collection instructions. Therefore, the accuracy of collecting the information of
operation behavior is improved and the accuracy of determining machine behavior is also
improved.

The first example embodiment also provides an example method for performing
obfuscation computing of the behavior collection instructions at real-time to further improve
the accuracy of collecting information of operation behavior and accuracy of determining
machine behavior. Corresponding relationships between the one or more obfuscation
algorithms and various time periods are pre-established and stored at the web server.
Corresponding relationships between the one or more deobfuscation algorithms and various
time periods are pre-established and stored at the web browser. The web server is not limited
to use one obfuscation algorithm to perform obfuscation computing of the behavior collection
instructions. Rather, the web server, according to a time period when the retrieval request is
received, searches the one or more obfuscation algorithms that correspond to the time period
based on the corresponding relationship between each time period and the obfuscation
algorithms. Then the web server performs obfuscation computing of the behavior collection
instructions by using the found one or more obfuscation algorithms, and sends the obfuscated
behavior collection instructions to the web browser.

The web browser, after receiving the obfuscated behavior collection instructions,
embeds the obfuscated behavior collection instructions into the webpage codes. Then the
web browser, according to a time period when the retrieval request is sent, searches the one or
more deobfuscation algorithms that correspond to the time period based on the corresponding
relationship between each time period and the deobfuscation algorithms. The web browser
performs deobfuscation computing of the obfuscated behavior collection instructions by
using the corresponding one or more deobfuscated algorithms, and loads the deobfuscated
behavior collection instructions into the visiting process when the user visits the webpage.

As the web server uses different obfuscation algorithms for different time periods

11
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when performing obfuscation computing of the behavior collection instructions, the
obfuscated behavior collection instructions received by the web browser in different time
periods are not the same. The obfuscation algorithms change dynamically, thereby
preventing the user from analyzing the pre-obfuscated behavior collection instructions based
on the obfuscated behavior collection instructions. Therefore, the accuracy of collecting the
information of operation behavior is improved and the accuracy of determining machine
behavior is also improved.

For example, the behavior collection instructions may use, but are not limited to,
JAVA™ gcripts (JS, JAVASCRIPT) codes. In one example, the behavior collection
instructions may be called JS collection instructions. The embedding point operation to insert
retrieval instructions for behavior collection instructions may also be referred to as a “JS
embedding point” operation. When the JS collection instructions collect the information of
the user’s operation behavior on the webpage, a document object model (DOM) event stack
method may be used to record the mouse and keyboard events of the user.

In addition, the web browser may use the behavior collection instructions to record
some of the user’s identification information, such as the user’s Medium Access Control
(MAC) address information.

The present techniques in the first example embodiment embed the behavior
collection instructions or the retrieval instructions for retrieving the behavior collection
instructions into the webpage codes of each webpage. When the user visits each webpage,
the web server may assess whether the user’s operation behavior on the webpage is machine
behavior or not. In addition, the present techniques may also embed the behavior collection
instructions or the retrieval instructions into the webpage codes of one or more designated
webpages. For example, the designated webpages may be webpages having a higher
probability than a threshold that the user may conduct malicious registration, such as the user
registration webpages by which the user may maliciously conduct registration, or the log-in
webpages by which the user may maliciously log in, or the posting webpages by which the
user may make malicious post.

At 304, the web browser sends the obtained information of the operation behavior to

12
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the web server.

Before the web browser sends the information of operation behavior to the web server,
it may encrypt the information of operation behavior by using a preset encryption algorithm.
After the encrypted information of the operation behavior is sent to the web server, the web
server may decrypt the information of operation behavior by using a preset decryption
algorithm, thereby improving the security of transmitting the information of operation
behavior between the web browser and the web server.

The present techniques may use several methods including but not limited to two
example methods as described below to transmit the obtained information of the operation
behavior from the web browser to the web server.

In a first example transmission method, the web browser sends the information of
operation behavior according to a schedule. For example, multiple scheduled points in time
may be preset. When one preset point in time arrives, the web browser sends the obtained
information of operation behavior on the webpage during a time period, ranging from a
preceding defined point in time to the current point in time, to the web server.

In a second example transmission method, the web browser sends the information of
operation behavior upon receiving a designated operation request from the user. For example,
if the webpage visited by the user is a user registration webpage, then after the web browser
receives the request to register from the user (i.e., after the user has entered the registration
information and confirms the request to register), the web browser sends the information of
user’s operation behavior to the web server. If the webpage visited by the user is a log-in
webpage, then after the web browser receives the log-in request from the user (i.e., after the
user has entered the log-in information and confirms the request to log-in), the web browser
sends the information of user’s operation behavior to the web server. If the webpage visited
by the user is a posting webpage, then after the web browser receives the posting request
from the user (i.e., after the user has entered the post and confirms the request to post), the
web browser sends the information of user’s operation behavior to the web server.

At 306, the web server determines the weighted value of machine behavior based on
obtained information of operation behavior.

13
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The present techniques may use several methods including but not limited to the
following method as described below to determine the weighted value of machine behavior.

Based on the mouse operation information in the received information of operation
behavior, the web server determines the corresponding weighted value of the mouse machine
behavior W;. Based on the keyboard operation information in the received information of
operation behavior, the web server determines the corresponding weighted value of the
keyboard machine behavior W,. Based on the mouse operation information and keyboard
operation information in the received information of the operation behavior, the web server
determines the corresponding weighted value of the operation flow machine behavior W3.
The web server may also obtain weighted values of other operation information. Then the
web server, based on these weighted values, calculates the weighted value of machine
behavior for the user’s operation behavior on the webpage. For example, based on the
weighted value of the mouse machine behavior W, the weighted value of the keyboard
machine behavior W, and the weighted value of the operation flow machine behavior W3, the
web server determines the weighted value of machine behavior for the user’s operation
behavior on the webpage.

There may be various calculation methods. In one example calculation method, the
weighted value of the mouse machine behavior W, the weighted value of the keyboard
machine behavior W, and the weighted value of the operation flow machine behavior W3
may be added up in order to obtain the weighted value of machine behavior, i.e., W = Wy +
W, +W;.

In another example method, the corresponding weighted factors may be defined for
cach of the weighted values, such as the weighted value of the mouse machine behavior, the
weighted value of the keyboard machine behavior, and the weighted value of the operation
flow machine behavior. For example, the defined weighted factor for the weighted value of
the mouse machine behavior is Q; the defined weighted factor for the weighted value of the
keyboard machine behavior is @ and the defined weighted factor of the operation flow
machine behavior for the weighted value of the operation flow machine behavior is Q3. Then
the weighted value of each machine behavior is multiplied with its corresponding weighted

14
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factor and then the multiplication results are added up to obtain the weighted value of
machine behavior, i.c., W=WxQ+ W;xQ, + W3xQ3.

In determining the machine behavior on the webpage, a machine behavior
identification and analysis model may be established. FIG. 4 illustrates an example machine
behavior identification and analysis model 400.

The web server may use the machine behavior identification and analysis model 400
to analyze the mouse operation. At 402, the information of user’s operation behavior on the
webpage 1s input into the machine behavior identification and analysis model. At 404, the
machine behavior identification and analysis model analyzes the mouse operation
information. The mouse operation information may include, for example, the mouse button
coordinates 406, the mouse button pressing time 408, and the number of times of pressing the
mouse button 410. At 412, the machine behavior identification and analysis model calculates
the weighted value of the mouse machine behavior based on the analysis of the mouse
operation information.

At 414, the machine behavior identification and analysis model analyzes the keyboard
operation information. The keyboard operation information may include, for example, the
keyboard button values 416, the keyboard button pressing time 418, and the number of times
of pressing the keyboard buttons 420. At 422, the machine behavior identification and
analysis model calculates the weighted value of the keyboard machine behavior based on the
analysis of the mouse operation information.

At 424, the machine behavior identification and analysis model analyzes the operation
flow information. The various operation flow information may include, for example, the
sequence of the mouse and the keyboard operations 426 and the sequence of operations on
clements of the webpage 428. At 430, the machine behavior identification and analysis
model calculates the weighted value of the operation flow machine behavior based on the
analysis of the various operation flow information.

At 432, the machine behavior and analysis model determined the weighted value of
machine behavior based on the calculated weighted values of various operation information

such as the calculated weighted value of mouse machine behavior, the calculated weight
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value of keyboard machine behavior, and the calculated weighted value of operation flow
machine behavior.

There are various methods including but not limited to the following two example
model establishing methods to establish the machine behavior identification and analysis
model.

In one example model establishing method, with respect to a respective user that
corresponds to respective user ID information, for each webpage that requires determining
machine behavior, multiple information of the user’s operation behavior on each webpage are
learned and trained to establish the machine behavior identification and analysis model for a
respective webpage. The subsequently received information of the user’s operation behavior
on the webpage is input into the machine behavior identification and analysis model to
analyze. The analysis result is used to determine the weighted value of machine behavior for
the user’s operation behavior on the respective webpage. The user ID information may be,
for example, IP address information or MAC address information. When the web browser
collects the information of the user’s operation behavior on the webpage, it records the user
ID information, and sends it together with the information of operation behavior to the web
server. Based on the user ID information, the web server determines the user that
corresponds to the received information of operation behavior, and further searches the
machine behavior identification and analysis model corresponding to the user.

In another example model establishing method, for each webpage that requires
determining machine behavior, a respective machine behavior identification and analysis
model is established. When the information of the user’s operation behavior on the
respective webpage is subsequently received, such information is input into the respective
machine behavior identification and analysis model to analyze. The analysis result is used to
determine the weighted value of the user’s machine behavior on the respective webpage.

At 308, the web server determines that the user’s operation behavior on the webpage
is machine behavior in response to determining that the weighted value of machine behavior
from the user to the webpage is not less than a defined threshold.

The defined threshold to determine machine behavior is preset. If the weighted value
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of machine behavior is less than the defined threshold, the user’s operation behavior on the
webpage is not determined to be machine behavior. If the weighted value of machine
behavior is not less than the defined threshold, the user’s operation behavior on the webpage
is determined to be machine behavior.

After determining that the user’s operation behavior on the webpage is machine
behavior, there is no need to process the user’s operating request, thereby saving lots of
processing resources of the web server, increasing the processing efficiency of the web server,
and conserving lots of the storage resources of the web server. In addition, after the web
server determines that the user’s operation behavior on the webpage is machine behavior, it
may, but are not limited to, send the result of determining to the web browser. After receiving
the result of determining, the web browser may also provide the result to the user.

In order to improve the efficiency of the web server in determining machine behavior
and saving the processing resources of the web server, the present techniques also provide
that, after determining that a respective user’s operating behavior to the webpage is machine
behavior, the web server may add the user’s user ID information into a malicious users list.
In the future, when the web server receives the operation request from the web browser, it
may firstly check whether the user ID information in the received operation request is found
in the malicious users list. If the result is positive, the web server will refuse to process the
user’s operation request, and thus there is no need to perform operations to determine if the
user’s operation behavior on the webpage is machine behavior or not.

In addition, the present techniques also provide that the web server, after receiving the
request to visit sent by the web browser, may firstly determine whether the user ID
information in the request to visit is found in the malicious users list. If the result is positive,
the web server may prohibit the user from visiting the webpage. Therefore, the user is
prevented from sending subsequent operating request to the web server. The number of
operation requests sent by users to the web server decreases, thereby reducing pressure on the
web server and improving the processing speed and processing efficiency of the web server.
For example, the user ID information may be the user’s IP address information or the user’s
MAC address information.
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Under the present techniques, when the user visits the webpage, the web browser
obtains information of the user’s operation behavior on the webpage and sends the obtained
information of the operation behavior to the web server. The web server determines the
weighted value of machine behavior based on the obtained information of the operation
behavior to the web server. When the web server determines that the weighted value of
machine behavior is not less than the defined threshold, the user’s operation behavior on the
webpage is determined as the machine behavior.

Thus, the present techniques do not rely on the IP address analysis method or the
operation information analysis method to determine machine behavior. Rather, the present
techniques use the user’s operation behavior on the webpage to assess whether the operation
behavior is machine behavior or not. This effectively increases the accuracy of determining
machine behavior so that the web server may accurately distinguish the machine behavior
and need not process the operating requests (such as the request to register, the request to log-
in, the request to post, the request to reply, etc.) resulting from the machine behavior. The
present techniques save processing resources of the web server, increase processing
efficiency of the web server, and save storage resources of the web server.

FIG. 5 illustrates a flowchart of an example method for determining machine behavior
based on interaction among the user 502, the web browser 504, and the web server 506 in
accordance with a second example embodiment of the present disclosure.

At 508, the user 502 requests to visit the webpage. At 510, the web browser 504
sends the request to visit to the web server 506. The request to visit includes web address
information of the webpage that the user 502 request to visit. At 512, the web server 506,
based on the web address information in the request to visit, searches the webpage codes that
correspond to the webpage. At 514, the web server 506 performs the “embedding point”
operation that inserts the retrieval instructions for retrieving the behavior collection
instructions into the webpage codes. The found webpage codes include the inserted retrieval
instructions for retrieving the behavior collection instructions. At 516, the web server 506
sends the found webpage codes to the web browser 504. At 518, the web browser 504, based

on the received webpage code, provides the contents of the webpage to the user 502. At 520,
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the web browser 504, based on the retrieval instructions, sends a request to the web server
506 to retrieve the behavior collection instructions. For example, the behavior collection
instructions may be JS collection instructions. When the web browser 504 executes at the
“point” embedded in the webpage, it triggers retrieving the behavior collection instructions
from the web server 506 according to the retrieval instructions, and embeds the retrieved
behavior collection instructions into the webpage codes.

At 522, the web server 506, after receiving the request to retrieve the behavior
collection instructions, performs real-time obfuscation computing of the behavior collection
instructions such as the JS collection instructions. At 524, the web server 506 sends the
obfuscated behavior collection instructions such as the JS collection instructions to the web
browser 504. At 526, the web browser 504 performs deobfuscation computing of the
received obfuscated behavior collection instructions to obtain deobfuscated behavior
collection instructions such as the deobfuscated JS collection instructions, and loads the
deobfuscated behavior instructions such as the deobfuscated JS collection instructions into
the visiting process when the user 502 visits the webpage.

At 528, the user visits the webpage. At 530, when the user visits the webpage, the
web browser 504 collects the information of the user’s operation behavior on the webpage
based on the loaded deobfuscated behavior collection instructions such as the loaded JS
collection instructions. For example, the information of user’s operation behavior on the
webpage may include, but are not limited to, the mouse operation information 532, the
keyboard operation information 534, and the operation flow information 536. At 538, after
receiving the operation request from the user, the web browser 504 sends the collected
information of user’s operation behavior to the web server 506. The operation request may
be a specific designated operation request, such as the request to register, the request to log-in,
and the request to post.

At 540, the web server 506 receives the collected information of user’s operation
behavior. At 542, the web server 506 performs analysis on the information of user’s
operation behavior by using the machine behavior identification and analysis model. At 544,
the web server 506, based on the results of the analysis, determines the weighted value of
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machine behavior. The web server 506, based on the weighted value of machine behavior,
determines whether the user’s operation behavior on the webpage is machine behavior or not.
If the weighted value of machine behavior is not less than a defined threshold, then the user’s
operation behavior on the webpage is determined to be machine behavior. At 546, if it is
determined that the user’s operation behavior on the webpage is machine behavior, the web
server 506 may perform one or more subsequent operations. For example, the operation
request from the user would not be processed. The IP address information of the user would
be added into the malicious users list. In the future, after receiving the request to visit sent by
the web browser, the web server 506 firstly determine whether the IP address information
included in the request to visit is among the malicious users list or not. If the result is
positive, then the user is prohibited from visiting the webpage.

Corresponding to the example method for determining machine behavior in
accordance with the first example embodiment of the present disclosure, a third example
embodiment of the present disclosure provides an example web browser. FIG. 6 illustrates an
example system 600 for implementing functionality of the web browser.

In one example, the system 600 may include, but is not limited to, one or more
processors 602 and memory 604. The memory 604 may include computer-readable storage
media in the form of volatile memory, such as random-access memory (RAM) and/or non-
volatile memory, such as read only memory (ROM) or flash RAM.

Computer-readable storage media includes volatile and non-volatile, removable and
non-removable media implemented in any method or technology for storage of information
such as computer-executable instructions, data structures, program modules, or other data.
Examples of computer storage media includes, but is not limited to, phase change memory
(PRAM), static random-access memory (SRAM), dynamic random-access memory (DRAM),
other types of random-access memory (RAM), read-only memory (ROM), electrically
erasable programmable read-only memory (EEPROM), flash memory or other memory
technology, compact disk read-only memory (CD-ROM), digital versatile disks (DVD) or
other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other non-transmission medium that can be used to store
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information for access by a computing device. As defined herein, computer-readable storage
media does not include transitory media such as modulated data signals and carrier waves.

The memory 604 may store therein program units or modules and program data. In
one embodiment, the modules may include an obtaining unit 606, a transmission unit 608,
and a receiving unit 610.

The obtaining unit 606 obtains the information of the user’s operation behavior on the
webpage when the user visits the webpage. The transmission unit 608 sends the information
of operation behavior obtained by the obtaining unit 606 to the web server. The receiving
unit 610 receives the result of determination sent by the web server that determines whether
the user’s operation behavior on the webpage is machine behavior. The web server makes the
determination by determining the weighted value of machine behavior on the webpage based
on the information of operation behavior received by the web server and by determining that
the weighted value of machine behavior is not less than a defined threshold.

In one example embodiment, the obtaining unit 606 may include an obtaining sub-
unit and a collecting sub-unit. The obtaining sub-unit obtains the behavior collection
instructions from the web server when the user requests to visit the webpage. The collecting
sub-unit collects the information of the user’s operation behavior on the webpage based on
the behavior collection instructions obtained by the obtaining sub-unit when the user visits
the webpage.

In one example of the obtaining sub-unit, the obtaining sub-unit may include a first
transmission module, a first receiving module, a first displaying module, and a first collecting
module. The first transmission module sends the request to visit to the web serve when the
user requests to visit the webpage. The request to visit includes web address information of
the web page. The first receiving module receives the webpage codes sent by the web server.
The webpage codes include the behavior collection instructions. The webpage codes are
searched and found by the web server based on the web address information of the webpage.
The first displaying module provides contents of the webpage to the user based on the

webpage codes received by the first receiving module. The first collecting module collects
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the information of the user’s operation behavior on the webpage based on the behavior
collection instructions included in the webpage codes.

In another example of the obtaining sub-unit, the obtaining sub-unit may include a
second transmission module, a second receiving module, a second displaying module, a
retrieval module, a third receiving module, and a second collecting module. The second
transmission module sends the request to visit that includes the web address information of
the webpage to the web server when the user requests to visits the webpage. The second
receiving module receives the webpage codes sent by the web server. The webpage codes
include retrieval instructions for retrieving behavior collection instructions. The webpage
codes are searched and found by the web server based on the web address information. The
second displaying module displays contents of the webpage to the user based on the webpage
codes received by the second receiving module. The retrieval module sends the request to
retrieve behavior collection instructions to the web server based on the retrieval instructions.
The third receiving module receives the behavior collection instructions sent by the web
server. The second collecting module collects the information of the user’s operation
behavior on the webpage based on the received behavior collection instructions.

In one example of the second collecting module, the second collecting module
includes a deobfuscation sub-module and a collecting sub-module. The deobfuscation sub-
module performs deobfuscation computing of the behavior collection instructions received by
the third receiving module based on the preset deobfuscation algorithm. The collecting sub-
module collects the information of the user’s operation behavior on the webpage based on the
deobfuscated behavior collection instructions obtained by the deobfuscation sub-module.

In one example, corresponding relationships between one or more deobfuscation
algorithms and various time periods are pre-established. The deobfuscation sub-module,
according to a time period during which the request for retrieval instructions is sent, searches
the deobfuscation algorithm that correspond to the time period based on the corresponding
relationship between each time period and the corresponding deobfuscation algorithm. Then
the deobfuscation sub-module performs deobfuscation computing of the behavior collection
instructions by using the found de obfuscation algorithm.
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In another example of the obtaining unit 606, when a defined point-in-time arrives,
the obtaining unit 606 may send to the web server all information of the user’s operation
behavior on the webpage during a time period ranging from a previous defined point-in-time
to the current defined point-in-time.

In another example of the obtaining unit 606, the obtaining unit 606 may include a
receiving sub-unit and a transmission sub-unit. The receiving sub-unit receives a designated
operation request sent by the user. The transmission sub-unit sends the user’s operation
behavior on the webpage to the web server after the receiving sub-unit receives the
designated operation request.

Corresponding to the example method for determining machine behavior in
accordance with the first example embodiment of the present disclosure, a fourth example
embodiment of the present disclosure provides an example web server. FIG. 7 illustrates an
example web server 700. The web server 700 may include, but is not limited to, one or more
processors 702 and memory 704. The memory 704 may include computer-readable storage
media in the form of volatile memory, such as random-access memory (RAM) and/or non-
volatile memory, such as read only memory (ROM) or flash RAM.

The memories 704 may store therein program units or modules and program data. In
one embodiment, the modules may include a first receiving unit 706, a first determining unit
708, a first assessing unit 710, and a second determining unit 712.

The first receiving unit 706 receives the information of user’s operation behavior on
the webpage sent by the web browser. The first determining unit 708, based on the
information of user’s operation behavior receiving by the first receiving unit 706, determines
the weighted value of machine behavior of the user’s operation behavior on the webpage.
The first assessing unit 710 assesses whether the weighted value of machine behavior
determined by the first determining unit 708 is less than a defined threshold. The second
determining unit 712 determines that the operating behavior of the user to the webpage is a
machine behavior if a determining result of the first assessment unit 710 is negative.

In another embodiment, the modules may further include a second receiving unit, a
first searching unit, and a first transmission unit. The second receiving unit receives the
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request to visit sent by the web browser before the first receiving unit 706 receives the
information of user’s operation behavior on the webpage sent by the web browser. The
request to visit includes web address information of the webpage. The first searching unit,
based on the web address information in the request to visit received by the second receiving
unit, searches the webpage codes of the webpage that corresponds to the web address
information of the webpage. The webpage codes include the behavior collection instructions.
The first transmission unit sends the webpage codes found by the first searching unit to the
web browser.

In another example embodiment of the web server, the modules in the web server may
further include a third receiving unit, a second searching unit, a second transmission unit, a
fourth receiving unit and a third transmission unit.

The third receiving unit receives the request to visit sent by the web browser before
the first receiving unit 706 receives the information of user’s operation behavior on the
webpage sent by the web browser. The request to visit includes web address information of
the webpage. The second searching unit, based on the web address information in the request
to visit received by the second receiving unit, searches the webpage codes of the webpage
that corresponds to the web address information of the webpage. The webpage codes include
the behavior collection instructions. The second transmission unit sends the webpage codes
found by the first searching unit to the web browser. The fourth receiving unit receives the
request, sent by the web browser, for retrieving behavior collection instructions. The third
transmission unit sends the behavior collection instructions to the web browser after the
fourth receiving unit receives the request for retrieving behavior collection instructions.

In one example, the third transmission unit may include an obfuscation sub-unit and a
transmission sub-unit. The obfuscation sub-unit, based on the predefined obfuscation
algorithm, performs obfuscation computing on the behavior collection instructions. The
transmission sub-unit sends the behavior collection instructions obfuscated by the obfuscation
sub-unit to the web browser.

For instance, the obfuscation sub-unit may include a searching module and an
obfuscation module. The searching module, according to a time period during which the
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request for retrieval instructions is received by the fourth receiving unit, searches the
obfuscation algorithm that correspond to the time period based on the corresponding
relationship between each time period and the corresponding obfuscation algorithm. The
obfuscation module performs obfuscation computing of the behavior collection instructions
by using the found obfuscation algorithm.

In one example embodiment, the information of operation behavior received by the
first receiving unit 706 may include the mouse operation information, the keyboard operation
information, and the operation flow information. In one example, the first determining unit
708 may include a first determining sub-unit, a second determining sub-unit, a third
determining sub-unit, and a fourth determining sub-unit. The first determining sub-unit
determines the weighted value of mouse machine behavior based on the mouse operation
information included in the information of operation behavior received by the first receiving
unit 706. The second determining sub-unit determines the weighted value of keyboard
machine behavior based on the keyboard operation information included in the information of
operation behavior received by the first receiving unit 706. The third determining sub-unit
determines the weighted value of operation flow machine behavior based on the operation
flow information included in the information of operation behavior received by the first
receiving unit 706. The fourth determining unit determines the weighted value of machine
behavior based on the weighted value of mouse machine behavior, the weight value of
keyboard machine behavior, and the weighted value of operation flow machine behavior.

In another embodiment of the web server, the modules in the web server may further
include an adding unit. The adding unit adds the user’s user ID information into a malicious
users list after the second determining unit 712 determines that the user’s operation behavior
on the webpage is machine behavior.

In another example embodiment of the web server, the modules in the web server may
further include a fifth receiving unit, a second assessing unit, and a first processing unit. The
fifth receiving unit receives the operation request sent by the web browser. The operation
request includes the user ID information. For example, the operation request may be a
specific predefined operation request, such as the request to register and the request to log-in.
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For another example, the operation request may be any request for operation sent by the web
browser. The second assessing unit checks whether the user ID information in the received
operation request is found in the malicious users list after the fifth receiving unit receives the
operation request. The first processing unit stops processing the user’s operation request if
the result of determining from the second assessing unit is positive.

In another example embodiment of the web server, the modules in the web server may
further include a sixth receiving unit, a third assessing unit, and a second processing unit.
The sixth receiving unit receives the request to visit sent by the web browser when the user
requests to visit the webpage. The request to visit includes user ID information. The third
assessing unit determines whether the user ID information in the request to visit is found in
the malicious users list after the sixth receiving unit receives the request to visit. The second
processing unit prohibits the user from visiting the webpage.

From the example embodiments described above, one of ordinary skill in the art can
clearly understand that the disclosed method and system may be implemented using software
and universal hardware platform. Based on this understanding, the technical scheme of the
present disclosure, or portions contributing to existing technologies, may be implemented in
the form of software products which are stored in a computer storage media such as
ROM/RAM, hard drive and optical disk. The software includes computer-executable
instructions for a computing device (e.g., personal computer, server or networked device) to
execute the method described in the example embodiments of the present disclosure.

The various example embodiments are progressively described in the present
disclosure. Same or similar portions of the example embodiments can be mutually referenced.
Each example embodiment has a different focus than other example embodiments. In
particular, the example device embodiment has been described in a relatively simple manner
because of its fundamental correspondence with the example method. Details thereof can be
found with reference to related portions of the example method. Descriptions of the above
example device are meant for illustrative purpose only. Units or modules described as
separate components therein may or may not be physically separated. The modules or units
described in the embodiments may be merged into one module or be further divided into
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multiple sub-modules. One or more modules or units described in one embodiment may be
merged into another embodiment. Components illustrated in terms of units or modules may
or may not be physical units, e.g., may be located in one place or may be distributed among
multiple network units. Depending on the actual needs, the goal of the example embodiments
may be achieved by selecting parts or all of the modules. One of ordinary skill in the art can
understand and implement the disclosed system without any innovative effect.

The present disclosure is described by reference to the flowcharts and diagrams of the
method, apparatus (system), and computer software product of the present disclosure. It can
be understood that computer-executable instructions can implement each flowchart and/or
diagram of the figures, or a combination thereof. Such computer-executable instructions can
be embedded into a general-purpose computer, a special-purpose computer, an embedded
device or any other programmable data processing device to implement a machine that can
use the instructions executed by the computer or other programmable data processing device
to realize functions designated by one or more flow processes of the flowchart figures and/or
one or more diagrams of the diagram figures.

Such computer-executable instructions may also be loaded into the computer or any
other programmable data processing device such that the computer or the programmable data
processing device can perform a plurality of operation steps to realize functions by operation
of such computer. Thus, the computer-executable instructions performed at the computer or
any other programmable data processing device implement functions designated by one or
more flow processes of the flowchart figures and/or one or more diagrams of the diagram
figures.

The present disclosure may be described within a general context of computer-
executable instructions executed by a computer, such as a program module. Generally, a
program module includes routines, programs, objects, modules, data structure, computer-
executable instructions etc., for executing specific tasks or implementing specific abstract
data types. The disclosed method and device may also be implemented in a distributed
computing environment. In the distributed computing environment, a task is executed by
remote processing devices which are connected through a communication network. In
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distributed computing environment, the program modules may be located in computer storage
media (which include storage devices) of local and/or remote computers.

The disclosed method and system may be used in an environment or in a
configuration of universal computer systems with software or specialized computer systems.
Examples include a personal computer, a server computer, a handheld device or a portable
device, a tablet device, a multi-processor system, a microprocessor-based system, a set-up
box, a programmable customer electronic device, a network PC, a small-scale computer, a
large-scale computer, and a distributed computing environment including any system or
device above.

Above are example embodiments of the present disclosure. However, the present
disclosure is not limited hereto. The terminologies used herein are for illustration purposes,
and not for limiting the present disclosure. Since the present disclosure can be specifically
implemented using many forms without deviating from the spirit or essence of the invention,
the above example embodiments are not limited to the details discussed above, and should be
broadly interpreted under the essence and scope defined in the claims. It is to be appreciated
that one of ordinary skill in the art may alter or modify the present disclosure in many
different ways without departing from the spirit and the scope of this disclosure. These
modifications and variations should therefore be considered to fall within the scope of the

claims of the present disclosure and their equivalents.
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CLAIMS

What is claimed is:

1. A method performed by one or more processors configured with computer-
executable instructions, the method comprising:

receiving a request to visit a webpage from a web browser when a user requests to
visit the webpage through the web browser, the request including web address information of
the webpage;

receiving information of a user’s operation behavior on the webpage;

calculating a weighted value of machine behavior based on the information of the
user’s operation behavior;

determining whether the user’s operation behavior is a machine behavior based on the
weighted value of machine behavior; and

if the weighted value of machine behavior is no less than a defined threshold,

determining that the user’s operation behavior is machine behavior.

2. The method as recited in claim 1, wherein the receiving information of the
user’s operation behavior on the webpage comprises:

searching webpage codes corresponding to the webpage based on the web address
information;

inserting behavior collection instructions into the webpage codes;

sending the webpage codes including the behavior collection instructions to the web
browser; and

receiving the information of the user’s operation behavior on the webpage that are

collected by the web browser based on the behavior collection instructions.
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3. The method as recited in claim 1, wherein the receiving information of the
user’s operation behavior on the webpage comprises:

searching webpage codes corresponding to the webpage based on the web address
information;

inserting retrieval instructions, for retrieving behavior collection instructions from the
web server, into the webpage codes;

sending the webpage codes including the retrieval instructions to the web browser;

sending the behavior collection instructions to the web browser after receiving a
retrieval request from the web browser to retrieve the behavior collection instructions based
on the retrieval instructions; and

receiving the information of the user’s operation behavior on the webpage that are

collected by the web browser based on the behavior collection instructions.

4. The method as recited in claim 3, wherein the sending the behavior collection
instructions to the web browser comprises:

performing obfuscation computing of the behavior collection instructions based on a
preset obfuscation algorithm; and

sending the obfuscated behavior collection instructions to the web browser.

5. The method as recited in claim 4, wherein the performing obfuscation
computing of the behavior collection instructions based on the preset obfuscation algorithm
comprises:

searching the preset obfuscation algorithm from one or more obfuscation algorithms
that corresponds to a time period during which the web server receives the retrieval request

from the web browser based on a corresponding relationship between different time periods
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and the one or more obfuscation algorithms; and
performing obfuscation computing of the behavior collection instructions based on the

preset obfuscation algorithm.

6. The method as recited in claim 1, wherein the operation behavior includes
mouse operation information, keyboard operation information, and operation flow

information.

7. The method as recited in claim 6, wherein the calculating the weighted value
of machine behavior comprises:

determining a weighted value of mouse machine behavior based on the mouse
operation information;

determining a weighted value of keyboard machine behavior based on the keyboard
operation information;

determining a weighted value of operation flow machine behavior based on the
operation flow information; and

determining the weighted value of the machine behavior based on the weighted value
of the mouse machine behavior, the weighted value of the keyboard machine behavior, and

the weighted value of the operation flow machine behavior.

8. The method as recited in claim 7, wherein the determining the weighted value
of the machine behavior comprises calculating the weighted value of the machine behavior

by using a following formula:

W=WxQ; + W)xQ, + W3xQ3,

wherein:
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W represents the weighted value of mouse machine behavior;

Q) represents a weighted factor of mouse machine behavior;

W, represents the weighted value of keyboard machine behavior;

Q. represents a weighted factor of keyboard machine behavior;

Wi represents the weighted value of operation flow machine behavior; and

Qs represents a weighted factor of operation flow machine behavior.

9. The method as recited in claim 1, further comprising adding user ID
information of the user into a malicious users list if the user’s operation behavior is

determined to be machine behavior.

10.  The method as recited in claim 1, wherein the request further includes user 1D
information of the user and the method further comprising:

determining whether the user ID information is included in a malicious users list; and

refusing to process the request if the user ID information is included in the malicious

users list.

11.  The method as recited in claim 1, wherein the request further includes user 1D
information of the user and the method further compries:

determining whether the user ID information is included in a malicious users list; and

prohibiting the user from visiting the webpage in response to determining that the user

ID information is included in the malicious users list.
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12. A method performed by one or more processors configured with computer-
executable instructions, the method comprising:

obtaining information of a user’s operation behavior on a webpage;

sending the obtained information of the user’s operation behavior to a web server;

receiving from the web server a result of determining that the user’s operation

behavior is machine behavior based on the user’s operation behavior.

13.  The method as recited in claim 12, wherein the obtaining information of the
user’s operation behavior on the webpage comprises:

obtaining behavior collection instructions from the web server when the user requests
to visit the webpage; and

collecting the user’s operation behavior on the webpage when the user visits the

webpage based on the behavior collection instructions.

14.  The method as recited in claim 13, wherein the obtaining behavior collection
instructions from the web server when the user requests to visit the webpage comprises:

sending a request to visit to the web server when the user requests to visit the
webpage, the request to visit including web address information of the webpage; and

receiving webpage codes found by the web server based on the web address
information, the webpage codes including the behavior collection instruction obtained from

the web server.

15.  The method as recited in claim 13, wherein the obtaining behavior collection
instructions from the web server when the user requests to visit the webpage comprises:

sending a request to visit to the web server when the user requests to visit the
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webpage, the request to visit including web address information of the webpage;

receiving webpage codes found by the web server based on the web address
information, the webpage codes including retrieval instruction inserted by the web server for
retrieving behavior collection instruction from the web server;

sending a request to retrieve the behavior collection instructions based on the retrieval
instructions when the user visits the webpage; and

receiving the behavior collection instructions sent by the web server.

16.  The method as recited in claim 13, wherein the obtaining behavior collection
instructions from the web server when the user requests to visit the webpage comprises:

receiving obfuscated behavior collection instructions from the web server;

performing deobfuscation computing of the obfuscated behavior collection
instructions based on a preset deobfuscation algorithm; and

obtaining the behavior collection instructions.

17. The method as recited in claim 16, wherein the performing deobfuscation
computing of the obfuscated behavior collection instructions based on a preset deobfuscation
algorithm comprises:

scarching the preset deobfuscation algorithm from one or more deobfuscation
algorithms that corresponds to a time period during which the web browser sends the retrieval
request to the web server based on a corresponding relationship between different time
periods and the one or more deobfuscation algorithms; and

performing deobfuscation computing of the obfuscated behavior collection

instructions based on the preset deobfuscation algorithm.
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18.  The method as recited in 12, wherein the sending the obtained information of
the user’s operation behavior to the web server comprises when a preset point in time arrives,
sending the obtained information of operation behavior on the webpage during a time period,

ranging from a preceding defined point in time to the preset point in time.

19.  The method as recited in 12, further comprising prior to obtaining information
of the user’s operation behavior on the webpage, determining that a request from the user to

visit the webpage is a designated operation request.

10 20. A system comprising;
ONe Or MOre Processors;
one or more computer storage medium having stored thercupon a plurality of
computer-executable instructions that, when executed by the one or more processors, causes
the one or more processors to perform actions comprising:

15 receiving a request to access a webpage from a web browser when a user
requests to visit the webpage through the web browser, the request including web
address information of the webpage;

searching webpage codes corresponding to the webpage based on the web
address information;

20 inserting retrieval instructions, for retrieving behavior collection instructions
from the web server, into the webpage codes;

sending the webpage codes including the retrieval instructions to the web
browser;
sending the behavior collection instructions to the web browser after receiving

25 a retrieval request from the web browser to retrieve the behavior collection
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instructions based on the retrieval instructions, the sending including:
performing obfuscation computing of the behavior collection
instructions based on a preset obfuscation algorithm; and
sending the obfuscated behavior collection instructions to the web
5 browser; and
receiving the information of the user’s operation behavior on the webpage
collected by the web browser based on the behavior collection instructions;
calculating a weighted value of machine behavior based on the information of
the user’s operation behavior; and
10 determining whether the user’s operation behavior is a machine behavior based on the
weighted value of machine behavior; and
if the weighted value of machine behavior is no less than a defined threshold,

determining that the user’s operation behavior is machine behavior.
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