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Description

Background of the Invention

[0001] The invention relates to electronic document
security systems and in particular to the certification and
authentication of document information of various type,
like whole documents, certificates, signatures, stamps,
etc., especially by verifying its correctness and safety /
immunity from fraud.

[0002] Current systems use stickers, thermal stamps
and watermarks to safeguard against and to discover
fraud, mostly by using the naked eye as a detector. The
naked eye posesthe problemthatitis relatively unreliable
so that many cases of fraud occur.

[0003] There exists a need to improve certification and
authentification of documentinformation by more reliable
means.

Detailed Description of Invention

[0004] The invention uses an electronic system which
comprises at least the modules 1, 2, 3, 4, 7 as follows:

1. Main Module. One of the main modules tasks is
it to grant access to the system on the highest level.
A further task is it to create crypto-data for use with
the system, such as system key pairs generated by
asymmetrical crypto-algorithms. It typically runs on
an application server/ server system which connects
to a database server / server system. The server is
preferably placed in a trusted environment (e.g. as
a trust centre), as for example in the data centre of
certification offices. The main module updates its da-
ta by connecting to this database and/or to other da-
tabases and/or by connecting to other modules. This
module is preferably used / activated by an intemet
browser that runs on a PC but can also accessed by
other means like programmable interfaces to other
programs. The user / supervisor of this module can
for e.g. create a system key pair(s), enter adminis-
trator rights and information, and enroll administrator
signatures.

2. Admin Module. An administrator can use this mod-
ule to, for example:

a) Enter certification office information and
stamp to be stored in the system;

b) Enter certification office registrars’ informa-
tion and enroll their signatures;

c) Activate or deactivate certification office reg-
istrars;

d) Provide certification office registrars with user
IDs and passwords;

e) Print admin reports.

The access to this module is typically granted by
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entering an administrator ID, password and signa-
ture into the module but can also be done in other
ways, like by fingerprint sensors, ID cards etc.

3. Registration Module. A registrar can use this mod-
ule to typically:

a) Enter companies’ information required for
certification like letter header, letter footer and
stamp;

b) Register companies members’ information
and enroll their signatures on, e.g., a digital pad
and an electronic pen connected to a PC;

c¢) Activate or deactivate signatories or compa-
nies’ members;

d) Provide companies’ members with their IDs
and passwords;

e) Print member transaction reports.

The access to this module is typically granted by
entering a registrar ID number, password and sig-
nature but can also be done in other ways, like by
fingerprint sensors, ID cards etc.

4. Certification Module as in claim 1.

The access to this module is typically granted by
entering a member ID number, password and sig-
nature but can also be done in other ways, like by
fingerprint sensors, ID cards etc. Preferably, a trans-
action amount is directly deducted from the member
account. The certified document information is pref-
erably saved in the database.

5. Authorization Module: an authorized person can
use this module esp. to print a certified letter on his
printer that is connected to his PC. Preferably, all of
the authorization information is saved in the data-
base for future retrieval.

6. Online Verification Module: a verifier can use this
module to esp. do the following:

a) Retrieving a document to be verified by, e.g.,
entering the document certification number.

b) Comparing and/or printing the information
displayed to verify its correctness and safety
from fraud.

The above described modules are preferably run on
the application server / server system and are pref-
erably connected to an data network like the intemet
and activated by, for example, an intemet browser
that runs on a PC. Thus, users from different levels
can access their modules from anywhere. Prefera-
bly, the modules check the corresponding user’s ID
number, password and/ or signature before granting
access to the respective module.

Altematively or in parallel to the Online Verification
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Module, the system can comprise:
7. An Offline Verification Module as in claim 1.

[0005] In order that the invention may be more readily
understood and put into practical effect, a preferred em-
bodiment of the invention will now be described with ref-
erence to the accompanying drawings, in which :

FIG.1 schematically shows a handwritten signature
captured by a digital pad and an electronic pen;

FIG.2 schematically shows a company stamp,

FIG.3 schematically shows a certification office
stamp,

FIG.4 schematically shows a 2D barcode.

[0006] The modules of this invention are linked to each
other and preferably share one database, and work as
one system.

[0007] The process to use the system usually starts
with an authorized person to enter admin information
(name, position, adress, IP adress, admin ID, password
etc) and at least one, preferably three or more, electronic
admin signatures into the Main Module.

[0008] The admin is then allowed to log into the Admin
Module, e.g. by entering his user ID, password, and elec-
tronic signature; this can be done by using an internet or
intranet browser and a digital pad and electronic pen, for
example. The admin is thus not restricted to use a closed
network and can access the admin module from any-
where.

[0009] The admin in turn can grant access to the Cer-
tification Module by entering registrar information (hame,
employing certification office, address, IP address, reg-
istrar ID, password etc) and at least one, preferably three
or more, electronic registrar signatures. The registrar is
then allowed to log into the Registration Module, e.g. by
entering his user ID, password, and electronic signature;
this can be done by using an intemet or intranet browser
and a digital pad and electronic pen, for example. The
registrar is thus not restricted to use a closed network
and can access the Registration Module from anywhere.
[0010] The registrar on the other hand, who usually
works for a trusted, often govemmental, organisation like
a certification office, can can grant access to the Certifi-
cation Module to amember of another organisation (often
a commercial company) by entering the member infor-
mation (name, employing company, address, IP ad-
dress, member ID number, password etc) and at least
one, preferably three or more, electronic member signa-
tures. The member is then allowed to log into the Certi-
fication Module, e.g. by entering his user ID, password,
and electronic signature; this can be done by using an
internet or intranet browser and a digital pad and elec-
tronic pen, for example.
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[0011] Members using the Certification Module can
enter document information after enrolling their signature
(s) into the system, e.g. on a digital pad with an electronic
pen connect to a PC. After that, the system compares
the enrolled signature patterns with the signatures pat-
tern(s) stored in the database to verify the correctness
of the signature. If the signature has been positively ver-
ified, the document information is stored in the database,
thus completing the certification process.

[0012] Amembercanalso usethe systemto print, e.g.,
one or more of: the member’s signature, as shown in
FIG. 1, his company stamp as shown in FIG.2, a certifi-
cation office stamp as shown in FIG.3, a certification
number, a certification date, a certification time, and a
2D barcode as shown in FIG.4. Printing can be done by
using a printer connected to the member’s PC or using
a PC on a third person'’s printer wherein the third person
is authorized to print the document. The authentication
process is then complete.

[0013] A typical 2D barcode usually has bars placed
on the horizontal and the vertical dimension (as shown
schematically in Fig. 4) and is generated using a 2D bar-
code generation program which transfers information in-
to bars form. To be able to encode longer documents in
barcode form, the document information is compressed.
In order to prevent forgery and fraud, encrypted informa-
tion is added. Document information and encrypted in-
formation are both put into the 2D barcode. The 2D bar-
code can be generated by:

m encrypting the compressed document information
with a system generated random key, encrypting the
random key with a system encryption key and gen-
erating the 2D barcode from the encrypted random
key and the encrypted compressed document infor-
mation.

[0014] The encryption key is preferably one key out of
a key pair, as for example from a asymmetric encription
algorithm (e.g. PKI).

[0015] The 2D barcode can, for example, contain the
following:

. document information

. member name

. company hame

. certification office name

. certification office stamp

. system decryption key name
. random key or hash code.

~No o~ wWwNPRE

[0016] The Offline Verification Module enables verifi-
ers to read the 2D barcode after scanning the document
and to display the corresponding information.

[0017] The decryption can be carried out by:

m decrypting the random key by the system decryp-
tion key, decrypt the compressed document infor-
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mation using the random key.

After that, the compressed document information is de-
compressed and the module displays it so that the verifier
can compare this document information with the printed
documentinformation to verify the correctness and safety
of the document from fraud.

[0018] The verifier can verify using the Online Verifi-
cation Module through the Intemet from displaying the
certified document information to verify the correctness
and safety of the document from fraud.

Claims

1. A system for electronic certification and authentica-
tion, comprising the following components:

a Main Module which grants access to an Admin
Module and which provides crypto-data, espe-
cially a crypto key pair comprising a system en-
cryption key and a system decryption key, for
use with the system;

- wherein the Admin Module is provided to at
least:

(i) enter and store certification office infor-
mation;

(i) grant access to a Registration Module
by entering and storing at least a registrar’s
information and registrar’s at least one elec-
tronic signature;

(iii) activate or deactivate registrars;

(iv) provide registrars with user IDs and
passwords;

- wherein the Registration Module is provided to
at least:

(i) enter a company Information;

(ii) register a company member’s informa-
tion and enroll member’s signatures;

(iii) activate or deactivate signatories or
company members; and

(iv) provide the company member with
member’s ID and password;

- a Certification Module which is provided to at
least:

(i) enter and save the document information
intended for certification;

(ii) enroll the member’s signature; and

(iii) compare the enrolled signature with the
stored member’s signatures, wherein if the
enrolled signature matches the stored
member’s signatures, then said Certifica-
tion Module is further to:
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generate a 2D barcode by encrypting
the document information using a ran-
dom key; and the certification module
is further to:

produce the certified document in-
cluding the document information
and the random key

- an Offline Verification Module that runs on a
stand alone verifier data system which is provid-
ed to at least:

(i) receive the certified document;

(i) decrypt the random key using the system
decryption key;

(iiif) decrypt the document information using
the random key;

characterized in that the Certification Module
is further to: generate the 2D barcode by
encrypting the random key using the system en-
cryption key, wherein said encrypted random
key is capable of being decrypted using the sys-
tem decryption key;

further characterized in that the Offline Verifi-
cation Module is further provided to: display the
information contained in the 2D barcode, the in-
formation comprising the encrypted random
key.

2. The system of Claim 1, wherein the 2D barcode is
generated by the following steps:

(i) compressing the document information;

(i) encrypting the compressed document infor-
mation with a system generated random key,
(iii) encrypting the random key with a system
encryption key from the Main Module, and

(iv) generating the 2D barcode from the encrypt-
ed random key and the encrypted compressed
document information.

3. The system of Claim 2, further comprising an Offline
Verification Module which is provided to at least:

(i) scan the certified document;

(i) decrypt the random key with the system de-
cryption key,

(iii) decrypt the compressed document informa-
tion with the random key;

(iv) decompress the document information;

(v) compare the document information from the
2D barcode with another shown document in-
formation.

4. The system of Claim 1, wherein the 2D barcode is
generated by the following steps:
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(i) compressing the document information;

(i) encrypting the compressed document infor-
mation Hash code with a system encryption key
from the Main Module,

(iii) generating the 2D barcode from the encrypt-
ed Hash code and the compressed document
information.

The system of Claim 4, further comprising an Offline
Verification Module which is provided to at least:

(i) scan the certified document;

(i) decrypt the random key with the system de-
cryption key,

(iii) decrypt the hash code with the system de-
cryption key,

(iv) compare the hash code with the compressed
document information hash code;

(iv) decompress the document information;

(v) compare the document information from the
2D barcode with another shown document in-
formation.

The system of one of the Claims 1 to 5, wherein the
signature is enrolled by the way of a digital pad and
an electronic pen.

The system of one of the Claims 1 to 6, wherein the
access to one of the modules is granted by entering
an ID number, a password, and an electronic signa-
ture.

The system of one of the Claims 1 to 7, wherein at
least one of the modules can be accessed over the
internet using an internet browser.

The system of one of the Claims 1 to 8, wherein at
least the Main Module, Admin Module, and Regis-
tration Module are run on the same application serv-
er.

A 2D barcode for the certification and authentication
of documentinformation, containing atleastthe com-
pressed document information and a crypto key for
verification and/or encryption of the document infor-
mation.

Patentanspriiche

1.

System zur elektronischen Zertifizierung und Au-
thentifizierung, mit den folgenden Komponenten:

- einem Hauptmodul welches Zugriff auf ein Ad-
min Modul zulasst und Krypto-Daten bereitstellt,
insbesondere ein Krypto-Schlissel-Paar mit ei-
nem System-Verschllsselungs-Schliissel und
einem System-Entschlisselungs-Schlissel zur
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Verwendung in dem System;
- wobei das Admin Modul bereitgestellt ist um
zumindest:

(i) Zertifizier-Stellen-Information einzuge-
ben und zu speichern;

(i) Zugriff auf ein Registrations-Modul zu-
zulassen, indem zumindest Registrator-In-
formationen und zumindest eine elektroni-
sche Unterschrift des Registrators eingege-
ben und gespeichert werden;

(i) Registratoren zu aktivieren oder deak-
tivieren;

(iv) Registratoren Nutzer-IDs und Passwor-
ter bereitzustellen;

- wobei das Registrations-Modul bereitgestellt
ist um zumindest:

(i) Firmen-Information einzugeben;

(i) Firmen-Mitglieds-Informationen zu regi-
strieren und Unterschriften von Mitgliedern
Zu registrieren;

(iii) Signaturen oder Firmen-Mitglieder zu
aktivieren oder deaktivieren; und

(iv) fir Firmen-Mitglieder Mitglied-ID und
PaRwort bereitzustellen;

- ein Zertifizier-Modul, welches bereitgestellt ist
um zumindest:

(i) Dokumenten-Information welche zur
Zertifizierung gedacht ist einzugeben und
zu speichern;

(i) die Unterschrift von Mitgliedern zu regi-
strieren; und

(iii) die registrierte Unterschrift mit den ge-
speicherten Unterschriften von Mitgliedern
zu vergleichen, wobei dann, wenn die regi-
strierte Unterschrift mit den gespeicherten
Unterschriften von Mitgliedern Uberein-
stimmt, das Zertifizier-Modul des Weiteren:

einen 2D Barcode erzeugt, indem die
Dokumenten-Information  verschlis-
selt wird, wobei ein Zufalls-Schlissel
verwendet wird; und das Zertifizier-Mo-
dul auRerdem:

das zertifizierte Dokument erzeugt,
welches die Dokumenten-Information
und den Zufalls-Schlissel enthalt

- ein Offline Verifizier-Modul, welches auf einem
allein operierenden Verifizier-Daten-System
lauft, und welches bereitgestellt ist um zumin-
dest:

(i) das zertifizierte Dokument zu empfan-
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gen;

(i) den Zufalls-Schliissel zu entschlisseln,
wobei der System-Entschlisselungs-
Schliissel verwendet wird,;

(iii) die Dokumenten-Information zu ent-
schliisseln, wobei der Zufalls-Schliissel
verwendet wird;

dadurch gekennzeichnet, dass das Zertifizier-Mo-
dul aulRerdem: den 2D Barcode erzeugt, indem der
Zufalls-Schliissel verschlisselt wird, wobei der Sy-
stem-Verschlisselungs-Schlussel verwendet wird,
wobei der verschlisselte Zufalls-Schlissel mit dem
System-Entschliisselungs-Schliissel entschliisselt
werden kann; und

des Weiteren gekennzeichnet dadurch, dass das
Offline Verifizier-Modul: die in dem 2D Barcode ent-
haltene Information anzeigt, wobei die Information
den verschlisselten Zufalls-Schlissel enthalt.

System nach Anspruch 1, wobei der 2D Barcode
durch die folgenden Schritte erzeugt wird:

(i) Komprimieren der Dokumenten-Information;
(i) Verschliisseln der komprimierten Dokumen-
ten-Information mit einem System-erzeugten
Zufalls-Schlussel,

(iiif) Verschlisseln des Zufalls-Schliissels mit ei-
nem System-Verschliusselungs-Schlussel vom
Hauptmodul, und

(iv) Erzeugen des 2D Barcodes aus dem ver-
schlusselten Zufalls-Schlissel und der ver-
schliisselten komprimierten Dokumenten-Infor-
mation.

3. System nach Anspruch 2, des Weiteren aufweisend

ein Offline Verifizier-Modul, welches bereitgestelltist
um zumindest:

(i) das zertifizierte Dokument zu scannen;

(i) den Zufalls-Schlissel zu entschlisseln, wo-
bei der System-Entschlisselungs-Schlussel
verwendet wird,;

(iii) die komprimierte Dokumenten-Information
zu entschliisseln, wobei der Zufalls-Schlussel
verwendet wird;

(iv) die Dokumenten-Information zu dekompri-
mieren;

(v) die Dokumenten-Information aus dem 2D
Barcode mit weiterer gezeigter Dokumenten-In-
formation zu vergleichen.

4. System nach Anspruch 1, wobei der 2D Barcode

durch die folgenden Schritte erzeugt wird:

(i) Komprimieren der Dokumenten-Information;
(i) Verschlusseln des komprimierten Dokumen-
ten-Information Hash-Codes mit einem System-
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5.

10.

Verschliusselungs-Schliissel vom Hauptmodul,
(iii) Erzeugen des 2D Barcodes aus dem ver-
schliisselten Hash-Code und der komprimierten
Dokumenten-Information.

System nach Anspruch 4, des Weiteren aufweisend
ein Offline Verifizier-Modul, welches bereitgestellt ist
um zumindest:

(i) das zertifizierte Dokument zu scannen;

(i) den Zufalls-Schlussel zu entschliisseln, wo-
bei der System-Entschlusselungs-Schlissel
verwendet wird;

(iii) den Hash-Code mit dem System-Entschlis-
selungs-Schliussel zu entschliisseln;

(iv) den Hash-Code mit dem komprimierten Do-
kumenten-Information Hash-Code zu verglei-
chen;

(vi) die Dokumenten-Information zu dekompri-
mieren;

(v) die Dokumenten-Information aus dem 2D
Barcode mit weiterer gezeigter Dokumenten-In-
formation zu vergleichen.

System nach einem der Anspriiche 1 bis 5, wobei
die Unterschrift durch ein digitales Pad und einen
elektronischen Stift registriert wird.

System nach einem der Anspriiche 1 bis 6, wobei
der Zugriff auf eines der Module dadurch gewahrt
wird, dass eine ID Nummer, ein PalRwort, und eine
elektronische Unterschrift eingegeben wird.

System nach einem der Anspriiche 1 bis 7, wobei
auf mindestens eines der Module Uber das Internet
unter Verwendung eines Internet Browsers zugegrif-
fen werden kann.

System nach einem der Anspriiche 1 bis 8, wobei
zumindest das Hauptmodul, das Admin Module, und
das Registrations-Modul auf dem gleichen Applika-
tions-Server laufen.

2D Barcode zur Zertifizierung und Authentifizierung
von Dokumenten-Information, zumindest aufwei-
send die komprimierte Dokumenten-Information und
einen Krypto-Schlussel zur Verifizierung und/oder
Verschliusselung der Dokumenten-Information.

Revendications

Systeme de certification et d’authentification électro-
nique comprenant les composants suivants :

- un module principal qui autorise I'accés a un
module d’administration et qui fournit des don-
nées cryptographiques, en particulier une paire
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de clés cryptographiques comprenant une clé
de chiffrement de systéme et une clé de déchif-
frement de systéme, a utiliser avec le systeme ;
- dans lequel le module d’administration est pré-
VU au moins pour :

(i) saisir et stocker des informations sur le
bureau de certification ;

(i) autoriser I'acces au module d’enregis-
trement en saisissant et en stockant au
moins des informations de registraire et au
moins une signature électronique de
registraire ;

(iii) activer ou désactiver des registraires ;
(iv) fournir & des registraires des identifiants
et des mots de passe d'utilisateurs ;

- dans lequel le module d’enregistrement est

prévu au moins pour :
(i) saisir des informations sur une

entreprise ;

(ii) enregistrer des informations sur un

membre de I'entreprise et inscrire des si-

gnatures d’un membre ;

(iii) activer ou désactiver des signataires ou

des membres de I'entreprise ; et

(iv) fournir au membre de l'entreprise un

identifiant et un mot de passe de membre ;

- un module de certification qui est prévu au
moins pour :

(i) saisir et sauvegarder les informations de
document destinées a la certification ;

(ii) inscrire la signature du membre ; et

(ii) comparer la signature inscrite avec les
signatures du membre stocké, dans lequel
si la signature inscrite concorde avec les
signatures du membre stocké, ledit module
de certification doit en outre engendrer un
code a barres 2D en chiffrant les informa-
tions de document a laide d'une clé
aléatoire ; et le module de certification doit
en outre produire le document certifié in-
cluant les informations de document et la
clé aléatoire ;

- un module de vérification hors ligne qui fonc-
tionne sur un systéme de données de vérifica-
teur autonome, qui est prévu au moins pour :

(i) recevoir le document certifié ;

(i) déchiffrer la clé aléatoire a I'aide de la
clé de déchiffrement du systeme ;

(iii) déchiffrer les informations du document
a l'aide de la clé aléatoire ;
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caractérisé en ce que le module de certification
doit en outre engendrer le code a barres 2D en chif-
frant la clé aléatoire a I'aide de la clé de chiffrement
du systeme, dans lequel ladite clé aléatoire chiffrée
est apte a étre déchiffrée a I'aide de la clé de déchif-
frement du systéme ;

caractérisé en outre en ce que le module de véri-
fication hors ligne est prévu en outre pour afficher
les informations contenues dans le code a barres
2D, les informations comprenant la clé aléatoire chif-
frée.

Systéme selon la revendication 1, dans lequel le co-
de a barres 2D est engendré par les étapes
suivantes :

(i) compresser les informations de document ;
(ii) chiffrer les informations de document com-
pressées a l'aide d’'une clé aléatoire engendrée
par le systeme ;

(iii) chiffrer la clé aléatoire avec une clé de chif-
frement de systéeme provenant du module
principal ; et

(iv) engendrer le code a barres 2D a partir de la
clé aléatoire chiffrée et des informations de do-
cuments compressées chiffrées.

3. Systéme selon la revendication 2, comprenant en

outre un module de vérification hors ligne qui est
prévu au moins pour :

(i) numériser par balayage le document certifié ;
(i) déchiffrer la clé aléatoire avec la clé de dé-
chiffrement du systéeme ;

(iii) déchiffrer les informations compressées de
document avec la clé aléatoire ;

(iv) décompresser les informations de
document ;

(v) comparer les informations de document pro-
venant du code & barres 2D avec les informa-
tions d’un autre document montré.

4. Systéme selon la revendication 1, dans lequel le co-

de a barres 2D est engendré par les étapes
suivantes :

(i) compresser les informations de document ;
(ii) chiffrer le code de hachage des informations
compressées de document avec une clé de chif-
frement du systeme provenant du module
principal ;

(iii) engendrer le code a barres 2D a partir du
code de hachage chiffré et des informations
compressées de document.

5. Systeme selon la revendication 4, comprenant en

outre un module de vérification hors ligne qui est
prévu au moins pour :
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(i) numériser par balayage le document certifié ;
(i) déchiffrer la clé aléatoire avec la clé de dé-
chiffrement du systéme ;

(iii) déchiffrer le code de hachage avec la clé de
déchiffrement du systeme ;

(iv) comparer le code de hachage avec le code
de hachage des informations compressées de
document ;

(v) décompresser les informations de
document ;

(vi) comparer les informations de document pro-
venant du code a barres 2D avec les informa-
tions d’un autre document montré.

Systéme selon I'une quelconque de revendications
145, dans lequel la signature est inscrite par le biais
d’'un bloc numérique et d'un stylo électronique.

Systeme selon I'une quelconque des revendications
1 a 6, dans lequel I'accés a I'un des modules est
accordé par la saisie d’'un numéro d'identification,
d’un mot de passe et d’'une signature électronique.

Systeme selon I'une quelconque des revendications
1a7,danslequelil est possible d’accéder a au moins
I'un des modules sur Internet al'aide d’'un navigateur
Internet.

Systeme selon I'une quelcongue des revendications
1 a 8, dans lequel au moins le module principal, le
module d’administration et le module d’enregistre-
ment fonctionnent sur le méme serveur d’applica-
tions.

Code a barres 2D pour la certification et I'authentifi-
cation d'informations de document, contenant au
moins les informations compressées de document
et une clé cryptographique pour la vérification et/ou
le chiffrement des informations de document.
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