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(57) ABSTRACT 

Described are a method and system for determining a 
location of an unauthorized wireless access point (AP) 
accessing a communication network. The system may 
include at least three authorized wireless devices and a 
computing arrangement generating a tracking data record. 
The tracking record includes a location of each of the at least 
three authorized wireless devices and strength data corre 
sponding to strengths of signals of the unauthorized AP as 
measured by each of the at least three authorized wireless 
devices. The computing arrangement determines the loca 
tion of the unauthorized AP as a function of the tracking 
record. 
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SYSTEMAND METHOD FOR DETERMINING 
LOCATION OF ROGUE WIRELESS ACCESS 

POINT 

PRIORITY CLAIM 

0001. The present application is a continuation of a U.S. 
patent application Ser. No. 10/699.257 filed Oct. 31, 2003, 
entitled “System and Method for Determining Location of 
Rogue Wireless Access Point. The entire disclosure of the 
prior application, is considered as being part of the disclo 
Sure of the accompanying application and is hereby 
expressly incorporated by reference herein. 

BACKGROUND INFORMATION 

0002 With the proliferation of wireless networks, many 
organizations (e.g., enterprises, universities, hospitals, etc.) 
have installed or are planning to install wireless networks in 
additional or, in alternative, to wired networks. Such wire 
less networks are believed to increase efficiency and pro 
ductivity. However, one of disadvantages of wireless net 
works is security of such networks. Unlike wired networks, 
which are usually enclosed in secure and protected pre 
misses of the organization, elements of wireless networks 
(e.g., wireless access points “AP) may be scattered 
throughout the organization’s premises. 
0003. One major threat to wireless network security is a 
rogue AP. A rogue AP is an unauthorized AP that allows a 
third party to access the organization’s network without a 
permission of the organization. For instance, a rogue AP 
may be installed with malicious intentions (e.g., to obtain 
access to the organization's data stored on the network). 
Another example of utilization of a rogue AP is a less 
threatening scenario: a member of the organization (e.g., an 
employee) may connect a rogue AP to the organization’s 
network without a proper authorization. In other words, the 
employee may be authorized to use the organization's net 
work, but the use of that particular AP may be unauthorized. 
This situation may occur, for example, if the employee 
decided to use his personal AP for more convenient access 
to the organization's network. If the AP is not properly 
configured to provide a secure access to authorized users, 
then unauthorized users using compatible hardware may 
also gain access to the network. This may be of particular 
concern when the AP covers a physical area outside of the 
organization’s premises. Then, unauthorized users may 
access the network without physically entering the organi 
Zation’s premises. 
0004) To address the threat of a rogue AP, the network 
administrator monitors the traffic on the network. Once a 
rogue AP is detected, however, the problem is to locate this 
rogue AP so that it can be removed. Finding the rogue AP 
may be a difficult task as the AP may be hidden anywhere in 
the organization’s premises. For example, the rogue AP may 
be hidden under ceilings or behind walls. There is, therefore, 
a need for a system and method that determines a particular 
location of a rogue AP with great accuracy (e.g., within two 
feet) within the organization's premises. 

SUMMARY OF THE INVENTION 

0005. Described are a method and system for determining 
a location of an unauthorized wireless access point (AP) 
accessing a communication network. Upon notification of 
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existence of the unauthorized AP, at least three authorized 
APs of the communication network initiate tracking a bea 
con of the unauthorized AP. 

0006 A tracking data record is generated partially based 
on information obtained during the tracking of the tracking 
beacon. The tracking record may include a location of each 
of the authorized APs and at least one of (i) a first strength 
data corresponding to a strength of the tracking beacon as 
measured by each of the authorized APs and (ii) a first time 
data corresponding to a time period that it takes for the 
tracking beacon to arrive at each of the authorized APs. The 
location of the unauthorized AP is determined as a function 
of at least one of (i) the tracking record and (ii) a calibrating 
record. The calibrating record may include (a) at least one of 
a second strength data corresponding to a strength of a 
calibrating beacon as transmitted from a predetermined 
location within the communication network and received by 
each of the authorized APs and a second time data corre 
sponding to a time period that it takes for the calibrating 
beacon to arrive from the predetermined location to each of 
the authorized AP, (b) the predetermined location and (c) the 
location of each of the authorized AP 

BRIEF DESCRIPTION OF DRAWINGS 

0007 FIG. 1 shows an exemplary embodiment of a 
system according to the present invention; and 
0008 FIG. 2 shows an exemplary embodiment of a 
method according to the present invention. 

DETAILED DESCRIPTION 

0009 FIG. 1 shows an exemplary embodiment of a 
wireless network and, in particular, a wireless local area 
network (“WLAN) 100 according to the present invention. 
The WLAN 100 may include a plurality of authorized access 
points (“AP's) 10, 20 and 30. The WLAN 100 may also 
include a plurality of authorized mobile units MUs (e.g., MU 
1-5) and at least one server (e.g., a server 70). The APs 10-30 
may be connected directly to the server 70. The WLAN 100 
includes a database 82 storing data regarding authorized 
devices, authorized users, locations of the WLANs assets, 
etc. The database 82 may also include identification infor 
mation about devices that are specifically prohibited from 
accessing the WLAN 100. 
0010) The MU 1 accesses various assets of the WLAN 
100 via the APs 10-30. Depending where the MU 1 is 
located at a particular time, the MU 1 may access the WLAN 
100 via the closest AP Every AP periodically transmits 
beacon signals which may be used to determine the closest 
AP For example, the MU 1 may determine that the AP 20 
is the closest AP. Therefore, the MU 1 establishes wireless 
communication with the WLAN 100 via the AP 20, rather 
than via the AP 10 or the AP 30. 

0011) If the user of the MU 1 attempts to access the server 
70, the MU 1 first waits for a communication channel to the 
AP 20 to be available. Once the communication channel is 
available, the MU 1 transmits an authentication message to 
the AP 20 requesting an access to the WLAN 100. The 
authentication message may contain user's identification 
data (e.g., login name and password). When the AP 20 
receives the authentication message from the MU 1, it 
initiates an authentication process. The authentication pro 
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cess may include verification of the identification data 
received from the user against the data stored in the database 
82. If the identification data is not verified, then the MU 1 
is denied access to the WLAN 100. However, if the identi 
fication data is verified, then the AP 20 transmits a corre 
sponding response authorizing the MU 1 to access the 
WLAN 100. Once the MU 1 receives authorization, the MU 
1 may access the WLAN 100 via the AP 20. For example, 
the user of the MU 1 may then access the server 70. 
0012. An unauthorized user may desire to obtain access 
to the WLAN 100, and in particular, to the server 70 utilizing 
an unauthorized, or rogue, AP 60. The rogue AP 60 may be 
configured to check its resident database before approving 
an access to the WLAN 100. The resident database of the AP 
60, configured by the unauthorized user may contain, for 
example, a login name and/or password of the unauthorized 
user. Alternatively, the rogue AP 60 may be configured to 
approve an access without verifying the identification data 
from the authentication message. The rogue AP 60 may then 
provide access to the WLAN 100 by a rogue MU 6. 

0013 The unauthorized user may use the MU 6 to access 
the server 70 via the rogue AP 60. The MU 6 transmits an 
authentication message to the rogue AP 60, which is con 
figured by the unauthorized user to allow the MU 6 to access 
the WLAN 100. The unauthorized user may gain access to 
the server 70 by logging in in the same manner as the 
authorized user. 

0014 FIG. 2 shows a method according to an exemplary 
embodiment of the present invention utilized to determine 
the location of the rogue AP 60 with great accuracy (e.g., 
within two feet). Such location, or a specific area within 
which the rough AP 60 may be located, may be determined 
in relationship to another know object or location (e.g., 
within a three feet radius of a printer in Mr. Smith's Alex's 
office; in a reception area—near a door, etc.). The method is 
described with reference to FIG. 1. Those skilled in the art 
will understand that other systems having varying configu 
rations, for example, different numbers of APs, WLANs or 
MUs may be used to implement the exemplary method. 

0015. In step 110, the rogue AP 60 is detected and 
identified as an unauthorized AP. A person skilled in the art 
will understand that the detection of the rogue AP 60 may be 
accomplished in a variety of ways. For example, the network 
administrator may monitor the traffic on the WLAN 100 
using a Sniffer program to detect any rogue APs. 
0016. Another method of detecting the rogue AP 60 may 
involve beacon signals. These beacons are periodically 
transmitted by every AP. The beacon signal may contain 
information including a MAC address of the transmitting 
AP, a service set identification (“SSID), supported data 
rates, etc. The MAC address is an identifier assigned by the 
manufacturer and hence it is utilized as a manufacturer 
identification of the AP. The SSID identifies a virtual local 
area network (“VLAN) that is served by a particular 
WLAN. The VLAN may encompass a single WLAN (e.g., 
WLAN 100) or a plurality of WLANs. Conversely, the 
WLAN 100 may serve a plurality of VLANs and a particular 
AP beacon, from an AP associated with the WLAN 100, 
contain a list of SSIDs. 

0017 Based on the information stored in the beacon 
signals, a determination is made as to whether the beacon 
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signal received is from an authorized or unauthorized AP. 
This may be determined based on two exemplary criteria. 
These criteria may be used alternatively or in conjunction to 
determine if the particular AP is unauthorized. Those skilled 
in the art would understand that there may be a plurality of 
other criteria used to make Such determination. 

0018. The first exemplary criteria is based upon a veri 
fication of the manufacturer identification of the MAC 
address of the transmitting AP. The data stored in the beacon 
signal is compared to the data stored on the database 82. 
which contains data of the authorized APs. 

0019. The second exemplary criteria is based upon a 
verification using the SSID stored in the beacon signal 
against the authorized SSIDs stored in the database 82. If 
this criteria is utilized, the network administrator or another 
authorized user may generate a list of valid SSIDs. There 
fore, if the rogue AP 60 is manufactured by an authorized 
manufacturer but the SSID in the beacon is invalid, then the 
presence of the rogue AP 60 is detected. Those skilled in the 
art will understand that the network administrator may also 
insert other codes into the beacons of the authorized APs that 
may be used to identify authorized/unauthorized APs. 

0020. In step 120, once a determination is made that the 
beacon is received from the unauthorized rogue AP 60, a “set 
trap' procedure is initiated. The “set trap' procedure creates 
a data record of information that may be useful for tracking 
the rogue AP 60. Such a data record may include, for 
example, the MAC and SSID addresses of the AP10, as well 
as the MAC and SSID addresses of the rogue AP 60. The 
data record may also include the time and date when the data 
record was created and the criteria used to detect the rogue 
AP 60 (e.g., unverified manufacturers MAC address, no 
matching SSID, etc.). 

0021. After the “set trap' procedure has been initiated, 
AP's that are situated within a predetermined proximity to 
the rogue AP 60 (i.e., those AP's that detected the rogue AP) 
are instructed to track beacon signals emanating from the 
rogue AP 60. For instance, assuming that all APs 10-30 
detect the rogue AP 60, all APs 10-30 also track the signals 
of the detected rogue AP 60. 

0022. The physical location of the rogue AP 60 may be 
determine by utilizing Received Signal Strength Indication 
(“RSSI measured in dBm) data and/or Difference in Time 
Of Arrival (“DTOA' measured in ns) data as discussed in 
more detail below. While either the DTOA data or the RSSI 
data alone may be sufficient to calculate the location of the 
rogue AP 60. It is preferred that both of the sets of data are 
used in order to provide the most accurate calculation of the 
rogue AP 60 s location. 

0023 Prior to the set trap procedure, a calibration pro 
cedure needs to be performed, if RSSI is to be utilized. The 
calibration procedure is optional for DTOA. The calibration 
procedure may be accomplished by placing a computing 
device (e.g., MU 4 or any AP) at a number of particular 
locations within the WLAN 100 (i.e., a landmark). The 
landmark may be a reception area, a publication room, a 
storage room, a server room, etc. During the calibration 
procedure calibration data, Such as shown below, is gener 
ated. 
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Calibration Table 

AP 10 AP 20 AP 30 

Reception area -10 dBm 4 ns -20 dBm 3 ns -30 dBm 2 ns 
Publication -40 dBm 1 ns -20 dBm 3ns -20 dBm 3 ns 
OOl 

Storage room -30 dBm 2ns -10 dBm 4 ns -20 dBm 3 ns 
Server room -20 dBm 3ns -30 dBm 2ns -10 dBm 4 ns 

0024. The Calibration Table shows exemplary calibration 
data including the RSSI data and the DTOA data as recorded 
by each AP 10-30 for four different landmarks within the 
WLAN 100. In particular, each AP 10-30 obtains different 
data readings because of the different distance between each 
AP 10-30 and the MU 4. The calibration process is prefer 
ably repeated a few times in order to obtain accurate 
calibration data. 

0025. In step 132, the APs 10-30 may record and analyze 
the beacon signals in order to generate the RSSI data. That 
RSSI data may be then transmitted to the server 70 for 
further analysis (step 140). Alternatively, the RSSI data may 
be stored by the corresponding AP and periodically retrieved 
by the server 70 or automatically forwarded to the server 70. 
The system for handling communication of this RSSI data 
may be implemented with the common simple network 
management protocol (“SNMP) or a similar protocol. 

0026. In order to determine the location of the rogue AP 
60 using the RSSI data, preferably, at least three reference 
points (i.e., APs 10-30) are used. Three reference points 
(e.g., APs 10-30) represent a minimum number of locations 
inside a three-dimensional space (i.e., a building where the 
WLAN 100 is located) that would be required to calculate 
the position of a fourth point (i.e., rogue AP 60). Since the 
rogue AP 60 continually transmits beacon signals, the APs 
10-30 may continually receive and compile corresponding 
RSSI data. There is only one point in this three-dimensional 
space that correlates to all three RSSI data points collected 
from the rouge AP 60 by the AP 10-30. 

0027. It is also possible to use DTOA data to determine 
the location of the rogue AP 60 by triangulating the distance 
between the rogue AP 60 and three points of references: the 
APs 10-30. In addition, or in alternative, the location may 
determine using the DTOA data along with the calibration 
data. In step 130, the APs 10-30, either alone or in combi 
nation with RSSI data collection, generate DTOA data. The 
DTOA data may be generated by processing the received 
beacon signals from the rogue AP 60 and measuring the time 
that it takes for those beacon signal to arrive at the corre 
sponding APs 10-30. To determine the location of the rogue 
AP 60 using the DTOA data, at least three reference points 
are necessary (e.g., APs 10-30). 

0028. In step 150, the server 70 analyzes the RSSI and/or 
DTOA data received from the APs 10-30 and compares to 
the RSSI data and/or the DTOA data generated during the 
calibration procedure. The RSSI data and/or DTOA data 
allow the server 70 to determine the distances between the 
rogue AP 60 and the corresponding APs 10-30. For example, 
if the AP 20 records a stronger signal strength value than the 
AP 30, it may be that the AP 60 is located closer to the AP 
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20. This determination may be made with additional preci 
Sion if either or both the AP 20 and the AP 30 use directional 
antennas. 

0029. The RSSI data and/or DTOA data provide the 
server 70 with sufficient distance data to determine the 
location of the rogue AP 60 within the WLAN 100. In other 
words, since the server 70 has the distance data between 
each AP 10-30 and the rogue AP 60 obtained from the RSSI 
and/or DTOA data, it can calculate the location of the rogue 
AP 60 relative to those APs 10-30. One exemplary method 
for determining the location of the rogue AP 60 is as follows. 
First, the location of the rogue AP 60 is determined using the 
RSSI data and the calibration data. Then, the location of the 
rogue AP 60 is further pinpointed by triangulating with the 
DTOA data. 

0030) The server 70 may then display the results of the 
calculation on a map of the WLAN 100, e.g. FIG. 1, and 
overlay the APs 10-30 on the map, since the location of the 
APs 10-30 is known. The map of the WLAN 100 may be 
used in conjunction with a physical map of the organiza 
tions building (e.g., an architectural blueprint). 
0031. The present invention has been described with 
reference to an embodiment having the WLAN 100 with the 
APs 10-30, the single rogue AP 60, the one authorized MU 
1, and the server 70. One skilled in the art would understand 
that the present invention may also be successfully imple 
mented, for example, for a plurality of rogue APs, a plurality 
of APs in a WLAN, etc. Accordingly, various modifications 
and changes may be made to the embodiments without 
departing from the broadest spirit and scope of the present 
invention as set forth in the claims that follow. The speci 
fication and drawings are accordingly to be regarded in an 
illustrative rather than restrictive sense. 

What is claimed is: 
1. A method for determining a location of an unauthorized 

wireless access point (AP) in a communications network, 
comprising: 

generating a tracking data record which includes a loca 
tion of each of at least three authorized wireless devices 
and strength data corresponding to a strength of signals 
of the unauthorized AP as measured by each of the at 
least three authorized wireless devices; and 

determining the location of the unauthorized AP as a 
function of the tracking data record. 

2. The method according to claim 1, further comprising: 
upon receiving notification of an existence of the unau 

thorized AP in the communications network, selecting 
the at least three authorized wireless devices from a 
plurality of authorized wireless devices to track the 
signals of the unauthorized AP. 

3. The method according to claim 1, wherein the tracking 
data record further includes time data corresponding to time 
periods that it takes for the signals to arrive at each of the at 
least three authorized wireless devices. 

4. The method according to claim 3, wherein the deter 
mining step includes the following Substep: 

determining the location of the unauthorized AP as a 
function of a calibrating record, the calibrating record 
including (a) at least one of (i) second strength data 
corresponding to a strength of a calibrating signal as 
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transmitted from a predetermined location within the 
communications network and received by each of the at 
least three authorized wireless devices and (ii) second 
time data corresponding to a time period that it takes for 
the calibrating signal to arrive at each of the at least 
three authorized wireless devices from the predeter 
mined location, (b) the predetermined location and (c) 
the location of each of the at least three authorized 
wireless devices. 

5. The method according to claim 1, wherein each of the 
at least three authorized wireless devices is one of an access 
point and a wireless mobile device. 

6. The method according to claim 4, wherein the deter 
mining step includes the Substep of calculating the location 
of the unauthorized AP as a function of the strength data and 
the second strength data. 

7. The method according to claim 4, wherein the deter 
mining step includes at least one of (i) the Substep of 
triangulating the location of the unauthorized AP using the 
time data and (ii) the Substep of calculating the location of 
the unauthorized AP as a function of the time data and the 
second time data. 

8. The method according to claim 4, further comprising: 
before the determining step, performing a calibration 

procedure including the following Substeps: 
placing a calibrating device at a plurality of predeter 
mined locations within the communication network, 

tracking a calibration signal from the calibrating device 
using each of the at least three authorized wireless 
devices, and 

generating a calibration record based on data generated 
in the tracking Substep. 

9. A system for determining a location of an unauthorized 
wireless access point (AP) accessing a communications 
network, comprising: 

at least three authorized wireless devices; and 
a computing arrangement generating a tracking data 

record which includes a location of each of the at least 
three authorized wireless devices and strength data 
corresponding to strengths of signals of the unautho 
rized AP as measured by each of the at least three 
authorized wireless devices, 

wherein the computing arrangement determines the loca 
tion of the unauthorized AP as a function of the tracking 
record. 

10. The system according to claim 9, wherein, upon 
notification of existence of the unauthorized AP, the com 
puting arrangement selects the at least three authorized 
wireless devices from a group of authorized wireless devices 
to track the signals of the unauthorized AP. 

11. The system according to claim 9, wherein the tracking 
data record further includes time data corresponding to time 
periods that it takes for the signals to arrive at each of the at 
least three authorized wireless devices. 

12. The system according to claim 11, wherein the com 
puting arrangement further utilizes a calibrating data record 
to determine the location of the unauthorized AP, the cali 
brating record including (a) at least one of (i) second 
strength data corresponding to a strength of a calibrating 
signal as transmitted from a predetermined location within 
the communications network and received by each of the at 
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least three wireless devices and (ii) second time data corre 
sponding to a time period that it takes for the calibrating 
signal to arrive at each of the at least three authorized 
wireless devices, (b) the predetermined location and (c) the 
location of each of the at least three authorized wireless 
devices. 

13. The system according to claim 12, wherein the com 
puting arrangement calculates the location of the unautho 
rized AP as a function of the strength data and the second 
strength data. 

14. The system according to claim 12, wherein the com 
puting arrangement performs at least one of (i) triangulating 
the location of the unauthorized AP using the time data and 
(ii) calculating the location of the unauthorized AP as a 
function of the time data and the second time data. 

15. The system according to claim 9, wherein each of the 
at least three authorized wireless devices is one of an AP and 
a wireless mobile device. 

16. A computing device for determining a location of an 
unauthorized wireless access point (AP) accessing a com 
munications network, comprising: 

a communication arrangement communicating with at 
least three authorized wireless devices in the commu 
nications network; and 

a processor determining the location of the unauthorized 
AP as a function of a tracking data record, 

wherein the tracking data record includes a location of 
each of the at least three authorized wireless devices 
and strength data corresponding to strengths of signals 
transmitted by the unauthorized AP as measured by 
each of the at least three authorized wireless devices. 

17. The computing device according to claim 16, wherein, 
upon receiving notification of an existence of the unautho 
rized AP, the processor selects the at least three authorized 
wireless devices from a group of authorized wireless devices 
to track the signals from the unauthorized AP. 

18. The computing device according to claim 16, wherein 
the data record further includes a time data corresponding to 
time periods that it takes for the signals to arrive at each of 
the at least three authorized wireless devices. 

19. The computing device according to claim 18, further 
comprising: 

a memory arrangement storing a calibrating data record, 
wherein the calibrating record includes (a) at least one of 

(i) second strength data corresponding to a strength of 
a calibrating signal as transmitted from a predetermined 
location within the communications network and 
received by each of the at least three authorized wire 
less devices and (ii) second time data corresponding to 
a time period that it takes for the calibrating signal to 
arrive at each of the at least three authorized wireless 
devices.(b) the predetermined location and (c) the loca 
tion of each of the at least three authorized wireless 
devices, and 

wherein the processor determines the location of the 
unauthorized AP as a function of the calibration record 
and the tracking record. 

20. A device, comprising: 
a communication means for communicating with at least 

three authorized wireless devices in a communications 
network; and 
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a processing means for determining a location of an 
unauthorized AP in the communications network as a 
function of a tracking data record, 

wherein the tracking data record is generated by the at 
least three authorized wireless devices during tracking 
of signals of the unauthorized AP, the tracking data 
record including a location of each of the at least three 
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authorized wireless devices and strength data corre 
sponding to a strength of the signals transmitted by the 
unauthorized AP as measured by each of the at least 
three authorized wireless devices. 


