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(57) Abstract: The present invention discloses a user identity determining: method, apparatus and electronic device. The method in-
cludes: acquiring; target multidimensional feature information of a target user, wherein the target multidimensional feature information
includes at least two types of feature information m biometric feature information and/or non-biometric feature information, comparing
the target multidimensional feature information with multidimensional feature information of a plurality of designated users, respec-
tively, to obtain a comparison result; and determining an identity of the target user based on the comparison result.
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USER IDENTITY DETERMINING METHOD, APPARATUS AND ELECTRONIC
BEVICE
Cross-Reference to Related Applications
{0601 This miernational apphication is based upon and claims priority to Chingse Patent
Application No. 2018110230228, filed on September 4, 2018, the entire content of all of which
iy incorporsted herain by raference.
Technical Field

{0002} The present apphivation relates to the field of computer techunelogiss, and more
particularly o 8 user idendity detepmaning method, apparatns and electronic device,
Techuical Background

{H3] Riometie technolopies sre widely used in the identitication of user identities
bevause they are more Convenient and secure, Biomeprie technologies are technologies that
integrate computers with optical sensors, acoustic sensors, biosensors, the principles of
biostatistics and other hi-{ech means to identify a personal identity using inberent physiological
chargctevistics {such as fingerpring, face, iris, or sound) of the nsman body.

J0004] However, in some cases, existing solutions for using biometric features o ideniify
user identities have o misidentificaton problem. For example, when face recognition is used to
whentily rdentities of twins, misidentification often occwrs. Alse for exammple, when voige
recopnition is used o identify two users baving siilar voices, niisidentifichtion may also ocour,
Summary of the Invention

{0065] Embodiments of the presant gpphcation provide a user identity deternuining

method, spparates and electronic device to reduce user identity misidenitfication.

{0006} To solve the techmral problams, the embodintents of the pressot applicating ars
mmplemented ax follenws Afirst aspoct provides a user iderdity Jedsrmining method, comprising:

acquiring target nudidimensional feature mformation of o tarzel wser, wherein the target
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mstidimensional feature mivemation comprises af least two types of feature mformation in
homeiric featurg nformation andior non-biometric feature nformation; comparing the target
mubiidimensional featirs information with multidimensional featirg mformation of o plurality
of destznaied users, respeciively, to obtain a compartison resull; and determining an identity of
the target ussy based on the comparison result.

{0087} A second aspect provides a yser identity determining apparatus, comprising: an

aoquiring module, contigured o scguire larget multidimengional feature information of g target

user, whereln the tarest moultidimensional fealure information comprises at least two types of
feature information In biometric feature avformation and/or non-biowetie feature information;
a comparing modale, configured to compare the target multdimensional featwre information
with mahidimensional festwe mformation of o plurality of designated users, vespectively, o
obtain a comparison resud; and a delermining module, configurad fo determine an identity of the
farget user hased on the compatison result,

[0008] A third aspect provides an electronic device, comprising a processorn and a
memory confipured © store computer executable instructions, wherein execution of the
execuiable instryctions causes the progessor to perform the following operations: agquiring
target moltidimensional featwre wlformation of a tareet aser, whereny the target altidimensional
festure tnformation comprises at lepst two types of feature information in hiometric featwre
tnformation andir non-bonietric feature information; comparing the arget multidimensional
featurs information with muliidimensional feature information of g plurality of designated users,
respectively, to ohiain a conparison vesult; and determuining s identity of the tarpet user based
on the comparison resalt,

{0069] A fourth aspect provides a computer readable storage wedium, storing ong o
mere programs, wherein the one or more programs, when executed by an electronic dovice

somprising a plarality of applications, cause the electronic device to parform the following

5]
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operations: acgairing target muliidimensional feature mfvrmation of 8 tarpet user, whevem the
tarzel multidimensional feature information comprises at least two types of {sature wmformation
in biometric feature inforination and/or non-biometric feature information: comparing the tarset
multidimensivnal feature information with multidunensional feature information of & plurality
of dusignated ussxs, respectively, fo oblain a comparison result; and determining an wdentity of
the {arget user based on the comparison result,

8] As can be seen frowm the techwical sohstions prowvided by the forepoing
smbodiments of the present application, the solutions provided by the smbodiments of the
present gpphication at least have one of the following techmical effects; because the identity of
the target user is deternuned based on the wulbdbvensional featore wlormation of the target user,
1ot based o single Teatore formation such us Tace or voies, wser wdenuty misidentification dan
be reduced, thereby improving the reliability of the result of user identity determination,

Brief Description of the Dyawings

{0011} The accompanying drawings described berein are provided for further
comprehension of the present application, and constitute a part of the present application. The
schematic embodiments of the present application and the description thereof ave used o
iltustrate the present application, bt do not constitute avy improper himitation 1o the present
application. In the acconipanying drnwings:

{0012} FIG. s aschematic flowchart of o user identity deternuning mwthod according
o an embodiment of this specification.

{0013 FIG. 2 35 a schematic diagram of butlding 2 first database according to
embodiment of this specification.

{0014} FIG. 3 15 a schenwatic diagram of face festure nfrwmation &t multiple poses

according to an smbodiment of this specification.

>
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JO018] FiG. 4 18 g schematic diagram of gadl featwre mformation accordmg to an
smbodiment of this specification.

[816] FIG. 5 iy a detailed schematic Hlowehart of stgp 104 in the smbodiment shown i
FIG 1.

J 7] FIG. 6 15 o schematic diagram of an index feature comparison process according
o an ambodiment of this specification,

S FIG. 7 s a schematio: dingram of another index feature comparison process
according io an embodiment of this specification.

G181 FIG. 8 is another detatled schematic flowchart of step 1 in the embodinient
shown in FIG. L

{2B] FIG 915 woschemahe struchaal dingram of au electronic device gecording 1o an
embodiment of this specification.

j6021} FIG. 10 is a schematic structural disgram of a user identity detetmining spparatus
1000 according 1o an embodiment of this specification.

{0022] FIG, 1 is a detailed schematic stractursl diagram of a modale 102 in the
embodiment shovarin FIG. 1.

{231 FIG. 12w another detanled schematic struchural diggram of the modude 102 in
the ambodimenst shown In FIG. 10,
Detatied Description

jeB24] To make the objectives, lechiical solutions and advantages of the present
application clearer; the technical solutions of the present applivation will be described cleardy
and completely below with reference to the specific embodimenis and corresponding
gsccompmving drawings of the present application. Apparently, the describad embodiments arg
only xonwe rather than all embodiments of the wesent application. On the basis of the

smbadiments in the present application, all other embiliments acguired by those of ordinary
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skall m the art withond creqive efforts shall belong to the protection scope of the presest
applivation.

JO28] To reduce user identity misidentification, the embodments of this specification
provide 1 user identity determining method and apparates. The method and apparatus ¢an be
apphied to a surveillavcs system requiving user identnty identification. For example, nowadavs
cameras arg deploved throughowt business districts, and merchants hope to use an existing video
survertlance network in a basiness district to dentify ity membershup conswmer based on
information acquived by 3 camers immediaiely when the membership consumer appears in the
basiness district, and rapadly search histoncal consumption data and consumption habits of the
membership consumer, so a3 to better serve the wembership consunter. For sase of description,
the delermining of the identity of & user entering & business district & ysed as an example below
to describe the user identity determining method and apparatus provided by the embodiments of
hus speeification.

j0026] A user identity determuning method provided by the embodiments of this
specification is deseribed in detail below with reference to FIG. 1o FIG. 8.

J00271 As shown in FIG. 1 8 user wdeniity determiming method provided by the
embodiments of this speaification may include the following sleps: Atstep HI2, sequining target
multidimensional featwre Infonmation of a larget user, wherein the target mudtdimensional
featwre formation moludes at least pwo types of festure Infiwmation i biometie Rature
information and/or npn-hiometric feature mivrnation,

{0028 The warset user niay be o wser whose identity needs to be determined, identified,
or authenticated, for example, a vonsumer entering a business district (for example, a shopping
mall).

j3029] That the targst muhtidimensional feature information meludes af least two Lvpes

of feature Wnformation in bisnetric featwre mformation anddor npon-hiometric feature information
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sy mean that the farget multidimenstonal biometric feature information weludes af least two
types of featyre information in the biometne feature information; o, the target multdimensional
biometric featurs information includes al feast two tvpes of feature mionmation i the non-
homeiric feature informanion; of, the target mulidimensienal biometric feature miomation
wludes at least two fypes of featurs wdormation in the biometnie feature information and the
now-biometric feature information,

{8038] For exsmple, the biometric feature information may inchede: face feature
infornnation, body feature information, gait feature Information, cloth feative toformation, age
feature information, gender fegtore imformation, and the ke Optionally, to farther redoce mser
wentity pusidentification, the face feature information may inchide Tace feature mlormation at
mndliple poses, forexamiple, face Teature tnformation of a frontal face ov g $5-degree side face.
In practical apphications, face featare information at multiple poses may be soquived by using a
plality of cameras. Likewise, the body festure mformation may also include body feature
nformation &t maltiple poses, for example, body feature wnformation from the front or 3 45
degree side. The gay feature information may include gait feature information i walking and
running stales,

{031} The non-bometric feabwre information may mclude: wser 1D nformation,
gengraphical Tocation information, bme mitrmation, Wi-FIL address information, and the hke.
The useg 1D mformation may further include information uniquely Wentifving the uSer wentity,
for exmople. one ormore ol § user mmobile phonemumber, 3 user identity mumber, and user mobile
phone media gecess control (IMAC)Y Information. The time information may be information about
the time at which the identity of the target user needs o be determined,

{0032} When the tarpet nultidimensional feature information includes blometric feature
miprmation of the target user, atstep 102, an image of the larget user muy be acquired by using

an image capiae device, for example, by using a camera disposed n the business district, and

6
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then the acqoired tmage 18 analyzed 1o obtam the wometnic feature information of the target user,
suchas fhoe feature information, body feature information, gait feature information, ¢loth feature
mdbrmation, sge fexture information, and gender feature nformation.

{0633} When the trget multidimensivnal feature information includes non-biometric
featwrs information of the target user at step 102, 1D mformation, peographical location
information, and the like of tha target user may be obsained in other manners. For example, the
niobile phone MAC wformation of the target user may be detected by aging Wi-Fi i the business
district, and used as the 1D mformation of the target user; the location mfornstion of the target
ey mav-be delermined according o location information of the business disiricl.

{0034] At step 104, companng the farget mudtidimensional feature wiormation with
mdtidimensional featare mformanon of 3 phushiy of designated users, respectively, 1o oblain a
comparison result,

{0035] The designmted user may be a pre-stored uwser whose wentity i3 known, for
example, & membership consumer pre-stored in @ sser identity surveillance systemt of 2 business
district.

[00361 1t should be understeod that by comparing the scquired target nndtidimensional
feature information of the {arget gser with the multidimensions! feature information of the
plurality of designated users whose identities are known, sinuilanity values of the tareet user with
raspect to the plurality of designated users may be raspectively determined, and the determined
similarity values are used as the comparison resuli, so s to defenmine the identity of the target
wsSr at stiep 1.

JO037] In an example, a weighted sum of similarily values corresponding to various
feature information in the nugltidimensional feature information may he used as 2 sinvilarity valos
of the target user with respedd to g designated user. Forexample, i is assumed that faw pisces

of Feature Juformation A, B, C, and D of the target user are respectively compared with four

-l
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pieces of featare mivrmation A, B, €, and D of the designated wser, and four sumilarnity values a,
b, ¢, apd d mavbe correspondingly obtained. In this case; a weilghted sum of the similarity valies
a, boo, and d may Be used as the similanity value wi'the targst wser with reapect {o the designated
user, Weights comresponding o different feature inforimation may be determined according (o the
degrae of importance of the feature infbrmation,

{0038} In practival applications, a first database storing a correspondence between user
I information of 8 designated vser and mudtidimensional feanre information of the designated
user may be beilt in advance, so thay duwing comparison, the tavgst multidimensional feature
information of the mreel wser s compared with the moltidimensiong! feature wformation of the
designated user i the fivst database built 1 advance, to oblain the comparison result.

{035 The process of bailding the fist database is briefly described below with
reference to FIG, 2 0 FIG. 4.

{6040 In am example, as shown in FIG. 2, itis assumed that the nultidimensional featare
information of the designated user includes biomeiric feature information, wherein the biometric
feature informanion specifically includes: face feature information, body feature information, gait
feature information, cloth featwre information, age feature tnformation, and pender featwre
iformation. As can be seen from FIG. 3, the face feature fnformation may nclade face feature
nformation for different facial expressions snd different poses. As can be seen from FIG. 4, the
gait feature information may iclude gait feature mforniation v walking and ropning states,

[0041] Specifically as shown in FIG. 2, for a designated user | {corresponding to user
1D information represented by ID1), biometric featuve information such-as face 1, face 2, hody
i, body 2, gait 1, gait 2, ape, and gender may be acquired from 3 surveillance video eaptured by
gcamera, and stoved in the first database. Likewise, {or a designated user 2 {vorresponding o

user 1D infornsation represented by [D2), bimmetric feature mfornwtion such as face 1, fhee 2,
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body obodv 2, gant 1, gait 2, ave, snd gender may be acquired from a surveiflance video captured
by & camera, and storad in the finst database.

{00421 In addition, 35 shown in FIG. 2, because the biometric fedture mdurmation of the
user changes with time or seasony, the bometric feature nformation of the designated user 1 and
ihe desiunated user 2 at different time points {me pomt | and tme point 2 in FIG: 2) may be
racorded and saved. Optioally the first database mayv further record and save spatial
dimensional features of the designated wser, which specifically include featare information such
as face, body, and gait of the designated user captured by different cameras at different angles.

{0431 Moreover, @8 shown i FIG. 2. a relaionship between users mgy further he
considerad, and the relationstup way also be stored in the {ivst datdbase.

44} In another example, the non-biometric feature information of the designated uvser
and the 1D mformytion of the designated user may also be correspondingly stored i the first
database.

[0045] At step 106, determining an identity of the target user based on the comparison

j0046] In the evample used in step 104, if the comparison result is the similarity values
of the tareet user with respect to the plurality of designated users, at step 106, an wlentitv of g
designated user in the plumabity of desipnated users that has the larpest simiarity vatue, which is
grenter than a preset threshold, with respect 1o the fariet uisr may be determined as the wentiy
of the target tser; correspondingly, if the plurality of desipnated users do not include a designated
user whose degres of similarity to the target uver 18 preater than the preset threshold, the target
user may be determined as a new user or a non-membership user. The preset threshold may be
manusily set. For example, the preset threshold may be 80%.

JO047] 1o the wser wdentity deternuining method provided by the embodiments of this

specificativn, because the identily of the tavget user is determined based on the multidimensional

i1
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featwre nformation of the target nser, not based on single featwre mivrmation such as face or
viice, wser identity misidentification can be reduced, thergby mproving the reliability of the
result of user wentity dstenmination.

{0648} Because the target user generally needs 1o be compared with a large number of
destumatad users {that is, the first database stores a large mumber of designated users), divectly
compuring the target multidimensional feature information of the target user with the
nudidimensional feature pformation of the plorality of designated users 1nvolves comparison
of & Yarge amount of data, leading to low comparison efficiency and sccordingly low sfficiency
of determining the identity of the tavgel user,

{0049 To merease the efficiency of determining the identity of the tareet user, optionally
i gnother embodimaent g shownein FI1G. 5, step 104 way include the following substeps:

{0056} Substep 502, deternuning a plurality of index features of the targel user based on
the target multdimensional featre nformation,

{00511 It should be wndersiood that the mdex fenture 15 & feature uniguely dentifving
ariginal festure nformation (for example, the festare information sequired in step 102) and
having @ data amount less than that of the oviginal featare information,

{0082} The phuvality of index features may nclader s single tndex feature for the same
type. of festwre information, a composite index feature for st least two typey of fenture
wnformation occutring at the spme time, or a composiie index festure for featare information of
diffevent users oconwming at the swme time,

(0083 The single index fexture niay be an indey fenture determined by one type of
featurs informatipn, The composite index feature may be an mdex feature detenmined by two or
more types of feature fnrmation,

{0054} For example, the single index feature for the same fype of feature brformation

may be; a geographical focation index feature for the geographical lovation infonmation, a face

0
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mden feature for face feature information gt a pavticular angle, or the Bike For example, the

compuaite dex feature for at least two types of feature information occwrring ot the same time

may be g conyposite index feature formed by an obvicus body feature and an obvicus cloth

feanwe. For example, the coppusite index feature for feature mformation of different users
ocgurring at the same tme nay be: 3 composite mdex feature formed by fices of a couple
shopping &t the same time ina shopping mall,

{80331 The provess of determining a phurality of index features of the target user 15
deseribed below by usiog examples.

{0561 In a st example, gssuming that the trget multidonensional wformation of the
targel user includes the geographical focation information of the tareet user, subsiep 502 may
mehide: determuning alevel 1 geographical bocation mdex fosture of the farget usér based on the
gengraphical location miormation of the arget wser; o, determining a level | geographical
location index feature and # level 2 geograplucal location index feature of the tamet user based
o the geographical Incation inlormation of the target user; or, determining a level | geographical

location index feawre, a level 2 geographical location index feature, and a level 3 peographical

tocation index feature of the tarpet user based on the geographival location infomuation of the

o

arget aser. The level 3 geceraphical location index feature is a subindex of the fevel 2
gengraphical location index, and the level 2 geographical location index is ¢ subindex of the
leval 1 peographical focation index.

JB0STL For example, an area with a fixed flow of people, such as @ shopping nall,

mansion, office building, or a comnuaity, may be detennined as the level § geographical Tocation

mnitex feature; a flooror storg ia the shopping mall, a foor or romm in the mansion, or g unit or
floor of the conununity is determined as the level 2 peographicsl location index festure; &

location of & cmerg invthe siore hvthe shopping mall is determined as the level 3 geppraphical

focation index feature.
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JOOS8] In a4 second example, assuming that the twget mulodimensional featare
wforpation inchudes the biometric feature nformation of the target nser, for example, face
featurg mivrmation, body feature information, and cloth feature information, substep S0 may
clude; parfornung a Principal {Imnpm}&ntArix-a§_}'s,is (PCAY on the hiomairic feature information
of the farget user to obain reduced-dimensionality festures of the biometric feative information;
hucketizing the reduced-dimensionality features. in a plarality of buckeis representing the
biometric feature wformation; and determuning 1Ds of the phuality of buckets as the plurality of
index features of the target user. For example, a gait bucket index featurs, a cloth bucket index
feature, g venderbucket index festure, @ face bucket index featare, an age backet index feature,
a body bucket index feature, and the hike are obiatned. A bucket ID may be a serial number such
as ¥, 2,3, 004,

{0059 In addition, gssuming thal the target multidimensiongl feature nformation
includes the 1D information and the time information of the farget user, & e ngdex feature (v
referred to g timestamp) and an 1D index feature may further be determined based on substep

302 Based on the tgrget nultidimensional feature informatton, a relation-face-character

composite tndex feature, a face-body composite index feature, snd the hke gre detenmined.

{3060} Substep S04, comparing the plurality of index features with a plurality of index

festures of the plurality of designated users,

respectively, and desermining @ pluraliy of firt
users from the plurality of desipnated users,

jo0a1] Similar to the embodiment shown m FIG, 1, in practical applications, a second
database stoving » oovrespondence between user 1D information of a designated user wd &
plurality of tndex fzatures of the destgnated user may alse be built in advance, so that durmg
vompaison, the plusality of index foatures of the farget user may be compared with the pluraliny
of mdex featuwes of the designated wserin the sevond dotabase, to obiain a plurahity of first users.

The plurality of index featares of the dexignated user is determined I 2 manner similar (o that
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anwhich the phurality of index featires of the target user is deternnned, and the detatls will not
he repeatedly described here.

62T For soample, fmally deternuned index featiwss stored m ihe second database may
include: a pait bucket index featurg, a cloth bucket index featore, o yender bucket index feature,
a face bucket index featnre, au ape bucket index fenture, a body bucket index feature, a tme
index feature {or referred to as timestanip), an ID index feature, a velational-fave-character
composite index feature, 8 face-body conposite index feanwre, and the like

{00631 It should be noted that in the embodiments provided by this specification, the first
database and the second database may be the some database or may be different databases,

[0064] As au example, in sebstep 304, the phurality of indey features of the target user
may be respectively compared with the indes features of the plaralily of designated wsers, 1o
deterntine, from the phurality of designated users, users having one or more of the plarality of
index features malching corresponding index fentures of the target user as the plurality of st
users. 1t should be understood that the imdex features matching each other means that the index
features ave the smme or similar, For example, assuming that the plarality of tndex features of the
target user ncludes the peographical location index foature and the face index feature, a plurality
of users whose geographical tocation index feature and face index feanre are the same as the
gengraphical location index feature gnd the face index feature of the tareet wser may be found
fronn the pharality of designated users as the plurality of first users.

J0065] As another example, in substep 504, the plurality of index features of the larget
user niay be sorted sccording to a certain rule, for example, sorted at tandomt oy seoording @ the
degree of sccurany of user identity identification; sfterward, a phsity of users matching the
index feanwe ranked the first are determinad from the phirality of desiznated vsers and then,
from the plarality of users, a plurality of asers matching the index festure nutked the second are

determined, and so on. In this way, a phaality of users matching an index featwe s determined

13
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from a determiming result obtained sccording 1o the matchimg of an index feature vanked before
that index feature. Finally, a phuality of users matching the index feanue ranked the lastis used
as the plurality of first tsers. The process of determuining the pluralivy of fivst users 3o the manner
shown in the example is desciibed below with refersnce to FIG. 6t and FIG. 7.

[a066] As shown m FIGL 6, fint, multdimensional feature wnfonmation 641 including
face I, face 2, and face 3 of the tmget user is acquited, Specifically, three pieces of featurs
mformation “face 1, face 2, and face 37 of the warpet user may be acguired by asing a plurality
of comeras ot different angles at a time at which the identity of the terget user nesds to be
determined. Second, based on the scquired molttdimensional feature mformation of the twget
user, a plorality of index features of the targel user ave determined. They, the pluralityof index
features of the larget wser wre compured with corresponding index features (for example,
compostie index featre~relationgl face feature, or single index featwre-Thce Reatwe) of a plurality
of designated wsers stored in 3 second database 602, to determing x {hist users. Finally, i o
magmer show in substep 506 below, the three pieces of feature nformation “face 1, face 2, and
face 3% are used as particular feature information of the target user snd compared with “particudar
featore information of the x first users”™ 603, and similanity values of the target user with respect
1o 1he x first asers are determined.

{0067} As shown in FIG. 7, first, smulidimensional feature imnformation 601 including

El

¥

faoe 1, fage 2. and face 3 of the target user 18 scquired, Specifically, three pieces of fegture
information “face 1, face 2, and face 37 of the target user may be acquired by using 3 plurality
of vameras at different anples at a time gt which the identity of the tarpet user needs o be
determined. Sevond, based on the acquired multidimensiona! featurs information of the largat
user, a ploratity of index fostures of the tarpet user are deternuned. Then, the plurality of fndex
fegtures of the Garget user are compared with corresponding mdex features (fr example,

compesite ndex featuresrelational face featwre, or single fndex feature-<face featire and WisFy
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address 604} of 8 plurality of desipnated users stored v a second ditabase 602, to detenmine x
first waers. Fmally, in a mamaer shown in subsiep 306 below, the three pieces of feature
mformation “face 1, face 2, and face 37 are used as particular featwre information of the target
user and comparsd with “particalar feature information of the ¥ Ant users™ 603, and stonilarity
values of the target user with respect to the x first users arg determined.

{0068] Substepr 306, comparing particular feature mformation I the  target
nndidimensional feature information with particelar feature nformation of the plarality of fst
users, rospoctively and deternvming simdarity values of the targel wser with vespect fo the
plurality of fivst users.

{0069 In subsiep 306, based on the plorality of Hrst users determined in substep 504,
particuly fontore wlormation 1§ fodber compared, and the stitarity valoes of the target wser
with respect to the plurality of first users are respectively determined,

{3070} The particular festure information mayv be bioweine femute mformation of the

target user, for example, face feature mformation. body featwre nformation, cloth fesjure

information, or the lke
0071 Substep 308, determining the similarite values of the target user with respeet to

the plurality of first asers as the comparison result.

{0072} Based on thug, step 106 may nclude; deternuning an wdentity of 8 user
gorresponding to the largest similarity value which is grester than a preset threshold in the
conparison resuli as the identity of the tarpel user. That i, in the plurality of first users, an
identity of a user that has the lurgest similarity value, which is grester than the preset threshold,
with respect to the target user is determined as the wdentity of the target user

{0073} It should be understood that in the embodiment shown In FIG. §, because index
features having s sowll smount of data age compared Hrst, a plurabity of candidate vsers {that s,

a plurality of first users) thalnay be similavto the target wser ave-delermingd from the plurality
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of destenated users 30 s o reduce the range to be compared, and then i the small renge, the
identity of the target user 1s determingd through comparison of the particular {eature information,
the sificiency of determuning the identity of the target user can be nproved,

{0074} To improve the efficiency of determining the identity of the target user, optionally
w siilf another embodiment as shown m FIG. 3, step 184 may include the following substepy

{0075] Substep 302, determining a plurality of Index features of the tarpet user based on
the target moltidimensionsd feature imformation,

{0076] Substep 804, comparing the phwality of index features with a phuality of index
features of the plurality of desipnsted wsers, respectively, and determining a plurality of first
wsers from the plarality of designated users.

{77 Spearfic vmplementations of substep 802 and sebstep 804 are correspondingly the
same-as those of substep 302 and substep 504 10 the embodiment shown 1 FIG, 5, so the detls
will notbe repeated hetem,

{0078} Substep 806, selecting a plurality of second users from the plarality of first users
hased on historical behavior data of the plurality of first users,

j0079] 1 an example, first the plurglity of first users may be sorted hased on higtorical
behavier data of the plorality of frstugers; and then o plurality of second asers whose mnkings
satisfy » preset condition is selected frons the pharality of fiest users.

{0086] When the deternuning of an identity of 4 user entering 8 business district is used
as an example, the lustorical behavior data may be a guanity of historival conswmptions,
guantity of historical entry tmes, or a historical consumiption amownt; correspondingly, when
the plurality of fivst users is sorted, the first users may be sorted in g descending order of the
quantity of historical consumptions, the quatity of histories! sairy times, or the historieal

consunyHion anount,
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JBO8T] In another sxample, the phurality of st wsers may be sorted based on 2 preset
sorting meodel, and then a plorality of second users whose rankings satisfy g preset condition I8
selscted from the pluvality of fiest users. The presst sortmy todel may be a sorting model in the
IO 8t

JOO8R2Y The step of selecting a plurality of second users whose rankings satisty a preset
condition {rom the plarality of first users may inchude: selecting the top-ranked several users
from the plarality of fiest users as the plurality of second users.

{0083 Substep ROR, comparing particular  feature iofovmation W the target
sudidimensional feature wlformation with particnde featiwe Information of the ploradity of
second users, respectively, and determining similacity values of the farget user with respect o
the plurslity of second users.

[0084] Substep 814, determining the similarity values of the target user with respect ©
the plurality of second users as the conpatison resuli.

[0085] Specific implementations of substep 808 and substep 810 are correspondingly the
same as those of substep 306 and substep 308 in the embodiment shown in FIG, &, so the details
will not be repeated herein,

{086} Based on the embodiment shown in FIG. 8, step 106 may mclude: deternuning
ant ety of a user corresponding 1o the largest stmularity valoe which i preater than a preset
threshold in the comparison tesull as the identity oF the wirget user, That s, 1w the plurality of
second users, an wdentity of 3 user that has the largest similanity value, which is greater than the
preset threshold, with respect 1o the taret user is determined s the identity of the target user

J0O8 7} Compared with the embodiment shown in FIG. 5, in the embodiment shown in
FIG. 8, vt only tndex features having a small antount of data are compared first and a pluratity
of candidsle ysers (that iy, 8 phushty-of first users) that may be stmilar 4t the tarpet user are

determined from the phoality of designatad users so asto reduce the range 1o be compared, but

s
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also g ploradity of second users 15 further seldected from the plorality of firstasers to forther reduce
the range to be compared; then i the further reduced range, the identity of the warget user is
determined through comparison of the particalar festure mformation. Thereforg, the efficiancy
of determyning the identity of the target user can be further improved.

JOO88] The above iz a description of a user identity determinmy method provided by this
specificating, An electronic devive provided by this specification is deseribed balow,

{088 FIG. ¢ is a schematic strucharal diagram of an electronic device according io an
smbodimentol this specification. Referving to FIG. 9, at the hardware level, the elecironie device
inctudes g processor, and opttonally can further nctode anointeraal bus, g network interface, and
a memuoty. The memery may fnclude an internal memory, such as a high-speed Randon Access
Memory (RAMY, and'may hother iiclode @ non-volatile memory, such ad ot least one magnetic
disk memory. The electronic device can farther include other hardware requived by services.

{0098} The processor, the network imterface, snd the memory may be comecied to each
other through the internal bus. The internal bus may be an Industry Standard Architectare {(I8A)
hus, a Peripheral Component Interconnect (PCT bus, an BExtended Industry Siandard
Architecture (FISA) hus, or the like. The bus may inchude an address bos, adatg bus,  control
bus, ovthe lke. For cage of Hlusiration, only ong bidirectionad arrow is used 10 FIG. 9 to repregent
the bus, but it does npt represent that theee 15 only one bus or only ane type of buses.

{0091} The memory is conlfigured to store § prograny. Specifically, the progrom may
include program codes, and the program codes include computer operation instructions. The
memory cgn include an tnternal memory and a non-volatile memory, sad provide instructions
and data for the processor.

{6092} The processor can read a corresponding computer program from the non-volatile

mernory intethe interaal memory and then tun the prograem, oy forny wuser weplity-detorminimg
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36

apparatas at the lopical level The processer can exetute the progran soved 1 the memory, and

93] acquiing larget multidimensional featirs miprisation of a tarpst user, whergin

the farget multidimensional feature iInformation includes at least two types of featuwre information

w brometric featiry information and/or non-biomeiric feature information;

{0694} comparing  the  lwget  mubtidimensionsl  featwe mfonpation  with
nndidimensionad feature infonnation of o phuahity of destgnated asers, respectively, 1o oblain a
comparison resuli; and

{S] determining an wdentity of the target user based on the comparison resalt.

{0096] The user identity determining wethod disclosedin the embodunent shown i FIG.
I of this specification can be applied 10 the processor O implemented by the processor The
processor nay be an injegrated circwit clup having o signal processing capability, In an
implementation process, the steps of the foregning method can be completed by hardware
miegrated logic cireuts i the processor or softivare-form instructions. The processor may be a
general-purpose processor including & Central Provessing Unit {CPL), s Network Processor (NP,
or the ke, and may also be a Digital Signal Processor {DSP), an Application Specific Integrated
Cireait {ASKO), a Field-Progranmmable Gate Aveay (FPGA) or another progravmable logie
devigce, a discrete gate, g tnsistor logic device, or a discrete Rardware component. The procgssor
gan impleniont of execute various methods, steps and logic ook diggrams disclused i one oy
more embodiments of this specification. The zeneral-purpose provesser may be 3 mico
processor, or any regular processor or the like. Steps of the method disclosed in combingtion
with one or more smbadimeents of this specification can be directly embodied as being execuied
by a hardware decoding processor or executad by a conthinapion of hardwars 1 the decoding
processoy and seftwars modeles, The sofiware modules can bo locaied v a mstwre slorage

meditn in the art, such as @ random access memory, @ fash memory, a read-only memory, a
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programmable read-ondy mamory, an electireally erasable programmable read-only memory, or
aregister The storage medium 18 located in the memuory. The procassor reads infonmation n the
memory, and completes the sigps of the method m combination with the hardware of the
provessor

{397 The electronic device may further perfinm the user identity determining method
of FIG 1, and the details will not be repeated herein,

{60981 In additton to the software inwplementation, the electronic device of this
specification does not exclude other implementations, such as a logle device, or a combination
of hardware and software, In other words, entities executing the following processing procedure
are not hmited o Jogie units, but may also be hardware or lowic devices,

HHI9] The embodiments of this specification funther provide a computer veadable
stormge medium, The computer readable storage medium stores one or more programs, The one
or mere propraves inchide an instruction, The instruction, when executed by a portable elecirenic
device inclading a plurality of applications, causes the portable electionic devive to perform the
method of the embodiment shown 1o FEG. 1 to specifically perform the following operations:

[0186] acquiring target mubtidimesnsional feature information of a farget user, wherein
the trpet mdbdimensional feature information includes at lesst two types of feature information
in biometric feators infonmation andfor non-tnometric fenture information;

{0101} companing  the  twget  muludimensional  featwe information with
multidinensional feature information of g plurality of designated users, respectively, to obtam a
comparison resuly; and

jU102] determinmy an identity of the target user based on the comparison result.

{8163} A user identity determining apparatus provided by this spevification is described

below,
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JEHW] FiD. 10 s g schematie structiral diagram of o user identity determming apparatus
HHHY according to this specification. Referting to FIG. 16, it a-software implementation, the user
wlentity detenmining apparatus 1000 may include an acquiring module 1001, a comparig
module HEE, and a determining todule 1003,

JOH8S] The acquiving module 1001 &3 configured v acquire target nuultidimensional
feature information of a target user, wherein the target nultidiniensions! featare information
includes st least twvo types of feature information in biometric feature information andfor non-
biomeiric foature mformation.

el The bometric feature informabion mcludes: Ree featore infopmabion, bady
foature information, gail featuwre wiformation, cloth feature Information, age feature information,
aud pender feature formation; and the non-biometric festure information includes ysor 1D

informaion,

<

gepgraphical location information, and time informaton, wherein the wser ID
informution ingludes one or more of o user mobile phone number, 2 user identity nurber, and
user mobile phone MAC information.

{0187} The compuning module 1002 i configured W compare the  tweet
multidimensional featvre information with multidimensional feature information of a pluradity
of destenated users, respectively, 1o obtain o comparison resplt,

{O108] As an example, the conparing module 1002 may be specifically configured 1o
sompare the wrees multidimensional feature information with the multidimensional Rature
information of the plurality of designated users, respectively, (o obiain similarity values of the
target user with respect @ the plurality of designated tsers: and determine the similarity values
of the target wser with respect 1o the plurality of designated users as the comparison result.

{0109] The determining mudule 1003 is confipured w determine an identity of the twoet

user based on the comparison result,

[
s
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18] In the user identity deternuning apparahes provided by the embodiments of this
specificativn, because the dentity of the target user i3 determined based on the multidimensional
featuwre miormation of the farget user, not based on single featwre nfonmanion sueh as fce or

voic, wser idensity misidentification can be reduced, thereby improving the reliability of the

result of user wlentity determination.

{0111} Optionally, in another embodiment as shown in FIG. 11, the comparing module
1002 may specilically mclude: a first index determining sebmodule 1101, a st aser
detenmuning submodule 1102, g ficst sumilantly value deterpming submodule 1113, and a first
resnlt-deteranining siubmodale 1104,

{01121 The frstindey determining submodale 1101 18 conligured to determine a plurality
of index feanwes of the tatget user based on the target meltiditvensional feature nformation.

{0113] The plurality of index festwres include: a single index feature for the same type
of fenture fnformation, 3 composite index feature for at least twa types of feature information
occurving ol the sagme time, or g composite index feature for feature iformation of different psers
oocwrnng ot the same time,

[0114] As an example, i the target multidimensions! featwre information nchedes
geographical location information of the tavget user, the determining a plurality of index features
of the tarpet user based on the Wwrget mulddimensionad feature informstion inchudes: detenmining
afevel | geopraphical location index festure of the target user based om the gengraphical focation
information of the target user; or, determining a level | geographical locstion index feature and
& tevel 2 geographical location index feature of the target user based on the gengraphical focation
information of the target user; or, determining a level 1 geographical location index feature, a
level 2 pengraphical location index feature, and a feved 3 peographical focation index feature of

the targel user based on the geograpbival location nformation of the target user. The level 3
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geographical lovation mdex feature 130 sebimdex of the level 2 geographical location mdex, and

the Jevel 2 geopraphical location ndex 15 3 subindex of'the level 1 geographical focation index.

JHEESE As anothey example, i the target multidimensiona! feature information mekudes
hiometric feature nformation of the target user, the deterinining & plurality of index fedtures of
the target user based on the larget multidimensional featurs tnfonmation meludes: performing a
principal conyponent anslysis {POA) on the biometric feature information of {he target user to
obtain rediwed-dimensionality featwes of the blometric featare information: bucketiang the
reduced-dimensionality foatares in a plurality of buckets representing the biometrie fealure
information; and determining W of the plasality of buckets as the plargiity of wndex featuves of
the target user.

{1116} The first user deternuning submodule 1102 t8 configured (o compare the plurality
of index festures with a plurality of index features of the plurality of designated users,
respectively, aad determine a plunlity of first users from the phirality of designated users,

0117 As an ‘exgmple, the Drst user determining submoduale 113 may compare the
plurality of index features of the target user with the index features of the phurality of designated
users, respectively, to determine, from the plurality of designstied users, users baving one or more
of the phaabiy of index features matching corresponding index features of the tarpet user gs the
plurality of first users, B should be understond that the index featuves matching gach other means
that the index features are the same or similar,

{0118} As anpther example, the first user determining submodule 1102 mayv first sont the
phurality of indey features of the tarpet user aceording to 2 certamn rule, for exanply, at random
or according to the degree of accuracy of user wlentity idemtification; afterward, determine a
plarality of users matching the index feature ranked the first frony the plurality of destenated
users, and then deterntine a phuality of users natching the index feature rankad the sevond from

the plorality of users, awd so on. In this way, a plurality of vsers matching one index feature i
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deternuned from a determining resull obtamed according o the maiching of an mndex featwre
ranked before the index featwre. Finally, 3 phurality of users maiching the index feature ranked
the last1s used a5 twe plurality of Hrst users.

{0119} The Dust sumilarity valoe {ietes‘:‘l“nini:n-g_f___subma wehile 1103 15 condigured o compare
particular featiws information in the target multidimensional feature information with particular
feanwre information of the phurality of first users, respactively, and deternming similarity values of
the target user with respect to the phorality of Tivst users.

10326} As an example, based oo the plurality of fstusers delermined by the Best pser
determining sebmodule 1102, the frst simdarity valie determining submodule 110X finther
compares patticolar feature infonmation and determines the similarity valves of the tavgel user
with respect 1o the plarality of first users, respectively.

{0121} The pargonlar feature information may be biometric Rature information of the
target user, for exsmple, fee fenture infornwation, body festure infbrmation, cloth feature
nformation, or the like,

{0122} The Hrst result determining submodule 1104 is configured 1o deternuine the

similarity values of the target user with respect to the plurality of first users as the comparison

{0123} Based on this. the determining module 1003 may be specifically confipured o
determine an wantity of g user corresponding o the hargest smularty vlue which s greater than
a preset threshold i the comparison result as the identity of the target user. That is, in the plurality

of first users, an identity of 2 user that has the largest similarity value, which is greater than the

preset threshold, with respect to the target user is determined as the identity of the target user,

{0124} It should be undersiood that tn the smbodient shown in FIG. 11, because index
features having s sowll smount of data age compared Hrst, a plurabity of candidate vsers {that s,

a plurality of first users) thalnay be similar to the target user are delermined from the plurality
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of destenated users 30 s o reduce the range to be compared, and then i the small renge, the
identity of the target user 1s determingd through comparison of the particular {sature information,
the sificiency of determuning the identity of the target user can be nproved,

{01258] Opuonally i sull another embodimeant as shown wy FIG. 12, the companing
module 1802 may speaifioally include: @ second index determimng sebmodule 1201, a sscond
user detenmining subinodale 1202, a third user determining submodule 1203, a second sinvilarity
value deterpiining sebmodule 1204, and asecond result deternuning submodale 12035,

{0126] The second index determining submodule 1201 is configwed to determing a
plirabty of index featimes of the target aser based on the torget muhidimensions] Rature
formation.

{1271 The second wser determining sobmodule 1202y configured fo compare the
plurality of ndex featwres with & plurality of index features of the plurality of designated users,
respectively, aad determine a plusnlity of first users from the phirality of destanated users,

JOE28] Specific implomentations of the secobd index detenmining submodule 1201 and
the second user determining submodule 1202 are correspondingly the same as those of the fust
index deterntining submodale 1101 and the first user determining submodude 1102 in the
embodiment showsn wn FIG. 11, so the detals will vot be repeated herein,

{01291 The third user deternuning submodule 1203 is configured to select a plurahity of
second ussys from the pharahity of first users based oir historical behavior data of the plurality of
first users.

{0138] In an example, the third user determining sebmodule 1203 may frst sort the
plurality of first nsers hased on historical behavior data of the phaality of first users, and then a
plurality of sevond ussrs whose rankings sattsfy a presst condition are selectad from the plurality

of first gsers.
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8131} In another example, the third wser determuning submodide 1203 may sort the

plaralityv of first users based on a presal sorting model. and then select a plurality of second users

whose rankings satisfy a préset condition from the plurality of first users. The preset sonting

model may be a sorting moded in the privy art,

J0132] The third user determuning submodule 1203 selecting a plurality of second users
whose rankings satisfy a preset condition from the plurality of first users may inclade: selecting
the toprranked several users fropythe plurality of first users as the phaabity of second users.

[0133] The secomd similarity velue determining submodule 1204 i configared to
compare particular featore Information o the target mulidimensional featiwe Information with
particular feature miormation of the pluraliy of second users, respectively, and determing
stmitlarity valoes of the tatget aserwith wespect to the phurality of se¢ond wsers.

j0134] The second result deterniining submodule 1208 i configared to dotermine the

strvitarity values of the target user with respect to the plurality of second users as the comparison

result.

{0135} Specific implementations of the second similgrity value determining submodule

1204 and the second result determining submodule 1208 are correspondingly similar to those of
the first simlarity valpe determinming submodule 1103 and the first result deternuning submodule
1104 in the gmbodiment shown o FIG. 17, so the detadls will not be repeated herein.

{0136} Based on the embodiment shown n FIG, 12, the determining module 1003 may
be specilically configured 1o determine an identity of a wser cordsponding to the largest
similarity value which iy greater than a preset threshold in the comparison result as the identity
of the target user. That 15, in the plurality of second users, an dentity of 3 yser thai has the largest
stmilarity value, which ix erester than the preset theeshold, with respeet 1o the tarpet user is

determined as the wdentity of the larget user.
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3137} Compared with the embodiment shown in FIG 1, i the embodinent shown in
FIG, 12, not only index features having a small amount of data are compared first and a pluradity
of candidate users {that ix, a plurality of first usexrs) that nay be sinular 1o the tarpet user are
deterrained from the phurality of designated wiers 50 as to reduce the range to be compared,
also o plurality of second users is further selecied from the plurality of first users to further reduce
the mnge o be coanparad; then in the further reduced range; the identity of the target user is
determined throueh comparison of the particular feature information. Therefore, the efficiency
of determining the identity of the tarpet user can be further improved.

{138 | should be noted that the wsser wdentily detenmining appavatis 1000 can
unplement the method of the method embodiment of FIG. 1, the wser wentity determiing
mathod of the edsbodinent shown i FIG. 1 St be réforred 1o for detuly, sod the detasis will st
be repeated herein,

{013%] The above desceiptions are merely preforved embodiments of this specification,
angd are nol intendded 1o bmit the protection scope of this specilication. Any modifications,
equivalent replacements or improvements made without departing from the spirit and principle
of one or more embodiments of this specification shall be encompassed in the protection scope
of one of wmore embodiments of this specification.

{0140} The sysion, apparstus, modules or units Hustrated in the forepoing embodiments
speciticatly can be implemiented by a computer olip or an entity, or implemenied by a product
having a paeticudar function. A typical implementation device is a computer. Specifically, the
compuier for example can be g personal computer, a laptop compuser; a celludar phone, & camerg
phone, a smart phone, a personal digital assistani, a media player, a navigation device, ane-mail
davice, a game console, 3 fablet computer, 3 wearable devics, or 8 combingtion of any of these

deviges,

[
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JB14] A computer readable meditnm mcludes non~yvolatde and volatile media as well as
movable and non-movable media, and can implement information storage by means of any
methad or echnology. Information may be a computer readable tnstruction, a data strusture, and
a modole of a prograns or other data. For example, a storage medium of a computer wchudes, but
s net Himited fo, 8 phase change memeory {PRAM), & statie random access memory (SRAMY, 2
dynamic random accesy memory {DRAM), other types of random soress memortes (RAMs), a
readonly  memory (ROM), an electrically erasable programmable read-only  memory
{EEPROM), a flash memuory or other memory technelogies, 8 compact disk read-only mermory
{CD-ROM), o digital versatile dise {DVIN or gther optical sforages, 8 cassette tape, ¢ magnetic
tapeimagnetic disk storage or other magnehc storage devices, of any other non-fransnission
media and can be used 1o gtore wlormation accessible to the computing device. dccording 1o
the definition herein, the computer readable medivm does not-include transitory media, such as
modudated data sipnals gnd carters.

j08421 It should be funther noted that the terms “mnclude)” “cowprise” or any other
variations thereof ave intended to cover non-exclusive inclusion, sothat a process, method, srticle
ot device including a series of elements not only includes the elements, but also includes other
elements notexpressy hsted, or further inclodes fuberent elements of the process, method, article
or device. I the absence of more Himitations, an clement defined by * neluding sfan...” does
not exclude that the provess, method; sriicle or device including the element further has other
wlentical elements.

sstvely, Sdentical or

{0143} The embodiments in the specification sre described prog
similar parts of the embodiments may be obiammed with reference to each other Each
smbaodiresnt focases o description of & part dilferent fron other embodimments. Especially, the
system embodument is basically simifar to the method embodunent, 8o 1t 18 deserbed simply.

For related parts, refer to the descriptions of the parts in the method embodiment.
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CLAIMS
E. A user identity determining method, comprising:
acquiring target multidimensional feature mformation of a target user, wherein the target
muliidimensivnal feature infotmation comprises at least two types of feature nformation in
biometric featurs information andior non-bometric festure information;
comparing the target mulidimensional featare information with multidimensional feature
information of a plurality of designated users, respectively, 1o oblain 2 comparison result; and

determining an identity of the target nser based on the comparison resalt.

2. The method sccording to clamn 1, wherein the comparing the target nlidinensional
feosture inforimationwith sraltidimensrongal featwe formation of a pladadity of destgnated wsers,
respectively, to obtain a contparison resul comprises;

comparing the tarpet multidinensional Bature information with the multidimensional
feature information of the phushity of designated users, respectively, to obtam sinndarity values
of the target user with respect 1o the plurality of destgnated users; and

deternuning the simularity values of the targel user with respect to the plurality of designated

users as the comparison result,

3. The method according to claim 1, wherein the comparing the target multidimensional
feature information with multidimensional featurs information of 3 plurality of designated users,
respectively, to obiain 8 comparison result comprises:

determining a pluraliy of mdex featwres of the targel user based on the tarpst
muliidimensionad festure mivemation:

comparing the plurality of index features with a plurality of index Teatures of the plurality

wof destgnated users, respectively, and determining a phaality of firsl users from the plurality of

29
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designated wears:
comparing particatar feature lnformation in the target nwiltidimensional feature information

with particular feature information of the pluralily of first users, respectively, and determimng

similarity values of the target user with respeet toy the plusality of {irst usars; and

ars

determining the similarity values of the target user with respect to the plurality of fivst users

as the comparison result.

4. The method sccording to cleim 1, wherein the comparing the target nultidimensional
feature information with multidimensional feature information of a plarality of designated usess,
respectively, to obtain 3 comparison resull comprises:

detevmimng g ploradity of index featorés of the target wser based on the target
multidimensional feature iformation;

comparing the plurality of index features with a plorality of index foatures of the plurality
of designated users, respectively, and determining a plurality of first users frow the plarality of
desiponted users;

selecting a phuality of second wsers from the phlurality of first users based on histonicgl
behavior data of the pluvality of Brst users;

coanparing particular feature information in the targel multidimensional feature infonmation
with particular feature information of the plurality of second users, respectively, and determiining
similarity values of the target user with respest to the plorahity of second vsers; and

determimnyg the simtlarity values of the target user with respect 1o the plurality of second

users as the companison result.

§. The methed according fo claim 3 or 4, wherein the phwality of tndex features comprise;

a single ndex feanue for the same type of featwre information, a compuosite index frature for at

3G
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least two types of feature wmformstion ocourring at the sawe tive, of & composite index featwre

for featurs nformation of different users occwring at the same fime:

&. The method according to claim 3 ard, wherein

the tometric festure inftrmation comprises: {ace festure information, body feature
information, puit featwe information, cloth feature information, sge festure information, and
gender fostore infonmation: and

the non-biometic feanwe information comprises wer identification {ID) information,
geographical location mfbomation, and tme wmformation, wherein the wser 1D mformation
comprises one oy more of a user mobile phone number, a ser dentity number, ad user mobile

phone madia actess control IMAC) information.

7. The method aceording to claim 6, wherein if the tarpet multidimensional feature
mformation comprises geographical location infonmation of the target user, the detemuining a
plurality of index features of the target user based on the forget nultidimensional fegture
miormaiion compnises:

determimng # level 1 geographica] location index feature of the target user based on the
gengraphical location information of the arget usern; or

determining the level 1 prographical location index feature and 5 level 2 gengraphical
location index fEanwe of the target user based on the geopraphical location mformation of the
fargsd usen or

determining the level 1 geopraphical logation index featurz, the level 2 geograplucsl
locntinn index feature, and g level 3 genpraphical tovation index festure of the tyrpet user based
on.the geouraphical logation information of the targe! user;

wherein the level 3 geographical Jocation index featwe iy a subindex of the level 2
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geographical tocation mdex, and the level 2 geoursphical location index 18 a subindex of the

fevel 1 peographical tocation index.

& The method according to claim 6, whersin iF the target mudtidimensional featwre
udrmation comprises bometrie featwre information of the targel wser; the deternuning a
plarality of ndex featwres of the farpet user based on the torget multidimensional featura
mformation comprizes;

performing 8 principal component aualysiz (PCAY on the blometric feature information of
he target user t0 obtain reduced-dimensionadity features of the biometrie feature information;

bucketizing the reduced-dimensionality features in o plurality of buckets cepresenting the
bismetric Teature wformation; and

determining 1Ds of the plurglity of buckets as the plurality of index features of the target

1S

¢, The method according to any one of clainy T to 4, wheretn the deternining an identity
of the targei user based on the comparison result comprises:
determimng an identity of & wser coresponding o the lorgest similanity value which s

greater than a preset tueshold in the comparison resull as the identity of the target user.

10, A user wdentity detenmining apparatus, comprising:

an acquiring madule, configured to acquire target multidimensinnal festure information of
a targel user, wherein the target multidimensional feature information comprises gt least two
types of featre information in biometric feature information andfor non-bicmetric fegiure
misrmation;

a companng modele, configured o compare the lwrget muhiidimensional featwrs
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mformatton with slndimensional feature information of o phlurality of designated asers,
resprectively, 1o oldain & comparison result and
a deternuning module, configured to detenming an identity of the targel user based on the

compatison resuli.

11, An electronic device, comprising:

aprogessory and

s emory configured o store computer executable wstructions, wherein execution of the
executable mstroctions causes the processor 1o pevforn the following operations:

scquiring targel moltidimensional feature mivrmation of o target user wherein the target
mdlidimensional fosture nfotmation comprises al legst two typed of featare tformation
bromeiric fegture information anddor non-hiomenric fegture mformation;

comparing the target multidimensional feature nlformation wath multidimeusional feature
mformation of g plurality of designated users, respectively: to obtain a comparison resuliyand

determining an identity of the target user based on the comprison result,

12 A computer-readable storage mediam, storing one oF more progeuns, wherein the one

Jz..

or more programs, when gxecuted by an elecironic device comprising o plurabity of applications,

patse the glectronic device to perform the following operations:
acquiring farget multidimensional feature information of a target user, wherein the largst
nmlidimensional foature mformation comprises at least twi types of featorg information i

bionetric featurs information and/or nen-ometric feature information;
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comparing the ferget ultdmensionad festure information with moltidimensional featare
wformation of a plurality of designated users, respectively, 1o obtain a comparison resulf; and

determining an identily of the {arget user based on the comparison vesult
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determuuing a plorality of index features of the target wser based o the +
target moltidimensional feature information S

v

comparing the plurality of index featwes with a plurality of index fhatures |
of the plurality of designated users, respectively, and determiming a
plurality of first users from the pharality of designated usess

Y

selecting g plurality of second ssers from the pharality of Hret users based
on historical behavior data of the plaraliy of firs{ users

&
&,
.3

S804

k.4

comparing parbicnlar featwe mformation in the argst ubtidimensional |
feature information with particalar feature information of the plueality of | .{ROR
second users, respecthively, and determining sumilacity valoes of the terget |

aser with respect to the plurality of second users

v

determining the sinularity values of the target user with respect to the | )
phuvality of Second waers 4y the comparison resalt *MS@ ig

F1G. 8



WO 2020/051075 PCT/US2019/048981
212

PrOCESSOT

\ internad bus

network miernal mensory U nonsvolatile menry
miterface '

user identity deternuning 1 user identity determining
apparatys apparats
slectopie devicg P |




WO 2020/051075

H¥12

acquiring module

1001

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

~1002|

determining module

1003

FI1G. 10

PCT/US2019/048981

1000



WO 2020/051075 PCT/US2019/048981
1112

"""""""""""""""""""""""""""""""""""""""""""""""""""""" 3101

~1102

tirst user determuining submodule 002

first sivalarity valve deternining 113
submodule

first resulf determining submodude {11 {34

FIG. 11



WO 2020/051075

PCT/US2019/048981
12712

e — 1301
sscond index determining
submoedale

ttsiis,

re— 112413
second user deernunng =
submodalz

1002

st
third user detsimnining submodule

second similarity value 3200
detennining submodule B

tttied]

second resalt determbing IR
submodhile




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/048981

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F21/32 GO6K9/00
ADD.

GO6K9/62

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F GO6K

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

23 October 2014 (2014-10-23)
abstract; figures 1-9

paragraph [0018]

paragraph [0008] - paragraph [0011]

paragraph [0034] - paragraph [0036]
paragraph [0044] - paragraph [0065]
paragraph [0071] - paragraph [0076]

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 20157278977 Al (ROLLER CHRIS [US]) 1-12

1 October 2015 (2015-10-01)

abstract; figures 2,4,9

paragraph [0018]

paragraph [0027] - paragraph [0035]

paragraph [0042]

paragraph [0051]
X US 20147314283 Al (HARDING DAVID [US]) 1-12

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

21 November 2019

Date of mailing of the international search report

27/11/2019

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Stevanovic, Natasa

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No
Information on patent family members

PCT/US2019/048981
Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2015278977 Al 01-10-2015  NONE

Form PCT/ISA/210 (patent family annex) (April 2005)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - wo-search-report
	Page 50 - wo-search-report

