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TOKEN BASED TWO FACTOR 
AUTHENTICATION AND VIRTUAL PRIVATE 
NETWORKING SYSTEM FOR NETWORK 

MANAGEMENT AND SECURITY AND ONLINE 
THIRD PARTY MULTIPLE NETWORK 

MANAGEMENT METHOD 

RELATED APPLICATIONS 

0001. The present application is a Continuation-in-Part of 
U.S. patent application Ser. No. 11/071,071, filed Mar. 3, 
2005 and which published on Apr. 6, 2006 bearing publi 
cation number 2006-0072527. U.S. patent application Ser. 
No. 11/071,071 and related international application serial 
number PCT/US05/06927, which published as publication 
number WO 2005/-00725527 claim the benefit of U.S. 
Provisional Patent Application Ser. No. 60/549,959 entitled 
“SECURE AUTHENTICATION AND NETWORK MAN 
AGEMENT SYSTEM FOR WIRELESS LAN APPLICA 
TIONS' filed Mar. 4, 2004. The above identified publication 
numbers 2006-0072527 and WO 2005/89120 incorporated 
herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to a user authentica 
tion system for network security and management, and more 
particularly, to a token based two factor authentication and 
virtual private networking system for third party network 
management and security of online networks. 
0004 2. Background Information 
0005) Any network, including Wi-Fi networks, will need 
to control what computer resources specific users have 
access to and will generally need to keep track of the activity 
of users over the network. Authentication is the process of 
identifying an individual, usually relying upon on a user 
name and password. Authentication is based on the idea that 
each individual user will have unique information that sets 
him or her apart from other users. Authorization is the 
process of granting or denying a user access to network 
resources once the user has been authenticated. Such as 
through the username and password. The amount of infor 
mation and the amount of services the user has access to 
depend on the user's authorization level. Finally, accounting 
is the process of keeping track of a user's activity while 
accessing the network resources, including the amount of 
time spent in the network, the services accessed while there 
and the amount of data transferred during the session. 
Accounting data is used for trend analysis, capacity plan 
ning, billing, auditing and cost allocation. In computer 
technology, an “identity” is the unique name of a person, 
device, or the combination of both that is recognized by a 
system. Many types of network management systems rely 
on unique identities to ensure the security of the network and 
its resources. 

0006 There are three universally recognized factors for 
authenticating individuals: (1) “Something you know'. Such 
as a password or personal identification number (PIN); (2) 
"Something you have’. Such as a mobile phone, a Automatic 
Teller Machine (ATM) Card, or hardware security token; 
and (3) “Something you are’. Such as a fingerprint, a retinal 
scan or other biometric. 
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0007. A system uses “two factor authentication, also 
called T-FA or dual factor authentication, when it requires at 
least two of the authentication form factors mentioned 
above. This contrasts with traditional password authentica 
tion, which requires only one authentication factor (Such as 
knowledge of a password) in order to gain access to a 
system. Common implementations of two-factor authenti 
cation use something you know (a password) as one of the 
two factors, and use either something you have (a physical 
device) or something you are (a biometric Such as a 
fingerprint) as the other factor. A common example of T-FA 
is an ATM card wherein the card itself is the physical 
“something you have item, and the personal identification 
number (PIN) is the “something you know” password that 
goes with it. 
0008 Using more than one factor is also called strong 
authentication; using just one factor, for example just a static 
password, is considered by Some to be weak authentication. 
0009 Establishing and protecting identity is an increas 
ing challenge and burden to both consumers and Suppliers of 
goods or services. While identity verification and protection 
is a widespread issue for all networks, the identity chal 
lenges on the Internet are most prominent as “online iden 
tity” (meaning identity over the internet) is inherently prob 
lematic. “Online' will be used herein to generally reference 
internet applications. There is a growing demand for solu 
tions to address its challenges. 
0010. Effective improvements in online identity require 
an increase in security. New Security technology must 
address today’s online identity threats. However, higher 
security alone is not a complete Solution. The security 
technology must be easy to use or, preferably, essentially 
transparent to the end user in order to achieve adoption and 
Success. Security solutions that are not accepted by users and 
used are ineffective. It is an object of the present invention 
to improve online identity exchange by simultaneously 
increasing security and simplicity for both end users and 
system administrators. 
0011. The burden of identity is more than just preventing 
user identity theft. It is more inclusive of challenges to an 
entire online ecosystem that spans users and providers 
across all industries and user groups. The online space is 
very dynamic and growing at a fast pace. Identity standards 
have not kept pace with changing needs and threats, which 
is putting online commerce and communication at risk to 
increasing vulnerability. The need for better standards and 
techniques is reaching a critical level. This problem will 
only grow worse as the Internet is increasingly used as the 
delivery platform for media content and services. 
0012. The Internet is fast becoming the standard com 
munication protocol for Voice, video, music, instant mes 
sage, email and reference information including news, 
search, blogging, personal websites and picture sharing. 
Changes in Software are shifting to Software as a service 
(SaaS) where applications and data are stored on servers and 
accessed via the Internet instead of installed on the com 
puter. This trend is pushed by companies like Google, Sun 
and Microsoft. 

0013 Ecommerce is more than just shopping online. It 
includes bill payment, banking, stock trading, and money 
transfers. A majority of these growing services require some 
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form of user authentication. Authentication proving you 
are who you say you are as discussed above-allows users 
and providers to protect or personalize online services and 
information. Online Service Providers also must prove their 
identity to their growing number of users to prevent against 
phishing and spoofing attacks. Thus, authentication is a 
mutual concern. As the number and extent of online services 
continue to expand, the need for online authentication and 
the frequency of its use will also multiply. 
0014. The common form of user authentication today, 
usernames and passwords, is weak and cumbersome (weak 
authentication as noted above). The username and password 
was an early internal corporate standard that was never 
intended for an open online ecosystem. The security weak 
ness of usernames and passwords is well documented and as 
Microsoft's Bill Gates describes the situation, “Today, were 
using password systems, and password systems simply 
won't cut it; in fact, they're very quickly becoming the weak 
link’. Because username and password systems have vary 
ing rules and Standards, users must also use and remember 
a variety of usernames and passwords. With online services 
proliferating, the burden of remembering which combina 
tion was used for each application becomes problematic. 
0.015 Regulatory agencies, standards bodies and popular 
demand are driving changes in online authentication to 
eliminate security weakness and user difficulty. In October 
2005, the Federal Financial Institutions Examination Coun 
cil (FFIEC), declared two-factor authentication the standard 
for online banks by the end of 2006 in order to combat 
identity theft, which rose to S14.8 Billion in reported losses 
from April 1994 to May 2005. Infoweek reports that the 
number one weapon against future malware war is “strong 
authentication' as defined above. Agencies and regulations 
in other industries are also driving businesses and individu 
als to adopt the use of strong authentication, including 
HIPAA in health care, Sarbanes-Oxley in public corpora 
tions, and FIPS 140 standards in the federal government. 
0016. From an end user standpoint, there is growing 
frustration with the increasing threat of exposure of their 
personal data and finances and the increasing variety of 
systems they must interact with to protect themselves. 
Online service providers also need solutions which keep 
their applications safe and will drive users to their services 
without increasing the burden of identity. All parties are 
calling for a simple and effective Solution to secure authen 
tication. 

0017. As further background information virtual private 
network, or VPN, is a network that is constructed by using 
public connections (e.g. wires or wireless couplings) to 
connect devices of a network. AVPN provides a system for 
securing transmissions across TCP/IP networks. AVPN is a 
secure “tunnel’ between two points on the network, through 
which all traffic is encrypted and secure. For example, VPN 
Software running on a laptop computer can establish a secure 
connection from the laptop, across the Internet to a VPN 
server behind a corporate firewall thousands of miles away. 
Such systems use encryption and other mechanisms (e.g. 
passwords) to try and ensure that only authorized users can 
access the network and that the data cannot be intercepted. 
0018. The right solution to the identity crisis, particularly 
online, must be comprehensive in its scope and simple in its 
operation in order to be effective. Some enterprise organi 
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Zations have implemented strong authentication, including 
two-factor authentication utilizing Virtual Private Network 
(VPN) solutions, but these solutions were complex and 
produce end-user confusion and frustration. These enterprise 
solutions have been built for the enterprise environment, 
where the technical Support desk is, in theory, waiting on 
hand. Employees have tolerated difficult authentication solu 
tions because they have few options. Expensive enterprise 
in-house network authentication solutions requiring compli 
cated installation and user inconvenience cannot simply be 
thrown over the wall to consumers and expect acceptance. 
The winning solution must be able to meet higher security 
standards and break down the barriers of complexity, imple 
mentation costs and adoption risks. 

SUMMARY OF THE INVENTION 

0019. One embodiment of the present invention provides 
a network management device for a plurality of local 
networks coupled through a connecting medium or connect 
ing network, Such as the internet. A plurality of end user 
devices, such as laptops, are attachable to the connecting 
network forming nodes thereof, and each end user device 
has input plugs, such as USB ports and the like, for coupling 
accessories thereto. An authentication device is provided 
in?on the connecting network, Such as being coupled to the 
internet, for authenticating the end user devices attachable to 
the connecting network for selected local networks. A plu 
rality of physical authenticating keys is provided, with each 
key attachable to an input plug of an end user device. Each 
key contains a validation certificate therein, wherein the 
authentication device verifies the presence of a current 
validation certificate on a key coupled to the end users 
device prior to granting access to the specified local net 
works. 

0020. In one embodiment of the present invention, each 
key establishes a virtual private network tunnel between the 
key and the authentication device for the authentication 
process. Further, each key is generally the size of a conven 
tional key for a mechanical lock (e.g. a house key or a car 
key) and is on the order of 1" to 5". Each key may include 
indicia thereon indicative of the source of the key such as the 
Wi-Fi wireless local area network operator. Each key may 
attach to a universal serial bus port of the end user device. 
Each key may include separate functionality, Such as form 
ing a USB port flash drive. 
0021. A management device preferably maintains an 
active directory of valid certificates of the keys and will 
communicate this list to the authentication device. The 
network management device may be coupled to the authen 
tication device through the internet allowing for third party 
management of the system. 

0022. Another function of the physical, plug in authen 
ticating key is the incorporation of a personal profile on an 
individual’s key. The inclusion of a personal profile on the 
key allows the key to grant privileges, i.e. differentiated 
network access, on the network associated with the particu 
lar user to whom the key is assigned, referred to as profile 
management. There will likely be different personal profiles 
associated with a single key used for a plurality of local 
networks. This system also works particularly well in multi 
computer environment. Further, this system supplements the 
profile management tool of a PIN/password now commonly 
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used for differentiating levels of access between users of a 
network. Further, the PIN/password management may be 
incorporated onto additional software on the key itself. 
0023. A further possible additional function of the physi 
cal, plug in authenticating key is the incorporation of sepa 
rate functionality Such as network protection software, e.g. 
anti-virus, anti-spam, and anti-spyware software, on an 
individual’s key. The key may simply check the user's 
computer to see if the required software, and updates, are 
present and then, if the user is not current (up to date with 
the most recent protection Software), the management plat 
form could quarantine the users device and force the updates 
onto the user's computer, essentially without the need for 
user intervention. The updated software may come directly 
from the key, or the key may be used only to verify the 
presence of the required software and the management 
platform actually send the updates to the Subject machine. 
Either implementation results in a self-healing network. 
Almost any software application may be incorporated onto 
the key allowing the key to have separate functionality. Such 
as a USB port flash drive. The present invention provides an 
efficient and effective tool for protecting the integrity and the 
health of a given network, and series of networks. 
0024. These and other advantages of the present inven 
tion will be clarified in the description of the preferred 
embodiments taken together with the attached drawings in 
which like reference numerals represent like elements 
throughout. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025 FIG. 1 is a schematic view of a Wi-Fi WLAN 
having an token based two factor authentication and virtual 
private networking system according to the present inven 
tion; and 

0026 FIG. 2 is a schematic view of the network man 
agement system according to the present invention applied 
to a collection of Wi-Fi hot spots; 
0027 FIG. 3 is a schematic view of a token key configu 
ration in accordance with one aspect of the present inven 
tion; 

0028 FIG. 4 is a schematic view of an online third party 
administered token based two factor authentication and 
virtual private networking system in accordance with the 
present invention; and 
0029 FIG. 5 is a schematic illustration of the mutual 
authentication for specific networks with the token key in 
accordance with one aspect of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0030 The present invention was developed and is based 
on the principle of simple security. The present invention 
provides products that effectively address the barriers and 
risks of adopting strong authentication and provide relief 
from the burden of identity for both users and providers. As 
described below the present invention provides a token 
based two-factor authentication and virtual private network 
ing (VPN) approach that simultaneously increases security 
and increases simplicity. The present invention is useful for 
management of effectively any network, and as described 
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further below, a single user key may be implemented as a 
authenticating token for separate networks associated with 
the user. One non-limiting example of the invention is 
associated with authentication and network management of 
Wi-Fi networks 10, such as shown in FIGS. 1-2. This 
description is helpful for explaining the present invention, 
but the invention is not intended to be limited to Wi-Fi 
networks and is useful with any network. 
0.031) A Wi-Fi network 10 is schematically illustrated in 
FIGS. 1-2. The network 10 provides end-to-end solution to 
address hardware, security, and authentication as well as 
network management aspects of Wi-Fi deployment in accor 
dance with the present invention. The network 10 can be 
used in all WLAN applications, including private wireless 
networks and both Free Amenity and Connect Fee Hot Spot 
business models. The present invention is described in 
connection with a wireless network such as Wi-Fi network 
10, and is particularly well suited for such wireless net 
works, however the functionality of the present invention is 
applicable to wired networks, and combination wired/wire 
less networks as noted. These advantages should be apparent 
from the description of the preferred embodiment. 

0032. The network 10 includes a plurality of hot spots 12 
as shown in FIG. 2. Each hot spot 12 may be in a single 
building 14 (e.g. a hotel, café or the like), or throughout a 
collection of buildings (e.g. an office park), or over a given 
area (e.g. a park setting) as known in the art. Each hot spot 
12 includes at least one access point device 16 for the hot 
spot 12. Each access point device 16 according to the present 
invention, preferably, combines an 802.11 standard (b/g, a or 
even the 802.16 standard or eventually the 802.11 i standard) 
radio together with a signal booster amplifier into a single 
device. Integrating the signal booster amplifier and the Wi-Fi 
radio into one device, the access point device 16 can provide 
a larger RF signal footprint than conventional access points. 
Where the hot spot 12 is covering large facilities (e.g. a 
college campus or collection of buildings for a business), the 
hot spot 12 may use multiple access point devices 16 to 
provide wireless signal throughout the entire facility (i.e. 
over the entire hot spot 12). 

0033. As with conventional Wi-Fi networks, the network 
10 is intended to provide users with the ability to access the 
network 10 with end user devices such as laptops 18 or other 
designated end user Wi-Fi capable devices (e.g. PDAs or 
any device with Wi-Fi capabilities). For reference purposes, 
a PDA, or personal digital assistant, is a common handheld 
device that combines computing, telephone/fax, Internet and 
networking features; and a laptop is a small, portable com 
puter which is frequently called a notebook computer. 
Regarding the network 10, the access may provide the users 
with high speed access to the internet 20, which is one 
common business model. Alternatively the purpose of the 
hot spot 12 of the network 10 may be primarily to grant 
access to a confidential in house database 22, Such as in a 
hospital or in a research library. Alternatively, a significant 
purpose of an individual hot spot 12 may be to grant access 
to specialized equipment 24, Such as a color printer. Com 
binations of these purposes are also common. The intended 
purpose and primary functions of the hot spots 12 or of the 
overall network 10 are essentially limitless. 

0034. The key features of the network 10 are the authen 
tication and network management devices that are 
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employed. An authenticating device or key 26 is associated 
with each end user device or node (laptop 18 or other Wi-Fi 
device) of the network 10. The authenticating device or key 
26 is a fully portable USB plug-in authentication device the 
size of an average house key forming a “what you have part 
of two factor authentication. The end user devices, such as 
laptop 18, will include standard input plugs, such as USB 
ports and the like. “USB” refers to Universal Serial Bus, and 
is an external bus standard that Supports data transfer rates 
of 12 Mbps. A single USB port can be used to connect 
peripheral devices, such as mice, modems and keyboards. 
Each key 26 will plug into a USB port of any end user 
device, such as laptop 18, to be connected to the hot spot 12. 

0035 Each key 26 carries a unique electronic validation 
certificate that authorizes network access and the key 26 
easily plugs into the USB port of any device. The authen 
tication device or key 26 within the meaning of the present 
invention is a physical token which is connectable, e.g. a 
plug in connection, to a standard input device, e.g. USB port, 
of an end user device, e.g. laptop 18. The key 26 may, 
alternatively, use a variety of standard device inputs, includ 
ing a disc drive, but the USB port has the advantage of being 
in-obtrusive to the end user, i.e. not tying up a critical input 
device of the end user's device. 

0036. It should be apparent that the physical shape of the 
key 26 can vary greatly without altering the authenticating 
function of the key 26. The size of the key 26, about 1"-5" 
in length, is an important feature of the present invention. 
Larger size keys 26 would be become unwieldy to the users. 
The size of the key 26 is easy to carry by the users and it is 
indicative to the user of the function of the key (i.e. it is sized 
similar to keys for mechanical locks with which users will 
be familiar). The size of the key allows for branding of the 
key by both the venue and the network manager, as evi 
denced by logo 27 in FIG. 1. The “branding'27 also allows 
instructions, if desired, to be conveyed to the user, e.g. “Plug 
into USB port of device', or “For assistance contact . . . . 
The branding 27 is believed to be particularly helpful for 
commercial public networks, e.g. a café or hotel, where the 
end user keeps the key 26 and is easily reminded of this easy 
access amenity. 

0037. It is critical to understand that the security of the 
system is not compromised by the user maintaining the key 
26 after network access should end, as the certificate can be 
easily “turned off as needed as identified below. 
0038. The key 26 may include separate functionality, 
such as forming a USB Port flash drive, also called a 
memory stick, whereby the authentication function becomes 
more unobtrusive and transparent to the end users. From the 
user's perspective the authentication functions of the key 26 
may be primarily Supplemental to Such separate functional 
ity, whereby the distribution of the key 26 to the users is 
driven by such separate functionality. In other words, for 
example, users purchase a particular USB Port Flash drive 
for the flash drive capabilities and the authentication func 
tionality is added therein and is associated with particular 
networks that Support/require Such functionality. From a 
distribution standpoint the networks need not be a sole 
Supplier or even a primary Supplier of the key, they can 
merely identify to potential user's that network access 
requires a certain brand and model of flash drive that has the 
authentication functionality, with, possibly, the networks 
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Supplying Such keys as a back up to users that do not 
otherwise have access to the specified model and make of 
flash drive. 

0039 The network 10 provides a turn-key security and 
authentication solution to the hot spot 12 by having a Hot 
Spot authentication device 28 at each Hot Spot location. The 
authentication device 28 is a “plug and play” device (as are 
the keys 26) to provide easy hot spot 12 administrations. The 
term “plug and play” references the ability of a computer 
system to automatically configure and operate Software oran 
attached device (i.e. the operator need not set DIP switches, 
jumpers or other configuration elements). The authentication 
device 28 will be provided with an updatable list of valid 
certificates associates with valid keys 26. With a key 26 in 
the USB port of an end user Wi-Fi device, a secure VPN 
tunnel is created between the authentication device 28 and 
the node end user device with the key 26. This system does 
not replace existing systems desired to be utilized by the 
HSO, such as passwords and WEP type encryption, but 
works in conjunction therewith. The password component of 
network security forms the second authentication factor for 
two factor authentication, forming a “what you know 
component. Further, the password management software 
may be provided on the key 26, if desired. 

0040. The final portion of the authentication and network 
management Solution is the provision of a network manage 
ment device 30 which is coupled to each hot spot 12 through 
any connection, such as preferably, the internet 20. The 
management device 30 will manage certificates of the keys 
26 for multiple hot spots 12. The management device 30 
maintains an active directory of valid certificates and will 
communicate this list to the authentication device 28 of the 
specific hot spot 12. It should be apparent that keys 26 will 
be added and eliminated from the various hot spots 12 in the 
ordinary course of operation. New keys 26, with new 
certificates embedded therein, will be added for replacement 
of old keys and for expansion. Old keys 26 will be lost, not 
returned to the HSO, or damaged and therefore dropped 
from the list of valid certificates. The network management 
device 30 will also receive network outage alarms and other 
information needed for network management and adminis 
tration. However the authentication and the accounting 
aspects of the specific hot spots 12 may be effectively 
accomplished at the hot spot 12 (other than the updating of 
the lists for valid certificates). 

0041. The network 10 secures wireless data transmission 
in a simple solution meeting HIPAA, FIPS and corporate 
security standards. A significant advantage of the network 10 
is the ability to overcome WEP weaknesses that hinders 
widespread Wi-Fi deployment, particularly in corporate 
networks. The network 10 secures wireless data in the hot 
spot 12 with a “local VPN between the authentication 
device 28 and the key 26 that will be on the device 18 of the 
end client. Even if the WEP security element is compro 
mised in a hot spot 12 of the network 10, the data itself is 
encrypted in a VPN tunnel. Thus, there is no visibility to data 
in a wireless transfer. Hacking the network key is further 
frustrated with the authentication standards of the network. 

0042. The network 10 delivers a cost effective solution 
that enhances the customer experience at the specific hot 
spots 12 while maintaining a fail safe authentication system. 
All network features for the Wi-Fi implementation (Internet 



US 2007/01 86099 A1 

access, corporate data or applications) are located behind the 
local authentication device 28 allowing the network to be 
applicable to any hot spot business model. Without the 
proper certificate in the key 26 located on the end client (in 
laptop 18), access to the network 10 is denied. This elimi 
nates the threat from bandwidth hacking, rogue access 
points and other access breaches that are very common with 
alternative wireless authentication systems on the market 
today. 

0043. For a public hot spot 12, the customer experience 
is dramatically enhanced with no need for online billing or 
entering credit cards each time the network is accessed 
(although the HSO may elect to utilize similar billing 
arrangements at his option). Billing of the end users, if any, 
occurs through the venue. The only step outside of "plug and 
play' from the user perspective is to install the system driver 
the first time it is used. The driver is downloaded from the 
static Splash page stored on the local authentication device 
28. The centralized network management function of the 
Solution is also simple since authentication takes place at the 
hot spot 12. There is no need for large data centers or billing 
applications to run at the aggregator's location. This reduces 
costs and operations complexity for the network adminis 
tration and allows the network 10 to service a large variety 
of hot spots 12. In other words, the network 10 does not 
require network management costs that are only applicable 
for certain hot spot types to be distributed over all of the hot 
spots 12. Network management is limited to maintaining a 
database of valid certificates and monitoring equipment to 
ensure proper operation. 

0044) The network 10 provides industrial grade broad 
band wireless infrastructure solutions, including products 
and services that enable a cost-effective build-out and man 
agement of private and public access wireless networks (Hot 
Spots 12). The network 10 offers a Wi-Fi solution to both 
private and public network (hot spot 12) operators by 
providing a unique resolution to security and authentication 
issues that hinder Wi-Fi deployment. 
0045. The authenticating key 26 may further, preferably, 
incorporate a personal profile associated with the user to 
which it is granted, particularly where there are levels of 
access to the network 10. The inclusion of a personal profile 
on the key 26 allows the key 26 to grant various sets of 
access, also called network privileges, on the network 10. 
These privileges would be associated with the particular user 
to whom the key 26 is assigned, and this is also referred to 
as profile management. This profile management application 
works particularly well in multi-computer environment in 
which different users are granted different levels of access, 
e.g. managerial level access, administrator access, etc. Fur 
ther, this profile management aspect of the present invention 
supplements the profile management tool of a PIN/password 
now commonly used for differentiating levels of access 
between users of a network 10. 

0046) The authenticating keys 26 may further incorporate 
network protection software, e.g. anti-virus, anti-spam, and 
anti-spyware software. The key 26 may simply check the 
user's computer, or other connected device, to see if the 
required Software, and updates are present on the device. If 
the associated device is not current with the required level of 
protection Software, e.g. the latest anti-virus update, the 
management platform could quarantine the particular device 

Aug. 9, 2007 

from the network access and force the updates onto the 
user's computer, or other device. This could be accom 
plished at log-in, essentially without the need for user 
intervention. The updated software may come directly from 
the key 26, or the key 26 may be used only to verify the 
presence of the required Software and the management 
platform actually send the updates to the Subject machine. 
Either implementation results in a self-healing network. The 
present invention provides an efficient and effective tool for 
protecting the integrity and the health of a given network. 
0047 Almost any software application may be incorpo 
rated onto the key 26, whereby the key may have separate 
functionality. For example the key may be a USB flash drive, 
whereby the users can utilize the key 26 outside the iden 
tified network for such separate functionality and use the 
authentication and management aspects only with selected 
networks. 

0.048. The Wi-Fi network 10 may be better explained 
with a few representative examples. Initially, consider the 
implementation of a hot spot 12 as an amenity of a hotel. 
Guests of the hotel are given (or may purchase) the network 
access with their stay and assigned a key 26. The purchase 
of the key 26 may be driven by the separate functionality of 
the key itself, e.g. “A hotel USB flash drive will also allow 
the user access to the hotel's Wi-Fi network.” The user may 
use his device, e.g. laptop 18, and/or the hotel may have 
devices available such as computers in a business center. 
The key 26 will essentially remain valid for the length of 
their stay. The profile management allows for certain keys 
26 of selected guests to be granted additional access to the 
network, Such as access to a color printer or large Screen 
monitors in a business center (which one would assume 
would be for an additional fee or reserved for “preferred 
customers'). The inexpensive nature of the keys themselves 
and the fact that the certification of the key will or can be 
made to expire, the failure to return a key 26 (where keys 26 
are not “purchased' and owned. Such as for separate func 
tionality after the user's stay) is not detrimental to the 
integrity of the system. Further, the “branding'27 of the key 
26 actually suggests the hotel operator will encourage the 
user to keep the key 26 as a reminder of this particular hotel 
and this amenity, with the specific certification of a particu 
lar key 26 being able to be “reactivated if the user actually 
does return for a subsequent stay and returns with the key 26 
(of course, a new key 26 can also be easily issued). Addi 
tionally, the key 26 can be used to assure that the minimum 
level of network protection software is provided on the 
user's specific device as described above. This gives greater 
flexibility to the network protection software that may be 
implemented as it allows the minimum level of security to 
be pushed down to the end user device level as desired. 
0049. A separate example would be a university environ 
ment, where the network must accommodate students, 
administration, faculty and staff requirements that vary 
greatly. In most university environments the pool of students 
changes every semester. The use of the present system with 
individual keys 26 allows a very easy method of keeping 
track of the changing student population with regard to 
network access. Again the system is not detrimentally 
affected if the keys 26 are not returned, and they may be a 
required purchase for the students that desire network access 
(which seems almost universal in today's environment). 
Further, this environment highlights the use of the profile 
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management implementation in the keys 26. A faculty 
member or graduate student in the engineering college may 
likely have greater access to certain in-house libraries and 
network resources than does an undergraduate in the 
humanities college (who may have separate unique accesses 
as well). Enrolling in particular courses will likely change 
the profile and the access granted. The university and the 
hotel example represent situations where the end users are 
likely to have their own devices, e.g. laptops, as opposed to 
a business (or even the administration side of the university) 
which will also provide, and therefore control, the end user 
devices on the network. 

0050. A further example would be in an internal business 
environment, in which the system allows for easy secure 
adoption of a wireless network. The profile management 
items in the present invention would also be particularly 
useful in Such applications, as varied levels of network 
access are common in business applications, e.g. managerial 
level access, departmental access (i.e. engineering has dif 
ferent resources on the network than does shipping). It 
should be noted, again, that the functionality of the present 
invention remains if it is used in conjunction or exclusively 
with a wired network, although the advantages of a wireless 
network are obviously forfeited. The keys 26 may be effec 
tively used in a conventional wired multi-computer network. 
0051. The present invention is easily implemented in all 
online (internet) applications. As shown in FIG. 4, a single 
key 26 may be used as an authenticating token for a plurality 
of networks 10' (also referenced as local networks, and 
service providers) with a single source third party adminis 
trator 70 for administration (via network managing device 
30) of this authentication methodology. The networks 10' 
can represent online banking systems, SaaS models, or other 
online accessible networks. Conventional passwords for 
each system provide the second authentication factor, and 
management software for the passwords could be imple 
mented on the key 26. The assignee's S3 and Bluenet 
products provide the technical platform for authentication 
system shown in FIG. 4. The S3 brand product is the 
software application that is downloaded or embedded on a 
USB flash drive forming the key 26. The Bluenet brand 
product is a server side appliance or software application 
that interacts with the S3 client. Together, the products 
provide a single key solution for two-factor authentication, 
password management, secure transmission of encrypted 
data in accordance with the present invention. 
0.052 FIG. 3 illustrates the authentication credentials on 
the key 26 forming the authentication certificate and profile 
for the individual user that is associated with each network 
10 or 10'. The first element is a global identifier80 that may 
be stored in a secured area of the USB device or key 26. The 
first element provides the identity of the user and is effec 
tively a certificate with the user's common information or 
attributes (e.g. name, e-mail address, etc). The amount of 
specific user information that is found in and that makes up 
the global identifier may vary between specific implemen 
tations of the invention, but it is important that this infor 
mation be sufficient to create a global identifier that is unique 
to the particular user. The global identifier may be created by 
a third party separate from the network host or the network 
service provider. 
0053. The second component 82 is an encrypted private 
credential generated by the particular network, i.e. the 
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specific online service provider. These two components 
combine to form a unique identifier for each user key 26 for 
each network 10'. A third element 84 on the key 26 is a 
connection profile provided from the network such as the 
on-line service provider. These three components 80, 82 and 
84 combine to form the “something you have portion of 
authentication in the present invention and can be referred to 
as user network profiles. It should be apparent that each key 
26 can have multiple unique identifiers for a user each 
associated with a specific network 10", and these unique 
identifiers can share a common global identifier80 for the 
user, but differing second and/or third components 82 and 
84. The unique identifiers on the key 26 
0054 When the user initially creates an identity with the 
network host or host service provider, the host requests 
certain information from the first element or the certificate. 
Some information needed by the host will be required, 
additional information may be requested (optional). Some of 
the information needed by the host may need to be inputted 
by the user (e.g. existing account numbers that are specific 
to the host and not part of the first element). The user can, 
for example, check boxes in a dialog box to authorize the 
Submission of desired information, and then the user can 
submit the requested, authorized information. The host then 
generates the private credential forming the second compo 
nent 82 and the connection profile that forms the third 
element. The second and third elements 82 and 84 are stored 
on the key 26 and are associated with the user and their 
privileges with this particular host. 
0055. The key 26, with the third element 84, co-operates 
with a fourth component 86 stored on the network which is 
a private credential for the network host. The third and 
fourth components combine to form a mutual or two way 
authentication for the system which is represented Schemati 
cally in FIG. 5. 
0056. In operation, with the key 26 on the user's device 
18 the user need only access the desired network 10" via the 
connecting medium or network Such as the internet through 
use of an internet browser 88. Following connection to the 
desired network 10" the user need only click on the specific 
user network profile associated with that network. This click 
will allow for one factor “something you have authentica 
tion. The interaction with the networks own component 86 
will allow for mutual authentication with this step. 
0057 The user network profiles will be, preferably, inte 
grated with a password or pin (Something you know) to add 
a second factor authentication to the system. Alternatively, 
as many networks already use a password authentication, the 
key 26 with the user network profiles can be viewed as 
adding, or being, the second authentication factor. When the 
user clicks the designated user network profile the password 
or pin prompt will appear, however the password require 
ment may be in different locations (i.e. before the clicking of 
the user network profile, simultaneous with the selection of 
the user network profile or after the selection of the user 
network profile. 
0058. In reviewing the advantages of the present inven 
tion consider the following IDC report stating: “Consumers 
themselves represent the greatest potential growth factor for 
this two-factor authentication market. If consumers are 
presented with Web authentication solutions that focus on 
the convenience of storing all of the Web access accounts 
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that they must routinely access. IDC believes that consumers 
may be more open to the use of tokens for this purpose.” The 
philosophy behind the present invention and products result 
ing there from described above fit perfectly with these IDC 
predictions and Suggestions. 
0059. The present invention goes beyond the need for 
security and identity management and offer consumers an 
easier way to cope with the overwhelming and ever increas 
ing number of systems and accounts they must access on a 
regular basis. It is believed that for the consumer market, the 
Web authentication capability is likely to be widely adopted 
if included with a USB flash memory token to be successful. 
A successful solution has to be simple to understand and 
simple to use. A USB “key' based solution is intuitive. Users 
understand that a physical key unlocks something valu 
able—a concept used for their car, their home, etc. Users 
understand they need a key to gain access to an asset. 
Customers will like the USB memory stick key 26 because 
they can understand the concept behind it. 
0060 Consider that bankers love the low-cost online 
banking service model. Implementing a difficult or complex 
Solution that drives customers away from online banking 
bears a tremendous risk for the bank. The same is true for 
other businesses—many of which use exclusively online 
channels. The other factors of simplicity and implementa 
tion costs contribute heavily to reducing this barrier as well. 
Designing strong authentication and secure, encrypted com 
munication is one task, but masking the complexity to end 
users may be considered an even greater challenge that is 
addressed by the present invention. Further, by using a 
shared platform model (single key for multiple networks) 
which can authenticate users with many providers as shown 
in FIG. 4, the present invention is able to meet the necessary 
price points and effectively remove the implementation cost 
barrier. 

0061 Another advantage of the present invention is the 
adoption risk that is mitigated for the online service provid 
ers. The present invention, using the third party management 
model in FIG. 4 keeps online service providers out of the 
business of managing keys (or even primarily distributing 
Such keys) and allows them to focus on their core business. 
By eliminating the barriers of higher authentication, online 
service providers can Support higher authentication stan 
dards without additional burden to their organizations. 
0062 Another advantage of the multi-network authenti 
cation system is that it creates a single key-multiple network 
Solution without sharing a single credential among the 
networks. No credentials are shared or federated among 
different organizations of the different networks. This is an 
important security feature for the service providers who do 
not want to accept a credential generated by another party. 
Likewise, the service provider is not required to share their 
credentials with other parties. This increases the security 
over other solutions that are required to agree to accept and 
share credentials in a members-only network. 
0063 As noted above the present invention provides a 
two-factor authentication—something you know and some 
thing you have which is a central feature of the solution. 
For something you know, the invention requires the use of 
a password and or pin. This password may be a single 4-16 
character password that the user creates. The password is 
encrypted in a secure area of the USB device and is 
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protected from brute force attacks. For something you have, 
the invention requires the key’s credentials. Users cannot 
authenticate without the key 26. As noted above, there are 
four distinct authentication elements that must be present for 
each associated network. The first element 80 is a global 
unique identifier that is unique to each key 26/user and hence 
common between the networks. The second 82 is a private 
credential generated from the online service provider that is 
stored in a secure area of the USB device and unique to a 
given network. The third element 84 is a connection profile 
that is generated from the online service provider and unique 
thereto and stored on the key 26. The fourth element 86 is 
a credential profile for the host that is securely stored with 
the online service provider and unique thereto. The first two 
elements effectively create a unique user identity for each 
network. The second two elements effectively create mutual 
authentication for each network-user connection. 

0064. The key 26 may preferably have a built in pass 
word management function which can also accommodate 
those service providers that are not yet compatible with 
two-factor authentication. This feature can, if acceptable to 
the specific service provider, completely eliminate the bur 
den of identity for the user. The password management 
function can securely stores the username and password of 
each service provider and automatically generates the cre 
dentials for each login, assuming Such is acceptable to the 
specified service provider. It is much more secure to use this 
function on the key 26 than to use password managers in the 
browser. The two-factor password function on the key 
protects the credentials and does not store them on the 
computer or browser for other users to obtain. This provides 
a user friendly, service provider controlled solution that is 
customizable to the particular service provider, while main 
taining a common platform. 

0065. In addition to authentication services, as described 
above the key 26 automatically encrypts the data in a secure 
tunnel established between the user and the service provider. 
This secure tunnel is generated from the client side based on 
the protocols set by each service provider. The service 
provider may choose the type and level of encryption used. 
The encryption tunneling protects users in wireless environ 
ments and from other Internet based attacks. 

0066. In the third party operated implementations, the 
third party administrator 70 may provide services to users to 
enhance product functionality and simplify identity man 
agement. The third party administrator can Support lost key, 
change key, link key, password reset and key data backup 
features. The third party administrator never needs to have 
access to user or service provider credentials while provid 
ing these services. The administrator simply reduces the 
burden of identity by facilitating a relationship between the 
user and the service provider. 

0067. If a key is lost, stolen or user does not have 
immediate access to a USB port, a temporary Solution can be 
provided subject to the service provider protocols. For 
example, a one-time username?password can be obtained by 
the user from the third party administrator 70 (subject to the 
Subject network protocols/approval, e.g. with permission of 
a company's IT department), and then the user can sign on 
creating a tunnel to the desired network using the password. 
This solution is a temporary bypass of the two-factor authen 
tication that is critical for normal operation and thus this may 
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not be acceptable to all service providers (i.e. all individual 
networks). It is only mentioned to demonstrate the flexibility 
of the system. Whether or not a temporary bypassing pass 
word is allowed, the third party administrator 70 or the 
individual service provider can facilitate getting a replace 
ment key 26 to the user. 
0068. In order to illustrate further flexibility of the sys 
tem, the present invention can operate as with single sign-on 
with the approval of the independent network (i.e. service 
provider). Single sign-on is performed after the VPN tunnel 
is created via the key 26. Single sign-on configuration can be 
setup by the service providers network administering device 
(e.g. via a company's IT staff) and is effectively dependant 
upon the NAS device implemented at the network (com 
pany) site. 

0069. One of the intriguing features of key 26 is that it 
provides a client with a configuration that embeds encryp 
tion at all possible layers with AES at Layer 2, IPSec and 
PPTP at Layer 3, SSH at Layers 4-5 and SSL at Layers 6-7 
all on one key. SSL creates a tunnel at the OSI layer 7 (which 
only offers security for WEB application). This means that 
users don’t have access to network resources Such as file 
sharing, printers or centralized storage. IPSec and PPTP 
creates a tunnel at layer 3 which allows access to network 
resources and all other applications. 
0070 The system provides Two-Factor secure authenti 
cation for the creation of a VPN tunnel. Further user 
authentication can take place on the networks NAS through 
an authentication server to access network resources. Active 
Directory, LDAP (i.e. Lightweight Directory Access Proto 
col, which is an Internet protocol that email and other 
programs use to look up information from a server) and 
RADIUS (Remote Authentication Dial In User Service 
(RADIUS) is an authentication authorization and accounting 
protocol for applications such as network access or IP 
mobility. It is intended to work in both local and roaming 
situations), and even the proposed Diameter protocol 
(planned replacement for radius protocol) authentication 
standards can be utilized, for example. 

0071. As noted above, the system uses mutual authenti 
cation so both ends of the communication are validated and 
a secure tunnel technique that provides a means by which 
data can be transferred from one location to another without 
risk of interception or tampering, hindering a man in the 
middle type attack. A man in the middle attack (MITM) is 
an attack in which an attacker is able to read, insert and 
modify at will, messages between two parties without either 
party knowing that the link between them has been com 
promised. 

0072 The present invention is a solution that provides 
secure access to not only remote users but to local, wireless 
and guests. The key 26 does not require the end user to 
install any Software or Substantial drivers making it very 
easy and cost effective to deploy. The current software 
deployment on the key is minimal and the associated over 
head is effectively unnoticeable to the end user via this 
approach. The system works seamlessly with remote desk 
top application protocols. 

0.073 Although the present invention has been described 
with particularity herein, the scope of the present invention 
is not limited to the specific embodiment disclosed. It will be 
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apparent to those of ordinary skill in the art that various 
modifications may be made to the present invention without 
departing from the spirit and Scope thereof. 
What is claimed is: 

1. Secure electronic device networks comprising: 
A plurality of independent networks: 
Each independent network having a plurality of end user 

devices attachable to the network forming nodes 
thereof, each end user device having input plugs for 
coupling accessories thereto; 

A network managing system which includes authenticat 
ing the end user devices attached to the network; 

A plurality of authenticating keys, with each key attach 
able to an input plug of an end user device, each key 
containing a validation certificate therein and con 
structed to establish a virtual private network tunnel 
between at least a portion of the network managing 
system and the key, whereby the presence of a current 
validation certificate on a key coupled to the end users 
device may be validated prior to granting access to the 
network. 

2. The secure electronic device networks as claimed in 
claim 1 wherein each key attaches to a universal serial bus 
port of the end user device. 

3. The secure electronic device networks as claimed in 
claim 2 wherein the network managing system utilizes at 
least one additional network access validating tool which is 
distinct from the authenticating keys for access to the 
networks. 

4. The secure electronic device networks as claimed in 
claim 3 wherein the network managing system utilizes at 
least one of a user inputted Personal Identification Number 
and a user inputted password. 

5. The secure electronic device networks as claimed in 
claim 1 wherein selective end user devices may be coupled 
to multiple local networks each key adaptable for use with 
authentication of the multiple networks. 

6. The secure electronic device networks as claimed in 
claim 5 wherein each key includes password management 
software thereon 

7. The secure electronic device networks as claimed in 
claim 1 wherein each key further includes network protec 
tion software. 

8. The secure electronic device networks as claimed in 
claim 1 wherein at least one independent network is a Wi-Fi 
network. 

9. The secure electronic device networks as claimed in 
claim 1 wherein each key further includes a personal profile 
on an individuals key that grant privileges on the network 
associated with the particular user to whom the key is 
assigned. 

10. The secure electronic device networks as claimed in 
claim 1 wherein end user devices is coupled to the local 
networks via the internet. 

11. An authenticating key for access of an end users 
electronic device to a plurality of independent networks each 
having a network management system, the authenticating 
key comprising a key attachment mechanism which is 
attachable to an input plug of an end user device, each key 
configured to create a communication link between the 
network management system of each selected independent 
network and the key, wherein the communication between 
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the network management system for the selected network 
and the key is not preconfigured on the end user device, each 
key further containing a validation certificate therein unique 
to the selected network, wherein the network can verify the 
presence of a current validation certificate on the key for that 
network coupled to the end users device through the com 
munication link prior to granting access to the selected 
network. 

12. The authenticating key claimed in claim 11 wherein 
each key further includes network protection software. 

13. The authenticating key claimed in claim 11 wherein 
each key attaches to a universal serial bus port of the end 
user device. 

14. The authenticating key as claimed in claim 13 wherein 
each key is a USB port flash drive. 

15. The authenticating key as claimed in claim 11 wherein 
each key includes password management Software. 

16. The authenticating key as claimed in claim 11 wherein 
each key further includes a personal profile on an individu 
als key that grant privileges on the networks associated with 
the particular user to whom the key is assigned. 

17. The authenticating key as claimed in claim 16 wherein 
each key is on the order of 1" to 5" in length and includes 
indicia thereon. 

18. A token based authentication system for network 
management and security of online networks comprising: 

authenticating key tokens for access of end user devices 
to at least one online end user device network, the 
authenticating key comprising a key attachment 
mechanism which is attachable to an input plug of an 
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end user device, each key further containing at least one 
validation certificate therein associated with an specific 
end user device network, wherein the validation cer 
tificate includes a global identifier specific to the user 
and a private credential private credential specific to the 
associated end user device network; and 

a network management system associated with the at least 
one online end user device network, wherein the net 
work management system can verify the presence of a 
current validation certificate on the key coupled to the 
end users device prior to granting access to the asso 
ciated online end user device network. 

19. The token based authentication system for network 
management and security of online networks according to 
claim 18 wherein each validation certificate of each key that 
is associated with a specific end user device network further 
includes a connection profile associated with the specific end 
user device network; and wherein a private credential for the 
specific network is stored remote from the key, and wherein 
the connection profile associated with the specific end user 
device network and the private credential for the specific 
network combine to form a mutual, two way authentication 
for the system. 

20. The token based authentication system for network 
management and security of online networks according to 
claim 18 wherein each key includes a plurality of validation 
certificates with each certificate containing a common global 
identifier specific to the user. 


