Office de la Proprieté Canadian

Intellectuelle Intellectual Property
du Canada Office

Un organisme An agency of
d'Industrie Canada Industry Canada

CA 2562013 C 2013/01/15

(11)(21) 2 562 013

(12 BREVET CANADIEN
CANADIAN PATENT

13) C

(86) Date de déepot PCT/PCT Filing Date: 2005/04/05

(87) Date publication PCT/PCT Publication Date: 2005/11
(45) Date de délivrance/lssue Date: 2013/01/15

(85) Entree phase nationale/National Entry: 2006/10/02
(86) N° demande PCT/PCT Application No.: US 2005/011

(87) N° publication PCT/PCT Publication No.: 2005/10/188

(30) Priorte/Priority: 2004/04/16 (US10/826,888)

/10

588

51) Cl.Int./Int.Cl. HO4L 12/703(2013.01),

HO4L 12/7713(2013.01)

(72) Inventeurs/Inventors:
DONTU, SITARAM, US;

MUSHTAQ, FAISAL, US;

BHIDE, SHEERAM,

US;

SMITH, MICHAEL R., U,S;
GOLSHAN, ALI, US

(73) Proprietaire/Owner:

CISCO TECHNOLOGY, INC., US

(74) Agent: GOWLING LAFLEUR HENDERSON LLP

(54) Titre : ACHEMINEMENT REPARTI DANS DES DISPOSITIFS RESEAUX VIRTUELS
(54) Title: DISTRIBUTED FORWARDING IN VIRTUAL NETWORK DEVICES

Virtual Network Davica

________ N e e
|
1
I
' [ Virtual Network Device Sub-Uni Viriual Network Davice Sub-Unit
' Virtual Network Device Suk-Unit
i 122(4) 122(2)
l — o
| - e
l Control Card Congorgl Card
|| e | s
| C&“‘if" Virtual Network o
: N Device Link ’
| | 3101 0, 3o
| Forwarding 1| 320(1} (~—1— 320 ‘T:oEw]:;ir:;ng
| Enging _ |
| ,
} _
; | — — —— Line Card
|| 304t Forwarding | 35077} — 320(8) “F"onu"_d"ay g
b Engine _—JS - Engine
: 31401) 32009) — 320(10) 14(2)
| | ——— -
| - B Line Card
: Line Card 320(11) — ] 320(12) 204{4)
) L Forwarding _§20[13] W - ' ‘329[:] ) Fot‘wa_rding
| Engne | = (08 Engine
) | g | |08 |
] L—
L= — = ' .
I —T"
| — ..
e -___:::__H_Ezgi; _____
-
N e —
Network Network
Server Device Device
104(3) 120(1) 120(2)
Virual Link Bundle  Virtual Link Bundle  Virtual Link Bundle

250(1} 250(2)

(57) Abrégée/Abstract:

250(3)

A virtual network device sub-unit (122(1), 122(2)) includes an interface (320(1), 320(2), 320(3), 320(4)) to a virtual network device
ink (360) and a distributed forwarding module (312(1), 312(2)). The Interface (320(1), 320(2), 320(3), 320(4)) recelves a packet,

C an adg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca

OPIC - C]

PO 191

SRR VNEEEN
R 5. sas ALy
O
A

OPIC




CA 2562013 C 2013/01/15

anen 2 562 013
13) C

(57) Abrege(suite)/Abstract(continued):

and the distributed forwarding module (312(1), 312(2))forwards the packet received by the interface (320(1), 320(2), 320(3),
320(4)). The distributed forwarding module (312(1), 312(2)) performs an ingress lookup If the packet includes a multicast
destination address and an egress lookup If the packet includes a unicast destination address. If the packet includes a multicast
destination address, the distributed forwarding module replicates the packet for each of several outgoing VLANs associated with
the multicast destination address. If an additional multicast packet is recelved via an interface (320(1), 320(2), 320(3), 320(4)) that

IS not coupled to a virtual network device link (306), the distributed forwarding module (312(1), 312(2)) sends at most one copy of
the additional multicast packet via the virtual network device link (360).



woO 2005/107188 A1 I D0 D A0 Y 0 P L 0

CA 02562013 2006-10-02

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date

10 November 2005 (10.11.2005) PCT

(10) International Publication Number

WO 2005/107188 Al

(51) International Patent Classification’: HO4L 12/56 (72) Inventors: DONTU, Sitaram; 1055 Escalon Avenue, Apt.

(21) International Application Number:
PCT/US2005/011588

(22) International Filing Date: 5 April 2005 (05.04.2005)

(25) Filing Language: English  (74)

(26) Publication Language: English

(81)

(30) Priority Data:
10/826,888 16 April 2004 (16.04.2004) US

(71) Applicant (for all designated States except US): CISCO
TECHNOLOGY, INC. [US/US]; 170 West Tasman Drive,
San Jose, CA 95134-1706 (US).

604, Sunnyvale, CA 94085 (US). MUSHTAQ, Faisal;
530 Mansion Court, #102, Santa Clara, CA 95054 (US).
BHIDE, Sheeram; 5369 Laurel Canyon Drive, San Jose,
CA 95138 (US). SMITH, Michael, R.; 615 San Gabriel
Avenue, Morgan Hill, CA 95037 (US). GOLSHAN, Alji;
3847 La Selva Drive, Palo Alto, CA 94306 (US).

Agent: BROCK, Brenna, A.; Campbell Stephenson As-
colese, LLP, 4807 Spicewood Springs Road, Building 4,
Suite 201, Austin, TX 78759 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KL,
KG, KM, KP, KR, KZ, L.C, LK, LR, LS, LT, LU, LV, MA,
MD, MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM,

[ Continued on next page]

(54) Title: DISTRIBUTED FORWARDING IN VIRTUAL NETWORK DEVICES

Virtual Network Device

202
- N e e
1
|
|
} Virtua! Network Device Sub-Unit Virtual Network Device Sub-Unit
| 122(1 122(2)
1
1
lt Control Card Control Card
| 302(1) 302(2)
l .
| Cont'rol Virtual Network Cont_rol
‘ Unit Device Link Unit
{ 310(1) 260 | 310(2)
| Forwarding | 320(1) | /) 320(2) | [Forwarding
| Engine Engine
l .
: 31701) | (3203 ; 320(4 312(2)
I
: , Line Card
: Line Card | 320(5) 320(6) 304(2)
| U300 F"é‘:‘]’gir:é”g 320(7) 320(8) | [Forwarding
Engine
E 314{1 320(9) 320010 314(2)
l
{ : Line Card
e (3000 320(12) 304(4)
| F‘E‘“"a_’ ding | | 320(13) | 320(14) | [Forwarding
ngine -
| 2o | [320015)] 2006)] | o
: | 314(3) | (4)
|
l
|
U N ol = S I
Server Network Network Network
104(3 Device Device Device
104(3) 12004 120(2} 120(3)

Virtual Link Bundle  Virtual Link Bundle  Virtual Link Bundle
250(1) 250(2) 250(3)

g A w— B p— p— —  sv— —  sw— —T  w— w—t  sww— i s A  wwwn  BNNEE wd WD vk BEEER  wwed WENRW vk R vkl WEEER  SwndBy WENER SkdB WNNNR WENER  GUNNRY W AUNNER TERRS WENNR SURNY WNNNNR “SEEER  WNNNND  SSEER WSRO e e

(57) Abstract: A virtual network device sub-unit
(122(1), 122(2)) includes an interface (320(1), 320(2),
320(3), 320(4)) to a virtual network device link (360)
and a distributed forwarding module (312(1), 312(2)).
The interface (320(1), 320(2), 320(3), 320(4))
receives a packet, and the distributed forwarding
module (312(1), 312(2))forwards the packet received
by the interface (320(1), 320(2), 320(3), 320(4)).
The distributed forwarding module (312(1), 312(2))
performs an ingress lookup if the packet includes
a multicast destination address and an egress
lookup if the packet includes a unicast destination
address. If the packet includes a multicast destination
address, the distributed forwarding module replicates
the packet for each of several outgoing VLANS
associated with the multicast destination address.
If an additional multicast packet is received via an
interface (320(1), 320(2), 320(3), 320(4)) that is not
coupled to a virtual network device link (306), the
distributed forwarding module (312(1), 312(2)) sends
at most one copy of the additional multicast packet
via the virtual network device link (360).



CA 02562013 2006-10-02

WO 2005/107188 Al

PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SM, SY,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU,
A, M, 7 W.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
/W), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, ELE, ES, 1,
FR, GB, GR, HU, ILE, IS, IT, LT, LU, MC, NL, PL, PT, RO,
SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, ML, MR, NE, SN, TD, TG).

Published:

—  with international search report

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.



CA 02562013 2006-10-02

WO 2005/107188 PCT/US2005/011588

10

15

20

25

30

DISTRIBUTED FORWARDING IN VIRTUAL NETWORK DEVICES

Sitaram Dontu
Faisal Mushtaq
Shreeram Bhide

Michael R. Smith
Ali Golshan

Technical Field

The present invention relates to networking and, more specifically, to performing distributed

forwarding in a virtual network device.

Background Art

In order to provide increased network reliability, redundant switches and links are often
included in a network. If a switch or link fails, a redundant switch or link, already in place within the
network, is quickly enabled to replace the failed switch or link. Since the redundant switch or link 1s
typically enabled as a replacement more quickly than the failed component can be replaced or repaired,

having redundant links and/or switching provides a more reliable network.

When redundant components are included within a network, it is often desirable to be able to
use the redundant components during normal network operation, before the failure of corresponding
components. For example, if two links are implemented between a pair of switches, it is desirable to
use both links (as opposed to leaving one link idle) to provide increased bandwidth. However, if
multiple redundant links are active at the same time, management of those links may be undesirably
complicated (e.g., due to the need to avoid bridging loops). This complexity extends to other situations
in which multiple redundant components are used during normal operation. For example, if multiple
redundant routers are simultaneously used in a network, management of the network may become more
complicated due to the need to have a different point of management for each network device. As

these examples show, it is desirable to be able to reduce the complexities that arise due to the use of

multiple redundant components in a network.

DISCLOSURE OF INVENTION

Various embodiments of methods and systems for performing distributed forwarding in virtual

network devices are disclosed. A virtual network device includes several different virtual network

device sub-units, which collectively operate as a single logical network device.
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A method of performing distributed forwarding within a virtual network device mvolves
receiving a packet via a virtual network device link. The packet includes a unicast destination address.
An egress lookup is performed for the packet in response to receiving the packet. If a primary entry
corresponding to the unicast destination address is found during the egress lookup, the packet is sent
from an interface identified by the primary entry. A header associated with the packet is also received,
along with the packet, via the virtual network device link. The header includes a destination identifier.
If the destination identifier in the header does not match a destination identifier in the primary entry, an
error notification is sent via the virtual network device link. The error notification identifies that the

unicast destination address corresponds to the destination identifier in the primary entry.

Yet another method of performing distributed forwarding in a virtual network device involves
receiving a packet via a virtual network device link and performing either an ingress lookup and an
egress lookup for the packet. The ingress lookup is performed for the packet if the packet includes a
multicast destination address. The egress lookup is performed for the packet if the packet includes a

unicast destination address.

A system (e.g., a virtual network device sub-unit) includes an interface to a virtual network
device link and a distributed forwarding module coupled to the interface. The interface is configured to
receive a packet. The distributed forwarding module is configured to forward the packet received by
the interface. In one embodiment, the distributed forwarding module is configured to perform an
ingress lookup for the packet if the packet includes a multicast destination address and to perform an
egress lookup for the packet if the packet includes a unicast destination address.

If the packet includes a multicast destination address, the distributed forwarding module
replicates the packet for each of several outgoing VLANs associated with the multicast destination
address. The system can also include a second interface (not an interface to a virtual network device
link) that is configured to receive a second packet, which includes a second multicast address. The
distributed forwarding module is configured to send at most one copy of the second packet via the

virtual network device link.

If the packet includes a unicast destination address, the distributed forwarding module sends
the packet and a header that is associated with the packet to another line card if a non-primary entry
corresponding to the unicast destination address is found during the egress lookup. If a primary entry
corresponding to the unicast destination address is found during the egress lookup and the primary
entry identifies a second interface, the distributed forwarding module sends the packet from the second
interface. The distributed forwarding module is configured to send a notification via the virtual
network device link if a destination identifier in the header does not match a destination identifier in the
primary entry. The notification identifies that the unicast destination address corresponds to the
destination identifier in the primary entry.
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The foregoing is a summary and thus contains, by necessity, simplifications, generalizations
and omissions of detail; consequently, those skilled in the art will appreciate that the summary 1s
illustrative only and is not intended to be in any way limiting. The operations disclosed herem may be
implemented in a number of ways, and such changes and modifications may be made without departing
from this invention and its broader aspects. Other aspects of the present invention, as defined solely by

the claims, will become apparent in the non-limiting detailed description set forth below.

BRIEF DESCRIPTION OF DRAWINGS

A more complete understanding of the present invention may be acquired by referring to the

following description and the accompanying drawings, in which like reference numbers indicate like

features.

FIG. 1 is a block diagram of a network, according to one embodiment of the present invention.

FIGs. 2A and 2B show how two network devices in the same network layer collectively

operate as a single virtual network device, according to one embodiment of the present invention.

FIG. 3 shows more detail within each virtual network device sub-unit included in a virtual

network device, according to one embodiment of the present invention.

FIGs. 4A-4F illustrate the manner in which two virtual network device sub-units, which
collectively operate as a single virtual network device, perform distributed forwarding for a packet

having a multicast destination address, according to one embodiment of the present invention.

FIG. SA is a flowchart of a method used by a virtual network device sub-unit to forward at
most one copy of a multicast packet to each other virtual network device sub-unit in the same virtual

network device, according to one embodiment of the present invention.

FIG. 5B is a flowchart of one embodiment of a method used by a virtual network device sub-

unit to forward a multicast packet received from another virtual network device sub-unit in the same

virtual network device.

FIGs. 6A-6K illustrate how two virtual network device sub-units, which collectively operate
as a single virtual network device, can perform distributed forwarding for a packet having a unicast

destination address, according to one embodiment of the present invention.

FIG. 7 is a flowchart of a method that a virtual network device sub-unit can use to forward a
unicast packet received from another virtual network device sub-unit in the same virtual network

device, according to one embodiment of the present invention.
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FIG. 8 is a flowchart of one embodiment of a method that a virtual network device sub-unit

can use to forward packets received from another virtual network device sub-unit in the same virtual

network device.

While the invention is susceptible to various modifications and alternative forms, specific
embodiments of the invention are provided as examples in the drawings and detailed description. It
should be understood that the drawings and detailed description are not intended to limit the invention
to the particular form disclosed. Instead, the intention is to cover all modifications, equivalents and

alternatives falling within the spirit and scope of the invention as defined by the appended claims.

MODE(S) FOR CARRYING OUT THE INVENTION

FIG. 1 is a block diagram of a network. In FIG. 1, several clients 102(1)-102(n) communicate
with each other and with several servers 104(1)-104(n) via a network. Clients 102(1)-102(n) can
include a variety of different devices that access networked services. For example, client 102(1) can be
a cell phone, client 102(2) can be a personal computer, and client 102(n) can be a Personal Digital
Assistant (PDA). Servers 104(1)-104(n) provide various services, such as various software-based

services and/or access to shared storage devices.

The network coupling clients 102(1)-102(n) and servers 104(1)-104(n) is described in terms of
several network layers. The layer closest to clients 102(1)-102(n) is access layer 110. Access layer
110 includes several network devices 120(1)-120(n). In this example, access layer 110 is the primary
layer at which packets enter the network from clients 102(1)-102(n).

Distribution layer 112 aggregates flows received via access layer 110 and provides these
ageregated flows to core layer 114. In this example, distribution layer 112 mcludes network devices
122(1)-122(n). Core layer 114 is a logically centralized portion of the network through which various

agoregated flows pass. Core layer 114 includes network devices 124(1)-124(n).

In this example, data center 116 includes two sets of network devices: network devices
126(1)-126(n) and network devices 128(1)-128(n). Network devices 128(1)-128(n) provide access to
the network to various servers 104(1)-104(n). Network devices 126(1)-126(n) aggregate flows from
network devices 128(1)-128(n) and provide the aggregated flows to core layer 114.

It is noted that in some embodiments, networks will not include the network layers illustrated
in FIG. 1 (e.g., some of the layers can be combined and/or eliminated, and alternative layers can also be
included in addition to and/or instead of those shown in FIG. 1). Additionally, clients and servers can
be coupled to the network differently than shown in FIG. 1 (e.g., some clients and/or servers can be

coupled to individual network devices in the core and/or distribution layers). Additionally, the physical
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locations of devices relative to each other can differ from the logical locations shown in FIG. 1. For
example, two devices in the same network layer can be physically located on different floors, in

different buildings, or on different campuses. In contrast, two devices in different network layers can

be located in the same room.

In some embodiments, network devices 120(1)-120(n) and 128(1)-128(n), which are located at
the outer edges of the network, operate differently than network devices 122(1)-122(n), 124(1)-124(n),
and 126(1)-126(n), which are located in the inner layers of the network. For example, n one
embodiment, network devices 120(1)-120(n) are adjunct network devices that are controlled or
otherwise subordinate to network devices in the inner layers (e.g., the distribution and core layers) of
the network. In such an embodiments, the non-adjunct network devices provide L2 (Layer 2) and L3
(Layer 3) forwarding and routing, while adjunct network devices only have relatively limited
forwarding and/or routing capabilities. In other embodiments, adjunct network devices do not perform
any L2 forwarding or L3 routing. Instead, the adjunct network devices simply forward all packets to
non-adjunct network devices for L2 forwarding and L3 routing. Non-adjunct network devices coupled
to adjunct network devices can, in some embodiments, control the operation of the adjunct network
devices. For example, network devices 126(1)-126(n) configure network devices 128(1)-128(n)
according to various routing protocols. In some embodiments, adjunct network devices are treated as
remote line cards of the network devices to which the adjunct network devices are subordinate. It 1s
also noted that in alternative embodiments, non-adjunct network devices can be used in the access layer

and data center instead of adjunct network devices.

Network devices 120(1)-120(n), 122(1)-122(n), 124(1)-124(n), 126(1)-126(n), and 128(1)-
128(n) can include various routers, switches, gateways, and other network equipment. In many
embodiments, only one network device may be needed at each layer in order for the network to
function. However, multiple network devices can be included at each layer, as shown i FIG. 1, in

order to provide redundancy.

It will be noted that the variable identifier "n" is used in several instances in the figures
described herein to more simply designate the final element of a series of related or similar elements.
The repeated use of such variable identifiers is not meant to necessarily imply a correlation between the
sizes of such series of elements, although such correlation may exist. The use of such variable
identifiers does not require that each series of elements have the same number of elements as another
series delimited by the same variable identifier (e.g., the number of network devices in each network
layer may vary). Rather, in each instance of use, the variable identified by "n" (or any other such

identifier) may hold the same or a different value than other instances of the same variable identifier.

Multiple links can be implemented between devices in different network layers to provide
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additional redundancy. For example, as shown in FIG. 1, each network device 120(1)-120(n) in access
layer 110 is coupled to distribution layer 112 by two (or more) different links. Similarly, each network
device 122(1)-122(n) in distribution layer 112 is coupled to core layer 114 by two (or more) different

links. In one embodiment, each link is an Ethernet link.

Within each network layer, multiple redundant network devices are configured to collectively
operate as a single virtual network device. For example, as shown in FIG. 1, two or more network
devices in distribution layer 112 operate as a virtual network device 202. Similarly, two or more of
network devices 124(1)-124(n) operate as a single virtual network device 204, and two or more of
network devices 126(1)-126(n) operate as a single virtual network device 206. More details of how
two distribution-layer network devices can collectively operate as a distribution-layer virtual network
device 202 are shown in FIGs. 2A, 2B, and 3. Virtual network devices can be coupled to other virtual
network devices, to network devices, and/or to clients and/or servers by virtual link bundles, as
described below. In general, any multi-ported device (whether a physical device, such as a network
device, client, or server, or a virtual network device) can be coupled to a virtual network device by a
virtual link bundle that includes several links, some of which terminate on different sub-units within

the virtual network device.

FIG. 2A shows an example of a network in which there are two network devices 120(1) and
120(2) in access layer 110. There are also two network devices 122(1) and 122(2) in distribution layer
112. These two network devices 122(1) and 122(2) operate as a single virtual network device 202
this example. Each network device 120(1)-120(2) is coupled to distribution layer 112 by two links. In
this example, each of those two links is coupled to a different one of network devices 122(1) and
122(2). This provides redundancy, allowing network devices 120(1) and 120(2) to continue fto
communicate with distribution layer 112 even if one of network devices 122(1) or 122(2) fails or 1f ‘one
of the links between a given access-layer network device and a given distribution-layer network device

fails.

The redundant links coupling each of network devices 120(1) and 120(2) to virtual network
device 202 can be operated as a single logical link, referred to herein as a virtual link bundle. Network
device 120(1) operates the two links coupling network device 120(1) to virtual network device 202 as a
virtual link bundle 250(1). In such an embodiment, each interface in network device 120(1) that 1s
coupled to one of the links is included in an interface bundle, which corresponds to virtual link bundle
250(1). Network device 120(2) similarly operates the two links coupling network device 120(2) to
virtual network device 202 as virtual link bundle 250(2). In some embodiments, virtual link bundles
250(1) and 250(2) are each operated as an EtherChannel (TM) or as an aggregated link (as described in
IEEE 802.3). In other embodiments, each link in each virtual link bundle 1s operated independently of
each other link in that virtual link bundle (as opposed to being operated as part of a single logical link).
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As shown in FIG. 2A., each virtual link bundle 250(1) and 250(2) includes links that terminate
at different network devices in distribution layer 112. For example, virtual link bundle 250(1) couples
network device 120(1) to both network device 122(1) and network device 122(2). This differs from

conventional implementations in which logical links are only allowed between a single pair of network

devices.

In some embodiments, network devices 120(1) and 120(2) are aware (e.g., through various
state information maintained within each network device) that each virtual link bundle 250(1) and
250(2) includes links that are terminated on different network devices in distribution layer 112. In such
an embodiment, network devices 120(1) and 120(2) may select a link within a particular virtual link

bundle on which to send a packet based on this awareness.

In other embodiments, network devices 122(1) and 122(2) operate to conceal the fact that such
a single logical link actually includes links that are terminated at different network devices. For
example, as shown in FIG. 2A, network devices 122(1) and 122(2) operate as a single virtual network

device 202. FIG. 2B illustrates how, from the perspective of network device 120(1) in access layer
110, network device 120(1) is coupled to a single network device, virtual network device 202, m

distribution layer 112 by a redundant pair of links. Network device 120(2) has a similar perspective of
virtual network device 202.

In embodiments, such as the one shown in FIG. 2B, in which network devices 120(1) and
120(2) see themselves as being connected to a single network device, the use of a virtual link bundle is
simplified. For example, if network device 120(1) is aware that virtual link bundle 250(1) terminates at
two different network devices, network device 120(1) can select a link on which to send a particular
packet based on Spanning Tree Protocol. The use of Spanning Tree Protocol may mvolve more
overhead and/or be more restrictive with respect to which links are used to send a given packet (e.g.,
Spanning Tree Protocol might block all but one of the links, preventing utilization of all but one non-
blocked link) than if network device 120(1) simply views virtual network device 202 as a single entity.
When viewing virtual network device 202 as a single entity, for example, network device 120(1) can
simply select a link on which to send a packet based on load-sharing constraints. Similarly, if a link
within virtual link bundle 250(1) fails, there is no need for network device 120(1) to change how
Spanning Tree Protocol is applied. Instead, network device 120(1) simply continues to use the non-

failed links within virtual link bundle 250(1).

The individual network devices, such as network device 122(1) and 122(2), included n virtual
network device 202 are each referred to herein as a “virtual network device sub-unit”. In some
embodiments, virtual network device sub-units 122(1) and 122(2) are each implemented 1n a separate
chassis (i.e., each chassis houses a single virtual network device sub-unit). For example, in FIG. 2A,

network devices 122(1) and 122(2) can each have its own chassis. Even if virtual network device sub-
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units 122(1) and 122(2) share a chassis, each virtual network device sub-unit can be made to operate as
an independent network device, allowing one virtual network device sub-unit to continue operating 1f
the other virtual network device sub-unit(s) in the virtual network device fail. For example, in one
embodiment, virtual network device sub-unit 122(1) and virtual network device sub-unit 122(2) share
the same chassis, but each virtual network device sub-unit has independent hardware, ports, uplink
interfaces, and power supplies, and each virtual network device sub-unit can be removed from the
chassis independently of the other. If virtual network device sub-unit 122(1) fails (e.g., due to a power
supply failure or a software error), virtual network device sub-unit 122(2) can continue to run. In such
an embodiment, virtual network device sub-unit 122(1) can be removed for repair or replacement

without disrupting the operation of virtual network device sub-unit 122(2).

In some embodiments, the links in a virtual link bundle coupling a network device to an
adjunct network device are specialized links, referred to herein as uplinks, that are used to couple an
adjunct network device to a virtual network device. Each uplink can convey both a packet and
additional information generated within one of the network devices. For example, if a packet 1s being
conveyed on an uplink from an access-layer adjunct network device to a distribution-layer network
device, additional information conveyed on the uplink with the packet includes information identifying
which of the adjunct network device’s ports received the packet. The additional information can also
include information indicating whether any forwarding or routing has already been performed on the
packet by the sending device. In some embodiments, use of uplinks allows a virtual network device to
control adjunct network devices that are coupled to that virtual network device. The use of uplinks also
facilitates the virtual network device being able to perform routing and/or forwarding for subordinate
adjunct netwqu devices. An interface within a network device or adjunct network device that is

coupled to an uplink is referred to herein as an uplink interface.

FIG. 3 shows more detail within each network device included in a virtual network device.
Here, virtual network device 202 includes two virtual network device sub-units 122(1) and 122(2). It1s
noted that in other embodiments, virtual network device 202 can include more than two component
network devices. In this example, virtual network device 202 is located at the distribution layer of the
network. However, similar virtual network devices can be implemented in other network layers (e.g.,

within the data center and/or core layer).

Virtual network device 202 is coupled to several access-layer network devices 120(1)-120(3).
Network devices 120(2) and 120(3) are each coupled to virtual network device 202 by two uplinks, one
to each virtual network device sub-unit 122(1) and 122(2). Network device 120(2) is coupled to virtual
network device by virtual link bundle 250(2), and network device 120(3) is coupled to virtual network
device 202 by virtual link bundle 250(3). As a result, network devices 120(2) and 120(3) can continue
to communicate with the distribution layer even if one of these uplinks and/or one of virtual network

device sub-units 122(1) and 122(2) fail. Network device 120(1) is coupled to virtual network device
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202 by three uplinks: two uplinks to virtual network device sub-unit 122(1) and one uplink to virtual
network device sub-unit 122(2). These three uplinks collectively form virtual link bundle 250(1).
Network device 120(1) can continue to communicate with the distribution layer even if two of the three
uplinks and/or one of virtual network device sub-units 122(1) and 122(2) fail. Network devices 120(1)-
120(3) each operate their multiple uplinks to virtual network device 202 as a single logical uplink.
Additionally, in some embodiments, each network device 120(1)-120(3) operates as if that network
device is coupled to a single distribution-layer device, virtual network device 202, instead of operating

as if that network device were coupled to two independent distribution-layer network devices.

Distribution-layer virtual network device sub-unit 122(1) is also coupled to a server 104(3) by
a single link. Unlike access-layer network devices 120(1)-120(3), server 104(3) does not view
distribution-layer network devices units 122(1) and 122(2) as a single logical network device. In this
example, server 104(3) will be unable to communicate via the distribution layer if either network
device 122(1) or the link coupling server 104(3) to network device 122(1) fails. It is noted that in
alternative embodiments, a server such as server 104(3) but having multiple ports could be coupled to
each virtual network device sub-unit by a virtual link bundle, and that such a server could interact with
virtual network device sub-units 122(1) and 122(2) as if those sub-units were a single virtual network

device 202.

Virtual network device sub-unit 122(1) includes several cards, including control card 302(1)
and line cards 304(1) and 304(3). Similarly, virtual network device sub-unit 122(2) includes control
card 302(2) and line cards 304(2) and 304(4). Control card 302(1) includes control unit 310(1),
forwarding engine 312(1), and mterfaces 320(1) and 320(3). Control card 302(2) likewise includes
control unit 310(2), forwarding engine 312(2), and interfaces 320(2) and 320(4).

In virtual network device sub-unit 122(1), line card 304(1) includes forwarding engine 314(1)
and interfaces 320(5), 320(7), and 320(9). Interface 320(7) is coupled to network device 120(3).
Interface 320(9) 1s also coupled to network device 120(1). Interface 320(5) is unused in this example.
Line card 304(3) includes forwarding engine 314(3), interfaces 320(11) and 320(13), and port 320(15).
Interfaces 320(11) and 320(13) are respectively coupled to network devices 120(2) and 120(1).
Interface 320(15) i1s coupled to server 104(3). In embodiments in which network devices 120(1)-
120(3) are adjunct network devices controlled by virtual network device 202, interfaces 320(7), 320(9),
320(11), and 320(13) are operated as uplink interfaces, while interface 320(15), which is not coupled to

an adjunct network device, is operated as a normal port.

In virtual network device sub-unit 122(2), line card 304(2) includes forwarding engine 314(2)
and interfaces 320(6), 320(8), and 320(10). Interface 320(8) is coupled to adjunct network device
120(2), and imterfaces 320(6) and 320(10) are unconnected. Line card 304(4) includes forwarding
engine 314(4) and interfaces 320(12), 320(14), and 320(16). Interfaces 320(12) and 320(16) are
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respectively coupled to adjunct network devices 120(3) and 120(1). Interface 320(14) is unused. In
embodiments in which network devices 120(1)-120(3) are adjunct network devices controlled by
virtual network device 202, interfaces 320(8), 320(12), and 320(16) are operated as uplink: mterfaces.

Note that while the interfaces in FIG. 2 have been described as both ingress and egress
interfaces, itertaces that act as ingress-only or egress-only interfaces can also be used. For example,
the functionality of each of the interfaces shown in FIG. 2 can be implemented using one ingress-only
interface and one egress-only interface. Similarly, virtual link bundles 250(1)-250(3) can each include
several links that only convey packets from a respective network device 120(1)-120(3) to virtual
network device 202 and several links that only convey packets from virtual network device 202 to a
respective network device 120(1)-120(3).

In the 1llustrated embodiment, control card 302(1) in virtual network device sub-unit 122(1) is
coupled to control card 302(2) in virtual network device sub-unit 122(2) via a virtual network device
link 360. In this example, virtual network device link 360 includes two links (two links are used to
provide increased fault-tolerance and/or bandwidth; however, one link can be used in other
embodiments). These links are a type of uplink in this example, carrying information (e.g., such as
headers similar to those sent between line cards) in addition to packets. The uplinks in virtual network
device link 360 are used to exchange information, which controls the operation of virtual network
device 202, as well as packets between virtual network device sub-units 122(1) and 122(2). By
communicating via these uplinks, virtual network device sub-units 122(1) and 122(2) coordinate their
behavior such that virtual network device sub-units 122(1) and 122(2) appear to be a single virtual
network device to network devices 120(1)-120(3).

Thus, providing interconnections between virtual network device sub-units 122(1) and 122(2)
allows virtual network device sub-units 122(1) and 122(2) to operate as a single virtual network device
202. Network devices 120(1)-120(3) communicate with virtual network device 202 in the same way
that network devices 120(1)-120(3) would communicate with a single physical device. For example, if
network device 120(2) is handling a packet addressed to server 104(3), network device 120(2) selects
one of the two uplinks in network device bundle 250(2) on which to send the packet. This selection is
based on load-sharing criteria. In such a situation, since virtual network device 202 appears to be a
smgle network device, network device 120(2) is just as likely to select the uplink to virtual network
device sub-unit 122(2) as the uplink to virtual network device sub-unit 122(1), despite the fact that only
virtual network device sub-unit 122(1) has a direct connection to server 104(3). If the packet is sent to
virtual network device sub-unit 122(2), network device 122(2) then uses one of the uplinks included in
virtual network device link 360 between virtual network device sub-units 122(1) and 122(2) to send the
packet to virtual network device sub-unit 122(1), and virtual network device sub-unit 122(1) in turn
provides the packet to its destination, server 104(3).
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In other embodiments, network devices 120(1)-120(3) may be aware that their virtual link
bundles 250(1) and 250(2) actually terminate on two different network devices. Network devices
120(1)-120(3) control packet transmission based on this information. For example, in this situation,
network device 120(2) may handle a packet addressed to server 104(3) by selecting the uplink coupled
to virtual network device sub-unit 122(1) instead of the uplink coupled to virtual network device sub-
unit 122(2), based on the fact that network device 120(2) recognizes separate connections to two
different network devices within the logical link.

Interfaces 320(13), 320(9), and 320(16), which are each coupled to network device 120(1) by
virtual link bundle 250(1), form an interface bundle. As shown by virtual link bundle 25 0(1), a virtual
link bundle can include more than two links. Additionally, a virtual link bundle can include links that
terminate on different line cards within the same virtual network device sub-unit. Similarly, interfaces
320(11) and 320(8) form another interface bundle that is coupled to network device 120(2) by virtual
link bundle 250(2). Interfaces 320(7) and 320(12) form a third interface bundle that is coupled to
network device 120(3) by virtual link bundle 250(3). Within virtual network device 202, each interface
in the same interface bundle is assigned the same logical identifier. For example, interfaces 320(13),
320(9), and 320(16) are each assigned the same logical identifier. In some embodiments, packets
received via one of these interfaces are tagged or otherwise associated with the logical identifier to
indicate that those packets were received via the virtual link bundle coupling virtual network device
202 to network device 120(1). It is noted that similar interface bundles are implemented within each
network device 120(1)-120(3), and that interfaces included in such bundles can also be assigned the
same logical identifier by each network device (or by virtual network device 202, in embodiments in
which virtual network device 202 controls the configuration of the network devices 120(1)-120(3)).
For example, network device 120(1) assigns the same logical identifier to each of the interfaces

coupled to virtual link bundle 250(1).

The association between a packet and a particular logical identifier is used by forwarding
engines within virtual network device 202 to route and forward packets to and from network devices
120(1)-120(3). For example, when a packet from a sending device (e.g., a client coupled to network
device 120(1)) is received via uplink interface 320(13), virtual network device sub-unit 122(1) can

" learn that the sending device’s MAC (Media Access Control) address is “behind” uplink interface

320(13) by associating the MAC address with the logical identifier of uplink interface 320(13). Virtual
network device sub-unit 122(1) informs each forwarding engine in virtual network device sub-unit
122(1) as well as each forwarding engine in virtual network device sub-unit 122(2) of this association.
Based on the association, packets addressed to that MAC address will be sent from an uplink interface
having the associated logical identifier. Since in this case, uplink interfaces 320(9) (in virtual network
device sub-unit 122(1)) and 320(16) (in virtual network device sub-unit 122(2)) also have the same
logical identifier as uplink interface 320(13), a packet addressed to that MAC address can be forwarded



10

15

20

25

30

35

CA 02562013 2006-10-02

WO 2005/107188 PCT/US2005/011588

-12 -
via any of uplink interfaces 320(9), 320(13), and 320(16).

The same logical identifiers are used to identify uplink interface bundles by each of virtual
network device sub-units 122(1) and 122(2), and the virtual network device sub-units coordinate to
assign the same logical identifier to each uplink interface within the same uplink interface bundle.
When forwarding packets via an uplink interface bundle identified by a particular logical identifier,
each virtual network device sub-unit 122(1) and 122(2) genérates a hash value to select one of the
uplink interfaces within that uplink interface bundle on which to send the packet. Each of the virtual
network device sub-units uses these hash values to identify local uplink interfaces within that virtual
network. Thus, each virtual network device sub-unit will only select an uplink interface that is Jocal to
that virtual network device sub-unit. For example, if virtual network device sub-unit 122(1) is
forwarding a packet via the uplink interface bundle that includes interfaces 320(9), 320(13), and
320(16), the hash value generated by virtual network device sub-unit will identify one of its interfaces
320(9) or 320(13).

In the above example, by associating each hash value with local uplink interfaces in the uplink
interface bundle, the usage of virtual switch link 360 is reduced. Essentially, virtual network device
sub-unit 122(1) favors its local uplink interfaces within a particular uplink interface bundle over remote
uplink interfaces, in the same uplink interface bundle, on virtual network device sub-unit 122(2).
Likewise, virtual network device sub-unit 122(2) favors its local uplink interfaces within a particular
uplink interface bundle over uplink interfaces included in virtual network device sub-umit 122(1). For
example, if virtual network device sub-unit 122(2) needs to forward a packet via an uplink interface,
virtual network device sub-unit 122(2) will send that packet via uplink interface 320(12) instead of
forwarding that packet across virtual network device link 360 to be sent via uplink interface 320(7). By
favoring local interfaces, the amount of traffic sent over virtual network device link 360 is reduced,
since each virtual network device sub-umit 122(1) and 122(2) will forward locally-received packets
(i.e., packets received via interfaces other than those coupled to virtual network device link 360) from a
local interface. FIGs. 6A-6D, described below, show a more detailed example of how traffic across
virtual network device link 360 can be reduced by favoring local interfaces within the first virtual

network device sub-unit to handle a particular packet.

For a given virtual link bundle, that virtual link bundle can be managed (e.g., with respect to
control protocols such as L2 protocols) in a central location. For example, in one embodiment, all of
the control protocol processing for virtual link bundle 250(1) takes place in control unit 310(1) of
virtual network device sub-unit 122(1). The results of this control protocol processing are then
communicated to control unit 310(2) of virtual network device sub-unit 122(2) and/or to a controller in
network device 120(1). Control unit 310(2) then uses (but does not modify) this information when
controlling how packets sent from and received via uplink interface 320(16) (which is in the uplink
interface bundle coupled to virtual link bundle 250(1)) are handled. For example, control umit 3 10(2)
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uses this information to set up or modify lookup tables on line cards 304(2) and/or 304(4). In this way,
the actual control protocol processing is centralized in control unit 310(1), as opposed to being

distributed among several control units in virtual network device 202.

The central point of control protocol processing can vary among virtual link bundles. For
example, while control protocol processing for virtual link bundle 250(1) is managed by control umt
310(1), control protocol processing for virtual link bundle 250(2) can be managed by control umit
310(2). In other words, control unit 310(2) can perform all of the control processing for virtual link
bundle 250(2), and the information generated by control unit 310(2) is then communicated to control
unit 310(1) for use (but not modification) within virtual network device sub-unit 122(1).

In embodiments that implement a central point of management within virtual network device
202 for each virtual link bundle’s control protocol processing, L2 protocols are run across the virtual
link bundle and/or interface bundles are used as routed L3 interfaces (it is noted that protocols other
than L2 and L3 protocols are used in other embodiments). These abilities would not be available if the
virtual network device sub-units within virtual network device 202 each performed control protocol
processing for their local interface bundles independently of each other. Additionally, in embodiments
implementing a central point of control protocol processing, a user can modify the virtual link bundle’s
control protocol behavior by accessing a single virtual network device sub-unit. In the above example,
when updating control protocol behavior of virtual link bundle 250(1), a user can simply access virtual
network device sub-unit 122(1) (instead of accessing both virtual network device sub-units 122(1) and
122(2)). Virtual network device sub-unit 122(1) then automatically propagates to network device
122(2) any changes made by the user to the control protocols. Furthermore, since the use of virtual link
bundles allows several uplinks to be managed as a single logical uplink, fewer uplink interfaces need to
be configured than would be required if virtual link bundles were not used. For example, if each virtual
link bundle includes two uplinks, the number of uplink interfaces within virtual network device 202

that need to be configured by a user is halved.

Virtual network device sub-units 122(1) and 122(2) implement certain behaviors in order to
act as a virtual network device 202 that, from the perspective of network devices 120(1)-120(3),
appears to be a single logical network device. For example, whenever virtual network device sub-unit
122(2) receives a packet from a local network device, client, or server and that packet’s destination
logical identifier identifies an uplink interface bundle, virtual network device sub-unit 122(2) sends the
packet from a local uplink interface within the identified uplink interface bundle. Virtual network
device sub-unit 122(2) can also provide the packet to virtual network device sub-unit 122(1), but virtual
network device sub-unit 122(1) should not output this packet on a virtual link bundle. This way, the
destination device only receives one copy of the packet from virtual network device 202 (as opposed to
receiving one copy from each virtual network device sub-unit 122(1) and 122(2)) and the appearance of

virtual network device 202 being a single entity is maintained.
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To operate in this way, each egress uplink interface coupled to a link in a virtual link bundle 1s
configured to filter out traffic received via virtual network device link 360. For example, virtual
network device sub-unit 122(1) receives a packet via virtual network device link 360. The interface
320(1) or 320(3) that receives the packet updates information (e.g., in a header) associated with the
packet to indicate that the packet was received via virtnal network device link 360 (in alternative
embodiments, the sending interface in virtual network device sub-unit 122(2) updates this information).
When virtual network device sub-unit 122(1) looks up the destination address of the packet in a lookup
table, the lookup table returns the logical identifier that identifies local uplink interfaces 320(9) and
320(13). The packet is then forwarded to uplink interface 320(13) (e.g., selected based on load-sharing
considerations). When uplink interface 320(13) receives the packet, uplink interface 320(13) will only
output the packet if the packet was not received via virtual switch link 360, since if the packet was
received via the virtual switch link, the other virtual network device sub-unit 122(2) will have already
sent the packet via the virtual link bundle. Thus, uplink interface 320(13) filters the packet from the
packet flow being sent via uplink interface 320(13) based on the information appended to the packet
that indicates whether the packet was received via virtual network device link 360.

In some embodiments, MAC notification frames are used to keep the content of the L2 tables
in virtual network device sub-unit 122(1) synchronized with the content of the L2 tables in virtual
network device sub-unit 122(2) and vice versa. Whenever a MAC notification that involves a port
behind a virtual link bundle or an uplink interface included in an uplink interface bundle is generated
within a virtual network device sub-unit (e.g., such a notification is generated by one line card in order
to update an L2 table on another line card), a copy of the MAC notification is sent via virtual network
device link 360. Similarly, if a virtual network device sub-unit determines that a packet should be
flooded, the virtual network device sub-unit will send a copy of that packet via virtual network device
link 360, ensuring that the virtual network device sub-unit will receive a copy of any MAC notification

response generated by a forwarding engine in the peer virtual network device sub-unit.

By way of example, assume that virtual network device sub-unit 122(1) floods a packet
because the forwarding engine(s) included in virtual network device sub-unit 122(1) do not know
which port or uplink interface is associated with the packet’s destination address. As part of flooding
the packet, virtual network device sub-unit 122(1) sends a copy of the packet to virtual network device
sub-unit 122(2) via virtual switch link 360. If a forwarding engine within virtual network device sub-
unit 122(2) already knows that the destination address is behind a particular uplink interface or port
(e.g., if a forwarding table already includes an entry associating the destination address with a port of
one of network devices 120), that forwarding engine generates a MAC notification identifymg this
association, which is distributed to any other forwarding engines within virtual network device sub-unit
122(2). Since the packet was originally received via virtual network device link 360, virtual network
device sub-unit 122(2) also sends a copy of the MAC notification back via virtual network device link
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360. This MAC notification is then distributed among the forwarding engines included in virtual
network device sub-unit 122(1). After being updated based on the MAC notification, the forwarding
engines in virtual network device sub-unit 122(1) now know the location of the device identified by the
destination address. Accordingly, subsequently-received packets addressed to that device will not be

flooded.

When all of the physical links in a virtual link bundle that connect to a single virtual network
device sub-unit fail, the virtual link bundle transitions to a normal link bundle that is coupled to a single
virtual network device sub-unit. At this point, the behavior of each virtual network device sub-umnit
with respect to that network device bundle is modified. For example, assume that all of the uplinks in
virtual link bundle 250(1) that are coupled to virtual network device sub-unit 122(2) fail. At this point,
virtual network device sub-unit 122(2) no longer has any local uplink interfaces that can send packets
via virtual link bundle 250(1). Accordingly, virtual network device sub-unit 122(2) will redirect all
traffic that needs to be sent via virtual link bundle 250(1) across virtual network device link 360.
Additionally, since network device 122(2) can no longer send packets via virtual link bundle 250(1),
virtual network device sub-unit 122(1) will cease to filter traffic received via virtual network device
link 360 from being sent via virtual link bundle 250(1). If at least one of the uplinks in virtual link
bundle 250(1) that is coupled to virtual network device sub-unit 122(2) 1s restored, virtual link bundle
250(1) will transition back to its normal mode of operation, in which virtual network device sub-unit
122(2) will send locally-received packets via virtual link bundle 250(1) and virtual network device sub-
unit 122(1) will filter packets received via virtual network device link 360 from being sent virtual link

bundle 250(1).

Distributed Forwarding within a Virtual Network Device

FIGs. 4A-4F illustrate how two virtual network device sub-units 122(1) and 122(2), which
collectively operate as a single virtual network device, perform distributed forwarding for a packet
having a multicast destination address. In this example, at most one copy of a packet having a
multicast destination address is transferred between the virtual network device sub-units via virtual

network device link (VNDL) 360.

In FIGs. 4A-4F, a virtual network device includes two virtual network device sub-units 122(1)
and 122(2). Virtual network device sub-unit 122(1) includes two forwarding engines (FEs), FE 410(1)
and FE 410(2). Virtual network device sub-unit 122(1) has one interface 420(1) to a device in Virtual
Iocal Area Network (VLAN) Blue (in this example, different VLANSs are referred to using different
colors). Virtual network device sub-unit 122(1) also includes an interface coupled to virtual link
bundle (VLB) 450(1) and another interface coupled to virtual link bundle 450(2). VLB 450(1) is
coupled to a device in VLAN Blue, and VLB 450(2) is coupled to a device in VLAN Green. Virtual
network device sub-unit 122(1) also includes an interface that is coupled to virtual network device link
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360. It is noted that in other embodiments, a virtual network device includes more than two virtual

network device sub-units.

Virtual network device sub-unit 122(2) includes two forwarding engines, FE 410(3) and FE
410(4). Virtual network device sub-unit 122(2) has one interface 420(2) to a device in Virtual Local
Area Network (VLAN) Red. Virtual network device sub-unit 122(2) also includes an interface coupled
to virtual link bundle (VLB) 450(1) and another interface coupled to virtual link bundle 450(2). Virtual

network device sub-unit 122(2) also includes an interface that is coupled to virtual network device link

360.

In some embodiments, each virtual network device sub-unit 122(1) and 122(2) includes two or
more forwarding engines. The number of forwarding engines in a virtual network device sub-unit can
be proportional to the number of line cards included in that virtual network device sub-unit. For
example, in one embodiment, each line card has its own forwarding engine. Each forwarding engine
410(1)-410(4) is an example of a distributed forwarding module that is configured to perform

distributed forwarding for a packet having a multicast destination address.

Within a virtual network device in which each line card has its own forwarding engine, a

packet is handled by up to two forwarding engines per virtual network device sub-unit. Within each

- virtual network device sub-unit, a given copy of a packet is forwarded by up to two forwarding

engines. One of these forwarding engines is the forwarding engine on the ingress line card, which is
the line card that includes the interface via which the packet is received into the virtual network device
sub-unit. The other forwarding engine is on the egress line card, which is the line card that includes the
interface via which a particular copy of the packet is output from the virtual network device sub-unit.
If the ingress line card is also the egress line card for a given copy of the packet, that copy of the packet
is only handled by one forwarding engine. It is noted that for a given packet, several copies of that
packet can be output. For example, if a packet is flooded, the forwarding engine on the ingress line

card causes a copy of that packet to be provided to each other line card.

In some embodiments, two different kinds of lookups are performed by each forwarding
engine 410(1)-410(4). The first type of lookup is referred to herein as an ingress lookup. When an
ingress lookup is performed for a packet, a “primary” entry can be allocated in a lookup table. The
primary entry corresponds to the source address of the packet. If a lookup table on a particular line
card includes a primary entry for a given address, the primary entry identifies an output interface on
that particular line card via which a packet addressed to the given address should be output. Ingress
lookups are typically performed for a packet by the first forwarding engine within the virtual network
device to handle that packet. When an egress lookup is performed, primary entries cannot be allocated.
Egress lookups are typically performed by forwarding engines other than the first forwarding engine to

handle a given packet.
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In FIG. 4A, a device coupled to port 420(1) sends a packet to the virtual network device. The
packet has a multicast destination address. This packet is received by virtual network device sub-umnit
122(1) via port 420(1). The packet is being conveyed in VLAN “Blue” (in this example, VLANSs are
identified using colors). In other words, VLAN Blue is the incoming VLAN for the packet.

As shown in FIG. 4B, FE 410(1) performs lookups for packets received via port 420(1) (e.g.,
FE 410(1) can be included on the same line card as port 420(1), or port 420(1) can be included on a line
card that does not include its own forwarding engine). In response to the packet being received via port
420(1), FE 410(1) performs an ingress lookup for the packet. In this example, for a packet with a
multicast destination address, the ingress lookup includes both an L2 lookup and an L3 lookup (it is
noted that other types of lookups can be used in other embodiments). The ingress lookup identifies

outgoing interfaces associated with devices in the multicast group to which the packet is addressed.

The L2 lookup (which only identifies returns an index that identifies all mterfaces within
VLAN Blue. The identified interfaces are thus the local interface within the interface bundle coupled
to virtual link bundle (VLB) 450(1) and port 420(1). Since the packet was received via port 420(1), the
packet is not output via that port. FE 410(1) sends a copy of the packet (labeled “B”) in VLAN Blue to
FE 410(2), which performs forwarding for the local interface coupled to VLB 450(1) (e.g., FE 410(2)
can be included on the same line card as the port coupled to VLB 450(1)). Information (e.g., in a
header appended to the packet) associated with the copy of the packet sent to FE 410(2) indicates that
an ingress lookup has already been performed.

The L3 lookup (which identifies outgoing interfaces in VLANs other than the imcoming
VLAN) identifies an outgoing interface, which is coupled to VLB 450(2), in VLAN Green. Since there
is an outgoing interface in VLANSs Red, FE 410(1) replicates the packet. By replicating the packet, FE
410(1) creates at least one copy of the packet for each outgoing VLAN. In this example, the packet is
replicated in VLAN Green. FE 410(1) sends the replicated copy of the packet to FE 410(2) (e.g.,
because FE 410(2) is included on the same line card as the interface coupled to VLB 450(2)).

As shown in FIG. 4C, the replicated copy of the packet (labeled “G”) in VLAN Green 1s
received by FE 410(2). In response to receiving the copy of the packet in VLAN Blue, FE 410(2)
performs an egress lookup for this copy of the packet. The egress lookup identifies outgoing interfaces
within the incoming VLAN, VLAN Blue. In this example, the egress lookup identifies the interface
coupled to VLB 450(1). Accordingly, FE 410(2) causes a copy of the packet to be output via VLB
450(1) in VLAN Blue. During the egress lookup, FE 410(2) also allocates a non-primary entry to the
packet’s source address, if no lookup table entry has already been allocated to that address. The non-
primary entry indicates that packets having that address as a destination address should be forwarded to

the line card that includes FE 410(1).
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FE 410(1) also identifies that VLAN Blue was the incoming VLAN for the multicast packet.
Accordingly, FE 410(1) sends a copy of the packet to virtual network device sub-unit 122(2) via virtual
network device link (VNDL) 360. FE 410(1) also associates information with this copy of the packet
(e.g., by appending a header to the packet) and sends the associated information to virtual network
device sub-unit 122(2) via VNDL 360. The associated information identifies the incoming VLAN
(VLAN Blue) in which the packet was originally received.

As shown in FIG. 4D, FE 410(2) also performs an egress lookup for the copy of the packet
being conveyed in VLAN Green. The egress lookup identifies the local interface coupled to VLB
450(2) as the outgoing interface for this copy of the packet, and FE 410(2) causes the copy of the
packet to be output via VLB 450(2).

Additionally, FE 410(3) in virtual network device sub-unit 122(2) performs an ingress lookup
for the copy of the packet received via VNDL 360. Information associated with the packet 1dentifies
the incoming VLAN as VLAN Blue. The L2 lookup identifies the interface coupled to VLB 450(1).
The L3 lookup identifies port 420(3) and the interface coupled to VLB 450(2) in VLAN Green and port
420(2) in VLAN Red. Accordingly, FE 410(3) causes the packet to be replicated in VLANs Green and
Red.

In FIG. 4E, the copy of the packet in VLAN Blue is not sent via VLB 450(1) by virtual
network device sub-unit 122(2). For example, the interface coupled to VLB 450(1) filters the packet
from the packet flow being output via VLB 450(1) in response to detecting that the packet has already
been handled by virtual network device sub-unit 122(1). Similarly, the copy of the packet in VLAN
Green is not sent via VLB 450(2). Accordingly, only one copy of the packet is output via each virtual
link bundle.

FE 410(3) causes the copy of the packet in VLAN Green to be output via port 420(3). Since
this port is not part of an interface bundle that spans both virtual network device sub-units 122(1) and
122(2), the packet is not filtered from the packet flow being output via port 420(3). FE 410(3) also
causes the copy of the packet (labeled “R”) in VLAN Red to be sent to FE 410(4) (e.g., because FE
410(4) and Port 420(2) are included on the same line card).

FIG. 4F shows how FE 410(4) performs an egress lookup for the copy of the packet being sent
in VLAN Red. The egress lookup identifies port 420(2), and FE 410(4) causes the copy of the packet
to be output via port 420(2). Since port 420(2) is not part of an interface bundle shared with virtual
network device sub-unit 122(1), the packet is not filtered from the output flow being sent via port
420(2).

It is noted that in the above example, one forwarding engine in each virtual network device

sub-unit performs an ingress lookup for the multicast packet. During the ingress lookup, the packet is
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replicated, if needed, in each outgoing VLAN. The forwarding engine that performs the ingress lookup
forwards a copy of the packet to each line card that includes an interface in the incoming and/or
outgoing VLANs. In the example of FIGs. 4A-4F, if a line card included interfaces in multiple VLANs
(e.g., such as the line card that includes FE 410(2) and the mterfaces coupled to VLB 450(1) and

450(2) respectively), that line card received one copy of the packet in each VLAN.

In alternative embodiments, at most one copy of the packet is sent to each line card, regardless
of whether that line card includes outgoing interfaces in more than one of the incoming and/or outgoing
VLANs. In such embodiments, a forwarding engine in each line card performs an ingress lookup for
the packet in order to replicate the packet in other VLANS, if needed. For example, if this type of
forwarding were used in the embodiment of FIG. 4A, only one copy of the multicast packet would be
sent to FE 410(2). FE 410(2) would then perform an ingress lookup for the packet. As part of the
ingress lookup, FE 410(2) would replicate the packet in VLAN Green.

FIG. 5A is a flowchart of a method used by a virtual network device sub-unit to forward at
most one copy of a multicast packet to another virtual network device sub-unit included in the same
virtual network device. At 501, a multicast packet is received by a virtual network device sub-umnit.
The packet is received via an interface that is not coupled to a virtual network device link (i.e., the
packet is received from a device other than another virtual network device sub-unit in the same virtual

network device). The packet is being conveyed in a particular VLAN.

The virtual network device sub-unit performs an ingress lookup for the multicast packet. As
part of this lookup, the virtual network device sub-unit determines whether the packet needs to
replicated for other outgoing VLANS, as shown at 503. If the packet needs to be replicated because
there are outgoing interfaces in VLANS other than the incoming VLAN, at least one copy of the packet
is made for each outgoing VLAN, as shown at 507.

Regardless of whether the packet is replicated at 507, only one copy of the packet 1s sent to
another virtual network device sub-unit via the virtual network device link, as shown at 509.
Information associated with this packet (e.g., included in a header appended to the packet or included
in an Ethernet tag within the packet), which is also sent via the virtual network device link, identifies

the original incoming VLAN in which the packet was received.

At 507, the virtual network device sub-unit (which received the packet at 501) outputs one or
more copies of the packet. These copies of the packet are output from appropriate ports and/or uplink
interfaces, including those that are coupled to virtual link bundles, in the outgoing and incoming

VLANSs for the packet’s multicast group.

FIG. 5B is a flowchart of a method used by a virtual network device sub-unit vice to forward a

multicast packet received from another virtual network device sub-unit included in the same virtual
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network device. At 551, the virtual network device sub-unit receives a multicast packet via an interface
coupled to a virtual network device link. In other words, the virtual network device sub-unit receives
the multicast packet from another virtual network device sub-umit. Information identifying the

incoming VLAN is also received.

At 553, the virtual network device sub-unit (which received the multicast packet at 551)
replicates the packet, if needed. For example, the virtual network device sub-unit replicates the packet
in one or more outgoing VLANS if the virtual network device sub-unit includes interfaces in those
VLANs. In one embodiment, replication is performed as part of an ingress lookup for the multicast
packet.

At 555, copies of the packet are output from interfaces in the incoming and outgoing VLANS.

However, no copies of the packet are output from interfaces that are coupled to interface bundles.

FIGs. 6A-6K illustrate how two virtual network device sub-units, which collectively operate
as a single virtual network device, perform distributed forwarding for a packet having a unicast
destination address. It is noted that in other embodiments, a virtual network device can include more
than two virtual network device sub-units. In FIGs. 6A-6K, two virtual network device sub-units
122(1) and 122(2) are coupled by virtual network device link (VNDL) 360. Virtual network device
sub-unit 122(1) includes port 620(1), forwarding engines (FEs) 610(1) and 610(2), an interface coupled
to virtual link bundle (VLB) 650(1), and an interface coupled to VNDL 360. Virtual network device
sub-unit 122(2) includes port 620(2), forwarding engines (FEs) 610(3) and 610(4), an interface coupled
to virtual link bundle (VLB) 650(1), and an interface coupled to VNDL 360. Each forwarding engine
610(1)-610(4) is an example of a distributed forwarding module that is configured to perform

distributed forwarding for a packet having a unicast destination address.

In FIG. 6A, virtual network device sub-unit 122(1) receives a packet via port 610(1). The
packet is a unicast packet (i.e., the packet has a unicast destination address). As shown in FIG. 6B, FE
610(1) performs an ingress lookup for the unicast packet. The packet’s destination address misses 1n
the lookup table, and thus forwarding engine 610(1) floods the packet in the packet’s incoming VLAN.
If the lookup table does not already include an entry for the packet’s source address, FE 610(1)
allocates a primary entry to the packet’s source address. The allocated primary entry indicates that the
source address is associated with port 620(1). If FE 610(1) later forwards a packet having that address
as its destination address, FE 610(1) will cause the packet to be output via port 620(1) in response to

information stored in the primary entry.

In FIG. 6C, FE 610(1) causes the packet to be forwarded to FE 610(2) (e.g., by forwarding the
packet to the line card that includes FE 610(2)). FE 610(1) also sends information (e.g., included in a
header appended to the packet) that indicates that an ingress lookup has already been performed for that
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packet and that the result of the ingress lookup was to flood the packet. For example, mn some
embodiments, FE 610(1) appends or otherwise associates a destination index, which 1n this situation is

a flood index (e.g., a destination index that indicates that the packet 1s being flooded), with the packet.

FE 610(2) performs an egress lookup for the packet in FIG. 6D. The egress lookup hits a non-
primary entry for the packet’s destination address. The non-primary entry identifies the outgoing
interface (within the virtual network device) via which the packet should be output in order to reach its
destination. In this example, the non-primary entry identifies that the packet should be output via
VNDL 360 in order to reach its outgoing interface, port 620(2), which is included in virtual network
device sub-unit 122(2). The fact that the entry is not a primary entry indicates that the outgoing
interface (620(2) in this example) is not included on the same line card as (or a line card for which
forwarding is performed by) FE 610(2). During the egress lookup, FE 610(2) also allocates a non-
primary entry to the packet’s source address (if an entry corresponding to that source address has not
already been allocated). This non-primary entry indicates that packets having that address as a
destination z,lddress should be forwarded to the line card that includes FE 610(1).

Since FE 610(2) found a matching entry for the packet’s destination address, FE 610(2) does
not continue to flood the packet. Accordingly, the packet is not sent via the local interface coupled to
VLB 650(1). Since the matching entry was not a primary entry, however, FE 610(2) does not update
the information associated with the packet. Instead, the information associated with the packet
maintains the value generated by FE 610(1), which indicates that the lookup for the packet’s
destination address missed and that the packet is being flooded. FE 610(2) forwards the packet and the
associated information to virtual network device sub-unit 122(2) via VNDL 360, as shown in FIG. 6E.

In FIG. 6F, FE 610(3) performs an egress lookup for the packet in response to receiving the
packet via VNDL 360. Thus, despite being the first forwarding engine within virtual network device
sub-unit 122(2) to perform a lookup for the packet, FE 610(3) performs an egress lookup (as opposed
to an ingress lookup). This differs from the multicast forwarding scenario shown in FIGs. 4A-4F,

where an ingress lookup is performed for a packet, received via the virtual network device link, with a

multicast virtual address.

The egress lookup performed by FE 610(3) hits a non-primary eniry for the packet’s
destination address. This non-primary entry can, for example, identify the line card that includes port
620(2). Since the matching entry is a non-primary entry, FE 610(3) does not modify the mformation
associated with the packet. Instead, FE 610(3) causes the packet and the associated information (which
still has the value generated by FE 610(1) in virtual network device sub-unit 122(1)) to be forwarded to
FE 610(4), as shown 1 FIG. 6G.

During the egress lookup, FE 610(3) also allocates a non-primary entry to the packet’s source
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address, if an entry corresponding to the source address has not already been allocated. In this
example, the non-primary entry indicates that packets addressed to that address should be forwarded to
virtual network device sub-unit 122(1) via VNDL 360. However, if the packet had been received by
virtual network device sub-unit 122(1) via an interface bundle shared with virtual network device sub-
unit 122(2), the non-primary entry allocated to the packet’s source address could identify an interface
in virtual network device sub-unit 122(2). For example, if the packet was received via VLB 650(1) and
then forwarded to virtual network device sub-unit 122(2) via VNDL 360, FE 410(3) could allocate a
non-primary entry to the packet’s source address that identified the local interface coupled to VLB

650(1).

In FIG. 6H, FE 610(4) performs an egress lookup for the packet. The egress lookup hits a
primary entry in the lookup table. The primary entry identifies port 620(2). For example, a destination
index included in the primary entry identifies port 620(2).

FE 610(4) compares the information associated with the packet with the information in the
primary entry. For example, FE 610(4) compares a destination index associated with the packet with
the destination index included in the primary entry found during the egress lookup. Since the
destination index associated with the packet by FE 610(1) is the flood index, and the destination index
in the primary entry identifies port 620(2), the two destination indices will not match.

As shown in FIG. 61, FE 610(4) causes the packet to be output via port 620(2). Additionally,
since the information associated with the packet did not match the information found in the primary
entry, FE 610(4) causes an error notification to be sent back towards the forwarding engine that
performed the ingress lookup for the packet. In this example, the error notification 1s a MAC (Media
Access Control) notification (labeled “MN”). The MAC notification indicates the packet’s destination
MAC address. FE 610(4) causes the MAC notification to be sent to FE 610(3).

As shown in FIG. 6J, FE 610(3) forwards the MAC notification back to virtual network device
sub-unit 122(1) via VNDL 360. Similarly, FE 610(2) forwards the MAC notification to FE 610(1), as
shown in FIG> 6K. In response to receiving the MAC notification, FE 610(1) “learns” the MAC
address included in the packet by allocating a non-primary entry to the MAC address included in the
packet. The non-primary entry includes a destination index or other information that identitfies how FE
610(1) should forward a packet with that destination address. In this example, FE 6 10(1) includes a
destination index identifying the line card that includes FE 610(2) in the non-primary entry allocated in
response to the MAC notification, since FE 610(1) received the MAC notification from that line card.
As a result of learning the MAC address, FE 610(1) will not flood subsequently received packets to
that destination MAC address.

FIG. 7 is a flowchart illustrating the manner in which a virtual network device sub-unit
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forwards a unicast packet received from another virtual network device sub-unit in the same virtual
network device. At 701, the virtual network device sub-unit receives a unicast packet via a virtual
network device link (i.e., the unicast packet is received from another virtual network device sub-unit).
Information associated with the packet, such as a destination index, is also received via the virtual
network device link. This associated information was generated by a forwarding engine (within the

same virtual network device) that performed an ingress lookup for the packet.

At 703, an egress lookup is performed for the packet. An ingress lookup is not performed for
the packet since a forwarding engine in the other virtual network device sub-unit will have already
performed an ingress lookup for the packet. Performing the egress lookup can involve inputting all or

part of the packet’s destination address to a lookup table.

If a non-primary entry is found during the egress lookup, as determined at 705, the
information associated with the packet is not modified. The packet and the associated information are
forwarded according to the information found in the lookup, as shown at 707. For example, if the

egress lookup does not find a matching entry, the packet and the associated information are flooded.

If a primary entry is found, as determined at 705, the information associated with the packet 1s
compared to the information in the primary entry. For example, as shown at 709, a destination index
included in the primary entry is compared to a destination index in the information that is associated
with the packet. If the destination index in the primary entry does not match the destination index
associated with the packet, the destination index associated with the packet is replaced with the
destination index found in the primary entry, as shown at 711. Additionally, an error notification, such
as a MAC notification, is sent back to the forwarding engine that performed the ingress lookup. After
the destination index associated with the packet is replace, if needed, the packet is then forwarded

according to the associated destination index, as shown at 713.

FIG. 8 is a flowchart illustrating the manner in which a virtual network device sub-umit
forwards packets received from another virtual network device sub-unit in the same virtual network
device. At 801, a packet is received via a virtual network device link. If the packet includes a unicast
destination address, an egress lookup is performed for the packet’s destination address, as shown at
803-805. If the packet includes a multicast destination address, an ingress lookup is performed for the
packet’s destination address, as shown at 803 and 805.

It is noted that in some embodiments, the functionality needed to perform distributed
forwarding (e.g., by implementing a distributed forwarding module that performs one or more of the
methods illustrated in FIGs. 5A, 5B, 7, and 8) is implemented in software executing on a virtual
network device sub-unit. For example, each virtual network device sub-unit can include a computer

readable media upon which program instructions and/or data useable to perform distributed forwarding
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are stored. Such program instructions are executable to detect the reception of packets, which are
received by the adjunct network device via an interface. Exemplary types of computer readable media
include CDs (Compact Discs), DVDs (Digital Versatile Discs), hard disks, optical disks, tape devices,
floppy disks, and memory (e.g., various types of RAM (Random Access Memory), ROM (Read Only
Memory), flash memory, MEMS (Micro Electro-Mechanical Systems) memory, and the like). Such a
network device can include one or more processors (€.g., microprocessors, PLDs (Programmable Logic
Devices), or ASICs (Application Specific Integrated Circuits)) configured to execuie program
instructions stored in the computer readable media. The program instructions and/or data can also be
transferred to a virtual network device sub-unit via a network such as the Internet or upon a carrier
medium. In some embodiments, a computer readable medium is a carrier medium such as a network
and/or a wireless link upon which signals such as electrical, electromagnetic, or digital signals, on

which the data and instructions are encoded, are conveyed.

Although the present invention has been described with respect to specific embodiments
thereof, various changes and modifications may be suggested to one skilled in the art. It 1s intended

such changes and modifications fall within the scope of the appended claims.

INDUSTRIAL APPLICABILITY

Embodiments of the present invention can be used in the field of networking.
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WHAT IS CLAIMED IS:

1. A method for processing a packet in a virtual network device in a network,
the virtual network device comprising at least two network devices coupied by a
virtual network device link and configured to operate as a single virtual network

5 device, wherein the virtual network device is configured to perform Layer 2
forwarding to forward the packet to one or more other network devices within the

network, the method comprising:

receiving the packet via the virtual network device link, the packet comprising a

unicast destination address:; and

10 performing an egress lookup in a lookup table on a first line card for the packet In
response to the receiving the packet, wherein the egress lookup results in one of
a found primary entry, a found non-primary entry, and no found entry, wherein
the performing the egress lookup comprises allocating a non-primary entry
corresponding to a source address of the packet in the lookup table, if the non-
15 primary entry corresponding to the source address has not already been

allocated, wherein the non-primary entry indicates a second line card.

2. The method of claim 1, wherein a header associated with the packet Is
also received via the virtual network device link; and the header comprises a

destination identifier.
20 3. The method of claim 2, further comprising:

in response to the egress lookup that results in the found non-primary entry

corresponding to the unicast destination address:

sending the packet and the header to another line card indicated by the found

non-primary entry.
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4 The method of claim 2, further comprising:

iIn response to the egress lookup that results in the found primary entry

corresponding to the unicast destination address:

sending the packet from an interface identified by the found primary entry.

5. The method of claim 4, further comprising:

sending a notification via the virtual network device link if the destination identifier

comprised in the header does not match a destination identifier comprised in the

primary entry, wherein the notification identifies the unicast destination address

as corresponding to the destination identifier comprised in the primary entry.

6. The method of claim 5, wherein the packet is only sent from the interface if

the interface is not comprised in an uplink interface bundle.

7. The method of claim 1, further comprising:

receiving a second packet, the second packet comprising a multicast destination

address; and sending at most one copy of the second packet via the virtual

network device link.
8. The method of claim 7, further comprising:

receiving a third packet via the virtual network device link, the third packet

comprising a second multicast destination address; and

replicating the third packet for each of a plurality of outgoing VLANs (Virtual Local

Area Networks) associated with the second multicast destination address.

9. A method for processing a packet in a virtual network device in a network,

the virtual network device comprising at least two network devices coupled by a
virtual network device link and configured to operate as a single virtual network
device, wherein the virtual network device is configured to perform Layer 2
forwarding to forward a the packet to one or more other network devices within

the network, the method comprising:
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receiving the packet via the virtual network device link;

performing one of an ingress lookup and an egress lookup in a lookup table on a

first line card for the packet, wherein the ingress iookup is performed for the

packet if the packet includes a multicast destination address, wherein the
performing the Ingress lookup comprises allocating a primary entry
corresponding to a source address of the packet in the lookup table, if the
primary entry corresponding to the source address has not already been

allocated, wherein the primary entry indicates the first line cara; and

the egress lookup is performed for the packet if the packet includes a unicast
destination address, wherein the performing the egress lookup comprises
allocating a non-primary entry corresponding to the source address of the packet
in the lookup table, if the non-primary entry corresponding to the source address
has not already been allocated, wherein the non-primary entry indicates a

second line card.

10. A system for processing a packet in a virtual network device in a network,
the virtual network device comprising at least two network devices coupled by a
virtual network device link and configured to operate as a single virtual network
device, wherein the virtual network device is configured to perform Layer 2
forwarding to forward the packet to one or more other network devices within the

network, the system comprising:

an interface to the virtual network device link, wherein the interface is configured

to recelve a packet; and

a distributed forwarding module coupled to the interface, wherein the distributead

forwarding module is configured to forward the packet, and

the distributed forwarding module is configured to perform an egress lookup in a
lookup table on a first line card for the packet if the packet includes a unicast
destination address, wherein the egress lookup results in one of a found primary
entry, a found non-primary entry, and no found entry, wherein the performing the

egress lookup comprises allocating a non-primary entry corresponding to a

27



CA 02562013 2011-12-07

source address of the packet in the lookup table, if the non-primary entry

corresponding to the source address has not already been allocated, wherein the
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non-primary entry indicates a second line card.

11.  The system of claim 10, wherein the distributed forwarding module is
configured to perform an ingress lookup in the lookup table on the first line card
for the packet if the packet includes a multicast destination address.

12.  The system of claim 11, further comprising:
a second interface configured to receive a second packet, wherein
the second packet comprises a second multicast address, and

the distributed forwarding module is configured to send at most one copy

of the second packet via the virtual network device link.

13. The system of claim 10, wherein a header associated with the packet is
also received via the virtual network device link, the header comprises a
destination identifier, and the packet comprises the unicast destination address,
and the distributed forwarding module is configured to send the packet and the
header from an interface in response to the egress lookup that results in the

found primary entry corresponding to the unicast destination address and the

iInterface is identified by the found primary entry.

14.  The system of claim 13, wherein the distributed forwarding moduie is

configured to send a notification via the virtual network device link if a the
destination identifier comprised in the header does not match a destination

identifier comprised in the found primary entry, and

the notification identifies the unicast destination address as corresponding to the

destination identifier comprised in the found primary entry.

15. A system for processing a packet in a virtual network device in a network,
the virtual network device comprising at least two network devices coupled by a
virtual network device link and configured to operate as a single virtual network

device, wherein the virtual network device is configured to perform Layer 2

28
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forwarding to forward the packet to one or more other network devices within the

network, the system comprising:

means for receiving a packet via the virtual network device link, the packet

comprising a unicast destination address; and

means for performing an egress lookup for the packet in a lookup table on a first
line card, wherein the egress lookup results in one of a found primary entry, a
found non-primary entry, and no found entry, wherein the performing the egress
lookup comprises allocating a non-primary entry corresponding to a source
address of the packet in the lookup table, if the non-primary entry corresponding

to the source address has not already been allocated, wherein the non-primary

entry indicates a second line card.

16.  The system of claim 15, wherein a header associated with the packet is
also received via the virtual network device link, the header comprises a
destination identifier obtained by performing an ingress lookup in the lookup table

on the first line card for the packet.
17.  The system of claim 16, further comprising:

means for sending the packet and the header to another line card in response to
the egress lookup that results in the found non-primary entry corresponding to

the unicast destination address.

18.  The system of claim 16, further comprising:

means for sending the packet from an interface identified by a the found primary
entry, In response to the egress lookup that resuits in the found primary entry

corresponding to the unicast destination address.
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19.  The system of claim 18, further comprising:

means for sending a notification via the virtual network device link if the
destination identifier comprised in the header does not match a destination
identifier comprised in the found primary entry, wherein the notification identifies

the unicast destination address as corresponding to the destination identifier

comprised in the found primary entry.

20.  The system of claim 18, wherein the packet is only sent from the interface

if the interface is not comprised in an uplink interface bundle.

21.  The system of claim 16, further comprising:

means for receiving a second packet, the second packet comprising a multicast

destination address: and

means for sending at most one copy of the second packet via the virtual network

device link.

22. A computer readable medium comprising a sequence of statements and
instructions executable by a processor to process a packet in a virtual network
device in a network, the virtual network device comprising at least two virtual
network device sub-units coupled by a virtual network device link and configured

to operate as a single virtual network device, wherein the virtual network device
IS configured to perform Layer 2 forwarding to forward the packet to one or more

other network devices within the network, the sequence executable to:

detect reception of the packet via the virtual network device link, the packet

comprising a unicast destination address; and

perform an egress lookup for the packet in a lookup table on a first line card,
wherein the egress lookup results in one of a found primary entry, a found non-
primary entry, and no found entry, wherein the performing the egress lookup
comprises allocating a non-primary entry corresponding to a source address of

the packet in the lookup table, if the non-primary entry corresponding to the
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source address has not aiready been allocated, wherein the non-primary entry

indicates a second line card.

23. The computer readable medium of claim 22, wherein a header associated
with the packet is also received via the virtual network device link, the header

comprises a destination identifier.

24. The computer readable medium of claim 23, wherein the sequence Is

further executable to:

send the packet and the header to another line card if a in response to the

egress lookup that results in the found non-primary entry corresponding to the

unicast destination address.

25.  The computer readable medium of claim 23, wherein sequence is further

executable to:

send the packet from an interface identified by a primary entry in response
to the egress lookup that results in the found primary entry corresponding

to the unicast destination address.

26. The computer readable medium of claim 25, wherein the sequence Is

further executable to:

send a notification via the virtual network device link if the destination
identifier comprised in the header does not match a destination identifier
comprised in the found primary entry, wherein the notification identifies the
unicast destination address as corresponding to the destination identifier

comprised in the found primary entry.

27. The computer readable medium of claim 25, wherein the packet is only

sent from the interface if the interface is not comprised in an uplink interface
bundle.
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28. The computer readable medium of claim 23, wherein the sequence Is

further executable to:

detect reception of a second packet, the second packet comprising a multicast

destination address; and

send at most one copy of the second packet via the virtual network device link.
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