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METHOD AND SYSTEM FOR CONTROLLING THE EXCHANGE
OF VEHICLE RELATED MESSAGES

RELATED APPLICATION INFORMATION
This patent application claims priority pursuant to 35 U.S.C. § 119(c) to U.S.
Provisional Patent Application Serial Number 60/560,088, entited “METHOD AND
SYSTEM FOR ADMINISTRATING AND CONTROLLING THE EXCHANGE OF
SERVICES AND INFORMATION BETWEEN A VEHICLE AND A REMOTE
LOCATION,” which was filed with the U.S. Patent and Trademark Office on April 6,

2004.

BACKGROUND OF THE INVENTION

1. Field of the Invention
The present invention relates to a method and system for administering and
controliing information provisioned to vehicles from a remote location. More specifically,

thie present invention relates to administering and controlling vehicle-related information
provisioned between a vehicle and the remote location.

2. Description of Related Art
The upkeep and maintenance of vehicles is essential to maintain a vehicle in

good running condition and to maintain the overall reputation of a vehicle manufacturer.
F or example, even if a vehicle malfunctions or breaks down because of user neglect, as
opposed to a vehicle defect, the reputation of the vehicle manufacturer will still be
injured, especially if several vehicles malfunction because of user neglect. Thus, as
users often neglect to regularly service their vehicles, upgrade their vehicles with
improved replacement parts, and, in some cases, even forget to replace recalled vehicle

parts, it is important to remind users to service their vehicles.
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Known methods to remind users are very inflexible, cumbersome and inefficient.
In previous methods, vehicles were manufactured with warning lights that are activated
when an event occurs. For example, maintenance reminder lights and low oil level
lights are activated to remind users to bring their car to a service provider. The lights
are activated only according to the time intervals and levels that were originally
preprogrammed into the memory of a vehicle. Thus, if a service provider that a user
used to service his vehicle determined that a new service schedule should be applied
that differed from the original preprogrammed schedule, the service provider could not
update the memory to incorporate the new schedule, or it would be wery difficult to do
so. Likewise, if a user wanted to deactivate such reminders, the user could not do so
without following an intricate set of steps that usually required the assistance of a
professional service provider to carry out.

Moreover, subsequent developments, such as car part recall notices or the
development of an improved part to be used in the vehicle, could not be sent to the
vehicle by using such previous methods.. To inform users of such developments,
vehicle manufacturers and other service providers were forced to resort to mailing
product brochures and the like to users. The process of mailing brochures is not only
expensive but timely, cumbersome, and inefficient.

Even if a user wished to bring in his car for service in response to a warning light
or receipt of an updated brochure, the user would be required to locate the phone
number of the service provider, contact the service provider, and schedule an
appointment. Because much of the information a user would need to make the
appointment is typically not carried with the user, the user would be forced to schedule
the appointment after he exited the vehicle. After exiting the vehicle the user may forget
to schedule the appointment despite maintenance notification lights or a brochure. So,
despite maintenance notification lights or a brochure, after exiting the vehicle, the user
may forget to schedule the appointment.

Other known methods provide retail and sales information to a vehicle based on
a profile of the user, but such methods do not provide vehicle-related information to a
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user. As a result, the other methods do not address the need to provide a convenient
and flexible way to inform the user of service schedules, product recalls, ard other
notices pertinent to the vehicle.

In addition, in known methods, users often observe the preprogrammed notices
but do not comprehend the significance of the notices. In other words, users often do
not understand whether or when they should bring in the vehicle for service in response
to the notice. Previous methods provided a two-way calling mechanism for the user to
place a call to a live operator when the notice appeared. The live operator could then
explain the significance of the notice to the user. Other methods automatically send a
message to the live operator when one of the vehicle’s air bags deploys.

Such known methods, however, are very limited and inflexible. For example,
users do not have the option to determine whether information regarding the occurrence
of an event should be transmitted automatically, not transmitted, or transmitted on a

~ case-by-case basis to a remote location. In the prior art methods, users do not have the

option to automatically send information about the occurrence of most events to the
remote location. Rather, the users must manually use the two-way calling mechanism
to inform an operator that a notification light has been activated. As a resulit, the
previous methods leave the user with limited and inflexible ways to transmit to a remote

_ location information pertaining to vehicle problems.

Other known methods have attempted to send general information to p articular
vehicles, but have used very inefficient and inflexible ways to do so. For example, the
known methods use one-to-one communication systems to individually send data
streams to particular vehicles in an attempt to send vehicle-specific data to a particular
vehicle. The problem with these methods, however, is that many vehicles may require
the same information. For example, several vehicles might require information that
affects users throughout a geographic region. The previous methods, therefore, require
the transmittal of the same information several times to a plurality of vehicles, resulting

in a waste of precious bandwidth.
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Other methods involve the transmittal of the same information to all vehicles.
The problem with these methods is that many vehicles are already inundated with a
large amount of unwanted information, and the users are required to sift through the
unwanted information.

As a result, systems and methods have been developed for the transmittal of
vehicle-related information from a remote location to a vehicle that allow for the
selective transmittal of vehicle-related information from the vehicle to a remote location.
In addition, systems and methods have been developed to efficiently send vehicle-
specific information to vehicles. However, there remains a need for systems and
methods to administer and control the transmittal of vehicle-related information from a

remote location to a vehicle and/or from the vehicle to the remote location.

SUMMARY OF THE INVENTION
The present invention addresses the shortcomings of the prior art systems and
methods. In particular, the present invention is directed to a system and method for.

administering and controlling the transmittal of vehicle-related information from a remote
location to a vehicle and/or from the vehicle to the remote location.

Pursuant to a first aspect of the invention, a message portal administers and
controls the exchange of information from a remote location to vehicles. The message
portal operates between a remote location and vehicles having vehicle information
devices (VIDs). The message portal receives information (e.g., vehicle-related
information or messages) from the remote location and broadcasts the information to
the vehicles via a one-to-many communication network. In one embodiment, the one-
to-many communication network is a broadcast network or a XM Radio satellite
network.

Pursuant to a second aspect of the invention, the message portal administers
and controls the exchange of information between a vehicle and a remote location. This
aspect of the invention includes a VID and a mobile unit or a hands-free device. The
VID is located on a vehicle and uses a back channel communication network (e.g., the

wireless communication network) to communicate with a remote location or business
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components. The message portal (or a web server) operates between the vehicle and
the remote location to administer and control the exchange of information (e.g., vehicle-
related information or messages) between the vehicle and the remote location. For
example, the message portal may receive a fault message from a vehicle. This fault
message is then forwarded to a publish/subscribe service that publishes the fault
message. By publishing this fault message, the remote location can analyze the fault
message and generate a response message, which is broadcast to the vehicle that
generated the fault message.

Pursuant to a third aspect of the invention, a backchannel message portal and a
broadcast message portal are interconnected as a single message po!r'tal. This single
interconnected message portal then administers and controls broadcast messages from
a remote location to vehicles via a one-to-many communication network and
administers and controls two-way communication messages between a remote location
and a vehicle via a backchannel communication network (e.g., a wireless
communication network).

Pursuant to a fourth aspect of the inventibn, an administrative worksheet allows a
user to customize weighting algorithms which compare messages and select the next
message to send to a vehicle. The administrative worksheet allows a user to customize
the weight given to a specific variable (e.g., category, saturation level, activation date,
etc.).

Pursuant to a fifth aspect of the invention, a user interface provides the ability to
list multiple messages related to a specific vehicle (e.g., function as a search engine),
view a specific message, view the content of a specific message and delete messages.
The user interface also provides tools to update the parameters of the sgheduler.

A more complete understanding of the system and method for facilitating the
exchange of information between a remote location and a vehicle will be afforded to
those skilled in the art, as well as a realization of additional advantages and objects
thereof, by a consideration of the following detailed description of the preferred
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embodiment. Reference will be made to the appended sheets of drawings which will
first be briefly described.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a schematic diagram of a first embodiment of a system pursuant to

aspects of the invention;

Fig. 1a is a schematic diagram of a vehicle information device (VID) in
communication with a mobile unit pursuant to aspects of the invention,;

Fig. 2 a schematic diagram of an alternate embodiment of a system pursuant to
aspects of the invention;

Fig. 3 is a schematic diagram of an embodiment of a message portal pursuant to
aspects of the invention;

Figs. 3a-3g are schematic diagrams illustrating various operational details of the
embodiments of Fig. 3;

Fig. 4 is a schematic diagram of an alternate embodiment of a message portal
pursuant to aspects of the invention;

Figs. 4a-4g are schematic diagrams illustrating various operational details of the
embodiments of Fig. 3;

Fig. 5 is a schematic diagram of a further embodiment of an integrated message
portal pursuant to aspects of the invention;

Fig. 6 is a schematic diagram of an embodiment of a broadcast administration
application pursuant to aspects of the invention;

Fig. 7 is screen shot of a Priority Formula worksheet pursuant to aspects of the
invention; ’

Fig. 8 is a screen shot of a Weight Formula worksheet illustrating categories
pursuant to aspects of the invention;

Fig. 9 is a screen shot of another Weight Formula worksheet illustrating service
levels pursuant to aspects of the invention;

Fig. 10 is a screen shot of yet another Weight Formula worksheet illustrating

saturation levels pursuant to aspects of the invention;
-6 -
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Fig. 11 is a screen shot of a Find Messages menu pursuant to aspects of the

invention;
Fig. 12 is a screen shot of an Available Messages menu pursuant to aspects of

the invention, ‘
Fig. 13 is a screen shot of a Single Message pursuant to aspects of the

invention;
Fig. 14 is a screen shot of a Delete Message menu pursuant to aspects of the

invention;
Fig. 15 is a screen shot of an Available Scheduler Parameters menu pursuant to

aspects of the invention; and
Fig. 16 is a screen shot of an Edit Scheduler Weights menu pursuant to aspects

of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
The present invention is directed to a system and method for administering and
controlling the transmittal of vehicle-related information from a remote location to a

vehicle and/or from the vehicle to the remote location.

Fig. 1 shows a first embodiment of a system for facilitating the exchange of
information between a remote location 10 and a vehicle 12 pursuant to aspects of the
invention. The vehicle 12 includes a vehicle information device (VID) 14, vehicle
detection devices 16, and a mobile unit 18.

As shown in Fig. 1a, the vehicle information device (VID) 14 includes a VID
receiver 20, a VID transmitter 22, VID input 24 and output 26 devices, a VID processor
28, and a VID memory 30 that are all in electrical communication with one another. The
VID memory 30 includes at least a portion of the user profile and, in some
embodiments, includes the entire user profile. As is provided in greater detail below,
the user profile stored in the VID memory 30 may be updated in the vehicle by way of
the VID input device 24, which includes at least a keyboard, a touch sensitive display
and/or a microphone. The user profile may also be updated by way of information

received through the VID receiver 20.
-7-
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The VID receiver 20 receives information from the remote location 10 and, in one
embodiment, is in communication with the remote location by way of a one-to-many
communication system. One-to-many communication systems include systems that
can send information from one source to a plurality of receivers, such as a broadcast
network 31. Broadcast networks include television, radio and satellite networks. In one
embodiment, the broadcast network 31 is the XM Radio satellite network, which
comprises broadcast towers, satellite servers and satellites. The information received
by the VID receiver 20 may be accessed by way of the VID output device 26, which
includes at least one of a VID display and a VID speaker. The VID receiver 20 and
output device 26 provide access to only a subset of the received broadcasted
information to the user based on user preferences. The user preferences, as well as
user identity information and vehicle identity information, are part of the user profile.

The vehicle also includes vehicle detection devices 16 that are in communication
with the VID 14. The vehicle detection devices 16 detect and monitor the levels and
conditions of several vehicle parts. For example, one vehicle detection device 16
monitors the engine temperature and another monitors the oil level. The vehicle
detection devices 16 send the monitored levels and conditions to the VID 14, which
processes the information by, for example, comparing the monitored levels against
threshold levels stored in the VID memory 30.

in the first embodiment, the mobile unit 18 is used to receive and transmit
information from and to the remote location 10; and, in an alternate embodiment shown
in Fig. 2, an RF transceiver 252 is used to receive and transmit information from and to
the remote location 210. The mobile unit 18 may be a wireless phone or any other
device that communicates with other devices by way of the wireless communication
network 46. As shown in Fig. 1a, the mobile unit 18 includes a mobile unit receiver 32,
a mobile unit transmitter 34, mobile unit input 36 and output 38 devices, a mobile unit
processor 40, and a mobile unit memory 42 that are in communication with one another.
The mobile unit 18 is in communication with the remote location 10 by way of the mobile
unit receiver 32, the mobile unit transmitter 34, and a wireless communication network
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46, which comprises numerous base stations. In one embbdiment, information is
transmitted from or to the vehicle or remote location over a high bandwidth
GPRS/1XRTT channel of the wireless communication network 46. If the high bandwidth
channel is unavailable, a low bandwidth DTMF channel is used. The mobile unit
receiver 32 receives information from the remote location 10, and the mobile unit
transmitter 34 transmits information to the remote location 10. In other embodiments
described below in greater detail, the mobile unit transmitter 34 also transmits
information to information providers 48, 50.

In one embodiment, the information received from and transmitted to the remote
location 10 by way of the mobile unit 18 is accessed by the user through the VID 14,
which is in communication with the mobile unit. The mobile unit 18 may be embedded
in the vehicle 12 and be in communication with the VID 14 by, for example, a cable.

In another embodiment, the VID 14 and mobile unit 18 are in communication with
one another by way of RF transceivers 52, 54. Both the VID 14 and the mobile unit 18
include RF transceivers 52, 54, which, in one embodiment, comply with the Biuetooth ®
wireless data communication format. The RF transceivers 52, 54 allow the VID 14 and
mobile unit 18 to communicate with one another. In other embodiments not shown, the
VID and mobile unit receivers 20, 32 and transmitters 22, 34 allow the VID and mobile
unit to communicate with one another. In yet other embodiments, there may be an RF
transceiver that is separate from the VID 14 and mobile unit 18 and that allows the VID
and mobile unit to communicate with one another.

In the alternate embodiment shown in Fig. 2, the VID 214 transmits and receives
information to and from the remote location 210 by way of the RF fransceiver 252,
access points 270, 272 and gateways 274, 276 that are in communication with the
network 262. In one embodiment, the RF transceiver 252 and access points 270, 272
are compliant with the IEEE 802.11 specification, and such transceivers and access
points include Wi-Fi ® certified equipment. The access points 270, 272 are typically in
communication with the gateways 274, 276 by way of a cable, and the gateways are in
communication with the remote location 210 by way of the network 262. The access
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points 270, 272 are in communication with the RF transceiver 252 and have a limited
range over which they can communicate with the RF transceiver 252. Thus, it is
preferable that there be numerous access points 270, 272 positioned so that the
distance between the access points and the areas through which a vehicle 12 might
pass is less than or equal to the limited range of the access points. When the access
points 270, 272 are so positioned, the RF transceiver 252 effectively exchanges
information with the access points 270, 272 and, thus, the remote location 210.

Note that in the alternate embodiment of Fig. 2, the VID 214 also includes ViD
input and output devices, a VID receiver, a VID memory and a VID processor, none of
which are shown. The VID components of the alternate VID embodiment 214 have the
same functionality as do the VID components of the first embodiment 14.

The remote location 10, 210 includes a remote server 44, 244 a remote
transmitter 56, 256 and receiver 58, 258, and a remote memory 60, 260 that are in
communication with one another. As provided above in the first embodiment, the
remote transmitter and receiver 56, 58 communicate with the VID 14 and mobile unit 18
by way of the broadcast 31 and wireless 46 communication networks, respectively; and,
in the alternate embodiment, the remote transmitter and receiver 256, 258 communicate
with the VID 214, including the RF transceiver 252, by way of the broadcast
communication network 231 and a network 262. The{ remote location 10, 210 is also in
communication with information providers 48, 50, 248, 250 such as vehicle dealers,
vehicle service providers and users of the vehicles, by way of the network 62, 262.

In both the first and alternate embodiments shown in Figs. 1 and 2, the network
62, 262 is typically a wide area network (WAN) such as the Internet. In other
embodiments, some of the information providers 48, 50, 248, 250, such as the vehicle
dealers and vehicle service providers, may be in communication with the remote
location 10, 210 by way of a local area network (LAN), while other information providers
48, 50, 248, 250 such as the vehicle users, are in communication with the remote
location by way of the Internet. In yet other embodiments, the RF transceiver 252 is in
communication with the remote location 210 and/or the information providers 248, 250
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by way of a network 262 that is a LAN. In these other embodiments, the LAN 262 is
compliant with the IEEE 802.3 specification or is an Ethernet network.

The information providers 48, 50, 248, 250 may transmit updated user profiles
and new vehicle-related information to the remote location 10, 210. A plurality of user
profiles are in a user profile database, which, along with other vehicle-related
information, is stored in the remote memory 60, 260. The updated user profiles and
new vehicle-related information are transmitted from the remote location 10, 210 to the
VID 14, 214 by way of the broadcast network 31, 231. In other embodiments, the new
vehicle-related information and updated user profiles may be transmitted to the vehicles
12, 212 by way of the wireless network 46 or the network 262. At the vehicle, the user
profile stored in the VID memory 30 is updated, and the vehicle-related information is
made accessible to the user by way of the VID output device 26. In other embodiments,
the information providers may communicate directly with the mobile unit 18 or RF
transceiver 252 by way of the wireless communication network 46 or the network 262.

Fig. 3 shows an embodiment of a method and system for administering and
controlling the exchange of information from a remote location to vehicles pursuant to
aspects of the invention. The embodiment includes a message portal 300 that operates
between a remote location 310 and vehicles 312 having VIDs (e.g., 14 and 214 shown
in Figs. 1 and 2). The message portal 300 receives information (e.g., vehicle-related
information or messages) from the remote location and broadcast the information to the
vehicles 312 via a one-to-many communication network 331. In one embodiment, the
one-to-many communication network 331 is a broadcast network or a XM Radio satellite
network. . ‘

In operation, as shown in Fig. 3a, the remote location 310 submits an information
or a message to be broadcasted to a message service 321 of the message portal 300
either directly or via an event service 320. The message receipt service 321 then
verifies the message (e.g., verifies that the message is from the remote location 310
and/or that it has received the message). Referring now to Fig. 3b, the message receipt
service 321 then saves the message in a database or a broadcast message database
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322. The broadcast message database 322 may be a structured query language (SQL)
server database for storing message data. In addition, the message receipt service 321
submits the message to a broadcast scheduler 323.

Referring now to Fig. 3c, the broadcast scheduler 323 then determines when the
message should be broadcast and then sends the message to a priority queue 324. In
one embodiment, the priority queue 324 sorts messages that it receives according to:
(1) category of the message; (2) service level of the message; (3) current saturation of
vehicles in motion as shown in Fig. 3d; (4) proximity to activation data; and/or (5) if the
message is overdue. The broadcast scheduler 323 and the priority queue 324 may
determine the order in which messages should be broadcast though a series of
weighting algorithms that compare messages and deterministically select the “next”
message to be broadcast. These weighting algorithms rely on weighting factors. The
value for these factors can be set by an administrator of the message portal 300. For
example, the administrator may use an administration worksheet to show the effect of
changing each variable in the scheduler. The administration work sheet can be any
work sheet known to those skilled in that art that can assist the administrator to
determine what values are required and then enter these values into the message portal
300.

Referring now to Fig. 3e, a dispatcher 325 then retrieves the message (or the
next message) from the priority queue 324. The message is then forwarded to an
encoding and broadcast service 326 for encoding and broadcasting the message to the
vehicles 312. In one embodiment and referring now to Fig. 3f, the encoding and
broadcast service 326 converts the message into a format expected by the vehicles
312. The encoded message is then conveyed to one or more chunkers 327a, 327b,
327¢ that divide the messages into a plurality of packets. In one embodiment, the
chunkers 327a, 327b, 327c¢ are host configuration protocol (HCP) chunkers that divide
the message into a plurality of packets and/or assign the packets to an assigned
address (e.g., the assigned address of a receiver on one of the vehicles 312). The
packets are then sent to the vehicles 312 via the one-to-many communication network
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331 (e.g., the XM network). In addition, part of or the entire message may also be
stored or cached in a source data cache 328 for further broadcasting to save on
network download latency.

Referring now to Fig. 39, a broadcast service 329 then logs the time the
massage was broadcasted by the encoding and broadcast service 326. This logged
information is then conveyed to the broadcast scheduler 323 to schedule the next
transmission (or a next message for broadcasting).

Those skilled in the art will appreciate that the above embodiment for
administering and controlling the exchange of information from a remote location to
vehicles is intended to be flexible, so that additional features may be added or modified.
In should be also appreciated that the above described mechanisms and process for
administering and controlling the exchange of information are for purposes of example
only and the invention is not limited thereby.

Fig. 4 shows an embodiment of a method and system for administering and
cohtrolling the exchange of information between a vehicle and a remote location
pursuant to aspects of the invention. The embodiment includes a VID 414 (e.g., 14, 214
shown in Figs. 1, 2) and a mobile unit or a hands-free device 418. The VID 414 is
located on a vehicle 412 and uses a backchannel communication network (e.g., the
wireless communication network 46 shown in Fig. 1 or the network 262 shown in Fig. 2)
to communicate with a remote location or business components 410. In addition, the
embodiment includes a message portal or a web server 400 that operates between the
vehicle 412 and the remote location 410. The message portal 400 administers and
controls the exchange of information (e.g., vehicle-related information or messages)
between the vehicle 412 and the remote location.

In operation, as shown in Fig. 4a, the remote location 414 via its detection device
(e.g., 16, 216 shown in Figs. 1, 2) detects a problem with the vehicle 412 (e.g., the
engine temperature is too high and/or the oil level is too low). The hands-free device

418 requests the driver of the vehicle 412 for permission to contact the remote location
410.
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Referring now to Fig. 4b, if the driver indicates a permission to contact the
remote location 410, the hands-free device 418 sends a message to the message portal
400 via a network connection component or an’Internet connection component, a
packet exchange, or asynchronous packet exchange (ASPX) 401. Once the message
has been received by the message portal 400, the message portal 400 (e.g., via a
backchannel message receipt 402) authenticates the vehicle 412 (e.g., as a vehicle of
the back channel network), decrypts an encryption of the message, and/or decodes a
binary format of the message.

Referring now to Fig. 4c, the message is then sent from the backchannel
message receipt 402 of the message portal 400 to a publish/subscribe service 403. -
The service 403 then publishes the message in a plurality of bins 405a, 405b, 405a.
The bins may include a bin 405a for holding vehicle diagnostic messages, a bin 405b
for holding recall messages, etc.

Referring now to Fig. 4d and assuming that the message is a vehicle diagnostic
message, the remote system or a business component of the business components 410
that subscribes to diagnostic messages reads the published message in the diagnostic
bin 405a. The remote location 410 then looks up information relating or corresponding
to the published message and sends a response to the published message from the
vehicle 412. In the embodiment of Fig. 4d, the response is sent to a response bin 406.

Referring now to Fig. 4e, when the reply message comes to the response bin
406, it is retrieved by the backchannel message receipt 402 of the message portal 400.
The reply message is then converted to a binary format and encrypted. The reply
message is then sent up to the Internet connection component 401. :

Referring now to Fig. 41, the reply message is then sent to the vehicle 412 via the
Internet connection component 401 and the hands-free device 418. The reply
information (e.g., the reply diagnostic information) is then displayed to the driver of the
vehicle 412 via the VID 414.
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Those skilled in the art will appreciate that the above embodiment for
administering and controlling the exchange of information from a remote location to a
vehicle is designed to be flexible, so that additional features may be added or modified.

Referring now also to Fig. 4g, in one embodiment, the message portal 400 of Fig.
4 is a backchannel message portal and the message portal 300 of Fig. 3is a broadcast
message portal. As shown in Fig. 4g, the two portals 300, 400 can be interconnected
as a single message portal. This single message portal then can: (1)'administer,and
control broadcast messages from a remote location 310 to vehicles via a one-to-many
communication network 331; and (2) administer and control two-way communication
messages between a remote location 410 and a vehicle via a backchannel
communication network 446 (e.g., a wireless communication network 46 shown in Fig.
1). Moreover, it should be appreciated that the above described mechanisms and
process for administering and controlling the exchange of information are for purposes
of example only and the invention is not limited thereby. '

Fig. 5 shows an embodiment of a broadcast administration application 550 that is
deployed as a series of web pages. Updates are made directly to the broadcast
database 502 or configuration file 503. After an update has been made, the broadcast
administration application 550 notifies the message porial 500 of the change by sending
a notification message through an administration update 551. More specifically, as
described above, the message portal 500 (e.g., 300 in Fig. 3 and/or 400 in Fig. 4) is a
service or system that administers deliveries of messages to a one-to-many
communication network, an XM Radio satellite network, a backchannel communication
network, and/or a wireless communication network. The configuration file 503 contains
initialization data and scheduler parameters of the message portal 500. The broadcast
database 502 (e.g., a SQL server database) contains message data. The
administration update 551 (e.g., MQSeries queue)' is used to communicate updates to
the message portal 500 from the administration application 550. A configuration file 552
(e.g., web.config) is also used with the administration application 550. The
configuration file 552 contains initialization data for the administration application 550.
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In one embodiment, the administration application 550 is used to control a scheduler

~ engine (e.g., the broadcast scheduler 323 and/or the priority queue 324 shown in Fig.

3). Since the administration application 550 is used to control the scheduler engine, it is
important that only actual administrators of the message portal 500 can access the
application 550. Therefore, a privileged account may be required when using the
broadcast administration application 550.

The scheduling engine is responsible for determining the order in which
messages are transmitted. It does this through a series of weighting algorithms that
compare messages and deterministically select the “next’” message to be transmitted.
These weighting algorithms rely on weighting factors. The value for these factors can
be set by an administrator of the message portal 500. For example, the administrator
may use an administration worksheet to show the effect of changing each variable in
the scheduler.

The administration worksheet can be any worksheet known to those skilled in
that art (e.g., Microsoft Excel®) that can assist the administrator to determine what
values are required and then enter these values through the broadcast administration
application 650. It is intended that an administrator would use the administration
worksheet to determine the values that are required and then enter these values
through the broadcast administration application 550 (e.g., though a website of
application 550). Specifically, there should be a worksheet for weighting overdue
message (see Fig. 7); for weighting categories of broadcast messages (see Fig. 8); for
weighting service levels of the broadcast messages (see Fig. 9); for weighting current
saturation and saturation targets (see Figs. 10-11); and/or for providing expect results of
changes in weights of a message (see Fig. 12). It is within the scope and spirit of the
invention to include other worksheets. '

Fig. 7 illustrates an embodiment of a Priority Weights worksheet 700. The
worksheet 700 identifies a priority algorithm 702 that calculates the sending priority for a
specific message. In the Fig. 7 embodiment, the priority algorithm 702 comprises:

Priority = a*WEIGHT + b*(Now — NextScheduledTime)
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The worksheet 700 allows a user to designate a weight scalar 706, a time scalar
708 and a overdue point 710. For example, a value may be specified for the weight
scalar 706 by entering a value into the corresponding cell 712. Similarly, the user may
designate a value for the time scalar 708 and the overdue point 710 by entering a value
into the cells 714 and 16, respectively. The effect of entering each of these values is
demonstrated visually on the worksheet 700 by a graph 718.

Figs. 8-10 illustrate that the WEIGHT variable 704 of the priority algorithm 702
comprises another algorithm. In one embodiment, the WEIGHT variable 704
comprises:

WEIGHT = (Category*ServiceLevel) + a*(1-CurrentSaturation) + b*BellCurve
(CurrentDate, ActivationDate, c)

Fig. 8 illustrates a category worksheet 800. In this worksheet, each category 802
may be assigned a specific value. For example, the General Message category may be
assigned a value of 60 by entering the value info the cell 802a, while the Recall/PUD
Message category may be assigned a value of 90 by entering the vaiue into the cell
802b. In other words, each category can be assigned a specific value by entering the
value into the respective cell. In this embodiment, each category may be assigned a
value between zero (not very important) and one hundred twenty (very important). It is
within the scope of the present invention to include other categories than those shown
in Fig. 8 and use other value scales. The worksheet 800 also provides a bar graph 810
to visually display the values set for each category 802.

Fig. 9 illustrates a service level worksheet 900. In this worksheet, the
Administrator can set the range for each of the three service levels 902 — nominal,
standard and critical. Each ServicelLevel variable (e.g., 1, 2 and 3) corresponds to
these minimum and maximum values set by the Administrator. In this embodiment, the
critical service level category 902 has a higher value than the nominal service level to
emphasize that service is critical (e.g., higher WEIGHT variable 704). The Fig.
embodiment also includes a visual display 910 to illustrate the ServiceLevel variable
902 contributes to the WEIGHT variable 704 compared to the saturation variable 1002
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and the activation date variable 1004a. For example, Fig. 9 illustrates that the
Servicelevel variable 902, with the settings shown in Fig. 9, contributes approximately
forty percent of the WEIGHT variable 704 while the saturation variable 1002 and
activation date variable 1004a each contribute approximately 24 percent.

Fig. 10 illustrates a CurrentSaturation worksheet 1000. This worksheet allows an
Administrator to set the saturation scalar variable 1002 and the activation date scalar
variable 1004a in the WEIGHT algorithm 704. The values for the saturation scalar
variable 1002, the activation date variable 1004a and the days out factor variable 1004b
are entered into the worksheet by entering a value into the cells 1006, 1008 and 1010
respectively. The worksheet 1000 may also include the visual display 910. Fig. 10
illustrates that, in this embodiment, the saturation scalar variable 1002 contributes
approximately sixty percent, the Activation Date scalar variable 1004a contributes
approximately ten percent of the WEIGHT variable and the service level variable 902
contributes approximately thirty percent. The worksheet 1000 may also include an
activation date graph 1012 displaying how the activation date scalar variable 1004a
contributes to the WEIGHT calculation.

Moreover, the broadcast administration application 550 should provide a user
interface to search for and view messages associated with the various actions that an
administrator can perform. For example, the user interface can include a find message
interface 1100 that allows a user to locate a message. Fig. 11 illustrates one example
of a Find Messages screen 1100. This screen 1100 provides a search tool for a user
(e.g., driver) to locate messages. The Fig. 11 embodiment provides a text box 1102 for
entering & partial or complete vehicle identification nurmber (VIN), a drop-down list 1104
for selecting a specific category, a text box 1106 for entering the activation date and a
text box 1108 for entering an originator designation. Entering all or some of this
information filters the list of available messages according to the specific field. After
entering all or some of this information, the user may select the “find” button 1110 so
that the aapplication 550 may apply these filters to the available messages.
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Fig. 12 illustrates an available message screen 1200. Upon selecting the find
button 1110, the system retrieves all messages that meet the specified criteria. The
Fig. 12 embodiment illustrates the following information about each displayed message:
(1) identification number (ID) 1202, (2) category 1204, (3) received date 1206, (4) status
1208, (5) originator 1210, (6) activation date 1212, (7) expiry date 1214 and (8) service
level 1218. Each ID 1202 shown in the available messages screen 1200 preferably
comprises a hyperlink, that if touched or selected by the user, will bring up the specific
message on a single message screen 1300.

Fig. 13 illustrates one embodiment of a single message screen 1300. This
screen 1300 provides the user with the specific details of the selected message. The
single message screen 1300 provides the opportunity to view more detailed information
about this message or delete the message. If the user selects the “delete this mesage”
hyperlink, the system asks the user to confirm deletion of this message. By pressing
the “yes” button 1402 on the delete message screen 1400, the message is deleted from
the application 550.

Fig. 15 illustrates an available scheduler parameter interface 1500 that lists the
aspects of the scheduling engine that can be updated. The interface 1500, in this
embodiment, includes six hyperlinks to chose from: (1) Scheduler Weights 1502, (2)
Category Weights 1504, (3) Service Level Weights 1506, (4) Strategy Parameters —
Even Distribution 1508, (5) Strategy Parameters — Target Drive Time 1510 and (6)
Probability Function 1512. Each of these hyperlinks allows the user to update a specific
aspect of one of the algorithms previously shown in Figs. 7-10. Fig. 16 illustrates the
edit scheduler weights screen 1600. In this screen 1600, the WEIGHT scalar variable
704 may be revised to update the PRIORITY algorithm 702. By entering a new number
into the text box 1602 and selecting the “update” button 1606, the WEIGHT variable 704
is updated in the Scheduler section and a message is displayed that the WEIGHT
variable has been changed. Similar update screens are available for updating the

categories shown in Fig. 8, the service levels, saturation levels and so on.
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An available strategy interface can also be included in the user interface of the
administration application 550. In the scheduling engine, a strategy determines when to
schedule a message for transmission. It can depend on many different factors, each
customizable to the individual strategy. An available strategy parameter interface can
be included to allow the user to choose which part of the strategy to modify. An edit
strategy weight interface can be included to allow the user to customize the strategy
parts of the weight formula. This formula is used by the scheduler to determine the
importance of a message.

An edit service level target interface can be included. A key component of each
strategy is calculating how often to broadcast or transmit a message. This depends on
how quickly the message should reach “everyone” (e.g., all subscribed vehicles) or
“someone” (e.g., a particular subscribed vehicle). The edit service level target interface
allows the user to specify these values. Moreover, the user interface of broadcast
administration application 650 can include an edit probability function interface. Another
key component of the scheduler engine is the concept of “‘saturation.” In order to
calculate saturation, the engine has to have a distribution function of the assumed
number of cars on the road at any given interval. In one embodiment, this data can be
made available from the U.S. Department of Transportation.

Having thus described a preferred embodiment of a method and system for
administrating the exchange of services and information between a vehicle and a
remote location, it should be apparent to those skilled in the art that certain advantages
of the within system have been achieved. It should also be appreciated that various
modifications, adaptations, and alternative embodiments thereof may be made within
the scope and spirit of the present invention. For example, the use of broadcast
communication networks has been illustrated, but it should be apparent that many of the
inventive concepts described above would be equally applicable to the use of other non-

broadcast communication networks.
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What is Claimed is:

1. A message portal for administering and controlling the exchange of
vehicle-related messages between a remote location and a vehicle, comprising:

a message receipt service for receiving messages sent from the remote location;

a broadcast scheduler for determining when each message received by said
message receipt service should be brbadcast o a vehicle;

a priority queue device for determining the order in which each message
received by said message receipt service should be broadcasted to the vehicle;

a dispatcher device for controlling when messages, stored in the priority queue,
may leave the priority queue; and

an encoding device for encoding messages that have left said priority queue and
broadcasting the encoded message to the vehicle.

2. The message portal as recited in Claim 1, wherein said priority queue
device determines the broadcasting order by category of the message.

3. The message portal as recited in Claim 1, wherein said priority queue
device determine s the broadcasting order by service level of the message.

4, The message portal as recited in Claim 1, wherein said priority queue
device determines the broadcasting order by current saturation of vehicles in motion.

5. The message portal as recited in Claim 1, wherein said priority queue
device determines the broadcasting order by proximity to activation data.
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6. The message portal axs recited in Claim 1, wherein said priority queue
device determines the broadcasting order according to whether the message is

overdue.

7. The message portal as recited in Claim 1, wherein said encoding device
converts each message into a format compatible with the vehicle that will receive the
message.

8. The meséage portal &s recited in Claim 1, wherein said encoding device
comprises a plurality of chunkers that divide the message into a plurality of packets.

9. The message portal as recited in Claim 8, wherein said plurality of packets

are broadcast to the vehicle.

10. The message portal as recited in Claim 1, wherein the encoding device
broadcasts the message to the vehicle via a satellite broadcast network.

11. The message portal as recited in Claim 1, further comprising a source
data cache for storing part of or an entire message for further broadcasting.

12. The message portal as recited in Claim 1, further comprising a broadcast

service for logging the time each message was broadcast by said encoding device, and
conveying log information to said b roadcast scheduler.
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13. A method for administering and controlling the exchange of messages
between a vehicle and a remote location having a message portal, comprising the steps
of:

(a) receiving a fault messaage from a vehicle, the fault message relating to a
problem detected by the vehicle;

(b) forwarding the fault message received in said step (a) to a publish/subscribe
service that publishes the fault message, allowing the remote location to analyze the
fault message and generate a res ponse message;

(c) receiving the response message generated in said step (b);

(d) broadcasting the response message received in said step (c) fo the vehicle
that the message portal received the fault message from in said step (a); and

(e) displaying the response message to the driver.

14. The method as recited in Claim 13, wherein receiving the fault
message in said step (a) comprises: ‘

(i) receiving the fault imessage from a vehicle that received permission from
the driver to send the fault message;

(i) authenticating the fault message; and

(iii) decrypting or decoding the fault message.

- 16. The method as recited in Claim 13, wherein broadcasting the
response message in said step (d) comprises:
(i) converting the message received in said step (c) into binary format;
(ii) encrypting the message converted in said step (i); and
(iii) transmitting the message encrypted in said step (ii) to the vehicle.
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16. A method for administering and controlling the exchange of messages
between a remote location and a vehicle, comprising the steps of:

(a) receiving messages from the remote location:

(b) determining when each message received in said step (a) should be
broadcast to a vehicle;

(c) prioritizing each of the messages according to the determination in said step
(b);

(d) converting the messages into a format readable by the vehicle; and

(e) broadcasting each message converted in said step (d) to the vehicle

according to the priority set in said step (c).

17.  The method as recited in Claim 16, wherein receiving messages in said
step (a) comprises:

() receiving a message fronmn the remote location;

(i) verifying that the message received in said step (i) is sent from the remote

jocation; and
(iif) saving the message received in said step (i) based at least in part on whether

the message is verified as sent frorn the remote location in said step (ii).

18.  The method as recited in Claim 16, wherein each message is prioritized in
said step (c) according to category of the message.

19.  The method as recited in Claim 16, wherein each message is prioritized in
said step (c) according to service level of the message.

20.  The method as recited in Claim 16, wherein each message is prioritized in
said step (c) according to current saturation of vehicles in motion.
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21.  The method as recited in Claim 16, wherein each message is prioritized in
said step (c¢) according to proximity to activation data.

22. The method as recited in Claim 16, wherein each message is prioritized in
said step (c) according to whether the message is overdue.

23. The method as recited in Claim 16, wherein broadcasting each message
in said step (e) comprises:

(i) dividing the message converted in said step (d) into a plurality of packets;

(ii) broadcasting the packets created in said step (i); and

(iii) storing at least part of the message broadcasted in said step (i) for further
broadcasting. |
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E
The Priority Formula
Priority = a * WEIGHT + b * (Now — NextScheduledTime)

706 :
\ Priority Weights ya 712
LWeight Scalar (a) v 1714
f Time Scalar (b) 4.79166 74—
708 LOverdue Point (in Minutes)]  1200—T- 716
900
710 o P

700 / /

600 T4—4—4———— bt
i
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400 '/

300 /
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—+—High Priority
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This graph shows what happens when a message (in Red) becomes
overdue. The blue message is scheduled to go out 180 minutes afterthe red
message.
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| A~ 2 The Weight Formula
WEIGHT=(Category * Servide Level) + a * (1-CurrentSaturation} + b * Bellcurve(CurrentDate,
2 ActivationDate, c)
3 0 20 40 60 80 100 120 [
4 |Category Value N N X . . 1
~ 5 |General Message 802[)\ ~ 60 ; ; ; ||
6 |Recall/PUD Message N— 90 f ] 1
7 |Fixed Category Name 50 \ 8030 |
8 |Demystification Table Update 50 ]
9 |FDL Parameter Update 50 803b |
10 |FOL Message Update 50 1
11|NDT Table Update 50 |
12 |Preload Message Update 50 |
13 |Data Comm_Connection _Info 50 |
14 | Dealer Acurg 50 ]
802 < 15 | Dealer Honda 50 1
16 | Customer Profile + HIP Activation 80 ]
17 |HIP Data Activation (1 to 1) 50 :'tl‘:l | 1
18 {Data Reset 80 1
19 |Data Reset {1 to 1) 50 :‘—l_::: | 1
20 fDelete Recall/PUD Message 100 T T T ] 1
21|Delete Recall/PUD Message (1 to 1) 100 1
22 |Customer Profile + Preference (1 to 1) 50 1
23 |Preload Message Activati 50 1
24 |Preload Message Activation (1 to 1) 50 1
25 |Remote Deletion 50 1
\_ 26
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The Weight Formula

"WEIGHT=(Category * Service Level) + a * (1—CurrentSaturation) + b *

BellCurve(CurrentDate, ActivationDate, ¢)

2
3 Contribution
4 |WEIGHTS Min Max Min Max
| 5 |Service Level 50 300 100.00% 42.86%
| 6 |Nominal 1 50 100
| 7 |Standard = 902 2 100 200
8 |Critical 3 150, 300
9
10
1
12
13 yellow
14
15 910c | blue
16
17 910a
18 maroon
19
20
3; 910
23 This graph shows how the Service Level (in t;lue) contributes to the
24 overall weight calculation
25

FIG. 9
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WEIGHT = (Category * Service Level) + a * (1-CurrentSaturation) + b *
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3 Contribution
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7 ~"100b
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Find Messages

Enter any information that can be used to identify the message. Partial
information is

N ”02”04
Category ||General EI-'—/—

Activation Date [ 1™~ __ 1106

Originator 1108
1110

FIG. 11
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1202 1204  Avallable Messages 7572 1214 1216
1206 , 1208 / )
06 1208 1210

Messages /-6 of 50 Page: 12 345678

ID/ Cotegory/ Regg{\éey Status Origin{ltor Acg\(/]'c%gon Exg{gy/ Seg/iecle Z
012341  General 1280153/88/ " pctive  Owner Link %80050/88/ 15 %8%50/88/ 22 Critical
L4242 General %8025/88/ 12 Active  Owner Link %8%%/88/ 3 (2)800%/83/ 12 Standard
DOC1423  General %89350/:22/ 03 Active  Documentum %8%50/8(7)/ 15 %89050/:88/ 22 Siondard
DOC1424  General %2015!8?/ 05 Active  Documentum %89050/:88/ 15 %8%50/83/ 22 Standard

004200 Recall/PUD %goﬁlgg’/ 2 Active  Owner Link (2)8%50/86/ 01 %80(%/(1)8/ 3 Critical

0L0021 Recall/PUD %80‘,?3/8;/ 22 Active  Owner Link %8%50/88/ o1 %89060/:88/ 01 Critical
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Delete this Message
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Available Scheduler Parameters
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The Priority Formula
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