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Example embodiments of methods and apparatus for challenging an online user. In an example embodiment, a method includes
recelving, at an online service provider, a request from a user to access one or more features of an online service running on a host

SoaoRRE f /[
TR - e St
R S N « w_® .-y
I ALY ""
[N

I*I ) . Pen, B N o
C an ad a http:/opic.ge.ca + Ottawa-Hull K1A 0C9 - atip.://eipo.ge.ca OPIC 48 & 7%% 110

- SRR RO S 2 A\-‘
OPIC - CIPO 191 s




CA 2753390 A1 2010/09/02

en 2 153 390
13) A1

(57) Abrege(suite)/Abstract(continued):

server and also recelving an indication of a geography associated with the user. The example method further includes sending, to
the user, Information associated with the indicated geography in combination with information not associated with the indicated
geography and a reguest that the user select the information associated with the indicated geography from the combined
Information or select the information not associated with the indicated geography from the combined information. The example
method still further includes recelving, at the online service provider, a selection from the user and, in the event the selection
correctly corresponds with the request, allowing the user access to the one or more features.
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Inventors:
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Scott Barta

TECHNICAL FIELD
[0001] This description relates generally to challenging an online user, such as
challenging a user to determine the user’s familiarity with a provided geography or

information associated with a user 1dentity, such as an online user 1dentity.

BACKGROUND

[0001] As part of the rapid growth of Internet and World Wide Web use, there
has been an ever increasing growth 1n the availability of online services. Such online
services include, for example, online banking, online email services, online picture
sharing services, online dating services and online social networks. A single online
service provider may provide a number of such services to online users. These
services are, however, subject to fraud and abuse. For example, some users may sign
up for online services using false information with the intent to misuse or abuse such
services. For mstance, someone may sign up for online email accounts and then use
those accounts to generate and distribute unsolicited commercial emails, known as
SPAM. In other cases, someone may use false information to sign up for an online
service with the intent of distributing materials for which the particular online service
1s not intended. For example, someone may sign up with an online social networking
service with the intent to use the social networking service to distribute commercial
material. In some cases, such attempts to misuse or abuse online services 18
automated, where a computer program 18 used to sign up for such online services and
carry out an 1Improper use.

[0002] In order to reduce the amount of such fraud and/or abuse, online
service providers may use a number of techniques. For instance, an online service

provider may require that an individual attempting to sign up for an online service, or
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use a feature of an online service, perform an action that provides some level of
confidence that the individual’s intent 1s not to misuse the online service or services.
For instance, to prevent fraud and/or misuse in the case of automated attempts to
access, or use features of an online service, many online service providers use what 1s
know as CAPTCHA technology, where a distorted series of characters 1s presented on
a graphical interface and access to the service (or features of such services) 1s allowed
only 1f the correct sequence of characters 1s entered by a user and returned to the
online service provider’s server that 1s monitoring access to the online services. A
number of other techniques also exist for prevention of both automated and manual
abuse. However, a drawback of current approaches 1s that they do not provide
sufficient assurance that a user seeking to access an online service 1s who they claim
to be. Additionally, abusers of online services often develop automated ways of

circumventing fraud prevention techniques, such as CAPTCHA technology.

SUMMARY

[0003] In a first general aspect, an example method includes receiving, at an
online service provider, a request from a user to access one or more features of an
online service running on a host server and also receiving an indication of a
geography associated with the user. The example method further includes sending, to
the user, information associated with the indicated geography 1in combination with
information not associated with the indicated geography and a request that the user
select the information associated with the indicated geography from the combined
information or select the information not associated with the indicated geography
from the combined information. The example method still further includes receiving,
at the online service provider, a selection from the user and, 1n the event the selection
correctly corresponds with the request, allowing the user access to the one or more
features.

[0004] In a second general aspect, an example method includes receiving,
from a user, at an online service provider a request for access to one or more features
of an online service running on a host server and an indication of a person’s 1dentity.
The example method further includes sending, to the user, information associated with
the person 1n combination with information not associated with the person, wherein

the information associated with the person 1s obtained based on an online user identity
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profile corresponding with the person and a request that the user select the
information associated with the person from the combined information or select the
information not associated with the person from the combined information. The
example method still further includes receiving, at the online service provider, a
selection from the user and, in the event the selection correctly corresponds with the
request, allowing the user access to the one or more features.

[0005] In third general aspect, an example method includes receiving, at an
online service provider, a request from a user to access one or more features of an
online service running on a host server and also receiving, from the user, an indication
of a geography. The example method further includes sending, to the user, a question
in a language associated with the indicated geography and a request that the user
respond to the question. The example method further includes receiving, at the online
service provider, a response from the user and, 1n the event the response correctly
corresponds with the question, allowing the user access to the one or more features.

[0006] In a fourth general aspect, an example method includes receiving, at an
online service provider, a request from a user to access one or more features of an
online service running on a host server and also receiving, from the user, an indication
of a geography. The example method further includes sending, to the user, software
configured to 1dentify radio signals and a request that the user run the software. The
example method further includes receiving an indication of one or more radio signals
identified by the software and, 1n the event the radio signals identified by the software
correctly correspond with radio signals associated with the indicated geography,

allowing the user access to the one or more features.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is a block diagram illustrating a network in which a user
challenge may be implemented 1n accordance with an example embodiment.

[0008] FIG. 2 is a flowchart illustrating a method for challenging a user
seeking access to an online service 1n accordance with an example embodiment.

[0009] FIG. 3 is a flowchart illustrating an approach for conducting a user
challenge 1n accordance with an example embodiment.

[0010] FIG. 4 is a flowchart illustrating an approach for initiating a user

challenge 1n accordance with an example embodiment.
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[0011] FIG. 5 is a diagram illustrating a graphical user interface for
conducting a user challenge 1n accordance with an example embodiment.

[0012] FIG. 6 is a diagram illustrating an approach for conducting a user
challenge 1n accordance with an example embodiment.

[0013] FIG. 7 is a flowchart illustrating a method for challenging a user
secking access to an online service in accordance with an example embodiment.

[0014] FIG. 8 shows an example of a computer device and a mobile computer
device that can be used to implement the techniques described here.

[0015] Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION

[0016] FIG. 1 is a block diagram illustrating a network 100. The network 100
may be used to implement a user challenge 1n accordance with example embodiments
described herein. For instance, the network 100 may be used to challenge a user 110
that 1s secking access (e.g., via a user terminal 120) to one or more online services (or
features of those services) provided by an online service provider 130. The online
service provider 130 may be implemented using a server or other computing device
connected to the Internet and/or the World Wide Web. The user terminal 120 may
take a number of forms. For instance, the user terminal 120 may include a desktop
computer, a laptop computer, a wireless communication device, an Internet appliance,
or a number of other appropriate devices.

[0017] In the network 100, the user 110 may send, using the user terminal
120, a request 140 to the online service provider 130. The request 140 may include a
request to access an online service, or use one or more features of an online service
provided by the online service provider 130, such as an online email service. In this
example, the request 140 may include an indication of a geography where the user
110 claims to be located. The indication of geography may be explicitly provided by
the user 110 1n the request 140 or may be determined based on other information
associated with the request. For instance, the indication of geography may be
determined based on an Internet Protocol (IP) address associated with the request 140.
As 18 known, an IP address included 1in data communications may be falsified or
“spoofed,” particularly 1n cases of fraud or misuse. Further, 1f the user 110 explicitly
provides the indication of geography, the user 110 may casily provide a falsified

indication of geography. In an example embodiment, the indication of geography
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may, alternatively, be included 1n a user profile that 1s associated with the user 110, or
associated with another person 1n the case of fraud.

[0018] In such approaches, the online servicer provider 130 may use
information that 1s associated with the indicated geography to conduct a user
challenge, where the user challenge requests that the user 110 demonstrate famihiarity
with the indicated geography. If the user 110 has not provided an accurate indication
of his or her geography, the user 110 will likely not be familiar with the information
associated with the indicated geography and, thus, will have difficulty completing the
user challenge successtully.

[0019] As an alternative, the user 110 may provide, in the request 140, an
indication of an online user 1dentity that corresponds with a user 1dentity profile
known to the online service provider 130. For instance, the user 1dentity profile may
be maintained by the online service provider 130 or by a third party provider. In such
an approach, the provided user identity indication may correspond with a user identity
profile that was generated at an earlier time than the request to access one or more
features of an online service. Such a profile may be persistently maintained by the
online service provider 130 or by the third party provider.

[0020] The user 1dentity profile may include information about an actual
person corresponding with the profile (which may or may not be the user 110),
including a geography associated with the person. In certain embodiments, some or
all of the information 1n the profile may be verified for accuracy by the online service
provider 130 or by the third party provider.

[0021] In the network 100, information in the user profile may be used to
conduct a user challenge. For example, the user profile may include an indication of a
geographic location of the person corresponding with the profile, and information
associated with that geography may be used to conduct the user challenge 1n similar
fashion as described above.

[0022] As another example, other information corresponding with the profile
may be used to conduct a user challenge. For instance, personal photos (¢.g., that are
stored using an online picture storage service provided by the online service provider
130) of the person corresponding with the profile may be used in combination with
other photos that are not associated with the person corresponding with the profile.

[0023] As indicated above, in the network 100, the online service provider

130 may use a geography and/or a provided user identity to conduct a user challenge
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in response to the request 140 1n order to determine whether or not to grant the user
110 access to a requested online service or to one or more features of an online
service, such as to pay for a purchased 1tem, send a message or a number of other
features, depending on the particular online service. In an example embodiment, the
online service provider 130 may have access to geographic information 150
associated with various geographies. For instance, the geographic information 150
may 1nclude, for various geographies, images of local landmarks, i1mages of local
celebrities, among a number of other types of geographic information, such audio
and/or video files associated with various geographies.

[0024] In an example embodiment, the geographic information 150 may
include questions that are 1n the form of text or audio files. These questions may be in
languages that are respectively associated with specific geographies. These questions
may be presented to the user 110 as part of a user challenge, where the user 1s then
requested to select or provide (e.g., by typing) a response to the question, so as to
demonstrate they are familiar with the language of the presented question.

[0025] The online service provider 130 may use a graphical user interface
(GUI) that 1s displayed on the user terminal 120 to present the user 110 with
information associated with an indicated geography in combination with information
not associated with the indicated geography. In another embodiment, the online
service provider 130 may send a question to the user 110, which may be displayed
using a GUI on the user terminal 120. Alternatively, the online service provider 130
may providing an audio or video file for playback on the user terminal 120 (such as in
a GUI). The GUI, audio files or video files may instruct or request that the user 110
select the information associated with the indicated geography from the combined
information, or provide a response to the presented question. In other embodiments,
the user 110 may be asked to select information that 1s not associated with the
indicated geography. For instance, a single i1mage not associated with the indicated
gcography may be combined with multiple 1mages that are associated with the
indicated geography, and the user 110 may be requested to select the single image that
1S not associated with the indicated geography.

[0026] In example embodiments, the information presented in such a user
challenge may be images, audio files and/or video files, or questions 1n languages
respectively associated with the various geographies, as previously described. Such

an approach may be beneficial in reducing fraud because, 1f the user 110 has provided
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false geographic information to the online service provider 130, the user 110 will
likely be unable to accurately 1dentify the information associated with the falsely
provided indication of geography in order to make an accurate selection in response to
the user challenge, or to provide a correct response to a presented question.

[0027] Also, using images, audio and video information for challenging the
user 110 may reduce misuse of online services because a user intending to misuse an
online service cannot casily perform an online search based on such information. For
instance, a user may casily locate images, audio or video files by performing an online
search using a given keyword that corresponds with the content of image, audio or
video files. However, 1t 1s very difficult to perform an online search starting with an
image, audio or video file to locate descriptive words 1dentifying what 1s contained in
such media files. Because most misuse related to online services results from users
that provide false information, such as false geographic locations, such an approach
for conducting a user challenge (¢.g., using 1image, audio or video associated with an
indicated geography) may dramatically reduce fraud and/or misuse of online services.

[0028] As was also indicated above, in the network 100, the online service
provider 130 may use a user 1dentity profile associated with a provided online user
1dentity to conduct a user challenge to determine whether or not to grant the user 110
access to one or more features of an online service. In an example embodiment, as
previously discussed, the online service provider 130 may have access to user identity
profiles that are maintained by the online service provider 130 or by a third party. The
online service provider 130 may also have access to user 1dentity information 160 that
corresponds, respectively, with the user identity profiles. In one embodiment, a
person may subscribe to multiple online services provided by the online service
provider 130 using the same profile or online user 1dentity.

[0029] In an example embodiment, a person may subscribe to a social
networking service and a picture sharing service using a single online user 1dentity,
where both services are provided by the online service provider 130. If the user 110
sends the request 140 to access an online service (or use a feature of such a service)
also provided by the online service provider 130, and the request 140 mncludes an
online user 1dentity corresponding with the above-discussed user identity profile, the
online service provider 130 may use information from the person’s social networking
information or their personal pictures to conduct a user challenge. For instance, user

1dentity information 160 associated with the person’s user profile (¢.g., social
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networking information or personal pictures) may be combined with other
information. If the user 110 1s not the person corresponding with the provided online
user 1dentity (1.€., 1s fraudulently using the online user 1dentity), the user 110 will
likely not be able to 1dentify the user identity information 160 from the combined
information and be unable to successfully complete such a user challenge, thus
preventing fraudulent use of the online service provided by the online service provider
130.

[0030] FIG. 2 is a flowchart illustrating a method of conducting a user
challenge 1n accordance with an example embodiment. The method 200 may be
implemented 1n the network 100 of FIG. 1 and will be described with further reference
to FIG. 1.

[0031] The method 200 includes, at block 210, receiving, ¢.g., at an online
service provider 130, a request 140 from a user 110 to access an online service, or a
feature of an online service. At block 220, the method 200 includes receiving an
indication of a geography. The indication of a geography at block 220 may indicate a
geography that the user 110 claims to be located 1n and may be provided 1n the
request or, as ong alternative, be obtained from a user profile.

[0032] For instance, at block 220, the indication of the geography may be
explicitly provided by the user. The user may indicate the geography using a street
address, a postal mailing code, a city name and state, a phone number or a country, as
some examples. As an alternative, the user may provide an indication of an online
user 1dentity 1n the request 140 that 1s associated with a user 1dentity profile (profile)
that 18 accessible to and/or maintained by the online service provider 130. The profile
may 1nclude an indication of a geography of a person (not necessarily the user 110 1n
cases of fraud) with whom the profile corresponds. The geography indicated in the
profile may be used for conducting a user challenge 1n the method 200.

[0033] As yet another alternative, an IP address associated with the request
140 (e.g., such as included 1n data headers of the request 140) may be used as the
indication of the geography of the user 110. As was discussed above, 1t 18 possible for
the user 110 to falsity or “spootf” an IP address associated with the user 110°s data
communications (¢.g., the request 140). Thus, 1f the user 110 intends to abuse or
misuse online services provided by the online service provider 130, the user 110 may
spoof the IP address that 1s associated with the request 140 1n order to provide a false

indication of his or her true geographic location. By conducting a user challenge
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using geographic information 150 associated with the indicated geography, such as
described herein, such abuse or misuse may be prevented.

[0034] At block 230, the method 200 includes presenting information
associated with the indicated geography, such as in combination with information not
assoclated with the indicated geography to the user 110, or as a question 1n a language
associated with the indicated geography. For example, the combined information or a
question 1n a language associated with the indicated geography may be presented to
the user 110 using a GUI displayed on the user terminal 120. An example of one such
GUI 1s described 1n further detail below with respect to FIG. 6. In an example
embodiment, presenting the combined information may include presenting one or
more 1mages of landmarks associated with the indicated geography in combination
with one or more 1mages of landmarks not associated with the indicated geography.
In such an approach, images of landmarks for the indicated geography may be
selected by the online service provider 130 from the geographic information 150 and
sent to the user terminal 120. The online service provider 130 may also select images
not associated with the indicated geography from the geographic information 150 by
selecting images of landmarks from other geographic areas.

[0035] In another example embodiment, presenting combined information at
block 230 may include presenting one or more 1images of celebrities associated with
the indicated geography in combination with one or more 1mages of people not
associated with the indicated geography. For instance, the images of celebrities for
the indicated geography may include image of local celebrities, such as newscasters,
or other public figures that would be generally known to people located 1n that
geography but relatively unknown outside the indicated geography. The images of
people from outside the geography may be local celebrities from other geographies or
may be 1mages of people who are not celebrities or public figures, or may be other
images. Once the 1mages are selected, the online service provider may send the
selected 1mages (as combined information) to the user terminal 120 to be displayed to
the user 110 as part of a user challenge using the techniques described herein.

[0036] In still another example embodiment, presenting combined information
at block 230 may include presenting one or more 1tmages of consumer products
associated with the indicated geography in combination with one or more 1mages of
consumer products not associated with the indicated geography. In such an approach,

the 1mages of consumer products may be selected from the geographic information
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150. Images of products sold locally in the indicated geography may be combined
with 1images of products from sold outside the indicated geography and presented to
the user 110 via a GUI displayed using the user terminal 120.

[0037] In yet another example embodiment, presenting combined information
at block 230 may 1nclude presenting one or more service set identifiers (SSIDs) of
wireless networks associated with the indicated geography in combination with one or
more SSIDs not associated with the indicated geography. In such an approach, SSID
information for wireless networks operating in various geographies may be collected
by various techniques. For example, computing equipment configured to detect
wireless networks and record the SSIDs of those networks may be placed 1n vehicles.
The vehicles may then travel through the various geographies to collect the SSID
information, including the geographic locations of the associated wireless networks.
Once collected, the SSID information for the various geographies may be included 1n
the geographic information 150 and used to conduct user challenges as described
herein.

[0038] Information about other radio signals may also be collected and used to
conduct user challenges, as 1s discussed further below. Brietly, however, such signals
may 1nclude broadcast television signals, broadcast radio signals, cellular tower
signals, and global positioning system (GPS) signals, as some examples.

[0039] In another example embodiment, presenting combined information at
block 230 may include presenting one or more audio files or video files associated
with the indicated geography in combination with one or more audio files not
associated with the indicated geography. In such an approach, the audio or video files
associated with the indicated geography may be audio video files of subject matter
generally known to people located 1n the indicated geography, such as audio or video
files of commercials for local businesses, audio or video files of local celebrities, or
video files of local landmarks. The audio or video files not associated with the
indicated geography may be audio or video files from other geographies and contain
content not generally known to people in the indicated geography. In like fashion as
previously discussed, the audio or video files used 1n such an approach may be
obtained by the online service provider 130 from the geographic information 150 and
sent to the user terminal 120 to be presented to the user 110 1n a GUI displayed on the
user terminal 120 and/or using audio/video devices included in the user terminal 120.

In another embodiment, the user 110 may be presented with a question that 1s written
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or spoken 1n a language that 1s associated with the indicated geography. Such
questions may also be presented using the user terminal 120 after being sent by the
online service provider 130.

[0040] At block 240, the method 200 may include requesting that the user
select the information associated with the indicated geography from the combined
information, select information not associated with the indicated geography, or
provide a response to a question that has been presented to the user. In an example
embodiment, the request for the user selection or response may be presented to the
user 110 by the online service provider 130 1n a GUI along with the combined
information or question. For mstance, the GUI may be presented to the user 110 by
communicating the GUI over the network 110 to the user terminal 120 for display to
the user 110. The user 110 may then make his or her selection, or enter a response via
the user terminal 120 using the GUI, such as 1s discussed in further detail below with
respect to FIG. 6. At block 250, the method 200 may include the online service
provider 130 recerving the user 110°s selection or response (¢.g., entered via the user
terminal 120) over the network 100.

[0041] In the event the user 110’s selection correctly corresponds with the
information associated with the indicated geography and the request, or the user 110°s
response 1s a correct response to a presented question, the method 200, at block 260,
may include the online service provider 130 allowing the user 110 access to the online
service or features of the online service. However, 1n the event the selection does not
correctly correspond with the information associated with the indicated geography
and the request, or 18 not a correct response to a presented question, the method 110,
at block 270, may mnclude the online service provider 130 denying the user access to
the online service or service features. In such a case, denying access may result 1n the
online service provider 130 conducting additional user challenges with the user 110.
If the user 110 1s able to successfully complete one or more additional user
challenges, the online service provider may then grant the user 110 access to the one
or more features of the online service that were requested by the user 110.

[0042] FIG. 3 is a flowchart illustrating a method 300 in accordance with an
cxample embodiment that may be implemented in conjunction with the method 200
illustrated in FIG. 2 and described above. For instance, the method 300 may be
implemented as blocks 230, 240 and 250 of the method 200 1n an example

embodiment. The method 300 may, of course, be implemented 1n other embodiments
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as well. As with the method 200, the method 300 will be described with further
reference to the network 100 1illustrated in FIG. 1.

[004 3] The method 300, at block 310, may include providing software to the
user, where the provided software 1s configured to 1dentify radio signals that are
operating 1n the vicinity of the user 110. As discussed above, such signals may
include wireless data network signals (e.g., SSIDs), broadcast television signals,
broadcast radio signals, cellular tower signals, and global positioning system (GPS)
signals, as some examples. For instance, the online service provider 130 may
communicate the software over the network 100 to the user terminal 120. At block
320, the method 200 may include requesting that the user 110 run the provided
software on the user terminal 120 to detect radio signals operating in his or her
location. The request to run the software may be made using a GUI provided to the
user terminal 120 from the online service provider 130. Such a user interface 1s
illustrated 1in FIG. 7 and discussed 1n further detail below.

[0044] At block 330, the method 300 may include the online service provider
130 receiving, from the user terminal 120, indications of one or more radio signals
identified by the software. In such an approach, the radio signals identified by the
software may be compared, by the online service provider 130 (or other entity), to
radio signals associated with an indicated geography, where the radio signals for the
indicated geography are included 1n the geographic information 150. If one or more
of the radio signals 1dentified by the software match the radio signals for the indicated
geography mcluded 1n the geographic information 150, the online service provider
130 may grant the user 110 access to the requested online service or features of the
service. However, 1f the radio signals identified by the software do not match the
radio signals included in the geographic information 150 for the indicated geography,
the online service provider 130 may deny the user 110 access to the requested online
service or features, or conduct additional user challenges. Further, 1f the user 110
does not run the software provided by the online service provider 130, the online
service provider 130 may again deny the user 110 access to the requested online
service or features.

[0045] FIG. 4 is a flowchart illustrating a method 400 for conducting a user
challenge 1n accordance with an example embodiment. As with the method 300, the
method 400 may be implemented 1n conjunction with the method 200 1llustrated

FIG. 2. Of course, the method 400 may be implemented 1n other embodiments as
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well. In like fashion as with FIGs. 2 and 3, the method 400 1llustrated 1n FIG. 4 will
be described with further reference to the network 100 1illustrated in FIG. 1.

[0046] The method 400, at block 410, may include the online service provider
130 monitoring use of the online service, such as use after an initial request to access
the service has been granted. At block 420, the online service provider 130 may
determine that a change in the use of the online service has occurred. This
determination may be based on one or more actions of the user 110. For instance, the
online service provider 130 may determine that a dramatic increase 1in the number of
sent emails associated with a specific email account has occurred. In the method 400,
at block 420, combined challenge information, such as has been previously described,
and a request for the user 110 to make a selection from the combined challenge
information may be presented to the user 110 (via the user terminal 120) in response
to the determined change in use of the online service.

[0047] Such an approach may be useful in situations where access to an online
service 18 granted to one person and then another person (¢.g., the user 110) gains
unauthorized access to the online service by posing as the person to whom access to
the service was originally granted. For instance, if the user 110 takes over (e.g., hacks
into) another user’s account and attempts abuse the online service, the online service
provider 130 may detect a change 1n use of the online service and present a user
challenge to the user 110. If the user 110 1s unable to successfully complete the user
challenge, access to the online service may be terminated (denied).

[0048] FIG. 5 is a flowchart illustrating another method 500 for conducting a
user challenge 1n accordance with an example embodiment. As with the methods 200,
300 and 400, the method 500 will be described with further reference to the network
100 1llustrated 1n FIG. 1.

[0049] The method 500, at block 510, may include receiving, from the user
110 at the online service provider 130 (via the user terminal 120), a request for access
to one or more features of an online service and an indication of a user identity. In the
method 550, the user 1dentity may correspond with a user 1dentity profile (profile) for
a person (which may or may not be the user 110), where the profile 1s maintained by,
or 18 accessible to the online service provider 130.

[0050] At block 520, the method 500 may include the online service provider
130 sending, to the user 110 (via the user terminal 120), information associated with

the person corresponding with the user 1dentity or profile in combination with
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information not associated with the person. For instance, information from the profile
may be used in combination with other information for conducting a user challenge.
In another example embodiment, the profile may contain biographical information for
the person corresponding with the profile. Such biographical information may
include, a geographic location, such as a current street address, previous addresses, an
indication of a current employer, indications of previous employers, a current
telephone number, previous telephone numbers, a current email address, and previous
ecmail addresses, among a number of other pieces or biographical and/or historical
information about the person corresponding with the user profile.

[0051] Such profile information may be presented to the user 110 in
combination with other information (¢.g., in a GUI) 1 order to conduct a user
challenge 1n accordance with the techniques described herein. In such an approach,
the user 110 may be requested to 1dentify the information obtained from the user
profile. If the user 110 successfully 1dentifies the profile information, the online
service provider 130 may grant access to the requested online service or features of
the online service to the user 110. If the user 110 does not successfully identify the
profile information, the online service provider 130 may deny the user 110 access to
the requested online service features. As an alternative, the geography indicated in
the profile may be used to conduct a user challenge 1n the fashions described above
with respect to FIGs. 2-4. In other example embodiments, the user challenge may
include requesting the user 1dentify information that is was not obtained from the user
profile. If the user 110 successfully 1identifies the information that was not obtained
from the profile, the online service provider 130 may grant the user 110 access to the
requested online service features.

[0052] As another alternative, information obtained from other online services
(which may be provided by the online service provider 130) that are accessed using
the same profile as indicated with the request may be used to conduct a user
challenge. For instance, personal photographs from a picture sharing service may be
presented to the user 110 1n combination with other photos. In other embodiments,
information from a social networking profile may be presented to the user 110
combination with other information of like kind but obtained from sources not
associated with the user profile. If the user 110 successfully 1dentifies the information
assoclated with the user profile obtained from the other online service(s), access to the

requested online service(or features of the service) may be granted by the online

14



CA 02753390 2011-08-22
WO 2010/099114 PCT/US2010/025072

service provider 130. If the user 110 does not successtully 1dentify the information
from the other online service(s), the online service provider 130 may deny the user
110 access to the requested online service features and/or conduct additional user
challenges.

[0053] In the method 500, blocks 530, 540, 550 and 560 include similar
opcerations as respective blocks 240, 250, 260 and 270 of the method 200 1illustrated 1n
FIG. 2. Accordingly, the operations of block 530-560 of the method 500 may be
implemented 1n similar fashion as the blocks 240-270 of the method 200. Therefore,
for purposes of brevity and clarity, the details of those operations are not described
again here. Also, 1t 18 noted that the method 500, in like fashion as the method 200,
may be implemented 1n conjunction with the methods 300 and 400 illustrated
respectively in FIGs. 3 and 4.

[0054] FIG. 6 is a diagram 1llustrating a GUI 600 in accordance with an
example embodiment. The GUI 600 may be used 1in connection with the methods
described herein for conducting a user challenge. As with FIGs. 1-5, FIG. 6 will be
described with further reference to the network 100 illustrated in FIG. 1 and discussed
above.

[0055] The GUI 600 may be provided to the user terminal 120 by the online
service provider 130 over the network 100. The GUI 600 may be used to present
combined challenge information to the user 110 on the user terminal 120 or a question
that 1s presented 1n a language associated with an indicated geography, as was
previously discussed. For instance, the GUI 600 may include user selection items
610, 620, 630 and 640. For example, in the method 200 1llustrated in FIG. 2, the user
selection items 610-640 may represent the combined challenge information presented
at block 230. Likewise, in the method 500, the selection items 610-640 may represent
the combined challenge information presented at block 520. In other embodiments, a
single 1item of the 1tems 610-640, 1.¢., a question presented 1n a language
corresponding with an indicated geography, may be presented in the GUI 600.

[0056] In an example embodiment, the user selection items 610-640 may
include 1mages, audio files, video files, SSIDs, radio signals or historical facts about a
person corresponding with a user profile for an indicated user 1dentity, such as
previously described with respect to FIGs. 2 -5. In other embodiments, the user
selection 1items 610-640 may include a number of other appropriate items for

conducting a user challenge 1n accordance with the techniques described herein.
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[0057] By way of example, if the user selection items 610-640 are images of
landmarks, one or more of the user selection items 610-640 may be images of
landmarks that are located 1n a geography that 1s indicated in a request to access an
online service or a geography indicated in a user profile, such as was previously
described. The other user selection items may be images of landmarks that are not
located 1n the indicated geography.

[0058] In this example, the GUI 600 may also include a request 650 for the
user 110 to select, from the user selection 1tems 610-640, the 1image or images of the
landmarks that are located 1n the geography indicated 1n the request to access the
online service or the geography indicated in the user profile associated with the
request. The user 110 may make his or her selection(s) from the GUI 600 using a
cursor 660 on the user terminal 620. In other embodiments, the GUI 600 may be used
to present a question 1n to the user, such as described herein, and the request 650 may
be used to request the user select or enter a response to the question using the user
terminal 120. In still other embodiments, the GUI 600 may include a request 650 for
the user 110 to select, from the user selection items 610-640, an 1mage or images of
the landmarks that 1s(are) not located 1n the geography indicated 1n the request to
access the online service or the geography indicated 1n the user profile associated with
the request After the user 110 has completed his or her selection(s) or entered a
response, the user terminal 120 may communicate the selection/response to the online
service provider 130. Upon receiving the user 110°s selection/response, the online
service provider may determine whether the user 110 has successfully selected the
correct item(s) or correctly answered the presented question, and grant or deny access
to the online service or features of the service, such as 1n the fashions discussed
above.

[0059] FIG. 7 is a diagram illustrating a GUI 700 that may be used in
conjunction with the method 300 described above with respect to FIG. 3. As with the
FIGs. 1-6, the GUI 700 of FIG. 7 will described with further reference to the network
100 1llustrated 1n FIG. 1. As illustrated in FIG. 3, the method 300 may include, at
block 310, the online service provider 130 providing software to the user terminal
120, where the software 1s configured to 1dentify radio signals operating in a user
110’s location. In an example embodiment, the GUI 700 may be provided to the user
terminal 120 by the online service provider 130 along with the software for display to

the user 110.
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[0060] As shown in FIG. 7, the GUI 700 includes a dialog box 710 that
request that the user 110 run the provided software to 1dentify locally operating radio
signals. The user may click an “OK” button 720 or a “CANCEL” button 730 using a
cursor 740 1n response to the request included 1n the dialog box 710. If the user 110
selects the “OK” button 720, the provided software will then run on the user terminal
120.

[0061] In this example, the provided software identifies any radio signals
operating at the user 110’s location and provides indications of those radio signals to
the online service provider 130 over the network 100. As described above, the online
service provider 130 may then grant or deny access to a requested online service, or
features of a service based on a comparison of the detected radio signals to radio
signals listed 1in the geographic information 150 for an indicated geography.

[0062] FIG. 8 shows an example of a generic computer device 800 and a
generic mobile computer device 850, which may be used with the techniques
described here. Computing device 800 1s intended to represent various forms of
digital computers, such as laptops, desktops, workstations, personal digital assistants,
servers, blade servers, mainframes, and other appropriate computers. Computing
device 850 1s intended to represent various forms of mobile devices, such as personal
digital assistants, cellular telephones, smart phones, and other similar computing
devices. The components shown here, their connections and relationships, and their
functions, are meant to be exemplary only, and are not meant to limit implementations
of the mnventions described and/or claimed in this document.

[0063] Computing device 800 includes a processor 802, memory 804, a
storage device 806, a high-speed interface 808 connecting to memory 804 and high-
speed expansion ports 810, and a low speed interface 812 connecting to low speed bus
814 and storage device 806. Each of the components 802, 804, 806, 808, 810, and
812, are imnterconnected using various busses, and may be mounted on a common
motherboard or in other manners as appropriate. The processor 802 can process
instructions for execution within the computing device 800, including instructions
stored 1n the memory 804 or on the storage device 806 to display graphical
information for a GUI on an external input/output device, such as display 816 coupled
to high speed interface 808. In other implementations, multiple processors and/or
multiple buses may be used, as appropriate, along with multiple memories and types

of memory. Also, multiple computing devices 800 may be connected, with cach
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device providing portions of the necessary operations (€.g., as a server bank, a group
of blade servers, or a multi-processor system).

[0064] The memory 804 stores information within the computing device 800.
In one 1implementation, the memory 804 15 a volatile memory unit or units. In another
implementation, the memory 804 1s a non-volatile memory unit or units. The memory
804 may also be another form of computer-readable medium, such as a magnetic or
optical disk.

[0065] The storage device 806 1s capable of providing mass storage for the
computing device 800. In one implementation, the storage device 806 may be or
contain a computer-readable medium, such as a floppy disk device, a hard disk
device, an optical disk device, or a tape device, a flash memory or other similar solid
statc memory device, or an array of devices, including devices 1n a storage arca
network or other configurations. A computer program product can be tangibly
embodied 1n an information carrier. The computer program product may also contain
instructions that, when executed, perform one or more methods, such as those
described above. The information carrier 1s a computer- or machine-readable
medium, such as the memory 804, the storage device 806, or memory on processor
802.

[0066] The high speed controller 808 manages bandwidth-intensive operations
for the computing device 800, while the low speed controller 812 manages lower
bandwidth-intensive operations. Such allocation of functions 1s exemplary only. In
on¢ implementation, the high-speed controller 808 1s coupled to memory 804, display
816 (e.g., through a graphics processor or accelerator), and to high-speed expansion
ports 810, which may accept various expansion cards (not shown). In the
implementation, low-speed controller 812 1s coupled to storage device 806 and low-
speed expansion port 814. The low-speed expansion port, which may include various
communication ports (¢.g., USB, Bluetooth, Ethernet, wireless Ethernet) may be
coupled to one or more input/output devices, such as a keyboard, a pointing device, a
scanner, or a networking device such as a switch or router, ¢.g., through a network
adapter.

[0067] The computing device 800 may be implemented in a number of
different forms, as shown 1n the figure. For example, it may be implemented as a
standard server 820, or multiple times 1n a group of such servers. It may also be

implemented as part of a rack server system 824. In addition, 1t may be implemented
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in a personal computer such as a laptop computer 822. Alternatively, components
from computing device 800 may be combined with other components in a mobile
device (not shown), such as device 850. Each of such devices may contain one or
more of computing device 800, 850, and an entire system may be made up of multiple
computing devices 800, 850 communicating with each other.

[0068] Computing device 850 includes a processor 852, memory 864, an
input/output device such as a display 854, a communication interface 866, and a
transcerver 868, among other components. The device 850 may also be provided with
a storage device, such as a microdrive or other device, to provide additional storage.
Each of the components 850, 852, 864, 854, 866, and 868, arc mterconnected using
various buses, and several of the components may be mounted on a common
motherboard or in other manners as appropriate.

[0069] The processor 852 can execute instructions within the computing
device 850, including instructions stored in the memory 864. The processor may be
implemented as a chipset of chips that include separate and multiple analog and
digital processors. The processor may provide, for example, for coordination of the
other components of the device 850, such as control of user intertaces, applications
run by device 850, and wireless communication by device 850.

[0070] Processor 852 may communicate with a user through control interface
858 and display interface 856 coupled to a display 854. The display 854 may be, for
example, a TFT LCD (Thin-Film-Transistor Liquid Crystal Display) or an OLED
(Organic Light Emitting Diode) display, or other appropriate display technology. The
display interface 856 may comprise appropriate circuitry for driving the display 854
to present graphical and other information to a user. The control interface 858 may
receive commands from a user and convert them for submission to the processor 852.
In addition, an external interface 862 may be provide in communication with
processor 852, so as to enable near areca communication of device 850 with other
devices. External mterface 862 may provide, for example, for wired communication
in some 1mplementations, or for wireless communication 1n other implementations,
and multiple interfaces may also be used.

[0071] The memory 864 stores information within the computing device 850.
The memory 864 can be implemented as one or more of a computer-readable medium
or media, a volatile memory unit or units, or a non-volatile memory unit or units.

Expansion memory 874 may also be provided and connected to device 850 through
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expansion interface 872, which may include, for example, a SIMM (Single In Line
Memory Module) card interface. Such expansion memory 874 may provide extra
storage space for device 850, or may also store applications or other information for
device 850. Specifically, expansion memory 874 may include istructions to carry
out or supplement the processes described above, and may include secure information
also. Thus, for example, expansion memory 874 may be provide as a security module
for device 850, and may be programmed with instructions that permit secure use of
device 850. In addition, secure applications may be provided via the SIMM cards,
along with additional information, such as placing identifying information on the
SIMM card 1n a non-hackable manner.

[0072] The memory may include, for example, flash memory and/or NVRAM
memory, as discussed below. In one implementation, a computer program product 18
tangibly embodied 1n an information carrier. The computer program product contains
instructions that, when executed, perform one or more methods, such as those
described above. The information carrier 1s a computer- or machine-readable
medium, such as the memory 864, expansion memory 874, or memory on processor
852, that may be received, for example, over transcerver 868 or external interface 862.

[0073] Device 850 may communicate wirelessly through communication
interface 866, which may include digital signal processing circuitry where necessary.
Communication interface 866 may provide for communications under various modes
or protocols, such as GSM voice calls, SMS, EMS, or MMS messaging, CDMA,
TDMA, PDC, WCDMA, CDMA2000, or GPRS, among others. Such communication
may occur, for example, through radio-frequency transceiver 868. In addition, short-
range communication may occur, such as using a Bluetooth, WiF1, or other such
transceiver (not shown). In addition, GPS (Global Positioning System) receiver
module 870 may provide additional navigation- and location-related wireless data to
device 850, which may be used as appropriate by applications running on device 850.

[0074] Device 850 may also communicate audibly using audio codec 860,
which may receive spoken information from a user and convert it to usable digital
information. Audio codec 860 may likewise generate audible sound for a user, such
as through a speaker, ¢.g., 1n a handset of device 850. Such sound may include sound
from voice telephone calls, may include recorded sound (¢.g., voice messages, music

files, etc.) and may also include sound generated by applications operating on device

850.
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[0075] The computing device 850 may be implemented in a number of
different forms, as shown in the figure. For example, 1t may be implemented as a
cellular telephone 880. It may also be implemented as part of a smart phone 882,
personal digital assistant, or other similar mobile device.

[0076] Various implementations of the systems and techniques described here
can be realized 1n digital electronic circuitry, integrated circuitry, specially designed
ASICs (application specific integrated circuits), computer hardware, firmware,
software, and/or combinations thercof. These various implementations can include
implementation 1n one or more computer programs that are executable and/or
interpretable on a programmable system including at least one programmable
processor, which may be special or general purpose, coupled to receive data and
instructions from, and to transmit data and instructions to, a storage system, at Icast
on¢ input device, and at least one output device.

[0077] These computer programs (also known as programs, software, software
applications or code) include machine instructions for a programmable processor, and
can be implemented 1n a high-level procedural and/or object-oriented programming
language, and/or in assembly/machine language. As used herein, the terms “machine-

2% ¢6

readable medium” “computer-readable medium” refers to any computer program
product, apparatus and/or device (e.g., magnetic discs, optical disks, memory,
Programmable Logic Devices (PLDs)) used to provide machine instructions and/or
data to a programmable processor, including a machine-readable medium that
recerves machine instructions as a machine-readable signal. The term “machine-
readable signal” refers to any signal used to provide machine instructions and/or data
to a programmable processor.

[0078] To provide for interaction with a user, the systems and techniques
described here can be implemented on a computer having a display device (e.g., a
CRT (cathode ray tube) or LCD (liquid crystal display) monitor) for displaying
information to the user and a keyboard and a pointing device (e.g., a mouse or a
trackball) by which the user can provide input to the computer. Other kinds of
devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback (e.g., visual

feedback, auditory feedback, or tactile feedback); and input from the user can be

received 1n any form, including acoustic, speech, or tactile input.
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[0079] The systems and techniques described here can be implemented in a
computing system that includes a back end component (¢.g., as a data server), or that
includes a middleware component (¢.g., an application server), or that includes a
front end component (¢.g., a client computer having a graphical user interface or a
Web browser through which a user can interact with an implementation of the systems
and techniques described here), or any combination of such back end, middleware, or
front end components. The components of the system can be interconnected by any
form or medium of digital data communication (¢.g., a communication network).
Examples of communication networks include a local areca network (“LAN”), a wide
arca network (“WAN”), and the Internet.

[0080] The computing system can include clients and servers. A client and
server are generally remote from each other and typically interact through a
communication network. The relationship of client and server arises by virtue of
computer programs running on the respective computers and having a client-server
relationship to each other.

[0081] In a first general aspect, an example method includes receiving, at an
online service provider, a request from a user to access one or more features of an
online service running on a host server and also receiving an indication of a
gcography associated with the user. The example method further includes sending, to
the user, information associated with the indicated geography 1in combination with
information not associated with the indicated geography and a request that the user
select the information associated with the indicated geography from the combined
information or select the information not associated with the indicated geography
from the combined information. The example method still further includes receiving,
at the online service provider, a selection from the user and, 1n the event the selection
correctly corresponds with the request, allowing the user access to the one or more
features.

[0082] The method may be understood as an authentication method. The
authentication method may have the eftect of preventing multiple user accounts from
being compromised. In particular, 1t may be difficult for an attacker to keep track of
gcography information associated with multiple users. The method may be especially
ctfective in comparison with password-based methods. Specifically, the amount of
security information to be stored may be reduced, since 1t may only be necessary for

the online service provider to store data for geographical arcas rather than data for
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every user. Moreover, although 1t may be possible for an attacker to use the same
password with multiple user accounts, it may be more difficult for the attacker to keep
track of the geography associated with each user.

[0083] The method may also be used in conjunction with a password
authentication method. Used together, the two authentication methods may provide a
synergistic technical effect in that security of the online service 1s improved and
misuse of the online service 1s reduced.

[0084] In some embodiments, the indication of the geography may be selected
from the group consisting of: a street address provided by the user, a postal mailing
code provided by the user, a city name and a state name provided by the user, a
country name provided by the user, a phone number provided by the user and an
Internet Protocol address associated with the request.

[0085] Furthermore, sending the combined information may comprise the
online service provider providing the combined information for presentation 1n a
graphical user interface.

[0086] In certain embodiments, sending the combined information comprises
providing one or more 1images of landmarks associated with the indicated geography
in combination with one or more 1images of landmarks not associated with the
indicated geography.

[0087] It may be that sending the combined information comprises providing
one or more 1mages of celebrities associated with the indicated geography in
combination with one or more 1images of people not associated with the indicated
geography.

[0088] Moreover, sending the combined information may comprise providing
on¢ or more 1mages of consumer products associated with the indicated geography 1n
combination with one or more 1mages of consumer products not associated with the
indicated geography.

[0089] In addition, sending the combined information may comprise
providing on¢ or more service set identifiers (SSIDs) of wireless networks associated
with the indicated geography 1in combination with one or more SSIDs not associated
with the indicated geography.

[0090] Also, sending the combined information may comprise providing one
or more audio files associated with the indicated geography in combination with one

or more audio files not associated with the indicated geography.
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[0091] In some cases, sending the combined information comprises providing
on¢ or more video files associated with the indicated geography in combination with
on¢ or more video files not associated with the indicated geography.

[0092] The use of 1mages, audio, or video in the combined information may
have the technical effect of reducing misuse of the online service because 1t 18 very
difficult to perform an online search starting with an image, audio or video file. The
combined information may comprise one or more 1mages, one or more audio files, or
on¢ or more video files. The use of 1images, audio files or video files has the technical
ctfect that authentication can be performed more reliably. This 18 because 1mage,
audio or video information 1s generally easier for a user to remember than text
information (¢.g. a password). Morcover, a system using image, audio or video
information to perform authentication may be less vulnerable to known attack
techniques.

[0093] Furthermore, the method may also comprise: monitoring, at the online
service provider, use of the online service, and determining a change 1n the use of the
online service based on one or more actions of the user, wherein sending the
combined 1information and the request 1s performed 1n response to the determined
change.

[0094] In a second general aspect, an example method includes receiving,
from a user, at an online service provider a request for access to one or more features
of an online service running on a host server and an indication of a person’s 1identity.
The example method further includes sending, to the user, information associated with
the person 1n combination with information not associated with the person, wherein
the information associated with the person 1s obtained based on an online user identity
profile corresponding with the person and a request that the user select the
information associated with the person from the combined information or select the
information not associated with the person from the combined information. The
example method still further includes receiving, at the online service provider, a
selection from the user and, in the event the selection correctly corresponds with the
request, allowing the user access to the one or more features.

[0095] In some embodiments, sending the combined information comprises
providing one or more 1mages associated with the person in combination with one or
more 1mages not associated with the person.

[0096] Furthermore, sending the combined information may comprise
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providing one or more pieces of historical information associated with the person in
combination with one or more pieces of mmformation not associated with the person.

[0097] Moreover, the one or more pieces of historical information may
include at least one of the following: a previous address associated with the person, a
previous phone number associated with the person; a previous email address
assoclated with the person; and a prior employer associated with the person.

[0098] Accordingly, the person’s identity may correspond with a user profile
that includes an indication of a geography associated with the person; and sending the
combined information may comprise presenting information associated with the
indicated geography 1n combination with information not associated with the
indicated geography.

[0099] In another aspect, a recordable storage medium having instructions
recorded and stored thercon 1s provided. When executed by a computing device, the
instructions may cause the computing device to perform the actions of recerving, from
a user, a request to access one or more features of an online service, and receilving an
indication of a geography associated with the user. The instructions may further cause
the computing device to perform the actions of sending, to the user: information
associated with the indicated geography in combination with information not
associated with the indicated geography, and a request that the user select the
information associated with the indicated geography from the combined mmformation
or sclect the information not associated with the indicated geography from the
combined information. In addition, the 1nstructions may cause the computing device
to perform the actions of recerving a selection from the user, and 1n the event the
selection correctly corresponds with the request, allowing the user access to the one or
more features.

[00100] In some embodiments, sending the combined information comprises
providing one or more 1mages associated with the indicated geography in combination
with one or more 1images not associated with the indicated geography.

[00101] Moreover, sending the combined information may comprise providing
on¢ or more service set identifiers (SSIDs) of wireless networks associated with the
indicated geography 1n combination with one or more SSIDs not associated with the
indicated geography.

[00102] In addition, 1t may be that sending the combined information

comprises providing one or more audio or video files associated with the indicated
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geography 1n combination with one or more audio video files not associated with the
indicated geography.

[00103] Also, the instructions, when executed, may further provide for:
monitoring us¢ of the online service, and  determining a change 1 the use of the
online service based on one or more actions of the user, wherein sending the
combined information and the request are performed 1n response to the determined
change.

[00104] According to yet another aspect, an online service provider system 1s
provided. The system may comprise a processor, and program storage memory
operationally coupled with the processor. The program storage memory may have
instructions stored thercon that, when executed by the processor, provide for
receiving, from a user: a request for access to one or more features of an online
service, and an indication of a person’s 1identity. The instructions may further provide
for sending, to the user: information associated with the person in combination with
information not associated with the person, wherein the information associated with
the person 1s obtained based on an online user 1dentity profile corresponding with the
person, and a request that the user select the information associated with the person
from the combined information or select the information not associated with the
person from the combined information. In addition, the instructions may provide for
recerving a selection from the user, and 1n the event the selection correctly
corresponds with the request, allowing the user access to the one or more features.

[00105] In some cases, the instructions, when executed by the processor,
further provide for: monitoring use of the online service, and determining a change 1n
the use of the online service based on one or more actions of the user, wherein
sending the combined information and the request are performed 1n response to the
determined change.

[00106] In third general aspect, an example method includes receiving, at an
online service provider, a request from a user to access one or more features of an
online service running on a host server and also receiving, from the user, an indication
of a geography. The example method further includes sending, to the user, a question
in a language associated with the indicated geography and a request that the user
respond to the question. The example method further includes receiving, at the online
service provider, a response from the user and, 1n the event the response correctly

corresponds with the question, allowing the user access to the one or more features.
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[00107] In some cases, sending the question comprises providing an audio file
configured for playback on a user terminal.

[00108] In a fourth general aspect, an example method includes receiving, at an
online service provider, a request from a user to access one or more features of an
online service running on a host server and also receiving, from the user, an indication
of a geography. The example method further includes sending, to the user, software
configured to 1dentify radio signals and a request that the user run the software. The
cxample method further includes receiving an indication of one or more radio signals
identified by the software and, 1n the event the radio signals identified by the software
correctly correspond with radio signals associated with the indicated geography,
allowing the user access to the one or more features.

[00109] A number of embodiments have been described. Nevertheless, 1t will
be understood that various modifications may be made without departing from the
spirit and scope of the invention.

[00110] In addition, the logic flows depicted in the figures do not require the
particular order shown, or sequential order, to achieve desirable results. In addition,
other steps may be provided, or steps may be eliminated, from the described flows,
and other components may be added to, or removed from, the described systems.

Accordingly, other embodiments are within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A computer-implemented method (200), comprising:
recerving (210), at an online service provider (130), a request (140) from a
user (110) to access one or more features of an online service running on a host
SCIVer;
recerving (220) an indication of a geography associated with the user (110);
sending, to the user (110):
information (230) associated with the indicated geography 1n
combination with information not associated with the indicated geography;
and
a request (240) that the user (110) select the information associated
with the indicated geography from the combined information or select the
information not associated with the indicated geography from the combined
information;
recerving (250), at the online service provider (130), a selection from the user
(110); and
in the event the selection correctly corresponds with the request (140),

allowing (260) the user (110) access to the one or more features.

2. The computer-implemented method of claim 1, wherein the indication
of the geography 1s selected from the group consisting of: a street address provided by
the user (110), a postal mailing code provided by the user (110), a city name and a
statc name provided by the user (110), a country name provided by the user (110), a
phone number provided by the user (110) and an Internet Protocol address associated

with the request (140).
3. The computer-implemented method of claim 1 or 2, wherein sending
(230) the combined information comprises the online service provider providing the

combined information for presentation 1n a graphical user interface.

4. The computer-implemented method of any one of the preceding

claims, wherein sending (230) the combined information comprises providing one or
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more 1mages of landmarks associated with the indicated geography in combination

with one or more 1mages of landmarks not associated with the indicated geography.

5. The computer-implemented method of any one of the preceding
claims, wherein sending (230) the combined information comprises providing ong or
more 1mages of celebrities associated with the indicated geography in combination

with one or more 1images of pcople not associated with the indicated geography.

0. The computer-implemented method of any one of the preceding
claims, wherein sending (230) the combined information comprises providing one or
more 1mages of consumer products associated with the indicated geography 1n
combination with one or more 1mages of consumer products not associated with the

indicated geography.

7. The computer-implemented method of any one of the preceding
claims, wherein sending (230) the combined information comprises providing ong or
more service set identifiers (SSIDs) of wireless networks associated with the indicated

gcography 1n combination with one or more SSIDs not associated with the indicated

gcography.

8. The computer-implemented method of any one of the preceding
claims, wherein sending (230) the combined information comprises providing one or
more¢ audio files associated with the indicated geography in combination with one or

more audio files not associated with the indicated geography.

9. The computer-implemented method of any one of the preceding
claims, wherein sending (230) the combined information comprises providing ong or
more video files associated with the indicated geography 1in combination with one or

more video files not associated with the indicated geography.

10.  The computer-implemented method of any one of the preceding
claims, further comprising:
monitoring (410), at the online service provider (130), use of the online

service; and
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determining (420) a change 1n the use of the online service based on one or
more actions of the user (110), wherein sending the combined information and the

request (140) 1s performed 1n response to the determined change.

11. A computer-implemented method comprising:
recerving (510), from a user (110), at an online service provider (130):

a request (140) for access to one or more features of an online service
running on a host server; and

an 1ndication of a person’s 1dentity;
sending, to the user (110):

information (520) associated with the person in combination with
information not associated with the person, wherein the information associated
with the person 1s obtained based on an online user 1dentity profile
corresponding with the person; and

a request (530) that the user (110) select the information associated
with the person from the combined information or select the information not
associated with the person from the combined information;
recerving (540), at the online service provider (130), a selection from the user

(110);

in the event the selection correctly corresponds with the request (140),

allowing (550) the user (110) access to the one or more features.

12.  The method of claim 11, wherein sending (520) the combined
information comprises providing one or more 1mages associated with the person 1n

combination with one or more 1mages not associated with the person.

13. The method of claim 11 or 12, wherein sending (520) the combined
information comprises providing one or more pieces of historical information
associated with the person in combination with one or more pieces of information not

assoclated with the person.

14.  The method of claim 13, wherem the one or more pieces of historical

information include at least one of the following: a previous address associated with
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the person, a previous phone number associated with the person; a previous email

address associated with the person; and a prior employer associated with the person.

15. The method of any one¢ of claims 11 to 14, wherein:

the person’s identity corresponds with a user profile that includes an indication
of a geography associated with the person; and

sending (520) the combined information comprises presenting information
assoclated with the indicated geography in combination with information not

associated with the indicated geography.

16. A recordable storage medium having recorded and stored thercon
instructions that, when executed by a computing device, cause the computing device
to perform the actions of:

recerving (210), from a user (110), a request (140) to access one or more
features of an online service;

recerving (220) an indication of a geography associated with the user (110);

sending, to the user (110):

information (230) associated with the indicated geography 1n
combination with information not associated with the indicated geography;
and

a request (240) that the user (110) select the information associated
with the indicated geography from the combined information or select the
information not associated with the indicated geography from the combined
information;

recerving (250) a selection from the user (110); and

in the event the selection correctly corresponds with the request (140),

allowing (260) the user (110) access to the one or more features.

17.  The recordable storage medium of claim 16, wherein sending (230) the
combined information comprises providing one or more 1images associated with the
indicated geography 1in combination with one or more 1images not associated with the

indicated geography.
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18.  The recordable storage medium of claim 16 or 17, wherein sending
(230) the combined information comprises providing one or more service sct
identifiers (SSIDs) of wireless networks associated with the indicated geography in

combination with one or more SSIDs not associated with the indicated geography.

19.  The recordable storage medium of any one of claims 16 to 18, wherein
sending (230) the combined information comprises providing one or more audio or
video files associated with the indicated geography in combination with one or more

audio video files not associated with the indicated geography.

20.  The recordable storage medium of any one of claims 16 to 19, wherein
the instructions, when executed, further provide for:

monitoring (410) use of the online service; and

determining (420) a change 1n the use of the online service based on one or
more actions of the user (110), wherein sending the combined information and the

request (140) are performed 1n response to the determined change.

21.  An online service provider system comprising;:
a processor; and
program storage memory operationally coupled with the processor, the
program storage memory having mstructions stored thercon that, when executed by
the processor, provide for:
recerving (510), from a user (110):
a request (140) for access to one or more features of an online
service; and
an 1ndication of a person’s 1dentity;
sending, to the user (110):
information (520) associated with the person in combination
with information not associated with the person, wherein the
information associated with the person is obtained based on an online
user 1dentity profile corresponding with the person;
a request (530) that the user (110) select the information

associated with the person from the combined information or select the
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information not associated with the person from the combined
information;

receiving (540) a selection from the user (110);

in the event the selection correctly corresponds with the request (140),

allowing (550) the user (110) access to the one or more features.

22.  The system of claim 21, wherein the instructions, when executed by
the processor, further provide for:

monitoring (410) use of the online service; and

determining (420) a change 1n the use of the online service based on one or
more actions of the user (110), wherein sending the combined information and the

request (140) are performed 1n response to the determined change.

23. A computer-implemented method, comprising:
recerving (210), at an online service provider (130), a request (140) from a
user (110) to access one or more features of an online service running on a host
SCIVer;
recerving (220), from the user (110), an indication of a geographys;
sending, to the user (110):
a question 1n a language associated with the indicated geography; and
a request that the user (110) respond to the question;
recerving, at the online service provider (130), a response from the user (110);

and

in the event the response correctly corresponds with the question, allowing the

user (110) access to the one or more features.

24.  The computer-implemented method of claim 23, wherein sending the
question comprises providing an audio file configured for playback on a user

terminal.

25. A computer-implemented method, comprising:
recerving (210), at an online service provider (130), a request (140) from a

user (110) to access one or more features of an online service running on a host

SCrver;
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recerving (220), from the user (110), an indication of a geography;
sending, to the user (110):
software (310) configured to 1dentify radio signals; and
a request (320) that the user (110) run the software;
recerving (330) an indication of one or more radio signals 1dentified by the
software; and
in the event the radio signals identified by the software correctly correspond
with radio signals associated with the indicated geography, allowing (260) the user

(110) access to the one or more features.
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(‘ 200

RECEIVING, FROM A USER, A REQUEST TO ACCESS AN ONLINE SERVICE OR
FEATURE OF AN ONLINE SERVICE

\-210

RECEIVING AN INDICATION OF A GEOGRAPHY

220

PRESENTING, TO THE USER, INFORMATION ASSOCIATED WITH THE INDICATED
GEOGRAPHY (E.G., IN COMBINATION WITH INFORMATION NOT ASSOCIATED
WITH THE INDICATED GEOGRAPHY)

230
REQUESTING A USER SELECTION OR RESPONSE
\-240
RECEIVING A SELECTION/RESPONSE FROM THE USER
250

IN THE EVENT THE SELECTION/RESPONSE CORRECTLY CORRESPONDS WITH
THE REQUEST, ALLOWING THE USER ACCESS TO THE ONLINE SERVICE OR
FEATURE

260

IN THE EVENT THE SELECTION DOES NOT CORRECTLY CORRESPOND WITH
THE REQUEST, DENYING THE USER ACCESS TO THE ONLINE SERVICE OR
FEATURE

FIG. 2 0
(‘ 300

PROVIDING SOFTWARE TO A USER, THE SOFTWARE BEING CONFIGURED TO
IDENTIFY RADIO SIGNALS TRANSMITTED IN AN INDICATED GEOGRAPRY

310
REQUESTING THAT THE USER RUN THE SOFTWARE
320
RECEIVING INDICATIONS OF RADIO SIGNALS IDENTIFIED BY THE SOFTWARE
330
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MONITORING USE OF THE ONLINE SERVICE

DETERMINING A CHANGE IN THE USE OF THE ONLINE SERVICE BASED ON ONE
OR MORE ACTIONS OF THE USER, WHEREIN PRESENTING COMBINED
INFORMATION (E.G., AT 230) AND REQUESTING A USER SELECTION (E.G., AT
240) ARE PERFORMED IN RESPONSE TO THE DETERMINED CHANGE

\~420
FIG. 4

(* 500

RECEIVING, FROM A USER, A REQUEST FOR ACCESS TO ONE OR MORE
FEATURES OF AN ONLINE SERVICE AND AN INDICATION OF A PERSON'S
IDENTITY

\~510

PRESENTING, TO THE USER, INFORMATION ASSOCIATED WITH THE PERSON
IN COMBINATION WITH INFORMATION NOT ASSOCIATED WITH THE PERSON

\-520

REQUESTING THAT A USER SELECTION FROM THE COMBINED INFORMATION

530
RECEIVING A SELECTION FROM THE USER
\-540
IN THE EVENT THE SELECTION CORRECTLY CORRESPONDS WITH THE
REQUEST, ALLOWING THE USER ACCESS TO THE ONLINE SERVICE OR
SERVICE FEATURE
550
IN THE EVENT THE SELECTION DOES NOT CORRECTLY CORRESPOND WITH
THE REQUEST, DENYING THE USER ACCESS TO THE ONLINE SERVICE OR
SERVICE FEATURE
560

FIG. 5
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