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DESCRIPTION
MOBILE COMMUNICATION SYSTEM, MOBILE STATION, AND RADIO
BASE STATION

TECHNICAL FIELD
[0001] The present invention relates to a mobile communication system, a

mobile station, and a radio base station.

BACKGROUND ART

[0002] In a mobile communication system employing an LTE (Long Term
Evolution)-Advanced scheme which is a next-generation communication scheme
of an LTE scheme, it is possible to use a technology called “Carrier Aggregation”
in which a mobile station UE communicates with a radio base station eNB by

simultaneously using a plurality of frequency carriers.

[0003] The frequency carriers constituting the “Carrier Aggregation” are called

“Component Carriers”.

[0004] Each “Component Carrier’ may also serve as an independent LTE cell.
That 1s, it may be possible to perform the “Carrier Aggregation” employing the

LTE cell, which uses different frequency carriers, as “Component Carriers”.

[0005] Consequently, in the LTE-Advanced scheme, based on the “Carrier
Aggregation”, it is possible to perform communication by simultaneously using a

plurality of LTE cells using different frequency carriers.

[0006] Here, in the LTE scheme, a key KeNB used in a radio security process
depends on both PCI (Physical Cell Identity, a physical cell ID) and “E-ARFCN
(E-UTRA Absolute Radio Frequency Channel Number, a frequency code)” of a

cell in communication.
[0007] This is for using a key generation function KDF (Key Derivation
Function) using the PCI and the E-ARFCN as parameters when generating the

key KeNB.

[0008] Furthermore, the key KeNB is generated from a master key KASME
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different for each mobile station UE. Therefore, in the LTE scheme, the key KeNB

is a cell specific key and a mobile station UE specific key.

SUMMARY OF THE INVENTION
[0009] However, in the LTE-Advanced mobile communication system, the radio

security process in the "Carrier Aggregation" has not been defined.

[0010] Therefore, the present invention has been achieved in view of the above
described problems, and an object thereof is to provide a mobile communication
system, a mobile station, and a radio base station, capable of appropriately

performing a radio security process in "Carrier Aggregation".

[0011] A gist of a first characteristic of the present invention is a mobile
communication system in which a mobile station is configured to communicate with

a radio base station by using a plurality of frequency carriers, in which the mobile
station is configured to perform a security process of communication by applying a
same key to all of the plurality of frequency carriers, and the mobile station is
configured to generate the key based on a physical cell ID and a frequency code

of any one of the plurality of frequency carriers.

[0012] A gist of a second characteristic of the present invention is a mobile station,
comprising a communication unit configured to communicate with a radio base
station by simultaneously using a plurality of frequency carriers, and comprising a
key generation unit configured to generate the key based on a physical cell ID and a

frequency code of any one of the plurality of frequency carriers, in which the
communication unit is configured to perform a security process of communication by

applying a same key to all of the plurality of frequency earners.

[0013] A gist ofa third characteristic of the present invention is a radio base station
comprising: a communication unit configured to communicate with a mobile station
by simultaneously using a plurality of frequency carriers, and comprising a key
generation unit configured to generate the key based on a physiéal cell ID and a

frequency code of any one of the plurality of frequency carriers, in which the

7924402
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communication unit is configured to perform a security process of communication by

applying a same key to all ofthe plurality of frequency earners.

7924402
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[0014] As described above, according to the present invention, it is possible to
provide a mobile communication system, a mobile station, and a radio base
station, capable of appropriately performing a radio security process in “Carrier

Aggregation”.

BRIEF DESCRIPTION OF THE DRAWINGS
[0015] [Fig. 1] Fig. 1 is a diagram showing the entire configuration of a mobile
communication system according to a first embodiment of the present invention.

[Fig. 2] Fig. 2 is a protocol stack diagram of the mobile communication
system according to the first embodiment of the present invention.

[Fig. 3] Fig. 3 is a diagram explaining an example in which three
PDCP-SDUs are transmitted in a mobile communication system according to
the first embodiment of the present invention.

[Fig. 4] Fig. 4 is a functional block diagram of a mobile station according
to the first embodiment of the present invention.

[Fig. 5] Fig. 5 is a functional block diagram showing a radio base station
according to the first embodiment of the present invention.

[Fig. 6] Fig. 6 is a sequence diagram showing an operation of the mobile
communication system according to the first embodiment of the present

Invention.

BEST MODES FOR CARRYING OUT THE INVENTION
[0016] (Mobile communication system according to first embodiment of the
present invention)

With reference to Fig. 1 to Fig. 3, the mobile communication system

according to the first embodiment of the present invention will be described.

[0017) The mobile communication system according to the present embodiment
1s an LTE-Advanced mobile communication system. In the mobile
communication system, it is possible for a mobile station UE to communicate
with a radio base station eNB by simultaneously using a plurality of frequency

carriers, that is, “Carrier Aggregation” is available.

[0018] In the present embodiment, as illustrated in Fig. 1, it is possible for the

mobile station UE to perform communication by simultaneously using a
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frequency carrier F1 in a cell #1 specified by “PCI (Physical Cell ID)=1", a
frequency carrier F2 in a cell #2 specified by “PCI = 2”, and a frequency carrier
F3 1n a cell #3 specified by “PCI = 3”.

[0019] Here, 1t 1s assumed that all the cell #1 to the cell #3 are cells subordinate
to the radio base station eNB. In addition, the cell #1 to the cell #3 may also be
independent LTE cells, respectively.

[0020] Asillustrated in Fig. 2, in the mobile communication system according
to the present embodiment, the mobile station UE and the radio base station
eNB have a physical (PHY) layer function, an MAC (Media Access Control) layer
function, an RLC (Radio Link Control) layer function, and a PDCP (Packet Data

Convergence Protocol) layer function.

[0021] The PDCP layer function is configured to perform a radio security
process in communication between the mobile station UE and the radio base

station eNB.

[0022] Furthermore, the RLC layer function is configured to perform
retransmission control in an RLC layer, and the MAC layer function is

configured to perform HARQ retransmission control.

[0023] Fig. 3 illustrates an example in which three PDCP-SDUs #1 to #3 are

transmtted.

[0024] Asillustrated in Fig. 3, firstly, the PDCP layer function performs a
encryption process with respect to PDCP-SDUs #1 to #3 of a U-plane to generate
PDCP-PDUs #1 to #3, and hands over the PDCP-PDUs #1 to #3 to the RLC

layer function.

[0025] Meanwhile, in addition to the encryption process, the PDCP layer
function adds an MAC-I for an integrity protection process to PDCP-SDUs #1 to
#3 of a C-plane to generate PDCP-PDUs #1 to #3, and hands over the
PDCP-PDUs #1 to #3 to the RLC layer function.
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[0026] Secondly, the RLC layer function performs a segmentation process
(Segmentation) or a concatenation process (Concatenation) in order to generate
RLC-PDUs #1 to #4 of TBS (Transmission Block Size) specified by scheduler,
thereby adding RLC headers.

[0027] In addition, when the RLC layer function is being activated in an AM

mode, the RLC layer function performs retransmission control in the RLC layer.

[0028] Thirdly, the RLC layer function hands over the generated RLC-PDUs #1
to #4 to the MAC layer function.

[0029] Fourthly, the MAC layer function adds MAC headers to the RLC-PDUs
#1 to #4 to generate MAC-PDUs #1 to #4, and transmits the MAC-PDUs #1 to
#4 to the physical layer function by using HARQ retransmission control.

[0030] Asillustrated in Fig. 4, the mobile station UE includes an acquisition

unit 11, a key generation unit 12, and a communication unit 13.

[0031] The acquisition unit 11 is configured to acquire “PCI” for designating
each cell subordinate to the radio base station eNB, and “E-ARFCN (E-UTRA
Absolute Radio Frequency Channel Number)” for designating a frequency
carrier used in each cell from the radio base station eNB.

[0032] The key generation unit 12 is configured to generate a key KeNB based
on the “PCI” and the “E-ARFCN” acquired by the acquisition unit 11.

[0033] For example, the key generation unit 12 may also be configured to
generate the key KeNB by a key generation function KDF (the PCI and the
E-ARFCN).

[0034] Here, the key KeNB 1s a key for generating keys (KUPenc, KRRCenc,
and KRRCint) used in the radio security process in the PDCP layer function.

[0035) The KUPenc is a key for the encryption process of the U-plane, the
KRRCenc is a key for the encryption process of the C-plane, and the KRRCint is
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a key for the integrity protection process of the C-plane, wherein all these keys
are generated from the key KeNB.

[0036] In addition, when the “Carrier Aggregation” is used, the key generation
unit 12 is configured to generate one key KeNB to be applied to all of a plurality

of frequency carriers.

[0037] Furthermore, when the “Carrier Aggregation” is used, the key
generation unit 12 is configured to generate a set of keys (KUPenc, KRRCenc,
and KRRCint), which are to be applied to all of the plurality of frequency
carriers, with respect also to the keys (KUPenc, KRRCenc, and KRRCint) used

in the radio security process in the PDCP layer function.

[0038] That is, when the “Carrier Aggregation” is used, the key generation unit
12 1s configured to generate the key KeNB based on “PCI” and “E-ARFCN” of
any one of the plurality of frequency carriers, specifically, based on “PCI” and
“E-ARFCN” of “Anchor Carrier”.

[0039] Here, one “Anchor Carrier” is determined from the plurality of

frequency carriers constituting the “Carrier Aggregation”.

[0040] For example, the “Anchor Carrier” is set to the mobile station UE from
the radio base station eNB at the time of “Connection Setup”, at the time of
“Security Mode Command”, at the time of “Reconfiguration”, at the time of
“Intra-RAT Handover”, at the time of “Inter-RAT Handover”, at the time of
“Re-establishment” and the like.

[0041] Otherwise, the “Anchor Carrier’ may also be determined as a frequency
carrier by which the mobile station UE has initially established an RRC

connection.

[0042] In addition, when the “Anchor Carrier” is changed, the key generation
unit 12 may also be configured to generate the above-mentioned key KeNB
again based on “PCI” and “E-ARFCN?” of the changed “Anchor Carrier”.
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[0043] When the “Anchor Carrier” is changed, an intra-eNB handover may be
activated from the radio base station eNB. When the intra-eNB handover is
instructed, the mobile station UE may change the “Anchor Carrier”, and
simultaneously update the key KeNB, and perform a reset process with respect
to PHY, MAC, and RLC layers similar to an LTE handover.

(0044] The communication unit 13 is configured by the above-mentioned
physical (PHY) layer function, MAC layer function, RLC layer function, and
PDCP layer function, and is configured to communicate with the radio base

station eNB by simultaneously using the plurality of frequency carriers.

[0045] In addition, algonthms of the encryption process and the integrity
protection process used in the PDCP layer are configured to be the same in each

of the plurality of frequency carriers.

[0046] The algorithm to be used is set to the mobile station UE from the radio
base station eNB at the time of “Security Mode Command”, at the time of
“Reconfiguration”, at the time of “Intra-RAT Handover”, at the time of
“Inter-RAT Handover”, at the time of “Re-establishment” and the like.

[0047] As illustrated in Fig. 5, the radio base station eNB includes a key
generation unit 21 and a communication unit 22. Here, the key generation
unit 21 has the same function as that of the key generation unit 12 illustrated in
Fig. 4, and the communication unit 22 has the same function as that of the

communication unit 13 illustrated in Fig. 4.

[0048] Hereinafter, with reference to Fig. 6, the operation of the mobile

communication system according to the present embodiment will be described.

[0049] As illustrated in Fig. 6, in step S1001, the mobile station UE transmits
“RRC Connection Request” for requesting the establishment of communication
(an RRC (Radio Resource Control) connection) between the mobile station UE
and a cell #1 to the radio base station eNB.

[0050] In step S1002, the radio base station eNB transmits “RRC Connection
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Setup” for the “RRC Connection Request”, which has been received in step
S1001, to the mobile station UE.

[0051] In step S1003; the mobile station UE transmits “RRC Connection Setup
Complete” to the radio base station eNB.

[0052] As a consequence, in step S1004, an RRC connection using a frequency
carrier F1 is established between the mobile station UE and the radio base

station eNB, and communication via the RRC connection starts.

[0053] Then, in step S1005, the radio base station eNB transmits “RRC
Connection Reconfiguration” based on the RRC connection, which has been

established using the frequency carrier F1, to the mobile station UE.

[0054] The “RRC Connection Reconfiguration” is for setting the addition of a

frequency carrier F2 as a radio resource used in communication.

[0055] In step S1006, the mobile station UE transmits “RRC Connection
Reconfiguration Complete” to the radio base station eNB.

[0056] As a consequence, in step S1007, communication simultaneously using
the frequency carrier F1 and the frequency carrier F2 starts between the mobile
station UE and the radio base station eNB.

[0057] Simultaneously, another frequency carrier is added, so that it is possible
to perform communication simultaneously using three or more frequency
carriers. Furthermore, it is possible to release some frequency carriers during

communication, or change the number of frequency carriers.

[0058] In general, in the LTE-Advanced mobile communication system, when a
remaining error exists in the HARQ retransmission control, retransmission

control in the RLC layer is performed.

[0059] Here, in retransmission in the RLC layer, RLC-PDU may be

retransmitted by “Component Carrier” different from that in initial
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transmission.

[0060] However, the RLC-PDU includes one or more PDCP-PDUs after a
encryption process. Therefore, in the case of using a key KeNB depending on
each frequency carrier by following the LTE scheme, the followings are

considered.

[0061] When the RLC-PDU is to be retransmitted using “Component Carrier”
different from that in initial transmission, it is assumed that the cipher of the
PDCP layer should be released once, a encryption process corresponding to the

“Component Carrier” used in retransmission should be performed again, and
the RLC-PDU should be regenerated.

[0062] Furthermore, in the LTE-Advanced mobile communication system,
when segments of the PDCP-PDU are transmitted through connections using
different “Component Carriers’, it is assumed to be very difficult for a reception
side to perform a decoding process of the PDCP-PDU because keys used in a
encryption process are different for each received segment of the PDCP-PDU.

[0063]) However, in accordance with the mobile communication system
according to the present invention, one key KeNB is used for a plurality of
“Component Carriers” forming an RRC connection, so that it is possible to avoid

the above-mentioned problems.

[0064]) The above-mentioned characteristics of this embodiment may be

expressed as follows.

[0065] A first characteristic of the present embodiment is summarized in that a
mobile communication system in which a mobile station UE is configured to
communicate with a radio base station eNB by simultaneously using a plurality
of frequency carriers, wherein the mobile station UE is configured to perform a
security process of communication by applying the same key KeNB to all the

frequency carriers.

[0066] In the first characteristic of the present embodiment, the mobile station
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UE may also be configured to generate the key KeNB based on “PCI (a physical
cell ID)” and “E-ARFCN (a frequency code)” of “Anchor Carrier (any one of the

plurality of frequency carriers)”.

[0067] In the first characteristic of the present embodiment, the same
algorithm of a secunty process (a encryption process and an integrity prevention
process) may also be configured to be used for all the above-mentioned frequency

carriers.

[0068] In the first characteristic of the present embodiment, the “Anchor

Carrier” may also be specified by the radio base station.

[0069] In the first characteristic of the present embodiment, when the “Anchor
Carrier” is changed by the radio base station eNB, the mobile station UE may

also be configured to generate the above-mentioned key KeNB based on “PCI”
and “E-ARFCN” of the changed “Anchor Carrier”.

[0070] A second characteristic of the present embodiment is summarized in
that a mobile station UE includes a communication unit 13 configured to
communicate with a radio base station eNB by simultaneously using a plurality
of frequency carriers, wherein the communication unit 13 is configured to
perform a security process of communication by applying the same key KeNB to

all the frequency carners.

[0071] In the second characteristic of the present embodiment, the mobile

station UE may also include the key generation unit 12 configured to generate
the key KeNB based on “PCI” and “E-ARFCN” of “Anchor Carrier”.

[0072] In the second characteristic of the present embodiment, the
communication unit 13 may also be configured to use the same algorithm of a
security process (a encryption process and an integrity prevention process) for

all the above-mentioned frequency carriers.

[0073] In the second characteristic of the present embodiment, the “Anchor

Carrier’ may also be specified by the radio base station eNB.
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[0074] In the second characteristic of the present embodiment, when the

“Anchor Carrier” is changed by the radio base station eNB, the key generation

unit 12 may also be configured to generate the above-mentioned key KeNB
based on “PCI” and “E-ARFCN?” of the changed “Anchor Carrier”.

[0075] A third characteristic of the present embodiment is summarized in that
a radio base station eNB includes a communication unit 22 configured to
communicate with a mobile station UE by simultaneously using a plurality of
frequency carriers, wherein the communication unit 22 is configured to perform
a security process of communication by applying the same key KeNB to all the

frequency carriers.

[0076] In the third characteristic of the present embodiment, the mobile station

UE may also include the key generation unit 21 configured to generate the key
KeNB based on “PCI” and “E-ARFCN” of “Anchor Carrier”.

[0077] In the third characteristic of the present embodiment, the
communication unit 22 may also be configured to use the same algorithm of a
security process (a encryption process and an integrity prevention process) for

all the above-mentioned frequency carriers.

[0078] In the third characteristic of the present embodiment, when the “Anchor
Carrier” is changed, the key generation unit 21 may also be configured to
generate the above-mentioned key KeNB based on “PCI” and “E-ARFCN” of the
changed “Anchor Carrier”.

[0079] Itis noted that the operation of the above-described the radio base
station eNB or the mobile station UE may be implemented by a hardware, may
also be implemented by a software module executed by a processor, and may

further be implemented by the combination of the both.

[0080] The software module may be arranged in a storage medium of an
arbitrary format such as RAM(Random Access Memory), a flash memory, ROM
(Read Only Memory), EPROM (Erasable Programmable ROM), EEPROM
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(Electronically Erasable and Programmable ROM), a register, a hard disk, a
removable disk, and CD-ROM.

[0081] The storage medium is connected to the processor so that the processor
can write and read information into and from the storage medium. Such a
storage medium may also be accumulated in the processor. The storage
medium and processor may be arranged in ASIC. Such the ASIC may be
arranged in the radio base station eNB or the mobile station UE. Further,
such a storage medium or a processor may be arranged, as a discrete component
in the radio base station eNB or the mobile station UE.

’

[0082] Thus, the present invention has been explained in detail by using the
above-described embodiments; however, it is obvious that for persons skilled in
the art, the present invention is not limited to the embodiments explained
herein. The present invention can be implemented as a corrected and modified
mode without departing from the gist and the scope of the present invention
defined by the claims. Therefore, the description of the specification is
intended for explaining the example only and does not impose any limited

meaning to the present invention.
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The claims defining the invention are as follows:

[Claim 1]

A mobile communication system in which a mobile station is configured
to communicate with a radio base station by using a plurality of frequency
carriers, wherein

the mobile station is configured to perform a security process of
communication by applying a same key to all of the plurality of frequency
carriers,

wherein the mobile station is configured to generate the key based on a
physical cell ID and a frequency code of anyone of the plurality of frequency

carriers.

[Claim 2]
The mobile communication system according to claim 1, wherein a same
algorithm of the security process is applied to all of the plurality of frequency

carriers.

[Claim 3]
The mobile communication system according to claim 1, wherein any
one of the plurality of frequency carriers is an anchor carrier specified by the

radio base station.

[Claim 4]

The mobile communication system according to claim 3, wherein, when
the anchor carrier is changed by the radio base station, the mobile station is
configured to generate the key based on a physical cell ID and a frequency code of

the changed anchor carrier.

[Claim 5]
A mobile station, comprising a communication unit configured to

communicate with a radio base station by simultaneously using a plurality of
frequency carriers, and comprising a key generation unit configured to generate

the key based on a physical cell ID and a frequency code of any one of the

7924246
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plurality of frequency carriers, wherein
the communication unit is configured to perform a security process of

communication by applying a same key to all of the plurality of frequency carriers.

[Claim 6] .
The mobile station according to claim 5, wherein the communication
unit is configured to use a same algorithm of the security process for all of the

plurality of frequency carriers.

[Claim 7]
The mobile station according to claim 5, wherein anyone of the plurality of

frequency carriers is an anchor carrier specified by the radio base station.

[Claim 8]

The mobile station according to claim 7, wherein, when the anchor carrier
is changed by the radio base station, the key generation unit is configured to
generate the key based on a physical cell ID and a frequency code of the changed

anchor carrier.

[Claim 9]

A radio base station comprising: a communication unit configured to
communicate with a mobile station by simultaneously using a plurality of
frequency carriers, and comprising: a key generation unit configured to
generate the key based on a physical cell ID and a frequency code of any one
of the plurality of frequency carriers, wherein

the communication unit is configured to perform a security process of
communication by applying a same key to all of the plurality of frequency

carriers.

[Claim 10]
The radio base station according to claim 9, wherein the
communication unit is configured to use a same algorithm of the security

process for all of the plurality of frequency carriers.

[Claim 11]

5976623-1
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The radio base station according to claim 9, wherein anyone of the
plurality of frequency carriers is an anchor carrier specified by the radio base

station.

[Claim 12]
The radio base station according to claim 11, wherein, when the anchor
carrier is changed, the key generation unit is configured to generate the key based

on a physical cell ID and a frequency code of the changed anchor carrier.

Dated 8 February, 2012
NTT DOCOMO, INC.
Patent Attorneys for the Applicant/Nominated Person
SPRUSON & FERGUSON
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