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AD-HOC NETWORK OF READOUT APPLICATION-SPECIFIC INTEGRATED
CIRCUITS FOR RELIABLE DETECTOR INSTRUMENTATION

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit under 35 U.S.C. § 119(e) of U.S. Provisional
Application No. 63/140,434, filed on 22 January 2021, the entire contents of which is hereby

incorporated by reference herein

STATEMENT OF GOVERNMENT SUPPORT

[0002] This invention was made with government support under Contract No. DE-ACO02-
05CH11231 awarded by the U.S. Department of Energy. The government has certain rights in this
invention.

FIELD
[0003] The present invention relates to application-specific integrated circuits (ASICs), and
more particularly, relates to ad-hoc networks of readout ASICs for reliable detector instrumentation.

BACKGROUND

[0004] An ad-hoc network is a computer network that is spontaneously formed when computing
devices connect and communicate with each other. The devices communicate with each other
directly instead of relying on a base station or access points, as in wireless local area networks
(LAN:Ss), for data transfer coordination. Each device participates in routing activity, by determining
the route using the routing algorithm and forwarding data to other devices via this route.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 illustrates examples of ASICs embodying the Daisy Chain approach and the
Hydra ad-hoc network approach, according to one embodiment.

[0006] Figures 2A-C illustrate an example hydra network, according to one embodiment.
[0007] Figure 3 illustrates an example method of using a hydra network, according to one
embodiment.

[0008] Figure 4 is a block diagram of an example computing device that may perform one or
more of the operations described herein, in accordance with some embodiments of the present
disclosure.

DETAILED DESCRIPTION

[0009] Various international physics collaborations use noble liquid detectors. Cryogenic
electronics vendors and equipment manufacturers want to instrument large areas with detectors
reliably. Any application where there is a desire to address a large number of individual components
robustly and have the capability to work around damage when repair or replacement is problematic

could benefit from this invention.
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[0010] Many emerging noble liquid particle detectors require large numbers of component chips

that need to be addressed individually. Because these components are placed into a sealed cryostat,
there is a strong need to communicate with them using a minimum number of wires.

[0011] Historically, one solution was to organize the chips into a daisy chain. However, repair
or replacement of components in these noble liquid detectors is problematic, and failure of a single
component can cause the entire daisy chain to fail unless complex countermeasures are taken. The
embodiments described herein, dubbed Hydra I/O, provide for a software-defined ad-hoc network
of readout chips that can be reconfigured on the fly to route around failed components.
Advantageously, Hydra I/O is robust, scalable, and highly reliable and could find application
beyond noble liquid detectors to any system that needs a robust, reliable network of large numbers
of components that can be communicated with individually using a reduced number of wires.
[0012] The embodiments described herein significantly simplify the creation of large, reliable
arrays of detector readout ASICs. The embodiments move much of the complexity from the custom
integrated circuit domain, which may be costly and time consuming, to the software domain, which
can be addressed by more people. The solution provided herein is more reliable, lower power, and
requires simpler hardware than a comparable bus architecture. Hydra I/O offers a superior solution
to the problem of reliably addressing large numbers of components through a reduced number of
communication channels.

[0013] In summary, the embodiments described herein provide for a new technique to solve the
difficult problem of addressing a large number of ASICs through a reduced number of
communication channels by creating a robust and scalable ad-hoc network that offers long-term
reliability even in the face of failures of individual nodes of the network.

[0014] Figure 1 illustrates examples of ASICs embodying the Daisy Chain approach and the
Hydra ad-hoc network approach (100 and 101), according to one embodiment. One technical
problem with existing solutions is how to implement pixelated readout of large detectors (such as
the DUNE Near Detector, for example) in a reliable way. Because of the large number of chips
used, it is important to limit the physical lines of communications (both to reduce the number of
cryostat penetrations and to simplify PCB design). In addition, communication with the ASICs must
be extremely reliable even in the face of individual ASIC failures. This is important because the
cryostats may be sealed for up to 20 years or more, and repair or replacement of failed ASICs may
be impossible or at least very difficult. Therefore, it is desirable to communicate with the ASICs in
such a way that the network is robust against individual failures. Because the detectors operate at
cryogenic temperatures, it is also important that any such solution minimize the number of cryostat

penetrations (e.g., to reduce cooling cost).
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[0015] The first illustrated ASIC (LArPix_v1, 100) uses a daisy chaining approach to satisfy

these requirements. Each ASIC in a network is connected to its two nearest neighbors in one
dimension and all the ASICs may be organized in a series of columns. All network data may be
forwarded to the next upstream ASIC until it eventually exits the cryostat (or other system).

[0016] As is, this approach is straightforward and easy to implement but may not be not
scalable, since a single ASIC failure may make it impossible to communicate with all ASICs
upstream of the failed ASIC on the daisy chain. This may be particularly problematic because of the
challenge of not being able to repair or replace broken modules in an enclosed system or network.
[0017] One solution to this issue is a bus architecture. A bus is defined here as a subsystem that
allows components to communicate with each other using a set of shared wires. The use of a bus
may be problematic in the context described herein for a variety of reasons. First, in a bus
architecture a single bad actor could bring down the entire bus without complex countermeasures.
Second, the bus may need a complex arbitration scheme as various components could try to control
the bus at random times.

[0018] One goal of the embodiments described herein is to provide for a more robust, scalable
organizational scheme for the ASICs that retains the benefits of the simple daisy chain, while
addressing its drawbacks and also avoiding some of the disadvantages of a bus architecture.

[0019] The solution provided herein is referred to as Hydra I/O (or, simply “Hydra”).
Advantageously, Hydra allows an ad-hoc, software-defined network of ASICs that can be
reconfigured on the fly (e.g., dynamically, in real time, etc.) to route around failed ASICs. In short,
each ASIC is connected to its nearest neighbors on all four sides (such physical layout and geometry
is only provided as an example, and not required), and which side is the dominant direction to shift
data toward the outside is configurable. Therefore, the organization is not constrained to be daisy
chained and networks of arbitrary complexity can be constructed in an ad hoc manner. This means
that single failed ASICs can be easily routed around (which may be problematic from an
implementation standpoint in the daisy chain approach).

[0020] The implementation of Hydra I/O is as simple as possible from the ASIC perspective,
and puts as much of the functionality required to define a network of ASICs in software as possible.
In short, the ASICs themselves know nothing about Hydra I/O and will only be able to power up
and down Universal Asynchronous Receiver Transmitter units (UARTSs) and respond to commands
that match its Chip identifier (ID) (e.g., each ASIC has a unique chip ID). In should be noted that
although UARTS are referred to herein for convenience and brevity, any number of alternative
digital communications modalities may be used.

[0021] The daisy chain approach and the ad-hoc Hydra approach are contrasted in Figure 1 (see
100 in contrast to 101). The daisy chain version of the ASIC 100 has a single UART per chip and
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uses a daisy chaining approach to communicate with multiple ASICs. In the daisy chain, each ASIC

(e.g., 100) is connected to its two nearest neighbors in one dimension and the ASICs are organized
in a series of columns. The network data is forwarded to the next upstream ASIC until it finally
exits the system (e.g., a cryostat). This approach is simple and easy to implement but may not be
scalable since a single ASIC failure may make it impossible to communicate with all ASICs
upstream of the failed ASIC on the daisy chain.

[0022] To circumvent the reliability problems of a daisy chain approach to ASIC 100
interconnection, a new architecture called Hydra is employed. As seen at 101 of Figure 1, an
example ASIC 101 employing Hydra may have four on-board UARTSs and each ASIC is connected
to its nearest neighbors on all four sides. In one embodiment, which side is the dominant direction to
shift data toward the outside is configurable. Therefore, the organization is not constrained to be
daisy chained and two-dimensional networks of arbitrary complexity can be constructed in an ad
hoc way. This means that a single failed ASIC (e.g., 101) can be routed around (which may be
problematic from an implementation standpoint in the daisy chain approach). It should be noted that
four UARTS, channels, etc. is used herein for convenience, any number of three or more respective
components is contemplated herein.

[0023] In the embodiments described herein, there are downstream and upstream
communication channels (e.g., “channels,” for short). Downstream channels may be used to send
configuration and other commands through the network. Upstream channels may be used to return
requested configuration data and any other suitable data to the controller. In one embodiment,
downstream and upstream channels may use the same master output, slave input (MOSI) ports and
master input, slave output (MISO) ports, so the difference may be logical rather than physical. In
other embodiments, physical ports may be used. Additionally, downstream and/or upstream packets
may be marked as such (e.g, via a flag), respectively, to differentiate them from upstream packets.
[0024] In a variety of embodiments, ASIC 101 may include additional optional features. For
example, in one implementation of the embodiments described herein, all ASICs in a Hydra
network may be synchronously clocked using a single clock source. Problematically, such a
configuration represents an additional single point of failure and requires significant power
dissipation to distribute the clock to all the individual ASICs in a Hydra network. An alternative is
for each Hydra to be self-clocked using an internal oscillator. Advantageously, such a configuration
would have the benefit of significantly reduced power dissipation and reduced risk of an entire
Hydra network being brought down due to a fault on the clock network.

[0025] In one embodiment, such a configuration may bring the additional challenge that with
internal oscillators the various ASICs in a Hydra network may not be mutually synchronized. This

could be addressed in principle using the Hydra network itself. The network could be configured
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without concern of slightly different clocking between ASICs (this is because the communication

channel is asynchronous). Once the network is established, the network may be traversed with each
ASIC synchronizing itself to the ASICs to which it is connected. Once the entire network was
traversed, all ASICs would be mutually synchronized.

[0026] In another embodiment, of Hydra-IO, faults due to a specific ASIC in the network that
interrupt the flow of data or configuration commands can be avoided through re-routing the
communication pathways around the faulty chips. However, there may be classes of faults for which
this would not be sufficient. For example, if a chip went into a mode causing it to pollute the
network with spurious data, it may in some situations be difficult or impossible to disable it through
its configuration interface.

[0027] In another example, if a chip has a fault causing it to draw too much current (e.g., due to
damaged devices or short circuit) it may be difficult to address that ASIC through configuration
commands. To solve these issues and others, Hydra may be extended to give each network node the
capability to execute a hard shutdown of any ASIC to which it is connected (either directly or
indirectly). The traditional Hydra functionality may then be exercised to reroute configuration
commands and data around the newly shut down ASIC. Advantageously, such a configuration
would expand the class of faults to which Hydra could respond and still remain resilient.

[0028] Figures 2A-C illustrate an example hydra network, according to one embodiment. In one
embodiment, the upstream Hydra network in Figure 2A is used to configure the various ASICs in
the network. Each chip is given a unique Chip ID and MOSI ports are enabled to make an efficient
topology to configure a large number of ASICs. The corresponding downstream network is shown
in Figure 2B. In the case of an ASIC failure, the Hydra network can be reconfigured to route around
the damage. This is shown in Figure 2C. The red ASIC has failed and the red, dotted connections
are no longer operable. Without Hydra’s ability to reconfigure, not only would the red chip be lost,
but all upstream ASICs would be out of communication as well. Using Hydra, however, the green
connection can be configured by enabling a different MOSI port on an ASIC downstream of the
failed ASIC, and all of the chips in the network are once again reachable.

[0029] Figure 3 illustrates an example method 300 of using a hydra network, according to one
embodiment. The method 300 may be performed by processing logic that comprises hardware (e.g.,
circuitry, dedicated logic, programmable logic, microcode, etc.), software (e.g., instructions run on a
processing device to perform hardware simulation), or a combination thereof. In one embodiment,
components of any of Figures 1 and 2A-C may perform one or more of the following operations. In
another embodiment, any other suitable processing device may perform the described operations.
[0030] Referring to Figure 3, at 302, processing logic may receive, from a computer network

comprising a plurality of application-specific integrated circuits (ASICs), an indication that a first
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ASIC of the plurality of ASICs is expressing an abnormality. In one embodiment, such an

abnormality may be a complete or partial failure of any aspect of the affective ASIC. In response to
receiving the indication, processing logic may reprogram (e.g., by a processing device) a second
ASIC of the plurality of ASICs to bypass the first ASIC, wherein the second ASIC is downstream
from the first ASIC.

[0031] In one embodiment, to reprogram the second ASIC, processing logic may deactivate a
first logical master output, slave input (MOSI) port and logical master input, slave output (MISO)
port pair of the second ASIC and activate a second logical MOSI port and logical MISO port pair of
the second ASIC.

[0032] Figure 4 is a block diagram of an example computing device that may perform one or
more of the operations described herein, in accordance with some embodiments of the present
disclosure.

[0033] FIG. 4 is a block diagram of an example computing device 400 that may perform one or
more of the operations described herein, in accordance with some embodiments of the present
disclosure. Computing device 400 may be connected to other computing devices in a LAN, an
intranet, an extranet, and/or the Internet. The computing device may operate in the capacity of a
server machine in client-server network environment or in the capacity of a client in a peer-to-peer
network environment. The computing device may be provided by a personal computer (PC), a set-
top box (STB), a server, a network router, switch or bridge, or any machine capable of executing a
set of instructions (sequential or otherwise) that specify actions to be taken by that machine. Further,
while only a single computing device is illustrated, the term “computing device” shall also be taken
to include any collection of computing devices that individually or jointly execute a set (or multiple

sets) of instructions to perform the methods discussed herein.

[0034] The example computing device 400 may include a processing device (e.g., a general
purpose processor, a PLD, etc.) 402, a main memory 404 (e.g., synchronous dynamic random access
memory (DRAM), read-only memory (ROM)), a static memory 406 (e.g., flash memory and a data

storage device 418), which may communicate with each other via a bus 430.

[0035] Processing device 402 may be provided by one or more general-purpose processing
devices such as a microprocessor, central processing unit, or the like. In an illustrative example,
processing device 402 may comprise a complex instruction set computing (CISC) microprocessor,
reduced instruction set computing (RISC) microprocessor, very long instruction word (VLIW)
microprocessor, or a processor implementing other instruction sets or processors implementing a
combination of instruction sets. Processing device 402 may also comprise one or more special-
purpose processing devices such as an application specific integrated circuit (ASIC), a field
programmable gate array (FPGA), a digital signal processor (DSP), network processor, or the like.
6



WO 2022/159294 PCT/US2022/011757
The processing device 402 may be configured to execute the operations described herein, in

accordance with one or more aspects of the present disclosure, for performing the operations and
steps discussed herein. In one embodiment, processing device 402 represents processing device 120
of FIG. 1A. In another embodiment, processing device 402 represents a processing device of a

client device (e.g., client device 150 of FIG 1A).

[0036] Computing device 400 may further include a network interface device 408 which may
communicate with a network 420. The computing device 400 also may include a video display unit
410 (e.g., a liquid crystal display (LCD) or a cathode ray tube (CRT)), an alphanumeric input device
412 (e.g., a keyboard), a cursor control device 414 (e.g., a mouse) and an acoustic signal generation
device 416 (e.g., a speaker). In one embodiment, video display unit 410, alphanumeric input device
412, and cursor control device 414 may be combined into a single component or device (e.g., an

LCD touch screen).

[0037] Data storage device 418 may include a computer-readable storage medium 428 on which
may be stored one or more sets of instructions, e.g., instructions for carrying out the operations
described herein, in accordance with one or more aspects of the present disclosure. Instructions
implementing ASIC service 427 may also reside, completely or at least partially, within main
memory 404 and/or within processing device 402 during execution thereof by computing device
400, main memory 404 and processing device 402 also constituting computer-readable media. The
instructions may further be transmitted or received over a network 420 via network interface device

408.

[0038] While computer-readable storage medium 428 is shown in an illustrative example to be a
single medium, the term “computer-readable storage medium” should be taken to include a single
medium or multiple media (e.g., a centralized or distributed database and/or associated caches and
servers) that store the one or more sets of instructions. The term “computer-readable storage
medium” shall also be taken to include any medium that is capable of storing, encoding or carrying
a set of instructions for execution by the machine and that cause the machine to perform the
methods described herein. The term “computer-readable storage medium” shall accordingly be

taken to include, but not be limited to, solid-state memories, optical media and magnetic media.
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CLAIMS

What is claimed is:
1. An application-specific integrated circuit (ASIC) of a computer network, comprising:

three or more universal asynchronous receiver transmitters (UARTS);

three or more upstream communication channels, one of the three or more upstream
communication channels per UART, respectively;

three or more downstream communication channels, one of the three or more downstream
communication channels per UART, respectively.
2. The ASIC of claim 1, wherein the three or more upstream channels are to send configuration
commands through the computer network.
3. The ASIC of claim 1, wherein the three or more downstream channels are to return
requested configuration data to a network controller of the computer network.
4. The ASIC of claim 1, further comprising three or more logical master output, slave input
(MOSI) ports and three or more logical master input, slave output (MISO) ports, wherein each pair
of the three or more downstream channels and the three or more upstream channels use a different
logical MOSI port and MISO port, respectively.
5. The ASIC of claim 1, wherein each of the three or more MOSI ports and the three or more
MISO ports is configurable to be enabled or disabled.
6. The ASIC of claim 1, wherein downstream packets sent over the three or more downstream
communication channels are flagged as such to differentiate them from upstream packets set over
the three or more upstream communication channels.

7. The ASIC of claim 1, wherein the ASIC is synchronously clocked using a single clock

source.
8. The ASIC of claim 1, wherein the ASIC is self-clocked using an internal oscillator.
9. The ASIC of claim 1, wherein the ASIC is capable to execute a hard shutdown of any other

ASIC to which it is connected.
10. A computer network, comprising;
a plurality of application-specific integrated circuits (ASICs), wherein each of the plurality
of ASICs comprises:
four universal asynchronous receiver transmitters (UARTS);
four upstream communication channels, one of the four upstream communication
channels per UART, respectively;
four downstream communication channels, one of the four downstream
communication channels per UART, respectively.

11.  The computer network of claim 10, wherein the four upstream channels are to send
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configuration commands through the computer network.

12.  The computer network of claim 10, wherein the four downstream channels are to return
requested configuration data to a network controller of the computer network.
13. The computer network of claim 10, further comprising four logical master output, slave
input (MOSI) ports and four logical master input, slave output (MISO) ports, wherein each pair of
the four downstream channels and the four upstream channels use a different logical MOSI port and
MISO port, respectively.
14.  The computer network of claim 10, wherein each of the four MOSI ports and the four MISO
ports is configurable to be enabled or disabled.
15.  The computer network of claim 10, wherein downstream packets sent over the four
downstream communication channels are flagged as such to differentiate them from upstream
packets set over the four upstream communication channels.
16. The computer network of claim 10, wherein the plurality of ASICs is synchronously clocked
using a single clock source.
17. The computer network of claim 10, wherein each of the plurality of ASICs is self-clocked
using an internal oscillator.
18. The computer network of claim 10, wherein each of the plurality of ASICs is capable to
execute a hard shutdown of any other of the plurality of ASICs to which it is connected.
19. A method, comprising:

receiving, from a computer network comprising a plurality of application-specific integrated
circuits (ASICs), an indication that a first ASIC of the plurality of ASICs is expressing an
abnormality; and

in response to receiving the indication, reprogramming, by a processing device, a second
ASIC of the plurality of ASICs to bypass the first ASIC, wherein the second ASIC is downstream
from the first ASIC.
20. The method of claim 19, wherein to reprogram the second ASIC the method comprises:
deactivating a first logical master output, slave input (MOSI) port and logical master input, slave
output (MISO) port pair of the second ASIC and activating a second logical MOSI port and logical
MISO port pair of the second ASIC.
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300 q

RECEIVE, BY FROM A COMPUTER NETWORK COMPRISING A
PLURALITY OF APPLICATION-SPECIFIC INTEGRATED CIRCUITS
{ASICS), AN INDICATION THAT A FIRET ASIC OF THE PLURALITY OF
ASICS IS EXPRESSING AN ABNORMALITY

¥

IN RESPONSE T0O RECEIVING THE INDICATION, REPROGRAM, BY A
PROCESSING DEVICE, A SECOND ASIC OF THE PLURALITY OF
ASICS TO BYPASS THE FIRST ASIC, WHEREIN THE SECOND ASIC IS
DOWNSTREAM FROM THE FIRST ASIC

¥

 DEACTIVATE A FIRST LOGICAL MASTER OUTPUT, SLAVE INPUT

(MOS!) PORT AND LOGICAL MASTER INPUT, SLAVE OUTPUT (MISO)
305—.  PORT PAIR OF THE SECOND ASIC AND ACTIVATE A SECOND
 LOGICAL MOS! PORT AND LOGICAL MISO PORT PAIR OF THE

SECOND ASIC

FIGURE 3
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