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SOFTWARE DISTRIBUTION VLA STAGES 

PRIORITY CLAIM 

0001. This application is a divisional of U.S. Non-pro 
visional application Ser. No. 10/421,645, filed Apr. 22, 2003, 
which claims the benefit of U.S. Provisional Patent Appli 
cation No. 60/375,215, filed Apr. 23, 2002, both of which are 
hereby incorporated herein by reference. 

CROSS-REFERENCE TO OTHER 
APPLICATIONS 

0002 The U.S. provisional patent applications No. 
60/375,216, Huang et al., entitled “Software Administration 
in an Application Service Provider Scenario via Configura 
tion Directives': No. 60/375,176, Vigue et al., entitled, 
“Fault-tolerant Distributed Computing Applications’; No. 
60/375,174, Melchione et al., entitled, “Providing Access To 
Software Over a Network via Keys': No. 60/375,154, Mel 
chione et al., entitled, "Distributed Server Software Distri 
bution,”; and No. 60/375,210, Melchione et al., entitled, 
“Executing Software In A Network Environment'; all filed 
Apr. 23, 2002, are hereby incorporated herein by reference. 

TECHNICAL FIELD 

0003. The invention relates to software distribution and, 
more particularly, to Software distribution in stages across a 
network of nodes such as computers. 

COPYRIGHT AUTHORIZATION 

0004. A portion of the disclosure of this patent document 
contains material that is Subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Office patent 
file or records, but otherwise reserves all copyright rights 
whatsoever. 

BACKGROUND 

0005 Organizations have become increasingly depen 
dent on computers to maintain high levels of productivity. 
Administering a large number of computers in an organiza 
tion can be a burdensome task. The burden is further 
compounded when the computers are scattered throughout 
various locations and departments of the organization. 
0006. One particularly challenging aspect of computer 
administration relates to software upgrades. It may be desir 
able to adopt new or upgraded software to take advantage of 
new or enhanced functionality. However, when software is 
installed, unanticipated problems may arise. Such problems 
can range from minor annoyances to a complete disruption 
of functionality. 
0007 As a result, those responsible for the administration 
of an organization’s computers may be reluctant to install 
new software until after they have had an opportunity to test 
the effect of installing the Software. During testing, Solutions 
for overcoming disruptions can be found, or it may be 
discovered that the software needs further work by the 
software developer. 
0008 Software installation to a set of computers in an 
organization is thus a burdensome task that can disrupt an 
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organization if not properly implemented. Improvements in 
the field of software installation are needed. 

SUMMARY 

0009. The above issues can be problematic to adminis 
trators, whether they manage a small network or an enter 
prise having thousands of computers spread over multiple 
locations. 

0010 Software can be automatically distributed to nodes 
in a network. However, automatic installation can cause its 
own problems. For example, if installation of the software is 
causing disruption, automatic installation simply automati 
cally disrupts the organization. 

0011. In various embodiments described herein, software 
can be released in a plurality of stages. For example, one or 
more nodes of a network can be designated as to be 
distributed software of a particular stage. When software is 
to be distributed to a node, a software release associated with 
the specified stage is selected for distribution. To assist in 
administration, nodes can be placed in groups, and the 
groups can be associated with a particular stage to associate 
nodes in the group with the stage. 

0012. In some embodiments, software administration can 
be accomplished via an application service provider Sce 
nario. For example, nodes can be placed in groups via an 
application service provider Scenario, and the groups can be 
associated with a stage via an application service provider 
scenario. 

0013 In an application service provider scenario, com 
munication between nodes and an application service pro 
vider data center can be accomplished via an HTTP-based 
protocol. A node can include an agent that periodically 
queries the application service provider data center to dis 
cover which software is to be installed on the node. In this 
way, software distribution can be accomplished even if the 
nodes are behind a firewall. For example, if a query comes 
from a node, a response can be sent based on the node's 
identity and a stage associated with it. 
0014 When software of a particular stage becomes avail 
able, a database can be updated appropriately, and auto 
mated distribution of the Software takes place according to 
whether a node is designated as to be distributed software of 
the stage. A versionless arrangement can be implemented 
whereby Software versions are transparent to the adminis 
trator. 

0015. A distribution threshold can be designated in some 
arrangements to specify a threshold within a stage. The 
distribution threshold can be helpful in avoiding high peaks 
in network traffic. 

0016. An appropriate stage can be incorporated into a set 
of configuration directives and associated with a group of 
nodes to facilitate software administration. If desired, an 
application service provider Scenario can be used to specify 
the configuration directives and associate them with a group 
of nodes. 

0017 Responsibilities for various portions of the system 
can be divided so that an application service provider 
controls various aspects to relieve Software administrators of 
various duties. 
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0018. Additional features and advantages will be made 
apparent from the following detailed description of illus 
trated embodiments, which proceeds with reference to the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.019 FIG. 1 is an illustration of an exemplary applica 
tion service provider scenario. 
0020 FIG. 2 is an illustration of an exemplary arrange 
ment by which software administration can be accomplished 
via an application service provider scenario. 
0021 FIG. 3 depicts an exemplary user interface by 
which software administration can be accomplished in an 
application service provider scenario. 
0022 FIG. 4 illustrates an exemplary business relation 
ship accompanying an application service provider scenario, 
such as that shown in FIG. 1 or 2. 

0023 FIG. 5 shows an exemplary system by which 
Software is distributed via stages. 
0024 FIG. 6 illustrates software releases categorized 
according to stage. 
0.025 FIG. 7 depicts an exemplary arrangement using 
distribution indices. 

0026 FIG. 8 is a flow chart showing an exemplary 
method of incorporating software functionality into a system 
by which the software can be administered via an applica 
tion service provider scenario. 
0027 FIG. 9 is a flow chart depicting an exemplary 
method for accomplishing software administration via an 
application service provider scenario. 

0028 FIG. 10 is a flow chart depicting an exemplary 
method for accomplishing a Software administration func 
tion over a network. 

0029 FIG. 11 depicts an exemplary scenario in which a 
vendor hosts application services for more than one orga 
nization. 

0030 FIG. 12 is an exemplary arrangement involving 
anti-virus Software. 

0031 FIG. 13 is a screen shot showing an exemplary user 
interface for manipulating groups. 

0032 FIG. 14 is a screen shot showing an exemplary user 
interface for manipulating policies. 

0033 FIG. 15 is a screen shot showing an exemplary user 
interface for manipulating configuration directives related to 
an agent. 

0034 FIG. 16 is a screen shot showing an exemplary user 
interface for manipulating configuration directives related to 
virus infection resolution. 

0035 FIG. 17 is a screen shot showing an exemplary user 
interface for manipulating configuration directives related to 
scheduled tasks. 

0036 FIGS. 18A-18J show an exemplary database 
schema for use with an implementation of the technologies 
described herein. 
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0037 FIGS. 19A-19B show another exemplary database 
schema for use with an implementation of the technologies 
described herein. 

DETAILED DESCRIPTION 

Application Service Provider Overview 

0038. The embodiments described herein can be imple 
mented in an application service provider Scenario. In par 
ticular embodiments, software administration can be accom 
plished via an application service provider Scenario. 
0039. An exemplary application service provider sce 
nario 100 is shown in FIG.1. In the scenario 100, a customer 
112 sends requests 122 for application services to an appli 
cation service provider vendor 132 via a network 142. In 
response, the vendor 132 provides application services 152 
via the network 142. The application services 152 can take 
many forms for accomplishing computing tasks related to a 
software application or other software. 
0040. To accomplish the arrangement shown, a variety of 
approaches can be implemented. For example, the applica 
tion services can include delivery of graphical user interface 
elements (e.g., hyperlinks, graphical checkboxes, graphical 
pushbuttons, and graphical form fields) which can be 
manipulated by a pointing device Such as a mouse. Other 
application services can take other forms, such as sending 
directives or other communications to devices of the vendor 
132. 

0041) To accomplish delivery of the application services 
152, a customer 112 can use client software such as a web 
browser to access a data center associated with the vendor 
132 via a web protocol such as an HTTP-based protocol 
(e.g., HTTP or HTTPS). Requests for services can be 
accomplished by activating user interface elements (e.g., 
those acquired by an application service or otherwise) or 
automatically (e.g., periodically or as otherwise scheduled) 
by Software. In Such an arrangement, a variety of networks 
(e.g., the Internet) can be used to deliver the application 
services (e.g., web pages conforming to HTML or some 
extension thereof) 152 in response to the requests. One or 
more clients can be executed on one or more devices having 
access to the network 142. In some cases, the requests 122 
and services 152 can take different forms, including com 
munication to software other than a web browser. 

0042. The technologies described herein can be used to 
administer Software (e.g., one or more applications) across 
a set of administered devices via an application services 
provider Scenario. Administration of Software can include 
Software installation, Software configuration, Software man 
agement, or some combination thereof. FIG. 2 shows an 
exemplary arrangement 200 whereby an application service 
provider provides services for administering software (e.g., 
administered software 212) across a set of administered 
devices 222. The administered devices 222 are sometimes 
called "nodes.” 

0043. In the arrangement 200, the application service 
provider provides services for administrating instances of 
the software 212 via a data center 232. The data center 232 
can be an array of hardware at one location or distributed 
over a variety of locations remote to the customer. Such 
hardware can include routers, web servers, database servers, 
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mass storage, and other technologies appropriate for pro 
viding application services via the network 242. Alterna 
tively, the data center 232 can be located at a customer's site 
or sites. In some arrangements, the data center 232 can be 
operated by the customer itself (e.g., by an information 
technology department of an organization). 

0044) The customer can make use of one or more client 
machines 252 to access the data center 232 via an applica 
tion service provider scenario. For example, the client 
machine 252 can execute a web browser, such as 
MICROSOFT INTERNET EXPLORER, which is marketed 
by MICROSOFT Corporation of Redmond, Wash. In some 
cases, the client machine 252 may also be an administered 
device 222. 

0045. The administered devices 222 can include any of a 
wide variety of hardware devices, including desktop com 
puters, server computers, notebook computers, handheld 
devices, programmable peripherals, and mobile telecommu 
nication devices (e.g., mobile telephones). For example, a 
computer 224 may be a desktop computer running an 
instance of the administered software 212. 

0046) The computer 224 may also include an agent 228 
for communicating with the data center 232 to assist in 
administration of the administered software 212. In an 
application service provider scenario, the agent 228 can 
communicate via any number of protocols, including HTTP 
based protocols. 
0047 The administered devices 222 can run a variety of 
operating systems, such as the MICROSOFT WINDOWS 
family of operating systems marketed by MICROSOFT 
Corporation; the Mac OS family of operating systems mar 
keted by APPLE Computer Incorporated of Cupertino, 
Calif.; and others. Various versions of the operating systems 
can be scattered throughout the devices 222. 
0.048. The administered software 212 can include one or 
more applications or other Software having any of a variety 
of business, personal, or entertainment functionality. For 
example, one or more anti-virus, banking, tax return prepa 
ration, farming, travel, database, searching, multimedia, 
security (e.g., firewall) and educational applications can be 
administered. Although the example shows that an applica 
tion can be managed over many nodes, the application can 
appear on one or more nodes. 
0049. In the example, the administered software 212 
includes functionality that resides locally to the computer 
224. For example, various Software components, files, and 
other items can be acquired by any of a number of methods 
and reside in a computer-readable medium (e.g., memory, 
disk, or other computer-readable medium) local to the 
computer 224. The administered software 212 can include 
instructions executable by a computer and other supporting 
information. Various versions of the administered software 
212 can appear on the different devices 222, and some of the 
devices 222 may be configured to not include the software 
212. 

0050 FIG. 3 shows an exemplary user interface 300 
presented at the client machine 252 by which an adminis 
trator can administer software for the devices 222 via an 
application service provider scenario. In the example, one or 
more directives can be bundled into a set of directives called 
a “policy.” In the example, an administrator is presented 
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with an interface by which a policy can be applied to a group 
of devices (e.g., a selected subset of the devices 222). In this 
way, the administrator can control various administration 
functions (e.g., installation, configuration, and management 
of the administered software 212) for the devices 222. In the 
example, the illustrated user interface 300 is presented in a 
web browser via an Internet connection to a data center (e.g., 
as shown in FIG. 2) via an HTTP-based protocol. 
0051 Activation of a graphical user interface element 
(e.g., element 312) can cause a request for application 
services to be sent. For example, application of a policy to 
a group of devices may result in automated installation, 
configuration, or management of indicated Software for the 
devices in the group. 
0052. In the examples, the data center 232 can be oper 
ated by an entity other than the application service provider 
vendor. For example, the customer may deal directly with 
the vendor to handle setup and billing for the application 
services. However, the data center 232 can be managed by 
another party, Such as an entity with technical expertise in 
application service provider technology. 

0053) The scenario 100 (FIG. 1) can be accompanied by 
a business relationship between the customer 112 and the 
vendor 132. An exemplary relationship 400 between the 
various entities is shown in FIG. 4. In the example, a 
customer 412 provides compensation to an application ser 
vices provider vendor 422. Compensation can take many 
forms (e.g., a monthly subscription, compensation based on 
utilized bandwidth, compensation based on number of uses, 
or some other arrangement (e.g., via contract)). The provider 
of application services 432 manages the technical details 
related to providing application services to the customer 412 
and is said to “host' the application services. In return, the 
provider 432 is compensated by the vendor 422. 
0054 The relationship 400 can grow out of a variety of 
situations. For example, it may be that the vendor 422 has a 
relationship with or is itself a software development entity 
with a collection of application software desired by the 
customer 412. The provider 432 can have a relationship with 
an entity (or itself be an entity) with technical expertise for 
incorporating the application Software into an infrastructure 
by which the application software can be administered via 
an application services provider scenario Such as that shown 
in FIG. 2. 

0055 Although not shown, other parties may participate 
in the relationship 400. For example, network connectivity 
may be provided by another party such as an Internet service 
provider. In some cases, the vendor 422 and the provider 432 
may be the same entity. It is also possible that the customer 
412 and the provider 432 be the same entity (e.g., the 
provider 432 may be the information technology department 
of a corporate customer 412). 

EXAMPLE 1. 

Exemplary System Overview 

0056 FIG. 5 depicts an overview of an exemplary system 
500 by which software can be distributed via stages. In the 
arrangement, a data center 512 keeps a record of releases 
524 in a database 526. The releases can be associated with 
a particular stage (e.g., stages 1-n). Based on the stage 
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associated with a software release, the software is distributed 
via a network 542 (e.g., the Internet), to various sites (e.g., 
the sites 550A, 550B, and 550N), which may be associated 
with a particular customer or customers. 
0057 Accordingly, different releases may appear at dif 
ferent sets of nodes within the system 500. In the example, 
a set of nodes 560A is distributed release n, some nodes 
560B at site 550B are distributed release 2, while other 
nodes 560C at the same site are distributed release 1. At site 
550C, some nodes 560D are distributed release 1, while 
others 560E are distributed release n. It may take time for a 
release to percolate through the system after it is released, so 
a set of machines may have a mixture of releases. 
0058. The releases can be of different versions. For 
example, release 1 could be a mature release of version 1.3 
of a program, release 2 could be an early release of version 
1.3 of the program, and release in could be an initial (e.g., 
beta) release of version 2.0 of the program. Instead of, or in 
addition to, a version number, a timestamp can be used. The 
system can appear to be versionless in that an administrator 
need not be concerned with the version of the software. 

0059 Distribution of the releases can be accomplished in 
any number of ways. For example, in a scenario Supporting 
Software administration, an administrator can specify which 
nodes are to receive which releases. Automated processing 
can then handle the details of distributing the software to the 
appropriate nodes. To relieve network congestion, the 
releases 524 may reside at a location other than the data 
center 512, and the data center 512 can provide a reference 
(e.g., an URL) to the releases 524 to accomplish release 
distribution. 

0060. In the example, the releases can be categorized 
according to stage. As Software progresses in its life cycle, 
it typically moves from an initial stage to a later stage. After 
a release is made available to the system, a determination of 
which release is appropriate for a node can be made by 
consulting information that has been previously specified by 
an administrator to indicate which nodes are to receive 
Software of which stage. For example, a database (e.g., the 
database 526) can associate a node or group of nodes with 
a stage, and the releases can also be associated with a stage. 
0061 Accordingly, distribution can be handled automati 
cally when a release is made available to the system. In this 
way, administration of the Software can be greatly improved, 
and system administrators can avoid the burden of software 
distribution. Because a stage can be specified by an admin 
istrator, initial (e.g., beta) versions of Software can be 
specified for a small set of nodes (e.g., in a lab or quality 
assurance team). The performance and behavior of the beta 
software can be evaluated before a later version moves to 
other nodes in the network. 

0062) The illustrated system can use the Internet for the 
network 542. Also, administration can be performed via an 
application service provider (or "ASP") scenario (e.g., via 
the Internet or some other network). 

EXAMPLE 2 

Exemplary Software Stages 

0063 FIG. 6 shows an exemplary set of software stages. 
In the example, software progresses through the n stages 
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610A, 610B, and 610N. A first release of the software is 
typically not fully functional or not fully properly functional 
and is associated with an initial stage (e.g. stage 610A). As 
modifications are made to the Software, it becomes closer to 
a finished stage and is associated with a later stage (e.g., 
stage 610B). Eventually, the software reaches a level of 
maturity appropriate for an even later stage (e.g., stage 
610N). 
0064. As software proceeds through the stages, any num 
ber of modifications can be made, including fixes for erro 
neous logic (e.g., bugs) and addition of new or enhanced 
functionality. It may be that more than one release is 
associated with a particular stage. As the Software progresses 
through the stages, it may be assigned different version 
numbers (e.g., 1.0C, 1.0B2, 1.0rc 1, 1.0, 1.01, 1.2, etc.). At 
Some point, a decision may be made whereby the entire 
cycle is started again, and the software returns to an early 
stage. Sometimes such a situation is called releasing a new 
version or new major version. The version numbers may be 
adjusted accordingly (e.g., 2.0C, 2.032, 2.0rc1, 2.0, 2.01, 
2.2, etc.). A variety of other version Schemes can be used 
(e.g., a major and a minor version number, a time stamp, or 
both). 
0065 During software development, a software team 
may continue to work on the Software, but a later release can 
be categorized in an earlier stage. For example, new, 
untested functionality may be incorporated that causes the 
Software to be categorized as a beta release, even though an 
earlier release of the same software had progressed beyond 
the beta stage. 
0066. If appropriate, a numerical system can be used to 
classify the releases into an appropriate stage. For example, 
software having up to 70% functionality can be classified in 
a first stage, and software having 95% functionality can be 
graduated to a second stage, and so on. 
0067. The software stages can be associated with appro 
priate identifiers. For example, a database table can contain 
a row for a Software stage. 

EXAMPLE 3 

Distribution Threshold 

0068 If desired, a distribution threshold can be used 
within a stage. A distribution threshold can be helpful for 
avoiding network congestion related to distributing software 
of a particular stage. For example, when a software release 
of a particular stage becomes available, there may be a large 
number of nodes slated to receive the release. Accordingly, 
network congestion can develop as the Software is distrib 
uted to the appropriate nodes. 
0069. A distribution threshold can be used to stagger the 
distribution over time. For example, nodes in a particular 
organization, network, Subnet, or other division can be 
assigned a distribution threshold (e.g., between 0 and 999). 
When a release first becomes available, a progressing index 
parameter can be used to stagger distribution according to 
the distribution threshold. The distribution threshold can be 
controlled by the customer, a vendor, or the operator of a 
data center. In some cases, a customer may provide addi 
tional compensation to be awarded a particular distribution 
threshold (e.g., a particularly early or a particularly late 
threshold). 
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0070 The index parameter can start at a low number and 
progress to a higher number over time. As the parameter 
reaches the distribution threshold for a set of nodes, the 
software is then distributed (or selected for distribution) to 
the appropriate nodes. The parameter can be controlled by 
the customer, a vendor, or the operator of a data center. In 
Some cases, it may be appropriate to reduce or reset the 
parameter. 

0071. In this way, the distribution threshold can be used 
to avoid spikes in network traffic. 

0072 FIG. 7 depicts an exemplary arrangement involv 
ing distribution thresholds. In the example, there are three 
stages, and an organization has been assigned a distribution 
threshold of 500 712. Accordingly, when a distribution 
controlling parameter reaches a value of 500 or higher, 
software of stage 1, if any, is distributed to nodes within the 
organization designated as to receive software of stage 1. 

0073. In the example, a node has been assigned a distri 
bution threshold of 2716. Accordingly, when the controlling 
parameter reaches a value of 2 or higher, software of stage 
2, if any, is distributed to the node. 

0074 The distribution threshold can be uniform through 
out each stage for a set of nodes, or the distribution threshold 
can take a different position within each stage if desired. 
Similarly, the parameter controlling distribution can also be 
used across plural stages, or a separate parameter can be 
used for each stage. If finer granularity is desired, a Sub 
threshold may be used. 

0075 Alternatively, a distribution threshold can be 
assigned per release. When the index parameter reaches the 
distribution threshold for the release, it is then selected for 
distribution to the appropriate nodes. 

EXAMPLE 4 

Selecting Appropriate Software 

0.076 When selecting which software is appropriate for a 
node, any number of schemes can be used. For example, 
based on the stage and threshold associated with a node, a 
release may be chosen. It may be desirable to distribute 
software of the specified stage or later. For example, in the 
case of a node assigned stage 1, it may be desirable to select 
stage 1 software if available, but stage 2 software can be 
selected if available. In such a scenario, software of a later 
version may be specified as separate Software to prevent 
confusion between versions (e.g., confusion between a 
mature release of version 1.0 and an initial release of version 
2.0). In a versionless system, a the version number need not 
be disclosed to the users or software administrators. Alter 
natively, a date can be used (e.g., the most recent software 
out of the appropriate stages is sent or the most recent 
Software is sent). 

0077. An indication of selected software can be inter 
preted as a directive to uninstall software not specified. For 
example, upon an initial release of version 2.0 for a node 
specified as associated with stage 1, an indication that 
version 2.0 is appropriate can be interpreted as a directive to 
uninstall the version 1.0 software). 
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EXAMPLE 5 

Incorporating Software Functionality into an ASP 
Scenario 

0078. In some cases, it may be desirable to take an 
arbitrary piece of software and incorporate it into a system 
by which the software can be administered via an applica 
tion service provider scenario. FIG. 8 is a flow chart showing 
a method 800 for accomplishing Such an arrangement. The 
method 800 can be performed by the developer of the 
Software or an entity specializing in application service 
provider scenarios which works in tandem with the software 
developer. 

0079 At 822, the software is packaged for distribution 
over a network. For example, software components and an 
installation program can be assembled into a package (e.g., 
according to the CAB file specification of Microsoft Cor 
poration). 
0080. At 832, the software package is incorporated into a 
database maintained by the application service provider 
(e.g., the database 526). The Software package itself may 
reside at a separate location, and a reference to the package 
can be incorporated into the database. 
0081. At 842, the organization wishing to avail itself of 
Software administration via the application service provider 
scenario is provided with appropriate network references 
(e.g., URLs) by which the organization can access the 
application services for administering the Software through 
out its locations. 

0082. As described below, the network references can be 
Sufficient for accomplishing administration via an applica 
tion provider service scenario. For example, an administra 
tor can configure a network so that Software can be distrib 
uted as described herein via the network references. In this 
way, distribution of Software via conventional media (e.g., 
diskettes or CD’s) can be avoided. 

EXAMPLE 6 

Application Service Provider Scenarios 
0083 Providing software administration services via an 
application service provider scenario can be challenging 
because typical network connections include security mea 
sures that inhibit various functionality. For example, while it 
may be possible to install software to a remote machine, 
doing so over the Internet is typically not possible because 
organizations employ a firewall by which certain directives 
originating outside the firewall are not allowed to arrive at 
machines inside the firewall. 

0084. One way to accomplish administration via an appli 
cation service provider Scenario is to use a protocol which 
has been designated as relatively safe and is typically 
allowed to pass through the firewall (e.g., an HTTP-based 
protocol). Some functions related to administration can be 
accomplished in other ways, such as via distribution of 
programs embedded in or referred to within relatively safe 
protocols (e.g., a control conforming to the ActiveX speci 
fication of Microsoft Corporation embedded in a web page). 
Other arrangements are possible. For example, in a scenario 
in which the application service provider (e.g., an IT depart 
ment) maintains a data center within the firewall, other 
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protocols may be used. However, an HTTP-based protocol 
can also be used in Such a scenario. 

0085 FIG.9 shows an exemplary method 900 for accom 
plishing Software administration via an application service 
provider scenario. At 912, a remote deployment utility (e.g., 
with push functionality) is provided via a network reference 
(e.g., an URL). For example, the network reference can refer 
to a location (e.g., a web server) maintained by an applica 
tion service provider, and an administrator can acquire the 
remote deployment utility via the location. The remote 
deployment utility can then be installed behind the firewall 
so that an administrator can direct installation of appropriate 
software at nodes within the network (e.g., behind the 
firewall). Further details relating to the remote deployment 
installation utility can be found in U.S. Provisional Appli 
cation No. 60/375,210, Melchione et al., entitled, “Execut 
ing Software In A Network Environment, filed Apr. 23, 
2002, which is hereby incorporated herein by reference. 
0.086 At 922, agent software is installed at nodes to be 
administered via the remote deployment utility. For 
example, an administrator can select a list of nodes at which 
the agent Software is to be installed, and the remote deploy 
ment utility sends the software to the nodes and arranges for 
it to be installed at the nodes over a network connection 
(e.g., without having to physically visit the nodes). 
0087. At 932, an administrative user interface is provided 
via a network reference. For example, the network reference 
can refer to a location (e.g., a web server) maintained by an 
application service provider. The administrative user inter 
face can provide a variety of functions by which an admin 
istrator can administer software at administered nodes, 
including distributing software in stages as described herein. 

0088 At 942, administration information is collected 
from an administrator via the network. For example, various 
web pages can be presented by which an administrator 
selects various options and configuration directives. The 
options and configuration directives can include placing 
nodes into named groups and associating the named groups 
with a software stage. The user interface and administration 
information can be communicated via an HTTP-based pro 
tocol. Accordingly, the information can pass through a 
firewall. 

0089. At 952, the agent software at the administered 
nodes periodically queries the application service provider 
(e.g., a data center) to determine what configuration direc 
tives need to be carried out at the node. The queries and 
returned information can be communicated via an HTTP 
based protocol. Accordingly, the information can pass 
through a firewall. 

0090. In the case of software distribution, the application 
service provider can provide a list of Software (e.g., listing 
a Software package containing Software of a stage as des 
ignated by the administrator) that should reside at the node 
at 962 in response to a query by an agent. 

0.091 At 972, the agent can pull down the appropriate 
Software (e.g., a Software package) and install it at the node 
982. 

0092. In the case of an application service provider 
scenario using the Internet, Software administration can thus 
be accomplished from any device having access to the 

May 10, 2007 

Internet. Thus, a network behind a firewall can be admin 
istered via the Internet, even by an administrator employing 
a device (e.g., a web browsing computer) outside the fire 
wall. 

0093 FIG. 10 depicts an exemplary method 1000 for 
accomplishing a Software administration function over a 
network. In the example, software of an appropriate stage is 
provided to a node behind a firewall. However, other 
arrangements are possible. Such as providing software 
within the firewall. 

0094. At 1002, an HTTP-based protocol request is sent to 
an application service provider (e.g., a web server at a data 
center). For example, an agent can send a GET or POST 
request by which certain parameters can be placed in the 
request. For instance, a node identifier can be passed to the 
server. The request can be periodically generated (e.g., 
according to 952 of FIG. 9). The frequency of the request 
can be controlled by an administrator via manipulation of 
web pages. 
0095 At 1012, in response to the request, the server 
provides a list of software that should be installed at the 
requesting node. The list can be generated with reference to 
the stage information for the node. For example, if the node 
belongs to a group designated to receive software of stage 2, 
a list of such software can be provided. A distribution 
threshold can also be taken into account. 

0096] At 1022, the list of software provided is compared 
with the Software installed on the node (e.g., by the agent). 
0097. At 1032, it is determined whether there are any 
differences between the list and the software installed on the 
node. If there are no differences, processing for software 
distribution can end. Other processing may be appropriate 
for carrying out additional configuration directives (e.g., 
adjusting the periodic request interval). 

0.098 If it is determined that there are differences, the 
software is acquired at 1042 and installed at 1052. The 
Software may be acquired in a variety of ways, such as via 
an HTTP-based protocol. For example, the software may 
reside at a server maintained by the application service 
provider, at a mirror site, or at a location within the network 
(e.g., behind the firewall) if desired. 
0099] The list can be interpreted so that software not 
appearing in the list is uninstalled from the node (e.g., by the 
agent). Old software distribution units may be retained so 
they can be provided to other nodes (e.g., in a peer-to-peer 
arrangement). 
0.100 Although administration can be accomplished via 
an application service provider scenario as illustrated, func 
tionality of the software being administered need not be so 
provided. For example, a hybrid situation may exist where 
administration and distribution of the software is performed 
via an application service provider Scenario, but components 
of the software being administered reside locally at the 
nodes. 

EXAMPLE 7 

Software Distribution Over Many Enterprises 

0101. In some situations, it may be desirable for one 
vendor to host application services for more than one 
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organization. For example, a vendor can host a plurality of 
customers to avoid having a data center for each customer, 
to avoid having to hire separate staff for each customer, or 
to otherwise reduce the cost of providing the services. The 
technologies described herein can be implemented in Such a 
scenario. 

0102 FIG. 11 depicts an exemplary scenario 1100 in 
which a vendor hosts application services for more than one 
customer. The vendor can act as an application service 
provider or delegate the hosting responsibilities to another 
entity if desired. Also, it is possible for one application 
service provider to provide services for a plurality of ven 
dors. It is also possible for the pictured scenario 1100 to be 
applied to a single organization (e.g., departments or geo 
graphical locations can be considered sub-organizations 
within Such an organization). 

0103) In the example, a data center 1102 can include a 
variety of hardware and software (e.g., web servers) for 
processing requests from a variety of nodes via the network 
1122. The network 1122 may be the Internet or some other 
network. In the case of the Internet, there may be one or 
more firewalls between the data center 1102 and the nodes 
administered. 

0104. The data center 1102 can include a database 1132 
that has an organization table 1134 and one or more con 
figuration tables 1136. In this way, the database 1132 can 
track which nodes belong to which organization (e.g., via a 
nodes table) and the configuration appropriate for the nodes. 
Various other tables can also be included (e.g., a groups 
table). In some cases, an organization may be sensitive to 
having its information commingled with other organiza 
tions, so a separate table, a separate database, a separate 
server, or a separate data center 1102 can be maintained for 
Such organizations, if desired. 

0105. As shown, three organizations 1142A, 1142B, and 
1142C are availing themselves of the services provided by 
the application service provider via the data center 1102 over 
the network 1122. Within the organization, nodes can be 
associated into groups or Subnets (e.g., the group 1152). 
Administration can be accomplished by an administrator 
accessing the data center 1102 (e.g., via an HTTP-based 
protocol) from within the respective organization, group, or 
subnet. 

0106. It is also possible that the organizations be admin 
istered by yet another entity via another computer 1162. For 
example, a consulting firm can perform software adminis 
tration functions for the three organizations by accessing 
web pages over the Internet. The initial installation of agents 
to the nodes may be challenging in a situation where no 
administrator is behind the organization’s firewall, but such 
installation can be accomplished by emailing an appropriate 
hyperlink to a user at the node. When activated, the hyper 
link can install the appropriate agent Software. 

0107 Distribution of software via stages as described 
herein can be administered via any of the illustrated sce 
narios. For example, an administrator inside or outside of an 
organization can access the data center 1102 to manipulate 
configuration settings designating nodes be distributed Soft 
ware of an appropriate stage. Security measures can be put 
into place to prevent unauthorized manipulation of configu 
ration settings. 
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EXAMPLE 8 

Groups 

0.108 Various nodes can be placed into named groups to 
facilitate administration of a large number of nodes. For 
example, a set of nodes can be placed into a group named 
“lab’ to designate that the nodes are machines in a lab where 
Software functionality is tested. A group can have one or 
more nodes and be associated with a group name. 
0.109 The named group can then be associated with 
various configuration directives, including association with 
a software stage. In the example of the “lab” group, the 
nodes might be associated with an initial (e.g., beta) stage so 
that the computers in the lab are the first to receive a new 
version of software. 

EXAMPLE 9 

Policies 

0.110) A set of configuration directives can be grouped 
into a named set called a policy. The policy can include a 
stage of software to be distributed to nodes associated with 
the policy. The policy can be associated with nodes via the 
group mechanism described above. 

EXAMPLE 10 

Beta, Early, and Live Stages 
0.111) If desired, a three-stage software system can be 
used. For example, the earliest stage can be called “beta,” a 
middle stage called “early,” and the late stage called “live.” 
Typically, beta software is that for which considerable 
additional feedback is sought by the developer. The middle 
stage is a more mature release, and the live version is 
considered to be one of the final releases of the software. 
However, other arrangements can be used. 

EXAMPLE 11 

Anti-Virus Software Administration 

0.112. In any of the examples described herein, the soft 
ware being administered can be anti-virus Software. An 
exemplary anti-virus software arrangement 1200 is shown in 
FIG. 12. 

0113. In the arrangement 1200, a computer 1202 (e.g., a 
node) is running the anti-virus software 1222. The anti-virus 
Software 1222 may include a scanning engine 1224 and the 
virus data 1226. The scanning engine 1224 is operable to 
scan a variety of items (e.g., the item 1232) and makes use 
of the virus data 1226, which can contain virus signatures 
(e.g., data indicating a distinctive characteristic showing an 
item contains a virus). The virus data 1226 can be provided 
in the form of a file. 

0.114) A variety of items can be checked for viruses (e.g., 
files on a file system, email attachments, files in web pages, 
Scripts, etc.). Checking can be done upon access of an item 
or by periodic scans or on demand by a user or administrator 
(or both). 
0.115. In the example, agent software 1252 communicates 
with a data center 1262 (e.g., operated by an application 
service provider) via a network 1272 (e.g., the Internet). 
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Communication can be accomplished via an HTTP-based 
protocol. For example, the agent 1252 can send queries for 
updates to the virus data 1226 or other portions of the 
anti-virus Software 1222 (e.g., the engine 1224). 

EXAMPLE 12 

Exemplary Implementation 

0116 FIGS. 13-17 are screen shots illustrating an exem 
plary implementation related to the above technologies. The 
screen shots show a user interface as presented by a web 
browser such as the Microsoft Internet Explorer software, 
which is marketed by Microsoft Corporation. Other software 
can be used, and either Internet (e.g. http://www.sitename 
.com/xyZ.asp) or intranet (e.g. http://subnet.company name/ 
XyZ.asp) references can be used to acquire the user inter 
faces. The illustrated user interface can be provided by any 
number of Software packages, including a server-side Script 
ing environment (e.g., Microsoft active server pages tech 
nology) associated with a web server. 
0117 To acquire access to the application services, an 
organization can enter into a contractual arrangement with 
an application service provider vendor (e.g., by Subscribing 
to the services and agreeing to pay a monthly fee). The 
application service provider can provide an appropriate 
network link and a user name and password by which an 
administrator can log into the system and begin administer 
ing the software. 
0118. As described above, an administrator can acquire 
an installation utility and remotely deploy and install agent 
software to the nodes to be administered. The administrator 
can then go about the process of configuring how the nodes 
are to be administered. 

0119) During the process, it may be desirable to place one 
or more nodes into a group. FIG. 13 shows a screen shot 
1300 depicting an exemplary user interface for manipulating 
groups. A database of configuration information can be 
adjusted according to the administrator's selections. 

0120. It may also be desirable to place one or more 
configuration directives into a named set. Such a named set 
can then be assigned to a group as show in FIG. 14, which 
shows an exemplary user interface 1400 for manipulating 
policies. One directive of the policy (i.e., “Release State') 
relates to the stage of the software to be distributed for the 
group. The stage can be specified as “Beta,”“Early,” or 
Live. 

0121 The configuration directives can take many forms. 
For example, FIG. 15 shows an exemplary user interface for 
manipulating configuration directives related to an agent. 
Changes by an administrator are stored in a configuration 
database, and agents assigned the related policy are updated 
accordingly (e.g., when they contact the application service 
provider data center). The user interface for the administered 
Software can be hidden via the options (e.g., "Show Agent 
UI). Also, as shown, an option “Show Exit option' can be 
used to control whether an icon appears in an icon menu by 
which a user can exit the Software running at a node. 
0122). Other configuration directives are possible. FIG. 16 
shows a configuration directive related to whether on-access 
scanning is enabled. 
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0123. In addition, tasks can be scheduled for policies. For 
example, FIG. 17 is a screen shot showing an exemplary 
user interface 1700 by which an administrator can schedule 
tasks. Additional user interfaces can be presented by which 
tasks can be added and task recurrence can be specified. 
Additional recurrence parameters can be specified by 
another user interface (e.g., whether to occur every day or 
recur every n days, whether to recur indefinitely or n times, 
and whether to use default advanced settings, such as a jitter 
value, late limit, and maximum duration parameters). Alter 
natively, a task can be scheduled for a group. 
0.124 Various other user interfaces can be presented. For 
example, a list of computers can be presented (e.g., indicat 
ing a computer name, domain, operating System, and group). 
0.125 Software administration will proceed according to 
the configuration specified via the user interfaces. For 
example, if a group of computers has been assigned the 
“Beta stage, upon availability of a software release asso 
ciated with the "Beta’ stage, queries from agents for appro 
priate software will be answered by providing a list includ 
ing software of the “Beta’ stage. 
0.126 For example, agent software at a node can send an 
HTTP-based request to a data center, providing a node 
identifier unique to the node. In response, the data center can 
provide a list of software based on the configuration infor 
mation specified by the administrator. 
0127. The agent software can then acquire the software it 
needs to conform with the configuration information speci 
fied by the administrator. In this way, automatic software 
distribution via stages can be accomplished. 
0128. When a new release becomes available (e.g., a 
software development team releases software), it can be 
added to an appropriate database with a reference indicating 
a location from which the release can be obtained. Subse 
quent queries from agents receive replies taking the new 
release into account. The software will thus percolate down 
to the agents as they request it. If a node is off-line (e.g., a 
mobile user having a computer not connected to a network), 
there may be some lag time, but upon connecting to the 
network, the agent can query the data center and an appro 
priate software list can be provided. 
0129. In the example, the list of software can be a list of 
files conforming to the CAB file specification of Microsoft 
Corporation. If software administered by the system is 
installed but not listed in the list, the software is uninstalled. 
The CAB file may remain on the node so that another node 
can access it (e.g., in a peer-to-peer arrangement). 
0.130. At some point, the software life cycle may begin 
again or move to an earlier stage in some other way. In Such 
a case, beta versions of the software will be distributed to 
those nodes associated with a group that is associated with 
a policy specifying beta software. 

0131 There may be more than one version of the soft 
ware (e.g., a beta of 1.0 and a beta of 2.0); however, a 
versionless system can be used from the administrators point 
of view (e.g., there is a beta release of the software, but no 
version need be associated with it). 
0.132. In this way, software administration can be accom 
plished via an application service provider scenario. 
Although administration can include a wide variety of 
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functions, the illustrated example enables monitoring (e.g., 
for producing reports of virus infection), configuration, and 
installation of software. In addition, the polled pull scenarios 
described can allow the system to operate even though there 
may be a firewall in place. Thus, application administration 
can be performed in Such a way that software is automati 
cally updated through a firewall. Such an arrangement can 
provide a valuable service in many situations, such as for a 
large enterprises information technology department. Such 
an enterprise may have 10, 100, 1000, 10,000, 100,000, or 
more nodes. 

0.133 Because more than one such enterprise can be 
served in an application service provider scenario, 10,000, 
100,000, 1,000,000, 10,000,000, or more nodes can be 
administered by the described technologies. 

EXAMPLE 13 

Database Schema 

0134 FIGS. 18A-J show an exemplary database schema 
for implementing Software administration via an application 
service provider Scenario. 
0135 FIGS. 19A-B show another exemplary database 
schema for implementing software administration via an 
application service provider scenario. 
0136. The schema are examples only. A wide variety of 
other arrangements are possible, and another approach (e.g., 
XML) can be used. 

Alternatives 

0137 Having described and illustrated the principles of 
our invention with reference to illustrated embodiments, it 
will be recognized that the illustrated embodiments can be 
modified in arrangement and detail without departing from 
Such principles. It should be understood that the programs, 
processes, or methods described herein need not be related 
or limited to any particular type of computer apparatus. 
Various types of general purpose or specialized computer 
apparatus may be used with, or perform operations in 
accordance with, the teachings described herein. Elements 
of the illustrated embodiment shown in software may be 
implemented in hardware and vice versa. 
0138 Technologies from the preceding examples can be 
combined in various permutations as desired. Although 
Some examples describe an application service provider 
scenario, the technologies can be directed to other arrange 
ments. Similarly, although some examples describe anti 
virus software, the technologies can be directed to other 
arrangements. 

0.139. In view of the many possible embodiments to 
which the principles of our invention may be applied, it 
should be recognized that the detailed embodiments are 
illustrative only and should not be taken as limiting the 
Scope of our invention. Rather, we claim as our invention all 
Such embodiments as may come within the scope and spirit 
of the following claims and equivalents thereto. 

1. (canceled) 
2. (canceled) 
3. (canceled) 
4. (canceled) 
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5. (canceled) 
6. (canceled) 
7. (canceled) 
8. (canceled) 
9. (canceled) 
10. (canceled) 
11. (canceled) 
12. (canceled) 
13. (canceled) 
14. (canceled) 
15. (canceled) 
16. (canceled) 
17. (canceled) 
18. (canceled) 
19. (canceled) 
20. (canceled) 
21. (canceled) 
22. A method of providing application services to a 

plurality of enterprises, the method comprising: 
via an application service provider scenario, collecting 

indications associating computers within the enter 
prises with stages of Software; 

periodically receiving requests from the computers within 
the enterprises for indications of what software is to be 
installed on the computers; and 

responsive to the requests, sending lists of software to be 
installed at the computers according to the stages 
associated with the computers. 

23. The method of claim 22 wherein the application 
service provider scenario is accomplished via an HTTP 
based protocol. 

24. The method of claim 22 wherein the requests are sent 
via an HTTP-based protocol. 

25. The method of claim 24 wherein the requests are sent 
by an agent automatically without action by a user. 

26. The method of claim 22 further comprising: 
comparing at least one of the lists of Software to be 

installed with software installed on at least one of the 
computers; 

installing software indicated as to be installed, but not 
installed. 

27. The method of claim 26 wherein the installing com 
prises: 

retrieving the Software from an application service pro 
vider. 

28. (canceled) 
29. A system for providing application services for install 

ing a plurality of software releases at a plurality of nodes, the 
system comprising: 

a data store operable to associate the Software releases 
with a software stage and to associate the nodes with a 
Software stage; and 

one or more servers operable to receive indications of 
Software stages associated with the nodes and modify 
the data store; 

wherein the servers are further operable to receive queries 
from the nodes to provide a list of software to be 
installed at the nodes and reply thereto according to 
stage information in the data store. 
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30. The system of claim 29 wherein the servers are 
operable to receive associations for the software stages via 
an HTTP-based protocol. 

31. The system of claim 29 wherein the servers are 
operable to receive the queries from the nodes via an 
HTTP-based protocol. 

32. (canceled) 
33. (canceled) 
34. (canceled) 
35. (canceled) 
36. (canceled) 
37. (canceled) 
38. The method of claim 22 wherein collecting indications 

associating computers within the enterprises further com 
prises: 

providing an administrative user interface by which 
administrators select various options and configuration 
directives; and 

responsive to selections made via the administrative user 
interface, placing computers into named groups and 
associating the named groups with a software stage. 

39. The method of claim 22 further comprising: 
from computers sent lists of Software, receiving requests 

for Software on the lists; and sending the requested 
software. 

40. The method of claim 22 wherein the frequency of the 
periodically received requests is controlled by an adminis 
trator via manipulation of a web page. 

41. The method of claim 22 wherein the stages of software 
comprise a beta Stage and plural sent lists of software 
comprise beta stage Software to be installed. 

42. Sew) The system of claim 29 wherein the servers are 
further operable to receive requests from the nodes for 
software listed in the list of software and to return the 
requested Software. 
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43. The system of claim 29 wherein the data store 
associates a set of configuration directives as a policy and 
the policy is associated with a group of nodes. 

44. The system of claim 43 wherein associations of the 
data store are defined via a database schema. 

45. The system of claim 29 wherein the servers are further 
operable to provide an administrative user interface by 
which administrators select indications of software stages. 

46. A computer readable medium having computer-ex 
ecutable instructions, the instructions comprising: 

instructions for collecting indications associating comput 
ers within enterprises with stages of Software; 

instructions for receiving requests from the computers 
within the enterprises for indications of what software 
is to be installed on the computers; and 

instructions for sending responsive to the requests, lists of 
Software to be installed at the computers according to 
the stages associated with the computers. 

47. The computer readable medium of claim 46 wherein 
the computer executable-instructions further comprise 
instructions for receiving the requests via an HTTP-based 
protocol. 

48. The computer readable medium of claim 46 wherein 
the computer-executable instructions further comprise: 

instructions for providing an administrative user interface 
by which administrators select various options and 
configuration directives; and 

instructions for responsive to selections made via the 
administrative user interface, placing computers into 
named groups and associating the named groups with 
policies. 


