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(57) Abrege(suite)/Abstract(continued):

determined as underwater sound Iinformation, wherein the identification apparatus has a first memory for the underwater sound
Information and a second memory for an item of watercraft information, wherein the first memory and the second memory are
inked to one another, characterized in that the first hydrophone Is arranged In a stationary and fixed manner.
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Abstract

The invention relates to a monitoring system for monitoring a
watercraft or several watercrafts, having an identification device
and a first hydrophone, which 1is configured such that acoustilc
signals that are emitted by watercrafts are determined as underwater
sound information therein, whereby the identification device has a
first memory for storing the underwater sound 1nformation and a
second memory for storing watercraft information, whereby the first
and second memories are interconnected, characterized 1n that the

first hydrophone is arranged in a stationary and fixed manner.
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Monitoring system for monitoring a watercraft or several watercrafts

as well as a process for verifying a watercraft or several watercrafts

The invention relates to a monitoring system for monilitoring a
watercraft or several watercrafts, having an identification device and
a first hydrophone, which 1is configured such that acoustic signals
that are emitted by watercrafts are determined as underwater sound
information therein, whereby the identification device has a first
memory for storing the underwater sound information and a second
mernory for storing watercraft information, whereby the first and
second memories are interconnected, and a process for verifying a
piece of transmitted watercraft informaticn from a watercraft as well

as a device for performing the process.

Large cargo vessels in particular transmit an 1identification
signal, which forwards information about the ship, 1ts position and
speed, for example, to a coastal surveillance unit. Such information
systems are designated, for example, as AIS (Automatic Identification
System) or UAIS (Universal Automatic Tdentification System) and are
usually based on radio transmission. By means of this transmitted
signal, other vessels in the vicinity are alsc aware of the ships and

thelr courses in the vicinity.

However, the problem with such systems 1s that they can be

easily counterfeited. Especially 1in case of piracy, such radio
signals can be completely switched off, or a ship signature can De
transmitted to an entirely different ship, so that finding the

captured ship can be very difficult.

In addition, marine traffic 1s monitored by radar systems. These
radar systems are based on reflected radioc waves, which are used O

establish the size and distance of a ship. By tracking the ship over

time, the course of the ship can also be determined by these means.

The problem with a radar monitoring system is that it relies on

establishing a “line of sight”, as radic waves are generally not

~aflected back over the Earth’s curvature. Thus, tracking a ship over
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the horizon is not possible. The AI and radar systems are used 1n

parallel or supplementary tcoc each other.

The invention is based on improving state of the art.

The task 1s solved by a monitoring system for monitoring a
watercraft or several watercrafts, having an identification device and
a first hydrophone, which is configured such that acoustic signals
that are emitted by watercrafts are determined as underwater sound
information therein, whereby the identification device has a first
memory for storing the underwater sound information and a second
memory for storing watercraft information, whereby the first and
second memories are 1interconnected and the first hydrophone 1s

arranged in a stationary and fixed manner.

In this way, a monitoring system can be provided, which enables
vessel identification and course tracking to be performed even over
the horizon. Additionally, ships can be identified and recognized.
Also, non-functional AI or UAI systems can be compensated by such a
monitoring system in a partly redundant manner, and safer marine

traffic can be ensured.

The following terms need explanation:

“Watercrafts” are all vessels moving on and/or under the water,

which emit a characteristic underwater sound signature, for example,

due to the rotors of the ship. Platforms and buoys are also 1included.

The Y“Yidentification device” enables determining the underwater
sound signature on the one hand, and saving sald signature as well as
assigning an underwater sound signature to exactly one watercraft, on
the other hand. Thus, the identification device comprises at least
one computer with a database system. The database system, however,

can be very rudimentary or it can comprise a relational database.

The invention 1s based on the insight that every watercraft
emits a very specific, significant underwater sound signature. Thus,

this underwater sound signature serves as a type of fingerprint,

which enables the exact i1dentification of a ship. Even ships of the
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same type can be differentiated, as the smallest deviations 1in the

drive train lead to a different underwater sound signature.

A “hydrophone” is sometimes also designated as a passive sonar. AS
the provided hydrophones are fixed and stationary, they can also monitor
a broad frequency range. In particular, such hydrophones can display an
expansion over several hundred meters, so that low frequencies can also
be detected. These low frequencies in particular can be detected over the
horizon, so that the underwater signal of a watercraft can be tracked
beyond this area as well. These hydrophones can be arranged especially 1in
such a water layer, which conducts the underwater sound in a particularly

effective manner, for example, due to i1ts salinity.

The identification device comprises in particular a computer with a
“first memory” and a “second memory”. In the first memory, the previously
described underwater sound signature of a vessel is stored in particular.
In the second memory, further information regarding the ship can be
stored. The ship type and the ship designation are stored in particular.
In addition, further information like cargo, flag and/or course can be
contained therein. This vessel information i1s automatically filled-in via

the AI system, particularly during the first contact.

By means of the unambiguous allocation of the first memory and
the second memory, the ship information and the underwater sound
signature (in the present example also <called wunderwater sound

information) are linked to each other.

Thus, the ship can be unambiguously 1identified as soon as the

underwater sound information 1is received again. Also, as soon as a

watercraft enters the monitoring area, it can be recognized and tracked.

In this case, 1t 1s essential that the hydrophone be firmly
embedded in the ground. Such an embedding—in the following this kind

of embedding 1s referred to as “stationary” and VYfixed”—can Dbe

performed directly in the seabed or 1ndirectly along a port wall.

Tn order to determine the exact location and/cor course of a

watercraft, a second hydrophone can be provided, which 1s arranged 1in a

stationary and fixed manner at a microphone distance from the first
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hydrophone. For this hydrophone, 1t must also be ensured that 1t 1s
always covered by water and embedded in the ground 1in such a way that it
substantially does not perform any movements. Furthermore, this
hydrophone can possess entirely the same features as the first

hydrophone.

In a further embodiment, a third and/or a fourth or additional
hydrophones are provided that are respectively arranged 1n relation
to each other or to the first hydrophone or the second hydrophone at

a hydrophone distance and in a stationary and fixed manner.

Thus, the location or course can be better determined. In any
case, the resolution of the monitoring system 1s enhanced. All
hydrophones can be equipped simlilar to the first hydrophone or have

additional characteristics.

In order to better monitor 1individual coastal sections, the
hydrophone distances between the 1individual hydrophones can wvary as
appropriate. In addition to that, for example 1n a canal, the

hydrophones can be arranged opposlite each other.

In order to optimally cover a large sea area, a value for the
hydrophone distance can range Dpetween 100 m and 100 km, particularly

between 500 m and 50 km or between 1 km and 20 Kkmn.

In a further design, the monitoring system 1s equipped with a
classification device that determines the watercraft 1information of

one of the watercrafts.

Such a classification device can be, for example, an AIS or a UAIS.

In principle, the classification system contains ship
information that 1s 1ndependent from the underwater sound
information. Notably, comparing these independent sets of information

enables one to recognize, for example, dangerous situations.

In particular, the classification device recognizes sSets of

information sent out from the watercraft 1n an autonomous manner.
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In order to be able to provide alternatives for the i1dentification
of watercrafts, the classification device can be equipped 1n such a way
that optical information and/or radio information (e.g. radar) 1s used

for determining the watercraft information.

In case of optical information 1n particular, cameras wilth
downstream automatic recognition systems can be used, which can
identify ships similarly to an OCR system. Also, for example, writing
on a ship can be recognized by a camera using OCR, thus ship

information can alsoc be obtalined in this way.

In order to ensure ship i1dentification or perform an alternative
ship 1dentification, the <classification device or parts of the
classification device <can be arranged on an unmanned vehicle,
particularly on a drone, a satellite, an autonomous watercraft or an

autonomous underwater vessel.

Particularly 1in case of deviations between the AIS watercraft
information and the ship information stored with the underwater sound
information, separate verification by means of such an unmanned

vehicle can occur.

Also, the unmanned vehicle can—independently of a possible AIS,
which i1s not necessarily provided with every watercraft-perform an
ldentification, which, particularly 1n this case, can store a set of

watercraft information in the second memory of the identification device.

Additionally, the task 1s solved by a method for the
verification of a transmitted watercraft information of a watercraft,
particularly of an AIS signal, whereby the method 1s performed
particularly by a monitoring system described above and comprises the

following steps:

Determining  the transmitted watercraft information of the

watercraft and identifying the watercraft;

N determining a piece of measured underwater sound 1nformation of

the watercraft;
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- comparing the measured underwater sound information with a piece of

reference underwater sound i1nformation of the i1identified watercraft and;

- displaving a piece of deviation information, 1f the measured

underwater sound 1nformation differs from the reference underwater

sound information.

Thus, counterfeit ATS information in particular can  be
identified. Also, captured ships that send out counterfelit AIS
information can be identified and tracked. In this way, an effective

tool for the fight against terrorism can be provided at present.

The following terms need explanation:

“Transmitted watercraft information” comprises all transmitted
active and passive pieces of watercraft information that are not
based on underwater sound information. This particularly covers

information of the AI systems and UAI systems.

The previously stated definitions apply here in a similar fashion.

Determining the transmitted watercraft information means, for
example, analyzing an AI system and thus identifying the transmitted
information. By means of this information, the specific watercraft 1is

identified.

Measured underwater sound i1nformation 1s ©particularly sound
information that 1s determined by means of fixed stationary and
particularly embedded hydrophones. Here, the key concept of the
invention also lies in the fact that every ship can be i1dentified by

means of i1ts underwater sound 1nformation (underwater sound signature).

Reference underwater sound 1nformation refers to underwater
sound information that was previously stored 1n the memories for the

identified watercraft.

A comparison Dbetween the measured underwater sound information

and the reference underwater sound 1information 1s performed, for

example, by means of autocorrelation, so that certain changes 1n an
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underwater sound signature are harmless. Tt the established
autocorrelation wvalue falls below a certain threshold wvalue, the
comparison 18 classified as failed and a plece of deviation
information 1s 1ssued. This piece of “deviation information” can, for

example, be displayed on a screen i1in the form of an alarm.

Thus, harbor authorities or coastal survelillance authoritles can
take respective measures 1n order to ward off possible dangers 1n

advance.

In another embodiment, the task 1s solved by a device that 1is

configured 1n such a way as to enable performing the method described

apove.

The 1nvention 1s further explained using empbodlment examples.

What 1s depicted, 1is:

Figure 1 a schematic representation o¢f a monitoring system,

arranged on a coast, with two monitored ships.

A coastal monitoring system comprises three hydrophones 101, 103,
105, which are embedded in the ground in a fixed manner underneath the
water surface alcong a coastal line 131. The longest extension of the

hydrophones 101, 103, 105 along the coastline 1s approx. 450 meters.

Each hydrophone 101, 103, 105 1s equipped with pilezoelectric ceramics,
which transform an underwater sound signal 1nto voltages, which are

processed by an electronic device (not depicted).

All hydrophones 101, 103, 105, are allcoccated to a processing
unit 107, which processes tThe underwater sound signals detected by
the hydrophones 101, 103, 105 according to their 1ntensity and
wavelength. The functions of 1ntensity and wavelength (I(A)) can be

stored 1n a memory 113 of a computer.

The computer 1s additionally equipped with a memory 115, which
contains ship information. In addition to that, the monitoring system
is equilipped with a radio antenna 109, which can receive transmitted

AIS signals. These AIS signals are analyzed and the transmission
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memory 1nformation 1s stored 1in memory 117, whereas the associated

ship information i1s stored in memory 119.

The database computer 111 has a comparison unit 121. This
cemparison unit 121 compares the reference ship information that 1s
stored in the transmitted ship information memory 119 with the signature

ship 1nformation memory 115, which contains a measured ship signature.
Additionally, the computer 1s equipped with a screen 123, on
which the information from the memories 113, 115, 117, 112 and the

comparison information 121 1s displavyed.

In the present example, two ships 141, 143 are moving on the

water surface on a particular course. Each ship 141, 143 has a
rotating propeller 145. Additionally, the ships 141, 143 have each an
AIS transmitter, which particularly transmits AIS information to the
radio recelver 109. The monitoring system can additionally Dbe
connected to an alr drone 151, whereby the ailr drone 1s equipped with

a camera system 153.

In the present example, the ship 141 1is transmitting a correct
AIS signal. This AIS signal 1s transmitted by the AIS transmitter
147. These radio signals are received by the radio receiver 109,
which extracts the respective information. This information 1is

written intc the memories 117, 119.

Subsequently, a query 18 sent to the database computer 111,
asking whether underwater sound information already exists as a

reference for the 1dentified ship 141.

In addition to that, the hydrophones 101, 103, 105 record the
underwater sound signal of the ship 141, which 1s created by the ship
propeller 145, so that a measured underwater sound signature of the
ship 141 1s obtained. The determination of the ship signature is
performed by the processing unit 107. This ship signature (measured
value) 1s compared to all ship signatures saved 1n the database

(reference values) by means of autocorrelation.
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As 1n the present example, the autocorrelation level 1s above

0.9; the ship 1s 1dentified.

Due to the fact that the hydrophones 101, 103, 105 have a
distance of approx. 10 kilometers, 1t 1s possible to determine the

lccation of the ship 141 over time, and thus the course of the ship

141. Even after the ship 141 has disappeared over the horizon, it
ccntinues to transmit underwater sound signals, which enable the

determination of the ship’s location and the shipping route.

The ship 143 is not yet known to the coastal monitoring system.
The ship 143 transmits a radio signal via its AIS antenna 147 to the
radio receiver 109, which analyzes the transmitted information.
Simultanecusly, the transmitted position information that was also
determined and compared by the hydrophones 101, 103, 105 is linked
with the socund signature that was determined by the hvdrophones and

stored 1n the memories, along with a link to the newly found ship 143.

The ship continues to be tracked on its course over the horizon.
In the present example, after the ship has 1left the reach of the
monlitoring system, 1t comes back 1into the monitoring range of the
monlitoring system, whereby this time it has Dbeen captured by
terrorists, who have manipulated the AIS in such a way that it 1is

transmitting a counterfeit AIS signature.

Agalin, the AIS information 1s received by the antenna 102 and
the sound signatures created by the ship propeller 145 are determined

by the hydrophones 101, 103, 105.

This sound 1information 1s autocorrelated with all known sound
information, which leads to the realization that the ship should be a

different one than the transmitted AIS information suggests.

After that, an air drone 151 1s started, which flies along the

course of the ship 143. The air drone 151 1is equipped with a camera
system, which records the automatic images of the ship 143. This
camera 1nformation 1s transmitted to the radioc receiver via radio

signals. At this point, automated software can determine the ship

type or recognize the written letters on the ship’s side via OCR.
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Should the information still not provide sufficient clarity, the
coast guard or the military 1s 1nformed, 1in order to conduct an

1dentity check of the pecople on bocard the ship.

10
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Claims:

1. Monitoring system for monitoring a watercraft (141) or several
watercrafts (141, 143), having an 1dentification device and a
first hydrophone (101), which 1s configured such that acoustic
signals that are emitted by one of the watercrafts (141, 143) are
determined as underwater sound information therein, whereby the
ldentification device has a first memory (113) for storing the
underwater sound i1information and a second memory (115) for
storing watercraft 1nformation, whereby the first and second
memorles are 1nterconnected, characterized 1in that the first

hydrophone 1s arranged i1n a stationary and fixed manner.

2. Monitoring system according to claim 1, characterized by a second
hydrophone (103), which is arranged 1n a microphone distance to

the first hydrophone 1n a staticnary and fixed manner.

3. Monitoring system according to one of the preceding claims,
characterized by a third hydrophone (105) and/or a fourth
hydrophone and/or further hydrophones that are respectively
arranged among each other or to the first hydrophone or the
second hydrophone 1n a hydrophone distance and 1n a stationary

and fixed manner.

4 , Monitoring system according to clalm 3, characterized in that

the respective hydrophone dilistances have different values.

5. Monitoring system according to one of claims 2 to 4,

characterized in that one value for the hydrophone distance lies

between 100 m and 100 km, particularly between 500 m and 50 km

or between 1 km and 20 km.
6. Monitoring system according tce one of the preceding claims,
characterized by a classification device (109, 117, 119), which

determines the watercraft information of cne of the watercrafts.

7. Monitoring system according to claim 6, characterized in that

the classification device 1s configured 1n such a way that

11
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optical 1information and/or radio information 1s used tO

determine the watercraft 1nformation.

Monitoring system according to one of c¢laims 6 or 7, characterized
in that the classification device or parts of the classification
device can be arranged on an unmanned vehicle (151), particularly
on a drone, on a satellite, on an autconomous watercraft or on an

autonomous underwater vessel.

Method for the verification o©of a transmitted watercraft
information of a watercraft, particularly of an AIS signal,
whereby the method 1is performed particularly by a monitoring
system according to one of the preceding claims and comprilses the

following steps:

-  determining the transmitted watercraft information of the

watercraft and identifying the watercraft;

— determining a piece of measured underwater sound information

of the watercraft;

- comparing the measured underwater sound information with the
reference underwater sound 1nformation of the 1dentified

watercraft and;

- displaying a piece of deviation information, 1f the measured
underwater sound information differs from the reference

underwater sound information.

Device that 1is configured 1in such a way as to enable a method

according to claim 9 to be performed on 1t.

12
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