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SPECTRUM SLEUTH

BACKGROUND

[0001] The radio frequency (RF) portion of the electromagnetic spectrum that is used for wireless
communication supports a plethora of different communication applications such as mobile voice
and data communications, FM and AM radio, TV, remote surveillance and sensor monitoring, and
with increasing frequency, control of robotic machines, vehicles, and aerial drones. Monitoring
and characterizing use of the RF spectrum is integral to regulating the spectrum and allocating and
policing use of frequency channels in the spectrum so that the spectrum may enable satisfactory
functioning of the different communication tasks for which it is used. Effective monitoring and
policing of the RF spectrum typically depends on methods of detecting and identifying licensed
and/or pirate transmitters that use the RF spectrum and determining at least one, or a combination
of more than one, of their respective transmission bandwidths, percentages of time they use their

bandwidths, transmission intensities, and/or coding formats.
SUMMARY

[0002] An aspect of an embodiment of the disclosure relates to providing apparatus, hereinafter
also referred to as “RF-Sleuth”, for monitoring and managing use of the RF spectrum. RF-Sleuth
optionally comprises at least one RF listening station configured to acquire measurements of
power as a function of time and frequency of RF signals that it receives at the location of each of
the at least one RF listening station. RE-Sleuth comprises a processor that receives and processes
the RF power measurements, optionally in accordance with an unsupervised machine learning
procedure, to identify at least one RF transmitter that generates the RF signals received by the at
least one listening station. In an embodiment the processor models a probability density function
(PDF), also referred to as an “RF” probability mixture model (RF-PMM), for the RF power of the
received RF signals. The RF-PMM comprises a sum of PDFs, also referred to as “RF-PDFs”, at
least two of which have a different form. The sum may comprise a different RF-PDF, for each of
the at least one RF transmitter that the processor identifies as contributing to the received RF
signals, and an RF-PDF for RF noise that contributes to the received signals. The processor fits
the RF-PMM, to the RF power measurements to determine a number of the at least one transmitter,
and parameters that define the RF-PDF associated with each of the at least one transmitter and the
RF-PDF for the RF noise. An RF transmitter for which the RF-PMM comprises an RF-PDF may

be referred to as an “identified transmitter”. In an embodiment, the RF-PDF for the amplitude of
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the RF noise may be modeled as a Gaussian PDF, and the RF-PDF for the amplitude of a

transmitter of the at least one identified transmitter may be modeled as a Rayleigh PDF.

[0003] In an embodiment, the processor uses the RF-PDFs determined for the RF transmitters
identified in the RF-PMM to determine for each of a plurality of RF power measurements acquired
by the at least one RF listening station an “association likelihood” for the RF power measurement
and the identified RF transmitters. The association likelihood for a given RF power measurement
and a given identified RF transmitter provides a likelihood that the given identified RF transmitter
generated the RF signal for which the given RF power measurement was acquired. The association
likelihoods are functions of the respective times and frequencies of the RF power measurements
with which they are associated. In an embodiment, the RF-Sleuth processor integrates association
likelihoods, or under the assumption that the association likelihoods are discrete variables, sums
association likelihoods, for a given identified transmitter over time to provide a frequency
signature for the identified transmitter. A bandwidth for the identified transmitter may be
determined responsive to the frequency signature. In an embodiment, the RF-Sleuth processor
integrates, or sums, the association likelihoods over frequency to provide a temporal signature for
the identified transmitter. A percentage of the time, hereinafter also referred to as a “use duty
cycle”, that the identified transmitter transmits may be determined responsive to the temporal
signature. Hereinafter “integrate” may be used generically to indicate integration of a continuous

variable or summation of a discrete variable over a range of the variable.

[0004] This Summary is provided to introduce a selection of concepts in a simplified form that are
further described below in the Detailed Description. This Summary is not intended to identify key
features or essential features of the claimed subject matter, nor is it intended to be used to limit the

scope of the claimed subject matter.
BRIEF DESCRIPTION OF FIGURES

[0005] Non-limiting examples of embodiments of the disclosure are described below with
reference to figures attached hereto that are listed following this paragraph. Identical features that
appear in more than one figure are generally labeled with a same label in all the figures in which
they appear. A label labeling an icon representing a given feature of an embodiment of the
disclosure in a figure may be used to reference the given feature. Dimensions of features shown in
the figures are chosen for convenience and clarity of presentation and are not necessarily shown

to scale.

[0006] Fig. 1A schematically shows an RF-Sleuth monitoring RF signals in a city environment,

in accordance with an embodiment of the disclosure;

2
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[0007] Fig. 1B schematically shows an array of RF power measurements acquired for the RF
signals monitored by the RF-Sleuth shown in Fig. 1A in accordance with an embodiment of the

disclosure;

[0008] Fig. 2 shows a flow diagram of a procedure by which the RF-Sleuth shown in Fig. 1
processes RF measurements it acquires to identify RF transmitters in the city environment, in

accordance with an embodiment of the disclosure;

[0009] Fig. 3 shows a flow diagram of a procedure by which the RF-Sleuth shown in Fig. 1 fits an
RF-PMM comprising Rayleigh and Gaussian PDF to RF power measurements to identify RF

transmitters in the city environment, in accordance with an embodiment of the disclosure; and

[0010] Fig. 4 shows a detailed flow diagram of a procedure by which the RF-Sleuth shown in Fig.
1 determines features of the identified RF-transmitters, in accordance with an embodiment of the
disclosure.

DETAILED DESCRIPTION

[0011] In the following detailed description a schematic of an RF-Sleuth operating to monitor RF
signals, optionally in a region of a city environment, and a visualization of an array of RF power
measurements for the RF signals that the RF-Sleuth acquires are discussed with reference to Figs.
1A and 1B respectively. Fig. 2 shows a flow diagram of a procedure performed by a processor
comprised in the RF-Sleuth to process the RF power measurements acquired by RF-Sleuth and
identify RF transmitters in the city environment. An overview of a procedure in accordance with
an embodiment of the disclosure for fitting an RF-PMM comprising Rayleigh and Gaussian PDFs
to RF power measurements acquired by RF-Sleuth is illustrated by the flow diagram in Fig. 3 and
discussed with reference to the flow diagram. An iterative method for fitting an RF-PMM to RF
power measurements in accordance with an embodiment of the disclosure that comprises
iteratively partitioning RF power measurements into sub-blocks of RF power measurements is
discussed with reference to the flow diagram in Fig. 4.

[0012] In the discussion, unless otherwise stated, adjectives such as “substantially” and “about”
modifying a condition or relationship characteristic of a feature or features of an embodiment of
the disclosure, are understood to mean that the condition or characteristic is defined to within
tolerances that are acceptable for operation of the embodiment for an application for which it is
intended. Wherever a general term in the disclosure is illustrated by reference to an example
instance or a list of example instances, the instance or instances referred to, are by way of non-
limiting example instances of the general term, and the general term is not intended to be limited

to the specific example instance or instances referred to. Unless otherwise indicated, the word “or”
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in the description and claims is considered to be the inclusive “or” rather than the exclusive or,
and indicates at least one of, or any combination of more than one of items it conjoins.

[0013] Fig. 1A schematically shows an RF-Sleuth 20 monitoring RF transmissions in a city
environment 60 in accordance with an embodiment of the disclosure. City environment 60
comprises a plurality of buildings 62, and by way of example, a plurality of, “K”, RF transmitters

70k. 1 <k < K operating within the city environment. A given RF transmitter 70 may be any one

of various stationary or mobile RF transmitters used to communicate video, voice, and/or data. By

way of example, a given RF transmitter 70 may be a base station RF transmitter comprised in a

mobile phone network, a WiFi hot spot, a Bluetooth transmitter, a radio or TV station transmitter,
an airport control tower transmitter, a radar transmitter, a transmitter used to control a remote

piloted land vehicle or aerial drone, or a rogue RF transmitter. Transmitters 70k may be referred

to generically by the numeral 70 without the subscript k. Whereas in Fig. 1, as shown by way of
example K =5, an environment monitored by an RF-Sleuth in accordance with an embodiment of
the disclosure may have a number of active transmitters operating in its environs that is more or
less than five.

[0014] RF-Sleuth 20 comprises, optionally a plurality, of, “M”, RF listening stations 22,;, 1 <m

< M, optionally referred to generically by the numeral 22, and an optionally cloud based data
processing hub 30. Each listening station 22 comprises at least one, optionally multi-polarized,
antenna 24 and circuitry (not shown) that are configured for receiving RF signals in a desired
“listening” bandwidth of the listening station and determining RF power measurements of the
received signals. The listening station also comprises a wire and/or wireless communication
interface (not shown) for transmitting the RF power measurements it acquires to RF-Sleuth hub
30 for processing. Lightning arrows 25 schematically represent listing stations 22 transmitting RF
power measurements to RE-Sleuth hub 30. Whereas, by way of example, in Fig. 1A, RF-Sleuth

20 comprises 5 RF listening stations 22, and M = 6, practice of an embodiment of the disclosure

and an RF-Sleuth are not limited to six listening stations. An RF sleuth in accordance with an
embodiment of the disclosure may comprise a number of listening stations that is more or less than
SIX.

[0015] RF-Sleuth hub 30 optionally comprises a memory 32 for storing RF power measurements
it receives from RF listening stations 22 and a processor 34 for processing the measurements to
identify RF transmitters that generate the RF signals for which the listening stations acquire the
RF power measurements. Processor 34 may comprise any electronic and/or optical processing

and/or control circuitry known in the art and may, by way of example, comprise any one or any
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combination of more than one, of a microprocessor, an application specific circuit (ASIC), field
programmable array (FPGA), and/or system on a chip (SOC). Memory 32 may comprise any
electronic and/or optical circuitry suitable for storing data and/or computer executable instructions
and may, by way of example, comprise any one or any combination of more than one of a flash
memory, random access memory (RAM), read only memory (ROM), erasable programmable read-
only memory (EPROM), CD-ROM, or DVD.

[0016] Whereas processor 34 is schematically shown in Fig. 1A as a single processor, the
processor may have a distributed configuration with components at different locations and/or may
be a virtualized processor. Similarly, memory 32 may be a localized memory or have a distributed
configuration with components at different locations. And whereas RF-Sleuth hub 30 is shown in
Fig. 1A as a cloud based hub, an RF-Sleuth hub in accordance with an embodiment may be a hub
that is accessible for example via dedicated non-internet communication channels.

[0017] In operation, RF-Sleuth 20 may be configured to identify RF transmitters operating in city
environment 60 that transmit in a desired “identification” bandwidth responsive to signals
generated by the RF transmitters that are received by RF listening stations 22. An RF transmitter
is considered to be operating in the city environment if RF signals that it generates are received by
an RF listening station 22. By way of example, the identification bandwidth of RF-Sleuth 20 may
be a relatively large bandwidth that extends from about 30 MHz (megahertz) to about 6 GHz
(gigahertz), a smaller S-band identification bandwidth that extends between 2 GHz to about 4GHz,
or a relatively small identification bandwidth used for mobile satellite service that extends from
about 2.0 GHz to about 2.2 GHz. The listening bandwidth of a given listening station 22 may be
coextensive with the identification bandwidth of RF-Sleuth 20 or overlap with only a portion of
the identification bandwidth.

[0018] In city environment 60, because of the relative abundance of buildings 62, direct line of
sight signal transmission between a transmitter 70 and a listening station 22 may be relatively
infrequent. Most RF signals from transmitters 70 reach an RF listening station 22 via multipath
propagation for which the signals transmitted by the transmitters are reflected and/or refracted at
least once before reaching the RF listening station. In Fig. 1A multipath propagation of RF signals
transmitted by RF transmitters 701,707, ...705 that are received by RF listing station 227 are

schematically indicated by stylized, piecewise linear lines 721,729, ...7245 respectively.
[0019] Let s(t,f)2 represent an RF power measurement that an RF listening station 22 determines

for an RF signal having amplitude s(t,f), which the listening station receives at a time t, and at RF

frequency f. Arguments t and { are optionally discrete time and frequency indices for which, 1 <t

<Tand 1 <f < F respectively. A measurement s(t,£)2 may be proportional to a peak or average
5
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power that the signal exhibits for a given delimited frequency range during a given scan time
interval. By way of example, the RF power measurements may be acquired in frequency steps of
400 kHz for delimited frequency ranges, optionally referred to as frequency bins, equal to about 6
MHz and scan time intervals, optionally referred to as time bins, of between 100s (seconds) to

about 300s.

[0020] Fig. 1B shows a plurality of RF power measurements s(t,f)2 that RF listening stations 22
may acquire and transmit to RF-Sleuth hub 30 for processing schematically arrayed in a time and
frequency, “power spectrum distribution” (PSD) data matrix 28. PSD data matrix 28 has T time

bins identified by discrete times tq, tp, t3, ... tT, and F frequency bins identified by discrete

frequencies {1, fp, {3, ... ff. For each time bin, PSD data matrix 28 may have a maximum of F

discrete RF power measurements s(t,£)2, and for each frequency bin a maximum of T discrete RF
power measurements s(t,f)z.

[0021] In an embodiment, processor 34 processes the RF power measurements s(t,H)2 to identify
transmitters 70 in accordance with an embodiment of a procedure, an overview of which is

provided in a flow diagram 100 in Fig. 2.

[0022] In a block 102 processor 34 optionally models a PDF for RF power measurements s(t,£)2
that RF-Sleuth hub 30 receives from RF listening stations 22 as an RF probability mixture model
(RF-PMM) of a form,

RF—PMM(s(t,f)Z) = Z§’=1 0] gRF-PDFg(s (t,0), + onRE-PDF(s(t,f)). (D
[0023] Expression (1) assumes there are “G” RF transmitters active in city environment 60 and a

source (not shown) of RF noise in the environment that contribute to RF power measurements
s(t,f)2 acquired by RF-Sleuth 20 from RF listening stations 22. In the expression, a PDF for

receiving an RF power measurement s(t,£)2 responsive to an RF signal generated by a given

“g-th” transmitter is represented by “RF—PDFg”. A PDF for receiving an RF power measurement

s(t,)2 responsive to a signal from the source of RF noise is represented by “RF-PDF,(s(t,[))”. A

weight g that multiplies the RE-PDF, for the g-th transmitter determines how much the g-th RF-
transmitter contributes to RF—PMM(s(t,f)Z). The weight ®, determines how much the source of

RF noise contributes to RF-PMM(s(t,f)2). The weights are constrained by a condition

Z§=1 Og+Op = 1. In an embodiment of the disclosure at least two of the PDFs that contribute to

RF—PMM(s(t,f)Z), have a different form. That is, at least two of PDFs - RF-PDF(s(t.f)), RF-

PDF)(s(t.,1)), ..., RE-PDFqG(s(t,f)), and RF-PDF(s(t,f)) - are different types of PDFs.

6
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[0024] By way of example, for city environment 60, in an embodiment of the disclosure, processor

34 may model the power distribution function RF—PDFg(s(t,f)) for the g-th transmitter as a
Rayleigh distribution function, so that,

RF-PDF(s(t,f)) = Rg(s,Ag) = (18/2Ag)exp-Tis2/41q2. )

g=
In expression (2), 4kg2/7c is an average RF power measurement determined for signals received
by RF listening stations 22 from the g-th transmitter. Processor 34 may model the power
distribution function RF-PDF,(s(t.f)) for signals received by RF listening stations 22 from the RF
noise source, optionally, as a normal, Gaussian, distribution N(s,un,an) so that,
RE-PDF(s(t,1)) = N(s,1p.612) = [1/(cqV(2m) lexp-[(s-1y)2/26,42]. (3)
Using expressions (2) and (3), RF—PMM(s(t,f)Z) may be written,
RF-PMM(s(t.1)2) =%.6_; 0 g Rg(s, Ag) + OnN(s,1p,0n2)

= Y51 0g(Ms/2hg)exp-s2/4hg? + [1/(GpVQ2Mm)lexp-[(s-ty)2/20, 2] 4)

In expressions (2)-(4) and expressions that follow the time and frequency arguments of s(t,f) may

e 99

be omitted for convenience of presentation, and s(t,f) may be written “s”.
RE-PMM(s(t,2) defined by equation (4) may be referred to as a Rayleigh-Gaussian RF-PMM
denoted by “RF-RGMM(s(t,f)2)”, or “RF-RGMM”.

[0025] In a block 104 processor 34 fits RF—PMM(s(t,f)Z) to RF power measurements s(t,f)2 to

determine “best fit” values for a set of parameters, hereinafter represented by “Oppn . that define

RE-PMM(s(t,2) and provide information as to a number of transmitters active in city

environment 60 and characteristics of the transmitters. The set of defining parameters OppvM

includes the number G of RF transmitters identified by the process of fitting RE-PMM(s(t,)2) to

the RF power measurements, weights g and ®p, and parameters that define the PDFs, RF-
PDFg(s(t,f)) and RF-PDF(s(t,f)). For RF—RGMM(s(t,f)Z), defining parameters Oppp, may be
denoted “ORgMM’™~ and include G, kg, and weights g for Rayleigh RF transmitter distributions
Rg(s, kg), 1 <g<G, and ®,, 6y, and |, for normal, “noise”, distribution N(s,un,cnz). Details of
procedures for determining best fit values for defining parameters Orgmm for RF-

RGMM(S(t,f)Z) in accordance with an embodiment of the disclosure are described below.
[0026] The adjectival phrase “best fit”, refers to values for defining parameters of a PDF, such as

defining parameters represented by Oppv or ORGMM. that are returned by a fitting procedure,
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generally, subject to the values satisfying an appropriate “goodness of fit” constraint, upon
completion of the fitting procedure. Best fit values for a PDF’s defining parameters may be
referred to simply as best fit defining parameters of the PDF. For example, best fit values for

OpMM or ORGMM may be referred to as best fit Oppp or best fit Or GMM respectively.

[0027] In a block 106, for each of a plurality of RF power measurements s(t,£)2, processor 34

determines an association probability, ocg(t,f), for the RF power measurement acquired at time t
for frequency f, and each g-th identified RF transmitter. Processor may also determine an
association probability, o, (t.f), for the RF power measurement and the source of RF noise. The
association probability ocg(t,f) for a given RF power measurement and a g-th identified RF
transmitter provides a measure as to how probable the given RF power measurement was acquired
for a signal generated by the g-th RF transmitter. The association probability o (t.f) for the given

RF power measurement and the source of RF noise provides a measure as to how probable the
given RF power measurement was acquired for a signal generated by RF noise. The g-th

association probabilities ocg(t,f) and oy (t,f) may be defined by,
Og(s(t.)) = RE-PDFg(s(t.f)) and oty (s(t.f)) = RE-PDFy(s(t,1)). 5)
For RE-RGMM(s(t,f)2), the association probabilities may be defined by,

ch(s(t,f)) = Rg(s,kg) = (Tcs/ZKg)exp—Tcs2/4kg2 and

0n(s(t.0) = N(s.Hn,On?) = [1/(0nV(2m)]exp-[(s-1n)?/20p7] (©)

[0028] In an embodiment of the disclosure the association probabilities may be used, as discussed
below, to determine characteristics of RF transmitters identified in RF—PMM(s(t,f)Z). Optionally,
before use, values for ocg(s(t,f)) and o, (s(t,f)) given by expressions (5) and (6) may be smoothed
over time and frequency to moderate effects of RF noise that degrades RF power measurements
s(t,H2 and improve consistency between association probabilities of neighboring time and
frequency bins in PSD data matrix 28 (Fig. 1B).

[0029] Smoothing may be performed by processing the association probabilities with any of
various low pass filters, such as by way of example neighborhood averaging filters, median filters,
or mode filters that are used to remove high spatial frequency noise in digital images. In an
embodiment smoothing may be performed by minimizing a suitable energy function of the

association probabilities ocg(s(t,f) and o, (s(t.f). If, “k” is an index which may assume a value of
any of the indices g, 1 < g < G, and n, the energy function for a given k may be written

Ex (0 (s(t,))). In an embodiment, Ey (o (s(t,f))) may be defined by an expression,

8
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Ex (o (s(t.1))) = Eg —log(ay(s(t.f)) + Eg ¢+ V(s.s%). (7
In expression (7) L indicates performing a sum over the RF power measurement s(t,£)2 used in
determining best fit Oppy for RE-PMM(s(1,f)2). Vi(s,s*) 1s a biasing energy Argument s*

represents an RF power measurement, s*(1,)2, acquired for a time and frequency bin that

neighbors the time and frequency bin for which an RF power measurement s(t,£)2 is acquired.

Xy ¢* Indicates performing a sum over all s, and for each s for all neighboring RF power
measurement s*. The biasing energy may be configured to increase with increasing magnitude of

a difference between the magnitudes of s(t,f)2 and s*(t,f)z. In an embodiment,
Vi(s,s%) = —log[exp—BIs(t,f)z— s*(t,f)zl] if oy (s(t.f) = o (s*(t.0)), else

Vi (s,s%) = —log[l—exp—BIS(t,f)z— s*(t,0)21]. ()
For a given k, values of o (s(t,f) that minimize Ej(0y (s(t,f))) may be determined in accordance

with an embodiment using, by way of example, a Belief Propagation algorithm such as a loopy
Belief Propagation algorithm.
[0030] In a block 108 processor 34 optionally determines a frequency signature, FSIGg(f), as a

function of frequency f for a g-th identified transmitter. For a given frequency f, FSIGg(f) may be
defined as an average of, the optionally, smoothed ocg(t,f) over time t, and in symbols,

FSIGg(f) = iT ag(t /T ©)
FSIGg(f) provides a measure of a portion of the time that the identified g-th RF transmitter

transmits electromagnetic energy at frequency f.

[0031] Optionally, in a block 110 processor 34 uses FSIGg(f) to determine a bandwidth for the g-

th identified transmitter. In an embodiment, the bandwidth determined by processor 34 is equal to

a continuous span of frequencies for which FSIGg(f) has values greater than 0. Optionally, the
bandwidth is equal to a continuous span of frequencies for which FSIGg(f) has values greater than

an FSIG threshold value. In an embodiment the FSIG threshold value is equal to a percent, also

referred to as an FSIG threshold percent of a maximum value for FSIGg(f). Optionally the FSIG

threshold percent is less than or equal to about 30%. Optionally the FSIG threshold percent is less
than or equal to about 20%
[0032] In a block 112, processor 34 optionally determines a temporal signature, TSIGg(t), forag-

th identified transmitier as a function of time t. For a given time t, TSIGg(t) may be defined as an

average of ocg(t,f) over frequency f, and in symbols,

9
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TSIGg(0) = 29; ag(t,0)/F . (10)
For a time t during a period for T for which RF-Sleuth 20 acquires RF power measurements s(t,0)2,
TS IGg(t) provides a measure of whether the g-th identified RF transmitter is transmitting.

[0033] Optionally, in a block 114 processor 34 uses TSIGg(t) to determine a percentage of time

T, ause duty cycle, for which the g-th identified transmitter uses its bandwidth. In an embodiment,
processor 34 determines the use duty cycle for the g-th transmitter as a percentage of time T for

which TSIGg(t) has values greater than 0. Optionally, the use duty cycle is equal to a fraction of
time T for which TSIGg(t) has values greater than a TSIG threshold value. In an embodiment the

TSIG threshold is equal to a fraction, also referred to as an TSIG threshold percent of a maximum

value for TSIGg(t). Optionally, the TSIG threshold percent is less than or equal to about 30%.
Optionally the TSIG threshold fraction is less than or equal to about 20%.

[0034] In an embodiment, optionally in a block 116, processor 34 determines variances, GgZT of

TSIGg(t) and GgZF of FSIGg(f), and optionally in a block 116, the processor uses GgZT and GgZF

to discriminate RF transmitter types and determine a transmitter type for the g-th transmitter. For
example, it is expected that a TV broadcast transmitter, which relatively continuously, transmits
over a full width of an assigned, relatively large bandwidth broadcast channel, will exhibit

relatively small variances in TSIGg(t) and FSIGg(f). And whereas a time division multiple access
(TDMA) RF transmitter is expected to exhibit a relatively low variance of FSIGg(f) for a narrow

bandwidth frequency channel to which it is assigned, the TDMA transmitter is expected to exhibit

a relatively large variance in TSIGg(t). On the other hand, a frequency division multiple access
(FDMA) transmitter is expected to exhibit a relatively small FSIGg(f) variance and a relatively
large TSIGg(t) variance. A frequency hopping transmitter is expected to exhibit a relatively large
variances for both FSIGg(f) and TSIGg(t).

[0035] Therefore, in an embodiment of the disclosure, processor 34 may be configured to classify
a g-th identified transmitter identified for city environment 60 responsive to variances of its

FSIGg(f) and/or TSIGg(t). The RF transmitter may be classified as a TV broadcast transmitter if
the transmitter exhibits relatively small variances for both FSIGg(f) and TSIGg(t), and as a TDMA
transmitter if the transmitter exhibits a relatively small FSIGg(f) variance and a relatively large
TSIGg(t) variance. The processor may classify the identified transmitter as an FDMA transmitter

if the transmitter exhibits a relatively large FSIGg(f) variance but a relatively small TSIGg(t)
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variance, and as a frequency hopping transmitter if the transmitter exhibits relatively large

variances for both FSIGg(f) and TSIGg(t).
[0036] In an embodiment, processor 34 compares a FSIGg(f) or TSIGg(t) variance that an RF
transmitter exhibits to a threshold FSIGg(f) or TSIGg(t) variance respectively to determine if the

exhibited threshold is relatively large or relatively small. In an embodiment a threshold FSIGg(f)
or TSIGg(t) variance may be equal to a percent of a maximum value of the FSIGg(f) or TSIGg(t)

that processor 34 determines for the transmitter. In an embodiment the percent is greater than or

about equal to about 10%. Optionally, the percent is greater than or about equal to about 20%.

[0037] In an embodiment of the disclosure, processor 34 may fit an RE-PMM(s(t,f)2) probability

mixture model, discussed above by way of example with reference to block 104 of flow diagram

100, to RF power measurements s(t,f)2 that RE-Sleuth 20 acquires in accordance with any suitable

fitting procedure. Processor 34 may be configured to use an Expectation-Maximization (EM)
algorithm in accordance with an embodiment of the disclosure to fit an RE-PMM(s(t,f)2) to power

measurements s(t,f)z. For example, assume that processor 34, in accordance with an embodiment
of the disclosure, models RF power measurements for transmissions in city environment 60 as the
Rayleigh-Gaussian distribution noted above in expression (4), and repeated below as expression

(11) for convenience,

RE-RGMM(s(1,1)2) =¥5_; @ gRo(s,Ag) + @ N(s,1.02). (11)
[0038] In an embodiment of the disclosure processor 34 determines initial values for defining

parameters OR GMM ©of RE-RGMM(s(t,f)2) by fitting an RF-Gaussian Mixture Model,

RE-GMM(s(t.D%) = Xj_, 0j [1/(sjV@m)]exp — [(s — u)?/202]. (12)

for which J = G+1, to the RF power measurements s(t,£)2 using any of various GMM algorithms.

The processor uses values for defining parameters, OGMM., of RE-GMM(s(t,f)2) determined by

fitting RE-GMM(s(t,f)2) to the RF power measurements as initial values for the EM algorithm

used to fit the Rayleigh-Gaussian distribution RE-GMM(s(t,)2) to the RF power measurements.

In particular, to initialize the EM fitting algorithm, processor 34 may use M 155<G, determined
for RE-GMM(s(t,f)2) as initial values for kg, 1<g<G, respectively, and Lj and 6] determined for

RF-GMM(s(t,f)2) as initial values for Up and .

[0039] Thereafter, for an “i-th” iteration of the EM algorithm, variables for the Expectation step

of the algorithm may be determined from the formulae,

11
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Pi(s € 8) = Ry(s, Ag())/[Tg=1 0g(D) Rg(s, Ag(D) + On(ON(s.tn(0).0n(1)2)]; (13)
and
pi(s € M) = N(s,Hn(D),0n(D) 2/[Zg=1 0 (D) Rg(s, Ag() + OnMN(s,1n(i).0nH?)]. (14)

In expressions (13) and (14), pj(s € g) is a probability that an RF power measurement s(t,£)2 was
acquired responsive to reception of an RF signal transmitted by the g-th transmitter and p;(s € n)

is a probability that the RF power measurement was acquired responsive to reception of RF noise.

[0040] For the Maximization step of the i-th iteration:

Ag(i+1) = Zgspi(s € @/Eepi(s € 2); (15)
wg(i+1) = Zepi(s € g)/Zg opi(s € ); (16)
Hp(i+1) = Egs-pj(s € n)/Egpj(s € n); (17)
on(i+1)2 = Zy(s-up(@)2-pi(s € n)/Zgpi(s € n); (18)
and

Op(+1) =X pi(s € n)/ZS,gpi(S € g). (19)

In equations (15) — (19), X refers to a sum over all RF power measurements s(t,f)2 to which the

Rayleigh-Gaussian distribution RE-GMM(s(t,f)2) is being fit and Zs,g refers to a sum over all the
RF power measurements and all the identified G RF transmitters. The EM iteration process ends
when a fit of RE-RGMM(s(t,f)2) to the RF power measurements satisfies a desired goodness of fit
criterion or the parameters O GMM for RE-RGMM(s(t,f)2) converge.

[0041] The above fitting procedure is summarized in a flow diagram 150 shown in Fig. 3. In a

block 152 of the flow diagram processor 34 optionally fits a Gaussian mixture model RF-
GMM(s(t,f)z) to power measurements (s(t,f)z) to determine best fit values for defining parameters
0GMM of the RF-GMM. In a block 154 processor 34 uses parameters OGMM to provide initial
values for fitting a Rayleigh-Gaussian mixture model, RE-RGMM(s(t,/)2), to RF power
measurements (s(t,f)2) and determining best fit values for defining parameters Or gMM of RF-
RGMM(s(t,02), optionally using an EM algorithm. Optionally in a block 156, processor 34 uses
best fit values of Or GMM to determine a number of RF transmitters in city environment 60 and

characteristics of the transmitters.
[0042] Whereas flow diagram 150 illustrates an algorithm that may be used in an “holistic” fitting
process in which substantially all data in PSD data matrix 28 (Fig. 1B) is used in evaluating each

of the variables in the procedure, an RE-PMM(s(t,f)2) may be fit to RF power measurements s(t,£)2
12



WO 2017/027489 PCT/US2016/046107

in the PSD data matrix using a “multi-scale” fitting procedure in accordance with an embodiment
of the disclosure. In a multi-scale procedure, PSD data matrix 28 is iteratively partitioned into
consecutively smaller data sub-blocks, and RF power measurements s(t,£)2 in different data sub-
blocks may be used independently of data in other sub-blocks in evaluating variables in the
procedure.

[0043] Fig. 4 shows a flow diagram of a multi-scale fitting algorithm 200 that processor 34 may
execute optionally to identify RF transmitters in city environment 60, in accordance with an
embodiment of the disclosure. In a block 202 the processor optionally sets an iteration counting

(13421
1

variable equal to 1 and sets a variable -MAX equal to a maximum value for the iteration

counting variable. In a block 204 processor 34 partitions PSD data matrix 28 (Fig. 1B) into a
plurality of data sub-blocks, “SB(1)”, (not shown). Optionally, the data sub-blocks SB(i) are non-
overlapping. In an embodiment, the data sub-blocks SB(i) may have substantially a same size, and

each data sub-block may have a same number of rows and columns of RF power measurements

s(t,f)z.
[0044] In a block 206 processor 34 fits, optionally, a Rayleigh-Gaussian PDF

RF—RGMM(s(t,f)Z) to data in each sub-block SB(i) independently of data in other sub-blocks SB(i)

of the i-th iteration. Optionally, fitting an RE-RGMM(s(t,)2) to the data in a given sub-block SB(i)
of the i-th iteration is a process similar to that described with respect to blocks 152 and 154 in flow

diagram 150 shown in Fig. 3. And as in flow diagram 150, the fitting process may comprise first
fitting an RF—GMM((s(t,f)2 to the data in the given sub-block SB(i) to determine a best fit
0GMM(D) for the data and using the best fit OGpnM (1) to initialize fitting an RF—RGMM(s(t,f)Z) to
the data in the given sub-block to determine a best fit O GpMM(1) for the data in the given sub-
block SB(i). The best fit Or MM (1) for the RF—RGMM(s(t,f)Z) for each given sub-block SB(i) of
the i-th iteration comprises a value G(i) for a number of RF transmitters identified in the RF-
RGMM(S(t,f)Z) for the given sub-block, a set of Rayleigh parameters {kg(i)llsiSG(i)} for the
Rayleigh PDFs Rg(s, kg) of the identified RF transmitters, and l,(1) and 6,(1) for the noise PDF
in the RF—RGMM(s(t,f)Z) determined for the given sub-block.

[0045] In a block 208 processor 34 may aggregate the Rayleigh parameters kg(i) in the Or MM (D)

from different sub-blocks SB(i) to form an aggregate set of Rayleigh parameters. The processor

clusters the Rayleigh parameters kg(i) in the aggregate set, optionally in a block 210, to generate

clusters of related kg(i). In an embodiment two Rayleigh parameters kg(i) may be considered
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related if a difference between their respective average powers, 4kg2/7c, is less than a threshold

difference. Optionally the threshold difference is equal to or less than about 2dBm (decibel-
milliwatt). Processor 34 may determine that a number G*(i) of RF transmitters identified for city
environment 60 at the i-th iteration is equal to the number of different clusters generated by

clustering the Rayleigh parameters kg(i) at the i-th iteration. Each of the G*(i) identified RF

transmitters is associated with a different cluster and processor 34 assigns an identified

g-th, 1< g < G*(1), RF transmitter a Rayleigh parameter kg*(i) that is a function of the Rayleigh
parameters kg(i) in the cluster with which the RF transmitter is associated. Optionally, kg*(i) is
an average of the kg(i) in its cluster. Optionally in a decision block 212, processor 34 determines

whether the value for G*(i) for the i-th iteration indicates that the number of identified RF
transmitters has converged to a limit. If processor 34 determines that the number of identified RF
transmitters has converged, the processor proceeds to a block 220 to end execution of the multi-
scale fitting algorithm. Otherwise, processor 34 optionally proceeds to a decision block 214.
[0046] In a decision block 214 processor decides if i=I-MAX. If processor 34 determines that 1 is
equal to -'MAX the processor proceeds to block 220 to end execution of the multi-scale fitting
algorithm. Otherwise, the processor proceeds optionally to a block 216, and partitions each data
sub-block SB(i) into a plurality of sub-blocks SB(i+1). Optionally, a number of sub-blocks
SB(i+1) in a given sub-block SB(i) is equal to the number of sub-blocks SB(i1). Optionally, sub-

blocks SB(i+1) are non overlapping. Each sub-block SB(i+1) optionally has a same number of

rows and columns of RF power measurements s(t,0)2.

[0047] Subsequent to partitioning in block 216, processor 34 may proceed to a block 218 to
increase i by one and then, optionally, return to block 206 to perform another iteration of the multi-
scale procedure. A multi-scale algorithm in accordance with an embodiment of the disclosure may
be advantageous in providing accurate determinations of a number of RF transmitters operating in
an environment. Simulations indicate that use of a multi-scale algorithm to identify and estimate
of a number of RF transmitters operating in an environment may provide more accurate results
than use of other algorithms, such as an Edge Detection algorithm.

[0048] It is noted that in the above discussion an example embodiment of the disclosure described
an RF-Sleuth as fitting a PMM comprising a Gaussian PDF and a plurality of Rayleigh PDFs to
RF power measurements. However, an RF-Sleuth in accordance with an embodiment is not limited
to a PMM comprising a single Gaussian and a plurality of Rayleigh PDFs. An
RF-Sleuth in accordance with an embodiment may use a PMM comprising one or more PDFs from

each of any number of different types of PDFs suitable for modeling RF transmissions from RF
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transmitters. For example a PMM in accordance with an embodiment may comprise one or more
Gaussian PDFs, one or more Rayleigh PDFs, and one or more Ricean PDFs.

[0049] It is also noted that an RF-Sleuth in accordance with an embodiment of the disclosure may
benefit from, but does not require training on labeled examples of RF signals transmitted by RF
transmitters or require data defining known RF transmission characteristics for transmitters in an
environment to identify RF transmitters in the environment. An RF-sleuth may therefore be
advantageous for detecting rogue transmitters in an environment and tracking changes in
bandwidths and/or use duty cycles of transmitters operating in the environment. As a result an RF-
Sleuth may be advantageous in managing RF spectrum in the environment.

[0050] There is therefore provided in accordance with an embodiment of the disclosure a system
for identifying radio frequency (RF) transmitters in an environment, the apparatus comprising: at
least one RF listening station configured to receive RF signals and acquire measurements of their
RF power as a function of reception time, t, and frequency f; and a processing hub configured to
identify RF transmitters operating in the environment by: receiving the RF power measurements;
fitting to the RF power measurements a probability mixture model (PMM) that provides a
probability density as a function of magnitude of the RF power measurements, the PMM
comprising a plurality of probability density functions (PDFs), at least two of which PDFs are of
a different type; and identifying RF transmitters in the environment responsive to the PMM.

Optionally, fitting comprises determining a set of defining parameters Oppp for the PMM, the

defining parameters comprising a number, “K”, for a number of the plurality of PDFs, and for each
PDF, parameters defining the PDF.

[0051] Fitting optionally comprises: iteratively partitioning the RF power measurements into a
plurality of sub-blocks of power measurements; for each given sub-block in an i-th iteration fitting
a sub-block PMM comprising a plurality of sub-block PDFs to the RF power measurements in the
given sub-block independent of RF power measurements in other sub-blocks of the i-th iteration
to determine a set of defining parameters for the sub-block PMM, the set of defining parameters
for the sub-block PMM having a number for the plurality of PDFs in the sub-block PMM;
clustering sub-block PDFs from different sub-blocks to determine clusters of PDFs; and
determining K responsive to a number of clusters. Additionally or alternatively identifying RF
transmitters may comprise assuming that the number of RF transmitters in the environment is
equal to K and associating each RF transmitter with a different one of the K PDFs.

[0052] In an embodiment, the processing hub is configured to determine for each of a plurality of
the RF power measurements an association probability for the RF power measurement and each

of at least one of the identified K RF transmitters that provides a measure of the probability that
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an RF signal for which the RF power measurement was acquired was transmitted by the identified
RF transmitter. Optionally, an association probability for the RF power measurement and a given
identified RF transmitter of the K identified RF transmitters is a function of the PDF associated
with the identified RF transmitter evaluated at a magnitude of the RF power measurement.

[0053] Additionally or alternatively, the processing hub may be configured to use the association
probabilities for a given RF transmitter of the K identified transmitters to determine an RF
bandwidth of the identified given RF transmitter. Optionally, using the association probabilities to
determine the RF bandwidth comprises integrating the association probabilities over time t for
each of a plurality of frequencies f to determine a function of frequency for the given RF
transmitter and using the function of frequency to determine a bandwidth of the given RF
transmitter. Using the function of frequency to determine the bandwidth may comprise identifying
a range of frequencies for which the function of frequency f is substantially greater than zero, and
determining the range of frequencies as a bandwidth of the given RF transmitter.

[0054] Additionally or alternatively the processing hub may be configured to use the function of
frequency to classify the RF transmitter as to type of RF transmitter. Using the function of
frequency to classify the RF transmitter may comprise determining a standard deviation for the
function of frequency and using the standard deviation to classify the identified RF transmitter.

[0055] In an embodiment the processing hub is configured to use the association probabilities for
a given RF transmitter of the K identified transmitters to determine a use duty cycle for the
identified RF transmitter that provides a percentage of time that the identified RF transmitter
transmits. Optionally, using the association probabilities to determine the use duty cycle comprises
integrating the association probabilities over frequency f to determine a function of time t for the
given RF transmitter and using the function of time to determine a use duty cycle of the given RF
transmitter. Optionally, determining the use duty cycle comprises using the function of time to
determine a percentage of a time period for which the function of time is substantially greater than
zero. Additionally or alternatively, the processing hub is configured to use the function of time to
classify the RF transmitter as to type of RF transmitter. Using the function of time to classify the
RF transmitter may comprise determining a standard deviation for the function of time and using
the standard deviation to classify the identified RF transmitter.

[0056] In an embodiment, the PMM comprises two different types of PDFs optionally chosen
from a group comprising: a Gaussian PDF, a Rayleigh PDF, and a Ricean PDF.

[0057] There is further provided in accrodacne with an embodiment of the disclosure, a method
for monitoring radio frequency (RF) transmitters in an environment, the method comprising:

acquiring RF power measurements as a function of reception time, t, and frequency f for RF signals
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in an environment; and fitting to the RF power measurements a probability mixture model (PMM)
that provides a probability density as a function of magnitude of the RF power measurements
wherein the PMM comprises a plurality of probability density functions (PDFs), at least two of
which PDFs have a different form; and identifying a number of RF transmitters operating in the
environment responsive to the PMM; determining association probabilities for the RF power
measurements and the identified RF transmitters; and using the association probabilities to
determine bandwidths for the identified RF transmitters. Optionally the method comprises using
the association probabilities to determine use duty cycles for the identified RF transmitters.

[0058] In the description and claims of the present application, each of the verbs, “comprise”
“include” and “have”, and conjugates thereof, are used to indicate that the object or objects of the
verb are not necessarily a complete listing of components, elements or parts of the subject or
subjects of the verb.

[0059] Descriptions of embodiments of the disclosure in the present application are provided by
way of example and are not intended to limit the scope of the disclosure. The described
embodiments comprise different features, not all of which are required in all embodiments. Some
embodiments utilize only some of the features or possible combinations of the features. Variations
of embodiments of the disclosure that are described, and embodiments comprising different
combinations of features noted in the described embodiments, will occur to persons of the art. The

scope of the invention is limited only by the claims.
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CLAIMS

1. A system for identifying radio frequency (RF) transmitters in an environment, the
apparatus comprising:
at least one RF listening station configured to receive RF signals and acquire measurements
of their RF power as a function of reception time, t, and frequency f; and
a processing hub configured to identify RF transmitters operating in the environment by:
receiving the RF power measurements;
fitting to the RF power measurements a probability mixture model (PMM) that
provides a probability density as a function of magnitude of the RF power measurements,
the PMM comprising a plurality of probability density functions (PDFs), at least two of
which PDFs are of a different type; and

identifying RF transmitters in the environment responsive to the PMM.

2. The system according to claim 1 wherein fitting comprises determining a set of defining

parameters OpppM7 for the PMM, the defining parameters comprising a number, “K”, for a number

of the plurality of PDFs, and for each PDF, parameters defining the PDF.

3. The system according to claim 2 wherein fitting comprises:

iteratively partitioning the RF power measurements into a plurality of sub-blocks of power
measurements;

for each given sub-block in an i-th iteration fitting a sub-block PMM comprising a plurality
of sub-block PDFs to the RF power measurements in the given sub-block independent of RF power
measurements in other sub-blocks of the i-th iteration to determine a set of defining parameters for
the sub-block PMM, the set of defining parameters for the sub-block PMM having a number for
the plurality of PDFs in the sub-block PMM;

clustering sub-block PDFs from different sub-blocks to determine clusters of PDFs; and

determining K responsive to a number of clusters.
4. The system according to claim 2 or claim 3 wherein identifying RF transmitters comprises

assuming that the number of RF transmitters in the environment is equal to K and associating each

RF transmitter with a different one of the K PDFs.
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5. The system according to any of claims 2-4 wherein the processing hub is configured to
determine for each of a plurality of the RF power measurements an association probability for the
RF power measurement and each of at least one of the identified K RF transmitters that provides
a measure of the probability that an RF signal for which the RF power measurement was acquired

was transmitted by the identified RF transmitter.

6. The system according to claim 5 wherein an association probability for the RF power
measurement and a given identified RF transmitter of the K identified RF transmitters is a function
of the PDF associated with the identified RF transmitter evaluated at a magnitude of the RF power

measurement.

7. The system according to claim 5 or claim 6 wherein the processing hub is configured to
use the association probabilities for a given RF transmitter of the K identified transmitters to

determine an RF bandwidth of the identified given RF transmitter.

8. The system according to claim 7 wherein using the association probabilities to determine
the RF bandwidth comprises integrating the association probabilities over time t for each of a
plurality of frequencies f to determine a function of frequency for the given RF transmitter;
identifying a range of frequencies for which the function of frequency f is substantially greater

than zero; and determining the range of frequencies as a bandwidth of the given RF transmitter.

9. The system according to claim 8 wherein the processing hub is configured to determine a
standard deviation for the function of frequency and use the standard deviation to classify the

identified RF transmitter as to type of RF transmitter.

10. The system according to any of claims 5-9 wherein the processing hub is configured to use
the association probabilities for a given RF transmitter of the K identified transmitters to determine
a use duty cycle for the identified RF transmitter that provides a percentage of time that the

identified RF transmitter transmits.

11. The system according to claim 10 wherein using the association probabilities to determine
the use duty cycle comprises integrating the association probabilities over frequency f and
determining a percentage of a time period for which the function of time is substantially greater

than zero to be the use duty cycle.
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12. The system according to claim 11 wherein the processing hub is configured to determine a
standard deviation for the function of time and use the standard deviation to classify the identified

RF transmitter.

13. The system according to any of the preceding claims wherein the PMM comprises two
different types of PDFs chosen from a group comprising: a Gaussian PDF, a Rayleigh PDF, and a
Ricean PDF.

14. A method for monitoring radio frequency (RF) transmitters in an environment, the method
comprising:

acquiring RF power measurements as a function of reception time, t, and frequency f for
RF signals in an environment; and

fitting to the RF power measurements a probability mixture model (PMM) that provides a
probability density as a function of magnitude of the RF power measurements wherein the PMM
comprises a plurality of probability density functions (PDFs), at least two of which PDFs have a
different form; and

identifying a number of RF transmitters operating in the environment responsive to the
PMM;

determining association probabilities for the RF power measurements and the identified
RF transmitters; and

using the association probabilities to determine bandwidths for the identified RF

transmitters.

15. The method according to claim 14 and comprising using the association

probabilities to determine use duty cycles for the identified RF transmitters.
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