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(57) Abstract

Various services within a computer system are automatically set up as users are added to the system through a directory service
(420). A user template (506) is selected that already contains default settings (530-540) for each of the services available on a system
such as e-mail and a web service. Various user templates exist and contain different default settings for each available service depending
upon the user. Default settings from each service (504) are copied onto a new user form (508). Next, default settings from the selected
user template are copied to the new user form and override any conflicting default settings from the services. The default settings from
the new user form are used to automatically set up and enable each service for the new user. The data from the new user form is copied
into a central account database (300) that contains rows (305) of user information, with columns (314-322) corresponding to a particular
service. Each user is automatically enabled for use with available services including an e-mail account and a generated web page. When
an individual user then logs on to the computer system, the services available have already been set up for that individual user. If the user
has any special privileges such as being an administrator, webmaster, or a postmaster then that user may begin performing that role.
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AUTOMATIC SETUP OF SERVICES FOR COMPUTER SYSTEM USERS

CROSS REFERENCE TO RELATED APPLICATIONS

This application is related to PCT International Application No.
(Attorney Docket No. WSTLP0O1.P), entitled “Automatic Configuration for Internet
Access Device” , filed on the same date herewith, which claims priority of U.S. Patent
Application Serial No. 08/762,737 filed on December 10, 1996, both of which are
incorporated by reference.

FIELD OF THE INVENTION

The present invention relates generally to networked computer systems. More
specifically, the present invention relates to the automatic configuration of user services on

such computer systems.

BACKGROUND OF THE INVENTION

In recent years, the popularity of the Internet has been increasing dramatically. Every
day, more and more home users, small business users and large corporations are
connecting to the Internet to improve communication. The term “Internet” (upper-case “I”)
refers to that particular global communications network that is in use around the world and
that grew out of a U.S. Department of Defense funded research project named the
ARPANet. Currently, most of the Internet is commercially owned and is an extremely
complex, highly redundant network of telecommunications circuits that are connected
together with routers. The “Internet” refers to a particular network of communications
networks, while, in general, any interconnection of networks may be termed an “internet”

€629
1

(lower-case “1”). The “Internet” is one example of an “internet”. Currently, the Internet is
used for a variety of services including communication, education, news, advertising,

reference materials, broadcast like media, financial services, and other.

Two such services available for use on the Internet include electronic mail and web
publishing. An electronic mail service allows users to communicate within a company or
over the Internet to remote locations. A web publishing service allows users to publish
hypertext, multi-media documents and information, formatted in HTML (hyper-text
markup language), to be transmitted to clients via HTTP (hyper-text transfer protocol).
HTTP servers connected via the Internet are commonly referred to as the “World Wide
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Web”, “WWW?”, or simply the “web”. In other words, a web publishing service allows
users to publish a “web site” either internally, or externally for public viewing by others on
the Internet. It is contemplated that a web publishing service may also utilize other formats
and protocols than HTML and HTTP, and may span other servers and networks, and not
necessarily the Internet. Before a user may take advantage of either an electronic mail
service or a web publishing service however, a user must be set up on, and be configured

for, each of these services.

Traditionally, the set up and administration of users on a computer system has been a
task separate from the set up and configuration of various services that may be utilized by
users on the computer system. Typically, a system administrator is responsible for
identifying new users of the computer system, assigning to them an account name, entering
basic user information, and then manually setting rudimentary access privileges for certain
directories on the computer system. If additional services are to be implemented on the
computer system, then these additional services must be bought separately, installed
separately, and then each service must be manually configured for each user of the
computer system. These services might include electronic mail, web publishing, news or
financial services, or local area network (LAN) services. The separate installation and
manual configuration of each service for each user is a time consuming, tedious and error

prone process that can be a headache for most system administrators.

For example, the set up of an electronic mail service requires adding each new user
individually, and setting numerous default parameters manually such as subscriber lists,
address books, address groups, postmaster privileges, and other settings that may be
unique to an individual user. For web publishing services, each user must also be
configured manually. The system administrator must provide web directories for each
user, set permissions, and set other default parameters. In addition, should the company or
the user desire a public or internal web site, the content of the site must also be authored
manually by either the system administrator by a user. Creating a web site from scratch can
be a difficult process for the average employee in a company who is unfamiliar with web
authoring software or the location of the web site directories. Even the addition of a local
area network requires default parameters to be set for each user regarding system security,
centralized authentication, and other parameters. Again, a system administrator must set up
an account for each user for each of these services individually. Furthermore, as each of
these services are separate and not integrated, each service has a different user interface,
different terminology and different procedures for configuring an individual user.

Therefore, a software tool is desirable that would provide for an integrated approach

to configuring various services for individual users of a computer system, and that would
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automatically configure each of the services for each user upon entering basic user
information.

SUMMARY OF THE INVENTION

An embodiment of the present invention allows various services within a computer

5 system to be automatically setup as users are added to the system through a directory
service. A particular user template is selected that already contains parameters and values
(default settings) for each of the services available on a system such as e-mail and a web
service. User templates may exist for various types of users on the system and may contain
different parameters and values for each available service depending upon the user. The

10 default settings are copied to a new user form for the new user. The default settings from

the new user form are then used to automatically set up and enable each service for the new

user.

In one embodiment, an agent registry is queried to determine available services.
Then these available services copy default settings onto a new user form. The default
15 settings may be overridden by any conflicting default settings from the selected user
template. The data from the new user form is also copied into a central account database.
The account database contains rows of user information, with columns corresponding to a
particular service and containing parameters and values for each service. A header
information column contains personnel type information for each user along with a unique
20 identifier. Thus, a central, integrated database exists for holding all the settings for a
particular user for all services available within a computer system. Processes such as
adding a user, editing or deleting are made much simpler. In addition, by simply adding
basic information about a user, that user is automatically enabled for use with available

services including an e-mail account and a generated web page.

25 When an individual user then logs on to the computer system, the services available
have already been set up for that individual user. For example, the user may begin using
the electronic mail immediately as any required e-mail settings have been set. In addition,
the user may begin browsing through on-site or off-site web pages as any permissions and
other settings have been set for using the web service. Additionally, a simple internal web
30 site for that user has been created. Also, if that user has been designated as having any
special responsibilities or privileges such as being an administrator, a webmaster, a
postmaster, or other, then that user may begin performing that role. Additionally, if any
other services are available such as a news service or a banking service, then that user has
already been set up to immediately begin using that service.



WO 98/26540 - PCT/US97/10599

10

15

20

25

BRIEF DESCRIPTION OF THE DRAWINGS

The invention, together with further advantages thereof, may best be understood by
reference to the following description taken in conjunction with the accompanying
drawings in which:

FIG. 1 illustrates an Internet access device connecting a local area network with the
Internet for communication.

FIG. 2 illustrates an embodiment of an Internet access device.

FIG. 3 illustrates the software architecture for an embodiment of an Internet access
device.

FIG. 4 illustrates a central account database table used in an embodiment of the

present invention.

FIG. 5 is a screen shot depicting an embodiment of a user interface for the present
invention.

FIG. 6 is a screen shot depicting an embodiment of a user interface for a directory
service.

FIG. 7 is a screen shot depicting an embodiment of a user interface for adding a new

user.

FIG. 8 is a screen shot depicting an embodiment of a user interface for editing a user
account.

FIG. 9 is a screen shot depicting an embodiment of a user interface for deleting a user

account.

FIG. 10 illustrates the relationship between the agent registry, various services, and a
user template in the creation of a new user form for a new user to be added.

FIG. 11 is a flow chart illustrating a system administration session including the
execution of commands.

FIG. 12A is a flow chart illustrating a method for the add new user command from
Figure 11.

FIG. 12B is a flow chart illustrating a method for the generate new user form step
704 from Figure 12A.
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FIG. 12C is a flow chart illustrating a method for the perform validity check step 720
of Figure 12A, and step 820 of Figure 13A .

FIG. 12D is a flow chart illustrating a method for the create new account step 726 of
Figure 12A.

FIGS. 13A and 13B are flow charts illustrating a method for the edit user command
of Figure 11.

FIGS. 14A and 14B are flow charts illustrating a method for the delete user
command of Figure 11.

DETAILED DESCRIPTION OF THE INVENTION

When a new user is added by a system administrator to a computer system, default
parameters are automatically set for that user for selected services. The actual services that
are automatically configured may be widely varied, but by way of example may include
such services as electronic mail, web publishing, system services, news and financial
services, etc. A new user will then be able to immediately begin using these services and
may also be alerted or prompted by any of these services when the user logs on to the
computer system for the first time. In one embodiment, the present invention is embodied
in an Internet access device as depicted in Figures 1, 2 and 3.

Figure 1 illustrates an arrangement 10 in which an Internet access device 100
facilitates communication between end users 92-98 and the Internet 15. Internet access
device 100 connects to a point of presence (POP) 42 of an Internet service provider 14 via a
communications line 82, which in turn connects to a global carrier 16. Internet service
provider includes an IP network 50 with links to other POPs. Global carrier 16 is a carrier
such as MCI or SPRINT that has links to other global carriers and to the Internet via
communications lines 60. In this fashion, access is provided to the Internet for a customer
site having an Internet access device.

In one embodiment, Internet access device 100 connects to a local area network
(LAN) 90 at a customer site. LAN 90 is typically an Ethernet LAN of a corporate or other
customer. LAN 90 may connect end users 92, an administrator 94, a server 96, and any
number of other devices 98. End users 92 may be a wide variety of users using a wide
variety of computing devices. By way of example, end users 92 may use a single personal
computer, a network computer, a laptop computer, a workstation, any type of super
computer, or any other type of computer used by a user or operating on its own to request,
gather, process, send or display information. The administrator 94 is typically a computer

used by a system administrator or the like to monitor and administer the LAN 90. Server 96
5
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may be any type of server such as an e-mail server, file server, or other server used for
storing information which may be accessed by users on the LAN 90. Other devices 98 may

include printers, routers, facsimile machines, gateways, etc.

Figure 2 shows in greater detail an embodiment of the hardware architecture of the
Internet access device 100 shown in Figure 1. Internet access device 100 includes a system
bus 101 to which are connected various devices such as an analog modem 104, an ISDN
adapter 106, a synchronous serial interface 108, an Ethernet LAN adapter 112, a power
supply 114, a CPU 116, RAM 118, a hard disk drive 120, a keypad 122, an LCD display
124, and a speaker 126.

Typically, analog modem 104 is present in the Internet access device, while devices
106 and 108 may be present if the customer desires one of these types of connections to the
Internet. Analog modem 104 may be any suitable analog modem used for communicating
over an analog line. By way of example, analog modem 104 is a V.34 28.8 Kbps modem.
ISDN adapter 106 may be any suitable ISDN adapter used for communicating over an
ISDN line. Synchronous serial interface 108 may be any suitable device used for
communicating via a high-speed serial port, and in one embodiment is arranged for
communicating using a frame relay packet based interface standard. In one embodiment,
Internet access device 100 acts as a frame relay access device (FRAD) when
communication using frame relay technology is desired. It is contemplated that other
communications interface devices such as 104, 106 and 108 may be used within the
Internet access device 100 in order to communicate over a particular type of communication
line and using a particular protocol.

LAN adapter 112 may be any suitable device for providing an interface between the
Internet access device 100 and a LAN 90. By way of example, LAN adapter 112 is based
upon a LocalTalk or a token ring standard. In one embodiment, LAN adapter 112 is for an
Ethernet LAN with an integral 4-port 10BaseT hub. Internet access device 100 also
includes a power supply 114 that includes a battery backup. CPU (central processing unit)
116 may be any suitable CPU and in one embodiment is an Intel 80486 CPU. RAM 118
provides random access memory used to store temporary data such as routing tables,
packet buffers, program storage, etc. for the Internet access device. Hard disk drive 120
may be any suitable hard disk, and in one embodiment is a 1.2GB IDE hard disk drive
used for storing user information such as accounts, electronic mail, web pages, etc.

Keypad 122 may be any suitable keypad for entering numbers and information by a
user to the Internet access device. Preferably, keypad 122 is an 18 key keypad including a
numeric keypad similar to that found on a push button telephone, and other keys for

inputting information to the Internet access device. LCD display 124 includes a 128x 64
6
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pixel LCD display for presenting information to the user, along with status lights indicating

the status of the Internet access device. These status lights include information such as »
power, system activity, disk activity, LAN activity, and WAN activity. Speaker 126 is any

suitable speaker for presenting audible information to a user.

Figure 3 illustrates an embodiment of the software architecture 200 of the Internet
access device 100 of Figure 2. The software architecture 200 includes an operating system
210 that communicates with each of an e-mail server 212, an FTP daemon 214, a LAN
Manager/AppleTalk file server 216, an automatic configuration engine 218, a web server
220, and other servers 222. These elements 212-222 are each in communication with a
system administration module 228 that uses a graphical user interface.

Operating system 210 may be any suitable operating system. By way of example,
one embodiment of the operating system 210 is the BSD UNIX operating system. This
operating system 210 includes an Ethernet driver 230, PPP (point to point protocol)
software 232, and a frame relay driver 234 in communication with an IP Routing/address
translation module 240. Ethernet driver 230 communicates over line 231 to an Ethernet
card. PPP software communicates over line 233 to either a modem or an ISDN adapter.
Frame relay driver 234 communicates over line 235 to a synchronous serial interface card.
The address translation module 234 allows for both host (1-N) and network (N-N) address
translation. The module 240 is also in communication with a domain name server (DNS)
and a dynamic host configuration protocol (DHCP) server 238 which supply appropriate
connectivity protocols to the Internet. The IP routing may be performed by any suitable
routing software used for receiving information over the Internet and routing it to the
appropriate device on LAN 90. By way of example, a GateD router with support for
OSPF, RIP and BGP routing protocols may be used.

E-mail server 212 provides e-mail service both internally to users of a LAN 90 of a
company, and also externally to the world via the Internet. Every user on the LAN 90 is
provided with their own unique e-mail address. FTP (file transfer protocol) daemon 214 is
used for both internal and external file storage and transfer using industry standard Internet
file transfer protocols. LAN Manager/AppleTalk file server 216 is a file server providing a
central location by which users may exchange files. Automatic configuration engine 218
provides for the automatic configuration of the Internet access device 100 for
communication with the Internet. An aspect of automatic configuration engine 218 is
disclosed in greater detail in U.S. Patent Application entitled “Automatic Configuration for
Internet Access Device” referenced above.

Web server 220 may be any suitable web server for providing both internal and

public web pages for not only a company, but also for each user on the LAN 90. In one

7
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embodiment, web server 220 is an Apache HTTP web server. Other servers 222 may
include such servers as directory servers, news servers, catalog servers, search engines,

proxy servers, authentication servers, etc.

System administration module 228 provides a graphical user interface by which a
system administrator and/or individual users may access the Internet access device in order
to manage e-mail and web pages, perform system administration, allow access by
individual users, and in general monitor and support the functioning of the Internet access
device by users on the LAN 90. In one embodiment, system administration module 222
uses an HTML-based animated user interface for use with either Netscape NAVIGATOR
or Microsoft INTERNET EXPLORER that allows all-in-one administration from any
desktop and from any platform. System administration module 228 also provides for self-
maintenance via an agent based metaphor, automated backups of any user data to any
workstation on the LAN 90 or to the ISP, automated software management for software
updates, and automated log and audit management. An aspect of system administration
module 228 will be discussed in more detail below with reference to the following figures.

Figure 4 illustrates an embodiment of an account database table 300 for use with the
present invention. A use of account database 300 with the present invention will be
discussed in more detail below with reference to Figures 12D, 13B and 14B. An account
database may be implemented in a wide variety of manners. By way of example, an
account database may be implemented as shown in Figure 4 in which the information is
stored in one table in a central location. Alternatively, the conceptual format of the table
may be used, while the information may be stored in different locations. An account
database 300 provides in a central location all of the parameters and settings for particular
services within a computer system for each user of that system. Such a database is
advantageous because it allows this information to be stored in one location and not
duplicated. Duplication of information often leads to errors and requires extra effort. Also,
such a database provides for more efficient administration of such a system, and allows the
various services a central, easy to access location for parameters and values of other
services as required. Also, the addition, modification and deletion of user accounts is made
more efficient through the use of such a table.

In the embodiment shown, the account database 300 is represented as including rows
of user information 305 corresponding to a particular user of the system, and columns of
service parameters for a particular service. As will be appreciated by those skilled in the
art, the table based representation is intended as a conceptual representation of the
information stored in the database, but is not intended to necessarily literally represent the
structure of the data stored in memory. With this in mind, account database 300 has a

column 310 indicating a particular user, and a column 312 containing header information
8
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that is basic information unique to a particular user. In one embodiment, each column of
service parameters includes a link back to the header information in order to easily access

this information for each service.

In the embodiment illustrated, header information 312 includes parameters such as a
User Id which is a unique identifier in time and space, a Real Name which is the actual
name of the user, a User Name which is some convenient “handle” or nickname for
uniquely identifying the user on the computer system, a Password for the user, a Password
Timestamp indicating when the password must be changed, and various Agent Privileges.
Agent Privileges indicate the status of a particular user with regard to a particular service.
For example, Agent Privileges indicate whether or not a user is enabled for a particular
service such as e-mail or the web. Agent Privileges also indicate whether a user is a
postmaster for an e-mail service, a webmaster for a web service, an administrator for a
directory or system service, or may indicate another preferred status for any other service
available on the computer system.

Column 314 contains a list of e-mail service parameters and values used to set up and
configure e-mail service for a particular user. For example, such parameters may include
an e-mail address for each user, space allocated for each user to store e-mail, handling
settings such as log enablement, start-up options, mail sorting, password, mail notification,
individual message handling, and settings for other features that may be provided by an e-
mail service. Also included are subscriptions lists that a user may wish to subscribe to in
order to receive automatic e-mail from either inside the company or from the Internet. If a
user has a postmaster flag 330, then that user is also provided with a link 332 to a table 334
of global e-mail settings that allow that user to globally adjust the e-mail service. These
global e-mail settings 334 are stored in a single location and may be viewed or modified by
any user who has the postmaster privilege.

Column 316 contains parameters and values associated with a web service. By way
of example, column 316 may include such parameters as a public directory indicating a
directory for publishing of external web sites, an internal directory for publishing web sites
for company use, a personal password used for selectively allowing access to a web site,
preferred sites which indicate a user’s favorite web site, and web mirroring parameters
which allow a web site to automatically be mirrored up to an Internet service provider. If a
user has a webmaster flag 340, then that user is also provided with a link 342 to a table 344
of global web settings that allow that user to globally adjust the web service. These global
web settings 344 are stored in a single location and may be viewed or modified by any user
who has the webmaster privilege.
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Column 318 contains parameters and values corresponding to a directory service. A
directory service may be implemented in a wide variety of manners. By way of example, a
directory service may be implemented using the X-500 standard. This column contains the
full personnel record of a user including header information and any other suitable
information for a user. If a user has an administrator flag 350, then that user is also
provided with a link 352 to a table 354 of global system settings that allow that user to
globally adjust the system. These global system settings 354 are stored in a single location
and may be viewed or modified by any user who is an administrator.

Column 320 contains parameters and values related to a system service. In the
embodiment shown, this includes parameters related to local area network (LAN) security
that set up a user’s access to a LAN, and firewall settings that set up a user’s access either
within a LAN or to the outside world via the Internet. Other parameters are possible as
well. An Administrator flag 360 may also be included in this list of parameters with a link
362 to global system settings 354.

Of course, a wide variety of other services 322 may be available on a computer
system and accordingly may utilize the account database to store parameters and values that
are required or useful to automatically configure the service for new users. By way of
example, other such services may include a calendar service to assist a user in managing
time, a news service for allowing a user to automatically receive selected news, a financial
service for assisting the user in banking and other financial services, an authentication
service used to uniquely authenticate an individual or company, an update service used to
automatically update software on the computer system, a backup service used to
automatically backup selected files from the computer system to another location, etc.

The present invention may be implemented using a wide variety of user interfaces.
By way of example, one such set of user interfaces for using the present invention is
shown in Figures 5 through 9. These figures will now be introduced, and their use will be
discussed in greater detail in the explanation of the flow charts of Figures 11 through 14.
Figure 5 shows a system administration home page user interface 400 for use by a system
administrator. Figure 6 shows a directory service user interface 420 for use by an
administrator in adding, editing or deleting users of the system. Figure 7 shows a user
interface 450 for adding a new user account. Figure 8 shows a user interface 470 for
editing a user account. Figure 9 shows a user interface 480 for deleting a user account.

The user interfaces of Figures 5 through 9 may be implemented using a wide variety
of software tools. By way of example, the user interface may be implemented using a
browser, such as the NAVIGATOR browser available from Netscape Communications

Corporation of Mountain View, California. The home page user interface 400 of Figure 5

10
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includes a browser 402 with standard browser buttons 403 and an input window 404, a
status window 406 for indicating the status of the computer system and its connection to
the Internet, links 408 to other web sites, and an interactive window 410. Window 410
includes various icons used for accessing agents that assist the administrator in managing
the available services. A wide variety of services may be represented in window 410 by
their respective agent icons. By way of example, included in window 410 are icons
representing a personnel agent for managing a directory service, a mail agent for managing
an e-mail service, a webmaster agent for managing a web publishing service, a system
agent for managing a system service, a whistle agent representing services and information
provided by a vendor such as Whistle Communications Corporation, and an ISP agent for

managing communication with an Internet service provider.

An agent (represented by a particular icon on the screen) assists a user in interacting
with a particular service available on the computer system. A wide variety of types and
forms of agents are possible. By way of example, a personnel agent assists a user in
interacting with a directory service, such as by adding new users, changing information
regarding a user, and displaying current information relating to the state of affairs of the
directory service. A mail agent may assist a user by informing of messages, editing
mailing or subscription lists, changing electronic mail parameters, etc. A webmaster agent
assists a user in creating a personal web page, adding information to a company internal or
external web site, creating a company web site (for a user with the correct permissions),
performing web mirroring to an ISP server, and keeping track of information relating to
internal and external web sites. A system agent helps the user by providing information
about a local area network, assisting in adding devices to a network and assigning an IP
address, configuring and/or changing information about a device on the network, keeping
track of network users, providing information on file sharing, keeping track of Ethernet
status and ports, assisting with TCP/IP configuration, setting the clock on an NTP time
server, providing access and assistance with diagnostic tools for use by a network expert,

performing backups, updating system software, and keeping track of system logs, etc.

A whistle agent provides assistance with using an internet access device and provides
information on using the vast array of resources on the Internet. An ISP agent provides
information relating to the ISP that a customer has chosen, provides current configuration
and level of service information to the customer, and facilitates communication between the
customer and the ISP, etc. In general, the agents (through their respective icons) provide a
user with an easy graphical technique for managing all of the features and functionality that
an internet access device may provide. The agents are advantageous because they provide
not only an easy-to-use graphical interface, but also interface between the user and their
respective services.

11
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Figure 6 shows a user interface 420 for a directory service that is managed by a
personnel agent. The user interface has a message window 422 and an interactive window
424. Message window 422 displays the personnel agent’s icon and any messages to the
system administrator relating to the directory service. Interactive window 424 contains
buttons, windows and information allowing a system administrator to manage the users of
a computer system. Included are a pull-down menu 426 which allows a template to be
chosen in order to create a particular type of new user. A wide variety of templates may be
stored in the system and available from the pull-down menu. By way of example, pull-
down menu 426 may allow a choice between an employee template and an administrator
template. “New” button 428 allows a new user to be added to the system, “edit” button
430 allows the account for a current user to be edited, and “delete” button 432 allows a user
to be deleted from the system. The user interface that is presented in response to the
selection of each of the “new,” “edit,” and “delete” buttons will be described in more detail
below with respect to Figures 7, 8 and 9 respectively. Of course, a wide variety of other

buttons and functionalities may be provided as well..

The lower portion of window 424 contains information regarding the users of the
system. A wide variety of information on each user may be displayed including all of the
information available in the account database 300 of Figure 4. By way of example,
interactive window 424 includes a real name column 434 listing the actual name of each
user, a user name column 436, an administration column 438 showing graphically the
agent privileges that each user has, and a select column 440 that allows a user to be selected
and also displays a small icon indicating whether the entry corresponds to a user or to a
template, which may also be edited.

Figure 7 shows a user interface 450 for adding a new user after the “new” button 428
of Figure 6 has been pressed. The interface includes a message window 452, user
information 454, an agent privileges window 456, and command buttons 458. Message
window 452 includes the personnel agent icon and a message relating to the addition of a
new user. User information 454 may include a wide variety of user information that may
be displayed, added or edited by a system administrator. By way of example, user
information includes a user’s real name, a user name, and a password. Agent privileges
window 456 includes an agent column 460 listing the agents corresponding to particular
service available within the system, an enabled column 462 indicating whether that user is
enabled for that service, and an administrator column 464 indicating whether a user has a
higher privilege for a particular service, such as being a postmaster within the e-mail
service. Other status levels within a service may also be provided. Command buttons 458
include a “cancel” command to stop the addition of a new user, a “help” command for

assistance, and an “OK” button for submitting a new user form.
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Figure 8 shows a user interface 470 for editing a user account after the “edit” button
430 of Figure 6 has been pressed. The interface includes a message window 472, user
information 474, an agent privileges window 476, and command buttons 478. Message
window 472 includes the personnel agent icon and a message relating to the editing of a
new user. User information 474 includes a wide variety of user information that may be
edited. Agent privileges window 476 includes an agent column 460 listing the agents
corresponding to particular service available within the system, an enabled column 462
indicating whether that user is enabled for that service, and an administrator column 464
indicating whether a user has a higher privilege for a particular service, such as being a
postmaster within the e-mail service. Other status levels within a service are possible as
well. An advanced column 466 gives access to more detailed configuration options of a
particular service. Command buttons 478 include a “cancel” command to stop the editing
of a user, a “help” command for assistance, and an “OK” button for submitting an edited

user form.

Figure 9 shows a user interface 480 for deleting a user after the “delete” button 432
of Figure 6 has been pressed. The interface includes a message window 482, a
confirmation window 484, and command buttons 486. Message window 482 includes the
personnel agent icon and a message relating to the deletion of a user. Confirmation
window 484 includes a delete confirmation message along with identification for the
particular selected. Command buttons 458 include a “cancel” command to stop the addition
of a new user, a “help” command for assistance, and an “OK” button for submitting a new
user form.

Now that an embodiment of a user interface has been described, the creation of a new
user form will be shown graphically in Figure 10, and will be described in detail in
conjunction with the flow chart of Figure 12. Figure 10 illustrates the relationship 500
between the agent registry 502, the various services 504, and a user template 506 in the
creation of a new user form 508. A new user form is generated in the context of adding a
new user to a computer system. In general, agent registry 502 contains a list of all available
agents, each available agent, in turn, representing an available service on the computer
system such as e-mail. Each agent is then available to direct its associated service 504 to
copy default settings 510 to 520 for its parameters to the blank parameters of the new user
form 508. User template 506 also has default settings 530 to 540 for the various services
which are also copied to the appropriate parameters of the new user form and will override
any default settings 510 to 520 from the services themselves.

Agent registry 502 contains a list of agents available within the system and may be
implemented in a wide variety of manners. For example, if the system contains an e-mail

service, then the mail agent will be present in the agent registry. If a web publishing service
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is available within the system, then the webmaster agent will be listed in the agent registry.
In the embodiment illustrated, agent registry 502 contains a personnel agent, a webmaster

agent, a mail agent, a system agent, and other agents that represent services available within
the system.

In the creation of a new user form, a particular agent will direct one of the services
504 to copy one set of the default settings 510 to 520 onto new user form 508. For
example, when requested by the system, the web service will be directed to copy
appropriate default settings 514 onto a set of web service parameters within a new user
form. These web service default settings 514 may be tailored for a particular type of user.
For example, default settings for an administrator may be different from those for a regular
employee.

User template 506 is a template representing a particular type of user on the system.
By way of example, user template 506 may represent an administrator or a regular
employee and the corresponding default settings may be different. When requested by the
system, default settings 530 to 540 are copied for each service from the user template onto
the appropriate parameters of the new user form and will override any default settings
previously copied from any services 504. For example, default values 534 for a web
service from the user template 506 are copied onto the web service parameters of the new
user form 508. In this fashion, a new user form is created that has appropriate default
settings for a particular type of user for each service available within the system. Now that
the user interface and construction of a new user form have been described, Figures 11
through 14 describe in detail the processing of commands such as add user, edit user, and
delete user.

Figure 11 is a flow chart 600 illustrating a representative method of performing a
system administration session. A wide variety of commands may be issued and executed
during any administration session. By way of example, the add user, edit user and delete
user commands are described in detail in Figures 12, 13 and 14 respectively.

System administration software for use in an embodiment of the present invention
may be loaded onto a computer system in any suitable manner. In the described
embodiment, system administration software is present on an Internet access device as
described above with reference to Figure 2. The Internet access device is connected to a
local area network at a customer site. In one embodiment, the Internet access device is
automatically configured for communication with the Internet as described in the above-
referenced U.S Patent Application entitled “Automatic Configuration for Internet Access

Device”. An installation disk is inserted into an administrator workstation, and the
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administrator downloads browser software from the Internet access device in order to use
the system administration software.

In the embodiment shown in Figure 11, the administrator initially selects the home
page of the Internet access device in step 602. This causes the administrator’s computer to
display the home page user interface 400 as shown in Figure 5. In step 604 the personnel
agent is selected from the home page in order to access a user interface for the directory
service. The selection of the personnel agent causes the user interface for the directory
service as shown in Figure 6 to be displayed on the administrator’s workstation in step
606. In step 608, an appropriate command such as new user, edit user, delete user, or
other is chosen from the directory service user interface. In step 610 this chosen command
is executed. Execution of a particular command will be discussed in more detail below
with reference to Figures 12, 13 and 14. Next, in step 612 if the session is done then the
procedure ends, if not, then the user interface for the directory service as shown in Figure 6
is displayed and further commands may be issued.

Figures 12A through 12D explain in greater detail the add new user step 610 of
Figure 11. In a first step 702, a particular user template is selected. As shown in Figure 6,
pull-down menu 426 may be used to select an employee user template, an administrator
user template or other. A user template for a particular user contains appropriate default
values for header parameters and for parameters pertaining to services available within the
system as shown in user template 506 of Figure 10. For example, a user template for an
employee contains default header information applicable to a regular employee and default
values for various services that are appropriate for an employee of a corporation. It should
be appreciated that a multitude of user templates and a variety of default values may be
chosen via this technique. Once a template is selected, then the “new” button 428 is
pressed to begin processing.

Next in step 704, a new user form is generated and displayed based upon the
selected user template. This step will be explained in greater detail below with reference to
Figures 10 and 12B, and results in a user form being displayed such as the new employee
user form shown in Figure 7. In step 706, the user data 454 of the new user form may be
entered as desired. For example, the real name of a user may be typed in, and a password
may be chosen and confirmed for that user. Next in step 708, the default settings for
available services may be edited. For example, the agent privileges window 456 of Figure
7 may be edited to add or delete privileges for this user. For example, entries in the
enabled column 462 may be toggled to either enable or disable a service for that user. In
addition, a user may be made a webmaster for e-mail service by toggling the appropriate
button in the administrator column 464. Other settings for any of these services may also

be adjusted for the new employee user.
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Once data has been entered or edited, the administrator may select a “help” button in
step 710, may select an “OK” button in step 716 or may select a “cancel” button in step
714. Theses command buttons 458 are shown in Figure 7. If the “help” button is selected
then in step 712 the “help” request is processed and the administrator may continue entering
or editing data in steps 706 and 708. If the “cancel” button is selected, then this step 610 is
done and control returns to step 612 of Figure 11.

If the “OK” button is selected, then in step 718 this new user form is submitted to
the system for processing. In step 720 a validity check of the new user form is performed
as will be described in greater detail with reference to Figure 12C below. If the user form
is not valid, then in step 724 an error message is displayed and the administrator is allowed
to re-enter or edit information. If, however, the form is valid, then in step 726 a new user
account is created and the user is automatically subscribed to the selected services as will be
explained in greater detail below with reference to Figure 12D. After this step, then step
610 is done and control returns to step 612 of Figure 11.

Figure 12B describes the generate new user form step 704 of Figure 12A. In a first
step 742, a new user form is generated having blank header information and also empty
parameter values for various services available within the system. A new user form 508
with place holders for parameters is shown in Figure 10. Next, in step 744, the agent
registry 502 of Figure 10 is queried in order to return a list of all available agents within the
system. These agents manage corresponding services available, and a listing of an agent in
the agent registry indicates that a service is available within the system. For example, if a
mail agent is present in the agent registry, this indicates that an e-mail service is available

within the system for users.

In step 746 a first (or the next) agent in the agent registry is queried to obtain a list
of all the necessary service parameters for the service that it represents, and also for any
default settings for each parameter. For example, an e-mail service may have a parameter
“space allocated” that has a default setting of 100K of space for each user. Next, in step
748, as shown in Figure 10, these default settings 510 to 520 for each available service are
inserted into the new user form 508. Next in step 750, any default settings 530 to 540 for
service parameters from the selected user template 506 are copied from that template onto
the new user form. Because the default settings in the user template are tailored for a
particular user, they will override any existing default settings that had previously been
copied onto the new user form in step 748. In step 752 if more agents exist in the agent
registry then control returns to step 746 and each agent is processed in turn. If, however,

no agents remain, then in step 754 the new user form is displayed and step 704 is done.
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Figure 12C explains in greater detail the perform validity check step 720 of Figure
12A and step 820 of Figure 13A. A validity check is performed of a submitted new user
form to ensure that information added or edited by an administrator is consistent within that
form, consistent within the system and also between services. In step 760 the header
information is checked for validity. For example, a user name may only contain numbers
and letters, a password must be at least four characters, a user ID must be unique, etc. If
the header is not valid then any errors are identified and displayed in step 764 and then step
720 or 820 is done.

If, however, the header is valid, then in step 766 the settings for each agent (or
service) are checked for validity. For example, a user with a privilege of webmaster must
also be enabled for that service. If any settings are invalid then in step 770 these errors are
identified and step 720 or 820 is done. If the settings for that agent are valid, then step 772
checks whether more agents are in the agent registry. If so, then control returns to step 766
in order to check the validity of the settings for the next agent. If no agents remain, then in
step 774 any desired cross-checking between services is performed. For example, a user
who is a webmaster must also have access to all appropriate directories within the system.
After this step, step 720 or step 820 is done.

Figure 12D explains in greater detail the create new account step 726 of Figure
12A. In step 776 a new record in the account database 300 of Figure 4 is allocated.
Conceptually, this may be seen as creating a new row for the new user in the database. In
step 778 the user information from the new user form is copied to the header information
column 312 of the newly allocated record. In step 780 the agent privileges 456 from the
new user form are also copied to the header information of the new record. In step 782 any
remaining header information for the new record is generated. For example, a unique user
ID may be generated.

In step 784 a first (or the next) appropriate agent is directed to create a new account
for its corresponding service for that user using the default settings found for that service in
the new user form. For example, if the new user form contains default e-mail service
settings, then the mail agent uses these settings to set up a new e-mail account that user.
Also, a web service may automatically create a standard web page (or site) for a particular
user using default settings such as the user’s name, company, telephone, etc. Information
may come from the header information or the web service parameters. A link parameter
may contain a link to this newly created web page. At this point, the service parameters
and default settings for that particular service are copied from the new user form into the
appropriate column of the data base 300. For example, any web service parameters and
values within new user form 508 of Figure 10 will be copied to column 316 of the account

database of Figure 4.
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If an account for that service was not successfully created, then in step 788 the
entire newly allocated record in the account data base 300 is deleted for that user. At this
point, step 726 is done. However, if the account was successful, then step 790 checks
whether more agents are in the agent registry. If so, then control moves back up to step

784 and each agent is processed in turn. If no agents remain, then control moves on to step
792.

In step 792 a first (or next) agent is directed to enable the newly created account for
its corresponding service. This enablement essentially “turns on” the service for that
particular user. For example, if the mail agent enables the e-mail service for a new user,
then when that new user logs into the system the user will be able to send and receive mail
using the default settings that have been specified. If enablement is not successful, then in
step 796 a report is sent to the system administrator and control moves to step 798. If
enablement is successful, then step 798 checks whether more agents are in the registry, if
so control returns to step 792. If no agents remain, then step 726 is done.

Figures 13A and 13B explain in greater detail the edit user step 610 of Figure 11.
In a first step 800, a particular user is selected. As shown in Figure 6, the select column
440 may be used to select a particular. Once a user is selected, then the “edit” button 430 is
pressed to begin processing. In step 802 the appropriate user record is retrieved from the
account database.

Next in step 804, a subset of the user record is displayed as a user form and
appears as shown in Figure 8. In step 806, the user data 474 of the user form may be
edited as desired. For example, the real name of a user may be corrected, a password may
be changed, etc. Next in step 808, the default settings for available services may be edited.
For example, the agent privileges window 476 of Figure 8 may be edited to add or delete
privileges for this user. For example, entries in the enabled column 462 may be toggled to
either enable or disable a service for that user. In addition, a user may be made a
webmaster for e-mail service by toggling the appropriate button in the administrator column
464. Other settings for any of these services may also be adjusted for the user.

Once data has been edited, the administrator may select a “help” button in step 810,
may select an “OK” button in step 816 or may select a “cancel” button in step 814. Theses
command buttons 478 are shown in Figure 8. If the “help” button is selected then in step
812 the “help” request is processed and the administrator may continue editing data or
settings in steps 806 and 808. If the “cancel” button is selected, then this step 610 is done
and control returns to step 612 of Figure 11.

18



WO 98/26540 . PCT/US97/10599

10

15

20

25

30

35

If the “OK” button is selected, then in step 818 this edited user form is submitted to
the system for processing. In step 820 a validity check of the edited user form is
performed as described in greater detail with reference to Figure 12C above. If the user
form is not valid, then in step 824 an error message is displayed and the administrator is
allowed to edit information. If, however, the form is valid, then in step 826 the user
account is updated and the user account is automatically modified for the selected services
as will be explained in greater detail below with reference to Figure 13B. After this step,
then step 610 is done and control returns to step 612 of Figure 11.

Figure 13B explains in greater detail the update user account step 826 of Figure
13A. In step 876 the record for the selected user is located in the account database 300 of
Figure 4. In step 878 the user information from the edited user form is copied to the header
information column 312 of the located record. In step 880 the agent privileges 476 from

the edited user form are also copied to the header information of the located record.

In step 884 a first (or the next) appropriate agent is directed to update user settings
for its corresponding service for that user using the edited settings found for that service in
the edited user form. For example, if a user was disabled for e-mail, then the e-mail
service would be directed to disable service for that user. Also, these edited user settings
are transferred to the account database for that particular service. If the update for that
service was not successful, then in step 888 an error is reported and control moves to step
890. However, if the update was successful, then step 890 checks whether more agents are
in the agent registry. If so, then control moves back up to step 884 and each agent is
processed in turn. If no agents remain, then control moves on to step 892. In step 892 a
first (or next) agent is directed to restart the newly updated account for its corresponding
service. If restarting is not successful, then in step 896 a report is generated and control
moves to step 898. If enablement is successful, step 898 checks whether more agents are

in the registry, if so control returns to step 892. If no agents remain, then step 826 is done.

Figures 14A and 14B explain in greater detail the delete user step 610 of Figure 11.
In a first step 902, a particular user is selected. As shown in Figure 6, the select column
440 may be used to select a particular. Once a user is selected, then the “delete” button 432

is pressed to begin processing.

Next in step 904, a confirmation dialog window is shown as in Figure 9. The
administrator may then select a “help” button in step 910, may select an “OK” button in
step 916 or may select a “cancel” button in step 914. Theses command buttons 486 are
shown in Figure 9. If the “help” button is selected then in step 912 the “help” request is
processed and the dialog window is shown again. If the “cancel” button is selected, then

this step 610 is done and control returns to step 612 of Figure 11.  If the “OK” button is
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selected, then in step 918 the account for the selected user is deleted from the account
database as will be explained in greater detail below with reference to Figure 14B. After
this step, then step 610 is done and control returns to step 612 of Figure 11.

Figure 14B explains in greater detail the delete user account step 918 of Figure
14A. In step 976 the record for the selected user is located in the account database 300 of
Figure 4. In step 994 a first (or the next) appropriate agent is directed to disable the user
account for its corresponding service. For example, the e-mail service would be directed to
disable service for that user.

If the disable for that service was not successful, then in step 988 an error is
reported and control moves to step 990. However, if the disable was successful, then step
990 checks whether more agents are in the agent registry. If so, then control moves back
up to step 984 and each agent is processed in turn. If no agents remain, then control moves
on to step 992. In step 992 a first (or next) agent is directed to free the space in the account
database corresponding to its service for the selected user. If the free is not successful,
then in step 996 a report is generated and control moves to step 998. If the free is
successful, then step 998 checks whether more agents are in the registry, if so control
returns to step 992. If no agents remain, then in step 999 the header information for the
selected user is released and the entire record for that user is deleted from the account
database. After this step, step 918 is done.

Embodiments of the present invention as described above employs various process
steps involving data stored in computer systems. These steps are those requiring physical
manipulation of physical quantities. Usually, though not necessarily, these quantities take
the form of electrical or magnetic signals capable of being stored, transferred, combined,
compared, and otherwise manipulated. It is sometimes convenient, principally for reasons
of common usage, to refer to these signals as bits, values, elements, variables, characters,
data structures, or the like. It should be remembered, however, that all of these and similar
terms are to be associated with the appropriate physical quantities and are merely
convenient labels applied to these quantities.

Further, the manipulations performed are often referred to in terms such as
identifying, running, etc. In any of the operations described herein that form part of the
present invention these operations are machine operations. Useful machines for performing
the operations of embodiments of the present invention include general purpose digital
computers or other similar devices. In all cases, there is a distinction between the method of
operations in operating a computer and the method of computation itself. Embodiments of
the present invention relate to method steps for operating a computer in processing electrical
or other physical signals to generate other desired physical signals.
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Embodiments of the present invention also relate to an apparatus for performing these
operations. This apparatus may be specially constructed for the required purposes, or it
may be a general purpose computer selectively activated or reconfigured by a computer
program stored in the computer. The processes presented herein are not inherently related
to any particular computer or other apparatus. In particular, various general purpose
machines may be used with programs written in accordance with the teachings herein, or it
may be more convenient to construct a specialized apparatus to perform the required steps.
The structure for a variety of these machines will appear from the description above.

In addition, embodiments of the present invention further relate to computer readable
media that include program instructions for performing various computer-implemented
operations. The media and program instructions may be those specially designed and
constructed for the purposes of the present invention, or they may be of the kind well
known and available to those having skill in the computer software arts. Examples of
computer-readable media include, but are not limited to, magnetic media such as hard
disks, floppy disks, and magnetic tape; optical media such as CD-ROM disks; magneto-
optical media such as floptical disks; and hardware devices that are specially configured to
store and perform program instructions, such as read-only memory devices (ROM) and
random access memory (RAM). Examples of program instructions include both machine
code, such as produced by a compiler, and files containing higher level code that may be
executed by the computer using an interpreter. Examples of input/output devices usable by
the present invention include those described above as well as video monitors, track balls,
mice, keyboards, microphones, touch-sensitive displays, transducer card readers, magnetic
or paper tape readers, tablets, styluses, voice or handwriting recognizers, or other well-
known input devices such as, of course, other computers.

Although the foregoing invention has been described in some detail for purposes of
clarity of understanding, it will be apparent that certain changes and modifications may be
practiced within the scope of the appended claims. For instance, the present invention is
applicable to any computer system and not necessarily one connected to the Internet, nor
one implemented on an Internet access device. Also, the account database may take many
forms and include a variety of parameters and values. The present invention may also be
practiced with any suitable user interface that allows the described and/or other commands
to be entered. Also, various other services may be represented in the system and may be
automatically enabled for use by a user through the present invention. Therefore, the
described embodiments should be taken as illustrative and not restrictive, and the invention
should not be limited to the details given herein but should be defined by the following
claims and their full scope of equivalents.
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We Claim:

1. A computer-implemented method of automatically enabling users of a computer
system for use of a plurality of services available on said computer system, each of said
plurality of services being associated with a set of service parameters that define a level of

service for one of said users of said computer system, said method comprising the steps of:

selecting a user template for a particular user of said computer system, said user
template indicative of the type of said particular user and including default values for said

sets of service parameters for each of said services available;

generating a new user form for said particular user based upon said selected user
template and including said default values from said selected user template;

creating a user account for said particular user for each of said services available on

said computer system using at least in part said default values from said new user form; and

enabling each of said services for said particular user so that said user may

communicate with and utilize each of said services on said computer system.

2. A method as recited in claim 1 wherein said plurality of services include an
electronic mail service and a web publishing service, and said step of creating a user

account for said particular user for each of said services includes the sub-steps of:
creating an electronic mail account for said particular user, and

creating a web account for said particular user including the automatic creation of a

web page for said particular user.

3. A method as recited in any of claims 1 or 2 further comprising the step of allocating
and creating an entry in an account database data structure for said particular user, said

entry in said account database including values for each of said sets of service parameters.

4. A method as recited in any of claims 1, 2 or 3 wherein said user template includes
default user data values, said method further comprising the step of modifying said user
data values and said default values for said sets of service parameters of said new user
form.

5. A method as recited in any of claims 1, 2, 3, or 4 further comprising the step of
performing a validity check of said new user form before said steps of creating a user
account and enabling each of said services.
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6. A method as recited in any of claims 1, 2, 3, 4 or 5 wherein the step of generating a
new user form includes the sub-steps of:

querying an agent for each of said plurality of services available on said computer
system to obtain default settings for each of said sets of service parameters,

transferring said default settings obtained from each queried agent to said new user

form, and

transferring said default values from said selected user template to said new user
form, said default values from said selected user template overriding said default settings
obtained from each queried agent where conflicting.

7. A computer-implemented method of automatically enabling users of a computer
system for use of an electronic mail service and a web publishing service available on said
computer system, each of said services being associated with a set of service parameters
that define a level of service for one of said users of said computer system, said method

comprising the steps of:

selecting a user template for a particular user of said computer system, said user
template indicative of the type of said particular user and including default values for said

sets of service parameters for each of said services available;

generating a new user form for said particular user based upon said selected user

template and including said default values from said selected user template;

creating an electronic mail user account for said particular user for said electronic
mail service available on said computer system using at least in part said default values
from said new user form;

creating a web user account for said particular user for said web publishing service
available on said computer system using at least in part said default values from said new
user form; and

enabling each of said services for said particular user so that said user may
communicate with and utilize each of said services on said computer system.

8. An account database data structure embodied in a computer-readable medium for
use within a computer system that is integrated with a plurality of services including an
electronic mail service and a web publishing service, said computer system having a
plurality of users being represented in said account database data structure, said account
database data structure comprising:
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a plurality of sets of header information parameters, each set of header information
parameters being associated with one of said users and arranged to uniquely identify one of
said users;

a plurality of sets of agent privileges, each set of agent privileges being associated

with one of said users and arranged to indicate privileges within one of said services;

a plurality of sets of electronic mail service parameters, each set of electronic mail
service parameters being associated with one of said users and arranged to uniquely
identify one of said users, each set of electronic mail service parameters further arranged to

indicate a desired setup for said electronic mail service for one of said users; and

a plurality of sets of web publishing service parameters, each set of web publishing
service parameters being associated with one of said users and arranged to indicate a
desired setup for said web publishing service.

9. An account database data structure as recited in claim 8 further comprising:

a plurality of sets of directory service parameters, each set of directory service
parameters being associated with one of said users and arranged to indicate a personnel

record for said user; and

a plurality of sets of system service parameters, each set of system service
parameters being associated with one of said users and arranged to indicate a desired setup
for said system service.

10.  An account database data structure as recited in any of claims 8 or 9 wherein each
set of header information parameters includes a unique user identification and a real user
name.

11.  An account database data structure as recited in any of claims 8, 9 or 10 wherein
each set of electronic mail service parameters is arranged to include a postmaster link to a
single separate group of global electronic mail settings.

12. A method as recited in claim 7 further comprising the step of allocating and creating
an entry in an account database data structure for said particular user, said entry in said
account database including values for each of said sets of service parameters.

13. A method as recited in any of claims 7 or 12 wherein said user template includes
default user data values, said method further comprising the step of modifying said user
data values and said default values for said sets of service parameters of said new user
form.
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14. A method as recited in any of claims 7, 12 or 13 further comprising the step of
performing a validity check of said new user form before said steps of creating an

electronic mail account and creating a web user account.

15. A method as recited in any of claims 7, 12, 13, or 14 wherein the step of generating
a new user form includes the sub-steps of:

querying an agent for each of said services available on said computer system to
obtain default settings for each of said sets of service parameters,

transferring said default settings obtained from each queried agent to said new user
form, and

transferring said default values from said selected user template to said new user
form, said default values from said selected user template overriding said default settings
obtained from each queried agent where conflicting.

16. A method as recited in any of claims 7, 12, 13, 14 or 15 wherein said computer
system includes a directory service user interface for facilitating addition of said particular
user to said computer system, and wherein said step of selecting a user template uses said
directory service user interface, said method further comprising the step of:

editing said default values of said service parameters for said electronic mail service
for said particular user using said directory service user interface, such that said directory

service user interface is a common interface used by said selecting and editing steps.

17. A method as recited in claim 16 further comprising the step of:

editing said default values of said service parameters for said web publishing
service for said particular user using said directory service user interface, said directory
service user interface being used by said electronic mail service for maintaining said
electronic mail user account and being also used by said web publishing service for
maintaining said web user account, such that said directory service user interface assists in
integrating said electronic mail service and said web publishing service within said
computer system.

18. A computer program product comprising a computer-usable medium having
computer-readable program code embodied thereon for automatically enabling users of a
computer system for use of a plurality of services available on said computer system, each
of said plurality of services being associated with a set of service parameters that define a

level of service for one of said users of said computer system, said computer program
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product comprising computer-readable program code for effecting the following steps
within a computer system:

selecting a user template for a particular user of said computer system, said user
template indicative of the type of said particular user and including default values for said

sets of service parameters for each of said services available;

generating a new user form for said particular user based upon said selected user
template and including said default values from said selected user template;

creating a user account for said particular user for each of said services available on

said computer system using at least in part said default values from said new user form; and

enabling each of said services for said particular user so that said user may

communicate with and utilize each of said services on said computer system.

19. A computer program product comprising a computer-usable medium having
computer-readable program code embodied thereon for automatically enabling users of a
computer system for use of an electronic mail service and a web publishing service
available on said computer system, each of said services being associated with a set of
service parameters that define a level of service for one of said users of said computer
system, said computer program product comprising computer-readable program code for
effecting the following steps within a computer system:

selecting a user template for a particular user of said computer system, said user
template indicative of the type of said particular user and including default values for said
sets of service parameters for each of said services available;

generating a new user form for said particular user based upon said selected user
template and including said default values from said selected user template;

creating an electronic mail user account for said particular user for said electronic
mail service available on said computer system using at least in part said default values
from said new user form:;

creating a web user account for said particular user for said web publishing service
available on said computer system using at least in part said default values from said new
user form; and

enabling each of said services for said particular user so that said user may

communicate with and utilize each of said services on said computer system.
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20. A computer system for automatically enabling users for use of a plurality of
services available on said computer system, each of said plurality of services being
associated with a set of service parameters that define a level of service for one of said

users of said computer system, said computer system comprising:

means for selecting a user template for a particular user of said computer system,
said user template indicative of the type of said particular user and including default values

for said sets of service parameters for each of said services available;

means for generating a new user form for said particular user based upon said
selected user template and including said default values from said selected user template;

means for creating a user account for said particular user for each of said services
available on said computer system using at least in part said default values from said new

user form; and

means for enabling each of said services for said particular user so that said user

may communicate with and utilize each of said services on said computer system.

27



WO 98/26540 - PCT/US97/10599

1/19

FIG. 1 | 60

60 GLOBAL
\ CARRIER

16

14

40

NETWORK
OPERATIONS
CENTER
(NOC)

50
ISP

(INTERNET
SERVICE

PROVIDER)
42
POINT OF PRESENCE
(POP)
100
82
INTERNET ACCESS DEVICE
90
—~~ . LAN
98
/
END END ADMIN- OTHER
USER | | USER ISTRATOR| | SERVER| {0 cEs
7 7 ¢ 4
92 92 94 9

SUBSTITUTE SHEET (RULE 26)



WO 98/26540 ) PCT/US97/10599

2/19
\/lJM
GOWER SUPPLY J 1 104
101 )
|,
P1/ 16 | ANALOG
CPU MODEM
106
)
RAM 9
118 ISDN
ADAPTER
120 SYNCHRONOUS | 108
|~ SERIAL
HARD INTERFACE
DISK DRIVE 1
X 112
KEYPAD 122 ! LAN
ADAPTER
\ 124
-/
LCD
DISPLAY 126
¢
SYSTEM BUS
/ INTERNET ACCESS DEVICE
100
FIG. 2

SUBSTITUTE SHEET (RULE 26)



WO 98/26540

200

PCT/US97/10599

210

TYYY

\ 3/19
228
SYSTEM ADMINISTRATION g
(GRAPHICAL USER INTERFACE)
218 220
AUTOMATIC
CONFIGURATIION WEB SERVER
ENGINE
A A
212 214 216
LAN MANAGER/
E-MAIL FTP APPLETALK
SERVER DAEMON FILE SERVER
T 222 #
e 236 238
OTHER
DOMAIN DYNAMIC HOST SERVERS
NAME SERVER CONFIGURATION
(DNS) PROTOCOL SERVER
(DHCP)

IP ROUTING / ADDRESS TRANSLATION

i 234

I 240 i
ETHERNET | 230 POINT-TO-POINT
DRIVER PROTOCOL (PPP)

9 ¢/231

FRAME
RELAY
DRIVER

232 %233

FIG. 3

SUBSTITUTE SHEET (RULE 26)

%235




PCT/US97/10599

WO 98/26540

4/19

¥ "DId

00€
pSe\[ SONILIAS |ppe] SONILIAS |pecy SONLLIAS »
INALSXS R daMm TYIN-I
79¢ VOO IVIOIO TVIOTO 4SVEVIVA LNNOJDV
wzey omm~V1 NmmN\ 81€y Nvm% 9TEy mmmﬂ vigy Tiey 01Ey
(OlA . \ \ . . / / . . .
: : : : : :
‘ADIAYAS *
dn JMovd \ \ / /
y W y " ) z# 4ASN
“ADIAYAS
4Lvdadn | _y
0¥€
‘DDIAYAS et G N oce
NOLLVDILL LaELSYINadml JOLVILSININGY
-NgqHIOY!, (| T/ - A2 JILSVINGIM
DONITIONAIN F9M mmmhw<zem0m_ JELSVINLSOd
“ADIA IS sans| ————— —| :saOTTAI
TVIONYNIA 09€ ATIITITId ‘NOLLAIDSENS LNAOV
T | 0sg ‘QIOMSSYd ISTT [ WESO
‘aoiawas| | worvaisinway | 1T L TVYNOS¥ad ‘SONILLES | ‘dINVLSAWILL
SMIN , l2ao1varsinmay ‘XAAOLOTAIA ONI'TANVH |  @IOoMmSSvd
_ SONLLLLAS| - ————— TV NYIFLNI ‘@dLVIOTIV | ‘QdOMSSVd
‘GOIA¥AS| | TIVATIL ‘@I0DTH ‘X4OLOTAIA 4OvdS | ‘HINVN JdAsn
dva| ALRNNDAS NV TANNOSYAd OIT9Nd |‘SSTIAAY TIVIN-A | ‘AINVN TV
NTTVD) | 9FAVEH OL JNIT[“¥aavaH OL SINIT [*MIAvEH OL NI | “4davaH OL JNI'T ‘Al 99sn
SHDIAYAS  SYALHAVIVA SYAIANVIVd  SYdIdNVIvd SYAIANVIVd  NOLLVIJOANI ddsn {
YAHIO ADIAYAS ADIAYAS ADIAYAS 99M HDIAYAS JdavdaH 3
WALSAS Ad01OadId TYN-A

SUBSTITUTE SHEET (RULE 26)



(97 M) 1330 JIRIISANS

402
AN
| Netscape: Administrator: Inter Jet 100 hoe page SR=]
) Back | Forward | Home Reload | Images | Open Print Find Stop
y
|| Location [ http://207.76.205.40/ _
— STATUS
§ \Jw% @@ g
mm %
. O
| |{- Up for 19 hrs, 12 mins Personnel Mail Webmaster
406~
LINKS
Public Website @.. O O
Internal Website % % @
108 el About InterJet System Whistle ISP
Interjet Office
410 ~
<] [»
WY | | =2 |4
FIG. 5

SYSTEM ADMINISTRATION HOME PAGE

400

61/

66S01/L6S(1/LDd

0bS9T/86 OM



PCT/US97/10599

WO 98/26540

FOINHIS  AHOL1O03dId

9 'DId
vey el 8cY ot
7 =2 /r / fV ,/ "auoQ :Juswinood| (@M
2] jasar tasay M isey T o
|~ 1uaig Bnog Bnop S o
W1 iorensiuwpy ulwpe Mmm ’ 3 @O_b.\N_z,qmum@
vey < aahojdug o 0
RALA v o
[[8Wel [eay saweuiasn uiipy  109]99 | mwm_.z_OOmm«v
va ozv 8cv
\ \ ( sasn )
@ m_mo v m :ub aakAo|dug m\smzv
© v (& | &
- uoneziuesg.ao, uo 21D " Ul pI[[IJ JoU dwWeu uoneziuesI()
‘pIomssed a3 a8uey]d 03 JPFH UO JOI[O Uy} =
L ‘A1juQ UTWIpE 9y} U0 YOI[D) "2INJ3S IOW J[IANU] INOA el
v yd 03 31 93ueyd NOA Jey) PUAWOIAI | I(IAJU] 3y} 103 IsITJ noA
uayM Sem ]I Se Qwes 3y} [[1s ST pJomssed s Jojensturwpe ayJ,
| 1601008 AUBBE/0Y"'502'9L £02//:dWY | uoneoo
/v% dois pui4 uud uadp | sebew) | peojey awoH | plemio4 | Moeg
B |auuosiad:ioiensiuiwpy :adeosiaN |

0cy

SUBSTITUTE SHEET (RULE 26)



PCT/US97/10599

WO 98/26540

7/19

1NNODJV H3ISN ONIAAV

NSy

2 = _ ‘auo( :uswnood | [@ M
2 Loy [ 41H [[1@0NvO] [MO] 09F . 85+
‘sjunoooe [lew sbeuew Aew _meB O IleiN X
"ausqam amua up3 Aew sesn G ] uoysewiqop X
‘sBumies waishs ebeuew Aew sosn G I walsAg A c9v
"syunoooe sasn ebeuew Aew tosn @ I |SUUOSIad A @O_H/\N_Z(OEW
/vomv lojesnsiulwupy 1uaby ps|qeus|
(ssa] 10 s1213] g)[e e @ @ e]:wiiyUOO [0 ee o @ | :piOMSSEY
(sawvioossv)
(sss| 10 s1an18] 8) Arew, ‘68 | AnBmauw |:aweulssn

‘pa|qeus junoooe [X] sedo/dws meN <—

_ AnbmepN a)iIjN|:eweu [eay

(" sumsn )

| [¢]®

9[qeUS PINOYS ] SOOTAISS 9Y) PUE JISN MU A} JNOge W [[3],

Nzsh
PaYSIUL] oI8 noA UayAp Y UO YOI} I8y 1o Wy I0J

hd
_ MmapNsiIasndnboriooesuabe/oy 502 9.2 L02//-dny _Oh (013)] E
Z dois pui uud uadp | sebew | peojey awoH | plemio4 yoeg
dilesH Mmopuip suondQ sylewjoog 0H MaIA HPT 9l
auuosiIad -1ojelisiuiwl - adeos)e
0100 [I d uojesnsiuiwpy] 1N

L DId

0Sv

SUBSTITUTE SHEET (RULE 26)



PCT/US97/10599

WO 98/26540

8/19

1NNODIV HISN V ONILId3

e = adeosiaN Y1)
“osv voy [ dEH |[T3OWD] [MO] 09v g4
1 . ]
\ T~ |
‘sjunoooe |lew abeuew Aew hmmDD | N"eiN X
"ausgem aiyue yp3 Aew sesn @ I 1oysewqam X
'sBunjes washs sbeuew Aew sosn @ I walsAg A \ P c9v
"sjunoooe Jasn abeuew Aew 1esn @ [0 [SUUOSI8d A @O_F<N_Z<OI@ 8 ‘DI
| peoueapy Jojenisiuiwpy Juaby pajqeu|
9 M b _ _“ct:coo_ _ piomssed mmm_._.<_00ww<v
AnBmauw :sweulasn
| AnBmaN ayIjN|:aweu |eay
Ny (" sumn )
‘pa|qeusd junodoe [ AnbBmauw sasn JIpg <
O A
ey
PaySIULJ 318 NOA Uy YO U0 JO1D
"I9sN STY} J0J JUNOII. Y3 A3UeYD P[NOYS [ MOY I [[9L,
e
N\ B 1p3siesndnbo10oeAuSBE/0Y'S02'9L L02//:dHy_|OL 09 [#] 4/
doig pul4 juud uadp | sebewy | peojay awoH | piemioo oeg oY
disH mopuipa suodQ syleunjoog oH MmalA HP3 9l
OO0 [lsuuosiad :1ojensiuiwpy] - edeosiaN

SUBSTITUTE SHEET (RULE 26)



PCT/US97/10599

WO 98/26540

o8y

1INNODJV H3ISN V ONILI13A

6 DId

98y

<14l

9/19

421 4

" AjdS1 10y BUNTEM "PSIOBIUGD 0F S0¢ 9Z Z0Z ¥SOH 109UU00 [ @y

DA
[

-~

\

(d13H ) (Gaonvd) ( Mo )

ajebmauwl : sweusasn

alebmap Aiepy : sweu [eal

: 9}ajap 0} Bulob ase noA
¢ 9ins noA axy

Kl

21ebmauwy, sasn ayjaq _M

(NolLVZINVERO

@mE_OOmm@

( sasn )
i | &

padc01d 01 Y[ U0 FI1[D
“I9Sn SIY} I0J JUNOIIE Y} 2A0wI Appuaueurtad [[Im nok : Jurure p

=

169°100BAUN0DORAUSDR/0Y'S02 9. 202//-dRY _“cozmoo._

dois

pul4

wud

uado

sabeuw|

peojay

swoH | premuo4 joeqg

SlEE————

[suUoSIad:10lensiuiwpy :adeosioN

|

SUBSTITUTE SKEET (RULE 26)



PCT/US97/10599

WO 98/26540

10/19

- 90S

N ww% 0l DId AIENO
AATIVIAO )
SONILLAS SONILLAS
SHNTVA
TIOvaAd LINv4ad 11Nv4aa z0S N
SEDIAYAS v p0S >
JTHLO SYALINVIVd 0cs
///ow.m\ SHOIAYAS [ Y e
YAHIO
SANTVA SADIAYAS ¢
L1nv44ada JdHH.LO ~
WHLSAS SYALINVEVd
N gcc \A ALANVEVA | Q] 8IS SINAOV YHHLO
N WHLSAS
qum%mwmm SYALANVIVd WALSAS 7
: WHISAS -
mwa | | T IR lﬁaZmo‘« WALSAS u
SANTVA
LINVAAa SYALANVIVd bIG AOIAYES + \h INIOV TIVIA v
g9M / ves \_ HOIAYHS * TVIN-I
Y agm
SHNTIVA wmw%wﬁw w?d N L \mzmmé mm,ﬁma\zmm@
L1Nvddad 439 \_ <l zic HOIANAS |4
AMOLOMIA N[ T | A¥OLOHAIA T
Y,
INADV qmzzoﬁmw
,_Lm‘w%ﬂwmm 0€S \4 “aavan Sfm JOIANAS et \m
JaavaH
dHAVEH /lvl\\ < Egummﬁ\\
AYLSIONI INTOV
\_ J
ALV TdNEL ¥aSN IO ¥FSN MAN

SUBSTITUTE SHEET (RULE 26)



WO 98/26540 ) PCT/US97/10599

11/19

600

\

BEGIN SYSTEM ADMINISTRATION
SESSION

602
SELECT HOME PAGE OF INTERNET ACCESS DEVICE

;

SELECT PERSONNEL AGENT FROM HOME PAGE |~

'

DISPLAY USER INTERFACE FOR DIRECTORY | 006
SERVICE

l

CHOOSE COMMAND: NEW USER, EDIT USER, | 608
DELETE USER, ETC.

l

EXECUTE CHOSEN COMMAND /61 0
(FIGURES 12, 13, 14)

604

612

DONE?

NO

YES

SUBSTITUTE SHEET (RULE 26)

FIG. 11



WO 98/26540 - PCT/US97/10599

12/19
BEGIN ADD NEW USER
(STEP 610, FIGURE 11)

SELECT USER TEMPLATE AND _~702
ACTIVATE "NEW" BUTTON

v

GENERATE AND DISPLAY NEW USER FORM 704
BASED UPON SELECTED USER TEMPLATE L~
(FIGURE12B)

v

>, ENTER USER DATA AS DESIRED _—706

|

EDIT DEFAULT SETTINGS FORSERVICESAS DESIRED |08

610 FIG. 12A

710

IIOKII
BUTTON
SELECTED?

"HELP"
BUTTON
SELECTED?

“CANCEL"
BUTTON
SELECTED?

process [ /12

REQUEST FORPROCESSING
PERFORM VALIDITY CHECK OF NEW USER FORM /7 20
(FIGURE12C)
724 796
4 7
YES
DISPLAY NO IS CREATE NEW USER
ERROR ke USER FORM ACCOUNT AND SUBSCRIBE
MESSAGE VALID? TO SELECTED SERVICES
(FIGURE12D)
722

STEP 610 DONE

SUBSTITUTE SHEET (RULE 26)



WO 98/26540

704

\

- PCT/USY97/10599

13/19
FIG. 12B
GENERATE NEW USER FORM
(STEP 704, FIGURE 12A)
742
GENERATE NEW USER FORMWITH |

BLANK HEADER AND SERVICE
PARAMETERS INFORMATION

y

QUERY AGENT REGISTRY FOR LIST OF /744
AVAILABLE AGENTS

'

SETTINGS FOR EACH SERVICE PARAMETER

:

INSERT DEFAULT SETTINGS INTO |—748
NEW USER FORM

l

| 746
QUERY NEXT AGENT TO OBTAIN LIST OF
—»| NECESSARY SERVICE PARAMETERS AND DEFAULT

COPY ANY DEFAULT SETTINGS FOR SERVICE PARAMETERS
FROM SELECTED USER TEMPLATE TO NEW USER FORM AND
OVERRIDE ANY EXISTING DEFAULTS

750

752

YES MORE

AGENTS IN AGENT

REGISTRY?

DISPLAY NEW USER FORM

STEP 704 DONE

SUBSTITUTE SHEET (RULE 26)




WO 98/26540 )

14/19

720

PCT/US97/10599

\ PERFORM VALIDITY CHECK
(STEP 720, FIGURE 12A,
STEP 820, FIGURE 13A) FIG. 12C
CHECKVALIDITYOF HEADER |~ 760
INFORMATION
764
/
IS NO
HEADER IDENTIFY
VALID? ERRORS

CHECKSBETWEENSERVICES

766
/
CHECKVALIDITYOF DESIRED STEP 720 DONE
" SETTINGSFORNEXTAGENT 820
7;0
ARE
SETTINGS »  IDENTIFY
VALID? NO ERRORS
YES MORE
AGENTSINAGENT
REGISTRY?
PERFORMANY DESIREDVALIDITYCROSS | 774

STEP 720 DONE
820

SUBSTITUTE SHEET (RULE 26)



WO 98/26540 - PCT/US97/10599

15/19
726 CREATE NEW ACCOUNT FIG. 12D
\ (STEP 726, FIGURE 12A)
/776
ALLOCATE NEW RECORD IN ACCOUNT DATABASE

v

COPY USER INFORMATION FROM NEW USER FORM 778
TO HEADER OF NEW RECORD

:

COPY AGENT PRIVILEGES FROM NEW USER FORM TO /780
HEADER OF NEW RECORD

v

GENERATE REMAINING HEADER INFORMATION FOR NEW RECORD  |-782

v

7
784 /788
DIRECT NEXT AGENTTO 7 786
CREATE A NEW ACCOUNT DELETE ENTIRE
FOR USER USING SETTINGS ACCOUNT NEW RECORD
FROM PARAMETERS IN NEW SUCCESSFUL? /)~ ALLOCATED
USER FORM
YES
790 STEP 726 DONE
YES MORE
AGENTS IN AGENT
REGISTRY?
92 NO
/7 794 7/96
DIRECT NEXT AGENT REPORT TO
TO ENABLE NEWLY SELTé‘CBéngLT; SYSTEM
CREATED ACCOUNT ' ADMINISTRATOR

YES

MORE
AGENTS IN AGENT
REGISTRY?

STEP 726 DONE

798

SUBSTITUTE SHEET (RULE 26)



WO 98/26540 - PCT/US97/10599

16/19
BEGIN EDIT USER
(STEP 610, FIGURE 11)

SELECT A USER AND ACTIVATE | 800
“EDIT" BUTTON

v

RETREIVE USER RECORD FROM
ACCOUNT DATABASE

.
DISPLAY USER RECORD _—~804

v

> EDIT USER DATA AS DESIRED | —806

510 FIG. 13A

| _—~802

* 808
EDIT EXISTING SETTINGS FOR SERVICES AS

810

"HELP" "OK" "CANCEL"
BUTTON BUTTON BUTTON
SELECTED? SELECTED? SELECTED?

812
A PR:EEESS V2 SUBMIT EDITED USER

FORM FOR PROCESSING

STEP 610 DONE

REQUEST
PERFORM VALIDITY CHECK OF 820
EDITED USER FORM —
(FIGURE 12C)
826
/
YES
DISPLAY NO IS UPDATE USER ACCOUNT AND
ERROR < USER FORM MODIFY SELECTED SERVICES
MESSAGE VALID? (FIGURE 13B)
\ 822
824

STEP 610 DONE

SUBSTITUTE SHEET (RULE 26)



WO 98/26540 - PCT/US97/10599

17/19
826 FIG. 13B
~UPDATE USER ACCOUNT
(STEP 826, FIGURE 13A)
LOCATE SELECTEDRECORD IN ACCOUNT DATABASE 76

v

COPYUSERINFORMATIONFROMEDITEDUSERFORMTO =
HEADEROF SELECTEDRECORD

:

COPY AGENTPRIVILEGESFROMEDITEDUSERFORMTO /380
HEADEROF SELECTEDRECORD

878

/884
888
886
DIRECTNEXTAGENTTO
UPDATE USER SETTINGS UPDATE REPORTERROR
FROM PARAMETERSIN SUCCESSFUL? FOR CURRENT
EDITEDUSERFORM : AGENT
YES MORE
AGENTSINAGENT
REGISTRY?
89
€ 896
DIRECTNEXTAGENT
TO RESTART REPORTERROR
RESTART
MODIFIEDUSER pisdloul i FOR CURRENT
ACCOUNTFOR AGENT
CORRESPONDING
SERVICE

YES

MORE
AGENTSINAGENT
REGISTRY?

STEP 826 DONE

898

SUBSTITUTE SHEEY (RULE 26)



WO 98/26540

610

PCT/US97/10599

18/19 FIG. 14A

BEGINDELETEUSER
(STEP610, FIGURE 11)

SELECTA USERANDACTIVATE | _902
“DELETE" BUTTON

v

GENERATEDELETECONFIRMATION |_-904
DIALOGWINDOW

"HELP"

BUTTON
SELECTED?

PROCESS HELP
L REQUEST

IIOKII IICANCELII
BUTTON BUTTON
SELECTED? SELECTED?

STEP 610 DONE

A 4

DELETE USERACCOUNTFOR /918
SELECTED USER
(FIGURE14B)

STEP 610 DONE

SUBSTITUTE SHEET (RULE 26)



WO 98/26540 ’ PCT/US97/10599

19/19

DELETE USER ACCOUNT

918\ (STEP 918, FIGURE 14A) FIG. 14B
LOCATE USER RECORD IN ACCOUNT DATABASE ~ |-976
984
\
988
986 /

DIRECT NEXT AGENT TO

DISABLE USER ACCOUNT REPORT ERROR

DISABLE

FOR CORRESPONDING o FOR CURRENT
SEFVICE SUCCESSFUL? / AGENT
YES MORE
AGENTS IN AGENT
REGISTRY?
992
pd /996
DIRECT NEXT AGENT
TO FREE SPACE IN REPORT ERROR
ACCOUNT DATABASE FOR CURRENT
FOR AGENT
CORRESPONDING
SERVICE FOR USER
YES MORE
AGENTS IN AGENT
REGISTRY?
998
999

RELEASE HEADER INFORMATION SPACE OF SELECTED USER
RECORD AND DELETE RECORD FROM ACCOUNT DATABASE

STEP 918 DONE

SUBSTITUTE SHEET (RULE 26)




INTERNATIONAL SEARCH REPORT

Inter nal Application No

PCT/US 97/10599

-A. CLASSIFICATION OF SUBJECT MATTER

IPC 6 HO4L12/24 HO4L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC 6 HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the intemational search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A G.J. MATHEWS, B.E. JACOBS: "Electronic 1,7,8,
management of the peer review process" 18-20
COMPUTER NETWORKS AND ISDN SYSTEMS,
vol. 28, no. 11, May 1996,

pages 1523-1538, XP004018248

see paragraph 1. - paragraph 2.

A "AUTOMATIC CREATION OF AN ATTRIBUTE VALUE 1,7,8,
FILE FOR IBM LAN NETVIEW START DATABASES" 18-20
IBM TECHNICAL DISCLOSURE BULLETIN,
vol. 37, no. 4A, 1 April 1994,
pages 657-659, XP000446818

see page 657, line 8 - line 14

-/__

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents :
P g ‘T* later document published after the international filing date
or priority date and not in conflict with the application but

*A" document defining the general state of the art which is not
considered to be of particular relevance

*E" earlier document but published on or after the intemational
filing date

*L* document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

*O" document referring to an oral disclosure, use, exhibition or
other means

*P* document published prior to the international filing date but
later than the priority date claimed

cited to understand the principle or theory underlying the
invention

*X* document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

*Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
ments, such combination being obvious to a person skilled
in the art.

*&" document member of the same patent family

Date of the actual completion of the international search

24 October 1997

Date of mailing of the intemational search report

06.11.97

Name and mailing address of the ISA

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,

Fax: (+31-70) 340-3016

Authorized officer

Vaskimo, K

Form PCT/ISA/210 (second sheet) (July 1992)

page 1 of 2




INTERNATIONAL SEARCH REPORT

Inter nal Application No

PCT/US 97/10599

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication,where appropriate, of the relevant passages

Relevant to claim No.

A ALBANESE A: "SERVICE NEGOTIATION AMONG
NETWORK MANAGEMENT ENTITIES"

COMPUTER COMMUNICATIONS,

vol. 16, no. 2, 1 February 1993,

pages 128-133, XP000334815

see abstract

see page 128, left-hand column, line 1 -
page 129, right-hand column, line 24

see page 130, left-hand column, line 26 -
right-hand column, line 17

A US 5 459 863 A (TAYLOR BRADLEY) 17 October
1995

see column 1, line 11 - column 2, line 61
A S. WEIBWL, E. MILLER, J. GODBY, R. LEVAN:
"An architecture for scholarly publishing
on the World Wide Web"

COMPUTER NETWORKS AND ISDN SYSTEMS,

vol. 28, no. 1-2, December 1995,

pages 239-245, XP002044462

see the whole document

A WO 96 24213 A (FREEMARK COMMUNICATIONS
INC) 8 August 1996

see page 1, line 1 - page 6, line 23

Form PCT/ISA/210 (continuation of second sheet) (July 1992)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Inte ynal Application No
nformation on patent tamily members

PCT/US 97/10599
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 5459863 A 17-106-95 US 5664170 A 02-09-97
US 5410691 A 25-04-95
WO 9624213 A 08-08-96 AU 4902096 A 21-08-96

Form PCT/ISA/210 (patent family annex) (July 1992)



