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Network entities and methods configured for supporting of

flow identification in communications networks

FIELD OF THE INVENTION

The present invention relates to supporting of flow identifi-
cation in communications networks at side of mobile nodes or
user equipments respectively. Particularly, the present in-
vention refers to network entities, methods, computer program
products, and data carriers enabling the supporting of the

flow identification.

BACKGROUND OF THE INVENTION

With the development of a multitude of wireless access sys-
tems in communications networks, the need for developing so-
phisticated means for resource allocation and handover con-
trol has become imminent, in particular, in heterogeneous
wireless environments of communications networks. Allocation
mechanisms for heterogeneous resources are expected to take
responsibility for mapping of mobile devices or user equip-
ments (UE) respectively to different access technologies
based on load conditions in radio access and core, user ap-
plication reguirements, and/or current geographic location
without sacrificing the user experience in terms of quality
of service and seamless service. Network architectures ena-
bling such mapping of mobile devices or UEs respectively must
incorporate information from various sources including means
for network operators to efficiently manage their networks by
assisting (e.g., guiding and/or steering) mobile devices as
much as possible or as much as intended with information pro-
vided by network entities in cases the network has the best
or most knowledge of traffic flows in the network and/or to
save resources of mobile devices or UEs to enlarge user’s

perception of mobile services.

However, the known methodologies do not allow to support mo-

bile devices or UEs in a flexible and resource saving way
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when decision with regard to an access point in a multi ac-

cess point situation has to be met.

In particular, mobile devices or UEs respectively comprise
flow identification (FI) devices for identifying the correct
or at least most suitable traffic way or network access point
for data to be transmitted, said traffic flow leading through
one access point of the multiple access points being the cor-
rect or at least the most suitable access point. Such flow
identification (FI) device performs the identification by use
of a flow identification (FI) scheme. The FI scheme comprises
several conditions for deciding on the correct or at least
most suitable traffic way for data received or to be trans-
mitted. With the development of multitude of wireless access
systems in communications networks, these conditions to be
covered and taken into account by the FI scheme become very
sophisticated. This, in turn, leads to inefficient use and
handling of resources (e.g., processing power, battery life-
time, storage capacity etc.) of the corresponding mobile de-
vice or UE respectively, which are limited and/or valuable in
the most cases. The known methodologies for handling and sup-
porting FI in communications networks still regquire too much
resources of mobile devices or UEs respectively and still do

not utilize the FI schemes in the required efficient way.

Furthermore, a plurality of FI schemes is available for FI in
communications network. Here, an efficient, flexible, and FI

scheme independent solution for supporting identification of

correct or at least most suitable traffic way for data re-

ceived or to be transmitted is desirable.

Thus, there is still a need for improving of flow identifica-
tion (FI) in communications networks, in particular, in het-
erogeneous environments of communications networks comprising

a multitude of wireless access systems.
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SUMMARY OF THE INVENTION

Object of the present invention is improving of flow identi-
fication in communications networks by means of efficient and

flexible network support.

This object is achieved by a network entity comprising fea-
tures according to claim 1, a method comprising features ac-
cording to claim 12, a computer program product comprising
features according to claim 13, a data carrier comprising
features according to claim 14, a network entity comprising
features according to claim 15, a method comprising features
according to claim 16, a computer program product comprising
features according to claim 17, and a data carrier comprising

features according to claim 18.

Further embodiments of the present invention are provided

with the corresponding dependent claims.

The object of the present invention is achieved by a network

entity, comprising a data processing module configured to:

- transmit a flow identifier to a second entity of said com-
munications network, said second entity being configured to

determine a flow filter data based on said flow identifier:;

- receive a flow filter data from said second entity of said
communications network, wherein said flow filter data repre-

sents data determined based on said flow identifier; and

- provide said flow filter data for identification of traffic

flows 1n said communications network.

In this way, a flexible, efficient, and resource saving way
of flow identification is enabled by the present invention.
In particular, by use of the data processing module, a module
configured for performing flow identification (in following

referred to as flow identification module) is unloaded with
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regard to plurality of tasks to be performed by the module
when performing the flow identification. The data processing
module performs configuration of the flow identification mod-
ule with regard to several ways of routing data in the commu-
nications network, and the flow identification module gets
more free capacities for performing further tasks and/or for
supporting more than one flow identification scheme and/or
simply for saving its resources. Thus, also use sophisticated
flow identification schemes is enabled by the present inven-
tion without requiring too much resources. Moreover, also
performance of flow identification is improved according to
the present invention. The data processing module enables a
flexible, comprehensive, and effective supporting of flow
identification. The flow identification supported by the data
processing module becomes more flexible, powerful, flow iden-
tification scheme independent (i.e., independent from use of
only some preset flow identification schemes), and uses at
the same time always current information for routing of data

in the communications network.

As regards the terms used, a flow identifier is an identifier
representing a set of instructions that describe a (traffic)
flow in the communications network. Flow filter data, in
turn, represents a set of conditions (e.g., parameters, val-
ues, ranges, patterns, pattern strings, etc) used to identify
one or more of traffic flows for handling or routing of data
in the communications network. Flow identification refers to
identification of traffic flows for data received or to be
transmitted in the communications network, wherein the iden-
tification is performed based on the flow filter data. In
particular, it is checked whether the data received or to be
transmitted corresponds to the conditions of the flow filter
data. Based on the identified flow, further handling or rout-

ing of the data is performed.

According to an embodiment of the present invention, said
network entity comprises the flow identification module con-

figured to identify a traffic flow of said communications

4
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network for data to be transmitted by use said flow filter
data and to route said data by use of said traffic flow.
Here, said data processing module is configured to provide
said flow filter data to said flow identification module. In
this way, the data processing module performs configuration
of the flow identification module directly with current flow
filter data.

According to an embodiment of the present invention, said
flow identification module is configured to integrate said
flow filter data into a flow identification scheme and to
identify said traffic flow by use of said flow identification
scheme. In this way, the data processing module performs a
configuration of the flow identification module, which is in-
dependent of the flow identification scheme implemented and
used by the flow identification module. It has to be pointed
out, that the flow identification module can be configured to
use more than one flow identification scheme for identifica-

tion of flows.

According to an embodiment of the present invention, said
data processing module is further configured to provide a
flow steering command for identification of traffic flows in
said communications network, wherein said flow steering com-

mand 1s related to said flow identifier.

According to an embodiment of the present invention, said
flow identification module is configured to identify said
traffic flow also by use of said flow steering command. Here,
the flow steering command defines the further handling or
routing of data (received or to be transmitted) in communica-
tions network if the conditions defined by the flow filter

data and determined by the flow identifier apply to the data.

According to an embodiment of the present invention, said
flow identification module is configured to integrate said

flow filter data and said flow steering command into a flow
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identification scheme and to identify said traffic flow by

use of said flow identification scheme.

According to an embodiment of the present invention, said
data processing module configured to receive said flow iden-
tifier, said flow identifier being provided by a third entity

of a communications network.

According to an embodiment of the present invention, said
data processing module is configured to receive said flow
steering command, said flow steering command being provided

by said third entity of said communications network.

According to a further embodiment of the present invention,
said network entity comprises a receiver configured to re-
ceive said flow identifier from said second entity of said

communications network.

According to an embodiment of the present invention, said re-
ceiver is configured to receive said flow steering command

from said second entity of said communications network.

According to an embodiment of the present invention, said
network entity is a user equipment or a module arranged in a

user equipment.

The object of the present invention is achieved also by a

method, comprising:

- transmitting of a flow identifier to an entity of said com-
munications network, said entity being configured to deter-

mine a flow filter data based on said flow identifier;

- receiving of a flow filter data from said entity of said
communications network, wherein said flow filter data repre-

sents data determined based on said flow identifier; and
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- providing of said flow filter data for identification of

traffic flows in said communications network.

This method is performed at or by the network entity sketched
above and described in more detail below. According to an em-
bodiment of the present invention, the network entity per-

forming said method is a user equipment or a module arranged

in a user equipment.

Further, the object of the present invention is achieved by a
computer program product comprising a code, the code being

configured to implement and/or perform said method.

According to an embodiment of the present invention, the code
is embodied on a data carrier. According to a further embodi-
ment of the present invention, the computer program product
is configured to perform said method when the computer pro-
gram product is executed by a processing unit like a proces-

sor, for example.

Moreover, the object of the present invention is achieved by

a data carrier comprising said computer program product.

The object of the present invention is achieved also by a

network entity, comprising:

- a receiving module configured to receive a flow identifier

from a user equipment;

- a data processing module configured to determine a flow

filter data based on said flow identifier; and

- a transmitting module configured to transmit said flow fil-

ter data to said user equipment.

Here, said network entity can be a component of a communica-

tions network or a module of said component.
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Further, the object of the present invention is achieved by a

method, comprising:

- receiving of a flow identifier from a user eguipment;

- determining of a flow filter data based on said flow iden-

tifier; and

- transmitting of said flow filter data to said user equip-

ment.

This method is performed at or by the network entity sketched
above and described in more detail below. According to an em-
bodiment of the present invention, the network entity per-

forming said method is a component of the communications net-

work or a module of said component.

Furthermore, the object of the present invention is achieved
by a computer program product comprising a code, the code be-

ing configured to implement and/or perform said method.

According to an embodiment of the present invention, the code
is embodied on a data carrier. According to a further embodi-
ment of the present invention, the computer program product
is configured to perform said method when the computer pro-
gram product is executed by a processing unit like a proces-

sor, for example.

Additionally, the object of the present invention is achieved

by a data carrier comprising said computer program product.

Thus, the present invention refers to supporting of flow
identification in a communications network, within scope of
which a first network entity is provided, which comprises a
data processing module configured to: transmit a flow identi-
fier to a second entity of said communications network, said
second entity being configured to determine a flow filter

data based on said flow identifier; receive a flow filter

8
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data from said second entity of said communications network,
wherein said flow filter data represents data determined
based on said flow identifier; and provide said flow filter
data for identification of traffic flows in said communica-
tions network. The second network entity, in turn, comprises:
a receiving module configured to receive a flow identifier
from the first network entity; a data processing module con-
figured to determine a flow filter data based on said flow
identifier; and a transmitting module configured to transmit

said flow filter data to said first network entity.

In this way, the present invention enables a flexible, effec-
tive, and powerful supporting of flow identification in the
communications network, which in turn leads to a flexible,

effective, and powerful flow identification itself.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more clearly understood from
the following description of the preferred embodiments of the
invention read in conjunction with the attached drawings, in

which:

Fig. 1 shows a mobile node or UE respectively in a hetero-
geneous environment of a communications network in which the

present invention can be implemented;

Fig. 2 shows network entities configured according to an

embodiment of the present invention;

Fig. 3 shows supporting of flow identification according

to an embodiment of the present invention;

Fig. 4 shows the architecture of the present invention ac-

cording to an embodiment of the present invention;

Fig. 5 shows the architecture of the present invention

provided and incorporated into 3GPP EPS (Evolved Packet Sys-

9
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10

tem) architecture according to an embodiment of the present

invention;

Fig. © shows implementation of the present invention ac-

cording to an embodiment of the present invention;

Fig. 7 shows implementation of the present invention ac-

cording to an embodiment of the present invention;

Fig. 8 shows implementation of the present invention ac-

cording to an embodiment of the present invention;

Fig. 9 shows implementation of the present invention ac-

cording to an embodiment of the present invention; and

Fig. 10 shows implementation of the present invention ac-

cording to an embodiment of the present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 shows a mobile node or UE 10 respectively in a hetero-
geneous environment 1 of a communications network in which

the present invention can be implemented.

In Fig. 1, a mobile node 10 or UE respectively has two access
networks 11 and 12 like LTE (Long Term Evolution) or WLAN
(Wireless Local Area Network), for example, in the communica-
tions network. The access networks 11, 12 are such parts of
the communications network, which connect the mobile node or
UE 10 to its immediate service provider, to which data to be
transmitted by the mobile node or UE 10 is directed or from

which data 1s received at the mobile node or UE 10.

Heterogeneity or heterogeneous environment 1 of a communica-
tions network, as used within the scope of the present inven-
tion, means a communications network environment with multi-
ple access networks 11, 12, the multiple access networks 11,

12 having same or different access technologies. Here, it can

10
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11

be distinguished, e.g., between 3GPP and non-3GPP accesses
like LTE or WLAN, for example. Each mobile node or UE 10 can
be connected to at least some (at least one or two) of the
multiple access networks 11, 12. Further, the number of the
access networks 11, 12 is not limited by the present inven-
tion. Additionally, the present invention can be applied with

regard to different kinds of access networks 11, 12.

When deciding for a certain data, to be transmitted from the
mobile node or UE 10 or received at the mobile node or UE 10,
by use of which traffic way or which access network 11, 12
this data should be routed in the communications network from
the mobile node or UE 10, several kinds of FI schemes can be
used. In particular, according to the present embodiment, the
mobile node or UE 10 comprises a corresponding FI device or
module configured for identification of traffic flows in the
communications network. The FI device or module uses at least
one FI scheme to identify the appropriate traffic way in de-

pendence of, e.g., contents and/or kind of data.

In following, three FI schemes are sketched exemplary. How-
ever, it has to be noted that the present invention is not
restricted to these FI schemes only. According to the present
invention, several FI schemes can be used. In particular, the
use of sophisticated FI schemes is supported according to the
present invention in a flexible, efficient, and resource sav-

ing way.

According to a known (sophisticated) FI scheme, FI through
port numbers are used in TCP/UDP (Transmission Control Proto-
col / User Datagram Protocol) communications to name the ends
of logical connections involved in data transfer. Distinct
port numbers are used by servers to provide different ser-
vices to their clients - mobile nodes or UEs 10. Therefore,
by looking at contact port number of a packet it is possible
to guess about the service and, hence, the traffic flow to

which that packet belongs. Port numbers range from 0 to

11
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65.535 both for UDP and TCP communications. Here, port num-

bers can be divided into following three ranges:

- Well Known Ports: Well known ports have been assigned by
IANA (Internet Assigned Numbers Authority) and range from 0
to 1.023. Most of the legacy applications like email, www,
FTP (File Transfer Protocol), and/or SSH (Secure Shell Proto-
col), for example, contact to their respective servers at
port numbers that fall into this range. Therefore, traffic
flows consisting of packets going and/or coming to a well

known port number can be identified with sufficient accuracy.

- Registered Ports: Registered ports are in the range from
1.024 to 49.151 and can be registered to a certain protocols
by software companies like domain name registration, for ex-
ample. Examples of applications with registered port numbers
include Sun's NEO Object Request Broker (port numbers 1.047
and 1.048) and Shockwave (port number 1.626).

- Dynamic/Private Ports: These ports range from 49.152 to
©5.535. They are not permanently assigned to any publicly de-
fined application and, therefore, can be used by any user for

communication over TCP/UDP without registration regquirements.

However, it should be noted that these port assignments by
IANA are only recommendations and are not enforced. There-
fore, sometimes ports might be used for applications and/or
protocols being different from those designated officially by
TANA.,

According to a further known (sophisticated) FI scheme, which
can be used when implementing and performing the methodology
of the present invention, Deep Packet Inspection (DPI) de-
vices examine packet contents (i.e., payload) rather than
just inspecting the header portion of a packet. DPI can help
to get hints how packets should be routed towards the desti-

nation. DPI devices are configured to identify packet flows,

12
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allowing control actions to be based on accumulated flow in-

formation (rather than packet-by-packet analysis).

DPI uses following three types of identification technolo-

gies:

- Signature Matching - usually protocols have distinct
fingerprints that can be used to identify a traffic flow be-
longing to a particular application. The fingerprints may be
a special port, string, or bit sequence. These fingerprints
are collected in a first stage from RFCs (Remote Function
Calls), public documents, or by reverse engineering and em-
pirically deriving a set of distinct bit strings by monitor-
ing protocols. Signature matching can be divided into three
tributary technologies: signature matching in a fixed posi-
tion, signature matching in changing positions, and signature

matching at a particular state of communication.

Once a database of fingerprints is built up, protocol’s sig-
nature matching is performed by inspecting packet contents

and/or header.

- RApplication Layer Gateway Identification - in some ser-
vices control flows (control plane signalling) are separated
from service flows (user plane signalling). Therefore, such
user plane traffic has no characteristic based on which it
can be identified. Application layer gateway identification
technology is targeted for such service types. According to
this technology, the control flow is identified at first and
parsed. Then, a specific application layer gateway is se-
lected to inspect corresponding service flow(s) based on con-

trol flow protocol information.

For example, SIP (Session Initiation Protocol) and H323 pro-
tocol communications can be identified by use of this tech-

nique. Both of these protocols exchange control plane signal-
ling before acquiring data (i.e., user plane) channels. Fur-

ther, data channels are always voice flows encapsulated in

13
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RTP (Real-time Transport Protocol) format. However, only in-
specting RTP flow cannot give any information about protocol
used to setup the flow. Therefore, complete analysis requires
inspection of SIP and H323 protocol signalling by distinct

application gateways.

- Behaviour Pattern Identification - this identification
technology requires a prior study of behaviour of mobile de-
vices or UEs respectively and/or corresponding protocols used
for communication in order to setup a behaviour pattern iden-
tification model. This model can help to judge previous or
prior actions and/or subsequent or following actions of the
user of a mobile node or UE respectively. The technology of
Behaviour Pattern Identification is used particularly in
cases in which the FI identification cannot be performed or
cannot be performed successfully by use of protocols and/or

above outlined flow identification technology.

Thus, for example, according to a protocol and contents of
data, received or to be transmitted, an ordinary email is not
different from a spam email. However, in terms of sending
frequency, destination addresses, source addresses, and/or
frequency of rejection a spam email has behaviour which is

different from the behaviour of an ordinary email.

The three identification technologies of DPI as sketched
above are applicable to different types of protocols used for

communication and cannot replace each other.

Deploying a DPI device or machine in a mobile node or UE for
uplink traffic (and in the network for downlink traffic) re-
alizes the service detection and service control as relevant
for “SbH (service based handover) -like” services being rele-
vant for FI. When considering service detection in mobile
nodes or UEs respectively (in particular, in mobile nodes or
UEs to be developed and provided in future), within the scope
of the present invention it is necessary to detect services

activated by operators and services activated by users and so

14
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“Yonly” to be monitored by the operator. The former can be
identified, e.g., by the IP (Internet Protocol) 5 tuplets of
the service flow, the latter uses the outlined DPI technolo-
gies and gets the type of the service flow by analyzing the
content of the IP data packets, finding out the signature,
and making statistics of service-related behaviour. Thus, for
example, after service detection has been performed, “SbH-
like” functions control service flows, e.g., IP flows are di-
rected via dedicated access networks (in the downlink) and
via dedicated radio interfaces (in the uplink) based on their

own mechanisms of making decisions.

A further known (sophisticated) FI scheme is the statistical
signature-based FI. According to the statistical signature-
based FI, at first stage, statistics from pre-existent traf-
fic flows, which serve as training data for communication,
are collected. These statistics include information about
server IP address, server port, inter-arrival time and/or
packet length mean and variance, flow size (e.g., in bytes)
and/or transmission duration etc. Once these statistics are
collected, classification of each flow based on available
statistics is performed in a next step or phase. This classi-
fication results in a set of statistical signatures compris-
ing at least one statistical signature per traffic flow.
These statistical signatures can be used later in the process

of FI in real communications networks.

The statistical signature-based FI scheme is more suitable
for identification and classification of a set of flows,
which belong to the same class of service or QoS (Quality of
Service) requirements. In particular, the statistical signa-
ture-based FI scheme can be considered as valuable for 3GPP

networks.

Yet another known (sophisticated) methodology, which also can
be used for FI according to the present invention, is direct
interface to applications. The direct interface to applica-

tions is a basic approach, in which an application informs

15
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about the commencement of a at least one flow. When a mobile
node or UE respectively wants to start a communication ses-
sion, the application will regquest for a connection. This re-
quest will result in the operating system (e.g. Symbian Q0S)
of the mobile node or UE initiating the connection. Once the
connection is established, the application will start sending

and/or receiving of data.

This concept can be used in particular to determine the flows
when the application starts. According to an embodiment, be-
fore sending of data the application informs the “SbH-1like”

functions that a certain flow is to commence. Then, a corre-
sponding “SbH-1like” functional entity configured to perform

the “SbH-1like” functions sets appropriate “SbH-related” set-
tings. Once the settings are done, the application can be in-

formed to commence the flows.

Fig. 2 shows network entities configured according to an em-

bodiment of the present invention.

The mobile node or UE 10 comprises a receiver or flow steer-
ing module 101 which is configured to exchange 23 flow steer-
ing commands and flow identifiers related to the flow steer-
ing commands. According to the present embodiment the re-
ceiver or flow steering module 101 is configured to exchange
23 this data with and, in particular, to receive 23 this data
from a PCRF (Policy Control and Charging Rules Function) en-
tity 20. In particular, the PCRF 20 comprises a corresponding
data providing module 201 for providing the flow steering

commands and flow identifiers to the mobile node or UE 10.

The data providing module can be, for example, a SbH agent
and/or a decision engine. In case, the data providing module
201 is a SbH agent, the receiver or flow steering module 101
of the mobile node or UE 10 can be a SbH client.

In following, the present embodiment will be explained in

context of service based handover (SbH). However, the present
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invention is not restricted to this context only and can be
implemented and used also within scope of further contexts of

communications networks.

Before continuing explaining of the embodiment of Fig. 2, a
brief description of the overall context of service based
handover (SbH), used for the present embodiment, is explained

in short in following.

In the context of 3GPP, a handover in general switches the
complete communication (i.e., all traffic flows) between
available accesses (i.e., here from 3GPP to non-3GPP access,
or vice versa, or between non-3GPP accesses, for example).
Within the present embodiment a potential application (or
network function) utilizing the present invention according
to the present embodiment is the SbH, which basically en-
hances mobility with a finer granularity, meaning that not
all traffic flows (e.g., internet protocol (IP) traffic
flows) are switched but just a distinct number of the traffic
flows (e.g., as outcome of SbH decision making in a Policy
Decision Point (PDP)). Inherent for directing (IP) traffic
flows is of course (IP) FI in the communications network as
well as in the mobile node or UE 10. If an (IP) flow is iden-
tified, functions like SbH steer routing of IP packets, for
example, are made according to their decisions. Sophisticated
FI mechanisms, as introduced above, differentiate services
and flows at the application layer and further apply deci-

sions from SbH on to be used accesses per flow.

SbH enhances mobility of a mobile node or UE 10 between ac-
cesses 11, 12, available in parallel, with a finer granular-
ity. In particular, SbH directs individual (IP) traffic flows
as decided in some decision point extended by the SbH agent
201 on network side (in case of network-controlled operation
mode) . Finally, (IP) flow steering in uplink and downlink is
realized via communication between the SbH agent 201 and SbH
client 101, provided in mobile node or UE 10, wvia some flow

filters (e.g., mandating of video traffic via WLAN as one
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available access and voice traffic via LTE as a further
available access). Consequently, FI devices in the uplink are
located in mobile nodes or UEs 10, whereas in downlink FI de-
vices are located in the communications network. For steering
of (IP) traffic flows, SbH uses these identification mecha-
nisms to differentiate service (and its individual flows) at
the application layer and further apply its decisions on to

be used accesses per individual flow.

At this point, it has to be noted that SbH bases on an IETF
flow management mechanism (as presented, e.g., by H. Soliman,
N. Montavont, N. Fikouras, and K. Kuladinithi in "Flow Bind-
ings in Mobile IPv6 and Nemo Basic Support", draft-soliman-
monami6-flow-binding-04.txt, February, 2007) steering traffic
to multiple, simultaneously available communications network
(and mobile device) interfaces (see, e.g., Mastering Hetero-
geneous Networks (MHN) project, J. Tervonen (ed.), MHN System
Architecture, v.1.0.0, June 2008; or Mastering Heterogeneous
Networks (MHN) project, F. Pittmann (ed.), MHN System Speci-
fication, v.0.4.0, September 2008).

Further, according to the present embodiment, the PCC (Policy
and Charging Control) architecture and its functions are ex-
tended to support SbH, e.g., via extended dynamic and pre-
defined PCC rules which are configured for steering of (IP)

traffic flows (or so-called Service Data Flows (SDFs)).

In particular, the PCC architecture is configured to discard
packets that do not match any service data flow filter of ac-
tive PCC rules. Further, for the operator it is allowed to
define PCC rules with wild-carded service data flow filters,
to allow for the passage and charging for packets that do not
match any service data flow filter of any other active PCC

rules.

Here, it is distinguished between dynamic PCC rules and pre-
defined PCC rules. A dynamic PCC rule is a PCC rule for which
the definition is provided into the PCEF (Policy and Charging
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Enforcement Function) via the Gx reference point. In Fig. 2,
the PCEF entity of the communications network has the refer-
ence number 22 and is configured to receive 29 the dynamic
PCC rules from the PCRF entity 20, in particular, from the
SbH agent 201. The pre-defined PCC rule, in turn, is a PCC
rule that has been provisioned directly into the PCEF entity
22 by the operator. According to Fig. 2, the PCEF entity 22
is configured to receive 28 the pre-defined PCC rules pro-
vided by the operator. Further, the PCEF entity 22 comprises
a FI device 221 for the downlink 26 in the communications
network. Here, it has to be noted that the PCC rule repre-
sents in general a set of information enabling detection of a
service data flow and providing parameters for policy control

and/or charging control.

As standardized today, dynamic PCC rules do flow identifica-
tion using IP 5 tuplets and pre-defined PCC rules may be used
to support other, more sophisticated identification mecha-
nisms (see, e.g., 3GPP TS 23.203 Vv8.3.1 (2008-09), Policy and

charging control architecture (Release 8)).

According to the present embodiment, (radio and network)
bearers in the transport layers are established via several,
parallel wireless accesses based on PCC rules processing; the
negotiation of IP flow filters to steer traffic in uplink 27
as well as in downlink 26 is done between the SbH agent 201
and the SbH client 101. Thus, when considering the embodiment
of Fig. 2, SbH directs individual (IP) traffic flows as de-
cided in some decision point (e.g., decision engine) extended
by SbH agent 201 on network side. Thus, flow steering com-
mands and corresponding flow identifiers are exchanged 23 be-
tween the SbH agent 201 and the SbH client 101, wherein each

flow steering command is related to a flow identifier.

Here, for example, a command "Drop" and the corresponding
identifier "ID-Terror#l1" are provided by the SbH agent 201 to
the SbH client 101. With regard to this example, it is in-

tended to drop (discard) all traffic flows originating from
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the mobile node or UE 10 in that (IP) packets match with one

or more patterns linked with the identifier "ID-Terror#l".

The receiver or flow steering module 101 comprised in the mo-
bile node or UE 10 is configured to provide 104 the flow
steering commands and the corresponding flow identifiers to a
data processing module 102 of the mobile node or UE 10. Ac-
cording to the present embodiment, the data processing module
102 is an IPFISF (IP Flow Identification Support Function)

client.

The IPFISF client 102 resolves received identifier(s) to re-
ceive FI device 103 configuration data suitable for imple-

mented FI scheme(s) on the mobile node or UE 10.

When considering the above provided example, for the identi-
fier "ID-Terror#l" flow filters {“dicky.ohaareee”,
“d.ohaareee”, “theTeeerr”} could be provided, for example.
Here, it is assumed that some authorities requesting from
network operator to search for these three patterns (the list
might be dynamically be extended at some point in time). To
derive such patterns, pre-defined PCC rules known by the PCRF

20 can be used on network side for downlink 26 traffic.

In particular, according to the present embodiment, the
IPFISE client 102 provides 24 the flow identifier(s) to the
IPFISEF agent 21 located on the communications network side.
The receiving module 211 of the IPFISF agent 21 receives the
flow identifier(s). The data processing module 212 determines
flow filter data based on the flow identifier(s) received by
the receiving module 212. The transmitting module 213 of the
IPFISF agent 21, in turn, transmits 25 the flow filter data
determined by the data processing module 212 to the mobile
node or UE 10, wherein the flow filter data is received by or
provided to the IPFISF client 102 on the side of the mobile
node or UE 10.
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The IPFISF client 102 provides 105 then the flow filter data
and the corresponding command(s) to the FI device 103. In
particular, the IPFISF client 102 configures FI device 103
(e.g., with Deep Packet Inspection (DPI) FI scheme and pat-
tern identification technology, both sketched above) with re-
ceived filter data or three patterns respectively and the

corresponding flow steering command(s).

When considering the example provided above, the IPFISFEF cli-
ent 102 configures 105 the FI device 103 by use of the com-
mand "Drop" and the flow filter data or patterns
{“dicky.ohaareee”, “d.ohaareee”, “theTeeerr”}. The FI device
103 discards, then, in the downlink 26 all packets belonging
to (IP) traffic flow(s) in which at least one of these pat-
terns is recognized. Here, it has to be noted that several
ways of handling of data is possible. The above provided dis-
carding represents just an example. The concrete way of han-
dling of data, meeting the conditions defined by the flow
filter data or patterns respectively, is pre-determined by
the command specified by the corresponding flow filter data

or patterns respectively.

Further, the FI device 103 can handle in an appropriate way
also packets or data to be transmitted (i.e., data of the up-
link 27) and comprising at least one of these patterns. E.g.,
this data can be discarded or provided to a service point
handling packets or data with such patterns. As pointed out
above, also here, several ways of handling of data is possi-
ble. Also here the concrete way of handling of data, meeting
the conditions defined by the flow filter data or patterns
respectively, is pre-determined by the command specified by

the corresponding flow filter data or patterns respectively.

Fig. 3 shows an embodiment of the present invention, in which
the user 10 is at home and where both 3GPP access 32 and a
trusted or untrusted non-3GPP access 31 are available. The
non-3GPP access 31 can be a domestic WiFi hotspot, for exam-

ple. The user 10 is accessing different services with differ-
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ent characteristics in terms of QoS requirements, bandwidth

and charging:

- a Video Telephony call;

- a media file synchronization (e.g. a podcast and

downloading of TV series); and

- a p2p download.

Based on operator’s policies, the user’s preferences, the
characteristics of the application, and/or the accesses, the
(IP) traffic flows are routed differently according to the
present embodiment. Thus, for example, the audio media (e.g.,
conversational voice) of the VT call is routed via 3GPP ac-
cess 32 by use of traffic flow 34, while the video media
(e.g., conversational video or live streaming) of the VT, the
p2p download (best effort), and media file synchronization
are routed through the non-3GPP access 31. Here, the video
media is routed by use of the traffic flow 37, the p2p
download is routed by use of the traffic flow 38, and the me-
dia file synchronization is routed by use of the traffic flow
39. All of the flows lead, according to the present embodi-
ment, through 3GPP EPC 33.

According to the present embodiment, the FI is supported also
in scenarios where dynamic and/or private ports, which range
from 49.152 to 65.535, are used by applications. Such ports

are not permanently assigned to any publicly defined applica-
tion and therefore can be used by any user for communication

over TCP/UDP without registration requirements.

According to the present embodiment, from network operator’
perspective, a data base located in the network (can be co-
located with IPFISF agent 21, for example) can provide a
flexible solution, if efficiently accessed by the mobile node
or UE 10 (i.e., IPFISFEF client 101 on the mobile node or UE

10) on demand (in contrast to pushing the ports to all mobile
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nodes or UEs 10 regardless whether to be used or not). Such a
data base is then configured to manage and provide flow fil-
ter data. In following the data base will be referred to also
as flow filter data base. The provision of the flow filter
data can be performed by use of flow identifiers transmitted
to the IPFISF agent 21 by the IPFISF client 102 and subse-
quently transmitted by the IPFISFEF agent 21 to this flow fil-
ter data base. The interface between such a data base and
IPFISF agent 21 can be implemented, e.g., with standard pro-
tocols like Lightweight Directory Access Protocol (LDAP)
etc., for example. The IPFISF agent 21 is then configured to
request the data base for the flow filter data by use of the
flow identifiers and to receive the flow filter data, corre-
sponding to the flow identifiers comprised in the requests
and determined by the data base by use of the flow identifi-
ers, from the data base. Here, several ways of deriving of
flow filter data from the data base are possible according to

the present invention.

Fig. 4 shows the architecture of the present invention ac-

cording to an embodiment of the present invention.

In general, the present invention as shown in the present em-
bodiment allows flexible and efficient flow identification
(FI) in the mobile node or UE 10, particularly for uplink
traffic, by utilizing at least one FI scheme, in particular,
at least one sophisticated FI scheme as sketched above. Ac-
cording to the present invention as shown in the present em-
bodiment an additional IPFISF layer 43 is introduced, which

is configured to

- resolve flow identifiers and, hence, to provide flow
filters to the mobile node or UE 10;

- provide resources in the network on behalf of the mobile
node or UE 10;
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- control FI device’s configuration data maintenance in

the network on behalf of the mobile node or UE 10.

Implementing of the IPFISF architecture according to the pre-
sent embodiment intends to gain at least the following advan-

tages:

- providing necessary information to the mobile node or UE

10 in a quite flexible manner; and/or

- introducing efficiency by shifting scarce resources from

the mobile node or UE 10 to the communications network.

Consequently, the IPFISF architecture provided according to
the present embodiment separates tasks to reach the effi-
ciency and flexibility mentioned above. In particular, the
separation of the tasks is enabled by the following three
layers of the IPFISF architecture provided according to the

present embodiment.

The first layer is the FI layer. Here, the FI device (imple-
menting one or more FI schemes) provided in the mobile node
or UE 10 identifies IP flows by use of received FI device
specific configuration data. Here, the FI device of the mo-
bile node or UE 10 can look at transport protocol (e.g.,

TCP/UDP) ports, IP header information, and/or the payload.
The second layer is the IPFISF layer. Here, properties of the
mobile node or UE 10 (i.e., resources and FI scheme(s)) are
considered by:

(i) resolving received dedicated flow identifiers;

(ii) potentially, if necessary, triggering flow analysis and

flow filter maintenance in the network:;

(iii) and, hence, using resources provided by the network.
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When resolving the received dedicated flow identifiers, FI
device’s configuration data, suitable for FI scheme(s) imple-
mented on the mobile node or UE 10, are provided via communi-
cation of the mobile node or UE 10 with the communications

network.

The third layer is the control layer or, here, (IP) traffic
flow steering layer. The granularity here is on service (ap-
plication) level and its constituting (IP) traffic flow(s).
I.e., this third layer focuses on steering and/or guiding of
the (IP) traffic flows via dedicated access points without
being aware or utilizing knowledge of properties of the mo-
bile node or UE 10 like implemented FI scheme(s), for exam-
ple. The individual (IP) traffic flow(s) are identified by
means of dedicated identifiers. Hence, FI-related identity
management solely implemented and performed in this third

layer.

Also according to the present embodiment, in the architecture
of the present invention the network function Service-based
Handover (SbH) is used exemplary to highlight the advantages
of the present invention in a more clear way. Hence, existing
FI schemes relevant for SbH, such as briefly introduced
above, are used according to the present embodiment. Here, it
has to be pointed out, that the architecture of the present
invention is not restricted to the network function SbH
and/or the finally chosen FI scheme only. The present inven-
tion can be applied in several contexts and can use several

FI schemes.

Due to resource limitations of mobile nodes or UEs respec-
tively and due to high resource consumption by conventional
methodologies enabling or supporting FI, the conventional mo-
bile devices or UEs respectively do not support every FI
scheme. However, the present invention allows deployment of
sophisticated FI schemes that are chosen out of a variety of
schemes addressing dedicated needs and intentions of, e.g.,

network operators or regulatory bodies (e.g., to prevent
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spamming, prevent proliferation of pornographically material

or “terror-suspect” communication etc.).

According to the present embodiment, a new reference point
(RP) 42 is provided which is referred to as S20 in following.
This RP 42 resides between the IPFISF level 43 and the mobile
node or UE 10, wherein the mobile node or UE is connected to
two access points 41 according to the present embodiment. Ac-
cording to the present embodiment, the two access points 41
are the 3GPP IP Access and the non-3GPP IP Access, which can
be a trusted or un-trusted non-3GPP IP Access. Further, the
architecture according to the present embodiment provides a
further RP - a new interface 44, which allows getting of
knowledge of properties of the mobile device or UE 10, in
particular, information about the implemented FI scheme(s)
for the uplink traffic in communications network. This inter-
face 44 is referred to as S6x in following and is used in the
architecture presented in Fig. 4 for mobility services be-
tween the IPFISF layer 43 and HSS (Home Subscriber Server)
45, in particular, for (IP) traffic flow mobility services to
enable the transfer of subscriber related data, including
properties of the mobile device or UE 10 like software ver-
siong, supported RAT types, or equipment status, for example.
Further, the interface So6x 44 performs the following two new
commands according to the present embodiment: ‘Update-FI-
Device-Request’ and ‘Update-FI-Device-Answer’, which are used
to request an update of flow filter data for an existing flow
identifier or to request an incorporation of flow filter data
for a new flow identifier in IPFISF lavyer 43 with a corre-

sponding acknowledgement in the answer message.

According to the present embodiment, the reference point or

interface 520 42 is specified as follows.

The RP or interface $S20 42 resides between the IPFISFEF 43 and
the mobile node or UE 10. The RP or interface S20 42 enables
the mobile node or UE 10, in particular, the IPFISF client of

the mobile node or UE 10 to resolve the received flow identi-
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fiers. In case of unsuccessful resolution, flow analysis and
flow filter maintenance is triggered in the network, hence
resources are provided by the communications network on be-
half of the mobile node or UE 10. At the end, configuration
data of the FI device of the mobile node or UE 10, said con-
figuration data being suitable for implemented FI scheme (s)
on the mobile node or UE 10, is provided via RP or interface
S20 42 to support IP flow mobility commands (as from SbH, for

example) .

Within this scope, the RP or interface 520 42 supports the

following functions according to the present embodiment:

- establishment and termination of S20 session; and

- providing, updating, and removing of flow filters be-
tween the IPFISF 43 and the mobile node or UE 10, in particu-

lar:

o) requesting for configuration data for the FI device
of the mobile node or UE 10 from the mobile device or UE 10
to the IPFISF 43 (Pull mode); and

o) providing of this configuration data from the IP-
FISF 43 to the mobile node or UE 10 (Push mode).

When considering the IPFISF 43, the IPFISF 43 is configured
according to the present embodiment to incorporate informa-
tion received via the RP or interface So6x 44 into the con-
figuration data for the FI device of the mobile node or UE
10, said configuration data to be provided to the mobile node
or UE 10. Hence, IPFISF 43, having knowledge of properties of
the mobile node or UE 10 like implemented FI scheme(s), for
example, provides to the mobile node or UE 10, by use of this
knowledge, all necessary information (i.e., flow filter(s)
adequate for the FI device of the mobile node or UE 10) to
configure this FI device correctly. The UE can request for FI

device configuration data in a Pull mode, or the UE can re-
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ceive such data in an unsolicited manner (Push mode). In this
way, and considering now the new aspect of FI scheme(s) im-
plemented in FI device or the mobile node or UE 10, the HSS
45 becomes able to address reguirements arising out of net-
work support of sophisticated FI scheme(s) on mobile devices
or UEs 10 in the context of (IP flow) mobility services of
the HSS 45.

Fig. 5 shows the architecture of the present invention pro-
vided and incorporated into 3GPP EPS (Evolved Packet System)
architecture according to an embodiment of the present inven-

tion.

In Fig. 5 the following components or network entities com-
prised also in the 3GPP EPS architecture are provided: 3GPP
access 511 with serving gateway 512; HSS 45 being connected
via interface S6a 513 with the 3GPP access 511; PCRF 20 being
connected to the serving gateway 512 via the interface Gxc
516; PDN (Public Data Network) gateway 517 being connected to
the PCRF 20 via the interface Gx 518 and to the serving gate-
way 512 via the interface S5 519; 3GPP AAA (Authentication,
Authorization and Accounting) Server 515 being connected to
the HSS 45 via the interface SWx 514 and to the and to the
PDN gateway 517 via the interface Sob 523; Operator’s IP Ser-
vices (e.g., IMS (IP Multimedia Subsystem), PSS, etc) entity
520 being connected to the PCRF 20 via the interface Rx 521
and to the PDN gateway 517 via the interface SGi 522; ePDG
524 connected to the PCRF 20 via the interface Gxb 525 and to
the 3GPP AAA server 515 via the interface SWm 526; un-trusted
non-3GPP IP access 527 being connected to the ePDG 524 via
the interface SWn 528 and to the 3GPP AAA server 515 via the
interface SWa 529; the trusted non-3GPP IP access 530 being
connected to the PCRF 20 via the interface Gxa 531 and to the
3GPP AARAA server 515 via the interface STa 532; the mobile
node or UE 10 being connected to the PDN gateway 517 over the
un-trusted non-3GPP IP access 527 via the interface S2c¢ 533,

over the trusted non-3GPP IP access 530 via the interface S2c
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534, and over the serving gateway 512 via the interface S2c
535.

The dashed line 538 in Fig. 5 divides the components or net-
work entities of the architecture, provided according to the
present embodiment, in components or network entities of two
sub networks: the non-3-GPP network 536, and the HPLMN (Home
Public Land Mobile Network) 537.

Further, according to the present embodiment, the architec-
ture comprises the following components or entities explained
above with regard to Fig. 4: RP or interface S20 42, the
IPFISE 43, and the RP or interface Sox 44.

As regards the PCFR 20, according to the present embodiment
the PCRF 20 is extended by some further communications net-
work functions like Service Based Handover (SbH), for exam-
ple, to steer (IP) traffic flows via SbH communication be-
tween the SbH agent 201 (provided in PCRF 20) and the SbH
client 101 (provided in the mobile node or UE 10).

As regards the HSS 45, according to the present embodiment
the HSS 45 is extended by new commands (or some information
elements) that are provided (via the RP or interface S6x 44)
for network support of sophisticated FI scheme(s) in the mo-
bile node or UE 10, in particular, in the FI device 103 or
the mobile node or UE 10.

For downlink traffic, the flow identification (FI) devices
are located according to the present embodiment in PDN gate-
way 517 and for uplink traffic in the mobile node or UE 10.
Further, according to the present embodiment, sophisticated
FI schemes beyond simple IP 5 tuplets can be used in the FI

devices.

Moreover, according to the present embodiment, subscription
data, terminal information etc from HSS 45 is required for
IPFISF 43 processing. Here, according to the present embodi-

ment, the RP or interface S6x 44 is provided between the
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IPFISF 43 and the HSS 45 as an extension of the already
specified S6 interface for HSS 45; currently for EPS Release
8 two new 3GPP applications (for S6a with id 1677251 and S13
with id 1677252) are defined (see, e.g., 3GPP TS 29.272
v8.0.0 (2008-09), EPS; MME and SGSN Related Interfaces Based
on Diameter Protocol (Release 8)). In particular, according
to the present embodiment, the RP or interface S6x 44 is pro-
vided as Diameter based S6 interface (see, e.g., specifica-
tions provided in 3GPP TS 29.272 V8.0.0 (2008-09), EPS; MME
and SGSN Related Interfaces Based on Diameter Protocol (Re-
lease 8)), which is extended or configured to support also
information provisioning for FI scheme(s) etc. Here, it has
to be noted that also further appropriate realizations of the
RP or interface S6x 44 are possible according to the present

invention.

Further, according to the present embodiment, the RP or in-
terface S20 42 is provided between the IPFISF 43 and the mo-
bile node or UE 10. According to the present embodiment, the
RP or interface S20 42 is realized by utilizing an extended
OMA (Open Mobile Alliance) Device Management (DM) protocol.
However, also further appropriate realizations of the RP or
interface S20 42 are possible according to the present inven-

tion.

Additionally, according to the present embodiment, related
3GPP message sequence charts (MSCs) are extended to show the

applicability of the proposed architecture.

Thus, in particular when considering the embodiments of Fig.
4 and Fig. 5, a new architecture for layered network support
for sophisticated FI scheme(s) in communications networks
like 3GPP networks, for example, with a new functional entity
IPFISE 43 interfacing to the mobile node or UE 10 (via the RP
or interface S20 42) and to the HSS 45 (via the RP or inter-
face So6x 44) is provided according to the present invention,
as provided exemplary by the embodiments presented above.

Here, the scope and/or functionality of HSS 45 and/or the mo-
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bile node or UE 10 is extended towards sophisticated (IP)
traffic flow mobility support. Further, in the embodiments
provided above, new procedures (MSCs) have been described

particularly for the 3GPP deployment.

According to the embodiments of Fig. 4 and Fig. 5, IP flow
mobility between 3GPP and non-3GPP accesses is supported.
Here, it has to be pointed out that the present invention is
applicable also to further accesses and is not restricted to

3GPP and non-3GPP accesses only.

In following, embodiments representing exemplary possible
ways of implementation of the present invention are provided

in more detail.

Fig. 6 shows implementation of the present invention accord-
ing to an embodiment of the present invention. Here, MSC for
pull operation mode during extended IP-CAN session establish-

ment is implemented.

Fig. 6 shows in particular the MSC for IP-CAN session estab-
lishment and IP address assignment to the mobile node UE 10.
Also according to embodiment of Fig. 6, network function SbH
is considered exemplary to explain the present invention. Ac-
cording to the present embodiment, establishment of a second,
in parallel available network connection via an additional
access is provided. Hence, after finalizing session estab-
lishment FI scheme(s) of the mobile device or UE 10 (provided
in the FI device 103) are configured, as described above, and
SbH-related signalling addresses (IP) traffic flow mobility
issues. IPFISF’s 43 HSS 45 interrogation is not depicted in
the present embodiment, but it should be done with step 607
if IPFISF 43 has not the necessary information concerning the
mobile device or UE 10. When considering the SbH, the hand-
over is done according to the present embodiment per (IP)
flow and is supported by the PCRF 20 and the mobile node or
UE 10.
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According to the present embodiment, MSC focuses on non-
roaming scenario. However, according to the present invention
the same principles can be applied also to the roaming sce-

nario.

In addition to the entities and components explained above,
the present embodiment utilizes also the following entities
for implementing the present invention: BBERF (Bearer Binding
and Event Reporting Function) entity 61 or gateway respec-
tively, data base 62 configured to manage and provide flow
filter data as explained above, SPR (Subscription Profile Re-
pository) entity 63, and OCS (Online Charging System) entity
64.

According to the present embodiment, in step or phase 601, a
gateway and control session establishment is performed. Then,
in step or phase 602 an IP-CAN bearer request is established,
wherein the PCEF 22 receives a request for IP-CAN bearer es-
tablishment and wherein subsequently the PCE 61 accepts the

request and assigns an IP address for the user or mobile de-
vice or UE 10 respectively. Here, with regard to SbH, the IP
address assignment for the user refers to a second IP address

for the second in parallel available access network.

Further, in step or phase 603 indication of IP-CAN bearer
session establishment is performed. In particular, the PCEF
22 determines that the PCC authorization is required, re-
quests the authorization of allowed service(s) and PCC Rules
information. The PCEF 22 includes the following information:
UE Identity (e.g. MN NAI), a PDN identifier (e.g. APN), the
IP-CAN type and the IP address(es) and, if available, the de-
fault charging method and the IP-CAN bearer establishment
modes supported. The PDN identifier, IP address(es) and UE
identity enables identification of the IP-CAN session. The
IP-CAN Type identifies the type of access from which the IP-
CAN session is established. If the service data flow is tun-
nelled at the BBERF 61, the PCEF 22 can provide information

about the mobility protocol tunnelling encapsulation header
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in the message. For the PCC authorization it has to be noted
here that the PCC authorization, concerning the authorization
of allowed service(s) and PCC Rules information, refers to

the second in parallel available access.

In step or phase 604, profile request and response are per-
formed. In particular, if the PCRF 20 does not have the sub-
scriber's subscription related information, it sends a re-
quest to the SPR 63 in order to receive the information re-
lated to the IP-CAN session. The PCRF 20 provides the sub-
scriber ID and, if applicable, the PDN identifier to the SPR
63. The PCRF 20 may request notifications from the SPR 63 on
changes in the subscription information. Subsequently, the
PCREF 20 stores the subscription related information contain-
ing the information about the allowed service(s) and PCC

rules information.

In step or phase 605, policy decision is performed. In par-
ticular, the PCRF 20 makes the authorization and policy deci-
sion also considering IP flow mobility issues, e.g., as

specified for SbH in general.

In step or phase 606 SbH, communication for flow steering and
flow identity distribution is performed. Here, a SbH-related
signalling between the SbH agent 201 and SbH client 101 may
negotiate, e.g., that an additional access will be used for
video traffic flow (from originally started video-telephony
(VT) application), which was before not possible due to miss-
ing access network resources. Consequently, AF (Application
Function) interactions may be required and FI schemes sup-
ported by that mobile node or UE 10 may need configuration
data to address video traffic flow identification, for exam-

ple.

In step or phase 607 FI scheme signalling is performed (in
pull operation mode (optiocnally)). In particular, the mobile
node or UE 10 regquests with message FI scheme configuration

request necessary information for its sophisticated FI
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scheme (s) to be able to enforce, e.g., decisions made by SbH
control logic. Then, the IPFISFEF agent 21 provides requested
information to the mobile node or UE 10 following also, e.g.,
network operator’s policies and, not depicted in the Fig. 6,
by interrogating HSS if IPFISF has not already UE-related
necessary information (via the two new commands for imple-
menting S6x ‘Update-FI-Device-Request’ and ‘Update-FI-Device-
Answer’). The provided FI scheme(s) configuration data com-
prising related flow identification details can comprise,

e.g., the following information:

- (variable) port numbers (as recommended by IANA), which
can support also dynamic procedures, especially when consid-

ering registered/dynamic/private port numbers;

- protocol’s fingerprints for DPI in signature matching

type; and/or

- pattern in IP packets.

Here it has to be noted that the above provided list of in-
formation is an exemplary list and that the present invention

is not restricted to this list only.

In step or phase 608, SbH communication acknowledgement is

performed. Here, if the provided configuration data for the
FI scheme(s) implemented in the mobile node or UE 10 is suc-
cessfully downloaded to the FI device 103 of the mobile node

or UE 10, the SbH communication can be acknowledged.

In step or phase 609, IP-CAN bearer session establishment is
acknowledged. Here, the PCRF 20 sends decision(s), including
the chosen IP-CAN bearer establishment mode, to the PCEF 22.
The gateway or PCEF 22 enforces the decision. The PCRF 20 may
provide the default charging method. The message may include
the following information: the PCC rules to activate and the
event triggers to report. The policy and charging rules allow

the enforcement of policy associated with the IP-CAN session.
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The event triggers indicate to the PCEF 22 what events must
be reported to the PCRF 20. Additionally, the decision(s) of
the PCRF 20 include also (IP) traffic flow mobility issues,

e.g., such as gpecified for SbH in general.

In step or phase 610, credit request and response is per-
formed. In particular, if online charging is applicable, and
at least one PCC rule was activated, the PBCEF 22 shall acti-
vate the online charging session, and provide relevant input
information for the OCS 64 decision. Depending on operator
configuration PCEF 22 may request credit from OCS 64 for each
charging key of the activated PCC rules. Further, if online
charging is applicable, the OCS 64 provides the possible
credit information to the PCEF 22 and may provide re-

authorisation triggers for each of the credits.

In step or phase 611, IP-CAN bearer signalling is performed.
In particular, if network control applies, establishment of

additional IP-CAN bearers can be initiated.

In step or phase 612, IP-CAN bearer response is established.
In particular, if at least one PCC rule was successfully ac-
tivated and if online charging is applicable, credit was not
denied by the OCS 64, the gateway or PCEF 22 acknowledges the

IP-CAN bearer establishment request.

Here, it has to be noted with regard to the embodiment of
Fig. 6 that the principles provided above for the IP-CAN ses-
sion establishment can be applied also for IP-CAN session

termination in a corresponding way.

Fig. 7 shows implementation of the present invention accord-

ing to a further embodiment of the present invention.

The present embodiment is directed to IP-CAN session modifi-

cation.
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The IP-CAN session modification can be initiated by the gate-
way or PCEF 22, wherein such modification includes IP-CAN
bearer establishment and termination as well as modification
if the triggering conditions given to the PCEF 22 are ful-
filled. In a potential scenario the network operator modifies
its policies, e.g., related to spam emails, hence modifies
sophisticated FI schemes via pre-defined PCC rules at con-

cerned PCEF(s) 22 to enforce his intention.

The principles of the present embodiment can be applied also
to IP-CAN session modification that is PCRF 20 initiated.

Further, the principles of the present embodiment can be ap-
plied also when user’s subscription changes, e.g., when say-
ing that non-3GPP IP accesses can now be used for IP flow mo-
bility that are implemented by network services like SbH, for

example.

According to the present embodiment, the IP-CAN session modi-
fication is initiated by the gateway or PCEF 22. Here, the AF
(Application Function) entity 71 may be involved. For exam-
ple, the AF 71 may be informed about dropping of emails

marked as spam.

In the following, MSC focuses on a non-roaming scenario. How-
ever, the same principles can be applied to the roaming sce-

nario.

According to the present embodiment, optionally, the AF 71
can provide or revoke service information to the PCRF 20 due
to AF 71 session signalling. The AF 71 may subscribe at this
point to notification of bearer level events related to the
service information. For the PCRF 20 to generate the applica-
ble events, the PCRF 20 can instruct the PCEF 22 to report
events related to the corresponding PCC rules. Then, the PCRF
20 stores the service information and responds with an ac-
knowledgement to the AF 71.
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In step or phase 701 gateway or PCEF 22 internal decision,
e.g., due to modified operator policies is made. In particu-
lar, the gateway or PCEF 22 either makes an internal decision
or receives a request for IP-CAN segsion modification. Here,
the network operator modifies its policies, e.g., related to
spam emails, and hence modifies sophisticated FI schemes via
pre-defined PCC rules at concerned PCEF(s) 22 to enforce his

intention.

In step or phase 702 indication of IP-CAN session modifica-
tion is performed. Here, the gateway or PCEF 22 determines
that the PCC interaction is required and sends an indication
of IP-CAN session modification (e.g., event report, affected
PCC Rules) to the PCRF 20 and, if changed, the new IP-CAN
bearer establishment modes supported. If there is a limita-
tion or termination of the transmission resources for a PCC
rule, the gateway or PCEF 22 reports this to the PCRF 20.
Here, it may be no new IP-CAN bearer establishment modes to
be supported, but affected PCC rules are in the context of
the present embodiment valuable information when it comes to

step or phase 704 and, e.g., SbH related decision making.

In step or phase 703, application and/or service information
is correlated with IP-CAN session. In particular, the PCRF 20
correlates the request for PCC rules with the IP-CAN session

and service information available at the gateway or PCEF 22.

Further, the PCRF 20 may need to report to the AF 71 an event
related to the transmission resources if the AF 71 requested
it at initial authorisation. The AF 71 acknowledges then the

event report and/or responds with the requested information.

In step or phase 704, policy decision is done. Here, the PCRF
20 makes the authorization and policy decision. In particu-
lar, the PCRF 20 makes the authorization and policy decision
also by considering (IP) flow mobility issues, such as speci-

fied for SbH in general, for example.
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In step or phase 705, SbH communication for flow steering and
flow identity distribution is performed. In particular, SbH-
related signalling between the SbH agent 202 and the SbH cli-
ent 101 may now negotiate, e.g., that an additional access
will be used for video traffic flow (from originally started
video-telephony (VT) application), which was before not pos-
sible due to missing access network resources. Consequently,
AF 71 interactions may be required now and FI schemes sup-
ported by that mobile node or UE 101 may need configuration
data to address video traffic flow identification, for exam-

ple.

In step or phase 706, FI scheme signalling is performed
(e.g., in pull operation mode). In particular, the mobile
node or UE 10 regquests with message FI scheme configuration
request necessary information for its sophisticated FI
scheme (s) to be able to enforce decisions made, e.g9., by SbH
control logic. The IPFISF 21 provides then the requested in-
formation to the mobile node or UE 10 following also, e.g.,
network operator’s policies and, not depicted in the figure,
by interrogating HSS if IPFISF 21 has not already UE-related
necessary information (via commands for implementing Sé6x ‘Up-
date-FI-Device-Request’ and ‘Update-FI-Device-Answer’). For
provided FI scheme(s) configuration data about related flow
identification details it is referred to steps or phases 606
to 608 of Fig. 6.

In step or phase 707, SbH communication acknowledgement is
performed. In particular, if the provided FI scheme(s) con-
figuration data is successfully downloaded to the FI device
103 of the mobile node or UE 10, SbH communication can be ac-

knowledged.

In step or phase 708, IP-CAN session modification is acknowl-
edged. Here, the PCRF 20 sends an acknowledgement of IP-CAN

session modification (e.g., PCC rules, event triggers and, if
changed, the chosen IP-CAN bearer establishment mode) to the
gateway or PCEF 22. The gateway or PCEF 22 enforces then the
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decision. In particular, the gateway or PCEF 22 enforces the

decision also if it comes to IP flow mobility.

In step or phase 709, credit request and response is per-
formed. Here, if online charging is applicable, the gateway
or PCEF 22 may regquest credit for new charging keys from
and/or shall issue final reports and return remaining credit
for charging keys no longer active to the OCS 64. If OCS 64
was contacted, the OCS 64 provides the credit information to
the gateway or PCEF 22, and/or acknowledges the credit re-
port.

In step or phase 710, IP-CAN session signalling is performed.
In particular, the gateway or PCEF 22 acknowledges or rejects
any IP-CAN Session signalling received in step 701. An IP-CAN
bearer establishment or modification is accepted if at least
one PCC rule is active for the IP-CAN bearer and in case of
online charging credit was not denied by the 0OCS 64. Other-
wise, the IP-CAN bearer establishment or modification is re-
jected. An IP-CAN bearer termination is acknowledged by the
gateway or PCEF 22. An IP-CAN bearer modification not upgrad-
ing the QoS and not providing traffic mapping information is
acknowledged by the gateway or PCEF 22. In case of a gateway
or PCEF 22 internal decision the gateway or PCEF 22 initiates
any additional IP-CAN session signalling required for comple-
tion of the IP-CAN session modification. Finally, the gateway
or PCEF 22 receives the response for the IP-CAN session sig-

nalling request.

In step or phase 711, provision acknowledgement is performed.
In particular, the gateway or PCEF 22 sends a provision ack
(accept or reject of the PCC rule operation(s)) to inform the
PCREF 20 about the outcome of the gateway or PCEF 22 actions

related to the decision(s) received in step 708.

In step or phase 712, gateway control and QoS rules provision

is performed. Here, the PCRF 20 initiates a gateway control
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and QoS rules provision procedure, if required, to keep the
PCC and QoS rules aligned.

In step or phase 713, notification of bearer level event

level events and acknowledgement is performed. In particular,
if the AF 71 requested it, the PCRF 20 notifies the AF 71 of
related bearer level events (e.g. transmission resources are
established/released/lost). Based on the outcome reported in
this step the AF 71 can perform the appropriate action, e.g.
starting charging or terminating the AF 71 session. Finally,
the AF 71 acknowledges the notification from the PCRF 20.

Within the scope of the present embodiment the SbH is done
per (IP) flow and supported by the PCRF 20 and the mobile
node or UE 10.

Further, the principles of the present embodiment can be ap-
plied also when user’s subscription changes, e.g., in a sce-
nario saying, for example, that non-3GPP IP accesses can now
be used for IP flow mobility that are implemented by network

services like SbH, for example.

Fig. 8 shows implementation of the present invention accord-
ing to another embodiment of the present invention. In par-
ticular the implementation is performed with regard to MSC
for pull operation mode during update of the subscription in-
formation in the PCRF 20.

In step or phase 801, the SPR 63 detects that the related
subscription profile of an IP-CAN session has been changed.
If requested by the PCRF 20, the SPR 63 notifies the PCRF 20
on the changed profile (assumed in this scenario) and the
PCREF 20 stores the updated profile and makes resulting PCC
decisions considering also IP flow mobility with SbH as a po-

tential implementation.
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In step or phase 802, the PCRF provides all new PCC and/or
SbH decisions to the PCEF 22 by utilizing an IP-CAN session

modification baseline procedure initiated by PCRF 20.

As regards the following steps or phases 803 to 808, the step
or phase 803 corresponds to the steps or phases 702 and 703
of Fig. 7, the step or phase 804 corresponds to the step or
phase 704 of Fig. 7, the step or phase 805 corresponds to the
step or phase 705 of Fig. 7, the step or phase 806 corre-
sponds to the step or phase 706 of Fig. 7, the step or phase
807 corresponds to the step or phase 707 of Fig. 7, and the
step or phase 808 corresponds to the steps or phases 708 to
713 of Fig. 7.

Fig. 9 shows implementation of the present invention accord-
ing to an embodiment of the present invention. Here, the im-
plementation is performed with regard to MSC for pull opera-
tion mode during update of the subscription information in
the PCRF 20 and covers cases in which flow filter identi-

fier(s) is (are) unknown (baseline MSC from Fig. 8).

In the present embodiment, the step or phase 901 corresponds
to the step or phase 801 of Fig. 8. Further, the step or
phase 902 corresponds to the step or phase 803 of Fig. 8, and
step or phase 903 corresponds to the step or phase 804 of
Fig. 8. The step or phase 904, in turn, corresponds to the

step or phase 705 of Fig. 7.

In step or phase 905, FI scheme signalling is performed, par-
ticularly for an error case (in a pull operating mode (op-
tionally)). In particular, the mobile node or UE 10 requests
with message FI scheme configuration request necessary infor-
mation for its sophisticated FI scheme(s) to be able to en-
force decisions made, e.g., by SbH control logic. Here, the
identifier resolution is not successful, since, e.g., identi-
fier is not known in the IPFISF 21 (i.e. in IPFISF agent 210)

and/or in the data base for flow data 62. Hence, an error
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code is returned to the IPFISF client 102 provided in the mo-
bile node or UE 10.

In step or phase 906, SbH communication negative acknowledge-
ment is performed. Here, since FI scheme(s) configuration is

not successful, SbH communication is negative acknowledged.

In step or phase 907, error resolution is performed. In par-
ticular, the PCRF or SbH agent 201 alerts for an unknown flow
identifier or for unknown flow identifiers. The following
procedure is not described in more detail for this step or
phase 907, since pre-defined PCC rules allowing maintenance
of sophisticated FI schemes in the network can be used. How-
ever, this maintenance is extended for flow filter data base
62 so that finally, e.g., unknown flow filters are added or
inserted in the data base 62 in case of an alert. Following
the error resolution, the PCRF or SbH agent 201 starts again
SbH communication with the SbH client 101 provided in the mo-
bile node or UE 10. Here, it has to be pointed out that the
present invention does not exclude other error handling pro-
cedures like the case that other identifiers are used, for

example, without mentioned data base maintenance actions.

As regards the further steps or phases of the present embodi-
ment, the step or phase 908 corresponds to the step or phase
705 of Fig. 7, the step or phase 909 corresponds to the step
or phase 706 of Fig. 7, the step or phase 910 corresponds to
the step or phase 707 of Fig. 7, and the step or phase 911
corresponds to the step or phase 808 of Fig. 8.

Fig. 10 shows implementation of the present invention accord-
ing to a further embodiment of the present invention. In par-
ticular, the implementation concerns MSC for push operation
mode during update of the subscription information in the
PCREF 20 in case additional flow filter(s) configured in flow
filter data base (baseline MSC from Fig. 8).
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Here, the push mode is discussed by starting after complete
(successful) MSC of Fig. 8. The point is that patterns or
protocol fingerprints or dynamic or private port numbers can
be modified or added at any point of time, in particular in
step or phase 101 2. Hence, 1n a running system the IPFISF
agent 210 has to check the relevance for concerned mobile
nodes or UEs 10 (step or phase 101 3) and in case of rele-
vance the related FI device’ configuration data has to be

pushed to the mobile node or UE 10 (step or phase 101 4).

The step or phase 10 1 corresponds according to the present

embodiment to steps or phases 801 to 808 of Fig. 8.

In step or phase 10 2, (pre-defined) flow filter modification
is performed. In step or phase 10 3, relevance for the mobile
node or UE 10 is performed. In step or phase 10 4, in turn,
FI scheme signalling is performed (e.g., in a push operation

mode) .

While embodiments and applications of this invention have
been shown and described above, it should be apparent to
those skilled in the art, that many more modifications (than
mentioned above) are possible without departing from the in-
ventive concept described herein. The invention, therefore,
is not restricted except in the spirit of the appending
claims. Therefore, it is intended that the foregoing detailed
description should be regarded as illustrative rather than

limiting.
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PCC decision

steps or phases 702 and 703 of Fig. 7
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SbH communication for flow steering and flow
identity distribution
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SbH communication negative acknowledgement
error resolution
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identity distribution
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SbH communication acknowledgement
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checking of relevance of UE
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CLAIMS:

1. A network entity, comprising a data processing module con-
figured to:

- transmit a flow identifier to a second entity of a communi-
cations network, said second entity being configured to de-
termine a flow filter data based on said flow identifier;

- receive a flow filter data from said second entity of said
communications network, wherein said flow filter data repre-
sents data determined based on said flow identifier; and

- provide said flow filter data for identification of traffic

flows 1n said communications network.

2. The network entity according to claim 1, wherein said net-
work entity comprises a flow identification module configured
to identify a traffic flow of said communications network for
data to be transmitted by use said flow filter data and to
route said data by use of said traffic flow, wherein said
data processing module is configured to provide said flow

filter data to said flow identification module.

3. The network entity according to claim 2, wherein said flow
identification module is configured to integrate said flow
filter data into a flow identification scheme and to identify

said traffic flow by use of said flow identification scheme.

4., The network entity according to at least one of claims 1
to 3, wherein said data processing module is further config-
ured to provide a flow steering command for identification of
traffic flows in said communications network, wherein said

flow steering command is related to said flow identifier.

5. The network entity according to claim 4, wherein said flow
identification module is configured to identify said traffic

flow also by use of said flow steering command.

6. The network entity according to claim 5, wherein said flow

identification module is configured to integrate said flow
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filter data and said flow steering command into a flow iden-
tification scheme and to identify said traffic flow by use of

said flow i1dentification scheme.

7. The network entity according to at least one of claims 1
to 6, wherein said data processing module configured to re-
ceive said flow identifier, said flow identifier being pro-

vided by a third entity of a communications network.

8. The network entity according to claim 7, wherein said data
processing module is configured to receive said flow steering
command, said flow steering command being provided by said

third entity of said communications network.

9. The network entity according to at least one of claims 1
to 8, wherein said network entity comprises a receiver con-
figured to receive said flow identifier from said second en-

tity of said communications network.

10. The network entity according to claim 9, wherein said re-
ceiver is configured to receive said flow steering command

from said second entity of said communications network.

11. The network entity according to at least one of the pre-
ceding claims, wherein said network entity is a user equip-

ment or a module arranged in a user equipment.

12. A method, comprising:

- transmitting of a flow identifier to an entity of a commu-
nications network, said entity being configured to determine
a flow filter data based on said flow identifier;

- receiving of a flow filter data from said entity of said
communications network, wherein said flow filter data repre-
sents data determined based on said flow identifier; and

- providing of said flow filter data for identification of

traffic flows in said communications network.
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13. A computer program product comprising a code, the code

being configured to implement a method according to claim 12.

14. A data carrier comprising a computer program product ac-

cording to claim 13.

15. A network entity, comprising:

- a receiving module configured to receive a flow identifier
from a user equipment;

- a data processing module configured to determine a flow
filter data based on said flow identifier; and

- a transmitting module configured to transmit said flow fil-

ter data to said user equipment.

16. A method, comprising:

- receiving of a flow identifier from a user eguipment;

- determining of a flow filter data based on said flow iden-
tifier; and

- transmitting of said flow filter data to said user equip-

ment.

17. A computer program product comprising a code, the code

being configured to implement a method according to claim 16.

18. A data carrier comprising a computer program product ac-

cording to claim 17.
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