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(57) Abstract: A user of a communication network may have specific requirements for its critical data streams. The user may require
dedicated channel capacity for its critical application. A dedicated channel may be separate from a common channel carrying non-
critical data of the user. The user may create policies for assigning channel capacities to its critical data streams based on various cri -
teria. The user may also create policies on sharing the dedicated channel capacity among its different critical data streams.
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ALLOCATING CAPACITY OF ANETWORK CONNECTION TO DATA
SITREAMS BASED ON TYPE

BACKGROUND

Field

[0001] This field 1s generally related to communication networks.

Related Art

[0002] A communication network may, for example, provide a network connection that
allows data to be transferred between two geographically remote locations. A network
connection may allow different types of data streams to reach their respective
destinations.

[0003] The network connection may have a particular bandwidth reserved for a particular
user. In other words, no other user of the network can have access to the bandwidth
reserved for a particular user on a dedicated connection. Reserving may involve
associating a particular bandwidth with a user. While still reserving bandwidth, a
network may be oversubscribed, meaning that 1f all users were using all their associated
bandwidth, the network would have insufficient capacity. The bandwidth assigned to a
connection may be shared among different types of applications and data streams using
the connection.

[0004] Different types of data streams may have different capacity needs. A user may
generate different data streams and have different requirements for transmission of each
type of data stream. For example, a data stream may have certain capacity or latency
requirements. A user’s requirements for the data stream may also vary depending on the
time. To deal with changing requirements over time, some communication networks
allow a user to change a connection’s capacity during a specified time period 1n the
future.

[0005] While adjusting connection capacity may accommodate some flexibility, having a

shared channel may result in unnecessary competition among different traffic streams.
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BRIEF SUMMARY

[0006] In an embodiment a computer-implemented method transmits data from a source
to a destination through a plurality of interconnected forwarding devices. The method
includes receiving at a forwarding device, on a common channel from the source to the
forwarding device, a first packet in a first data stream. The common channel may have a
common capacity. In response to receiving the first packet, the first packet 1s forwarded
on the common channel from the forwarding device to the destination. Also it 18
determined whether the first data stream 1s a critical data stream, based on information
about the first packet 1n the first data stream. When the first stream 1s determined not to
be critical in, the forwarding device 1s configured to forward a second packet of the first
data strecam on the common channel from the forwarding device to the destination. When
the first data stream 1s determined to be critical, the forwarding device 1s configured to
forward a second packet of the first data stream on a first channel from the forwarding
device to the destination. The first channel has a first capacity and the first channel 1s
different from the common channel.

[0007] System and computer program product embodiments are also disclosed.

[0008] Further embodiments, features, and advantages of the invention, as well as the
structure and operation of the various embodiments, are described 1n detail below with

reference to accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings, which are incorporated herein and form part of the
specification, illustrate the present disclosure and, together with the description, further
serve to explain the principles of the disclosure and to enable a person skilled 1n the
relevant art to make and use the disclosure.

[0010] FIG. 1A 1s a diagram that 1llustrates a system for providing a network connection
for a user.

[0011] FIG. 1B 1s a diagram that illustrates a system for providing a network connection
for a user.

[0012] FIG. 2 1s a diagram that 1llustrates modules of a forwarding device and a policing

device.
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[0013] FIG. 3 1s a diagram that 1llustrates different channels that may be assigned to a

user data streams.

[0014] FIG. 4 1s a flowchart that 1llustrates a method for assigning a channel to a user
data stream.

[0015] FIG. 5 1s a flowchart that illustrates a method for determining whether a data
stream 18 critical and assigning a channel to the data stream.

[0016] FIG. 6 1s a flowchart that 1llustrates a method for assigning dedicated channels to
critical data streams.

[0017] FIG. 7 1s a flowchart that 1llustrates a method for assigning dedicated channels to
critical data streams.

[0018] FIG. 8 1s a flowchart that 1llustrates a method for assigning dedicated channels to
critical data streams.

[0019] FIG. 9 1s a tflowchart that 1llustrates a method for terminate a dedicated channel.

[0020] The drawing 1n which an element first appears 1s typically indicated by the
leftmost digit or digits in the corresponding reference number. In the drawings, like

reference numbers may indicate identical or functionally similar elements.

DETAILED DESCRIPTION

[0021] As mentioned above, having a channel that 1s shared among different data steams
presents a risk that critical data may be bottlenecked by non-critical data. To deal with
this, embodiments disclosed here transmit user’s critical data streams on a dedicated
channel. In one example, a network user, such as a web content provider, may send web
content to 1ts customers across the network. The web content may be sent in different data
strcams. Some of the data streams may be critical, and the content provider may require
dedicated channels with specific capacities be assigned to this critical data.

[0022] The network user may be able to establish policies that define what data 1s and 1s
not critical. Depending on the user policy, different types of user traffic may be assigned
to different channels in the network with specific capacities. Policies may specify what
data 1s critical using different criteria. For example, the user may have a policy that any
strcam of data going to a given address, for example “salesforce.com,” 1s assigned a

dedicated channel. While the description herein uses the terms “critical” and “non-
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critical” to describe the different data streams sent on the difterent channels, a skilled
artisan would recognize that these apply to any data streams having different types.

[0023] In one embodiment, a user policy may allocate a single channel, sometimes
referred to herein as a bundle channel, to handle all critical tratfic, while keeping another,
common channel for the non-critical traftic. In this embodiment, the critical data streams
may compete with each other over the capacity in their single dedicated channel. In
another embodiment, the critical data may each be individually assigned a portion of the
bundle channel. For example, 1f the bundle channel has 50Mbps bandwidth, each of its
critical data strecams may be allocated SMbps capacity. In this way, by allocating
dedicated capacity to the critical data streams, embodiments provide a user with a
minimum capacity available to 1ts critical applications, regardless of 1ts other non-critical
applications that use a common channel separate from the dedicated channels.

[0024] The Detailed Description that follows 1s divided into five sections. The first
section describes, with respect to FIGs. 1A-B and 2, a network for establishing
connections for a user over a network. The second section describes, with respect to FIG.
3, allocating channels to user traffic. The third section describes, with respect to FIGs. 4-
5, allocating channel to critical and common data streams of the user. The fourth section
describes, with respect to FIGs. 6-8, allocating capacity among the critical data streams of
a user. The fifth section describes, with respect to FIG. 9, terminating dedicated channels

assigned to a user.

Network for Establishing User Connections

[0025] FIG. 1A 1llustrates a system 100 that includes a communication network 108. The
communication network 108 may be a local area network (LAN), metropolitan arca
network (MAN), or wide arca network (WAN). It may utilize any point-to-point or
multipoint-to-multipoint networking protocols. The network access protocols used may
include, for example, Mult1 Label Protocol Switching (MPLS), Ethernet, Asynchronous
Transfer Mode (ATM), High-Level Data Link Control (HDLC), or Frame Relay.

[0026] Communication network 108 includes a plurality of routers, such as forwarding
device 104, connected to a network user 102. Here, the term “forwarding device” refers to
devices that switch or route packets, mmcluding devices at the data link layer (OSI layer 2)
and the network layer (OSI layer 3). Forwarding device 104 may be connected to user

102 via a direct link, or indirectly over a local network. User 102 may be an individual or
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an enterprise network such as an organization’s internal network. User 102 generates
data traffic for different destinations on communication network 108. In embodiments
user 102 may be a web service provider, providing content to clients connected to
network 108.

[0027] Forwarding device 104 connects user 102 to network 108. Forwarding device 102
1s connected to a policing device 106. In embodiments, policing device 106 keeps
information about user policy on how to assign channels to critical traffic. Using a policy
created by the user, policing device 106 sends configuring signals to forwarding device
104. Based on the configuring signals, forwarding device 104 regulates channel
assignment to user 102 data streams. In other words, based on decision by policing
module 106, forwarding module 104 assigns a dedicated channel to a user’s critical data
stream or assigns common channel to a non-critical data stream of the user.

[0028] The policies governing data streams generated by user 102 and destined for user
102 may be the same or different. In example embodiments, user 102 may create a policy
that only data streams generated by user 102 may be critical. In other example
embodiments, specific data streams to or from user 102 may be critical, but the with
different channel capacity assignments 1n either direction.

[0029] For example, user 102 may create a policy such that all the data streams generated
by a subset of terminals of user 1 are critical. User 102 may further specify in its policy
that cach critical data stream generated by each terminal should be assigned a dedicated
channel capacity. Channel capacity for all the critical streams may be the same or
different. In another example, user 102 may create a policy in which a subset of 1ts data
streams are critical and the rest of 1ts data streams are not critical. The user may specify in
its policy that the non-critical tratfic will share a common channel capacity.

[0030] FIG. 1B illustrates a system 100b that provides connections over network 108 to a
user 102b. According to an embodiment, user 102b may generate data traffic from
different terminals such as terminals 102b1, ..., 102bN, connecting to a port 103 of a
switch 107. Switch 107 may be connected to a local arca network (LAN) 109 that uses
technologies such as Ethernet or Token ring. Local arca network 109 via switch 110 1s
connected to network 108 via router 112. In example embodiment shown 1n this figure,
router 112 may regulate channel capacities assigned to different data streams generated

by user 102b. In this embodiment policing device 106 1s connected to router 112.
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[0031] In other embodiments, switch 107 or switch 110 may regulate channel capacities
assigned to different data streams generated by user 102b. In such embodiments, policing
device 106 may be connected to the respective regulating switch.

[0032] Policing device 106 may determine whether a dedicated channel should be
assigned to each stream of traffic from user 202. Policing device 106 makes such
determination based on a user-created policy. In an embodiment, policing device 106
sends a signal to router 112 to configure the router such that channel capacities are
assigned to critical traffic streams of user 102b according to the user’s policy.

[0033] FIG. 2 15 a diagram that 1llustrates system 200 that shows forwarding device 104
and policing device 106 1n greater detail. Forwarding device 104 may include a
forwarding module 210 and a regulating module 212. Forwarding module 210 receives
packets 1n a data stream on an input to the forwarding device. Forwarding module 210
further transmits the packets to an output of the according to a destination address of the
packets.

[0034] Regulating module 112 regulates the capacity of a channel assigned to a data
strcam. For example, regulator 114 provisions the capacity for transmitting a critical
stream, according to a capacity for such stream specified 1n the policy created by user
102.

[0035] In embodiments, policing device 106 includes a policy table 214 and a policing
module 216. Policy table 214 holds the policy information user 102 has created for 1ts
data strecams. For example, policy table 114 has mformation indicating which types of
data strecam user 102 considers as critical. For example user 102 may consider all data
streams destined to a specific destination as critical. In another example where user 102
includes multiple terminals, user 102 may consider all traffic generated by certain
terminals as critical. Other examples of critical data streams include traffics generated
during certain time periods that have certain destination addresses. User 102 defines 1n 1ts
policy what amount of capacity to be dedicated to each critical stream.

[0036] In an embodiment, the entire bandwidth available to user 102 may be divided as

shown 1n FIG. 3.

User Channel Allocation

[0037] FIG. 3 1s a diagram 1illustrating an example channel capacity assignment 300 to

data strecams of a user. To assign portions of the bandwidth to particular channels, various
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techniques are available including frequency division multiplexing, code division
multiplexing, time division multiplexing, or any other multiplexing schemes. For
illustration, frequency division multiplexing 1s shown 1n FIG. 3.

[0038] In FIG. 3, bandwidth 301 1s available to all the data streams of user 102. Common
channel 302 1s available to all non-critical tratfic of the user. In other words, all the non-
critical traffic of user 102 share channel 302. Bundle channel 304 1s assigned to all the
critical traffic streams of user 102. In one embodiment, all the critical tratfic streams
share bundle channel 304. Capacity sharing and channel access algorithms, such as
Multiple Access with Collision Avoidance (MACA), Carrier sense multiple access
(CSMA), or Distributed Coordination Function (DCF) may be used for carrying data on
the common channel

[0039] In another embodiment, instead of having critical data streams share the entire
bundle channel 304, dedicated channels within bundle channel 304 may be assigned for
cach of the data streams. In particular, first and second dedicated channels 304a and
304b, which are part of the bundle channel 304, are assigned to respective first and
second critical data streams of user 102.

[0040] In an example, 100Mbps bandwidth may be available to all the data streams of
user 102. A channel with 10Mbps bandwidth may be available to all non-critical traffic
of the user, and a bundle channel of 90Mbps may be available to all the critical traffic
streams of the user. The user may have 9 dedicated channels for 9 critical data streams
where each channel has a 10Mbps bandwidth. Alternatively, the user may have a first
dedicated channel with 40Mbps bandwidth assigned to a first critical data stream, and a
second dedicated channel with 60Mbps bandwidth assigned to a second critical data

Sstrecam.

Channel Allocation to Critical and Common Data Streams

[0041] FIG. 4 1s a flowchart that 1llustrates a method 400 for determining a channel for a
data stream. Method 400 1s described with respect to the example embodiments 1n FIGs.
1A-B, 2, and 3.

[0042] Referring to FIG. 4, method 400 begins at step 402 by receiving a new data
stream. In an embodiment, the new data stream may be generated by user 102. In another

embodiment, the new data may be incoming and destined to user 102. In embodiments, a
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forwarding device’s forwarding module 210 illustrated in FIG. 2 receives the new data
stream.

[0043] Each data stream may be one or more packets in time proximity with one another
having a common (1) protocol, (2) source/destination Internet Protocol (IP) addresses,
and (3) source/destination Transport Control Protocol (TCP) or User Datagram Protocol
(UDP) ports. When a certain amount of time passes after receipt of a packet having these
characteristics, a forwarding device determines that the flow has ended, and 1f the
forwarding device receives any additional packets with these characteristics, the
forwarding device regards the packets as belonging to a new data stream.

[0044] Once a new data stream 1s received and 1dentified, the forwarding device
determines whether the new data stream 1s critical to the user at step 404. In embodiments
the forwarding device’s policing module 216 1n FIG. 2 determines whether the data
stream 18 critical, using the user created policy stored in a policy table 214.

[0045] When the data stream 1s critical, method 400 at step 408 assigns a dedicated
channel from bundle channel 304 to the data stream. For example method 400 may assign
first dedicated channel 304a to a first critical data stream of user 102. In some
embodiments, regulator module 112 assign the dedicated channel to the data stream,
based on the configuring signal it recerves from policing module 210.

[0046] When the data stream 1s not critical, method 400 at step 406 may assign common
channel 302 to the data stream. In embodiments, regulating module 212 assigns the
common channel to the data stream.

[0047] FIG. 5 1s a tflowchart that illustrates a method 500 for determining whether a data
stream 18 critical and determining a channel for the data stream. Method 500 1s described
with respect to the example embodiments 1n FIGs. 1A-B, 2, and 3.

[0048] Referring to FIG. 5, method 500 begins by receiving the first packet of a new data
stream over common channel 302 from user 102 to forwarding device 104. In some
embodiments, forwarding module 210 1n the forwarding device 104 receives the first
packet.

[0049] Method 500, at step 504, forwards the first packet of the data stream to the
destination over common channel 302. In embodiments, forwarding module 210, after
recerving the first packet of a new data stream, will forward the first packet to the

destination over common channel 302 that belongs to user 102.
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At step 506 a copy of at least a portion of the data stream’s first packet 1s
forwarded to a policy device, such as policy device 106 in FIG. 2, and specifically
policing device 106’°s policing module 216. The portion of the packet may be a portion
that includes information about the packet, for example the header of the packet. In one
example the first X number of bits of the packet may be forwarded onto the policing
module.

At step 508, the policing module determines whether the first stream contains
critical data. In embodiments, the policing module uses the information 1n the copy of the
portion of the packet to 1dentify the data stream. The policing module uses the user policy
for the data stream stored 1n 1ts policy table, to determine whether the data stream 1s
critical according to the policy of the user.

To complete step 508, policing module may use the source or destination address
of the packet to 1dentify the corresponding policy that user 102 has created for the data
strcam. For example, 1f the user 1s created a policy where all data streams destined to an
address are critical, then 1f the header information of the first packet indicates that the
data stream 1s destined to the specified destination and the stream 1s 1dentified as critical.

When the data stream 1s determined to be critical at step 512, packets of the data
strecam are forwarded over a dedicated channel to the destination. To forward the packets,
policing module 216 may send a signal to regulating module 212 in forwarding device
104, instructing regulating module 212 to assign a dedicated channel to the stream 1n
accordance with the specified policy of user 102.

When the data stream 1s determined not contain critical information, at step 510,
subsequent packets of the data stream continue to be forwarded over common channel
302 to the destination. For example, 1f the user defines critical data streams based on
destination address, when policy module 216 determines that the destination address of
the first packet in the data stream does not have any of the destinations user 102 has
defined as critical, policy module 216 determines the data stream 18 not critical.
Subsequently, policy module 216 may send a signal to regulating module 212 of
forwarding device 104 to send the remaining packets of the data stream over common
channel 302 to the destination. Common channel 302 may be shared among the user’s

non-critical data.
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Allocating Capacity Among the Critical Data Streams

[0055] As discussed with reference to FIG. 5, when a data stream 1s determined to
contain critical data, a dedicated channel 1s assigned to 1t. When capacity 1s available in
the dedicated channel, subsequent packets of a critical data stream are transmitted over
the dedicated channel. Embodiments describe methods of transmitting packets of the
critical data stream when capacity 1s unavailable over the dedicated channel.

[0056] FIG. 6 1s a flowchart that 1llustrates a method 600 for assigning packets to
dedicated channels. Again, method 600 is described with respect to the example
embodiments 1n FIGs. 1A-B, 2, and 3.

[0057] Referring to FIG. 6, method 600 starts at step 602 to assign bundle channel 304
for transmitting all critical data streams of user 102. In embodiments, policing module
216 reviews the user’s policy to determine the capacity of the bundle channel to be
assigned to all critical data streams of user 102. Policing module 216 may send a signal
for configuring regulator module 212 to assign bundle channel 304 to all critical data
strecams of user 102.

[0058] Method 600 determines at step 604 whether a data stream of user 102 1s critical.
Embodiments described above with respect to FIG. 5 may be used in determining whether
the data stream 1s critical. When method 600 determines that the data stream 1s not
critical, method 600 ends 1n step 616.

[0059] When the policing module determines that the data stream is critical, 1t sends a
signal to the regulating module 1n the forwarding device, mstructing regulating module to
assign a dedicated channel within the bundle channel 304 to the data stream at step 606.

[0060] At step 608, the regulating module 212 determines whether there 1s capacity
available in the dedicated channel to a data stream for transmitting a subsequent packet of
the data stream. For example if first dedicated channel 304a 1s assigned to the data
stream, at step 608 the regulating module 212 determines whether there 1s free capacity
available on channel 304b for forwarding a subsequent packet. In embodiments, regulator
module 212 determines whether there 18 free capacity available for packets of a data
stream using a dedicated channel. When free capacity 1s available on the dedicated
channel, regulator module 212 sends the subsequent packet on the dedicated channel. In

embodiments, regulator module 212 regulates sending subsequent packets of a critical
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data stream on the dedicated channel assigned to the data stream, when there 1s available
capacity.

[0061] When regulator module 212 determines needed capacity 1s unavailable on a
dedicated channel for subsequent packets of the data stream, method 600 transmits the
packet on any free capacity in the bundle channel. For example, when there 18 no free
capacity on a dedicated channel assigned to a critical data stream, any subsequent packet
of the critical data stream will be transmitted using any available bandwidth, time slot, or
code word within the bundle channel. In embodiments, regulator module 212 determines
availability of free capacity for transmitting a packet on a dedicated channel and
transmitting the packet on the bundle channel when no free capacity 1s available on the
dedicated channel assigned to the data stream.

10062] At step 612, method 600 assigns the packet a lower priority than any other packet
of any other critical data stream using the dedicated channel of the other data stream. In
embodiments, regulator module 112 assigns the lower priority to the packet.

[0063] FIG. 7 1s a flowchart that 1llustrates a method 700 for assigning packets to
dedicated channels. Method 700 1s described with respect to the example embodiments in
FIGs. 1A-B, 2, and 3.

[0064] Referring to FIG. 7, method 700 starts at step 702 by receiving a packet of a
critical data stream. At step 704, method 700 determines whether there 18 free capacity
available for the packet to be transmitted on the channel dedicated to the data stream.

[0065] When capacity 1s available for the packet, method 700 at step 708 forwards the
packet on the dedicated channel. When no free capacity is available, method 700 at step
706 forwards the packet on common channel 302 assigned to the user 102. In the
embodiment shown 1n FIG. 2, regulating module 212 determines whether there 1s free
capacity available for the packet on the dedicated channel. Regulating module 212 may
instruct the forwarding module 210 to forward the packet on the dedicated channel when
there 1s bandwidth available on the dedicated channel. When no free capacity 1s available
on the dedicated channel for the packet, regulator module 212 may instruct the
forwarding module 210 to forward the packet on the common channel 304 of user 102. In
embodiment, all the traffic forwarded on common channel 304 share the capacity of the

common channel.
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[0066] FIG. 8 1s a flowchart that 1llustrates a method 800 for assigning packets to
dedicated channels. Method 800 1s described with respect to the example embodiments 1n
FIGs. 1A-B, 2, and 3.

[0067] Referring to FIG. 8, method 800 starts at step 802 by receiving a packet of a
critical data stream. At step 804, method 800 determines whether there 1s free capacity
available for the packet to be transmitted on the channel dedicated to the data stream.

[0068] When capacity 1s available for the packet, method 800 at step 806 forwards the
packet on the dedicated channel. When capacity 1s insufficient for the packet, method 800
at step 806 drops the packet. In embodiments, regulating module 212 determines whether
there 1s free capacity available for the packet on the dedicated channel. Regulating
module 212 may further instruct the forwarding module 210 to forward the packet on the
dedicated channel when there 1s bandwidth available on the dedicated channel. When no
free capacity 1s available on the dedicated channel for the packet, regulator module 112

may 1nstruct forwarding module 110 to drop the packet.

Terminating Dedicated Channel Assignment

[0069] FIG. 9 is a flowchart that 1llustrates a method 900 for terminating dedicated
channel assignments. Method 900 1s described with respect to the example embodiments
in F1Gs. 1A-B, 2, and 3.

[0070] Referring to FIG. 9, method 900 starts at step 902 by determining whether a data
stream 18 critical. Same approach as discussed above with respect to FIG. 4 can be used
for such determination. At step 904, method 900 determines whether a “finish” signal
indicating the end of the data stream 1s received. In embodiments, regulator module 212
determines whether a “finish” signal 1s recerved. At step 906 method 900 determines
whether there has been a new packet received n the data stream for a given time period.
In embodiments, regulator module 212 makes such determination.

[0071] When a “finish” signal has been received for the data stream or there has not been
a new packet received in the data stream for a given time period, at step 908, method 900
terminates the dedicated channel assignment to the data stream. In embodiments,

regulating module 212 instructs forwarding module 104 to such this termination.
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Another example embodiment

[0072] In an example embodiment a network content provider may generate critical
traffic for transmitting over the network to 1ts users. For example a video content provider
may generate video traffic for its viewers and consider 1ts traffic as critical. The content
provider, in this example, can create a policy that dedicated channels be assigned to all of
traffic streams 1t generates. In this way, the content provider 1s enabled provide a service,
for example video streaming service to its clients, such that its data traftfic will not share

the same channels as the rest of the trattic over the network.

Conclusion

[0073] The term “user,” as used herein, may encompass both a customer of the network
connectivity service, such as an employee of a business that utilizes the network
connectivity service, and a network administrator of the service provider 1tself. Users
may also be at different companies or organizations.

[0074] Policy table 214 may be any stored type of structured memory, including a
persistent memory. In examples, each database may be implemented as a relational
database or file system.

[0075] Each of the servers and modules 1n FIG. 2 may be implemented in hardware,
software, firmware, or any combination thereof.

[0076] Each of the servers and modules in FIG. 2 may be implemented on the same or
different computing devices. Such computing devices can include, but are not limited to,
a personal computer, a mobile device such as a mobile phone, workstation, embedded
system, game console, television, set-top box, or any other computing device. Further, a
computing device can include, but is not limited to, a device having a processor and
memory, including a non-transitory memory, for executing and storing instructions. The
memory may tangibly embody the data and program instructions. Software may include
on¢ or more applications and an operating system. Hardware can include, but 1s not
limited to, a processor, a memory, and a graphical user interface display. The computing
device may also have multiple processors and multiple shared or separate memory
components. For example, the computing device may be a part of or the entirety of a

clustered or distributed computing environment or server farm.
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[0077] Identifiers, such as “(a),” “(b),” “(1),” “(11),” etc., are sometimes used for different
clements or steps. These 1dentifiers are used for clarity and do not necessarily designate
an order for the elements or steps.

[0078] The present invention has been described above with the aid of functional building
blocks 1llustrating the implementation of specified functions and relationships thereof.
The boundaries of these functional building blocks have been arbitrarily defined herein
for the convenience of the description. Alternate boundaries can be defined so long as the
specified functions and relationships thereof are appropriately performed.

[0079] The foregoing description of the specific embodiments will so fully reveal the
general nature of the invention that others can, by applying knowledge within the skill of
the art, readily modify and/or adapt for various applications such specific embodiments,
without undue experimentation, without departing from the general concept of the present
invention. Therefore, such adaptations and modifications are intended to be within the
meaning and range of equivalents of the disclosed embodiments, based on the teaching
and guidance presented herein. It 1s to be understood that the phrascology or terminology
herein 1s for the purpose of description and not of limitation, such that the terminology or
phrascology of the present specification 1s to be mterpreted by the skilled artisan in light
of the teachings and guidance.

[0080] The breadth and scope of the present invention should not be limited by any of the
above-described exemplary embodiments, but should be defined only 1n accordance with

the following claims and their equivalents.
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WHAT IS CLAIMED IS:

A computer-implemented method for transmitting data from a source to a destination
through a plurality of interconnected forwarding devices, comprising:

(a) receiving, at a forwarding device, on a common channel from the source to
the forwarding device, a first packet 1n a first data stream, wherein the common channel
has a common capacity;

(b) forwarding on the common channel, the first packet from the forwarding
device to the destination;

(C) determining whether the first data stream 1s a critical data stream based on
information about the first packet in the first packet;

(d)  when the first stream 1s determined not to be critical in (¢), configuring the
forwarding device to forward a second packet of the first data stream on the common
channel from the forwarding device to the destination, wherein the common channel 1s
shared with another non-critical data stream; and

(¢) when the first data stream is determined to be critical in (¢), configuring
the forwarding device to forward a second packet of the first data stream on a first
channel from the forwarding device to the destination, wherein the first channel has a first

capacity, 1s dedicated to the first data stream and 1s different from the common channel.

The method of claim 1, further comprising:

(1) determining whether capacity 1s available on the first channel for
forwarding a third packet of the first data stream,;

(g)  when the first data stream 1s determined to be critical in (¢) and capacity 1s
determined to be available 1n (f), configuring the forwarding device to forward, on the
first channel, the third packet of the first stream from the forwarding device to the

destination.

The method of claim 2, further comprising:
(h)  when the first data stream 18 determined to be critical n (¢) and free

capacity determined to be unavailable 1n (f), configuring the forwarding device to forward
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on the common channel, the third packet of the first stream from the forwarding device to

the destination.

The method of claim 2 wherein configuring in (¢) further comprises:
when the first data stream 1s determined to be critical in (¢) and capacity 1s

determined to be unavailable 1n (f), configuring the forwarding device to drop the third

packet.

The method of claim 1, further comprising:
forwarding, to a policing device, a copy of a portion of the first packet, wherein
the portion 1ncludes the information about the first packet, and wherein determining (¢) 18

by a policing device, using a policy defined by a user generating the first data stream.

The method of claim 5, wherem the policy comprises using source or destination address

of the first packet.

The method of claim 5, further comprising:

() recerving, at the forwarding device on the common channel from the
source to the forwarding device, a first packet in a second data stream,;

(g) forwarding, on the common channel, the first packet from the forwarding
device to the destination;

(h) forwarding. to the policing device, a copy of a portion of the first packet,
wherein the portion includes information about the first packet;

(1) determining, by the policing device, based on the information in the
portion of the first packet, whether the second data stream 1s another critical data stream,;

() when the second data stream 1s determined to be critical in (1), configuring
the forwarding device to forward on a second channel, a second packet of the second data
stream from the forwarding device to the destination, wherein the second channel has a
second capacity and 1s dedicated to the second data stream and 1s different from the

common channel.

The method of claim 7, further comprising:
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assigning a bundle channel to all critical data streams belonging to the user,
wherein the bundle channel has a bundle capacity that, when the first data stream 1s
determined critical 1n (¢), the bundle capacity comprises the first capacity of the first
channel and, when the second data stream 1s determined critical in (1), the bundle capacity

comprises the second bandwidth of the second channel.

The method of claim &8, wherein configuring 1n (¢) further comprises:

when the first data stream 1s determined to be critical 1n (¢) and when no free
capacity 18 available 1n the first channel for transmitting a third packet of the first data
stream:

(k) configuring the forwarding device to transmit the third packet of the first
data stream on free capacity in the bundle channel; and

(1) when the second data stream i1s determined critical in (1) and the free
capacity in (k) overlaps with the second capacity, assigning a lower priority to the third

packet of the first data stream than a packet of the second data stream.

The method of claim 1, further comprising:
when the forwarding device receives a finish message indicating end of the first
stream, terminating the configuration of the forwarding device 1n (¢) to forward any other

packet of the first stream on the first channel.

The method of claim 1, further comprising:
when the forwarding device does not receive any packet belonging to the first
stream for a period of time, terminating the configuration of the forwarding device 1n (¢)

to forward any other packet of the first stream on the first channel.

The method of claim 1, further comprising determining a price quote for a user generating
the first data stream, based on the first capacity and an amount of time the first channel 18

used by the user.

A system for transmitting data from a source to a destination through a communication

network, comprising:
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a forwarding device comprising;:
a Processor;

a memory;

a forwarding module configured to receive on a common channel from the
source to the forwarding device, a first packet 1n a first data stream, and to forward on the
common channel, the first packet from the forwarding device to the destination, wherein
the common channel has a common capacity; and

a policing device comprising a policing module configured to:

determine whether the first data stream 1s a critical data stream based on
information about the first packet in the first packet;

when the first data stream 1s determined not to be critical, configure a
regulating module of the forwarding device to forward a second packet of the first data
strcam on the common channel from the forwarding device to the destination, wherein the
common channel 18 be shared with another non-critical data stream:;

when the first data stream 1s determined to be critical, configure the
regulating module of the forwarding device to forward a second packet of the first data
stream on a first channel from the forwarding device to the destination, wherein the first

channel has a first capacity and 1s dedicated to the first data stream and 1s different from

the common channel.

14. The system of claim 13, wherein

the forwarding module further configured to:

determine whether capacity 1s available on the first channel for forwarding

a third packet of the first data stream;
the policing device 1s further configured to:
when the first data stream 1s determined to be critical and capacity 1s

determined to be available by the forwarding module , configure the regulating module of

the forwarding device to forward on the first channel, the third packet of the first stream

from the forwarding device to the destination.

15.  The system of claim 14, wherein the policing device 1s further configured to:
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when the first data stream 1s determined to be critical and capacity 1s determined
to be unavailable, configure the regulator module of the forwarding device to forward on
the common channel, the third packet of the first stream from the forwarding device to the

destination.

The system of claim 13, wherein the policing device 1s further configured to:

when the first data stream 1s determined to be critical and capacity 1s determined
to be unavailable on the first channel for transmitting a third packet of the first stream,
configure the regulating module on the forwarding device to drop the third packet of the

first stream.

The system of claim 13, wherein the policing device further comprises a policy table for
storing a first policy defined by a user generating the first data stream for determining
whether the first data stream 1s critical, and the policing module further configured to:
receive a copy of a portion of the first packet, wherein the portion mcludes
information about the first packet; and
configure the regulating module of the forwarding device to forward the second

packet of the first stream using the policy 1n the first policy table.

The system of claim 17, wherein,
the forwarding module further configured to:

receive on the common channel from the source to the forwarding device,
a first packet 1n a second data stream generated by the user;

forward on the common channel, the first packet from the forwarding
device to the destination;

forward to the policing module a copy of a portion of the first packet,
wherein the portion includes information about the first packet;

the policy table further stores a second policy defined by the user for how
to forward the second data stream; and

the policing module further configured to:

determine, based on the information 1n the portion of the first packet and the

second policy, whether the second data stream 1s another critical data stream;
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when the second data stream 1s determined to be critical, configuring the
regulating module of the forwarding device to forward on a second channel, a second
packet of the second data stream from the forwarding device to the destination, wherein
the second channel has a second capacity and 1s dedicated to the second data stream and

1s different from the common channel.

The system of claim 18, wherein the regulating module 1s further configured to:
assigning a bundle channel to all critical data streams belonging to the user,
wherein the bundle channel has a bundle capacity that, when the first data stream 1s
determined critical, the bundle capacity comprises the first capacity of the first channel
and, when the second data stream 1s determined critical, the bundle capacity comprises

the second capacity of the second channel.

The system of claim 19, wherein,

the policing module further configured to, when the first data stream 1s determined
to be critical and 1f no free capacity 1s available 1n the first channel for transmitting a third
packet of the first data stream, configure the forwarding device to transmit the third
packet of the first data stream on free capacity in the bundle channel; and

the regulating module further configured to, when the second data stream 1s
determined critical and the free capacity in the bundle channel overlaps with the second
capacity, assign a lower priority to the third packet of the first data stream than a packet

of the second data stream.

A program storage device tangibly embodying a program of instructions executable by at
least one machine to perform a method for transmitting data from a source to a
destination through a plurality of interconnected forwarding devices, the network
including a plurality of interconnected switching devices, the method comprising:

(a) recerving, at a forwarding device, on a common channel from the source to
the forwarding device, a first packet 1n a first data stream, wherein the common channel
has a common bandwidth;

(b) forwarding on the common channel, the first packet from the forwarding

device to the destination;
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(C) forwarding to a policing device, a copy of a portion of the first packet,
wherein the portion includes the information about the first packet;

(d) determining whether the first data stream 1s a critical data stream based on
the information about the first packet 1n the first packet and a policy defined by a user
generating the first data stream;

(¢) when the first stream 1s determined not to be critical 1n (d), configuring the
forwarding device to forward a second packet of the first data stream on the common
channel from the forwarding device to the destination, wherein the common channel 1s
shared with another non-critical data stream; and

(1) when the first data stream is determined to be critical in (¢), configuring
the forwarding device to forward a second packet of the first data stream on a first
channel from the forwarding device to the destination, wherein the first channel has a first

bandwidth 1s dedicated to the first data stream and 1s different from the common channel.

A computer-implemented method for transmitting data from a source to a destination
through a plurality of interconnected forwarding devices, comprising:

(a) receiving, at a forwarding device, on a common channel from the source to
the forwarding device, a first packet in a first data stream, wherein the common channel
has a common capacity;

(b) forwarding on the common channel, the first packet from the forwarding
device to the destination;

(C) determining whether the first data stream 1s a data stream has a particular
type based on information about the first packet in the first packet;

(d)  when the first stream 1s determined not to have the particular type 1n (¢),
configuring the forwarding device to forward a second packet of the first data stream on
the common channel from the forwarding device to the destination, wherein the common
channel 1s shared with another data stream having not having the particular type; and

(¢) when the first data stream 1s determined to have the particular type in (¢),
configuring the forwarding device to forward a second packet of the first data stream on a
first channel from the forwarding device to the destination, wherein the first channel has a
first capacity, 1s dedicated to the first data stream and 1s different from the common

channel.
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