2008/067335 A3 I} N0 00 10 0000 0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
5 June 2008 (05.06.2008)

‘ﬂ[l A0 O 0

(10) International Publication Number

WO 2008/067335 A3

(51) International Patent Classification:
GOG6F 11/00 (2006.01)

(21) International Application Number:
PCT/US2007/085677

(22) International Filing Date:
27 November 2007 (27.11.2007)

English
English

(25) Filing Language:
(26) Publication Language:

(30) Priority Data:
60/867,297 27 November 2006 (27.11.2006) US

(71) Applicant (for all designated States except US): SMO-
BILE SYSTEMS, INC. [US/US]J; 2020 Leonard Avenue,
Columbus, OH 43220 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): HU, Guoning
[CN/US]; 39535 Gallaudep Drive, Apt. 394, Fremont, CA
94538 (US). VENUGOPAL, Deepak [IN/US]; 222 Santa
Fe Blvd., 2092, Irving, TX 75063 (US). BHARDHWAY],
Shantanu [IN/US]; 3954 Easton Square Place, Columbus,
OH 43219 (US).

(74) Agent: GORDON, Douglas, J.; Thompson Hine Llp, P.o.
Box 8801, Dayton, OH 45401-8801 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA, CH,
CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG,
ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, 1L,
IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK,
LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW,
MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL,
PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV, SY,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
M, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL, PL,
PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments

[Continued on next page]

(54) Title: WIRELESS INTRUSION PREVENTION SYSTEM AND METHOD

102

MOBILE

NETWORK 104
128
MTSO /MSC GATEWAY
AGENT
Y=t R e
[moniTor | NETWORK
108 —1 10§ — || MONITOR ANALYZER [— 130
124 ~ AGENT |
MONITOR [
MOBILE | ~ 110 ™~— 108
DEVICE
AGENT | 106 |
moniTor | 18
MOBILE MOBILE 120 NETWORK 132
WEB
DEVICE N DEVICE MANAGEMENT /_
SYSTEM
e ]
196 { MONITOR MONITOR | 106
108 —] =110 10— ™~ 108 SECURITY | |~ 13
12 BLopTooT! WL i CENTER
N—14a [14b
116 BLUETOOTH 18 WIFL
DEVICE DEVICE
FIG. 1

(57) Abstract: A wireless intrusion prevention system and method to prevent, detect, and stop malware attacks is presented. The
wireless intrusion prevention system monitors network communications for events characteristic of a malware attack, correlates a
plurality of events to detect a malware attack, and performs mitigating actions to stop the malware attack.
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