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SYSTEMS, METHODS, AND MEDIA FOR ENFORCING A SECURITY POLICY

IN A NETWORK INCLUDING A PLURALITY OF COMPONENTS

Statement Regarding Federally Sponsored Research or Development

[0001] This invention was made with government support under Grant Nos. CNS-06-27473 and

CNS-04-26623 awarded by National Science Foundation. The government has certain rights in

this invention.

Cross-Reference to Related Application

[0002] This application claims the benefit under of United States Provisional Patent Application

No. 60/933,761 , filed June 8, 2007, which is hereby incorporated by reference herein in its

entirety.

Technical Field

[0003] The disclosed subject matter relates to systems, methods, and media for enforcing a

security policy in network including a plurality of components.

Background

[0004] Computer viruses, worms, trojans, hackers, malicious executables, probes, etc. can be a

menace to users of digital processing devices connected to public computer networks (such as

the Internet) and/or private networks (such as corporate computer networks). In response to

these threats, various networks employ protective measures, such as, antivirus software, logging,

firewalls, honeypots, roll-back/recovery, and/or intrusion detection systems, etc. However, these

protective measures are not always adequate.

[0005] Security policies (e.g., policies developed by a system administrator for responding to

attacks) can provide guidance for various protective measures. However, typical mechanically-

enforced security policies can be limited to traditional admission-based access control and policy

enforcement can be limited to allow/deny semantics that can be insufficient in providing the



desired protection. This can, for example, be because the focus of the protection is on protecting

a specific component in response to a specific attack on that component without also enacting

network wide protection. For example, locking the username/password of a user who has

repeatedly provided the wrong password does not, for example, prevent that user from

attempting to access portions of a system not secured by that username/password. Access-

control mechanisms that operate independently on each service can lead to inconsistent or

incorrect application of an intended system-wide policy.

Summary

[0006] Some embodiments provide systems, methods, and media for enforcing a security policy

in a network including a plurality of components. In some embodiments, a method for enforcing

a security policy in a network including a plurality of components is provided. The method

including: receiving a plurality of events describing component behavior detected by a plurality

of sensors, each sensor monitoring a different component of the plurality of components;

attributing a first event of the plurality of events to a first principal; attributing a second event of

the plurality of events to a second principal; determining whether the first and second events are

correlated; storing a data structure that attributes each of the first and second events to the first

principal, if it is determined that the first and second events are correlated; comparing the second

event to the security policy; and modifying network behavior to enforce the security policy

against the first principal based on the comparison of the second event to the security policy and

the attribution of the second event to the first principal.

[0007] In some embodiments, computer-readable medium storing computer-executable

instructions that, when executed by a processor, cause the processor to perform a method for

enforcing a security policy in a network including a plurality of components is provided. The

method including: receiving a plurality of events describing component behavior detected by a

plurality of sensors, each sensor monitoring a different component of the plurality of

components; attributing a first event of the plurality of events to a first principal; attributing a

second event of the plurality of events to a second principal; determining whether the first and

second events are correlated; storing a data structure that attributes each of the first and second

events to the first principal, if it is determined that the first and second events are correlated;



comparing the second event to the security policy; and modifying network behavior to enforce

the security policy against the first principal based on the comparison of the second event to the

security policy and the attribution of the second event to the first principal.

Brief Description of the Drawings

[0008] FIG. 1 is a simplified illustration of a system for enforcing a security policy in a network

including a plurality of components in accordance with some embodiments of the disclosed

subject matter.

[0009] FIG. 2 is another simplified illustration of a system for enforcing a security policy in a

network including a plurality of components in accordance with some embodiments of the

disclosed subject matter

[0010] FIG. 3 is a simplified illustration of a method for enforcing a security policy in a network

including a plurality of components in accordance with some embodiments of the disclosed

subject matter that can be performed on the systems of FIG. 1 or FIG. 2 .

[0011] FIGS. 4A-F are simplified illustrations of a session as behavior is observed and events

are posted and stored in accordance with some embodiments of the disclosed subject matter.

[0012] FIG. 4G is a simplified illustration of the session of FIGS. 4A-F illustrating penalty score

events and a score of a principal reduced in response to the events in accordance with some

embodiments of the disclosed subject matter.

[0013] FIG. 5 is a simplified illustration of method for comparing a shape of a graph to the

shapes of known benign and known malicious graph shapes in accordance with some

embodiments of the disclosed subject matter.

[0014] FIG. 6 is a log file generated by firewall sensors in accordance with some embodiments

of the disclosed subject matter.

[0015] FIG. 7 is a log file generated by web server sensors in accordance with some

embodiments of the disclosed subject matter.



[0016] FIG. 8 is a simplified illustration of a system that can be used to implement the system of

FIG. 1 in accordance with some embodiments of the disclosed subject matter.

[0017] FIG. 9 is a more detailed illustration of a client and the server of FIG. 2 that can be used

in accordance with some embodiments of the disclosed subject matter.

Detailed Description

[0018] Some embodiments provide systems, methods, and media for enforcing a security policy

in a network including a plurality of components. Some embodiments can observe and detect

malicious behavior on a network, determine what entity is responsible for the behavior,

determine what enforcement action is indicated in policy information, and initiate the indicated

enforcement action. Some embodiments can provide sensors that observe behavior on a

network, including software and interfaces, and generate events in response to the behavior.

Some embodiments can determine and store various relationships between entities and the

behavior described in events, such as, for example, which program and/or interface was

responsible for behavior that caused an event to be posted. Events can be evaluated based on

policy information and the behavior of software and/or interfaces can be controlled based on the

evaluation. Some embodiments can provide network-wide protection in response to an attack on

one component of a network.

[0019] FIG. 1 illustrates a system, in accordance with some embodiments, including a network

105 in communication through connection 106 with a network 115 that includes a firewall 110, a

web server 111, and a database 112 in communication through interfaces 107 and 108. FIG. 1

also illustrates sensors 120 that monitor behavior taking place on interfaces 106, 107, and 108, as

well as in firewall 110, web server 111, and database 112. Sensors 120 can post events 125 in

the policy subsystem 130 that describe the monitored behavior. Events can be evaluated based

on a policy by the policy subsystem 130. The policy can be, for example, predetermined,

dynamic, and/or controlled by a system administrator. Depending on the evaluation, actuators

140 can be notified that an entity or entities responsible for the monitored behavior should have

the security policy enforced against them. Enforcement can include, for example, modifying the

behavior of, for example, interfaces 106, 107, and 108, firewall 110, web server 111, and

database 112. Enforcement can be positive and negative, for example, in some embodiments



enforcement can include rewarding a principal for benign behavior as well as punishing it for

malicious behavior.

[0020] For example, a sensor 120 can observe and post events 125 describing repeated attempts

to access private information on database 112 by a user connected to system 115 through

interface 106. Based on policy 130, actuators 140 can be instructed, for example, to lock

database access for the user, drop the connection of the user at 106, have firewall 110 deny all

further communications from the user, and kill the user's processes on web server 111.

[0021] Referring to FIG. 2, sensors 120 can monitor various systems components, such as,

software (e.g., web browsers, web servers, print drivers, network drivers, word processors,

operating systems, etc.) and/or interfaces (e.g., network links, input/output devices, etc.) and can

generate events 125 describing observed behavior (e.g., actions or lack thereof). In some

embodiments, a detection system, such as, for example, an intrusion detection system (IDS) can

be used as a sensor 120. Sensors 120 can be implemented in software and can be configured for

a particular component to be monitored. For example, a sensor 120 that is monitoring a web

server 111 can be configured to parse web requests and server logs.

[0022] Events 125 can be any action generated by a sensor in response to the sensor observing

behavior in the network. In some embodiments, events 125 can be data structures passed

between and/or accessible by, for example, sensors 120, a policy engine 250, and actuators 140.

Events can be posted in response to behavior that is relevant to a policy decision stored in policy

130. Examples of actions for which events 125 can be posted include, for example,

authenticating a user, initiating a network connection, and requesting a file. Events 125 can be

positive or negative, for example, an event can be posted in response to a firewall accepting a

connection, a firewall rejecting a connection, and/or a long period passing without activity being

observed. In some embodiments, sensors 120 can be implemented using a scripting language,

such as, for example, Python, and events 125 can be defined to include certain standard fields

which can be expanded on by various sensors if needed. For example, a sensor that monitors an

Apache web server can be defined as

e = DataEvent({'src': src,
•dsf: dst,



•app': "httpd",
'method': m.group('metho d') .Iower() ,
'path': m.group('page'),
•link_fϊeld': self.confflink']

})

In this example, "src" (source) defines an address of a host where the request originated; "dst"

(destination) defines an address of the host where the request was processed; "app" (application)

defines the type of application receiving the request (e.g., Apache); "method" signifies the type

of request (e.g., GET, PUT, etc); "path" signifies the specific file targeted by the request (e.g.,

index.html), and "link field" signifies a list of the event identification numbers to which this

event is known to be causally linked.

[0023] Policy can be stored in and implemented by the policy subsystem 130 using various

systems and methods. For example, policy can include a list of objectives, rules for behavior,

requirements, and responses whose goals include improving the security of a network 115. One

example entry in a policy is "all incoming requests must connect on port 80 and can only request

file named index.html." A policy distributed across various network components can be referred

to as a global policy.

[0024] Actuators 140 can enforce a security policy against principals by, for example, modifying

application behavior after being triggered by the policy subsystem 130 in response to policy

rules. Actuators 140 can be implemented in hardware and/or software and can be specifically

configured for a particular component to be controlled. For example, an actuator can close a port

on firewall 110, turn on a logging database 112, redirect requests to a web page on web server

111, kill a process, lock a user's username, deny file access, activate an IDS, divert to a

honeypot, alert a systems administrator, etc.

[0025] In some embodiments, events generated as a result of an actuator can be disabled,

actuators can be allowed to affect only a single session, and/or sensors can ignore actuator

instigated actions. For example, if an actuator turns off port 80 in response to an attack, a sensor

that monitors port 80 can ignore that the port was turned off. This can inhibit, for example, the

actions of an actuator from causing a cascade of events and responses that can be undesirable in

some embodiments. In some embodiments, actuators 140 can post events indicating what action



they are about to take. Sensors 120 can observe these events and ignore the action taken by the

actuators instead of posting events in response to observing the actions.

[0026] Behavior on system 100 can be the result of actions taken by various entities (e.g., a user,

a client, a server, a process, etc.). A principal is an identifier of such an entity. Various types of

principals can be used in various embodiments depending on, for example, the type entity being

identified. A principal can include, for example, addresses (e.g., a MAC address, a TCP/IP

address, etc.), keys and/or tokens (e.g., a SecurID token, USB token, Bluetooth token, etc.)

and/or a physical identifier (e.g., a fingerprint or retina scan), etc. At a network level a principal

can be, for example, an IP address and at an application level, a principal can be a username /

password pair or a public / private key pair

[0027] Network 215 can be monitored by sensors 120 which post events 125. Events 125 can be

stored using various systems and methods. For example, events can be stored in a database

including, an event database 220 for storing events and a session database 225 for linking events

into sessions (and to principals). A session can be defined as behavior relating to a principal

taking place from the time the principal connects to a network (e.g., logs on, begins requesting

files, etc.) until the time the principal leaves the network (e.g., logs off, completes all pending

requests, etc.). The event database can be searched to return results to queries such as, "list all

events with a destination port of 22." Session database 225 can return results to queries such as,

"return a graph of all events resulting from principal 10.1 .2.3." Policy engine 250 can examine

event database 220 and session database 225 and make decisions based on the security policy

whether to alert actuators 140. Policy engine 250 can be, for example, centralized and

distributed across various components. Policy engine 250 can include and/or interact with

existing policy mechanisms, such as, for example, .htaccess files, MySQL grant tables, access

control lists (ACLs), role-based access control (RBAC) etc. Policy engine 250 can, for example,

override existing policy mechanisms, defer to existing policy mechanisms, or compromise

between various policies by, for example, allowing the existing policy mechanism to be followed

and making corrections or changes when required by a global policy.

[0028] FIG. 3 illustrates a method for enforcing a security policy in network 215 including

information gathering, at 301, and enforcement, at 302. Events 125 can be generated, at 310, by,



for example, sensors 120. At 320, events 125 can be stored in event database 220. At 330,

various relationships between events and/or principals can be determined and stored in session

database 225. For example, an event can be attributed to a principal that directly caused the

behavior the event described; events can be correlated with each other based on, for example,

sharing common information (e.g., sequence ID numbers, process ID numbers, etc.); events can

be attributed to principals that indirectly caused the behavior the event describes, etc.

Correlation can also be based on, for example, ports (e.g., TCP, UDP, etc.), addresses (e.g.,

source or destination MAC addresses, etc.), timing relationships, function-call graphs, and/or

taint graphs, etc. In some cases, it can be determined, for example, that a single principal is

responsible for different behavior monitored by different sensors of different components. For

example, a firewall entry with an IP address principal and a database read with a username

principal can be correlated to each be the result of behavior from the IP address principal.

[0029] Events 125 can be compared, at 340, to a security policy by policy engine 250. Based on

this comparison, as well as on the correlations stored in session database 225, it can be

determined, at 350, whether there has been a violation of the security policy. Each of

information gathering, at 301, and enforcement, at 302 can run, for example, continually,

periodically, and/or at the discretion of a systems administrator. In some embodiments, storing

events, at 320, and determining and storing relationships, at 330, can be combined and/or

performed in various orders. In some embodiments, relationships can be determined based on

information stored in, for example, event database 220 and session database 225.

[0030] Some embodiments can maintain a score for principals 210. A score can be modified

based on, for example, events linked to the principal through its sessions. For example, in some

embodiments each principal can be retained in event database 220 along with a score. Each

principal can start with a score of, for example, 100, which can also be the maximum score.

When events 125 with non-zero penalty values are correlated, at 320, with a principal, the score

of the principal can be reduced by the non-zero penalty value and the updated score can be

stored, at 330, in event database 220.

[0031] Penalty values can depend on various factors. For example, for a first application, a

failed password may be relatively unimportant and thus result in a small penalty (e.g. an



incorrect password at a web mail login). However, for another application it may be considered

a significant indication of misbehavior and thus result in a large penalty (e.g., an "su root" on a

machine hosting a web server). Penalty values can be communicated using various methods, for

example, sensors can attach penalty values to events before posting them or a policy engine 250

can determine penalty values after receiving an event. In embodiments where scores are

associated with sessions, for example, a session can be treated as having the score of the lowest

scoring principal linked to it.

[0032] In some embodiments, a forgiveness server can be provided to allow for rehabilitation of

a principal's score. When a principal is blocked by an actuator from taking some action, the

entity associated with the principal can be instructed (or redirected) to visit the forgiveness

server. The forgiveness server can be a web server that examines the score of the principal and,

based on its value, provides rehabilitation instructions that the entity associated with the principal

can perform to bring the principal's score back to 100 (or at least to increase it by a specified

amount). For example, to be forgiven a score of 95, the entity associated with the principal can

reply to an automated e-mail; to be forgiven a score of 75, the entity can submit his or her social

security number; to be forgiven a score of 50, the entity can fill out a form explaining his or her

behavior and submit his or her credit card number; and to be forgiven a score of 10, the entity

can speak with a system administrator on the phone. Various actions can be required of various

principals to receive forgiveness and be rehabilitated and these actions can depend on, for

example, configurations, principal type, application type, etc. A forgiveness server can be

implemented in software and can be part of or in communication with the policy engine 250.

[0033] Actuators can be configured to react based on various ranges of scores being associated

with principals 210. For example, when a session enters a new range, the actuator can trigger, at

350, policy enforcement, at 360. Consider, for example, an actuator configured to increase a log

level for sessions with scores between 0 and 95. If a session with a score of 100 fails a password

authentication and this causes the generation of an event with a penalty value of 10, the session

score drops to 90 and an actuator can be triggered to increase log levels.

[0034] In some embodiments, a session can be represented as a graph, G = (V, E), where the

vertices V are events 125 and the edges E are causality links between the events. Sensors 120



can be used to build a graph by posting events 125 describing links that indicate causal links

between other events 125. For example, a TCP connection can arrive at a firewall from some

IP:port (a firewall sensor can generate an incoming connection event) and can leave through

IP:otherport (the firewall sensor can generate a departing connection event), and the firewall

sensor can also generate an event indicating that the previous two events are causally linked.

These three events can be processed by the session database to build a graph, the first two events

are the initial two vertices and the third event represents the link between them.

[0035] Links can be across a single layer (e.g., as in the above firewall example) and across

levels of a network/application stack. A linkage of the latter type can be, for example, a TCP

connection arriving at a web server that is causally linked with application-layer behavior of

responding to a request on that TCP connection. Two principals that are linked (e.g., a first

principal being an IP address and second principal being a username/password entered from

connection from this IP address) can be treated as one principal for purposes of enforcing policy.

For example, if the username/password principal is determined to be attacking a web server, the

connection from the IP address can be blocked at a firewall. When a portion of a session (e.g., a

TCP connection) disconnects or otherwise terminates, a sensor can generate an unlink event. In

response, a session graph can be modified, by, for example, deleting nodes and links to remove

the terminated connection.

[0036] In some embodiments, behavior at interfaces on the perimeter of a network can create

session ID's. For example, a sensor on interface 106 can create a new session ID when it

observes communication from an unknown principal. The session ID can be included in events

describing behavior associated with that principal. In some embodiments, sequence IDs can be

used to link various events. For example, a firewall, such as firewall 110, typically includes a

sequence number in internal and departing communications. When a sensor on the outgoing

interface 107 of firewall 110 observes a communication to web server 111 for which it knows the

session ID is "X," the firewall sensor can alert a sensor on the incoming interface 107 of web

server 111 that an incoming communication with that sequence number is part of session "X."

[0037] In some embodiments, events can be cached and posted in bunches after being processed.

For example, an event cache can be positioned between sensors 120 and databases 220/225. The



cache can store events and sequence ID's can be added to them while in the cache. The events

can be posted to the databases for example, periodic basis, after the cache holds a certain number

of events, and/or after each event has a session ID. For example, an event describing a firewall

entry can be held in the cache until an event describing a corresponding firewall exit is also

posted.

[0038] FIGS. 4A-4F illustrate a graph of a session as it expands in response to observed

behavior. Nodes represent principals and observed events. Links represent connections between

nodes. FIG. 4A illustrates a principal 400 that has, for example, requested a connection to

system 115 through interface 106. A sensor 120 posts a firewall entry event 410 when principal

400 reaches firewall 111. In FIG. 4B, a sensor 120 posts a link event 420 linking principal 400

and event 410. FIG. 4C illustrates a firewall exit event 4 11 and a linking event 421 posted by

sensor due to principal 400 passing through firewall 111. In FIG. 4D, principal 400 requests a

webpage from web server 111 and an HTTP read event 412 and a linking event 422 are posted.

In response to the webpage request, fileserver 112 is accessed and, as illustrated in FIG. 4E, a

file system authentication event 413, a file system read event 414, and a linking events 423 and

424 are posted. Later, principal 400 performs an action requiring database authentication and, as

illustrated in FIG. 4F, a database authentication event 415 is posted as well as linking event 425.

In this case, authenticating at the database requires a username/password combination, a user

from principal 400 enters m b/**** and a new principal, principal 450 is created. Linking event

426 linking links principal 450 and event 415. A database read event 416 is posted as well as

linking event 427. Nodes and links can be stored in various forms. For example, in some

embodiments a node can be a data structure stored in a memory and a link can be a reference in

the data structure of one node that identifies a data structure of another node.

[0039] Some embodiments can output a graph (e.g., such as the graphs of FIG. 4A-H) to, for

example, a monitor. Graphs can be displayed as they are being built in response to the real-time

actions occurring a network. This can enable, for example, a system administrator to watch a

session begin, grow, shrink, and terminate. A system administrator can also interact with the

network through the displayed graph. For example, system administrator can observe a graph

shape he considers malicious and can alter the underlying behavior causing the creation of the

graph, by, for example, right clicking on an edge and instructing software to kill a related



process. In another example, referring to FIG. 4F, edge 410 can be clicked on and an option

such as "terminate 10.1.2.3 ." can be selected that causes firewall 110 to block principal 400 and

kill all processes launched by principals 400, which can be executing on various devices.

[0040] Some embodiments can treat multiple principals as one principal. For example, in FIG.

4G, principal 400 starts with a score of 100, but ends up with a score of 90 due to two file

system authentication failure events (417 and 418) posted as a result of attempted accesses on

files for which access permission was not allowed. In this example, principal 450 and principal

400 are linked (because there is a path between them) and thus, some embodiments treat them as

if an action by either of them affects both (e.g., because the same user is behind both of them).

Some embodiments deal with this by having, for example, the score of a later principal (e.g.,

principal 450) refer to the score of the earlier principal (e.g., principal 400), as illustrated at 451 .

In other embodiments, each principal is given a score, but penalties are assessed on each of the

scores (e.g., each score can be lowered to 90). In other embodiments, the principals can be

treated separately, but activities in a session connected to those principals can be treated as

having the lowest score of the principals.

[0041] In some embodiments, a principal can be shared by multiple users. For example,

consider a web server that multiplexes requests over a single connection to a database where all

incoming requests to the database share the same key, and hence, in this example, the same

principal. This creates the possibility for an adversary to mount a denial-of-service attack by

misbehaving and driving down the score of that key. To avoid this, in some embodiments, a

shared principal can be registered with policy engine 250 so that it can reduce the weight of the

score of the shared principal (or ignore it all together) when calculating the behavioral score for a

session. For example, the key of the aforementioned web server can be registered with the

policy server as a shared principal. By registering that key with the policy engine, it can be

factored in accordingly (e.g., in determining penalties and/or in determining which principals to

hold responsible for behavior). In some embodiments, users using a shared principal can be

distinguished by, for example detecting similar or repeated behavior, for example, through

queries on the event database 220.



[0042] A related situation is the case where multiple principals are controlled by a single hidden

individual, such as the case of a botnet. In this case, IDS sensors that can detect, for example,

distributed denials-of-service (DDoS) attacks and multi-source port scans, can be used to

generate a meta-principal with linkages to the principals performing the attack. Each

transgression taken by the individual principals can also be deducted from the score of the meta-

principal and the group as a whole can be punished. For example, referring to FIG. 4F, if many

principals 400 (each with a different IP address) all performed actions in the same or similar

pattern causing events like 410, 4 11, 412, 413, and 414 to posted at the same or similar time, an

IDS can detect this and the various principals 400 can be, for example, treated as sharing a score.

In some embodiments, links can be created between the various principals 400 and stored in

database 225.

[0043] In some embodiments, the graphs of sessions can be examined to determine whether they

indicate malicious behavior. For example, the shape of a graph can be examined. The term

"shape" can include not only the arrangement of the vertices and edges, but also attributes

associated with the vertices and edges. The shape of a session can be compared to known

shapes, stored as, for example, a white list, a black list, and a grey list. The white list can include

a number of known benign sessions and if the graph of an observed session matches a shape in

the white list, it can be considered benign. Conversely, the black list can include a number of

known malicious sessions and if the graph of an observed session matches a shape in the black

list, it can be considered malicious. A graph that may appear on a white list can be one that came

from, for example, an external principal, connected to a web server on port 80 (where port 80 is

an attribute of a "connected to the firewall" event) and which then made a query on a database

machine, where attributes of that query included that the query is a SELECT-type SQL request,

and that the query arrived at the database on port 3389. A graph for that same network that may

appear on a blacklist is one that came from an external principal connected to an event with an

attribute indicating that it is a JOIN-type SQL request. However, there is no event generated by

the web server, which indicates that this session did not pass through the web server (and, in this

example, will thus be considered malicious).

[0044] For example, FIG 5 illustrates a method of comparing, at 510, a graph shape to a security

policy. If the shape does not match, at 520, a shape in white lists 515, the graph can be



considered anomalous and the session and/or principals connected to the graph can be punished,

at 530. If the shape matches a shape the white lists 515, at 520, the shape can be compared, at

540, to black list 516. If the shape matches the shape of a graph in black lists 516, the graph can

be considered anomalous and the session and/or principals connected to the graph can be

punished, at 530. If the shape of the graph does not match a shape of a graph in black lists 516,

the graph can be considered benign, at 550. In some embodiments, if a graph shape changes

from, for example, malicious to benign (e.g., from appearing on the black list to appearing on the

white list), the session associated with the graph can be rewarded. In some embodiments, a

graph shape matching white list 515, at 520, can be considered benign, at 550, without checking,

at 540, black list 516.

[0045] In some embodiments, if the graph of an observed session does not match a shape in

either the white list or the black list, the session can be referred to as grey. Grey sessions can be

handled using various systems and methods. For example, some embodiments can treat a grey

sessions as either benign (which may have a tendency to allow malicious sessions to pass) or to

treat them as malicious (which may have a tendency to reject benign sessions). Some

embodiments handle grey sessions using high scrutiny, for example, by allowing them to interact

with a honeypot system instead of the real system using, for example, systems and methods of

U.S. Patent Application No. 11/870,043, filed October 10, 2008, which is hereby incorporated by

reference herein in its entirety.

[0046] Some embodiments can use scoring, as described above, but only for grey sessions. For

example, if a session matches the white list, it is considered benign; if a session is on the black

list, it is considered malicious; and if a session is not on either list, it is analyzed using scoring as

described above. In such embodiments, scoring can be performed as the session is running, but

the score can be ignored unless the session is considered grey. Some embodiments can calculate

a distance between shapes that do not match exactly, using, for example, statically methods

and/or an IDS. For example, an observed shape that is within a certain distance of a shape in the

white list can be considered benign.

[0047] FIG. 6 illustrates an example log file 600 of event activity including (6010-6160) events

posted by sensors 120 at firewall 110 in response to those sensors observing behavior at firewall



110 in accordance with some embodiments. The first number, on lines with numbers, is a unique

identifier for the event (e.g., the number at 6061 identifies event 6060). The details of each event

follow its ID (e.g., "principal: [100] [] 128.59.23.218" are the details of event 6060). Log 600

illustrates communication passing through a firewall. At 6010, a new sensor for detecting links

between events comes online. At 6020, an informational message is generated indicating a

sensor for observing one of the firewall's network interfaces has come online. At 6030, an

informational message is generated indicating a sensor for observing another of the firewall's

network interfaces has come online. At 6040, an informational message is generated indicating a

sensor for observing the firewall application (in this example, the OpenBSD pf firewall) has

come online. At 6050, an informational message is generated indicating that all sensors are now

online. At 6060, a request from IP 128.59.23.218 has arrived at firewall 110 and, in response, an

outside interface sensor generates an event indicating a new principal has appeared. This event

has ID 43227004, and the [100] indicates that this event will not deduct from the score of the

principal. At 6070, the outside interface sensor observes a new IP address in the destination of

the request. In this example, the IP address of firewall 110 itself is 128.59.21.161, so it generates

a corresponding event dcl903c8. At 6080, another principal is discovered, this time a TCP/IP

principal including the source IP and TCP port 128.59.23.218:41229, which is linked to the

principal 128.59.23.218. At 6090, another TCP/IP principal is discovered including the

destination IP and TCP port 128.59.21.161:80. At 6100, an informational message is generated

indicating that a linkage engine has made all linkages from the current set of events available to

it. Message 6100 further indicates that the linkage engine is pausing its operation until more

events arrive.

[0048] The log file can also include information describing the direction of communications.

For example, at 6 110, the outside interface sensor 'if generates event b l θf4db6 indicating that

128.59.23.218:41229 is sending a request to 128.59.21.161:80 with TCP/IP sequence number

2748218242, and this event is linked to principals 128.59.23.218:41229 and 128.59.21.161:80.

At 6120, a new principal has been discovered, in this case the internal web server at 10.0.0.1 1.

At 6130, a new principal 10.0.0.1 1:80 is linked to the principal 10.0.0.1 1. For subsequent

events, note that they were logged out of order; this is a property of the example logging system

and does not indicate the order they were generated. At 6140, the internal interface connecting

to the web server generates an event indicating the request has left the firewall and is now



traveling to 10.0.0.1 1:80 on the web server. This event is linked to principals

128.59.23.218:41229, 10.0.0.1 1:80 and event b l θf4db6. At 6150, the interface sensor generates

an informational message indicating that it has notified the interface sensor at the remote host

(the web server) that the incoming request should be linked to event 94b0f8d0. At 6160, the pf

sensor has generated an event indicating that an incoming request from 128.59.23.218:41229 is

being redirected ('rdr') to 10.0.0.1 1:80 with TCP sequence number 2748218242 and this event is

linked to 128.59.23.218:41229, 10.0.0.1 1:80, b l θf4db6 and 94b0f8d0.

[0049] FIG. 7 illustrates a log file of events (7010-7120) posted by various web server sensors in

response to those sensors observing behavior at web server 111 . At 7010, a sensor for detecting

links between events comes online. At 7020, an informational message is generated indicating a

sensor for observing the web server application ('httpd') has come online. At 7030, an

informational message is generated indicating a sensor for observing the web server's network

interfaces has come online. At 7040, an informational message is generated indicating that all

sensors are now loaded. At 7050, an event for new principal 128.59.23.218 is generated. At

7060, an event for a new principal 10.0.0.1 1 is generated. At 7070 and 7080, the IP principals

are linked to new TCP/IP principals with corresponding IP addresses and TCP ports. At 7090,

an informational message is generated indicating that no further linkages can take place at this

time. At 7100, the interface sensor ('if) generates event 28cl348e indicating that

128.59.23.218:41229 is making a request on 10.0.0.1 1:80 with TCP sequence number

2748218242, and this event is linked to 128.59.23.218:41229 and 10.0.0.1 1:80. At 7 110, an

informational message is generated indicating the receipt of the rlink message from the previous

log, linking event 94b0f8d0 from Fig 6 to the current session. At 7120, the httpd sensor

generates an event 06elf8a9 indicating that 128.59.23.218:41229 has made a 'get' request on the

web server, and the web server responded with a [not implemented] error. (Apache requires

'GET') Returning to FIG. 6, the packet departing the firewall for the web server, as described by

event 6160, has ID number "94b0f8d0." It can be determined that event 6160 is linked to event

7120 (the failing 'GET' command) because of the inclusion of ID number 94b0f8d0 in event

7120. Principal 128.59.23.218 (the principal identified in event 606) can be punished for the

failing 'GET' command described in event 7120.



[0050] FIG. 8 is a schematic diagram of an illustrative system 800 that can be used to enforce a

security policy in a network including a plurality of components in accordance with some

embodiments of the disclosed subject. As illustrated, system 800 can include one or more clients

802. Clients 802 can be connected by one or more communications links 804 to a

communications network 806 or connected directly to each other. Communications network 806

can also be linked through a communications interface 808 to a server 810. Various

embodiments of the disclosed subject matter can be implemented on at least one of the server

and the clients. It is also possible that a client and a server can be connected through

communication interfaces 808 or 804 directly and not through a communication network 806.

[0051] In system 800, server 810 can be any suitable digital processing device for executing an

application, such as, for example, a processor, a computer, a data processing device, or a

combination of such devices. Communications network 806 can be various networks including

the Internet, an intranet, a wide-area network (WAN), a local-area network (LAN), a wireless

network, a frame relay network, an asynchronous transfer mode (ATM) network, a virtual

private network (VPN), a mobile ad-hoc network (MANET), etc. or any combination of any of

the same. Communications interfaces 804 and 808 can be any communications interfaces

suitable for communicating data between clients 802 and server 810, such as network links, dial-

up links, wireless links, hard-wired links, etc. or any combination of any of the same. Clients

802 can be any suitable digital processing devices, such as, for example, personal computers,

laptop computers, mainframe computers, data displays, Internet browsers, personal digital

assistants (PDAs), two-way pagers, wireless terminals, portable telephones, etc., or any

combination of the same. In some embodiments, clients 802 and server 810 can be located

within an organization. Alternatively, clients 802 and server 810 can be distributed between

multiple organizations.

[0052] Server 810 and one of the clients 802, which are depicted in FIG. 8, are illustrated in

more detail in FIG. 9 . Referring to FIG. 9, client 802 and server 810 can include respectively,

among other things, processors 902 and 920, displays 904 and 922, input/output devices 906 and

924, and memory 908 and 926, which can be interconnected. The input/output devices can

receive input and send output such as, for example, text from keyboard, images from a camera,

images from a scanner, audio recordings, voice-to-text translations, network traffic, packets, etc.



In some embodiments, memory 908 and/or 926 contain a storage device for storing a program

for controlling processors 902 and 920 and/or performing methods such as those described

herein. Variations and combinations of system 900 can be suitable for different embodiments of

the disclosed subject matter. In addition, although some embodiments are described herein as

being implemented on a client and/or a server, this is only illustrative.

[0053] Various components of some embodiments of the disclosed subject matter can be

implemented on any suitable platform. For example, system 100 of FIG. 1 can be implemented

on a client 802, a server 810, or various combinations of clients 802 and servers 810. Any of

sensors 120, actuators 140, firewall 110, web server 111, and database 112 can be implemented

on various combinations of clients 802 and servers 810. A security policy can be stored, for

example, in a memory 908 and/or 926. In some embodiments, communications network 806 can

be network 105 of FIG. 1 or be in communication with network 105.

[0054] Although the invention has been described and illustrated in the foregoing illustrative

embodiments, it is understood that the present disclosure has been made only by way of

example, and that numerous changes in the details of implementation of the invention can be

made without departing from the spirit and scope of the invention, which is limited only by the

claims that follow. Features of the disclosed embodiments can be combined and rearranged in

various ways within the scope and spirit of the invention.



What is claimed is:

1. A method for enforcing a security policy in a network including a plurality of

components, the method comprising:

receiving a plurality of events describing component behavior detected by a plurality of

sensors, each sensor monitoring a different component of the plurality of components;

attributing a first event of the plurality of events to a first principal;

attributing a second event of the plurality of events to a second principal;

determining whether the first and second events are correlated;

storing a data structure that attributes each of the first and second events to the first

principal, if it is determined that the first and second events are correlated;

comparing the second event to the security policy; and

modifying network behavior to enforce the security policy against the first principal

based on the comparison of the second event to the security policy and the attribution of the

second event to the first principal.

2 . The method of claim 1, wherein the modifying of the network behavior includes at least

one of: killing a process, dropping a connection, denying access to an IP address, increasing

logging, issuing a warning, and locking a user name.

3. The method of claim 1, wherein at least one of the first principal and second principal

include at least one of an address, a username, a key, a token, and/or a physical identifier.

4 . The method of claim 1, wherein the determining whether the first and second events are

correlated comprises comparing the first event and the second event to extract common event

information.

5. The method of claim 4, wherein the common event information comprises at least one of

a sequence ID number, a process ID number, a port ID, and a MAC address.

6. The method of claim 1, wherein the determining whether the first and second events are

correlated is based on at least one of, timing relationships, function-call graphs, and taint graphs.



7. The method of claim 1, wherein the first principal corresponds to an IP address, and the

second principal corresponds to a user name.

8. The method of claim 7, wherein the first event describes firewall entry, and the second

event describes detection of an incorrect password.

9. The method of claim 7, wherein the modifying of the network behavior includes at least

one of: killing a process, dropping a connection, denying access to the IP address, increasing

logging, issuing a warning, and locking the user name.

10. The method of claim 1, wherein the data structure comprises a graph including at least

one node representing a principal and at least one link connecting the principal to an event node.

11. The method of claim 10, further comprising:

outputting the graph to a display; and

receiving an input from a user to request the modification of the network behavior to

enforce the security policy against the first principal.

12. The method of claim 10, wherein the comparing of the second event to the security policy

comprises determining whether the graph indicates malicious behavior by comparing the graph

to at least one known malicious graph.

13. The method of claim 10, wherein:

the comparing of the second event to the security policy comprises calculating at least

one distance score based on a comparison of the graph to at least one known malicious graph or

at least one known benign graph; and

the modifying of the network behavior to enforce the security policy against the first

principal is based on the at least one distance score.



14. The method of claim 1, wherein the data structure comprises a graph including a node

representing the first principal, a node representing the second principal, and at least one link

connecting at least one of the first principal and the second principal to an event.

15. The method of claim 1, wherein the data structure comprises a graph including:

a node for the first principal;

a node for the first event, which is connected to the node for the first principal by at least

one link;

a node for the second principal;

a node for the second event, which is connected to the node for the second principal by at

least one link; and

at least one link connecting the second event to the first event.

16. The method of claim 1, wherein the first principal has an associated score, the method

further comprising:

determining a penalty value based on the second event; and

decreasing the score of the first principal by the penalty value.

17. The method of claim 16, further comprising:

providing rehabilitation instructions to an entity associated with the first principal;

receiving notification that the rehabilitation instructions have been complied with; and

increasing the score of the first principal based on the compliance.

18. A computer-readable medium storing computer-executable instructions that, when

executed by a processor, cause the processor to perform a method for enforcing a security policy

in a network including a plurality of components, the method comprising:

receiving a plurality of events describing component behavior detected by a plurality of

sensors, each sensor monitoring a different component of the plurality of components;

attributing a first event of the plurality of events to a first principal;

attributing a second event of the plurality of events to a second principal;

determining whether the first and second events are correlated;



storing a data structure that attributes each of the first and second events to the first

principal, if it is determined that the first and second events are correlated;

comparing the second event to the security policy; and

modifying network behavior to enforce the security policy against the first principal

based on the comparison of the second event to the security policy and the attribution of the

second event to the first principal.

19. The computer readable medium of claim 18, wherein the modifying of the network

behavior includes at least one of: killing a process, dropping a connection, denying access to an

IP address, increasing logging, issuing a warning, and locking a user name.

20. The computer readable medium of claim 18, wherein at least one of the first principal and

second principal include at least one of an address, a username, a key, a token, and/or a physical

identifier.

21. The computer readable medium of claim 18, wherein the determining whether the first

and second events are correlated comprises comparing the first event and the second event to

extract common event information.

22. The computer readable medium of claim 21, wherein the common event information

comprises at least one of a sequence ID number, a process ID number, a port ID, and a MAC

address.

23. The computer readable medium of claim 18, wherein the determining whether the first

and second events are correlated is based on at least one of, timing relationships, function-call

graphs, and taint graphs.

24. The computer readable medium of claim 18, wherein the first principal corresponds to an

IP address, and the second principal corresponds to a user name.



25. The computer readable medium of claim 24, wherein the first event describes firewall

entry, and the second event describes detection of an incorrect password.

26. The computer readable medium of claim 24, wherein the modifying of the network

behavior includes at least one of: killing a process, dropping a connection, denying access to the

IP address, increasing logging, issuing a warning, and locking the user name.

27. The computer readable medium of claim 18, wherein the data structure comprises a graph

including at least one node representing a principal and at least one link connecting the principal

to an event node.

28. The computer readable medium of claim 27, the method further comprising:

outputting the graph to a display; and

receiving an input from a user to request the modification of the network behavior to

enforce the security policy against the first principal.

29. The computer readable medium of claim 27, wherein the comparing of the second event

to the security policy comprises determining whether the graph indicates malicious behavior by

comparing the graph to at least one known malicious graph.

30. The computer readable medium of claim 27, wherein:

the comparing of the second event to the security policy comprises calculating at least

one distance score based on a comparison of the graph to at least one known malicious graph or

at least one known benign graph; and

the modifying of the network behavior to enforce the security policy against the first

principal is based on the at least one distance score.

31. The computer readable medium of claim 18, wherein the data structure comprises a graph

including a node representing the first principal, a node representing the second principal, and at

least one link connecting at least one of the first principal and the second principal to an event.



32. The computer readable medium of claim 18, wherein the data structure comprises a graph

including:

a node for the first principal;

a node for the first event, which is connected to the node for the first principal by at least

one link;

a node for the second principal;

a node for the second event, which is connected to the node for the second principal by at

least one link; and

at least one link connecting the second event to the first event.

33. The computer readable medium of claim 18, wherein the first principal has an associated

score, the method further comprising:

determining a penalty value based on the second event; and

decreasing the score of the first principal by the penalty value.

34. The computer readable medium of claim 33, the method further comprising:

providing rehabilitation instructions to an entity associated with the first principal;

receiving notification that the rehabilitation instructions have been complied with; and

increasing the score of the first principal based on the compliance.
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