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A Computer Peripheral

The present invention relates to a computer peripheral.

WO01/18684 (American Express) discloses a method for user
profiling of merchant web sites for use with an Internet
virtual credit card payment system. In this system, the

user client machine has a virtual wallet application which

has access to a user’s credit card details which may be

stored securely either on disk or on a smart-card.

For a “profiled” Internet merchant, the virtual wallet
automatically populates the form fields of a merchant check
out page with the users credit card and address

information.

For an unprofiled site, a user may record a macro when
interacting with the check-out page and providing for
example, credit card and name and address details. The
macro comprising the type of information provided by the
user can be supplied as a profile to a server for later use

of the web application by other users.

It is also known for general-purpose computers to have
separate keyboard and card reader peripherals. Any
application running on the computer can be implemented so
that when a card is read, the user data stored on the card
is imported and used to populate abplication form fields.
Keyboard interaction can then be used to supply the

remaining information required by the application.

Both of thesgse solutiong, however, require software to be
developed and deployed on machines which are to accept user

input.
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According to the present invention there is provided a
computer peripheral for entering data of a particular type
into corresponding fields of a software application, the
computer peripheral being connectable between a user input
device and a computer and comprising:

a microcontroller for monitoring user interactions
transmitted from the user input device to the computer;

a memory for storing a type identifier for each field
for which data is to be entered, respective indications of
the field type identifiers being entered by a user through
said user input device while traversing the corresponding
data fields of the application;

a reader for a removable storage medium containing
personal data corresponding to the identified field types;
and

a switch for selectively disconnecting the user input
device from the computer;

the microcontroller further being arranged to
automatically enter personal data read from the medium into
the corresponding fields of the application when the user

input device is disconnected.

Preferably the microcontroller is arranged to determine
each field type identifier from a particular example of the

type of data required by the field and entered by a user.
An embodiment of the present invention will now be
described, by way of example, with reference to the

accompanying drawings, in which:

Fig. 1 is a diagram of a computer system including a

peripheral according to an embodiment of the invention;

Fig. 2 is a block diagram of the system of Fig. 1; and
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Fig. 3 is an external perspective view of a peripheral

according to the embodiment.

Tt will be understood that, for clarity, not all discrete
circuitry required to implement the particular embodiment

has been shown in Fig. 2.

The peripheral of the preferred embodiment comprises a
device 10 interposed between a host personal computer (PC)
12 and a keyboard 14, Fig. 1. In the absence of the device
10 the keyboard lead 16 would be plugged directly into a
keyboard socket 18 on the computer. However, when the
device 10 is used the keyboard 14 is plugged into a
keyboard socket 20 on the device 10 and the device includes
a lead 22 which is plugged into the keyboard socket 16 of

the computer.

Running through the leads 16, 22 from the keyboard 14 to
the PC 12 are four conductive wires (lines): Power, Ground,
Clock and Data, Fig. 2. The device 10, contained within a
housing 100 (see also Fig. 3), includes a microcontroller
24, including related memory 26, which is powered from the
Power and Ground lines. Within the device 10 the Clock and
Data lines are switched by a relay 28 controlled by a
microcontroller output SW. When the relay 28 is open, the
keyboard 14 is functionally disconnected from the PC 12.
When the relay 28 is closed the keyboard 14 operates as
normal. From the PC side of the relay, the Clock and Data
lines are connected to respective inputs Clk, Data of the
microcontroller, the Data line being bi-directional. When
the relay 28 is closed, the microcontroller 24 can listen
to (monitor) the keyboard strokes transmitted from the
keyboard 14 to the PC 12.
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The device 10 further includes two buttons, a Config
(configuration) button 38 and a Transfer button 40, which
are connected to corresponding microcontroller inputs.

FEach button preferably has an associated indicator light to
show it has been pressed and that that the device is

configuring or transferring, as the case may be.

When a software application on the PC 12 is to be profiled,
the Config button 38 is pressed (at this point the relay 28
is closed and remains closed). The application will either
have been launched previously or is then launched by
pressing the button. In the example of Fig. 1, the
application requires a user to provide personal details
into various data fields 30 of a form 32. In this case,
the user traverses each of the form fields and, for each
field, inputs an indicator of the type of field at that
point. Thus, in the “Name” frame 34 the operator may enter
wTitle”, TAB, “Forename”, TAB, “Surname”. In the address
frame 36 the user may enter “Add 1”, TAB, “Add_2", TAB,
“City” and so on for the remaining fields. It will be
understood that at this stage (i.e. during configuration)
the user does not enter data specific to him/herself or to
any particular person, but only the generic field types

“Forename”, “Surname”, etc., as indicated above.

When finished the user hits the Config button 38 again.
Alternatively, the microcontroller 24 may determine user
interaction has completed after a time out following the

last keystroke.

During the configuration the microcontroller 24 monitoring
the keyboard strokes detects the generic field type
information relating each field of the form. So, for
example, when the microcontroller detects the key sequence

“Title”, it knows that a user’s title, e.g. Mr/Miss/Ms,
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must be inserted into the currently addressed field in the
form. This configuration information is stored in the on-board

memory 26 within (or possibly outside) the microcontroller.

Tt will be understood that the microcontroller 24 could
also, or alternatively, be programmed to identify the
particular field type of the current field 30 by
generalisation from specific data provided during
configuration and this may make the task of configuration
less onerous for a non-technical user. For example,
instead of typing “Title”, the user may simply type “Mr”.
The microcontroller 24 would be programmed to determine
that the current field 30 is a “Titie” field type.
Similarly, where “John” or “Mary” were entered the
microcontroller 24 would determine from a suitable
dictionary or look-up table, which it includes or to which
it is connected, that these are forenames, and the
microcontroller would therefore determine that the current
field 30 is a “Forename” field type. Other examples are
7IP or Post Codes. Where a particular entry is ambiguous,
e.g. “London” could be a place or a surname, a display
associated with the microcontroller 24 may indicate to the
user the various field types associated with that entry and
allow selection by the user of a particular one of the

field types displayed.

Turning now to the normal operation of the device, when the
software application is in the same state as it was when
the Config button 38 was first pressed (i.e. displaying the
form 32 with blank fields 30), a user introduces a card
(not shown) into a card reader 42 connected to the
microcontroller 24. This may be a magnetic card or a smart
card or indeed any storage medium, not necessarily a card.
The card (or other medium) contains personal data relating

to the cardholder and, in particular, data, identified by
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type, relating to each of the form fields 30. It is

referred to in this embodiment simply as a storage card.

The user then presses the Transfer button 40 on the device
10 causing the microcontroller 24 to cause the SW output to
open the relay 28. The microcontroller 24 then reads the
personal data stored on the card to identify the data
required to populate the various fields 30 of the form 32,
and generates a corresponding key sequence to drive the Clk
and Data outputs to mimic a keyboard output where the key
sequence is typed. In the above example, the device 10
might populate the name and address frames by automatically
generating the following key sequence:

Mr-TAB-George-TAB-Bush-TAB-1600 Pennsylvania Avenue, etc.

The device 10 may incorporate its own simple (numeric)
keyboard 50, to provide for protecting confidential data by
keeping it in sectors of the storage card which can only be

accessed with a pin code or access password.

If the form 32 requires information which is saved on
confidential sectors of the storage card, the device 10
will stop filling in the form at PIN protected fields and
will ask for a PIN code, or password. After the correct
code is given the device will continue filing in the form.
To give increased security the microprocessor 24 can be
programmed to stop working after a defined number of
incorrect PIN code entries, and the holder of the storage
card can stipulate that in that case the card will

automatically erase all data.

It will be seen that the invention is not limited to
supplying text data. Where a field is to contain, for
example, a picture or even to be associated with some form

of user biometric identification data, this can be



10

15

20

25

30

35

WO 03/100590 PCT/IE03/00037

7

indicated to the microcontroller during configuration and
the information supplied from the microcontroller to the
host application via the keyboard port as a series of
keystrokes - in much the same way as UUEncoding binary
data.

It should be seen that the embodiment described above
operates where the software application is at least partly
or optionally keyboard driven. Where, for example, only
mouse interaction may drive an application, the above
embodiment will not operate. The invention can, however, be
adapted to operate with an application where information is

input through mouse interaction.

Referring now to Figure 2, many current keyboards 14
connect to a host computer 12 via a USB (Universal Serial
Bus) port (in this case, the signals Clock and Data are
replaced by Data+ and Data-.) Such keyboards often include
a USB socket 50 into which a mouse 52 may be connected. In
guch cases, it will be seen that data indicating the mouse
movement is transmitted through the leads 16, 22 and so the
controller 24 can be programmed to record mouse movement
during configuration of an application and to replay mouse

movement during normal operation of the device.

In relation to mouse movement, it should be seen that the
indications provided by the mouse are relative x, y
movements (as well as mouse button clicks and wheel
movements). It is therefore important to ensure that the
user begins the normal interaction with an application with
the mouse pointer in a position corresponding to the
initial mouse pointer position when the device was
configured. It is also important to note that in cases
like thig, if a Windows operating system is used, the

window scaling should be the same during normal operation
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as during configuration. This can be ensured by,  for
example, having the user configure the application by first
maximizing the window into which information is to be
input. The maximizing keystrokes are recorded by the
device during configuration and so when replayed during

normal operation ensure proper operation of the device.

In a further variation, the keyboard may not have a mouse
socket and so the device 10 includes an additional socket
54 into which the mouse lead may be plugged. The socket is
connected via a further relay 52 to a further lead 56
through which the device 10 connects to the mouse port 58
of the host computer 12. The microcontroller 24 listens to
the mouse communications and disconnects and replays mouse
movement in a manner analogous to that described in the

case of the keyboard.

It should be seen from the above examples that the
invention is applicable to recording and replaying user

interaction with a computer through any user input device.

It will be seen that the device buttons Transfer, Config
are not strictly necessary to perform the invention and the
invention could equally be implemented by having the
microcontroller respond to a specific keystroke

combination, for example, Alt-F12.

Since the Data line is bi-directional, it is possible for
the storage card to store information not directly related
to its function as a mimic for form-filling. For example,
organising the storage card in different sectors allows the
storage of different types of data on the same card. For
example, text data, images, medical data, graphic signs,
specimen signature or voice samples, etc. This means that

the same card can be used as an electronic business card,
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access card, library card, electronic prescription, or for
personal data storage. In fact it may be used for any
purpose which requires the storage of data and the transfer
of that data to a standardised form. The card may also be
used as a removable drive for a computer, especially if it

is adapted for connection to the computer’s USB port.

In this regard, it will be seen that there are many
applications where the above described aspects of the
device (mimicing and storage) are cooperable. For example,
if an application required a user to provide a file which
was stored on the card when acting as a removable drive,
the application could be set up to have the interaction
required to import the file into the application mimiced by
the device e.g. by supplying the keystrokes:

Alt-FI filepath <CR>
where Alt-FI mimics the keys required to select a file
import menu option; and filepath includes the drive
identifier for the card and the required filename. It will
be seen that this provides a simpler mechanism for
extracting information from the card than for example
specially coding information for transmission through the
keyboard interface. It also requires no changes to the

application software requiring the file.

Individual sectors on the card can be dedicated to store
specific data, which can be assessed only with a pin code.
This means that, for example, a credit card company can
reserve a sector on the card and store the credit card code
on the chip. By the use of a mathematical algorithm the
code can be automatically “on chip” changed after each
operation if required. Thus, in the event of any suspect
activity the data on the card can be automatically erased.

As a result the code on the electronic card is much more
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secure than on the magnetic strip of a traditional credit

card.

Essentially this means that the private card of “John
Smith” can simultaneously be his card with all his personal
data and photograph, access card to the office, medical
insurance card with all results of his medical tests, hotel
discount card, parking card, credit card, etc. Therefore,
apart from the primary use of the card as a mimic for form
filling, there is scope for the storage and usage of a wide

variety of data for different purposes.

The amount of data to be stored on the card is limited only
by storage capacity of the card’s chip (which is expanding

together with technological progress). The primary system

is completely open to the incorporation of any computer

technology changes.

The invention is not limited to the embodiments described
herein which may be modified or varied without departing

from the scope of the invention.
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Claims

1. A computer peripheral for entering data of a
particular type into corresponding fields of a software
application, the computer peripheral being connectable
between a user input device and a computer and comprising:

a microcontroller for monitoring user interactions
transmitted from the user input device to the computer;

a memory for storing a type identifier for each field
for which data ig to be entered, respective indications of
the field type identifiers being entered by a user through
said user input device while traversing the corresponding
data fields of the application;

a reader for a removable storage medium containing
personal data corresponding to the identified field types;
and

a switch for selectively disconnecting the user input
device from the computer;

the microcontroller further being arranged to
automatically enter personal data read from the medium into
the corresponding fields of the application when the user

input device is disconnected.

2. A computer peripheral as claimed in claim 1, wherein
the microcontroller is arranged to determine each field
type identifier from a particular example of the type of

data required by the field and entered by a user.

3. A computer peripheral as claimed in claim 1 or 2,
wherein the user input device is at least one of a keyboard

and a mouse.

4. A computer peripheral as claimed in claim 3, wherein

the user input device includes both a keyboard and a mouse.
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5. A computer peripheral as claimed in claim 4, wherein

the mouse is connected in series with the keyboard.

6. A computer peripheral as claimed in claim 4, wherein

the mouse is connected in parallel with the keyboard.
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Figure 3
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