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SYSTEMS AND METHODS FOR TRIGGERING LOCATION BASED VOICE AND/OR
DATA COMMUNICATIONS TO OR FROM MOBILE RADIO TERMINALS

PRIORITY
This application claims priority from US Provisional Patent Application No 60/960,121 filed on

September 17, 2007. The entire content of this document is hereby incorporated by reference.

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application is related to the following co-pending patent applications:

- PCT/AU2005/001358 entitled “Radio Mobile Unit Location System”

- PCT/AU2006/000347 entitled “Enhanced Mobile Location Method and System”

- PCT/AU2006/000348 entitled “Enhanced Mobile Location”

- PCT/AU2006/000478 entitled “Enhanced Terrestrial Mobile Location”

- PCT/AU2006/000479 entitled “Mobile Location”

- PCT/AU2008/000344 entitled “Enhanced Zone Determination.” The entire content of each of
these applications is hereby incorporated by reference. Furthermore, the entire contents of the
following references is hereby incorporated by reference. W. C. Y. Lee, Mobile Communications
Engineering, McGraw-Hill, 1982, and P. L. H. A. S. Fischer, “Evaluation of positioning measurement
systems”, T1P1.5/97-110, December 1997, and IEEE VTS committee, “Coverage prediction for
mobile radio systems operating in the 800/900 MHz frequency range”, IEEE Transactions on VTC,
Vol. 37, No. 1, February 1998, 3GPP TS 05.08, and C. R. Drane, Positioning Systems, a Unified
Approach, Springer Verlag, 1992.

FIELD

The present inventions provide systems, methods and devices for delivering, alerting, or activating
voice and/or data communications to a radio terminal based on the radio terminal being within a
certain geographical location. In certain aspects, the present inventions provide systems, methods and
devices for delivering targeted voice and data communications to a radio terminal that are triggered

based on the radio terminal being within a certain geographically location.

BACKGROUND

Mobile telecommunications networks, such as CDMAZ2000 in the U.S., and the Global System for
Mobile communications (GSM) and Universal Mobile Telecommunication System (UMTS) in
Europe, provide services other than cellular voice services. For example, mobile telecommunications
networks can provide Location Based Services (LBS). LBS are services that exploit knowledge about

where a mobile radio terminal user is located.
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One particular function of LBS is to define specific geographic regions associated with services. Such
regions are sometimes referred to as zones. In some cases a service provider may choose to offer a

service within such a zone.

For example, in one application a particular store or chain may wish to know when a registered
customer approaches a store. To accomplish this, the application may transmit a targeted
advertisement perhaps accompanied by a time limited discount offer to entice recipients into the store.
To operate such an application with a network based location system, periodic location measurements
would have to be performed at, for example, polling at 10 minute intervals. Each of these location
measurements would require the mobile to be activated, incurring a cost in terms of network resources
and battery usage in the mobile. As an indicative cost, in some markets, mobile operators currently
charge a similar rate per request to that charged for Short Message Service (SMS). In this example,
the location requests might continue for an extended period of days or even weeks without the
customer being located near the store. The result would be a very large accumulated cost for the
location transactions without the store owner having the opportunity to send a single advertisement.
Multiply this over large numbers of users and thousands of zones and the cost as well as the drain on
network resources would be unacceptable. Network providers, store owners and other similar

potential users of such a system will not use services under such terms.

Some handset based solutions currently exist. For example, a solution in which a Global Positioning
System (GPS) receiver is integrated with the handset. These types of systems can provide handset
location information. However, a disadvantage of this solution is the relative low penetration of GPS
enabled handsets in the marketplace. The same problem exists with GPS Plus systems. This means
that location based services using such handsets can be offered to only a small percentage of mobile
subscribers. Further, reliable operation of GPS and GPS Plus receivers is generally limited. A further
limitation of GPS based solutions for these types of applications is the significant battery depletion
associated with use of the GPS module. A further limitation is that many zone based services are
likely to be designed for indoor environments in shopping malls and hotels for instance where GPS

reception is unreliable.

Another existing handset based solution provides a coarse Cell Identity (CID) based position
calculation. This uses the location of the base station currently serving the mobile. The mobile knows
the identity of the serving base station. If the mobile has available a table of base station identifiers
and corresponding locations then an approximate location can be calculated. While this approach
avoids the repeated location transaction cost, it suffers from a major disadvantage due to the
inaccuracy of the locations. In some cases the errors can be several kilometers. While techniques are

known for obtaining iniproved accuracy using more sophisticated algorithms, these are unsuitable for
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implementation either on a handset or more particularly on a Subscriber Identity Module (SIM) card

due to the very limited processing and memory resources.

The limitations described in the previous paragraphs and other limitations can be overcome using
systems, methods and devices in which the location of the user can be monitored with an acceptable
transaction cost. For the foregoing reasons, there is a need for a location based systems, methods and
devices for delivering, alerting, or activating voice and/or data communications to or from a radio
terminal based on the radio terminal being within a certain geographic location that is designed to
operate for a multitude of users while also minimizing the network signaling load and maximizing
handset battery power consumption. There is also a need for systems, methods and devices that can
handle and manage a plurality of users and a plurality of zones. There is also a need for systems,

methods and devices that are scaleable.

SUMMARY
Embodiments disclosed herein solve these problems and other problems and provide certain

advantages as described.

In certain embodiments, methods and systems are characterized by the steps of defining a plurality of
zones, each zone having a zone profile; storing at Jeast one zone profile; determining a zone status by
measuring radio signal parameters and comparing the radio signal parameters with the at least one
zone profile; and if the zone status has changed, triggering an action associated with the zone. In
some aspects, these methods and systems may be performed by a zone server, a client operating on a

mobile radio terminal, or any suitable combination thereof.

In certain embodiments, methods and systems are characterized by the steps of defining a plurality of
zones, each zone having of a zone profile; storing at least one zone profile; determining a zone status
by measuring radio signal parameters and comparing the radio signal parameters with the at least one
zone profile; if the zone status has changed, triggering an action associated with the zone; and
periodically updating the at least one stored zone profile. In some aspects, these methods and systems
may be performed by a zone server, a client operating on a mobile radio terminal, or any suitable

combination thereof.

In certain embodiments, a mobile radio terminal is characterized by a network transceiver; a processor
executing a zone provisioning and monitoring application coupled to the network transceiver; a
memory storing a plurality of zone profiles coupled to the processor; wherein each zone profile is
associated with a zone status and at least one action; wherein the zone provisioning and monitoring

application is adapted to receive radio signal parameter measurements from the network transceiver
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and to determine the zone status by comparing the radio signal parameter measurements with a zone
profile; and wherein if the zone provisioning and monitoring application determines that the zone

status of a zone profile has changed, the processor performs the associated action.

In certain embodiments, a SIM card is configured to perform a method characterized by the steps of
receiving a plurality of zones, each zone having a zone profile; storing the plurality of zone profiles;
determining a zone status by measuring radio signal parameters and comparing the radio signal

parameters with the at least one zone profile; and if the zone status has changed, triggering an action

associated with the zone.

In certain embodiments, an applet is stored in a processor readable memory, wherein the applet is
configured to perform a method characterized by the steps of receiving a plurality of zones, each zone
having a zone profile; storing the plurality of zone profiles; determining a zone status by measuring
radio signal parameters and comparing the radio signal parameters with the at least one zone profile;

and if the zone status has changed, triggering an action associated with the zone.

In certain embodiments, methods and systems of enabling a user of a mobile radio terminal to retrieve
a zone profile are characterized by the steps of providing a web service adapted to communicate via a
network; storing at least one zone profile; communicating a web page to a mobile radio terminal,
wherein the web page allows a user to browse information identifying the at least one zone profile;
receiving a request for a selected zone profile from a mobile radio terminal; and communicating the

selected zone profile to the mobile radio terminal.

BRIEF DESCRIPTION OF THE DRAWINGS
These and other features, aspects, and advantages disclosed herein will become better understood with

regard to the following description, appended claims, and accompanying drawings where:

Fig. 1 illustrates a radio communications network in which zones are defined in accordance with
certain embodiments;

Fig. 2 illustrates an exemplary mobile radio terminal in accordance with certain embodiments;

Fig. 3. illustrates an exemplary geographic location in accordance with certain embodiments;

Fig. 4 illustrates an example of a hierarchical zone structure in accordance with certain embodiments;
Fig. 5 illustrates an exemplary flowchart of the processing carried out to maintain the set of zones
being monitored by each subscriber’s terminal in accordance with certain embodiments.

Fig. 6 illustrates an exemplary radio communications network with an advertising system in

accordance with certain embodiments;
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Fig. 7A to 7D illustrate a variety of configurations of an advertising system in accordance with certain
embodiments;

Fig. 8 illustrates an exemplary diagram of the process for generating an advertising zone in
accordance with certain embodiments;

Fig. 9 illustrates an exemplary diagram of the process for generating an advertising zone in
accordance with certain embodiments;

Fig. 10 illustrates an exemplary diagram of the process for provisioning and monitoring a zone in a
mobile radio terminal in accordance with certain embodiments;

Fig. 11 illustrates a method of generating advertisements in accordance with certain embodiments;
and

Figs. 12a to 12¢ illustrate exemplary sequencing diagrams of user interactions with a client and

various servers in accordance with certain embodiments.

DETAILED DESCRIPTION

The present inventions will now be described in detail with reference to one or more embodiments of
the inventions, examples of which are illustrated in the accompanying drawings. The examples and
embodiments are provided by way of explanation only and are not to be taken as limiting to the scope
of the inventions. Furthermore, features illustrated or described as part of one embodiment may be
used with one or more other embodiments to provide a further new combination. It will be understood
that the present inventions will cover these variations and embodiments as well as variations and

modifications that would be understood by the person skilled in the art.

Throughout the specification, the terms “mobile radio terminal,” “zone,” “zone profile,” “zone
status,” “zone reliability,” and “leakage” will be used. “Mobile radio terminal” is used synonymously
with terms such as “mobile station,” “mobile phone,” “user equipment,” “cell phone,” or “handset”
and encompasses any kind of mobile radio terminal including Personal Digital Assistants (PDAs),
laptop and other mobile computers, and pagers. A “zone” is defined as a geographic region within a
radio telecommunications network. As described in more detail below, a “zone profile” is a
quantitative characterization of the radio parameters that may be measured by a mobile terminal
located within the zone. “Zone status” is a determination of whether a mobile radio terminal is inside
or outside of a given zone. “Zone reliability” is the degree to which, when the mobile radio terminal is
within a specified zone, the system correctly returns an in-zone indication. “Leakage” is the degree to
which, when the mobile radio terminal is outside a specified zone, the system erroneously returns an
in-zone indication. In the following descriptions, reference is also made to cellular base stations and
other types of wireless access node. The term “cell” is used synonymously with terms such as “base
station” and “BTS”. The term “access point” is used to refer in a general way to any cell or Wi-Fi

specific “access point”.
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Figure 1 shows an exemplary radio communications network 10 having transmitters or base
transceiver stations 12, 14, and 16 and in which three zones are defined: Zone A (32), Zone B (34),
and Zone C (36); mobile radio terminal 20 executing a zone provisioning and monitoring application;
and a zone server 30. In certain embodiments, a single zone or multiple zones can be defined and
supported simultaneously, including for example, home, work, city districts and other zones. These
zones may overlap completely or partially and/or may be contained entirely within another zone. The
zone sizes may be any suitable size for the application. Additionally, embodiments disclosed herein
are suitable for monitoring the location of a plurality of mobile terminals, relative to one or more

zones, with improved resolution both in time and/or location.

In certain embodiments, the reliability of such zone determinations will be at least about 50%, at least
about 65%, at least about 75%, at least about 80%, at least 85%, at least about 90%, at least about
95%, at least about 98%, at least about 99%, or at least about 99.5%. Furthermore, it is to be
understood that different zones may have different reliability. In certain embodiments, the reliability
of the zone determinations will be between 50% and 100%, between 50% and 99%, between 75% and
99%, between 75% and 100%, between 85% and 100%, between 85% and 98%, between 90% and
100%, between 90% and 99%, between 95% and 99%, between 95% and 100%, or between 97% and
100%. In certain embodiments, the reliability of such the zone determinations will be at least about
30%, about 50%, about 65%, about 75%, about 80%, 85%, about 90%, about 95%, about 98%, about
99%, or about 99.5% and these reliabilities will be present in at least 10%, 15%, 20%, 35%, 50%,
65%, 75%, 85%, 95%, or 100% of the zones.

Another advantage of embodiments disclosed herein is that the reliability of zone status determination
may not be significantly degraded when the mobile radio terminal is located indoors or in an urban
environment (e.g. a large city). Compare this to typical GPS-based location systems that operate very
poorly indoors and in urban environments. For example, in certain embodiments the reliability of
zone determination may be approximately the same regardless of whether the mobile radio terminal is
located indoors or outdoors (in an urban or non-urban environment). The reliability of such zone
determinations indoors and outdoors may be at least about 50%, at least about 65%, at least about
75%, at least about 80%, at least 85%, at least about 90%, at least about 95%, at least about 98%, at
least about 99%, or at least about 99.5%. In alternative embodiments of the present disclosure the
reliability of determining the zone status when the mobile radio terminal is located indoors may be
within 5%, 10%, 15%, 20%, or 25% of the reliability of determining the zone status when the mobile
radio terminal is located outdoors. Additionally, the reliability of determining the zone status when
the mobile radio terminal is located in an urban environment may be within 5%, 10%, 15%, 20%, or
25% of the reliability of determining the zone status when the mobile radio terminal is located in a

non-urban environment,
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One advantage to the embodiments disclosed herein is that the systems, methods, and devices
disclosed are able to determine if a radio terminal is within a number of zone sizes going from large to
medium to small. Another advantage to the embodiments disclosed herein is the ability to have
greater zone reliability as to when a radio terminal is within the zone for the smaller zones created.
For instance, zones that have been created within the system that have a zone size of between 5m and
20m, between 10m and 30m, between 20m and 50m, between 25m and 200m, between 30m and
100m, and between 5m and 200m, may have reliability of at least about 50%, at least about 65%, at
least about 75%, at least about 80%, at least 85%, at least about 90%, at least about 95%, at least
about 98%, at least about 99%, or at least about 99.5%.

Another advantage to the embodiments disclosed herein is that a plurality of radio terminals and a
plurality of zones can be operated in a network without excessive polling and the associated costs to
the network and the radio terminal of such polling. The costs associated with embodiments of the
present disclosure may be defined in terms of capex and opex. Capex may be defined as the cost
associated with deployment of additional messaging capacity for communicating with all the
terminals enrolled in the service. Opex may be defined as the operators’ real cost per message. For
example, assuming that the network has a finite messaging capacity, using some of that capacity to

run an advertising service represents a cost of operation for the service.

Advantageously, embodiments of the present disclosure may increase capex and opex by less than
about 2, less than about 5, less than about 10, less than about 20, less than about 25, less than about
50, less than about 60 or less than about 100 messages (e.g. SMSs or USSD transmissions) per
subscriber enrolled in the service per day. Alternatively, embodiments of the present disclosure may
increase overall capex and opex by less than about 1%, 3%, 5%, 8%, 10%, 15%, 20%, or 30%
additional required network signaling capacity. The capex and opex requirements may vary
depending on the subscribers’ movements triggering zone status changes and profile cache

maintenance.

In certain aspects the embodiments disclosed herein can be operated without excessive polling, for
example, use of the embodiments disclosed would only add approximately 1%, 3%, 5%, 8%, 10%,
15%, 20%, or 30% more polling over the normal polling that would be done by the network. Another
advantage to the embodiments disclosed herein is that a plurality of radio terminals and a plurality of
zones can be operated in a network without overusing the resources of the terminal or the network, for
example using too much battery power from the terminal. For instance, in exemplary embodiments,
the location of a handset with respect to about 1, 5, 10, 20, 25, 50, 60 or 100 zones can be monitored
with less than about 1%,5%, 10%, 20%, or 30% decrease in battery life compared to the normal
standby time.
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Another advantage to the embodiments disclosed herein is that a plurality of radio terminals and a
plurality of zones can be operated in a network without excessive attendant cost and consumption of
network bandwidth. In certain aspects the embodiments disclosed herein can be operated without
excessive attendant cost to the network, for example, use of the embodiments disclosed would only
add approximately 0.05%, 0.1%, 0.2%, 0.5%, 1%, 1.25%, 1.5%, 2%, 3%, 5%, or 10% more attendant
cost over the normal attendant cost that would incurred by the network. In certain aspects the
embodiments disclosed herein can be operated without excessive consumption of network bandwidth,
for example, use of the embodiments disclosed would only add approximately 0.01%, 0.05%, 0.1%,
0.2%, 0.5%, 1%, 1.25%, 1.5%, 2%, 3%, 5%, or 10% more consumption of network bandwidth over

the normal network bandwidth that would be incurred.

Another advantage to the embodiments disclosed herein is that a plurality of radio terminals and a
plurality of zones that can be operated in a network without excessive battery impact on the
subscriber’s mobile terminal associated with repeated network polling. In certain aspects the
embodiments disclosed herein can be operated with a battery impact on the subscriber’s mobile
terminal of less then approximately 0.5%, 1%, 3%, 5%, 10%, 12%, 15%, 20%, 25%, 30%, 40%, 50%,
or 60% over normal battery life. The battery impact, zone sizes, additional polling, reliability,
attendant cost, consumption of network bandwidth, and other factors and/or limitations disclosed
herein may be combined in various ways in certain embodiments.

In certain embodiments, the systems and methods disclosed herein can be used to monitoring the
location of up to about 2%, about 10%, about 20%, about 40%, about 60%, about 80%, about 95%, or
about 100% of the wireless subscribers on a particular network provider relative to one or more zones.
In certain embodiments, the systems and methods disclosed herein can be used to monitoring the
location of less than, or equal to, the majority of wireless subscribers, greater than the majority of
wireless subscribers, or substantially all of the wireless subscriber on a particular network provider
relative to one or more zones. In certain embodiments, the systems and methods disclosed herein can
be used to monitoring the location of up to 2%, 10%, 20%, 40%, 60%, 80%, 95%, or 100% of the
radio terminals that are able to connect to at least one wireless service provider in a predetermined
geographical location, or a service area, relative to one or more zones. In certain embodiments, the
systems and methods disclosed herein can be used to monitoring the location of less than, or equal to,
the majority of wireless subscribers, greater than the majority of wireless subscribers, or substantiaily
all of the radio terminals that are able to connect to at least one wireless service provider in a
predetermined geographical location, or a service area, relative to one or more zones. In certain
embodiments, the number of terminals that can be monitored may be limited to those terminals that
have registered, or opted in, for at least one application. In other embodiments, the number of

terminals that can be monitored may be a combination of those that have registered, or opted in, with
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terminals that have not registered, or opted in. In certain embodiments, the number of zones that may
be available will only be limited by the networks capacity. In certain embodiments, the number of
zones that may be made available can be from 2 to 10, 2 to 1000, 5 to 1000, 10 to 1000, 50 to 1000,
50 to 10,000, 500 to 10,000, or 400 to 20,000. The number of zones can be combined in combinations
with any of the above descriptions of the number of terminals. In certain embodiments, the number of
terminals and number of zones that can be used will only be limited by the networks capacity. Certain
embodiments disclosed herein are suitable for monitoring the location of a large number of mobile

terminals, relative to a large number of zones, with improved reliability both in time and/or location.

In operation, a system according to certain embodiments involves defining one or more zones in terms
of zone profiles. One or more of these zone profiles are then stored in any one or a combination of a
mobile radio terminal 20, the zone server 30, and/or radio network components such as the
HLR/VLR. The profiles to be associated with any given mobile radio terminal may be determined
based on the subscriber profile as described in detail herein. In some embodiments, the zone profiles
stored on the mobile radio terminal 20 are periodically updated and managed by the mobile radio
terminal 20, and/or the zone server 30. An application running on the mobile radio terminal 20
periodically determines the zone status or statuses by measuring radio signal parameters and
comparing these measurements with the zone profiles stored on the terminal 20. If a specific zone
status has changed, the mobile radio terminal 20 and/or the zone server 30 may take one or more
actions associated with that zone such as transmitting an SMS and/or displaying a message. Each of

these steps will be described in more detail below.

A zone profile is a quantitative characterization of the radio parameters that may be measured by a
mobile terminal located within the zone. A profile may consist of one or more elements relating to
cells in the vicinity of the zone and to the different types of parameters that may be measured by a
terminal. If users of the service are likely to have mobile devices capable of operating on more than
one type of radio network, a zone profile may include parameters corresponding to the access points
of the different networks. As an example for a dual mode handset capable of GSM/UMTS cellular
operation as well as WIFI, the zone profiles may feature elements corresponding to both cells and
WIFI access points. For mobile devices which do include a location capability, for instance GPS, a
zone profile transmitted to the device for monitoring may also include a definition of the zone in
terms of location coordinates and extent. In the event that a user with a GPS enabled mobile device,
enters a particular zone and has the GPS device activated at the time, the zone monitoring client on
the device will incorporate the GPS measurements in the zone status determination, Synthesizing
these with the wireless network based observations enables the system to exploit the multiple sources
of information in a consistent and reliable zone status decision. The elements of the profile are

designed to reflect parameter values that may be observed in the zone, and optionally with some
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representation of the expected variation of the parameter values within the zone. For example, in the
case of cell identification parameters, the profile may contain one or more cell ID values together with
associated model parameters as disclosed in PCT/AU2008/000344 entitled “Enhanced Zone
Determination.” For IEEE 802.11 networks, the profile may contain one or more MAC addresses and
associated model parameters. For WIMAX networks the profile may contain one or more base station
identifiers and associated model parameters such as RSSI ranges, as defined for GSM profiles.

The zone profile may be derived in a variety of ways. In some embodiments, the system may include
a server 50 that interacts with the zone server 30 to define each zone. In these embodiments, the server
50 may instruct the zone server 30 to create a new zone definition with specific parameters including
a unique identifier. In other embodiments directed to mobile advertising, the system may include an
ad server 50 that interacts with the zone server 30 to define each zone. In these embodiments, the ad
server 50 may instruct the zone server 30 to create a new zone definition with specific parameters

including a unique identifier.

For example, the server 50 may provide a location and request the zone server to derive a zone
definition using propagation models as described below. In this case the location may be defined in
terms of, for example, geographic coordinates in a shared reference frame or a civic address. Instead
of, or in addition to, a zone derived using radio propagation modeling, a zone may be derived from
one or more radio parameter measurements made from within the zone as described below. In these
instances, the server 50 may include in a provisioning request the details of a mobile terminal that will

provide the measurements from which the zone definition may be derived.

In certain embodiments the server 50 may also requests the zone server 30 to establish associations
between a zone and one or more subscribers identified by a suitable identifier, such as an MSISDN or
IMS], or other identifier that would enable the zone server to distinguish the subscriber(s). MSISDN
or IMSI are preferable for cases where the zone monitoring is carried out on a SIM card. In cases
where the zone monitoring is carried out by a client installed on a mobile device, while MSISDN or
IMSI could still be used (derived from a SIM card installed in the device), alternative identifiers could
include the IMEI of the device or a unique identifier assigned by the server when the client software
first connects to the server. The zone server could then establish the associations, and where
appropriate, transmit the zone definition to the zone provisioning and monitoring application on the
mobile terminal(s). The decision as to whether to transmit a zone definition to a subscriber terminal is
based on one or more decision criteria as described below. For each zone defined the process is

repeated.

In some embodiments, the profile is derived in part or in whole from measurements made by a mobile

radio terminal 20 from within the zone. These measurements may include, for example, Wi-Fi access
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point MAC addresses, cell identifiers, channel frequencies, other identification codes such as base
station identity codes or scrambling codes, timings including round trip timings or time differences,
signal level measurements including RSSI or RSCP or any combination thereof. The measurement
process involves performing one or more measurement cycles while the terminal is within the zone. In
each measurement cycle the required zone profile measurements are recorded. In one form of this
embodiment, the measurements are made repeatedly at a configurable rate (also called the
measurement period). In some embodiments, the measurement cycles may range from 1 second to 10
seconds, 5 seconds to 15 seconds, 10 seconds to 50 seconds, 30 seconds to 3 minutes, | minute to 5
minutes, or 2 minutes to 20 minutes. Furthermore, the measurements may also be collected one at a
time, at representative points by selecting a menu item to trigger the addition of a new measurement.
Between 1 and 5 measurements, between 2 and 8 measurements, between 3 and 10 measurements,
between 5 and 20 measurements, between 10 and 50 measurements, or between 25 and 100
measurements may be required to adequately characterize the zone. For larger zones between 1 and 5
measurements, between 3 and 8 measurements, between 5 and 20 measurements, between 10 and 50
measurements, between 25 and 100, between 50 and 250 measurements, between 200 and 1000
measurements, or between 500 and 5000 measurements may be required to adequately characterize
the zone. In some embodiments, it may not be necessary to limit the time or the number of
measurements made during the zone initialization. In these situations, the person taking the
measurements may determine the duration of measuring and the number measurements to be made. A
menu entry may be provided on the terminal for example, to conclude the measurement phase.

Combinations of various ways to collect measurements are contemplated as well.

Once the measurements are taken from within the zone, they are processed to generate a zone profile.
In certain embodiments, the processing could occur within the handset. Processing occurring within
the handset includes any combination of the handset, a SIM, USIM or R-UIM that is inserted in the

handset, or an additional processor or smart card inserted into the handset.

In other embodiments, the processing of the measurements may be distributed, or partially distributed,
among the handset, one or more network elements within the radio communications network and/or
one or more elements outside the radio communications network. For example, measurements could
be taken by the mobile radio terminal 20 and then some or all of the measurements could be
transmitted to the server 30 for processing. Additionally, the measurements could be partially
processed in the server 30, and then transmitted to an external processor 40 for complete or further
processing. The results of the processing could then be sent to the network server 30 and/or mobile
radio terminal 20. In certain embodiments, the external processor 40 may be a third party system or
may be part of the service provider’s system. Any other combination of data transmission paths could

be used.
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The types of measurements available may vary depending on the application, the measurement
capabilities of the mobile terminal as well as the type of radio network and the bearer used to carry the
data. For instance in a GSM network, where a SIM card is used to host the mobile terminal
component of the system, the measurements may include serving cell identifiers, ARFCNs, BSICs
and received signal levels, or combinations thereof. In another example, where the network is a
UMTS network, the measurements may include one or more serving cell identifiers, one or more pilot
channel (CPICH) signal level (RSCP) measurements, one or more round trip delay (RTT)
measurements and one or more time difference measurements (SFN-SFN offsets), or combinations
thereof. In yet another example, where the network is a CDMA network, the measurements might
include one or more base station IDs, one or more pilot channel (PICH) received levels, one or more
PN offsets and one or more round trip delays, or combinations thereof. In one aspect, the
measurements that may be obtained include the identity of the serving cell. In an alternative aspect,
the measurements may include received signal power (RxLev) for mobile radio terminals. In other
cases, the measurements may correspond to multiple different sources, including for example a device
with cellular as well as Wi-Fi and GPS capabilities, in which case the measurements collected might
span GSM, UMTS, WIFI & GPS observations.

Some measurements are only available when the mobile has an established connection with the
network. Examples of such measurement include Timing Advance in GSM networks and RTT in
UMTS networks. Additional measurements of this type can improve the accuracy of the location
calculation. Some applications might have higher quality of service (QoS) or accuracy requirements.
To satisfy such application requirements, the mobile may initiate a connection with the network,
gather one or more timing measurements and then close the connection. This additional step would be
performed in situations where a recent timing measurement is not available and the QoS requirements
necessitate such a measurement. The connection may be a voice, data, GPRS, other type of
connection, or combinations thereof, that enables a timing advance measurement to be obtained. The
one or more timing measurements are then incorporated with the other measurements used for zone

determination.

In certain embodiments, the measurements made by the mobile 20 are limited in duration to a certain
time period. This time period may range from about between 5s and 20s or between 10s and 30s or
between 20s and 2 minutes or between 1 minute and 5 minutes or between 3 minutes and 15 minutes
or between 10 minutes and 1 hour or any combination of these ranges may be sufficient to gather the
measurements. The system may permit a user to roam around in the desired zone for this period

during which measurements are collected. Advantageously, in certain embodiments it may be
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desirable to limit the duration of the measurement period and in this way the user is discouraged from

making measurements beyond the approximate intended extent of the zone.

For large zones, the specified duration may allow the user a larger window of time in which to collect
measurements at sample poifits in the desired zone. The duration may also be varied by the network
operator based on different service offerings associated with different sized zones, having different
pricing levels or structures. The desired zone sizes may vary depending on the application or service.
For instance in a some zone applications, a zone size of between 2.5m? and 20m’?, between 5m” and
20m? or between 10m? and 30m” or between 20m’ and 50m’ or between 40m” and 250m” or between
100m? and 500m® or between 300m? and 2000m? or between 1000m? and 5000m’* or any combination
of these ranges may be suitable. In this case, a duration between 5s and 20s or between 10s and 30s or
between 20s and 2 minutes or between 1 minute and 5 minutes or between 3 minutes and 15 minutes
or between 10 minutes and 1 hour or any combination of these ranges may be sufficient to gather the
measurements. In another service targeted to larger commercial enterprises or properties, a larger
zone size may be suitable, for example from 10m” to 35m? or from 25m” to 75m” or from 40m” to
200m? or between 100m’ and 800m’ or between 500m® and 5000m? or between 2000m” and 25000m’
or any combination of these ranges. In this example, suitable measurement time intervals may range
from 10s to 50s or from 30s to 3min or from 1min to Smin or from 2min to 30min or from 10min to 2

hours or from 1 hour to 4 hours or any combination of these ranges.

In some applications, an account representative of a wireless access provider may be responsible for
collecting the measurements that define the zone using the mobile radio terminal 20. In these cases the
embodiments provide an alternative mode of operation whereby the account manager has the ability
to control, or partially control, the duration of the zone definition measurements. Furthermore, the
measurements may also be collected one at a time, at representative points by selecting a menu item
to trigger the addition of a new measurement. Depending on the size of the area to be included within
the zone between 5 and 20 measurements or between 10 and 50 measurements or between 25 and 100
or between 60 and 500 or between 250 and 1000 or between 500 and 2500 measurements may be
required to adequately characterize the zone. For larger zones perhaps comprising multiple buildings
larger numbers of measurements may be needed. For instance between 50 and 250 measurements or
between 200 and 1000 measurements or between 500 and 5000 or between 2000 and 10000
measurements. In some applications, it may not be necessary to limit the time or the number of
measurements made during the zone initialization. In this case, it may be at the user’s discretion as to
how long or how many measurements are made. A menu entry may be provided on the terminal for

example, to conclude the measurement phase.
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In certain embodiments, Base Station Identification (BASE_ID) and optionally Pilot Power (Ec/I0)
may be measured in a CDMA (I1S95) network for example. As with GSM and UMTS networks, a
series of measurements may be recorded from within the zone. The measurements may correspond to
any combination of the members of the active set, the candidate set, the neighboring set and the
remaining set of cells maintained by the mobile terminal. In a CDMA network, the mobile terminal
divides searching into three windows, SEARCH_WIN_A, SEARCH_WIN_N and SEARCH_WIN_R
to gather information to support the handover process. In these windows, the mobile terminal gathers

information about these four types of cells which collectively include all cells in the network.

In certain embodiments, the server may optionally conduct a zone alignment check as described in
more detail below to ensure that the measurements are valid. If the check is done, and the
measurements are deemed to be valid, the system will proceed to generate the profile. If the
measurements are deemed to be invalid (i.e. inconsistent with the zone location), then the registration

request will be denied.

In certain embodiments, the profile may be generated entirely, or partially, by radio network
propagation modeling as is well known in the art. The model uses information on the configuration of
the radio network including, but not limited to, one or more of the following: the location of cell sites
or access points, the height and orientation of transmitting antennas, the radiation pattern of the
antennas as well as the channel frequencies and any other codes allocated to each cell. The model also
covers the loss in signal power as radio signals travel from transmitter to receiver. Such models are
well known in the radio communications field. Predicted received signal powers can be generated for
any or all cells in the network. These power levels can also be used to derive interference level
estimates so that the received quality of a signal from any particular cell can be predicted. The
application of network model for predicting received signal levels and interference levels is well
known. Detailed references exist in the literature including, Mobile Communications Engineering.
McGraw-Hill, 1982, and “Evaluation of positioning measurement systems" TIP1.5/97-110, December
1997, and IEEE VTS committee, “Coverage prediction for mobile radio systems operating in the
800/900 MHz frequency range,” IEEE Transactions on VTC, Vol. 37, No 1, February 1998.

In certain embodiments where the zone is designed to cover a certain location, the location may be
specified as the latitude and/or longitude of that address. Alternatively the location may be specified
as the civic address of the location and a lookup performed on a lookup table to translate this into the
same coordinate frame in which the network cell site locations are defined. The predicted received
signal levels for all cells, as received in the zone are compared and a detectability criterion applied to
select those cells that are likely to be measured and reported by a miobile terminal. A similar process is

applied for zones where the profile is also required to cover WIFI access points. Typically the
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detectability criterion for cellular elements would be a predicted carrier to interference (including
noise) value greater than a threshold. For example in a GSM network, a C/(I+N) threshold of +9dB
could be applied. For a UMTS network, the equivalent threshold could be a CPICH Ec/IO level of -20
dB. Other threshold values depending on the network and application may range from about - 26dB to
about +15dB, (for example, -26dB to -12 dB, -22dB to -6dB, -20dB to - 12dB, -15dB to 0dB, -12dB
to +3dB, -6dB to +12dB, -3dB to +15dB and +3dB to +15dB etc.).

Alternative criteria such as comparing predicted power levels against a threshold or selecting a
number of the strongest predicted cells could also be employed. The present embodiment illustrates a
feature of this invention, which is to serve as a translator for zone definitions. It is often convenient
for operators and users of zone services to conceive of zone locations and extents in spatial terms,
most commonly in terms of a geographic coordinate frame or alternatively in spatial terms with
reference to some landmark, perhaps a street address. The radio parameter measurements which
actually serve to define the zone span an entirely different dimension however. Certain embodiments
provide a translation facility between the terms in which operators and users describe a zone and the
actual radio parameter measurements needed to operate such a zone. In less precise zone systems
where for instance the zone is defined simply in terms of the serving cells, this translation although
necessary, may not be complex and therefore can be done mentally or by hand if the locations of the
cell sites in the vicinity of the zone are known. For precise zone definitions however, where additional
radio parameter measurements must be used to achieve the finer spatial discrimination, this translation
process becomes significantly more complex. One aspect of the present invention provides this

complex translation facility.

If additional information on the network configuration parameters which affect the serving cell
selection is available then these can be incorporated in the probability calculations as well. Such
information in GSM systems may include, without limitation, BCCH Allocation lists per cell, C1 and
C2 thresholds as well as penalty times. The GSM idle mode cell selection process is described in
3GPP TS 05.08. In a UMTS system, such information may include, without limitation, Qqualmeas, or
Qrxlevmeas. The User Equipment (UE) cell re-selection process is described in 3GPP TS 25.304.

An extension to the use of modeling tools can be used where real measurement data is available for
the region of interest. So-called drive-test data if it has been collected in the target zone can be
incorporated in the profile generation process. This drive-test data may, for example, provide accurate
measurements of shadowing or other deviations in the radio propagation environment. These

measurements may be used to further refine the radio propagation model.
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In certain embodiments, WI-FI access point MAC address and RSSI may be measured. A series of
such measurements may be recorded from within the zone. The measurements may correspond to any
number of access points (APs) that can be detected by the terminal within the zone. In the case of
terminals which are dual mode capable, measurements pertaining to a cellular network may also be
collected to enable a degree of consistency checking due to the more permanent nature of cellular
network infrastructure and cell ID assignments compared to WI-FI APs which may be more subjected

to relocation or hardware replacement (resulting in a change of MAC address).

In certain preferred embodiments, the profile definition is generated by combining predictions from a
modeling tool with measurements made by a terminal within the zone. At least one advantage of this
embodiment is that if the terminal did not report any measurements of a particular nearby cell or WIFI
AP, the modeling tool predictions may indicate a sufficiently high probability that the particular
access point will still be included in the profile. In addition, using only measured access points usually
will lead to a relatively small profile containing only those cells with a significant probability of
serving. The remaining neighboring access points in this case are not in the profile and as a result
have to be treated equally when observed. It should be noted, however, that those access point which
are closer to the zone (although not reported during the few measurement cycles) are more consistent
with the terminal being in the zone than other access points a greater distance from the zone.
Therefore by combining the measured values for the strongest access points with predicted values for
weaker access points, greater resolution may be achieved in treating observations of other neighboring
access points. This may help preserve zone stability when the terminal is within the zone. This could
happen, for instance, when a cellular terminal briefly reselects to a nearby neighboring cell that was

not measured as a serving cell during the registration process.

In operation, the set of measurements may be transformed into a profile by completing unknown
fields using the network database and/ or network parameters and adding additional elements needed
by the zone decision process. For example, unknown cell IDs may be added by searching in the
network database for the closest cell to the reported serving cell having this ARFCN and BSIC as
described in more detail below when discussing ambiguous measurements. The unknown ARFCN
and BSIC for the serving cell are added by looking up these parameters in the network database based
on the reported cell ID.

During the profile generation process, an allowance for variation in power levels (Log Normal
standard deviation, also referred to as sigma) may be added by the server for use in the zone decision
process. In one embodiment, the sigma values may be set to a default value of decibels. In practice
these might be set to any value between 3 and 9dB or between 6 and 15dB or between 12 and 25 dB

depending on the application and the nature of the environment in which the zone is to be defined.
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Optionally the sigma values in the profile may be set differently for different cells based, for example,
on their local environment. In a dense urban area larger values would typically be used, for instance
between 9dB and 15dB, or between 12dB and 20dB or between 14dB and 25dB. For less dispersive
environments or environments with less clutter smaller values may be suitable, for instance between
3dB and 9dB or between 6dB and 12dB or between 8dB and 15dB. The values may also be varied

according to characteristics of the respective cells or access points such as antenna height.

The allowance for the variation in the power levels can be adjusted to account for other variations due
to effects such as multipath. One suitable representation for the received signal level is a statistical log
normal distribution. Alternative models include Rayleigh and Rician distributions. These may be
suitable depending on the specific application. For example, a zone associated with an indoor or
mixed area may be more suitably modeled with a Rayleigh distribution since there is a lesser
likelihood of a direct line of sight to the cell antenna. Conversely a zone associated with chiefly
outdoor areas may be more suitably characterized with a Rician model. The expected variation may

also be suitably represented by other measures such as inter-quartile range.

Many other types of measurements may be utilized for determining profiles such as timing
measurements. In UMTS for instance, Round Trip Time (RTT) measurements for the cells in the
active set may be utilized. In this case, reference measurements may be taken during the initialization
phase. For each cell and parameter, an entry is then added to the zone profile representing a typical
value for this parameter along with a value representing the expected statistical variation of this
parameter within the zone. When evaluating a set of measurements against this profile, a cost is
computed as illustrated for power levels above wherein the difference between the measured value of
the parameter and the value in the profile is calculated and scaled by the statistical scaling parameter
to obtain a cost for combining with the costs associated with the other measurements. In similar
fashion other radio parameter measurements may be incorporated in the process such as time
differences. Indeed any radio parameter measurement for which a typical value and a measure of its

variation within the zone can be obtained may be used in similar fashion.

In some cases, the radio parameter measurements may not include a cell identifier. This may be for
instance due to a limitation of a mobile terminal or a characteristic of the radio network. In such cases
alternative identification parameters may be used, such as a Location Area Code (LAC) in the GSM

network or a combination of channel frequency and other parameter such as a scrambling code.

For a system where the user is responsible for at least a part of the measurements used in defining the

zone, it may be an application requirement to apply checks to ensure that the user has performed the
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measurements in the area nominated in the service contract. In one aspect, the present invention
provides such checks by first applying the measurements to a location system to calculate an estimate
of the location from where the user measurements have been made. Examples of appropriate methods
of obtaining the approximate location of the mobile radio terminal 20 include those as described in
co-pending patent application numbers: PCT/AU2005/001358 ; PCT/ AU2006/000347, and PCT/
AU2006/000348.

The results of this calculation can then be compared against the nominal location of the zone (based
for example on a reverse geo-code of the specified sireet address) and if the two are within an
acceptable distance of each other then the registration process proceeds. What constitutes an
acceptable distance may vary from network to network and from application to application. As an
example, a threshold on the order of the average local cell site separation may be suitable. Otherwise
the registration may be rejected or other steps initiated, requiring the user to repeat the registration. In
the case of an advertising zone, offered to a retailer in a particular retail complex, and in which the
advertiser will perform the registration, the location validation miay employ a threshold which
encompasses the entire complex but which is small enough to discriminate between this complex and

the next nearest retail complex.

In some embodiments, a large zone size may be desirable. In these embodiments, a zone profile may
include the Mobile Country Code (MCC) and Mobile Network Code (MNC), followed by one or
more cell entries, each having: a collection of parameter values including identifiers such as Location
Area Code (LAC), Routing Area Code (RAC), CellID, channel parameters such as broadcast channel

frequency and also radio signal parameters values such as rxLev, and a probability value.

For example, to generate a countrywide zone, (on all mobile networks) the MCC would be populated
but the MNC would be zero. A single cell entry would also be populated with zero LAC & CellID
values but with the desired probability value. Setting this single probability value would allow control
over the degree of hysteresis (described in more detail below) if the terminal was in the rare scenario
of a boundary area between two countries. Table 1 shows a typical zone profile for such as case

covering all of Australia.

MCC 505

MNC 0

LAC CellID ARFCN BSIC Probability
0 0 0 0 0.200

Table 1
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For a countrywide zone on a single mobile network only, both MCC & MNC would be populated.

Table 2 shows a typical zone profile for such as case covering all of Australia, but only on the Telstra

network:

MCC 505

MNC 1

LAC CelllD ARFCN BSIC Probability
0 0 0 0 0.200

Table 2
For regional zones, a profile with the MCC & MNC would be defined together with one or more cell
entries. In this case each cell entry would bave a valid LAC assigned but the CellID would be zero,
meaning that any cell having the specified LAC would be included in the zone. The probability
parameter could also be populated to control the rate of change of zone state following LAC changes.
Additional entries for neighboring LACs could be added with low probability values to achieve some
hysteresis in the zone status as a terminal in a LAC boundary area reselected between LACs. The
profile format comprising up to N entries would enable very large areas of up to N LACs to be
covered. Some additional size could be achieved if required by bitmasking one or more of the least
significant digits of the LAC where appropriate. An extra field in the cell entry could indicate when a
bitmask should be applied to the last digit or digits of the LAC. This field could be a bitmask itself or

could be a Boolean variable to indicate that a predetermined bitmask should be applied.

For zones smaller than a single LAC, for example an area of fractional regions spanning portions of
multiple LACs, a profile comprising multiple cell entries could be used. In this case both the LAC and
CID fields would be populated for each cell entry and the probability field would be set as appropriate
to achieve the desired transient response. For example, zones having sizes of the order of up to N
serving cell coverage areas could be defined with the profile format consisting of up to N cell entries.
In cases where a larger area is required, but with finer resolution than could be achieved simply using
LAC areas, the effective coverage area could be increased by applying a bitmask to the CellID. For
example, it is typical in cellular networks to assign CelllDs per site with consecutive numbers of the
form ABCDX. For a 3-sector site, this would mean the sectors typically have IDs ABCD1/2/3. Tt is
also common practice where dual band sites are deployed to extend this numbering scheme between
bands so that in the previous case the 1800MHz band sectors would have IDs ABCDS5/6/7. Using this
approach, the area defined by a profile of N cell entries can be typically increased by a factor of

between 1 and 6, in many cases yielding an area comparable to that covered by a single LAC.

Advantageously, using the schemes described above it is possible to define zone sizes ranging from

an entire country down to small areas of a few tens of meters.
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Once the profiles have been defined, they are then stored in any one or a combination of the mobile
radio terminal 20, the zone server 30, and/or radio network components such as the HLR/VLR. If the
profiles are generated by the mobile radio terminal 20, they may be transmitted to the zone server 30
and/or radio network components via any suitable radio network transmission medium such as Short
Message Service (SMS), Multimedia Message Service (MMS), General Packet Radio Service
(GPRS), Unstructured Supplementary Service Data (USSD), High-Speed Circuit-Switched Data
(HSCSD), High-Speed Packet Access (HSPA) or High-Rate Packet Data (HRPD). Likewise, if the
profiles are generated by the zone server 30, they may be transmitted to the mobile radio terminal 20
via any suitable radio network transmission medium such as any of the above and/or Wireless

Application Protocol (WAP) Push.

Figure 2 shows an exemplary GSM mobile terminal 20 according to an exemplary embodiment
illustrating necessary components to perform the procedures relating to certain of the systems
disclosed herein. The mobile radio terminal 20 may be any type of handset or PDA or indeed cellular
equipped laptop and may operate over any 2G or 3G radio communications network such as GSM,
UMTS, or CDMA. The mobile terminal 20 has a display 60 that allows the user to visually read
information and may allow the user to view multimedia information such as video. The mobile
terminal 20 may also provide voice or sound output through an optional speaker 62. The Mobile
terminal 20 may further comprise a network transceiver 64 to receive transmissions from and to
transmit requests to network 10, a central processing unit (CPU) 66 for controlling and executing all
necessary procedures, a memory (e.g., SDRAM) 68, a Subscriber Identity Module (SIM) card 70, a
data storage unit 72, an antenna 74, and one or more inputs 76 for inputting information into mobile
terminal 20. In certain embodiments, CDMA handsets may include a Removable User Identity
Module (R-UIM) and UMTS handsets may include a Universal Subscriber Identity Module (USIM).
The data storage unit 72 can be, for example, a hard disk magnetic or optical storage unit, as well as a
CD-ROM drive or a flash memory such as Secure Digital, MultiMediaCard or Compactklash card.
Input 76 may be, for example, a numeric keypad, a keyboard, a software keyboard touch screen, a
touch screen (in combination with the display 60), a mouse, a pointing device such as pointing pen,

ete.

The SIM card is a specific instance of a smart card or security/trust token for secure wireless
communication networks, i.e., in this instance for the GSM network. Other representative examples
of smart cards for secure wireless communication networks include the Universal Identity Module
(UIM), the Removable User Identity Module (R-UIM), and the UMTS Subscriber Identity Module
(USIM). The SIM represents the subscription contract between a specific subscriber (network user)
and the GSM network operator, i.e., providing the means for authenticating the subscriber for network

access and identifying GSM network services to which the subscriber is entitled, i.e., the STM card is
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the subscriber's identity in the context of the GSM network. The SIM card is portable to any GSM

terminal, thereby providing the subscriber with an unprecedented degree of personal mobility.

The SIM card is in fact a small computer, containing a standardized operating system (JavaCard™ is
implemented in the SIM card; Smart Card for Windows and Multos™ are other standardized
operating systems for smart cards) and system files, RAM and flash memory (for storage of data and
applications), a microprocessor, and typically a cryptographic co-processor. The GSM network
operator controls the distribution and the stored content, e.g., data, applications, of the SIM card.
Content on the SIM card may be provisioned by one or more of the network operator, the handset
manufacturer, the SIM card manufacturer, or the subscribers themselves. Stored on SIM cards
configured for GSM networks are subscription and security-related data, e.g., a subscriber number
(Tnternational Mobile Subscriber Identity (IMSI)) that uniquely identifies the subscriber, a network
operator-assigned subscriber-specific call number (MSISDN), i.e., the subscriber's 'phone number' in
the GSM network, the subscriber key and cryptographic algorithms for authentication of the
subscriber and encryption of subscriber communications (specified by the GSM network operator),
and subscriber personal data, e.g., the subscriber's password or personal identity number (PIN) for
accessing the SIM card, personal telephone directory, call charging information, a log of recently-
dialed numbers, short text messages (for use with SMS (Short Message Service)), and a personalized

subscriber services portfolio, i.e., applications.

Also embedded in the SIM card is a SIM Application Toolkit (STK). The STK provides the functional
capability, inter alia, to allow the subscriber to access and use embedded applications via the user
interface of the GSM terminal, and to modify the menu structure of the GSM terminal in conjunction
with the use of such applications. The STX also allows the GSM network operator to download new

data and/or applications to the SIM card to implement new services for the subscriber.

The zone provisioning and monitoring application may be stored in any combination of one or more
of the SIM, R-UIM, USIM, internal memory, removable memory card, additional processors and/or a
smart card inserted in the handset. For example, the zone provisioning and monitoring application
could be a SIM Toolkit Java Card applet that is also stored on the SIM card. The zone provisioning
and monitoring application may execute in any combination of the processor, the SIM, USIM or R-
UIM on the handset, an additional processor, internal memory, and/or a smart card inserted in the

handset.

Because different mobile radio terminals may have different capabilities, the zone provisioning and
monitoring application may determine which type or types of zone definition are appropriate for each

subscriber’s terminal by performing capability tests on the terminal. These capability tests could
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determine that radio terminal’s operating capabilities, e.g., video display size, memory size, processor
speed, network capabilities (GSM, CDMA, and or Wi-Fi), as well as the terminal’s capability to
measure NMRs and/or CellID. These tests may be performed when the application is first activated
(e.g., installed for the first time on a Symbian enabled handset), when the terminal is changed (e.g., in
a SIM based application), and/or if the server 30 sends a message to the terminal directing it to
perform the tests, or combinations thereof. This capability data could be used, for example to
provision only 2G compatible zone profiles to 2G terminals, or may provision 3G zone profiles to
dual mode 2G/3G compatible terminals where there is 3G network coverage. Additionally, the system
may provision Wi-Fi zone profiles for Wi-Fi capable terminals. However, in cases of Wi-Fi zone
profiles, there may be a issues due to Wi-Fi network changeability. This may be addressed by having
dual mode (e.g., Wi-Fi and 2G cellular capable) devices periodically report measurements from both
networks so that the terminal can correlate the Wi-Fi measurements with cellular network
measurements. Attributes of a subscriber’s terminal can be taken into account in choosing

associations between zones and subscribers.

Accordingly, the zone profiles may be stored in any combination of the SIM, R-UIM, USIM, internal
memory, removable memory card, additional processors and/or a smart card inserted in the handset.

For example, the zone profiles may be stored on a Java Card based SIM card in zone definition slots.

The server 30 may be, for example a GNU/Linux or Apache server running on a blade server or server
farm. The server 30 may also be a distributed network of servers. The server 30 is not limited to the
physical hardware, but may also include the software. The server 30 may use any suitable database for
storing the zone profiles. For example, the server 30 may store the zone profiles in one or a

combination of a MySQL, MS SQL Server, MS Access, Oracle DB, and/or Apache Derby database.

The server 30 may be connected to the radio communications network 10 or coupled to an external IP
network such as an IPv6 network, that may be connected to the radio communications network via,
for example, a GSM Gateway GPRS Support Node (GGSN) or a CDMAZ2000 Packet Data Serving
Node (PDSN). The server may also share processing responsibilities with an external processor 40.
The external processor may be any type of computing platform such as another server, a mainframe,

or a distributed computing network.

The server 30 may communicate with the mobile radio terminal 20 using any radio network data
service such as SMS, USSD, GPRS, or HRPD. For security purposes, messages may be encrypted
and/or authenticated using an encryption lay'er such as, for examplé, SSL, or TLS. While TLS
typically only provides for server authentication, in some embodiments, mutual authentication of both

the server 30 and the mobile terminal 20 may be desired. In these embodiments, public or private key
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infrastructure (PKI) deployments may be utilized incorporating one or more of, for example, RSA,
Diffie-Hellman, and/or DSA encryption algorithms. Advantageously, encryption and mutual
authentication may provide security against security violations such as spoofing or man-in-the-middle

attacks.

Once the zone profiles are stored on the mobile radio terminal, the stored zone profiles may be
periodically updated and managed by the mobile radio terminal 20, and/or the zone server 30. In
certain applications it may be desirable to monitor the different memory capacities of the subscriber’s
terminal. In some applications this can be done when the mobile terminal reports the available zone
slots in the initial handshake with the server, for example, it may be encoded in a “New applet”

message.

One potential constraint in certain applications, is the mobile terminal memory capacity for storing
zone profiles. While different terminals may have differing amounts of memory available, in many
cases this will be insufficient to store all the zones that could potentially be associated with a
subscriber. Embodiments of the present inventions enable these differing resource levels to be
managed by tracking for each subscriber the available space for the zone profiles. However, a
management issue may arise in certain applications when there are more zones associated with a
particular subscriber than there is space available. Take for example a mobile advertising scenario in
which a subscriber is a registered customer of a retail chain having more than 500 stores nationwide.
Assume that the retailer wishes to detect (with the customer’s consent), when the customer
approaches any one of its stores in order to potentially transmit a coupon or other message to
personalize the shopping experience for the customer. In this case to simply associate the subscriber
with zones representing the stores could require more than 500 zones to be installed on the
subscriber’s terminal for monitoring which is likely to exceed the capacity available for certain
terminals. Several memory management schema may be used to address this issue. In certain
embodiments, the memory management may comprise one or more of a hierarchical scheme for
dynamically managing the profiles, a selection and prioritization scheme for choosing profiles, and/or

dynamic memory cache management.

In situations where there are more zones assigned to a subscriber than there is space available on the
subscriber’s mobile radio terminal, a subset of zones are made available to a subscriber at any given
time or time period, this subset being managed by the system. In some cases the entire set of zones
may be geographically dispersed. In these cases, the available memory slots on the mobile radio
terminal may be operated as a cache, the elements of the cache being populated with profiles defining
the zones that are geographically determined to be closest to the current location of the terminal. The

location information used to order the zones in terms of proximity could be derived from any
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combination of recent updates from the terminal (zone entry/exit alerts) or periodic polling or other
location related events within the wireless network, such as location update events. In other

embodiments the cache management may employ a hierarchical technique.

In certain embodiments, such a hierarchical technique may involve periodically provisioning a mobile
radio terminal with the zone profiles that are geographically determined to be the closest to the current
location of the terminal. This could partially be supported by periodic polling of the mobile radio
terminal’s location. For example, the metropolitan area of Sydney, Australia is divided into 38 Local
Government Areas (LGA) as illustrated in Figure 3. In an exemplary embodiment, a zone could be
defined for each LGA. Therefore, the mobile radio terminal could be provisioned with the LGA
currently occupied by the mobile radio terminal and the adjacent LGAs. Thus if the mobile radio
terminal is currently located in Waverley, the mobile radio terminal 20 may be provisioned with zone

profiles corresponding to Waverley, Woollahra, and Randwick.

In another embodiment, the hierarchical technique may utilize a hierarchical set of layered zones as
shown in Figure 4. As illustrated, a mobile radio terminal 20 could be provisioned with large scale
zones 80, 82 and 84 corresponding to the current state or province and the adjacent states or
provinces, and mid-scale zones 85 and 86 corresponding to cities within the current state or province.
When a mid-scale zone corresponding to a city is triggered, all the large-scale and mid-scale zones
except for the current one may be removed, and the terminal may be provisioned with small-scale
zones 88, 90, 92, and 94 (for example representing neighborhoods within the city) that are contained
within the current mid-scale zone. When a mobile radio terminal 20 leaves a mid-scale zone, the
small-scale zones can be replaced with the current and adjacent mid-scale zones, in addition to the
current and adjacent large scale zones. When a mobile terminal moves from one large scale zone to
another, the large scale zones that are no longer adjacent may be removed and the current adjacent

large scale zones, in addition to the mid-scale zones within the current large-scale zone may be added.

Such a hierarchy technique can be repeated down to an arbitrary level of geographic detail and could
contain any suitable number of layers. For example, the above describes the hierarchy in terms of
three layers: state -> city -> city region. Embodiments disclosed herein may also manage other
variations of layers, for example, state, city, city region, city sub-region, particular shopping area,
shopping mall, and so forth. The systems disclosed herein are capable of managing various sets of
defined zones and stacking or constructing them based on a number of criteria, for example, but not
limited to geography, time of day, certain days of the year, certain period of days in a year, zones that
are to be given higher priority or lower priority, or combinations thereof. The number of layers
actually in use can be varied dynamically, and the optimal will be a function of the number of slots

available and the geographical distribution of zones. Advantageously, the radio telecommunications
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network lends itself to some layers e.g., country -> network-> region (LAC) - > areas (groups of
CellIDs). The layering strategy per subscriber can be continually updated whenever there is a change
to the zones, for example layers may be added, removed, and/or purged when they’ve already been

triggered.

For illustrative purposes and referring to Figure 3, consider a subscriber traveling across Australia
who is currently located in the state of New South Wales. While the subscriber is between major
metropolitan areas, the subscriber’s mobile radio terminal could be provisioned with a countrywide
zone profile corresponding to Australia, large-scale zone profiles corresponding to New South Wales,
Victoria, Queensland, and South Australia, and metropolitan area zone profiles corresponding to the
cities of Canberra and Sydney. When the subscriber enters the large-scale zone corresponding to
metropolitan Sydney, for example entering the Penrith LGA, the mobile radio terminal 20 transmits a
message to notify the server 30. This message may contain any suitable data, such as the current radio
parameter signal measurements taken by the mobile radio terminal and a notification that the mobile
terminal 20 has entered the Sydney zone. The server 30 responds to this notification by provisioning
the mobile radio terminal with mid-scale zone profiles corresponding to Penrith, Blacktown, Fairfield,
and Liverpool, and with small-scale zone profiles corresponding to small regions within Penrith.
These small-scale zone profiles could correspond to neighborhoods and/or could be used to advertise
businesses, schools, or churches. The small-scale zones could also be used for any other suitable
purpose. Additionally, the zone profiles corresponding to Victoria, Queensland, South Australia, and

Canberra could be removed from the mobile terminal’s memory.

Advantageously, such a hierarchical technique would maximize the number of zones stored on the
phone that are likely to be triggered while simultaneously minimizing the network traffic associated

with changing zones (i.e., churn).

To illustrate the use of the hierarchical zones in certain systems and methods, consider a situation in
which a subscriber is associated with defined zones within Sydney & Melbourne in Australia as well
as in Auckland, New Zealand. Further, assume that the subscriber is initially situated in Auckland but
has just traveled to Australia, landing in Sydney. Assume that the subscriber’s terminal has a capacity

of 8 slots.

The complete set of zones associated with the subscriber are listed below in Table 3:

Zone

1 New Zealand

2 Auckland
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3 Company office 1 (Auckland CBD)
4 Company office 2 (in Auckland North shore)
5 Queen St Mall (Auckland CBD)
6 Parnell club (Auckland)
7 Auckland airport frequent flyer
8 Australia
9 Sydney
10 Company officel (Martin place, Sydney)
11 Company office 2 (Circular Quay, Sydney)
12 Virgin Megastore, (Pitt St. Sydney)
13 Virgin, (Margaret St. Sydney)
14 Myer, (CBD, Sydney)
15 Myer, (Parramatta, Sydney)
16 Home (Baulkham Hills)
17 Parramatta Eels Rugby Club (Parramatta)
18 Sydney CBD & Eastern Suburbs
19 Sydney Western Suburbs
20 Myer, (Macquarie Centre, Sydney)
21 Sydney international airport frequent flyer
22 Melbourne
23 Myer Melbourne
24 Myer Dandenong (Melbourne)
25 Virgin Megastore, (Chapel St. Melb)
26 Virgin Megastore, (Knox City. Melb)
27 Melbourne airport frequent flyer
28 Sydney Domestic airport frequent flyer
Table 3
The configuration of the zone slots and their associated status on leaving Auckland was as shown
below in Table 4:
Zone Slot Zone Profile Zone Status
1 New Zealand IN
2 Auckland IN
3 Company Office 1 ouT
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4 Company Office 2 ouT

5 Queen St. Mall ouT

6 Parnell Club ouT
Auckland airport

7 frequent flyer zone IN

8 Vacant Vacant

Table 4
Once the subscriber powers on the terminal in Sydney, the application refreshes the zone status and
then transmits a zone exit alert for a change in zone status for the Auckland & New Zealand zones.

The new status of the installed zones is shown in Table 5 below:

Zone slot Zone profile Zone Status
1 New Zealand ouT

2 Auckland ouT

3 Company officel ouT

4 Company office 2 ouTr

5 Queen St Mall ouT

6 Parnell club ouT

7 Auckland airport frequent flyer ouT

8 VACANT VACANT

Table 5

This alert triggers a re-evaluation at the server of the installed zones on the terminal. The zone status
changes themselves do not convey sufficiently precise location information, so the server first invokes
a location calculation using the radio measurements which were included in the status update alert,
and obtains a position estimate corresponding to a location within Sydney International airport. Based
on this location estimate, the zone server transmits an entirely new set of zones to the terminal for
monitoring. On receipt of these zone profiles, the application at the mobile terminal re-evaluates the

zone status and transmits a zone status update to the server. The updated zone configuration is shown
in Table 6 below:

Zone slot Zone profile Zone Status
1 Australia IN
2 Sydney IN
3 Sydney CBD & Eastern IN




10

15

WO 2009/036497

28

PCT/AU2008/001374
Suburbs
4 Company office 1 (Martin ouT
place)
5 Company office 2 (Circular our
Quay)
6 Virgin Megastore, Pitt St ouT
7 Myer, CBD ouT
8 Sydney international airport IN
frequent flyer

Table 6

Now assume that the subscriber leaves the airport and drives to his home in Baulkham Hills. Shortly

after leaving the airport, the terminal sends a zone status change alert to the server conveying a zone

exit event for the Sydney International terminal zone. This triggers the server to re-evaluate the zone

priorities. In this case however there are no other zones in the immediate vicinity which need to be

added so no change is made.

Some 20 minutes later as the subscriber continues on his way, the terminal transmits another zone

status change alert to the server, this time indicating an exit from the Sydney CBD & Eastern Suburbs

zone. This triggers a re-evaluation process in the server which this time does trigger a change in the

zone, resulting in the updated configuration shown below in Table 7. Shortly after the updates bave

been made to the profiles installed on the terminal, the terminal issues a zone status update with the

zone status values shown below. Because the terminal is in essentiaily the same location as when the

changes were made, no further changes are applied.

Zone slot Zone profile Zone Status

1 Australia IN

2 Sydney IN

3 Sydney CBD & ouT
Eastern Suburbs

4 Sydney Western Suburbs IN

5 Home (Baulkham Hills) ouT

6 Parramatta Eels Rugby Club ouT
(Parramatta)

7 Myer, (Parramatta, Sydney) ouT

8 Virgin Megastore, Pitt St our

Table 7
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The preceding example illustrates one possible sequence of changes. Various alternative sequences

could arise for the same pattern of subscriber movement depending on the relative priorities assigned
to the different zones. Additionally it could be possible to operate the service in this case without the
country and city level zones, instead using regional zones at the level of the Sydney East/West zones.

The optimal layering strategy will depend on a variety of factors as disclosed herein.

In some embodiments, the zone profiles stored on the radio terminal may be managed by prioritizing
the zones and then provisioning the terminal with only the certain priority zones. The priority
assigned to the zones may be reviewed at certain intervals and, if any priority changes have occurred,
the zone profiles stored on the terminal may be updated. The prioritization process may take a variety
of inputs. For example, the process may include attributes associated with each zone and/or attributes
associated with a particular subscriber to obtain a single priority value which can be used to ranking

relative to other zones.

In applications directed to mobile advertising, one attribute may be a priority defined by the ad server
50. This may reflect different levels of service offered by the advertising service provided, charged at
different rates. In this case, a zone definition associated with a premium rate advertising package
would typically be installed on a subscriber’s terminal in preference to an ordinary rate zone

definition.

Another component of the overall priority for a zone may be based on time parameters associated
with the zone. For example a zone that does not have a particular validity period would not receive
any additional prioritization in this aspect, whereas a zone which had a validity period of two hours on
a particular day would receive a large priority contribution as that time approached and a negative

contribution after the validity period had passed.

Another component of the overall priority could be the alignment between any expressed preferences
for classes of offers by the user and the classification assigned to the zone by the ad server. In the
absence of any preferences indicated by the user, there would be no contribution to the overall priority

from this aspect.

Another component of the prioritization for a given zone could be the current location of the
subscriber in relation to that zone, the closer the estimated location of the subscriber is to the zone, the
greater the location related priority adjustment that is applied. To enable a fair basis for comparison in
different environments and zone types, the calculation for this priority component may include a
normalization step in which the estimated current range between subscriber and zone is divided by the

size of the corresponding zones.
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In certain embodiments, the criteria for prioritizing the zones stored on the subscriber’s terminal may
be re-evaluated periodically by the system. This processing is triggered from time to time by one of
the following events: a timer expiry (measuring the time since the processing was last carried out); a
zone state event (terminal has alerted the server on leaving or entering a zone); new zone added (for
instance the ad server has established a new association between this subscriber and one or more new
zones); zone deleted or disabled (ad server has removed an association); the time window associated

with a zone currently associated with this subscriber has either activated or expired (e.g.: a time

limited zone definition covering say 2 hours around lunch time, has just expired), or combinations

thereof.

One trigger for a re-evaluation of the zone priorities may be when the mobile terminal 20 notifies (ie,
alerts) the zone server 30 of a zone status change. For example, if a zone has been defined for a single
use by any given subscriber, then a zone status change would cause the corresponding zone to be
marked as inactive and discarded from the subscriber’s terminal. In other cases where a zone has been
configured for a specified number of detections, if that number has been reached, the zone definition
may be removed from the subscriber’s terminal and any association between the subscriber and the
corresponding zone on the zone server 30 could be canceled. In yet other cases, if a zone has been
configured for repeated activation at set time intervals (e.g., an advertisement in a particular location
set to trigger an advertisement once per month) then on receiving an in-zone notification from the
terminal, the zone server may remove the zone definition from the mobile terminal. In these cases, the
zone server 30 may also disable any association between the subscriber and the corresponding zone,

until the interval elapses at which time the association will be re-enabled.

A further action on receipt of a zone change notification from the mobile application may be to update
the current location data of the terminal on the server using the information in the alert. Note that this
information may be one or a combination of the zone location status, the radio signal measurements
taken by the terminal, and/or a location estimated component from the radio measurements. The
priorities can then be re-evaluated taking into account the updated location and any resulting changes

in the prioritized list can be applied to the set of zones stored on the mobile terminal.

A re-evaluation may also be triggered by a power cycle on the terminal, at which time the mobile
terminal refreshes the status of all active zones being monitored in a message to the zone server.
Another trigger may be a periodic poll of the mobile terminal 20 by the zone server 30. In some cases
the system of this invention could use a combination of hierarchical layered zones as described above
and selective polling. The polling period could be configured as a default either across all subscribers
or per subscriber. Alternatively, the period could be adapted according to the location of the

subscriber. For example, if the updated location of the subscriber is estimated to be in a suburban
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locale where no zone definitions are active, then the polling interval could be increased because the
user is unlikely to enter any target zones in the near term. However, if the most recent poll indicated
that the subscriber was in a dense city location where there were many zones associated with the
subscriber active then the poll interval would be decreased for more frequent updates. In the case of
adaptive polling rates, the polling could also be slowed or even halted during a period such as
nighttime if none of the zones related to offers that were relevant at night. In addition to adjusting the
polling rates based on subscriber location, the polling interval counter could automatically reset on

receipt of any mobile triggered alerts.

Figure S illustrates the processing carried out to maintain the set of zones being monitored by each
subscriber’s terminal. The process starts at step 100 and periodically checks whether the current
location of the subscriber is known to sufficient level of precision at step 102. This would be the case
if, for instance, the event which triggered the processing was a zone entry notification from the
terminal for a zone with a small geographical extent. On the other hand if the event was a timer expiry
then the server may not have up to date information on the location of the subscriber. This check may

be performed at intervals defined by a timer.

If the current location is not known, then the server may check whether the radio measurements
needed to compute a location estimate are available at step 104. This would be the case for instance if
the event triggering the processing was a zone entry or exit alert for a coarse zone. In this case the
zone change does not convey precise location information however the radio measurements that

accompany a zone state change notification can be used to calculate a more accurate location estimate.

If no radio measurements are available, the server may poll the terminal to request the latest radio
measurements collected by the mobile application at step 106. In certain cases where there are more
zone slots available on a mobile radio terminal than there zones associated with that terminal, then
terminal polling will be optional and may not be required. In certain cases where there are more zones
associated with a terminal than there are zone slots available, but the zones associated with a terminal
are geographically dispersed, terminal polling may also be optional and may not be necessary.
However, in cases where there are more zones associated with a terminal than there are zone slots
available, and the zones associated with a terminal are geographically concentrated, then the terminal

may be polled.

Once the measurements are available, a location estimate is computed at step 108, optionally together
with a location confidence estimate. Once a position estimate is available, the priorities associated
with all the current active zones for this subscriber are reevaluated at step 110 to determine the

optimal set to be deployed on the subscriber’s terminal for monitoring.
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If there are any changes required for the current set of zones at step 112 that are being monitored, the

server will push one or more zone profiles to the terminal at step 114,

The final step 116 in the process is to restart the timer for the next evaluation and then the process
ends at step 118. The interval for the timer is adjustable depending any suitable factors such as on one
or more of the following:

[} The minimum refresh interval configured for this subscriber by the application;

2) The location of the subscriber (in densely populated areas the refresh rate will configured for
more frequent updates than in sparsely populated areas where it takes longer to make a significant
change in position);

3) The density of active zones for that subscriber in the area, for example, may increase the timer
interval if there aren’t any nearby zones that need to be provisioned in the terminal’s zone cache;

4) Whether there are vacant slots on the terminal or not. If there are already vacant slots then

there is probably little need to refresh the zones and this would be optional.

Based on these factors, the timer interval could be an interval, for example, of between about 1 second
and about 60 minutes, between 10 seconds and 30 minutes, between 20 seconds and 15 minutes,
between 30 seconds and 10 minutes, between 30 seconds and 5 minutes, or between 45 seconds and 5

minutes.

In certain embodiments, the system could also incorporate a dwell time criteria. For example, some or
all of the zones on a mobile terminal could have timers associated with them that would start running
when a mobile terminal entered the zone. These zones would not be triggered until the timer reached a
certain value, thereby delaying activation of the zone. An alternative option is to incorporate the dwell
time criteria into the zone detection filter or debouncer. This could be used to prevent triggering zones
when a mobile terminal rapidly traversed an area, such as driving through in a car. In certain
embodiments, the system could adaptively learn a mobile radio terminal’s typical movements, e.g.,
the route a user traverses while traveling to and from work. In these cases, the system could suppress
triggering any zones along this typical route. This could be useful, for example, to prevent sending the

same advertisements to a user who travels the same route each morning.

Once a zone profile has been successfully provisioned on the mobile radio terminal 20, the mobile
radio terminal 20 may commence monitoring to determine whether it is within the defined zone. The
mobile radio terminal 20 may take measurements periodically. Alternatively, the mobile radio
terminal may take measurements when triggered by a message from the server 30. In another
embodiment, the mobile radio terminal may take measurements when triggered by a user action, such

as initiating a call, or upon user command.
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Once the mobile radio terminal 20 obtains the measurements, it may then use an algorithm to
determine whether or not it is in the defined zone. In alternative embodiments, the algorithm may
determine whether the mobile radio terminal is within a certain distance of the boundaries of the
defined zone. For example, the algorithm may determine whether the mobile radio terminal is within
5  about 10m to 1000m, 50m to 500m, 50m to 100m, 10m to 50m, or 25m to 100m of the defined zone.
In one embodiment, the algorithm makes a decision as to whether the mobile is in or near the zone by
calculating a cost, and comparing this cost with a threshold. The cost is a quantitative representation
of the difference between the measurements and the zone profile, calculated using a cost or penalty
function. For example, the total cost, C , is equal to
10 C = Cy +Cyy +Cy where
Cy = Cost associated with cells that are observed and are matched in the profile
C,m = Cost associated with cells that are observed but are not matched in the profile
C. = Cost associated with cells that are in the profile but are not reported
In this example, cells are uniquely renumbered such that cells 1 to N, are associated with
15 cost Cp, cells Ny + 1 to Ny, + Ny, are associated with cost Cy , and Ny + Ny + 1 10 N + Ny + N
are associated with C,, where
Ny = Number of observations that are matched in the profile,
Num = Number of observations that are not matched in the profile,
N, = Number of cells that are in the profile but are not reported,
20 Each of the costs is then calculated in the following manner:
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where
1, — The expected value of the signal strength (dBm) of the ith cell, as entered into the
profile,
25 i — The observed value the signal strength (dBm) of the ith cell,
tun = a fixed value (in dBm) that represents the value of signal strength such that it is
unlikely that a cell will be not be observed in the profile if the cell's expected signal strength is above

tum ’

t,, = a fixed threshold (in dBm), as described in PCT/AU2006/000347.
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0 = scaling parameter, and
erf =the standard error function.
The decision as to whether the mobile is in the zone is made as follows
If C <92 (x, Ny - 2) then in the zone;
Else not in the zone.
where %2 is the standard statistical function,
Nt = Np + Ny + N,
X = a percentage between 0 and 100, which represents the degree of consistency between
the measurements and being in the zone. Any other suitable cost finction may be used such as, for
example, the cost function disclosed in PCT/AU2008/000344 entitled “Enhanced Zone

Determination,” which is incorporated herein by reference in its entirety,

In a GSM system, experimentation and simulations indicate that suitable values for the unmatched
cost threshold lie between -80dBm and -95dBm or between -85dBm and -100dBm or between -
90dBm and -105 dBm. Similarly, suitable values for the percentage, depending on the application lie
between 50 and 70 or between 65 and 85 or between 75 and 100 percent.

The value of ¢ may depend on several factors including the radio environment, and may range from
about 3dB to about 24dB (e.g., about 3dB - 9dB, 6dB - 15dB, 9dB - 20B or 13dB - 24dB). One
method of calculating the value of t,, is as described in PCT/AU2006/000347. In GSM, the signal
strengths may be quantized to about 1dB.

The mobile radio terminal may observe the signal levels, timing advance, time differences, or other
parameters as described above. In addition, the fact that a particular cell is not reported may also be an
observation. It should also be noted that a variety of approximations may be applied to reduce the
computation load associated with these calculations especially in mobile terminals. Examples include
a lookup table approximation to the error function and the Chi-Squared distribution. See
PCT/AU2006/000478 for an example of the zone determination process.

The output from the immediate zone status determination at each cycle may be applied to a filter
which is designed to suppress short term variations caused by brief re-selections. In some
embodiments at least one filter threshold is used to smooth short-term fluctuations in the zone status,
In other embodiments at least a plurality of filters is used to smooth short-term fluctuations in the
zone status. This filter may be referred to as a debouncer, or an anti-hunting filter and may be
implemented in a number of ways. For example, hysteresis could be used to filter the current zone

status determination signal so that the output determination takes recent history into account. The
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filter could also take into account, for example, the difference between the immediate cycle cost and

the log probability threshold.

The debouncer could be implemented, for example, in software as a feedback loop with a memory of
past outputs. As each zone status determination is made, the memory could be updated
correspondingly with the current determination. This memory would provide an input to the filter for
subsequent determinations. This could operate as a moving window average, taking the costs
computed in a series of cycles to compute an average cost before comparing the resulting average cost
against a cost threshold to determine the status. The software could execute in any combination of the
handset, the Subscriber Identification Module (SIM) that is inserted in the handset, an additional
processor or smart card inserted into the handset. Alternatively, the debouncer could be implemented

in hardware.

The mobile radio terminal 20 may transmit the results of its zone determination periodically to the
server 30. In one embodiment, a notification message may be triggered by the mobile upon
determining that it has moved into or out of a defined zone. Advantageously, transmitting the
information only on a change of status yields low signaling rate which in turn minimizes battery drain
in the subscriber’s terminal. In another embodiment, this transmission may be initiated by a message

from the server.

Other events may be used to trigger the transmission of the zone status message to the network. For
example, the transmission could be triggered by the subscriber initiating a call, thereby sending the
information when it is required to determine the zone status for rating a call. The act of unlocking the
mobile terminal keypad by the subscriber might also be used as a suitable trigger for this transmission.
Alternatively the transmission could also be triggered by the subscriber from a menu item on the

terminal.

The issue of ambiguous measurements arises again during the zone detection process where a set of
current measurements is compared against a zone profile, for example, when a mobile radio terminal
20 is situated within a zone and reports a measurement for the neighbor cell. As previously described,
this measurement is in itself ambiguous. Although the ARFCN and BSIC reported match the ARFCN
and BSIC of an entry in the zone profile, without knowing where the mobile radio terminal 20 is
situated, it is not clear whether there is a match against the cell in the profile. It is only known that the
measured parameters match some fields of an entry in the profile. In this case certain embodiments do
not require an explicit ambiguity resolution of the kind that may be required when generating the

profile. Instead, using at least one unambiguous match, reliance can be placed on the unambiguous
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match to constrain the location of the mobile radio terminal 20, sufficiently such that there can only
be one candidate cell in that vicinity whose parameters match the entry in the profile.

While the present example shows the use of a cell ID to resolve the ambiguity, it will be understood
that other methods are available. In GSM, for example, using the Location Area Code (LAC) rather
than the cell ID would in many cases also enable the ambiguity to be resolved. Yet another possibility
is to use the provisioning information to resolve the ambiguity for the zone definition measurements.
In this case, a series of ambiguous measurements could be collected and the nominal location supplied
by the user used to constrain the location of the mobile terminal and thereby resolve the ambiguity. In
other networks, similar parameters can be used to resolve the ambiguity. In UMTS, the similar

assignment of cell ID and LAC enables a similar mechanism as described for GSM.

When the server receives a zone status message from a mobile terminal, it may process the included
measurements and re-evaluate the zone status change according to the methods described above.
Advantageously this may provide independent server-side verification of the zone determination. This
is also beneficial because the server may have access to additional information or algorithms not

available at the mobile.

Embodiments disclosed could be suitable for a wide variety of applications. As examples, consider
applications that greets frequent flyers when they arrive at an airport, that greets customer who is a
frequent purchaser at a store or holds a credit card when they enter the store, that allows for mobile
advertising, that triggers traffic reports when a mobile terminal enters a certain traffic area, that
triggers a message when a radio terminal enters a restricted zone, that sends information that a child
has left a school or home or gotten to school or home, that sends safety messages to registered users
when there is an incident in a particular location, buddy finder systems, community message type

services, and zone based mobile games.

One application would be delivering advertisements and other “push” based communications to
mobile telephone subscribers, triggered based on their location. As an example, consider a music store
that wished to transmit advertisements to all subscribers in the vicinity advertising a new release
album, perhaps coinciding with an in-store appearance of the artist. The advertisement might include
an inducement such as a time limited offer of a discount or a personally autographed edition for the
first 100 purchasers. An alternative inducement might be to include a hyperlink to a site where a copy

of the latest single from the album could be downloaded.

In addition to focusing the advertisements spatially, other criteria could be combined including age
bracket, previous spending habits if the retailer has such information available based on customer

loyalty programs etc. Many variations are possible, however, the advertisements typically will be
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directed only to those who are in the vicinity, and thereby likely to alter their behavior and respond to
the communication. Research has shown that subscribers will not accept this type of unsolicited

advertising to their mobile phones unless they consider offers relevant (i.e., nearby).

A technical challenge in operating this type of mobile advertising service is determining when
subscribers are in the (typically small) regions where the advertisements are to be targeted. Another
technical challenge is not polling the terminal so much that the system becomes unacceptable from a
cost and/or network usage view point. Another technical challenge is not overusing the resources of
the terminal or the network, for example using too much battery power from the terminal. To
understand the technical challenge, consider that there would be in most cases, a requirement to
monitor the location of candidate subscribers continually in order to not miss an opporfunity to deliver
an advertisement. This can be understood from the fact that a shopper on foot may walk past a target
store and “out of range” within a few minutes. In this case, monitoring at intervals of 30 minutes
would frequently miss opportunities for delivering an advertisement. Against this requirement for
frequent monitoring, consider a network based location system that periodically opens a connection to
each monitored subscriber’s terminal to poll their location. To be effective, the polling interval
preferably would have to be at sufficient intervals to locate the terminal in the zone(s) to be triggered.
However, this type network based polling approach may be infeasible for several reasons. First,
scaling the service to large numbers of subscribers would require very large network infrastructure
capacity. Moreover, the attendant cost and consumption of network bandwidth would be prohibitive.
Further, the battery impact on the subscriber’s mobile terminal associated with repeated network
polling would be unacceptable. These penalties are made all the more acute because the majority of
polling cycles would yield no benefit to advertisers, merely confirming that the subscriber is not
located anywhere near the target point(s) of interest. Embodiments disclosed herein overcome, or

make, these problems more manageable.

For example, assume that a network-based zone location system and a system in accordance with
embodiments of the present disclosure are both trying to deliver advertisements to the same zones
(neglecting the fact that network based cannot actually achieve the same spatial precision). Further
assume that in any given day the average user only visits 2 zones (i.e. there are two opportunities to
deliver an advertisement per user per day). Assume further that the network based system needs to
check the mobile radio terminal’s location at least every 15 minutes, which requires one message
from the network to the mobile radio terminal and another message from the mobile radio terminal to
the network. Thus, for each subscriber a network-based system will require 96 messages at, for
example, $0.05 per message. This means that for two advertisements, the total cost is $4.80 per day,
or $2.40 for one advertisement. Additionally, the cost for platform capacity should be included.

Assuming that a single node in the network manages 50 polls per second and costs $100,000, and that
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each subscriber would add a transaction rate of (1/15%60) = 0.0011 transaction per second, then the
additional platform cost would be $2.22 per subscriber. In total, operating a network based polling
system would cost about $7 per user per day, or assuming we deliver 2 ads a day, the cost per

advertisement will be around $3.50.

By contrast, for embodiments of the present disclosure the transaction rate is 2 messages total per day
(assuming the average user only enters 2 zones per day) for a total messaging cost of $0.10 per
subscriber. Additionally, the platform capacity cost would be 2/(24x3600)/50 ¥$100,000 = $0.04.
Therefore embodiments of the present disclosure may have a cost per advertisement of about $0.14.

This represents a significant cost savings over network-based location systems.

Referring to Figure 6, a system for mobile advertising according to an exemplary embodiment of the
invention includes one or more mobile radio terminals 220 in communication with the radio
transceiver 215 of radio telecommunications network 210 having defined advertising zones A (230),
B (240) and C (250), zone server 260, advertisement server 270, and optionally user profile database
server 280. The user profile database server 280 may be incorporated in the ad server 270 or may be a
separate server and may communicate with the advertisement server 270 and zone server 260 to
provision advertisements to mobile terminals. The communications between the various servers may
be established via any suitable communications network such as TCP/IP over Ethernet. Note that the
servers need not be housed in the same premises. The zone server could be maintained within the
network operator’s secure environment whilst the advertising server could be hosted externally and
managed by the advertising service provider.

Network 210 may be linked to and communicate with advertisement server 270 that can dynamically
generate advertising messages, such as electronic coupons, to be transmitted to customers 10 in a
targeted fashion. Advertising messages generated by server 270 are transmitted as packets of dataina
format that mobile terminals 220 can receive and access, such as a short message service (SMS)
message format or another message format which may be sent using the wireless application protocol
(W AP) where mobile terminal 220 is a WAP-enabled mobile terminal. Server 270 may contain a
current service utilization database that can serve as a central register that maintains records of the
current advertisers and advertising messages that are being, or are scheduled to be, distributed.
Moreover, server 270 typically contains any predetermined portions of the content of the advertising
messages to be distributed. The advertisement server 270 may be for example a centralized entity, like
the service provider of mobile network 220, an application service provider (ASP), an advertisement
broker (which has several accounts), or the company that is placing the advertising through the
company’s private network. In alternative embodiments, rather than connecting an advertisement
server 270 directly to mobile network 210, mobile network 210 may be linked to the Internet 290 and
an advertisement server 270 may also be linked to the Internet 290. In still other embodiments, the
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advertisement server 270 may pre-provision advertisements on selected mobile terminals such that the

ads may be triggered by the associated zone without requiring the advertisement to be transmitted.

Figures 7A to 7D illustrate various exemplary embodiments of systems in accordance with the present
disclosure. Figure 7A shows an exemplary configuration in which a mobile radio terminal 310 is in
communication with a radio network transceiver 320. The radio network transceiver 320 is in turn
coupled to a radio communications network 330 (e.g., a GSM network). In certain embodiments, the
radio communications network 330 may have a gateway router 340 connected to an external IP
network 345 that allows communication with an external server 350. In alternative embodiments, the
external server 350 may be inside the radio communications network 330. In this exemplary
configuration the external server 350 contains both a zone server and an advertising server as

described above.

Figure 7B shows another exemplary configuration in which a mobile radio terminal 310 is in
communication with a radio network transceiver 320. The radio network transceiver 320 is in turn
coupled to a radio communications network 330 (e.g., a GSM network). In certain embodiments, the
radio communications network 330 may have a gateway router 340 connected to an external IP
network 345 that allows communication with a zone server 360. In alternative embodiments, the zone
server 360 may be inside the radio communications network 330. The zone server 360 is in
communication with an advertising server 370 that may also be inside or outside the radio
communications network 330. It should be noted that the advertising server 370 and zone server 360
need not be distinct physical devices but could be separate logical components of a software system,

connected via an interface such as described above.

Figure 7C shows another exemplary configuration in which two mobile radio terminals 310 and 312
are in communication with a radio network transceiver 320. The radio network transceiver 320 is in
turn coupled to a radio communications network 330 (e.g., a GSM network). In certain embodiments,
the radio communications network 330 may have a gateway router 340 connected to an external IP
network 345 that allows communication with a zone server 360. In alternative embodiments, the zone
server 360 may be inside the radio communications network 330. The zone server 360 is in
communication with a first and second advertising server 370 and 372 that may also be inside or
outside the radio communications network 330. The first advertising server 370 and the second
advertising server 372 may be operated by the same organization (e.g., advertising agency) or may be

operated by different organizations.

Figure 7D shows another exemplary configuration in which mobile radio terminals 310, and 312 are

in communication with a radio network transceiver 320 coupled to a radio communications network
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330 (e.g., a GSM network). Another mobile radio terminal 314 is in communication with another
radio network transceiver coupled to another radio communications network 332 (e.g., aCDMA
network). In certain embodiments, the radio communications networks 330 and 332 may have
gateway routers 340 and 342 connected to an external IP network 345. As illustrated, the gateway
router 340 may allow communication with zone servers 360 and 362. The gateway router 342 may
allow communication with zone servers 362 and 364. Further, the first zone server 360 is in
communication with the first advertising server 370, the second zone server 362 is in communication
with the second advertising server 372, and the third zone server 364 is in communication with the
second and third advertising servers 372 and 374. In alternative embodiments, one or more of the
zone servers 360, 362, and 364 and/or advertising servers 370, 372, and 374 may be inside the radio
communications network 330. The first, second, and third advertising servers 370, 372, and 374 may
be operated by the same organization (e.g., advertising agency) or may be operated by different

organizations.

Using the systems illustrated in Figures 6 and 7A to 7D, it is possible for a broker to offer advertisers
(e.g., commercial business users) dynamically generated advertisements to be distributed to mobile
terminal users, who match the criteria set by advertisers. There could actually be several competing
brokers, each linked to the network through its own advertisement server and offering the electronic

coupon distribution services to advertisers.

Advertisers could register with an advertising database to be allowed to purchase mobile
advertisements. Registration could involve, for example, a web-based interface that would allow
retailers to log in and buy one or more zones, and/or use their own mobile radio terminals to define
zones. Advertisements could be sold for pre-defined zones in common high traffic locations, i.e.

malls, train stations, bus stops, community areas, or airport lounges. Additionally, advertisers could
buy a certain number of mobile subscribers to whom the zones would be distributed. There might be
additional parameters enabling them to specify the demographics of the subscribers they are interested

in targeting,

An exemplary flow diagram of a typical zone defined for use by a retailer to deliver advertisements to
customers is shown in Figures 8 to 10. Figure 8 illustrates an embodiment in which the zone is to be
defined using purely predicted parameters (i.e., radio signal propagation modeling). Initially, a retailer
400 contacts the advertising service provider 402 by, for example, sending an e-mail or SMS or
registering on a web portal (step 410). The advertising service provider 402 communicates with the ad
server 404 (step 415), which provisions a zone for the service and assigns a unique identifier (step
420). The ad server 404 may be located on an internal network of the advertising service provider 402

or may be hosted by another entity. The ad server 404 then transmits a request to the zone server 406
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to provision a corresponding zone (step 425). The request to the zone server 406 includes relevant
parameters such as the zone location, the desired zone size, the dwell time required for a detection, the
radio networks on which the zone is to be defined, the type of radio parameters measurements which
should be used in monitoring the zone (i.e. NMR or CID or CID + RSSI or WIFI etc.). The zone
server 406 may then complete the zone profile definition and provision the zone profile on the
associated mobile radio terminals 408 as described below.

Figure 9 illustrates an embodiment in which the zone is to be defined by measurements collected in
the zone. Initially, a retailer 400 contacts the advertising service provider 402 by, for example,
sending an e-mail or SMS or registering on a web portal (step 510). The advertising service provider
402 communicates with the ad server 404 (step 515), which provisions a zone for the service and
assigns a unique identifier (step 520). The advertising service provider 402 may associate the zone
with one or more mobile subscribers (specified by, for example, MSISDN or other equivalent
identifier). This association performed at the ad server 404 will trigger an association request to the
zone server 406 (step 525), which in turn will create a corresponding zone slot for registration on the
mobile radio terminal(s) 408 that were associated with the zone (step 530). The mobile radio
terminals 408 may acknowledge creation of the zone slot to the zone server 406 (step 535), which
may then notify the ad server 404 (step 540). The ad server 404 may then notify the advertising
service provider 402 (step 545).

The mobile radio terminal 408 may take radio signal measurements as described above within the
desired zone. The zone may be defined as any suitable area. For example, in an advertising zone for
the retailer 400, the boundaries of the zone need not be entirely the physical space which is the store.
It may be desirable to define an advertising zone for a store that covers a space nearby (but not

including) the store in order to detect users walking along a busy sidewalk near the store.

Once the mobile radio terminal(s) 408 perform the radio signal measurement process for the zone,
they may transmit a zone registration request (as described above) to the zone server 406 (step 550).
The zone server 406 then processes the measurements and generates a zone profile (step 555). Upon
generation of the zone profile, the zone server will notify the advertising server 404 that the zone
profile is activated and ready for use (step 570). For verification of the zone profile, the zone server
406 may optionally transmit the zone profile to the mobile terminal(s) 408 that generated the
measurements (step 560), which will acknowledge receipt of the zone profile to the zone server 406
(step 565).

As illustrated in Figure 10, once the zone profile is created the advertising service provider 402 will
associate users with the zone on the advertising server 404 (step 610), which in turn transmits a

request to associate the users with the zone on the zone server 406 (step 615). The advertising server
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406 will then establish associations between subscribers and relevant zones (step 620). This will
trigger the zone priority evaluation process described above for the affected subscriber(s) and may
result in one or more zone profiles being installed or updated on the subscribers’ mobile radio
terminals . The zone server 406 may itself define other zones required to implement the hierarchical
zone monitoring scheme, i.e. zones which are not directly associated with a particular retailer but
which instead represent a larger geographic region. For subscribers that will have the zone profile
installed, the zone server 406 transmits the zone profile to the appropriate mobile radio terminals 600
(step 625). The mobile radio terminals 600 may acknowledge receipt of the zone profile to the zone
server 406 (step 630), which may then notify the ad server 404 of successful provisioning (step 635).
The advertising server 404 may then notify the advertising service provider 402 of the successful

provisioning (step 640).

The mobile radio terminals 600 will then monitor the zone status of the active zone profiles stored on
the terminal. When a mobile radio terminal(s) 600 enters a zone which their terminal is monitoring,
the application will cause the terminal(s) 600 to transmit an alert to the zone server 406 (step 645).
Depending on the type of zone, the zone server 406 may in turn transmit the alert to the ad server 404
via a zone state change notification (step 650). However, in certain aspects in which zones merely
define the layering scheme there might be no alert to the ad server. Additionally, the zone server 406
may acknowledge the alert to the mobile radio terminal(s) 600 (step 655). The notification may cause
the ad server 404 to initiate a transaction with the mobile radio terminal(s) 600 such as sending an

SMS bearing a coupon or advertisement for the associated retailer 400 (step 660).

Figure 11 illustrates a method for generating and sending customized advertising messages to users
according to an embodiment of the invention. The method starts with an advertiser initiating a
promotional campaign with the host of advertising server 270 of Figure 6. The advertiser specifies the
parameters for the customized promotional campaign (step 700). For example, the advertiser may
specify a budget (e g., $1,000) for a one-time promotion of a product. The advertiser may also specify
a minimum, maximum or average number of users it wishes the advertising message to reach (which

is also generally dependent on the budget), the location(s) of registered mobile terminal users in

which vicinity the advertising message should be distributed (e.g., within a particular mall or store,

within a particular neighborhood, city, etc.), and the time of distribution (e.g., distribute to early bird
shoppers before 11 a.m. only).

Next, server 270 determines the potential customers who should receive a particular advertising
message based on the profiles of the mobile terminal users that are maintained in mobile user profiles
database 280 (step 710). For example, some users may not want to receive advertising messages about

jewelry but do want to receive advertising messages about electronic equipment. If a particular user
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does not wish to receive certain categories of advertising messages, advertising messages will not be

sent to them.

The advertiser itself could limit the number of targeted users based on various criteria, such as user
preferences specified by the advertiser — including demographics, areas of interest, age, user income,
etc. — and/or specified context-of-use data, which includes data like current location of users, current
user” predetermined business schedule (so that offers are only extended during non-working hours of
the user), and users who previously redeemed coupons such as electronic coupons that were
previously sent in advertising messages. Other possible criteria that may be used to limit the number
of targeted users comprise profiles of the terminals available to receive advertising messages, the
approximate time of day an advertising message is to be sent, the business density at a particular time
(i.e. how busy an advertiser is at a particular time), and advertising campaign limitations such as
budget limitations. Moreover, the potential customers who receive the advertising messages may be
randomly selected or limited to previous customers, or the advertising messages may be distributed
for utilization by a specifically limited number of customers who avail themselves of the offer on a
first-come, first-served basis. Or, where the advertising messages are to be distributed in a specified
local area, server 270 may be instructed to limit the number of potential customers who will receive
the advertising messages to fewer than the overall number of current, registered users in the specified
local area. The advertiser can actually specify a maximum limit on the number of persons to whom
advertising messages are sent to keep within a particular budget for an advertising campaign or, as
will be explained further below, to insure that any electronic coupon in the advertising message have a

minimum or maximum value.

After determining who will receive a particular advertising message by location, profile, etc., the
system dynamically generates the advertising message in accordance with advertiser-specified criteria
(step 720). The value of any discount or promotion offered by the any electronic coupons in the
advertising message may be assigned to the electronic coupons at the time that the advertising
message is dynamically generated. (The value of the electronic coupon can be provided in the form of
any type of special offer such as, for example, as a monetary amount to be deducted from a regular
sale price, a reduced price offer on an item, a free item, an amount of points to be rewarded for
making a purchase which points can be redeemed for another item, etc.) The value may be dependent
on one or more criteria, such as the promotion’s budget, the number of persons to whom the
advertising message is to be sent and/or the level of business at the advertiser. According to this latter
criteria, the advertiser can, for example, modify the discount according to the prevailing situation in
the business. When the advertiser is busy, such as at rush hour times, the discount could lower. By
offering bigger promotions during less busy times, the advertiser can try to balance out and stabilize

the store’s business utilization throughout the day.
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As an example, a merchant Pizza Shop wants to broadcast an advertisement containing electronic
coupons to users of mobile terminals who are near the retail establishment of the Pizza Shop between
5 and 7 p.m. At least some of these users may have previously registered with Pizza Shop to receive
advertisements at their mobile terminals. Pizza Shop decides to offer a promotional discount to a
target audience that includes all registered users within a zone defined to be within 500 meters of its
premises. Pizza Shop specifies a budget for this particular promotion of $1,000. Advertising server
270 determines how many registered users presently are in the targeted audience and the server 270
then establishes the maximum number of users that will receive the advertisement based on the
budgetary constraints. Alternatively, instead of specifying a budget before determining the amount of
each electronic coupon, an advertiser may first inquire of the advertising server 270 how many current
users meet the specified criteria of the campaign and the advertiser can then decide on the scope and
amount of the promotion. In this example, allowing the advertiser to place a total limit on the total
number of users who receive these electronic coupons can prevent the generation of coupons that have
too insignificant a value, as would happen if for example 50,000 users were eligible to receive the

coupons and the $1,000 budget had to be divided among all those users.

Certain embodiments of the present invention may collect statistics for various purposes. For
example, the average number of cache management related SMSs may be collected to enable the
system to be optimized. Additionally, click-through rates of mobile advertisements may be collected
(as a function of various characteristics) to enable offers and campaigns to be tuned.

In another exemplary embodiment, the systems, methods, and devices disclosed may be used to
deliver, alert, or activate voice and/or data communications to subscribers in a particular geographic
region or zone if there is an incident in that or a nearby region (e.g., an emergency situation or a
traffic alert). These embodiments may include one or more mobile radio terminals in communication
with the radio transceiver of radio telecommunications network having defined zones A, B and C,
Zone server, urgent message server, and optionally user profile database server. The user profile
database server may be incorporated in the urgent message server or may be a separate server and
may communicate with the urgent message server and zone server to transmit messages to mobile

terminals.

A network may be linked to and communicate with the urgent message server that can dynamically
generate messages, such as emergency alerts or traffic alerts, to be transmitted to subscribers in a
targeted fashion. The urgent message server may contain a current service utilization database that can
serve as a central register that maintains records of the current messages and message providers (e.g.,
local government officials) that are being, or are scheduled to be, distributed. Moreover, the server

may contain any predetermined portions of the content of the messages to be distributed. The server
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may be, for example, a centralized entity, like the service provider of the mobile network, an
application service provider (ASP), a broker (which has several accounts), or the entity that is sending
the message. In alternative embodiments, rather than connecting a server directly to the mobile
network, the mobile network may be linked to the Internet and the server may also be linked to the
Internet.

Utilizing this system, it would be possible for local government officials to notify subscribers of
emergency situations in the subscriber’s current geographic location without having to send a message
to all users. That is, if there is an emergency situation in zone A, it may only be necessary to notify
subscribers in zone A and zone B, but not in zone C (e.g., zone C may to be too remotely located).
Additionally, as additional subscribers approached the location of the emergency situation, the system
would generate a message that alerted these additional subscribers of the situation. In this manner, the
message would be more effectively distributed to those subscribers that would find the alert relevant.
For example, if the user in zone C was across town, that subscriber may not have any interest in a
traffic jam or building fire on the other side of town. Alternatively, a subscriber in zone A would be
interested in knowing of the incident if it was in Zone A and a subscriber in zone B may also be
interested if zone B was nearby and the subscriber was heading into zone A.

In some embodiments, the message may also alert subscribers of certain courses of action. For
example, the message may indicate a traffic accident on a particular street and advise users to use a
specific alternate route. In some embodiments, the specified route may be updated as traffic on the
first route becomes more congested. Therefore, not only is the message being spatially limited, it may

also be temporally limited or modified.

All of these variations can be adjusted within the system. For example, if it was desired, the message

could be transmitted to all subscriber in any number of zones (e.g., an entire city).

A wide variety of mobile social games have been developed for mobile radio terminals such as Pac-
Manhattan, I Like Frank in Adelaide, and CitiTag. In another exemplary embodiment, the systems,
methods, and devices disclosed may be used to operate a mobile location based game. The
architecture for a mobile location based game would be similar to that described above for an
advertising application. Instead of an advertising server, however, there would be a game application
server. It is also contemplated that the systems, methods and devices disclosed herein could support
multiple applications, for example, combining a mobile advertising application with a mobile location
game application. The game application server would provision subscribers (i.e. the game players)

and associate them with zones as required during the course of the game.
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Research into consumer acceptance of mobile advertising and other location based services has shown
that a requirement, in some circumstances, for such services to be successful is for the system to not
be perceived as invading consumers’ privacy. Many aspects of the present disclosure address this
issue. For example, mobile terminal users may register with the system, it may be implemented in an
opt-in or an opt-out manner, and the application may present various prompts to the user as described

below.

The specific zones to be associated with a subscriber may be determined based on a subscriber profile.
To generate this profile, subscribers can be required to register with the system in order to receive
mobile advertisements and/or for other location based services. Regardless of whether registration is
required, any subscriber profile information the subscribers provide, including subscribers
preferences, such as at the time of registration, may be stored in the ad server 250, or in a mobile
subscriber profiles database 280. A mobile subscriber profiles database 280 enables the system to
limit the sending of advertising messages to registered mobile terminal subscribers who are in the
vicinity of an advertising entity and who indicate certain subscriber preferences. The subscribers’
profiles in database 280 may be compiled in any way such as by a central entity like an advertisement
broker who collects various types of user information in any number of ways, or by the advertiser
who collects the information itself, such as through a company web site maintained on the Internet
where customer preferences are solicited. Mobile subscriber profiles database 280 may thus contain
subscriber-defined information, such as information identifying the mobile terminal subscribers, their
demographics, each user’s annual income and buying power, preferred types of goods and services
and special offers, etc., and may also contain information collected about the users based on previous
usage of the inventive system or other means of gathering user profiling information. Alternatively,
data relating to a particular subscriber’s preferences may be stored in memory of the particular
subscriber’s mobile terminal 220. The subscriber profile data may be organized in several levels,
generally corresponding to different levels of security clearance, such that specific advertisers have
access to one or more levels of the user profile while completely confidential subscriber information,
such as the subscriber’s social security number, if provided, may only be available to the manager of
database 280.

Subscriber registration may involve, for example, a web portal that allows subscribers to specify areas
of interest, demographic information, psychographic information, income etc. The web portal may be
operated on the advertising server 250 or may be hosted on another server. The web portal may allow
subscribers to review the types of advertising zones available and indicate their level of interest in
those zones. Subscribers could also indicate a region within which they are interested in
advertisements. Subscribers could also explicitly mark types of offers / zones which they do not wish

to be associated with. Subscribers may be able to choose from available retailers’ zones, plus other



io

15

20

25

30

35

WO 2009/036497 47 PCT/AU2008/001374

zones of interest. In some embodiments, subscribers could register for community alerts, for example
a community notice board. Each subscriber may also specify information about when he or she is
unavailable or does or does not wish to receive advertising messages (e.g., a subscriber may specify
that he or she does not wish to receive advertising messages at his mobile terminal while at work
during specified hours and/or may specify other user-specified criteria about the context in which the
user wants to receive advertising messages.) The subscriber may be able to specify the number and
frequency of advertising messages they will receive, and the type of messages they want to receive
(e.g., sports—related, or news-related). The subscriber may also be able to specify locations where they

do not want to receive advertising messages (e.g., at home or at the office).

Another way embodiments of the present invention address subscriber privacy concerns is to
implement a user opt-in or opt-out regime for mobile advertisements. For example, in an opt-in
regime, the zone provisioning and monitoring application may be, for example, a dormant applet on a
SIM card. If the subscriber sees an ad that they are interested in, the subscriber may call a specified
number speaking with a customer care agent or event an IVR to complete the subscription process.
Alternatively the subscriber could SMS a specific number to indicate their desire to enroll in the
service. This could trigger a response message from an application server to the mobile terminal to
activate the application on their SIM card. Alternatively, the application may be active on the card
already but with only one menu entry (subscribe) visible. In the case of non-SIM based applications,
the application could be made available for download from a web portal via, for example, WAP. Any
interested subscribers could then download the application, install it on their handset and activate it.
Yet another alternative is for the system to transmit a message to the user bearing a hyperlink which
enables the subscriber to download and install the application. In other embodiments the subscriber’s
action might cause the system to immediately download the application wirelessly and install it. In the
case of a SIM based application, this could be done using an OTA server. On installation, the
application could present a message confirming that the subscriber is now activated for the service. In
the case of a terminal based implementation, the application could be transmitted via MMS and

installed.

In an opt-out regime, the subscriber could select a menu entry that would cause the terminal to
transmit an opt-out message to the zone server. This opt-out message would cause the server to
disable the service for that user and deactivate the application on their SIM card. For non SIM based
applications, the subscriber could select an opt-out menu on the application which would notify the

zone server and also deactivate all processing related to the service on the terminal.

To address privacy concerns, certain embodiments may provide prompts to the user. For example, the

mobile terminal may periodically inform the user that they are participating in a location based
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advertising service. Additionally, when a zone entry event is triggered, the mobile terminal may
present a dialog to the user requesting permission to forward the zone alert to the zone server, thereby
triggering the corresponding alert. If the user declines the request, a further option may be presented
offering them the option to permanently block any alerts for this zone. If the user chooses this option,
the application notifies the zone server, which may then deactivate any association between the

subscriber and that zone and convey this information to the ad server.

In certain embodiments, the interface between the ad server and the zone server may incorporate an
anonymization feature in order to withhold the details of individual subscriber location and movement
from the advertising service provider, thereby maintaining a higher level of protection for the
subscriber privacy. In this case, the zone server and the ad server exchange information about the
associations between subscribers and zones in order to configure ones for monitoring. However when
an individual subscriber enters a zone, the zone server alerts the ad server that the zone has been
triggered by a subscriber (without revealing which specific subscriber). The zone server may employ
a temporary subscriber id in alerting the ad server. The ad server then responds with the zone related
content to be delivered to the subscriber, specified using the temporary id, and the zone server
forwards the content to the specific subscriber by translating the temporary ID to a full ID. In
embodiments operating using this feature, the collection of statistics such as click through rates etc.
would be done in aggregate fashion without specific information about subscribers and their

preferences.

Embodiments utilizing this feature could architecturally be implemented as described above, wherein
the zone server maintains the information about user details and location. Alternatively, embodiments
could utilize a messaging node (3™ node), which receives from the ad server the content to be sent and
then uses the temporary subscriber ID to lookup from the zone server the specific address to send the

content to.

In certain embodiments, the system for administering zones and distributing them to clients may be
operated in a client-centric manner. This type of approach may be preferable for deployments where
the zone monitoring is implemented by a client application executing on a connected device such as a
smartphone that has sufficient memory and CPU processing capacity available. For applications
where it is a requirement to serve users subscribed to more than one wireless access provider, such an
approach enables the differences between wireless networks to be managed transparently from the
user. This capability may be crucial in certain applications such as advertising or social networking
where the target population cannot be reached through a single cellular carrier or other wireless access

provider.
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As with the embodiments described above, the zone definitions are maintained in one or more
network based databases and distributed to clients as appropriate based on their preferences and
location. In these embodiments, however, the responsibility for transferring definitions to user
devices for monitoring, and maintaining those definitions as the user moves is transferred from the
zone server infrastructure onto client software executing on the user’s device. The zones stored on the
mobile terminal for monitoring may be selected exclusively by the user. Alternatively a mix of user
defined as well as system selected zones may be installed. The techniques described above for
selecting a subset of zones from a larger set based on proximity can also be applied in this case, with
the location estimate used to perform the proximity filtering being calculated using measurements

supplied by the client at the start of the update process.

This approach can be used to implement a location based mobile advertising service. Other location
based services can also be implemented in this manner including for instance a social networking
service. Preferably one or more other user centric services such as social networking can be
integrated with a mobile, location based advertising service enabling the insertion of relevant (and
therefore commercially valuable) advertisements within the context of a popular and frequently used

service.

In certain embodiments, the client software provides a user interface (UI) that enables the user to
manage the service, which may include one or more of the following capabilities:

- associate with one or more zones, which causes a suitable definition corresponding to
that zone to be downloaded to their handset for monitoring.

» disassociate from a zone

« define a new zone and upload to the zone server. For this aspect, the Ul could include
a page to enable entry of zone parameters such as location, size, policies such as security settings,
actions to be carried out on entry / exit.

» delete a zone

« disable a zone

* re-enable a zone

»  modify one or more parameters associated with a zone.

+ refresh a zone definition (take a new set of radio measurements to define the zone, if

the wireless network configuration has changed)

For example, Figure 12a illustrates an exemplary sequencing diagram of a user subscribing for a zone
in accordance with certain embodiments. Figure 12b illustrates an exemplary sequencing diagram for
sending a user a welcome message from a CRM server upon the client identifying a zone status

change in accordance with certain embodiments. Figure 12c illustrates an exemplary sequencing
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diagram for sending a user content such as, for example, an advertisement or game content, upon the
client identifying a zone status change in accordance with certain embodiments. Figure 12d illustrates
an exemplary sequencing diagram of a user unsubscribing from a zone in accordance with certain
embodiments. And Figure 12e illustrates an exemplary referral of a zone from one user to another

user of a social networking application in accordance with certain embodiments.

Preferably, on devices that include a calendar facility, the client software integrates with this facility
to provide a familiar interface for managing temporal aspects of zones, including defining activation
times for zones. One or more of the following parameters can be included in a zone definition:

Location (geographical)

Size (radius in metres)

Activation times (can be between certain hours only, on certain days only)

One time or repeating daily or weekly

As described above, the zones may be defined in terms of the wireless observations that are available
to the client for monitoring location. Multiple realisations of the same zone can be established
covering different wireless networks. The server identifies the zone via a single identifier and
manages the different realisations of the zone definition for different wireless networks and devices
together with the client transparently to the users. For deployments in connection with multiple
wireless networks, the client identifies the network which it is currently served by in order to retrieve
the realisation of the zone definition for that particular wireless network. For example, a client
executing on a device registered on the Vodafone Australia network would supply the MCC (505) and
MNC (3) when retrieving a zone profile, enabling the zone server to provide the relevant definition
for that network. For a different user of the Telstra network for instance, the client executing on the
device would submit MCC & MNC of 505 & 1 respectively. The realisations or network specific
definitions may extend beyond the different carriers using a specific technology to cover all wireless
networks in the area, encompassing for instance GSM/UMTS, CDMA, WIMAX and WIFL. The client
also indicates other capabilities of the device such as the availability of a built-in GPS or Wi-Fi
network adapter. This can be done in a way that is transparent to the user, meaning that the service
can operate across multiple networks, with or without the aid of GPS and without the users having to

be aware of the details of their respective carriers' networks.

Optionally the zone server may provide a directory service, for instance via a web interface to support
a discovery function. Users can browse or search this directory for zones of interest to them. Having
located a zone of interest, the user can enter the corresponding zone identifier into their client to

subscribe to it.
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Zones are distinguished by a unique identifier. The identifier assigned to a zone can be any unique
combination of characters. In certain embodiments it may be preferable to use purely numeric

identifiers.

In certain embodiments, it may be convenient for users if the identifiers are associated with a
recognisable name or even a web URIL As an example, a web service (e.g. web APIs that are
accessible via the Internet that are hosted on a remote server) could be established with a specific
URL, e.g., a domain name of “zoneserver.com.” The web service could produce a Ul allowing users
to easily access and browse stored zone profiles. The web service could enable each user to create a
user account and create access controls as described below. A user interested in creating a Zone
profile could access the web service Ul via a web browser and create web folders that contain the
desired zone profiles. A user interested in obtaining a zone profile could then browse to the web
service and retrieve any desired zones. For example, in an advertising context, if a restaurant, e.g.,
McDonalds”®, wanted to create zones to automatically alert passersby of specials when they entered a
zone near one of their locations, a representative could log on to the zoneserver.com website, create
an account, and upload zone profiles corresponding to the appropriate locations. For instance a zone
definition associated with a McDonalds restaurant situated in Glebe in Sydney could be assigned an
identifier of the form www.zoneserver.com/mcdonalds/au/glebe/52363. An interested consumer
could then browse to the zoneserver.com website to download the appropriate zone to their handset.
Alternatively, a user could obtain the URL for the restaurant’s zone by, for example, browsing to the
McDonald’s website on their handset, performing a Google Maps™ search for nearby restaurants in
the vicinity of the restaurant, receiving an SMS from an advertiser, or any other suitable technique. It
is contemplated that these embodiments may be suitable for a great number of other applications such
as, for example, social networking (e.g., posting a zone profile near the owners current location and
allowing friends to know when they are nearby), civic information updates (e.g., the local county
government could post URLs to zones for fairs or other activities on their website), and local
emergency updates (e.g., the local police department could post alerts of terrorist threats). As will be
appreciated, such a technique of associating the zone profiles with URLs can provide great flexibility
and usability. Such a technique may also have advantages over identifying zone profiles using
latitude-longitude-radius data or even street address data because it will typically be easier for users to

understand.

Another extension from the service described previously for implementation on a SIM card may be
that the action to be taken when the zone is triggered can be configured with greater flexibility. One or
more actions can be configured. One example is sending an SMS to a configured number. This might
be useful for instance to enable a guardian to receive an SMS when a child reaches a location. An

alternative could be sending an email to a configured address, perhaps a retailer's customer service
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address, enabling them to follow up on the user that entered a retail zone, Yet another alternative is an
automatic 2-way callback, where the zone server passes a request to a telephony service which dials a
customer enquiry number and connects the other leg to the user who triggered the zone, Other media
could also be used such as sending an Instant Message. The options also extend to automatically
triggering the provision of predefined content to the user. As an example, when a user triggers a retail
zone, the zone server could transmit some predefined content via either SMS, MMS, email or other

push media to the user.

A further option is for the client to be designed to not only transmit the zone status alert to the zone
server, but depending on the configuration of the zone definition, to optionally pull some content from
the server or even to launch a browser, directing it to a landing zone associated with the zone. Yet
another option is for the client to display some content to the user locally in the form of a splash
screen or banner on the idle screen. Such content could be retrieved from local storage on the device,
that content being synchronised with a server from time to time when the user connects to the
network,

As described above, the zone server in this case provides a variety of mechanisms to enable zones to
be defined, published, and controlled. For user defined zones, the zone server can enforce access
controls, preventing other parties from accessing or modifying the zone. In addition, the owner of the
zone can control the ability to subscribe to the zone. As an example for a social networking type of
service, subscription requests could first be forwarded to the owner of the zone for approval. Once

approved, the confirmation could be forwarded from the owner to the requesting client.

Preferably the zone server maintains an ‘account’ for each registered user. When the user connects to
the service using the client on their device, the client refreshes its list of zones, in a similar fashion to
email clients on mobile devices. Any changes applied by the user on the device while disconnected
are updated on the server and any changes applied on the server are updated on the client. Such

changes could include new zone subscriptions for instance.

The client can also provide the user the capability to define a new zone as previously described. Using
the client, the user can collect radio measurements around the area to be covered by the zone. When
completed, the zone measurements are submitted to the zone server to complete the zone definition
using any suitable transport and application protocol including SMS or packet data. Preferably for
packet data compatible devices the client submits the measurements to create the zone definition in a

HTTP request to the zone server.

Alternatively the zone server can enable a zone to be defined purely by defining the location and

extent of the zone using a web service. The server can provide a mapping interface where the user can
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navigate to the location of interest and mark the location and extent of the desired zone. The server
also provides a page where other zone parameters such as time limits & permissions can be entered.
In certain cases, a retailer may register zones characterising one or more of their store locations. These
zone definitions will be maintained in the central zone server. The retailer can publish the identifier(s)
for one or more zones enabling users to register for these zones. Thereafter if the user carries their
device near one of the store zones, the user’s client will detect this and will send an alert to the zone
server, which in turn can follow the configured actions which in this case could mean proxying the
alert to the retailer’s customer relationship management (CRM) system, along with the identifier of
the user. The CRM system can then transmit an offer or alert a customer service representative, if that
particular user is a priority customer.

The same service can be operated by a mall owner on behalf of multiple retailers within the mall. The
mall could establish zone definitions covering the physical location of the mall and publish these to
enable subscribers to subscribe to the zone in order to automatically notify the mall registry when they
arrive at the mall and retrieve any special promotions at that time. The location triggering can be
integrated with a CRM system holding details about that user’s preferences in order to enable only

selected promotions of particular relevance to the user to be pushed to that user.

Certain embodiments disclosed herein provide systems and methods for triggering communication
between a mobile terminal and another entity based on the location of the mobile terminal. Certain
embodiments permit the systems and methods disclosed herein to be cost effectively scaled up to
manage multiple mobile terminals, multiple zones, and multiple voice and/or data communications to
or from the a radio terminals based on the radio terminal being within a certain geographically

location.

Compared to existing systems, the present inventions enable this triggering to be done with finer
spatial precision; continuous monitoring of mobile terminal location with lower battery impact, lower
network signaling load, and minimal network processing load; coverage both indoors and outdoors;
and easy scalability to large numbers of users with lower infrastructure costs. Tables 8 and 9 below
illustrate the advantages of embodiments of the present disclosure over existing systems that could be

used to continuously monitor multiple radio terminals.

Technology Mobile Battery Network Network Accuracy
Drain Signaling and Infrastructure Cost

Processing Load

Disclosure Low Low Low High
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GMLC supporting | Low High High High
enhanced position
methods such as E-
OTD, TDOA or
NMR
Cell ID Low High Medium Low
AGPS High High High High
GPS High Low Low Low in cities
Table 8
Technology Mobile Battery Network Network Accuracy (while
Drain (decrease Signaling and Infrastructure achieving
in standby time) | Processing Load Cost reliability >
90%, both
indoors &
outdoors)
Disclosure <10% < 5 msgs per ad < $0.20 per < 500m
delivered advertisement
GMLC supporting | < 10% 4 msgs per >>$0.20 perad | < 1000m
enhanced position subscriber per
methods such as E- hour regardless of
OTD, TDOA or ads delivered
NMR
Cell ID <10% 4 msgs per < $0.20 per ad < 5km
subscriber per
hour regardless of
ads delivered
AGPS >>20% Fixed number of | > $0.50 per ad < 200m outdoors
msgs per (additional cost | and in some
subscriber per for the A-GPS urban areas, no
hour (requests server & coverage deep
from the device associated indoors
for assistance signaling).

data) regardless of
ads delivered, plus

1 msg per ad zone




10

15

20

25

30

WO 2009/036497 55 PCT/AU2008/001374

detection
GPS >>20% 1 msg per zone < $0.20 per ad < 100m outdoors,
detected (ad but no coverage
delivered) in urban areas &
indoors

Table 9
In the case of a mobile advertising application subscribers’ proximity to target locations can be
monitored continually and with fine spatial resolution when required. From an economic point of
view, the use of the subscriber’s terminal to perform the location monitoring saves the very large
expenditure that would be required to achieve the same monitoring capability from the network side.
The fact that network traffic is limited to only those occasions when the subscriber does enter a target

location, yields significant spectrum efficiency.

A further advantage of certain embodiments are the adjustable precision of the target zones from very

small areas of a few meters up to large areas.

Yet another advantage of certain embodiments is that the definitions of the zones can be automatically

updated to account for changes in the configuration of the radio network.

Another benefit of certain embodiments are that they permit a large number of zones and/or zones
sizes to be defined and managed for each subscriber within the finite processing & storage constraints

of current mobile terminals.

Another advantage is that hierarchical cache management techniques are disclosed that help to
maximize the number of zones stored on the phone that are likely to be triggered while

simultaneously minimizing the network traffic associated with changing zones (i.e., thrashing).

A further advantage of certain embodiments is that, if desired, there is no continual recording of
subscriber location, such as there would be in the case of a network based polling system. Instead, the
only transactions which take place are those when the subscriber enters a target zone. This means that
any locations which are recorded will be for a discrete set of retail locations. In this case the
subscriber will also receive an offer of some kind which may be deemed by them to constitute fair
exchange for having revealed their location to which it refers, and is not meant to exclude the

presence of any additional features unless otherwise stated or implied.

Another advantage of certain embodiments is that, from an economic standpoint, the use of the

subscriber’s terminal to perform the location monitoring saves the very large expenditure that would
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be required to achieve the same monitoring capability using a network based monitoring system.
Because network traffic is limited to only those occasions when the subscriber enters a target location,

yields significant spectrum efficiency.

Another advantage of certain embodiments is that a plurality of radio terminals and a plurality of
zones can be operated in a network without overusing the resources of the terminal or the network, for

exanple using too much battery power from the terminal.

Another advantage of certain embodiments is that a plurality of radio terminals and a plurality of

zones can be operated in a network without excessive attendant cost and consumption of network
bandwidth.

Another advantage of certain embodiments is that a dwell time criteria may be added to zones. This

beneficially may prevent triggering of a zone when a subscriber is rapidly passing through an area.

In addition, there may be several advantages of embodiments of the present disclosure for social
networking services, compared to alternatives such as a Gears enabled web application. In the latter
case, location monitoring requires frequent connections by the mobile device to refresh it location,
consuming battery power, incurring data costs and perhaps most significantly leaving a trail of
locations. By contrast, embodiments of the present disclosure can implement the location monitoring
on each uses device. Without the requirement to continually calculate location for each active user,
the infrastructure capacity (and cost) is substantially reduced. The user also incurs no ongoing data
charges associated with the location monitoring. Finally, the client does not betray the location of its
user continually. Instead only when the user is in a location of interest and chooses to allow the client

to transmit a zone alert is their location conveyed to any third parties.

Another advantage of certain embodiments may be that associating the zone profiles with URLs can
provide great flexibility and usability. Such a technique may also have advantages over identifying
zone profiles using latitude-longitude-radius data or even street address data because it may be easier

for users to understand.

The exemplary approaches described may be carried out using any suitable combinations of software,
firmware and hardware and are not limited to any particular combinations of such. Computer
program instructions for implementing the exemplary approaches described herein may be embodied
on a tangible computer-readable medium, such as a magnetic disk or other magnetic memory, an
optical disk (e.g., DVD) or other optical memory, RAM, ROM, or any other suitable memory such as

Flash memory, memory cards, etc.
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Additionally, the disclosure has been described with reference to particular embodiments. However,
it will be readily apparent to those skilled in the art that it is possible to embody the disclosure in
specific forms other than those of the embodiments described above. The embodiments are merely
illustrative and should not be considered restrictive. The scope of the disclosure is given by the
appended claims, rather than the preceding description, and all variations and equivalents which fall

within the range of the claims are intended to be embraced therein.

The reader’s attention is directed to all papers and documents which are filed concurrently with this
specification and which are open to public inspection with this specification, and the contents of all
such papers and documents are incorporated herein by reference. All the features disclosed in this
specification (including any accompanying claims, abstract, and drawings) may be replaced by
alternative features serving the same, equivalent or similar purpose, unless expressly stated otherwise.
Thus, unless expressly stated otherwise, each feature disclosed is one example of a generic series of

equivalent or similar features.

Throughout the specification and the claims that follow, unless the context requires otherwise, the
words “comprise” and “include” and variations such as “comprising” and “including” will be
understood to imply the inclusion of a stated integer or group of integers, but not the exclusion of any

other integer or group of integers, unless otherwise implied.

The reference to any prior art in this specification is not, and should not be taken as, an

acknowledgement of any form of suggestion that such prior art forms part of the common general
knowledge.
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CLAIMS
1. A method of enabling a user of a mobile radio terminal to retrieve a zone profile comprising
the steps of:

providing a web service adapted to communicate via a network;

storing at least one zone profile;

communicating a web page to a mobile radio terminal, wherein the web page allows a user to
browse information identifying the at least one zone profile;

receiving a request for a selected zone profile from a mobile radio terminal; and

communicating the selected zone profile to the mobile radio terminal.
2. The method of claim 1 further comprising the step of:

assigning a uniform resource identifier to each zone profile;

wherein the request includes the uniform resource identifier assigned to the selected zone
profile.
3. The method of claim 1 wherein communicating the selected zone profile to the mobile radio
terminal is via pushed packet data.
4. A method for monitoring the location of a mobile terminal relative to one or more zones,
comprising the steps of:

receiving a plurality of zones, each zone having a zone profile;

storing the plurality of zone profiles;

determining a zone status by measuring radio signal parameters and comparing the radio
signal parameters with the at least one zone profile; and

if the zone status has changed, triggering an action associated with the zone.
5. The method of claim 4 further comprising the step of updating the at least one stored zone
profile.
6. The method of claim 5 wherein updating the plurality of zone profiles further comprises the
steps of:

removing at least one large zone; and

adding at least one small zone;

wherein the zones are updated according to a hierarchical management scheme.

7. The method of claim 4 wherein the action triggered is transmitting a message to a Zone server.
8. The method of claim 4 wherein the action triggered is rendering an advertisement to a user.
9. A mobile radio terminal comprising:

at least one network transceiver;

a processor executing a zone provisioning and monitoring application coupled to the network
transceiver;

a memory storing a plurality of zone profiles coupled to the processor;

wherein each zone profile is associated with a zone status and at least one action;
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wherein the zone provisioning and monitoring application is adapted to receive radio signal
parameter measurements from the network transceiver and to determine the zone status by comparing
the radio signal parameter measurements with a zone profile;

and wherein if the zone provisioning and monitoring application determines that the zone
status of a zone profile has changed, the processor performs the associated action.
10. A method of monitoring zone statuses for a plurality of mobile radio terminals comprising the
steps of:

providing a plurality of zones to a plurality of mobile radio terminals, each zone having a
zone profile;

storing each zone profile;

receiving a message containing a zone status update, wherein a zone status is determined by
measuring radio signal parameters and comparing the radio signal parameters with at least one zone
profile; and

if the zone status has changed, triggering an action associated with the zone.
11. The method of claim 10 wherein the action associated with the zone is transmitting content to

a mobile radio terminal.

12. The method of claim 11 wherein the content is an advertisement.

13. The method of claim 11 wherein the content is game content.

14, The method of claim 11 wherein the content is community based information.

15. The method of claim 10 wherein the action associated with the zone is transmitting a message

to display content stored on the mobile radio terminal.
16. The method of claim 10 wherein providing a plurality of zones further comprises the steps of:
associating at least one zone with at least one mobile radio terminal; and
provisioning the at least one zone to the associated at least one mobile radio terminal.
17. The method of claim 16 wherein associating at least one zone with at least one mobile radio
terminal further comprises the steps of:
determining a subscriber profile; and
filtering a plurality of zones to determine zones corresponding to the subscriber profile.
18. The method of claim 17 wherein the subscriber profile is stored in subscriber profile database.
19, The method of claim 12 wherein providing a plurality of zones consists of transmitting zones
to the plurality of mobile radio terminals via SMS.
20. The method of claim 10 wherein providing a plurality of zones consists of transmitting zones
to the plurality of mobile radio terminals via USSD.
21. A method of monitoring and managing zone profiles stored on a plurality of mobile radio
terminals comprising the steps of:
storing a plurality of zones, each zone having a zone profile;

associating at least one of the zones with a plurality of mobile radio terminals;



10

15

20

25

30

35

WO 2009/036497 60 PCT/AU2008/001374

transmitting a zone to an associated mobile radio terminal;

receiving a message containing a zone status update from the associated mobile radio
terminal, wherein the zone status is determined by measuring radio signal parameters and comparing
the radio signal parameters with the zone profile of the transmitted zone; and

if the zone status has changed, triggering an action associated with the transmitted zone.
22, The method of claim 21 wherein the action is transmitting a new zone to the associated
mobile radio terminal.
23. The method of claim 21 wherein the action is transmitting a set of zones to the associated

mobile radio terminal.

24, The method of claim 23 wherein the set of zones is a hierarchical set of zones.
25. The method of claim 23 wherein the set of zones is a plurality of local zones.
26. The method of claim 23 wherein the set of zones is at least one large scale zone and at least

one small scale zone.

27. The method of claim 23 wherein the set of zones is a plurality of local zones.
28. The method of claim 23 wherein the set of zones is a plurality of advertising zones.
29. The method of claim 21 wherein the action is transmitting a request to the associated mobile

radio terminal to deactivate the transmitted zone.
30. The method of claim 21 wherein the action is transmitting a request to the associated mobile
radio terminal to delete the transmitted zone.
31. The method of claim 21 wherein associating at least one of the zones with a plurality of
mobile radio terminals further comprises the steps of:

determining whether a current location of the associated mobile radio terminal is sufficiently
known;

if the current location is not sufficiently known,

transmitting a request to the associated mobile radio terminal for radio signal
measurements;
calculating the current location for the associated mobile radio terminal based on

received radio signal measurements;

evaluating zone priorities based on the current location and determining whether any zone
updates are required;

if zone updates are required, transmitting at least one new zone to the associated mobile radio
terminal.
32. The method of claim 31 wherein determining whether a current location is sufficiently known
is performed at an interval.
33, The method of claim 31 wherein determining whether a current location is sufficiently known
is not performed if the associated mobile radio terminal has remaining memory capacity.

34, A system for performing the method of any of claims 1 to 8, or 10 to 33.
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35. A method of monitoring a zone status comprising the steps of:

receiving a zone having a zone profile;

storing the zone;

determining a zone status by measuring radio signal parameters and comparing the radio
signal parameters with the zone profile; and

if the zone status has changed and a minimum dwell time of a mobile radio terminal has been
reached, triggering an action associated with the zone.
36. The method of claim 35 wherein the minimum dwell time is at least 5 minutes.
37. A system for performing the method of claims 35 or 36.
38. The method of claim 4 wherein a reliability of determining the zone status is not significantly
degraded when the mobile radio terminal is located indoors.
39. The method of claim 4 wherein a reliability of determining the zone status is the same
regardless of whether the mobile radio terminal is indoors or outdoors.
40. The method of claim 39 wherein the reliability of determining the zone status is at least 95%.
41, The method of claim 4 wherein a reliability of determining the zone status when the mobile
radio terminal is located inside is within 10% of the reliability of determining the zone status when the
mobile radio terminal is located outdoors.
42, The method of claim 4 wherein a reliability of determining the zone status is not significantly
degraded when the mobile radio terminal is located in an urban environment.
43, The method of claim 4 wherein a reliability of determining the zone status when the mobile
radio terminal is located in an urban environment is within 10% of the reliability of determining the
zone status when the mobile radio terminal is located in a rural environment.
44, A processor executable program embodied on one or more processor readable medium for
performing the method of any of claims 1 to 8, 10 to 33, or 35 to 43.
45, A SIM card configured to perform a method characterized by the steps of:

receiving a plurality of zones, each zone having a zone profile;

storing the plurality of zone profiles;

determining a zone status by measuring radio signal parameters and comparing the radio
signal parameters with the at least one zone profile; and

if the zone status has changed, triggering an action associated with the zone.
46. An applet in a processor readable memory configured to perform a method characterized by
the steps of:

receiving a plurality of zones, each zone having a zone profile;

storing the plurality of zone profiles;

determining a zone status by measuring radio signal parameters and comparing the radio
signal parameters with the at least one zone profile; and

if the zone status has changed, triggering an action associated with the zone.
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47. A client operating on a mobile radio terminal programmed fo perform the method of any one
of claims 1 to 8, 10 to 33, or 35 to 43.

48. The method of claim 10 wherein ones of the plurality of zone profiles that are based on a first
radio network correspond to other ones of the plurality of zone profiles that are based on a second

radio network.
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art.
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