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MULTIPLE GATEWAY OPERATION ON SINGLE OPERATING SYSTEM

BACKGROUND

[0001] Computing systems and associated networks have provided technical capabilities

that have revolutionized the way human beings work, play, and communicate, providing

fundamental support for the information age. Nearly every aspect of our lives is affected in

some way by computing systems. The proliferation of networks has allowed computing

systems to share data and communicate, vastly increasing information access.

[0002] Networking technology is founded upon the ability to assign addresses to each

device in a network, and on the ability to route messages between those devices using the

assigned addresses. Virtual networks operate using an additional layer of abstraction on

top of the physical addresses that allow the complexity of the underlying physical

networks to be hidden to virtual network nodes so that addressing may be more simplified.

[0003] Virtual networks are not limited to having physical machines as nodes. For

instance, nodes of a virtual network may be virtual entities, such as virtual machines. The

virtual addresses of the virtual nodes in a virtual network thus need not match the physical

address of the physical machine that supports the virtual node. Furthermore, between each

node in a virtual network is a virtual link. From the perspective of a node on the virtual

network, the virtual link is a straightforward link. However, from the physical perspective,

the link may be quite simple, but may also be quite complex, invoking physical gateways,

routers, bridges, and so forth. Thus, a virtual network appears to each node in the virtual

network as being within the same network, but the virtual network is abstracted over the

physical enabling technologies, and thus the virtual network may span one or many

physical networks. Virtual networks are, for instance, used to connect virtual machines

belonging to a single tenant f a cloud computing environment.

[0004] In order to allow interaction between the virtual network and nodes outside of the

outside world, a gateway is typically used. The gateway receives packets from outside of

the virtual network and that are destined for nodes within the virtual network, and sends

packets from inside of the virtual network to outside of the virtual network. Of course, the

gateway is not needed for packets that are both sent and received within the virtual

network.

[0005] The subject matter claimed herein is not limited to embodiments that solve any

disadvantages or that operate only in environments such as those described above. Rather,



this background is only provided to illustrate one exemplary technology area where some

embodiments described herein may be practiced.

SUMMARY

[0006] At least one embodiment described herein relates to a multi-gateway machine

that operates multiple gateways on a single operating system, whether that operating

system be operating on a physical machine or in a virtual machine. Each gateway acts as

an interface between a virtual network and entities outside of the virtual network. Each

virtual network has its own address space, which may be overlapping with the address

space of other virtual networks, even if the gateways of those virtual networks are

operating on the same virtual machine. Accordingly, the principles described herein relate

to a machine that can operate thereon multiple gateways on a single operating system, and

thus to a multi-gateway machine that services multiple virtual networks.

[0007] In order to receive a packet into one of the virtual networks, the multi-gateway

machine accesses a corresponding encapsulated packet received from outside of the virtual

networks that are served by the multi-gateway machine. The encapsulated packet contains

a virtual network identifier corresponding to one of the multiple virtual networks for

which there is a corresponding gateway operating on the multi-gateway machine. The

multi-gateway machine also decapsulates the encapsulated packet. For instance, the virtual

network identifier may have been included in the encapsulation of the packet. The multi-

gateway machine then identifies the virtual network based on the virtual network

identifier, and then delivers the decapsulated packet to the corresponding gateway running

for the identified virtual network.

[0008] In order to send a packet out of the virtual networks, the multi-gateway machine

accesses the packet from a gateway running for a corresponding virtual network. The

multi-gateway machine identifies the corresponding virtual network, and encapsulates the

packet so as to include a virtual network identifier of the corresponding virtual network.

The multi-gateway machine then dispatches the encapsulated packet.

[0009] Accordingly, multiple gateways may be operated within a single machine. This

Summary is not intended to identify key features or essential features of the claimed

subject matter, nor is it intended to be used as an aid in determining the scope of the

claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] In order to describe the manner in which the above-recited and other advantages

and features can be obtained, a more particular description of various embodiments will be



rendered by reference to the appended drawings. Understanding that these drawings depict

only sample embodiments and are not therefore to be considered to be limiting of the

scope of the invention, the embodiments will be described and explained with additional

specificity and detail through the use of the accompanying drawings in which:

[0011 j Figure 1 abstractly illustrates a computing system in which some embodiments

described herein may be employed:

[0012] Figure 2 symbolically illustrates a system that includes a multi-gateway machine

(in this case a virtual machine) that operates thereon multiple gateways operating for

respective virtual networks;

[0013] Figure 3 illustrates a flowchart of a method for receiving a packet into a suitable

virtual network;

[0014] Figure 4A symbolically illustrates an example structure of a packet in the state in

which it is encapsulated and includes a virtual network identifier;

[0015] Figure 4B symbolically illustrates an example structure of a packet in the state in

which it is decapsulated;

[0016] Figure 5 illustrates a larger system in which a portion represents a more detailed

example of the system of Figure 2;

[0017] Figure 6 illustrates a flowchart of a method for the intermediary routing

component to operate to encapsulate and include a virtual network identifier;

[0018] Figure 7 illustrates a more details example of the physical machine of Figure 2;

[0019] Figure 8 illustrates a flowchart of a method for each of at least some of the

packets to be sent by the multi-gateway machine; and

[0020] Figure 9 illustrates a flowchart of a method for decapsulating a sent packet to

deliver to an external network node.

DETAILED DESCRIPTION

[0021] At least one embodiment described herein relates to a multi-gateway machine

that operates multiple gateways on a single operating system, whether that operating

system be operating on a physical machine or in a virtual machine. Each gateway acts as

an interface between a virtual network and entities outside of the virtual network. Each

virtual network has its own address space, which may be overlapping with the address

space of other virtual networks, even if the gateways of those virtual networks are

operating on the same virtual machine. Accordingly, the principles described herein relate

to a machine that can operate thereon multiple gateways on a single operating system, and

thus to a multi-gateway machine that services multiple virtual networks.



[0022] In order to receive a packet into one of the virtual networks, the multi-gateway

machine accesses a corresponding encapsulated packet received from outside of the virtual

networks that are served by the multi-gateway machine. The encapsulated packet contains

a virtual network identifier corresponding to one of the multiple virtual networks for

which there is a corresponding gateway operating on the multi-gateway machine. The

multi-gateway machine also decapsuiates the encapsulated packet. For instance, the virtual

network identifier may have been included in the encapsulation of the packet. The multi-

gateway machine then identifies the virtual network based on the virtual network

identifier, and then delivers the decapsulated packet to the corresponding gateway running

for the identified virtual network.

[0023] In order to send a packet out of the virtual networks, the multi-gateway machine

accesses the packet from a gateway running for a corresponding virtual network. The

multi-gateway machine identifies the corresponding virtual network, and encapsulates the

packet so as to include a virtual network identifier of the corresponding virtual network.

The multi-gateway machine then dispatches the encapsulated packet.

[0024] Accordingly, multiple virtual network gateways may operate on the same

machine and on the same operating system. Some introductory discussion of a computing

system will be described with respect to Figure 1. Then, the multi-gateway machine

architecture and operation will be described with respect to subsequent drawings.

[0025] Computing systems are now increasingly taking a wide variety of forms.

Computing systems may, for example, be handheld devices, appliances, laptop computers,

desktop computers, mainframes, distributed computing systems, datacenters, or even

devices that have not conventionally been considered a computing system, such as

wearables (e.g., glasses). In this description and in the claims, the term "computing

system" is defined broadly as including any device or system (or combination thereof) that

includes at least one physical and tangible processor, and a physical and tangible memory

capable of having thereon computer-executable instructions that may be executed by a

processor to thereby provision the computing system for a special purpose. The memory

may take any form and may depend on the nature and form of the computing system. A

computing system may be distributed over a network environment and may include

multiple constituent computing systems.

[0026] As illustrated in Figure 1, in its most basic configuration, a computing system

100 typically includes at least one hardware processing unit 102 and memory 104. The

memory 104 may be physical system memory, which may be volatile, non-volatile, or



some combination of the two. The term "memory" may also be used herein to refer to non

volatile mass storage such as physical storage media. If the computing system is

distributed, the processing, memory and/or storage capability may be distributed as well.

As used herein, the term "executable module" or "executable component" can refer to

software objects, routines, or methods that may be executed on the computing system. The

different components, modules, engines, and services described herein may be

implemented as objects or processes that execute on the computing system (e.g., as

separate threads). With such objects and processes operating upon the computing system,

the computing system is the equivalent of a special purpose computer that functions for

the special purpose accomplished by the objects.

[0027] In the description that follows, embodiments are described with reference to acts

that are performed by one or more computing systems. If such acts are implemented in

software, one or more processors (of the associated computing system that performs the

act) direct the operation of the computing system in response to having executed

computer-executable instructions, thereby converting and configuring the computing

system for a more specialized purpose than without such direction. For example, such

computer-executable instructions may be embodied on one or more computer-readable

media that form a computer program product. An example of such an operation involves

the manipulation of data. The computer-executable instructions (and the manipulated data)

may be stored in the memory 104 of the computing system 100. Computing system 100

may also contain communication channels 108 that allow the computing system 100 to

communicate with other computing systems over, for example, network 110.

[0028] Embodiments described herein may comprise or utilize a special purpose or

general-purpose computing system including computer hardware, such as, for example,

one or more processors and system memory as discussed in greater detail below.

Embodiments described herein also include physical and other computer-readable media

for carrying or storing computer-executable instructions and/or data structures. Such

computer-readable media can be any available media that can be accessed by a general

purpose or special purpose computing system. Computer-readable media that store

computer-executable instructions are physical storage media. Computer-readable media

that carry computer-executable instructions are transmission media. Thus, by way of

example, and not limitation, embodiments of the invention can comprise at least two

distinctly different kinds of computer-readable media: storage media and transmission

media.



[0029] Computer-readable storage media includes RAM, ROM, EEPROM, CD-ROM or

other optical disk storage, magnetic disk storage or other magnetic storage devices, or any

other physical and tangible storage medium which can be used to store desired program

code means in the form of computer-executable instructions or data structures and which

can be accessed by a general purpose or special purpose computing system.

[0030 A "network" is defined as one or more data links that enable the transport of

electronic data between computing systems and/or modules and/or other electronic

devices. When information is transferred or provided over a network or another

communications connection (either hardwired, wireless, or a combination of hardwired or

wireless) to a computing system, the computing system properly views the connection as a

transmission medium. Transmissions media can include a network and/or data links which

can be used to carry desired program code means in the form of computer-executable

instructions or data structures and which can be accessed by a general purpose or special

purpose computing system. Combinations of the above should also be included within the

scope of computer-readable media.

[0031] Further, upon reaching various computing system components, program code

means in the form of computer-executable instructions or data structures can be

transferred automatically from transmission media to storage media (or vice versa). For

example, computer-executable instructions or data structures received over a network or

data link can be buffered in RAM within a network interface module (e.g., a "NIC"), and

then eventually transferred to computing system RAM and/or to less volatile storage

media at a computing system. Thus, it should be understood that storage media can be

included in computing system components that also (or even primarily) utilize

transmission media.

[0032] Computer-executable instructions comprise, for example, instructions and data

which, when executed at a processor, cause a general purpose computing system, special

purpose computing system, or special purpose processing device to perform a certain

function or group of functions. The computer executable insuaictions may be, for example,

binaries or even instructions that undergo some translation (such as compilation) before

direct execution by the processors, such as intermediate format instructions such as

assembly language, or even source code. Although the subject matter has been described

in language specific to structural features and/or methodological acts, it is to be

understood that the subject matter defined in the appended claims is not necessarily



limited to the described features or acts described above. Rather, the described features

and acts are disclosed as example forms of implementing the claims.

[0033] Those skilled in the art will appreciate that the invention may be practiced in

network computing environments with many types of computing system configurations,

including, personal computers, desktop computers, laptop computers, message processors,

hand-held devices, multi-processor systems, microprocessor-based or programmable

consumer electronics, network PCs, minicomputers, mainframe computers, mobile

telephones, PDAs, pagers, routers, switches, datacenters, wearables (such as glasses,

watches, and so forth) and the like. The invention may also be practiced in distributed

system environments where local and remote computing systems, which are linked (either

by hardwired data links, wireless data links, or by a combination of hardwired and

wireless data links) through a network, both perform tasks. In a distributed system

environment, program modules may be located in both local and remote memory storage

devices.

[0034] Figure 2 illustrates a system 200 that includes a multi-gateway virtual machine

2 OA that operates thereon multiple gateways operating for respective virtual networks.

Accordingly, the multi-gateway virtual machine 210 operates gateways for multiple virtual

networks. Rather than being a multi-gateway virtual machine that has an operating system

running over a hypervisor, the principles described herein are equally applicable to a

physical machine that directly runs the operating system that operates the multiple

gateways. In any case, this description will describe the example of the machine being a

virtual machine, though the broader principles are not limited to implementation on a

virtual machine, but may be implemented directly on a physical machine.

[0035] The multi-gateway virtual machine 210 operates on a physical machine 201 for

underlying physical support. The physical machine 201 may, for instance, be any

computing system capable of processing, and operating thereon a virtual machine. As an

example, the physical machine 201 may be embodied by the computing system 100

described with respect to Figure . Of course, as mentioned above, the physical form of

the computing system 100 may be quite varied, and the multiple gateways 2 11 through

215 may instead run directly on the physical machine 201 without the use of the virtual

machine 2 1OA.

[0036] As mentioned above, the virtual machine 2 1OA provides multiple gateways. For

instance, (as represented by arrow's 231(1) and 231(2)) gateway 2 1 channels packets that

are received into the virtual network 221 from sources external to the virtual network 221,



and (as represented by arrows 241(1) and 241(2)) sends packets that are transmitted from

sources internal to the virtual network 221 for routing outside of the virtual network 221.

Likewise, (as represented by arrows 232(1) and 232(2)) gateway 212 channels packets that

are received into the virtual network 222 from sources external to the virtual network 222,

and (as represented by arrows 242(1) and 242(2)) sends packets that are transmitted from

sources internal to the virtual network 222 for routing outside of the virtual network 222.

Finally, (as represented by arrows 233(1) and 233(2)) gateway 213 channels packets that

are received into the virtual network 223 from sources external to the virtual network 223,

and (as represented by arrows 243(1) and 243(2)) sends packets that are transmitted from

sources internal to the virtual network 223 for routing outside of the virtual network 223.

The ellipses 214 symbolically represent that the multi-gateway virtual machine 2 OA may

include any plural (two or more) number of gateways, each serving as a gateway for a

corresponding virtual network as represented by ellipses 224.

[0037] There is performance isolation control of traffic for different virtual networks. In

other words, the processing capacity allocated to any virtual network can be controlled.

Various forms of policy can be implemented. For instance, the policy might provide fixed

processing capacity to each viitual network, or perhaps only provide a maximum or

minimum capacity' to each virtual network.

[0038] h some embodiments, the system 200 may be implemented by a computing

system (such as a computing system 100) that is configured through operation of the one

or more processors (such as processor(s) 102) executing computer-executable instructions

specially structured to as to instantiate and/or operate the multi-gateway virtual machine as

described herein. As an example, the multi-gateway virtual machine may be operated

within a cloud computing environment.

[0039] In this description and the following claims, "cloud computing" is defined as a

model for enabling on-demand network access to a shared pool of configurable computing

resources (e.g., networks, servers, storage, applications, and services). The definition of

"cloud computing" is not limited to any of the other numerous advantages that can be

obtained from such a model when properly deployed.

[0040] For instance, cloud computing is currently employed in the marketplace so as to

offer ubiquitous and convenient on-demand access to the shared pool of configurable

computing resources. Furthermore, the shared pool of configurable computing resources

can be rapidly provisioned via virtualization and released with low management effort or

service provider interaction, and then scaled accordingly.



[0041] A cloud computing model can be composed of various characteristics such as on-

demand self-service, broad network access, resource pooling, rapid elasticity, measured

service, and so forth. A cloud computing model may also come in the form of various

service models such as, for example, Software as a Service ("SaaS"), Platform as a Service

("PaaS"), and Infrastructure as a Service ("IaaS"). The cloud computing model may also

be deployed using different deployment models such as private cloud, community cloud,

public cloud, hybrid cloud, and so forth. In this description and in the claims, a "cloud

computing environment" is an environment in which cloud computing is employed.

[0042] As previously mentioned, the system 200 has a physical machine 201 that has

operating thereon a multi-gateway virtual machine 210. Although this might be the only

multi-gateway virtual machine 2 OA operating on the physical machine 201, there may

alternatively be multiple instances 2 OA, 2 10B and 2 IOC of the multi-gateway virtual

machine(s) 2 0 operating on the physical machine 201, though the virtual machine 2 1OA

is illustrated with the greatest degree of detail. The ellipses 210D represent that there may

be any number of instances of the multi-gateway virtual machine 210A in operation. For

instance, multiple instances may be used in order to perform load balancing. In that case,

perhaps the instances of the multi-gateway virtual machine 210 are the same in that they

each have gateways that serve the same set of virtual networks 221, 222 and 223.

[0043] However, even without perfect identity of the virtual networks served for each

instance of the virtual machine, multiple instances of the virtual machine may still provide

load balancing benefits. Accordingly, the principles described herein are not limited to the

multiple instances the multi-gateway virtual machines a have gateways that serve the

same set of virtual networks. That said, the principles described herein are not even

limited to embodiments in which there are multiple virtual machines operating to perform

the gateway function.

[0044] The multi-gateway virtual machine operates to receive packets into the virtual

networks as well as send packets from the virtual networks. The receive and send

operations may be performed with the aid of a channeling module 215 present on the

physical machine 201. For instance, in receiving a packet, the channeling module may

receive a packet (as represented by arrow 236(1), preparing the packet, and dispatch the

packet (as represented by arrow 236(2)) to the appropriate gateway. Likewise in sending a

packet, the channeling module 215 may receive a packet (as represented by arrow 237(1),

prepare the packet, and dispatch the packet (as represented by arrow 237(2)) to the

appropriate location outside of the virtual network. Each of the receive and send



operations will now be described in further detail. Although not required, the channeling

module 215 and the gateways 2 1 through 214 may be performed as a single component,

as separate components, or combinations thereof.

[0045] Figure 3 illustrates a flowchart of a method for receiving a packet into a suitable

virtual network. The multi-gateway virtual machine accesses (act 301) a corresponding

encapsulated packet that contains a virtual network identifier. The virtual network

identifier corresponds to one of the multiple virtual networks 221, 222, 223, 224 for which

there is a corresponding gateway operating on the multi-gateway virtual machine. For

instance. Figure 4A symbolically illustrates an example structure of such a received packet

400 in the state 400A in which it is just received (as represented by arrow 236(1)) by the

virtual machine 2 1OA. The packet 400A includes a physical header 420, a virtual header

(the inner header), and a payload 401). The physical header 420 is also illustrated as

including a virtual network identifier 421. The virtual header 420 is used for routing of the

packet within the corresponding virtual network.

[0046] The multi-gateway virtual machine 210A) (e.g., the channeling module 215) then

decapsulates the encapsulated packet (act 302) and also identifies the virtual network

based on the virtual network identifier (act 303). The decapsulation (act 302) and the

identification of the virtual network (act 303) are shown in parallel only to symbolize that

there is no temporal dependency between these two acts. The decapsulation may be

performed first, the identification of the virtual network may be performed first, and/or the

two acts may be performed at least in part concurrently. The same may be said of any acts

that are illustrated as occurring in parallel. Figure 4B illustrates the packet 400 i a

subsequent decapsulated state. Now there is just the virtual header 420 and the payload

40 1. In some embodiments, the virtual network identifier 42 1 may be included within the

state 400A of the packet of Figure 4A in any location, so long as the state 400B of the

packet 400 of Figure 4B is produced by the multi-gateway virtual machine 4 1OA (e.g., by

the channeling module 415).

[0047] The multi-gateway virtual machine (e.g., the channeling module 415) then

delivers (act 304) the decapsulated packet to the corresponding gateway running for the

identified virtual network (act 304). For instance, if the virtual network identified in act

303 is the virtual network 221, then the channeling module 215 dispatches the

decapsulated packet to the gateway 211 as represented by arrows 236(2) and 231(1). If the

virtual network identified in act 303 is the virtual network 222, then the channeling

module 215 dispatches the decapsulated packet to the gateway 2 11 as represented by



arrows 236(2) and 232(1). If the virtual network identified in act 303 is the virtual network

223, then the channeling module 215 dispatches the decapsulated packet to the gateway

2 11 as represented by arrows 236(2) and 233(1). Once at the gateway, the virtual header

may be used for further routing.

0048 Figure 5 illustrates a larger system 500 in which a portion 501 represents a more

detailed example of the system 200 of Figure 2 . In this example, there are again three

virtual networks named VNetl, VNet2, and VNet3, which are examples of corresponding

virtual networks 221, 222 and 213 of Figure 2. Furthermore, there are three gateways

GW1, GW2 and GW3, which are examples of corresponding gateways 2 11, 212 and 213

of Figure 2. Component 510 is an example of the multi- gateway virtual machine 2 OA of

Figure 2.

[0049] However, in this larger system, there is an intermediary routing component 520

that is illustrated. This intermediary routing component 520 may be responsible for

preparing packets destined from a particular network endpoint 530 that is destined for a

location within one of the virtual networks VNetl, VNet2, or VNet3. In particular, the

intermediary routing component 520 may have inserted the virtual network identifier field

421 within the encapsulated packet 400B of Figure 4B. Figure 6 illustrates a flowchart of a

method 600 for the intermediary routing component 520 to operate to do that.

[0050] Figure 6 illustrates a flowchart of a method 600 for generating the encapsulated

packet. The intermediary routing component first access the received packet (act 601). For

instance, the packet may be received by the intermediary routing component 520 from the

network endpoint 530. this example, this is performed over a channel 531. I one

embodiment, this channel 531 is a QinQ channel in which the Media Access Control

(MAC) address of the network endpoint 530 is discoverable by the intermediary routing

component 520. The packet may at this point have the state 400B of Figure 4B. In other

words, the packet is not yet encapsulated

[0051] The intermediary component then identifies a destination virtual network for the

received packet (act 602). As an example, this identification may be based on an

identification of a source (e.g., the MAC address) of the received packet (act 603). The

virtual network is then identified based on the source identified (act 604). For instance, the

intermediary component 520 may maintain a mapping between MAC addresses and

corresponding virtual networks.

[0052] The intermediary routing component 520 then encapsulating the received packet

so as to deliverable to at least one instance of the multi-gateway virtual machine and so as



to include the virtual network identifier corresponding destination virtual network (act

605). As part of this encapsulation, the virtual network identifier 421 is included. Thus, the

packet at this point may have the state 400A of Figure 4A.

[0053] The intermediary routing component then destines one of multiple instances of

the multi-gateway virtual machines to provide the encapsulated packet to (act 606). As an

example the intermediary component may destine any one of the multiple instances 2 1OA,

2 10B, 2 IOC (and so forth 210D) to send the encapsulated packet to, so long as any one of

those multi-gateway virtual machines 2 0 can act as a gateway from the virtual network

identified by virtual network identifier. This act is optional as there may not even be

multiple instances of the multi-gateway virtual machine in operation. Furthermore, even if

there were multiple instances of the multi-gateway virtual machine in operation, this

selection (act 606) may be optional to (or might not be performed by) the intermediary

routing module 520, as the load balancing might be performed by a front-end of the multi-

gateways virtual machine 210.

[0054] The encapsulated packet is then sent to the instance of the multi-gateway virtual

machine (act 607). For instance, in Figure 5, the intermediary routing component 520 may

then send the encapsulated packet to the virtual machine 501 over the channel 532, an

example of which being a VxLAN channel. The channel 533 represents a logical channel

leading from the network endpoint 530 to the virtual machine 501. In one example, the

components performing acts 602 through 606 of the method 600 may be the intermediate

routing components 521 or 522.

[0055] Figure 7 illustrates a more details example 701 of the physical machine 201 of

Figure 2. In this example, the channeling module 715 serves as an example of the

channeling module 215 of Figure 2. The channeling module 715 has associated therewith

a compartment module 711 through 714 associated with each of the virtual networks. The

compartment modules 7 1 through 7 4 are each configured to detect when a received

packet includes a virtual network identifier corresponding to its virtual network, and

removes the virtual network identifier (act 303), and channels the decapsulated packet to

the appropriate gateway for that virtual network (act 304).

[0056] The sending of a packet from a location internal to a virtual network to a location

outside of the virtual network will now be described. When such a packet is sent from

within a corresponding virtual machine, the packet may be routed directly to one of the

intermediate routing components 52 or 522. Alternatively, the packet may be routed to

the corresponding gateway using the virtual header. Accordingly, in this routing process.



the packet has the state 400B of Figure 4B. For instance, if the packet conies from the

virtual network 221, the gateway 2 1 receives the packet as represented by arrow 241(2).

If the packet comes from the virtual network 222, the gateway 212 receives the packet as

represented by arrow 242(2). If the packet comes from the virtual network 223, the

gateway 213 receives the packet as represented by arrow 243(2).

[0057 Figure 8 illustrates a flowchart of a method 800 for each of at least some of the

packets to be sent by the multi-gateway virtual machine. First, the multi-gateway virtual

machine accesses a packet from a gateway (act 801). The packet may, for instance, take

the state 400B of the packet of Figure 4B. If the packet comes from the virtual network

2 1, the channeling module 215 receives the packet as represented by arrows 241(1) and

237(1). If the packet comes from the virtual network 221, the channeling module 215

receives the packet as represented by arrows 242(1) and 237(1). If the packet comes from

the virtual network 223, the channeling module 215 receives the packet as represented by

arrows 243(1) and 237(1). Referring to Figure 7, each of the compartments 7 11 through

714 may be responsible for receiving the packet from a corresponding gateway.

[0058] The multi-gateway virtual machine then identifies the corresponding virtual

network (act 802), and encapsulates the packet so as to include the corresponding virtual

network identifier (act 803). Referring to Figure 7, each of the compartments 7 11 through

714 may be responsible for inserting the corresponding virtual network identifier into the

encapsulated packet and/or encapsulating the packet so as to include the corresponding

virtual network identifier. At this point, the encapsulated packet may have the state 400A

that is illustrated in Figure 4A. This allows the compartments to be relatively simple to

operate, and allow the overall channeling module 215 to scale by addition of further

compartment components.

[0059] The multi-gateway virtual machine then dispatches the encapsulated packet

towards its destination (act 804). I Figure 2, this is represented by arrow 237(2). In

Figure 5, for example, the encapsulated packet may be received by the intermediary

component 520. The intermediary routing component may perform the reverse of the

process illustrated in Figure 6 . For instance, Figure 9 illustrates a flowchart of a method

900 for decapsulating the sent packet to deliver to an external network node.

[0060] Upon accessing the encapsulated packet (act 901), the intermediary component

decapsulates the packet (act 902) and identifies the destination (act 903). For instance, the

intermediary node accesses (act 904) the destination virtual address specified in the

received packet, and the source virtual network (act 905), and uses the mapping to identify



the destination (act 906). For instance, the destination virtual address and source virtual

network may be mapped to a particular MAC address. The intermediar y component then

delivers (act 907) the decapsulated packet (which now has state 400B of Figure 4B) to the

destination (e.g., destination 530).

[0061] Accordingly, the principles described herein allow a single virtual machine to

efficiently operate multiple gateways, for multiple virtual machines. Furthermore, the

address space of the virtual networks may even overlap as disambiguation is performed by

using virtual network identifier. Also, the virtual machine may be scaled well by having

compartment components assigned to each virtual network perform much of the

processing for that virtual network.

[0062] The present invention may be embodied in other specific forms without

departing from its spirit or essential characteristics. The described embodiments are to be

considered in all respects only as illustrative and not restrictive. The scope of the invention

is, therefore, indicated by the appended claims rather than by the foregoing description.

All changes which come within the meaning and range of equivalency of the claims are to

be embraced within their scope.



CLAIMS

1. A computing system comprising:

one or more processors; and

one or more computer-readable storage media having thereon one or more

computer-executable mstractions that are structured such that, when executed by the one

or more processors configure the computing system to create and/or operate a multi-

gateway machine that operates multiple gateways, each of the multiple gateways operating

for a respective virtual network, such that the multi-gateway machine operates gateways

for a plurality of virtual networks, the method of operation comprising the following for

each of at least some of the packets received at the multi-gateway machine:

an act of the multi-gateway machine accessing a corresponding encapsulated

packet that contains a virtual network identifier corresponding to one of the multiple

virtual networks for which there is a corresponding gateway operating on the multi-

gateway virtual machine;

an act of the multi-gateway virtual machine decapsulating the encapsulated packet;

an act of the multi-virtual machine identifying the virtual network based on the

virtual network identifier; and

an act of the multi-gateway machine delivering the decapsulated packet to the

corresponding gateway running for the identified virtual network.

2. The computing system in accordance with Claim 1, wherein the computing

system instantiates and/or operates multiple instances o the multi-gateway machine.

3. The computing system i accordance with Claim 1, wherein the computing

system instantiates and/or operates one instance of the multi-gateway machine.

4 . The computing system in accordance with Claim 1, the method further

comprising the following for at least one encapsulated packet accessed at the multi-

gateway machine . an act of formulating the encapsulated packet, the act of formulating the

encapsulated packet comprising:

an act of accessing a received packet;

an act of identifying a destination virtual network for the received packet;



an act of encapsulating the received packet so as to deliverable to at least one

instance of the multi-gateway machine and so as to include the virtual network identifier

corresponding destination virtual network; and

an act of providing the encapsulated packet to one of the at least one instance of

the multi-gateway machine.

5. The computing system in accordance with Claim 1, the multi-gateway machine

having operating thereon a compartment module corresponding to each of the multiple

gateways,

the compartment module removing the virtual network identifier during

decapsulation of encapsulated packets destined for the virtual network identified by the

virtual network identifier, and further configured to perform the act of the multi-gateway

virtual machine delivering the decapsulated packet to the corresponding gateway running

for the identified virtual network.

6. A computing system comprising:

one or more processors; and

one or more computer-readable storage media having thereon one or more

computer-executable instructions that are structured such that, when executed by the one

or more processors configure the computing system to create and/or operate a multi-

gateway machine that operates multiple gateways, each of the multiple gateways operating

for a respective virtual network, such that the multi-gateway machine operates gateways

for a plurality of virtual networks, the method of operation comprising the following for

each of at least some of the packets sent by the multi-gateway machine:

an act of the multi-gateway machine accessing a packet from a gateway running

for a corresponding virtual network;

an act of the multi-gateway machine identifying the corresponding virtual network;

an act of the multi-gateway machine encapsulating the packet so as to include a

virtual network identifier of the corresponding virtual network; and

an act of the multi-gateway machine dispatching the encapsulated packet.

7 . The computing system in accordance with Claim 6, the multi-gateway machine

being a multi-gateway virtual machine.



8. The computing system in accordance with Claim 7, wherein the computing

system instantiates and/or operates one instance of the multi-gateway virtual machine.

9 . The computing system in accordance with Claim 7, the multi-gateway machine

being a physical machine operating the multiple gateways on a single operating system.

10. The computing system in accordance with Claim 6, the method further

comprising the following for at least one of the encapsulated packets dispatched by the

multi-gateway virtual machine:

an act of accessing the dispatched encapsulated packet;

an act of identifying the virtual network that is the source of the dispatched packet;

an act of decapsulating the dispatched encapsulated packet to discover the

destination network address within an address space of the identified virtual network; and

an act of delivering the decapsulated packet to a destination entity using the virtual

netwOrk identifier and the destination network address within the address space of the

identified virtual network.
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