02/37355 A2

=

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date

(10) International Publication Number

10 May 2002 (10.05.2002) PCT WO 02/37355 A2
(51) International Patent Classification’: GO6F 17/60 CZ,DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
(21) International Application Number:  PCT/IB01/02752 LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,

(22) International Filing Date:

2 November 2001 (02.11.2001)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:

P 200002648 3 November 2000 (03.11.2000) ES
P 200100560 12 March 2001 (12.03.2001) ES
P 200101360 13 June 2001 (13.06.2001) ES

(71) Applicant and
(72) Inventor: MULET VALLES, Tomas [ES/ES]; Cavall
Bernat, 35, E-08230 Matadepera (ES).

(81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,

MX, MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, S, SK,
SL, TJ, TM, TR, TT, TZ, UA, UG, US, UZ, VN, YU, ZA,
ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ,BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,
CG, CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD,
TG).

Published:
without international search report and to be republished
upon receipt of that report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: A METHOD TO CARRY OUT ECONOMIC TRANSACTIONS THROUGH A TELECOMMUNICATIONS NET-

WORK

(57) Abstract: This method considers: - an issuing entity assigning each user with an identification code and/or a generic code, and
optionally a password or access key, - the generation by an issuing entity of some codes to identify the possible operation and/or
transactions to be carried out, - the delivery of the codes to the user, either directly or through a third party, - the validation by the
user of those codes corresponding to the operations or transactions to be carried out and - the execution by the user’s issuing entity

of those operations and transactions authorised by the user.



WO 02/37355 PCT/IB01/02752

10

15

20

25

30

35

DESCRIPTION
A METHOD TO CARRY OUT ECONOMIC TRANSACTIONS THROUGH A
TELECOMMUNICATIONS NETWORK.

OBJECT OF THE INVENTION.

This invention refers, as the title suggests, to a
method to carxy out economic transactions through a
telecommunications network and whose aim is to prevent the
fraudulent wuse by third parties of the identification
codes assigned to any of the users by an issuing entity,

whether this be financial or credit.

BACKGROUND OF THE INVENTION.

It is a well-known fact that nowadays the possibility
exists of carrying out economic operations through
telecommunications networks, either froﬁ a computer
terminal or from a telephony terminal.

Currently to carry out this type of operation, the
user{ fnust provide a series of identification data,
generally the c¢redit card number or current account
number, and these .are used by the provider to carry out
the relative charge or deposit. In addition, in operating
procedures with financial entities a user code is normally

used to consult balances or order any type of account

movement.
Carrying out these operations through a
communications network has the disadvantage ~of

transmitting the identification data mentioned, which can
be intercepted in the network and used fraudulently by
third parties or even by the actual provider.

Therefore, currently carrying out economic operations
through open telecommunications networks does not give the
users the necessary security and confidentiality with
respect to transmitting their identification codes or

data.
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DESCRIPTION OF THE INVENTION

To solve the problem set out, a method to carry out
economic transactions through a telecommunications network
has been designed, being able to carry out these
transactions between companies, between companies and

individuals or with bank or credit entities.

This method includes the following steps or phase:
a. BEach user is assigned an identification code and/or a
generic code by the issuing entity, which permits the
identification of this issuing entity by any other issuing
entity or organisation and the identification of the
relative user only by his issuing entity and, optionally a
password or access key to establish a secure connection
through a telecommunication network,
b. The generation by the user’s issuing entity or by any
other issuing entity or organisation of an operation code
and/or individual transaction codes so as to identify the
possible operation and/or transactions to be carried out,
¢. The handing over of the operation and/or transaction
codes to the user, either directly or either through a
third party (customer or supplier of the user),
d. The wvalidation by the user of those codes that only
correspond to the operation or transactions he wishes to
authorise.
e. The execution by the user’s issuing entity of those
operations and transactions authorised by the user by

validating codes.

This method is applicable both to carryving out
purchases on the Internet, and 1in brick and mortar
business, telephone bookings or purchases, as well as
carrying out transactions with Dbanking and financial
entities. The terms wused respond to the following

definitions:
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OPERATION: Group of one or more transactions, managed
simultaneously or during the same connection.

TRANSACTION: Each one of the payments, collections,
corrections or movements of any other kind requested.

ISSUING ENTITY: Entity through which the economic
transactions are carried out. This may be a banking or
financial entity, a telephony operator or a management

centre that one or more of the above are attached to.

Several operating procedures are permitted in the
invention method. A first case considers that an
operation code and/or individual transaction codes can be
generated by the user’'s issuing entity following
notification to the issuing entity by the wuser, either
directly or through a third party, of the possible
operation and/or transactions to be carried out.

In this case the wvalidation by the user of those
codes corresponding to the operations or transactions he
wishes to authorise, can be carried out by later safe
connection of the user with the issuing entity.

It has also been foreseen that the validation of the
codes corresponding to the opefations or transactions to
be authorised can be carried out by the user obtaining a
validation code through a code management program provided
by the issuing entity, after entering a password or access
key into this identification code management prbgram
assigned to the user by the issuing entity, and the
operation or transaction code to wvalidate. |

If the user uses a code management program to obtain
validation codes he must give the issuing entity the
validation codes provided by the code management program
and obtained from those operation or transaction codes
corresponding to the operations or transactions the user
wishes to authorise.

The wuser may hand over the validation codes by the

issuing entity by any means, as these codes can only be
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related to the relative operation codes by the issuing
entity.

The validation, by the user, of the code assigned to
a certain operation or transaction by means of a different
validation code to the previous one and which is obtained
through a specific code management program based on some
fixed and other variable parameters, so that this
validation code can be related unequivocally by the
issuing entity to the relative operation or transaction
code, permits authorising a certain transaction by means
of a wvalidation code, which does not include the user’s
identification data.

This code management program will be given to the
user by the entity in charge of assigning the operation or
transaction codes and carrying out the operations or
transactions assigned to them once the respective
validation codes have been received from the user.

The aforemeﬁtioned code management program can be
installed in a telephony terminal, in a computer terminal,
in a card reader or in any other appliance equipped with
the necessary hardware to be able to execute it.

In oxder for the code management program to be able
to generate the validation code of a certain operation or
transaction 1t will be necessary to enter a series of
identification data, the password or access key provided
by the issulng entity and the transaction or operation
code to be validated, the aforementioned program carrying
out, with its specific software, the calculation of the
validation code corresponding to the operation or
transaction code.

In a second operating procedure Ehe invention method
considers that the generation of operation codes by ‘the
user’s issuing entity or by any other issuing entity or
organisation and its delivery, on the user’s or a third
party’s request, 1s carried out based on the prior

identification of the user’s generic code.
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As the generic code mencioned only permits the
identification of the user by his own issuing entity it
is necessary to notify the user’s issuing entity of those
operation codes provided by other issuing entities or
organisation, for their later validation by the user

The aforementioned generic code provides other
advantages such as the possibility of establishing a
route to the user’s issuing entity with it, as if it were
his payment data, with the difference that this generic
code only permits obtaining operation or transaction
codes that must be validated or accepted later by the

user in order to carry out the operations associated with

them.

Therefore, this generic code has an essential
difference, with vrespect to the payment data or a
customer or user. This is that it cannot be used to

order an operation, but only to obtain operation codes,
which will not become effective if the issuing entity
does not receive their validation by the relative user.

The wuse of this generic code means that the
operation or transaction code can be the same as that
used by the card payment entities for  their internal
communication and that the procedure in gquestion can be
applied to any commercial transaction without modifying
the seller’s collection terminals, either by purchases in
brick and mortar businesses, telephone Dbookings or
purchases or by Internet, as the user’s generic code may
coincide in 1its configuration, with those used to pay
with card or payment against accounts related to normal
mobile devices today.

In a user's operating procedure with his bank, the
generic code can be pﬁfesented to a third party for him to
order a collection or payment against the user’s account,
the user authorising this collection or payment by means

of the relative validation.
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CLATMS

1.- Method to carry out economic transactions through a
telecommunications network: these transactions may be of
the kind carried out between companies, between companies
and individuals or with banking entities; characterised
because it includes:

a. An issuing entity assigns each user an identification
code and/or a generic code that permits the identification
of this issuing entity by any other issuing entity or
organisation and the identification of the relative user
only by his issuing entity and optionally a password or
access key to establish a safe connection through a
telecommunications network,

b. The generation by the user’s issuing entity or any
other issuing entity or organisation of an operation code
and/or‘ individual transaction codes to identify the
possible operation and/or transactions to be carried out,
c. The presentation of the operation and/or transaction
codes to the wuser, either directly or through a third
party (user‘s customer or supplier),

d. The validation by the user of those codes that only
correspond to the operations or transactions he wishes to
authorise.

e. The execution by the user’s issuing entity of those
operations and transactions authorised by the wuser by

means of the code validation.

.2.— Method, according to claim 1, characterised because

the gemneration by an issuing entity of an operation code
and/or some individual transaction codes 1is carried out
based on the user notifying this issuing entity, either
directly or through a third party, of the possible

operation and/or transactions to be carried out.

3.~ Method, according to claims 1 and 2 characterised
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because the wvalidation by the user of those codes
corresponding to the operations or transactions he wishes
to authorise, 4is carried out by later safe connection of

the user with the issuing entity,

4.~ Method, according to claims 1 and 2, characterised
because the validation by the user of the operation or
transaction codes includes:

» the user obtaining a wvalidation code through a code
management program provided by his issuing entity, after
entering into this management program some identification
codes, a password or access key, assigned to the user by
the issuing entity, and the operation or transaction code
to be wvalidated and,

+ the handing over by the user to his issuing entity,
either directly or through a third party, of the

validation codes provided by the code management program.

5.- Method, according to claim 1, characterised because
the generation of operation codes by the user’s issuing
entity or of any other issuing entity or organisation and
their delivery, on the user’s or third party’s request,
is carried out based on the prior identification of the
user’s Jeneric code; if appropriate the notification to
the wuser’s 1issuing entity of those operation codes
provided by other issuing entities or organisations being

carried out in order for the user to later validate them.
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