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TITLE: PROCESS PERSISTENCE IN A VIRTUAL MACHINE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to the field of virtual machines, and more particularly to a system and

method for providing process persistence in a virtual machine.

2. Description of the Related Art

The problem of migrating a running process, for example, an application, from one machine to another on
a network has been tried for years, and there is much research literature on the subject of "process migration," but
not much success in actually solving this difficult problem.

Currently, with the world moving towards a network centric model of computing, with unprecedented
connectivity, there is a growing need to run an application (editor, email, browser, etc.) on one computer, and to
be able to later resume running that same application from another machine in another location: Such a need can
only be fulfilled via application migration. At the same time, modern operating systems have become very
complex, and tend to have multiple applications running on a very thick client, and this complexity has resulted in
much unreliability. It’s thus desirable to be able to separate an application from the rest of the complex operating
system, and persist it somewhere on the net, where it is protected from the complex, thick client system. This
need, as well, can only be fulfilled via persistent application migration.

Java™

The computer world currently has many platforms, among them Microsoft Windows®, Apple
Macintosh®, 0S/2, UNIX®, Linux and NetWare®. Software must be compiled separately to run on each
platform. The binary file for an application that runs on one platform cannot run on another platform, because the
binary file is platform-specific.

A “virtual machine” may be defined as an operating environment that sits on top of one or more other
computer platforms, and provides the capability to run one binary file on the virtual machine on the one or-more
other computer platforms. Thus, an application is written and compiled to run on the virtual machine, and thus
does not need to be compiled separately to run on the one or more other computer platforms.

The Java Platform is a software platform for delivering and running applets and applications on
networked computer systems. What sets the Java Platform apart is that it sits on top of other platforms, and
executes bytecodes, which are not specific to any physical machine, but are machine instructions for a virtual
machine. A program written in the Java Language compiles to a bytecode file that can run wherever the Java
Platform is present, on any underlying operating system. In other words, the same file can run on any operating
system that is running the Java Platform. The Java Platform has two basic parts, the Java Virtual Machine and the
Java Application Programming Interface (Java API).

The Sun Java technologies are grouped into three editions: Java 2 Micro (J2ME), Standard (J2SE), and
Enterprise (J2EE) Editions. Each edition includes a Java Virtual Machine (JVM) that fits inside a range of
consumer devices such as set-top, screenphone, wireless, car, and digital assistant devices J2ME specifically

addresses the consumer space, which covers the range of small devices from smart cards and pagers up to the set-
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top box, an appliance almost as powerful as a computer. The consumer devices targeted by J2ME, such as set-top
boxes, printers, copiers, and cellular phones, typically have fewer resources and more specialized functionality
than a typical Network Computer. Such devices may have special constraints such as small memory footprint, no
display, or no connection to a network. The J2ME API provides the smallest Java API one of these limited
devices can have and still run. A Java-powered application written for one particular device may operate on a
wide range of similar devices. Applications written with J2ME are upwardly scalable to work with J2SE and
J2EE.

Java Remote Method Invocation (RMI)

RMI is a Java programming language-enabled extension to traditional remote procedure call mechanisms.
RMI allows not only data to be passed from object to object around the network but full objects, including code.
K Virtual Machine (KVM)

The K Virtual Machine (KVM) is a Java runtime environment that is an extremely lean implementation
of the Java virtual machine for use in devices that have a small memory footprint. The KVM is the core of the
Java 2 Micro Edition (J2ME). The KVM is suitable for 16/32-bit RISC/CISC microcontrollers with a total
memory of no more than a few hundreds of kilobytes (Kbytes) and sometimes less than 128 Kbytes of RAM. This
typically applies to small-footprint memory devices, including digital cellular phones, pagers, mainstream personal
digital assistants, low-end analog set-top boxes, and small retail payment terminals.

Application Migration and Java

By writing an application in Java, the application is not tied to a particular machine, but is rather written
to run on an abstract or “virtual” machine, the Java Virtual Machine (JVM). Consequently, it is possible for the
application to run on any machine on the network that implements the JVM specification. This aids in process
migration, because past attempts at this problem have been largely foiled by differences, even slight ones, among
the various machines on a network where an application is intended to migrate and run. By itself, though, an
application written in Java cannot migrate from one machine on a net to another, because once the application
starts running, it runs only in the heap of the JVM on which it initially started.

The Java language provides the programmer with an object model, a strong type system, automatic main
memory storage management and concurrency through lightweight threads. However, the Java platform provides
no satisfactory way of maintaining these properties beyond the single execution of a JVM. Instead, the
programmer must deal explicitly with saving the state of an application, using one of a variety of persistence
mechanisms, for example, file input/output, object serialization or relational database connectivity, none of which
approach complete support for the full computational model. This lack of completeness, while only a minor
nuisance for simple applications, becomes a serious problem as application complexity increases.

Orthogonal Persistence for Java

Orthogonal persistence for the Java platform (OPJ) addresses some of the limitations of application
migration with Java with no changes to the source language and minor modifications to the specification of the
Java Virtual Machine life cycle. In effect, orthogonal persistence extends the automatic memory management of
the Java platform to encompass stable memory.

OPJ allows a running Java application to persist with no change to the application or to Java (thus
orthogonal). This is achieved by enhancements to the JVM that implement a persistent heap that parallels the heap

that Java code runs in. It is possible to suspend a running application and have a checkpoint result in the persistent
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heap that can later be reactivated on that same JVM. However, migrating to another JVM on another machine is
not supported.

Another limitation of the persistent heap and checkpointing as implemented in OPJ is that any portions of
a process that are dependent upon external state and not transient may be invalid when the code runs again,
because the actual external state may have changed. An example of an external state is a socket for a network
connection.

Yet another limitation of the pérsistent heap and checkpointing as implemented in OPJ is that it supports
one large persistent heap for all Java code running on the system, making it difficult to separate out one particular
application to migrate to another node. The persistent heap may include system Java objects and application Java
objects. System Java objects are those Java objects tied to the platform (machine and operating system) on which
the JVM is executing with the Java Native Interface (JNI). System Java objects may include native methods for
the platform on which the JVM is executing. The application Java objects for the particular application would
have to be separated from the application Java objects from any other running process and from the system Java
objects.

Still yet another limitation of the OPT model is that it requires two separate garbage collectors, one for the
“in-memory” heap and one for the persistent heap. '

JVM separation models

In a system providing application migration, it would be desirable to separate an application so that only
it runs in a heap (and is persisted in a persistent heap). One way to do this is to start a separate JVM on the
machine for each application. Although simple, the approach may not be practical. For one thing, this solution
uses many system resources. Other approaches for application separation are hierafchical, with one “real” JVM
and many “virtual” JVMs multiplexed on top. It would be desirable to provide a virtual machine separation model
that separates applications into discrete persistent stores, permits the running of applications one at a time in an in-

memory heap, and that does so without requiring the running of multiple copies (real or virtual) of the JVM.

SUMMARY OF THE INVENTION

The problems outlined above may be solved in large part by a system and method for persistent
application migration that provides application separation and a method of maintaining the properties of a process
beyond the single execution of a virtual machine such as a Java Virtual Machine (JVM) while preserving the
external state of the process.

In one embodiment, an application on a system may be separated from other applications and from
system code and data, and thus migratable separately from the other applications. In one embodiment, one or
more applications on a system may each have an in-memory heap serving as “physical” memory that is being used
for the current execution of the application, a virtual heap that may include the entire heap of the application
including at least a portion of the runtime environment, and a persistent heap or store where the virtual heap can be
checkpointed. In one embodiment, the virtual heap and the persistent heap may be combined in one memory (the
virtual heap may serve as the persistent heap). Alternatively, the virtual heap may be checkpointed to a separate,
distinct persistent heap. The combination of the in-memory heap, the virtual heap, and the persistent store may be

referred to as the “virtual persistent heap.”
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A heap may include code and data for use by the applfcation. In object-oriented programming languages
such as Java, at least some of the code and data in the heap for the application may be encapsulated in objects.
Objects may be defined as structures that are instances of a particular class or subclass of objects. Objects may
include instances of the class’s methods or procedures (code) and/or data related to the object. An object is what
actually “runs” in an object-oriented program in the computer. ‘

A heap may also include structures for managing the application’s code and data in the heap. For
example, a heap may be divided into sections, for example pages or cache lines. The sections of the heap may be
grouped into sets of two or more sections for some heap processing functions such as garbage collection. Sections
of the heap may include structures for managing code and data (objects) in the section. For example, one or more
structures for tracking internal and external references to objects in a section may be kept in the sections of
memory. An internal reference to an object may be defined as a reference to an object from another object in the
same section of the heap. An external reference may be defined as a reference to an object from another object in
another section of the heap.

In one embodiment, an application may establish one or more leases to local and/or remote services
external to the application. In one embodiment, an application may establish one or more leases fo system code
that give the application access to resources external to the application such as system resources. System code for
accessing an external resource may be referred to as a system service. A lease on system code for accessing an
external resource may be referred to as a leased system service. For example, an application may establish leases
to system services that give the application access to system drivers for accessing communications ports in the
system.

In a virtual persistent heap, the entire heap may be made persistent. The virtual persistent heap may
enable the checkpointing of the state of the computation of the virtual machine to a persistent storage such as a
disk or flash device for future resumption of the computation at the point of the checkpoint.. The Virtual Persistent
Heap also preferably enables the migration of the virtual machine computation states from one machine to another.
Both the data and computation state may be migrated. One embodiment may also provide for the suspension and
resumption of an application, such as upon restarting a device after an intentional or unintentional shutdown of the
device.

In one embodiment, the virtual heap may allow the running of a process on a "physical” heap that is
smaller than may otherwise be required. As an example, the virtual heap may be an order of magnitude larger than
the physical, in-memory heap. In one embodiment, the virtual heap may be maintained on non-volatile memory
storage external to the device running the virtual machine, and portions of the heap for the current execution state
of the process may be cached in and out of a “physical” heap resident in local memory on the device. For
example, the device may connect to a server on the Internet, and the server may provide non-volatile storage space
for the virtual heap. In another embodiment, the external storage for the virtual heap may reside on a non-volatile
storage attached to the device, for example, a Flash card or hard disk drive.

With persistence, an application may be checkpointed and suspended on a virtual machine, and a second
application may then start execution on the virtual machine without ending the virtual machine process. This
avoids the overhead of starting a new virtual machine for a new application. For example, a virtual machine may
be launched on a system when one is required to run a first application. When a second application is launched,

the web browser may not start a second virtual machine to run the second application, as is done in the prior art,
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but may instead checkpoint and suspend the first application, and then run the second application on the same
virtual machine the first application was running on. The second application at some point may be checkpointed
and suspended, and the first application may resume execution at the last checkpointed state prior to its
suspension. In another example, a web browser may launch a virtual machine to run a first application. The web
browser may keep the virtual machine active after the first application completes, and later use it to run a second
application. In the prior art, terminating an application would have caused the virtual machine it was running on to
terminate execution as well, requiring a new virtual machine to be launched for each application.

The virtual persistent heap may enable the saving of the entire state of the virtual machine heap for
possible future resumption of the computation at the point the save was performed, and may permit the migration
of the computation to a different system. In one embodiment, the saved state of the virtual machine heap may also
provide the ability to restart the virtual machine after a system crash or shutdown to a previously saved persistent
state. This persistent feature may be useful for small consumer and appliance devices including Java-enabled
devices, such as cellular phones and Personal Digital Assistants (PDAs), as these appliances may be shutdown and
restarted often. The virtual persistent heap may include the entire address space of the virtual machine heap an
application is using.

Embodiments of the virtual persistent heap may include at least one of a caching method, a database store
method, and a garbage collection method as described below.

A Caching Method for the Virtual Persistent Heap

A feature of the virtual persistent heap is the method used to cache portions of the virtual persistent heap
into the physical heap. In one embodiment, the virtual persistent heap may include a caching mechanism that is
effective with small consumer and appliance devices that typically have a small amount of memory and that may
be using flash devices as persistent storage. The caching strategy may provide a reduced amount of caching and
may help to improve locality among elements of the virtual persistent heap that are cached in the physical heap,
thus minimizing caching overhead.

One embodiment includes a caching mechanism in which the virtual persistent heap is divided into cache
lines. A cache line is the smallest amount of virtual persistent heap space that can be loaded or flushed at one
time. Caching in and caching out operations are used to load cache lines into the heap or to flush dirty cache lines
into the store. To reduce heap waste, object locality in a cache line may be improved by using object caching
nurseries and a generational garbage collector.

Database Store method for a Virtual Persistent Heap

In one embodiment, a database store method and Application Programming Interface (API) may be
provided for the virtual persistent heap. The database store method may provide a mechanism to cache portions of
the virtual persistent heap into the in-memory physical heap for the virtual machine. The virtual heap may be
stored in a persistent store. Thus, in one embodiment, the database store method and API may be provided to
manage the virtual persistent heap in the store. The store API may provide atomicity on the store transaction to
substantially guarantee the consistency of the information stored in the database.

The database store API may provide several methods to manage the virtual persistent heap in the store.
The methods may include, but are not limited to: opening the store, closing the store, atomic read transaction (read
a set of cache lines), atomic write transaction (write a set of cache lines), and atomic delete transaction (delete a

set of cache lines).
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Garbage Collection method for a Virtual Persistent Heap

A garbage collection method may be provided for the virtual persistent heap. In one embodiment, the
garbage collection method may be used with small consumer and appliance devices, for example, Java-enabled
devices, which may have a small amount of memory and may be using flash devices as persistent storage. In one
embodiment, the garbage collection method is implemented to provide good performance where only a portion of
the virtual persistent heap may be cached in the physical heap. The virtual persistent heap may use a single virtual
heap address space for both the store heap and the in-memory heap. In one embodiment, a single garbage
collector may be run on the virtual heap address space.

In one embodiment, the garbage collection method may start at the root of the heap and flag objects that
are referenced (i.e. need to be kept in the heap). Then, objects not flagged may be removed from the heap.
Alternatively, the garbage collection method may flag objects that are not referenced, and then may remove the
flagged objects. Garbage collection may cause the heap to become fragmented so that a large object may not fit in
available free space. The garbage collection method thus may include a compaction phase to reduce or
substantially eliminate fragmentation and to improve object locality

Small appliance and consumer devices may use flash devices for non-volatile memory storage. Flash
devices typically have special characteristics, such as large write I/O blocks (for example, 128 Kbytes) and
destructive writes. In one embodiment, the number of writes performed to the flash device by the garbage
collector may be minimized to increase the life of the flash device. The garbage collector for the virtual persistent

heap may be implemented using working sets and/or object nurseries for short life objects.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects and advantages of the invention will become apparent upon reading the following detailed
description and upon reference to the accompanying drawings in which:

Figure 1a is a block diagram illustrating a device with virtual persistent heap and persistent store space
located on the device according to one embodiment of the invention;

Figure 1b is a block diagram illustrating a device with virtual persistent heap and persistent store space
located external to the device according to one embodiment of the invention;

Figure 1c is a block diagram illustrating a device with virtual persistent heap on the device and persistent
store space located external to the device according to one embodiment of the invention;

Figure 1d is a block diagram illustrating a client device, proxy server, and server with persistent store
space according to one embodiment of the invention;

Figure le is a block diagram illustrating a virtual heap and leases to local and remote resources according
to one embodiment of the invention;

Figure 1f is a block diagram illustrating application virtual heaps and leases to system resources
according to one embodiment of the invention;

Figure 2 is a block diagram illustrating virtual persistent heap architecture according to one embodiment
of the invention,;

Figure 3 is a state diagram illustrating the states of a page in a virtual persistent heap according to one

embodiment of the invention;
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Figure 4 is a flowchart illustrating a computation method for the in-memory heap page addresses
according to one embodiment of the invention;

Figure 5a is a block diagram illustrating an application migration process with a stored state from a first
process sent from a persistent store to a second process according to one embodiment of the invention;

Figure 5b is a block diagram illustrating an application migration process with a persistent store for each
process according to one embodiment of the invention;

Figure 6 is a flowchart illustrating a method for migrating an application according to one embodiment of
the invention;

Figure 7 is a block diagram illustrating virtual persistent heap architecture using cache lines according to
one embodiment of the invention;

Figure 8 is a flowchart illustrating a computation method for the in-memory heap cache line addresses
according to one embodiment of the invention;

Figure 9 is a block diagram illustrating a device with virtual heap, object nursery and garbage collector
according to one embodiment of the invention;

Figure 10a is a flowchart illustrating garbage collecting a virtual heap according to one embodiment of
the invention;

Figure 10b is a flowchart illustrating the processing of a nursery region in a virtual heap according to one
embodiment of the invention;

Figure 10c is a flowchart illustrating garbage collection performed on one or more regions of a heap
according to one embodiment of the invention;

Figure 11a is a flowchart illustrating an atomic read transaction from a persistent store for a process; )

Figure 11b is a flowchart illustrating an atomic write transaction to a persistent store for a process; and

Figure 11c is a flowchart illustrating an atomic delete transaction from a persistent store for a process.

Item numbers for objects in the Figures may be repeated in more than one Figure to signify objects that

_ are substantially similar in the Figures.

While the invention is susceptible to various modifications and alternative forms, specific embodiments
are shown by way of example in the drawings and are herein described in detail. It should be understood however,
that drawings and detailed description thereto are not intended to limit the invention to the particular form
disclosed, but on the contrary, the invention is to cover all modifications, equivalents and alternatives falling

within the spirit and scope of the present invention as defined by the appended claims.

DETAILED DESCRIPTION OF SEVERAL EMBODIMENTS

Figure 1a - A device with virtual persistent heap on the device

Figure la illustrates an embodiment of a device 140 with virtual machine 101 and a virtual heap with
persistence, referred to as a virtual persistent heap. In a virtual persistent heap, the entire heap may be made
persistent. The virtual persistent heap may enable the checkpointing of the state of the computation of the virtual
machine to a persistent storage such as a disk or flash device for future resumption of the computation at the point
of the checkpoint. The Virtual Persistent Heap also may enable the migration of the virtual machine computation

states from one machine to another. Both the data and computation state may be migrated. One embodiment may
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also provide for the suspension and resumption of an application, such as upon restarting a device after an
intentional or unintentional shutdown of the device.

In Figure la, device 140 includes a client 101 and memory 115. Client device 140 may be a computer
platform with operating system, such as a PC or laptop computer running an operating system such as Microsoft
Windows 9x/NT, or a consumer or appliance device, for example, a cell phone or PDA. Client device 140 may
include a service provider client, for example, a Jini client (not shown) for finding and leasing services on remote
servers on a network. Client 101 may be a virtual machine such as a JVM or KVM. Client 101 may be used for
running applications, for example, Java applications. One or more applications may be running on client 101, with
one application typically executing and one or more applications suspended. Application 104 is shown as a
currently executing application.

Memory 115 may be integrated in or directly attached to client device 140. Memory 115 may be a
volatile memory such as Direct Inline Memory Modules (DIMMSs) or non-volatile storage device such as a flash
memory, a hard disk, or removable disk such as a floppy disk. This embodiment may use persistent store space
120 in memory 115 to store the virtual heap 110 for application 104. Persistent store space 120 may also include
virtual heaps (not shown) for one or more other suspended applications.

Device 140 may comprises an operating system capable of 'executing the software to enable a virtual
machine such as a JVM or KVM. The operating system may include a virtual memory manager (VMM) for
managing virtual memory on device 140. The VMM may enable applications such as a virtual machine running
on the device 140 to appear to have more physical memory than is actually present on the system by enabling
virtual memory. The VMM may utilize storage such as a disk drive to set up a swap area. Sections of memory
may be cached into a cache area in the physical memory for faster access by an application running on the device
140. Sections of memory may be flushed to the swap area on the storage when not éctively in use by an
application or to make room in physical memory for other sections of memory that may be in more immediate
demand for direct access by an application. The sections of memory in the virtual memory on the device may be
referred to as the heap for the application. Thus, a virtual machine running on device 140 may run on a heap in the
virtual memory on the device.

The virtual machine may execute in a portion of the memory space managed by the operating system on
the device 140. In one embodiment, the memory space may be a virtual memory space managed by a VMM for
the operating system. The virtual machine may comprise a virtual machine memory space for use by processes
executing on the virtual machine. As used herein, “process” may refer to, but is not necessarily limited to:
applications, applets, programs, tasks, subprocesses, threads, and drivers. The virtual machine memory space may
be managed by a virtual machine virtual memory manager (VM VMM) as described herein. The VM VMM may
allow processes executing on the virtual machine to use a virtual heap as described herein, and may also provide
persistence for the virtual heap. The virtual heap may include an in-memory heap as described herein, which may
reside in the virtual machine memory space. The virtual heap may also include a store heap as described herein.
In one embodiment, the store heap may be resident in the virtual machine memory space. In another embodiment,
the store heap may be resident in memory external to the virtual machine, such as on a storage device attached to
the device 140 directly or via the Internet, but accessible using the VM VMM. The entire memory space,
including the virtual machine memory space and the store heap, may be referred to as the virtual machine virtual

memory space.
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The VM VMM as described herein may allow applications to execute on a virtual machine on device 140
that would otherwise require too much virtual machine memory space, and thus would not execute, by providing a
virtual machine virtual memory space and a virtual heap for the application. The VM VMM and virtual heap as
described herein may also allow multiple applications to run on a virtual machine by providing a store heap for
each application, and allowing an application to be suspended by flushing its in-memory heap to its store heap, and
a second application to be resumed by loading its in-memory heap into the virtual machine memory space from its
store heap.

As used herein, the definition of a heap may include an area of computer main storage (memory) that a
process may use to store data in some variable amount that won't be known until the program is running. A heap
may be reserved for data that is created at runtime, that is, when a program is executing. A heap may also include
portions of code for the process. In one embodiment, the process may be a Java process, and the code may be in
Java classes. For example, a program may accept different amounts of input from one or more users for
processing and then do the processing on all the input data at once. The heap may be pre-allocated for the process
to use. The process manages its allocated heap by requesting a portion of the heap when needed, returning the
portions when no longer needed, and doing occasional "garbage collecting,” which makes portions of the heap
available that are no longer being used and also may reorganize the available space in the heap to minimize
fragmentation of the memory. In one embodiment, Java classes, including Java classes containing code for the
process, may be garbage collected to remove classes (and thus process code) that are no longer in use. A heap
may be portioned into blocks, sectors, pages, cache lines, or any other division of memory that meets the
requirements of the heap management method.

A “stack” may be defined as an area of memory that may be used for data whose size can be determined
when the program is compiled. A stack may be managed substantially similarly to a heap except that portions of
the stack may be taken out of storage in a certain order and returned in the same way.

Client device 140 may also include volatile memory for loading and running client 101. Client 101 then
may load and run applications in its memory space. In-memory heap 108 may be maintained in client 101 memory
space, or alternatively may be maintained in memory external to client 101 memory space. In-memory heap 108
may include a portion of virtual heap 110 currently cached for use by application 104.

In-memory heap 108 and virtual heap 110 may be divided into one or more sections. The sections may
be sectors, pages, cache lines, or any other division of memory space. In-memory heap 108 may be used by
application 104 for storing data and code currently being used in the execution of application 104. In-memory
heap 108 may include a portion or all of virtual heap 110. If application 104 requires code or data that is not
currently in heap 108, one or more sections of virtual heap 110 may be copied into in-memory heap 108. If there
is insufficient room in in-memory heap 108, one or more sections of in-memory heap 108 may be removed from
heap 108 before copying in the new sections. If one or more sections being removed from heap 108 are “dirty”
(have been written to), the one or more dirty sections may be written to (flushed to) virtual heap 110 before being
removed from in-memory heap 108.

Application 104 may create new code and data in sections of in-memory heap 108. The new code and
data in in-memory heap 108 may be flushed to virtual heap 110.

The in-memory heap 108 may include a portion of the virtual heap 110 that is cached (acts as physical

memory) for use by application 104. In one embodiment, the virtual heap address space may be divided into fixed
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size pages. Page-in and page-out operations may be used to move pages from the virtual heap 110 in store 120 to
the in-memory heap 108 or to eject pages from the heap 108. Pages, page states and page addressing are further
illustrated in Figures 2, 3 and 4.

At certain times, a checkpoint for application 104 may be written to persistent store space 120. In this
application, a checkpoint is a persistent store of the state of an application and its execution environment (such as
the virtual machine state) at a point in time. After storing a checkpoint for application 104, persistent store space
120 may include an entire, up-to-date copy of the virtual heap 110. In one embodiment, persistent store space 120
may also contain an entire copy of the virtual heap for one or more other applications. In one embodiment,
persistent store space 120 may include one or more versions of copies of the virtual heap (checkpointed states) for
each application.

The virtual persistent heap may allow the running of an application on a physical heap 108 that is much
smaller than may otherwise be required. As an example, the virtual persistent heap 110 may be an order of
magnitude larger than the physical, in-memory heap 108. In one embodiment, the virtual persistent heap may be
maintained on non-volatile memory storage external to the device running the application, and portions of the heap
for the current execution state of the application may be cached in and out of a physical heap resident in local
memory on the device. For example, the device may connect to a server on the Internet, and the server may
provide non-volatile storage space for the virtual persistent heap. In another embodiment, the external storage for
the virtual persistent heap may reside on a non-volatile storage attached to the device, for example, a Flash card or
hard disk drive.

With persistence, an application may be checkpointed and suspended on a virtual machine, and a second
application may then start execution on the virtual machine without ending the virtual machine process. This
avoids the overhead of starting a new virtual machine for a new application. For example, a virtual machine may,
be launched on a system when one is required to run a first application. When a second application is launched,
the web browser may not start a second virtual machine to run the second application, as is done in the prior art,
but may instead checkpoint and suspend the first application, and then run the second application on the same
virtual machine the ﬁrgt application was running on. The second application at some point may be checkpointed
and suspended, and the first application may resume execution at the last checkpointed state prior to its
suspension. In another example, a web browser may launch a virtual machine to run a first application. The web
browser may keep the virtual machine active after the first application completes, and later use it to run a second
application. In the prior art, terminating an application would have caused the virtual machine it was running on to
terminate execution as well, requiring a new virtual machine to be launched for each application.

The virtual persistent heap may enable the saving of the entire state of the virtual machine heap for
possible future resumption of the computation at the point the save was performed, and may permit the migration
of the computation to a different system. In one embodiment, the saved state of the virtual machine heap may also
provide the ability tO restart the virtual machine after a system crash or shutdown to a previously saved persistent
state. This persistent feature may be useful for small consumer and appliance devices including Java-enabled
devices, such as cellular phones and Personal Digital Assistants (PDAs), as these appliances may be shutdown and
restarted often. The virtual persistent heap may include the entire address space of the virtual machine heap an

application is using.
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Embodiments of the virtual persistent heap may include at least one of a caching method, a database store
method, and a garbage collection method as described below.

Figure 1b - A device with virtual persistent heap external to the device

Figure 1b illustrates an embodiment of the invention where a device 140 includes a client 101, and
memory 117 external to the client stores the persistent store space 120 with virtual heap 110. Memory 117 may be
on any device external to but coupled to client device 140. Examples of methods in which the devices may be
coupled include, but are not limited to: wireless connection (cell phones, Wireless Access Protocol (WAP)),
infrared (IrDA), Ethernet, Universal Serial Bus (USB), and phone/modem. The connection may be an Internet
connection. Memory 117 may be a volatile memory such as Direct Inline Memory Modules (DIMMs) or non-
volatile storage device such as a flash memory, a hard disk, or removable disk such as a floppy disk. This
embodiment may use persistent store space 120 in memory 117 to store the virtual heap 110 for application 104.
Persistent store space 120 may also include virtual heaps (not shown) for one or more other suspended
applications on device 140. Persistent store space 120 may also include virtual heaps (not shown) for one or more
applications running on devices other than device 140.

The architecture and operation of in-memory heap 108 and virtual heap 110 as illustrated in Figure ‘1b
may be substantially similar to that described in Figure l1a. In the embodiment illustrated in Figure 1b, caching,
checkpointing, and other reads or writes to virtual heap 110 may be performed over an external interface such as a
network connection, rather than being performed over an internal interface such as a memory bus as in the
embodiment illustrated in Figure la.

Figure 1c - A device with virtual persistent heap internal to the device and a persistent store external to the device

Figure lc illustrates an embodiment of the invention where a device 140 includes a client 101 and
memory 115. Memory 115 may include virtual heap 110. This embodiment may also include a memory 117
external to the client. Memory 117 may include persistent store space 120 for holding checkpoints 111 of virtual
heap 110. Memory 117 may be on any device external to but coupled to client device 140. Examples of methods
in which the devices may be coupled include, but are not limited to: wireless connection (cell phones, Wireless
Access Protocol (WAP)), infrared (IrDA), Ethernet, Universal Serial Bus (USB), and phone/modem. The
connection may be an Internet connection. Alternatively, memory 117 may be integrated in or directly attached to
device 140. Memory 117 may be a volatile memory such as one or more memory modules (for example, Direct
Inline Memory Modules (DIMMs)), or a non-volatile storage device such as a flash memory, a hard disk, or
removable disk such as a floppy disk. This embodiment may use persistent store space 120 in memory 117 to
store the checkpoints 111 of virtual heap 110 for application 104. Persistent store space 120 may also include
checkpoints of virtual heaps (not shown) for one or more other suspended applications on device 140. Persistent
store space 120 may also include checkpoints of virtual heaps (not shown) for one or more applications running on
devices other than device 140.

The architecture and operation of in-memory heap 108 and virtual heap 110 may be substantially similar
to that described in Figure la. Periodically, a checkpoint 111 of virtual heap 110 for application 104 may be
written to persistent store space 120. After storing a checkpoint for application 104, persistent store space 120
may include an entire, up-to-date copy of the virtual heap 110. Persistent store space 120 may also include

checkpointed copies of the virtual heap for one or more other applications.
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* Some embodiments may checkpoint one or more versions of virtual heap 110. For example, in the
embodiment illustrated in Figure 1c, multiple versions of checkpoint 111 for virtual heap 110 for application 104
may be stored in persistent store space 120. A method may be provided to select a checkpoint version from
among one or more checkpointed version for resuming the application and/or virtual machine execution at a
particular point.

Figure 1d - A client-server system with persistent store space

Figure 1d is a block diagram illustrating a network including client system 100, gateway server 112, and
server system 116 according to one embodiment of the invention. Server system 116 may include a service
provider server 118, for example, a Jini or other network service connection system or compact service connection
system server.

Jini™

Sun Microsystems’ Jini is an example of a Network Service Connection System (NSCS) that may be used
with networked devices to locate and lease resources, herein referred to as services, on networked systems
including servers, and to pass information to and from the services located on the networked systems.

The Jini technology makes it possible for an application to discover and use local and remote services. A
local service may be a service that is provided on the same device as the application. A remote service may be a
service that is provided by a device other than the device the application is executing on. Furthermore,
applications that use such local and remote services may obtain leaseson the services. These leases may expire
after a certain amount of time (or on demand). By modifying an application to use Jini when it accesses local and
remote services (and to handle expiration and reactivation of a lease), the problem of maintaining the external state
of a process during process migration may be addressed.

The Jini system federates computers and computing devices on a network into what appears to the user as
a single system. Each Jini technology-enabled device preferably has some memory and processing power. Devices
without processing power or memory may be connected to a Jini system, but those devices may be controlled by
another piece of hardware and/or software, called a proxy, that presents the device to the Jini system and which
itself contains both processing power and memory.

The Jini system is Sun Java technology-centered. The Jini architecture assumes that the Java
programming language is the implementation language for components. The ability to dynamically download and
run code is central to a number of the features of the Jini architecture. However, any programming language can be
supported by a Jini system if it has a compiler that produces compliant bytecodes for the Java progrénnning
language.

Services )

A service is an entity that can be used by a person, a program, or another service. A service may be a
computation, storage, a communication channel to another user, a software filter, a hardware device, or another
user. Services may be local or remote. A local service may be provided on the same device as the user of the
service. A user of a service may be called a client, and the device client is accessing the service from may be
called the client device. Thus, a client may access a service on the client device. A remote service may be
provided on a device other than (external to) the client device. Examples of services include devices such as
printers, displays, or disks: software such as applications or utilities; information such as databases and files: and

users of the system, and translating from one word processor format to some other. Jini systems provide
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mechanisms for service construction, lookup, communication, and use in a distributed system. Services in a Jini
system communicate with each other by using a service protocol, which is a set of interfaces written in the Java
programming language.

Services may be found and resolved using a lookup service. The lookup service may be the central
bootstrapping mechanism for the system and may provide a major point of contact between the system and users
of the system. In precise terms, a lookup service maps interfaces indicating the functionality provided by a service
to sets of objects that implement the service. In addition, descriptive entries associated with a service allow more
fine-grained selection of services based on properties understandable to people.

A service is added to a lookup service by a pair of protocols called discovery and join; the service first
locates an appropriate lookup service (by using the discovery protocol), and then it joins the lookup service (by
using the join protocol).

Service Leasing

Access to many of the services in the Jini system environment is lease based. A lease is a grant of
guaranteed access to a service over a period. A service may be a resource external to the virtual machine within
which an application desiring a service is executing. A service may be a local service or a remote service. In Jini,
a lease may be negotiated between the user of the service and the provider of the service as part of a service
protocol: a service is requested for some period, and access is granted for some period, presumably considering
the request period. If a lease is not renewed before it is freed - because the service is no longer needed, the client
or network fails, or the lease is not permitted to be renewed - then both the user and the provider of the service
may conclude the service can be freed. Leases may be exclusive or non-exclusive. Exclusive leases insure that no
one else may take a lease on the service during the period of the lease; non-exclusive leases allow multiple users to
share a service.

In one embodiment, an application may establish one or more leases to local and/or remote services
external to the application. In one embodiment, an application may establish one or more leases to system code
that give the application access to resources external to the application such as system resources. System code for
accessing an external resource may be referred to as a system service. A lease on system code for accessing an
external resource may be referred to as a leased system service. For example, an application may establish leases
to a system services that give the application access to system drivers for accessing communications ports in the
system.

In one embodiment, interactions between services and applications may be stateless. For example, each
interaction request may be handled by the receiver using information included with the request.

Jini and JavaSpaces™

The JavaSpaces technology package provides a distributed persistence and object exchange mechanism
for code written in the Java™ programming language. Objects are written in entries that provide a typed grouping
of relevant fields. Clients can perform simple operations on a JavaSpaces server to write new entries, lookup
existing entries, and remove entries from the space. Objects in JavaSpaces are stored in Java Serialization Format.
Server JavaSpaces provide persistent object storage replacing traditional file system storage persistence models.
JavaSpaces servers provide network service connection system clients such as Jini clients access to a persistent

and shareable object store.

Network service connection system for small footprint devices
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A consumer or appliance device with a small amount of memory may be referred to as a “small footprint
device.” A Compact Network Service Connection System (CNSCS) may be provided for use with small footprint
network client devices (PDAs, cell phones, etc.) to locate and lease services on networked systems including
servers, and to pass information to and from the located services and resources. The CNSCS may be designed
specifically for use with small footprint network client devices that may be too “small” (not have enough resources
such as memory) to support a system such as Jini. The CNSCS may be embodied as a self-contained message-
passing system that may operate among similar small systems, and may be bridged to a complete Jini federation
using é bridging server.

CNSCS clients are typically small footprint devices that may include small display screens and
keyboards. CNSCS clients may be mobile or non-mobile devices. Examples of mobile CNSCS clients may
include, but are not limited to: cell phones, palmtop computers, notebook computers, Personal Digital Assistants
(PDAs), desktop computers, and printers. An example of a non-mobile CNSCS client may be a light switch
comprising a simple chip capable of receiving a simple set of commands (on/off) and of transmitting a simple set
of status messages (on/off status).

A CNSCS client may include core CNSCS software and one or more client applications. A CNSCS
client may connect to a “fixed” network through a variety of paths. Examples of connection methods may include,
but are not limited to: wireless connection (cell phones, Wireless Access Protocol (WAP)), infrared (IrDA),
Ethernet, and phone/modem. CNSCS clients may connect to a network through gateways. The gateways provide
the client devices with access to CNSCS servers on the network. A gateway may include a proxy CNSCS server.
When connected, a CNSCS client “finds” a proximity network on which the client can run one or more
applications from the network. One or more of the applications may only be available on the particular network.
A CNSCS client may also connect to a network to remotely access files on a server.

A mobile CNSCS client may send out broadcast messages using whatever physical interface it has
(IRDA, WAP, proprietary connection, etc). All that is required of the device is that it can send and/or receive
messages. Some devices may only have to receive messages. For example, a CNSCS capable light switch may
only need to receive and act on messages (ON message, OFF message, or TOGGLE message). More sophisticated
CNSCS clients may send out a message to join a CNSCS federation.

Message Capable Networking in CNSCS

A distributed computing facility can be built upon a messaging layer. Furthermore, a messaging layer
(providing both reliable and unreliable messages) can be built upon the socket networking classes provided in an
embedded Java platform. TCP, UDP, and IP are examples of message capable protocols that may be leveraged by
CNSCS. Other more specialized protocols such as the Wireless Application Protocol (WAP) are also capable of
supporting CNSCS messages. WAP is tuned for networks with high latency and low bandwidth. CNSCS
messages also work well with other network drivers such as I'DA (Infrared Data Association) and Bluetooth
beneath the transport. The only required portion of CNSCS for a device (above the basic networking protocol
stack) is a thin messaging layer, and all additional facilities are optional.

CNSCS Spaces
A CNSCS Space may be smaller and simpler than a JavaSpace. Some CNSCS Spaces are transient,

while others are persistent. Transient spaces may be used as rendezvous mechanisms for peer-to-peer
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communication (Palm Pilot IrDA, for example). Server CNSCS Spaces may provide persistent object storage,
replacing traditional file system storage persistence models.

CNSCS Space servers provide CNSCS clients access to a persistent (and potentially shared) object store.
In one embodiment of a CNSCS, the objects stored in a CNSCS Space (and sent in a message) may be
represented in XML (eXtensible Markup Language). XML may be used as the means of representing objects
because it is sufficiently rich, as well as being an Internet standard.

A persistent CNSCS Space is a directory containing XML representations of objects. Because XML is
used to represent the space and its objects, Internet search facilities can be leveraged to find spaces and objects
within those spaces and Java and non-Java objects created in C++ or any other object-oriented language may be
stored and retrieved from a CNSCS Space or placed in a message.

XML object representations are language independent. In one embodiment, only an object’s data is
represented in XML, not its code. This means that Java and non-Java applications can send and receive objects
from each other. Classes (with encapsulated bytecode) may be stored in a CNSCS Space or passed in a message.

XML class representations may not be supported in all platforms due to security and size constraints. In
one embodiment, threads may be compiled into XML to enable virtual machine migration to a CNSCS Space. In
this model, the CNSCS Space may be used as a persistent heap / virtual machine store.

A Java virtual machine understands the structure of a Java object, so in one embodiment, CNSCS may
provide JVM extensions for compiling a Java object to XML, and for decompiling XML into a Java object. In
some embodiments, the CNSCS may provide other extensions for compiling and decompiling other object types
into XML or other messaging languages.

Space Searching

A CNSCS client may not need a browser. Instead, a search may be offloaded to a server that performs the
actual search using a front-end proxy that parses the results for the client. Hence, CNSCS Space queues ﬁlay be
Internet document searches triggered by messages sent to a proxy.

CNSCS Leasing

As in Jini, access to many of the services in the CNSCS system environment may be lease based. A lease
is a grant of access to a service. In one embodiment, an application may establish one or more leases to local
and/or remote services external to the application. In one embodiment, an application may establish one or more
leases to system code that give the application access to resources external to the application such as system
resources. The leasing mechanism may allow clients to obtain leases for objects in a CNSCS Space. In one
embodiment, the CNSCS leasing mechanism may use time-based leasing. In another embodiment, clients may
make claims on Java objects, and register a callback method that may be invoked when another client desires a
lease that is incompatible with current leaseholders. There may be several levels of CNSCS leases. A first level
may not return a copy of the Java object when a lease is obtained, but simply registers an interest in this object
being kept in the CNSCS Space. A second level does return a copy of the Java object when a lease is obtained at
this level, but there could be multiple clients accessing the object. A third level does return a copy of the Java
object when a lease is obtained at this level, and there are other clients are prohibited from accessing the object.

In one embodiment, interactions between processes and services provided through leases may be
stateless. For example, each interaction request may be handled by the receiver using information included with

the request.
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Returning to Figure 1d, service provider server 118 may include a persistent store space 120. Client
system 100 may be a computer platform with operating system, such as a PC or laptop computer running Windows
9%/NT, or a virtual machine, for example, a JVM or KVM, sitting on top of a computer platform or executing on a

consumer or appliance device, for example, a cell phone or PDA. Client system 100 may include a service

_provider client 102, for example, a Jini or CNSCS client, for finding and leasing services on remote servers.

Client system 100 may be used for running applications and applets, for example, Java applications and applets.
One or more applications may be executing on client system 100. Application 104 is shown as a currently
executing application, and application 106 is shown as a suspended application. Application 104 may access an
“in-memory” heap 108. Persistent store space 120 may include a virtual heap 110 for application 104. Persistent
store space 120 may also include a virtual heap (not shown) for application 106.

Client system 100 may broadcast and receive messages using whatever physical I/O interface it has
(IRDA, WAP, Ethernet, modem, proprietary connection, etc). Client system 100 may access services on one or
more servers on the network including server 116. In one embodiment, the service provider client 102 may
connect to servers on the network through gateway server 112. A gateway 112 may include a proxy service
provider server 114. When connected, the service provider client 102 may find server 116 on which the client 102
may provide, via lease or otherwise, persistent store space 120 for virtual heap space for one or more applications
including applications 104 and 106. Checkpoints for applications may be stored in persistent store space 120.
Thus, persistent store space 120 may be a service that may be leased by an application using a service provider
system such as Jini or CNSCS.

A lease may be established for a leasable service 125 on server 124. The lease may be established for
application 104 by service provider client 102. Service provider 102 may establish the lease through service
provider proxy server 114. In one embodiment, leases to services and/or resources on client device 100 may also
be established.

The architecture and operation of in-memory heap 108 and virtual heap 110 as illustrated in Figure 1d
may be substantially similar to that described in Figure la. In the embodiment illustrated in Figure 1d, caching,
checkpointing, and other reads or writes to virtual heap 110 may be performed over a network connection, for
example, over the Internet, rather than being performed over an internal interface such as a memory bus as in the
embodiment illustrated in Figure la.

Figure le - A virtual heap and leases 10 local and remote resources

Figure le is a block diagram illustrating a virtual heap 148 for an application and leases to local and
remote resources according to one embodiment of the invention. Virtual heap 148 may include one or more pages
of application code and data 152. Virtual heap 148 may also include one or more pages of system code and data
154. Pages 152 may include a lease to a service 164 that may include information describing the lease relationship
with a service 166. Service 166 may be a local or remote service. In one embodiment, the lease may be
established using an NSCS such as Jini. In another embodiment, the lease may be established using a CNSCS.

Pages 152 may also include a lease to system code 156. In one embodiment, the lease may be established
using an NSCS such as Jini. In another embodiment, the lease may be established using a CNSCS. The lease to
system code 156 may give the application access to a system resource 162 by leasing native method 158. Native
method 158 may be system code that invokes one or more system native code functions 160 for accessing system

resource 162. For example, system resource 162 may be a bus port such as a USB port. Code 160 may be the
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native language driver for the USB port. Native method 158 may include the code necessary to invoke various
functions provided by the native language USB driver.

In one embodiment, when the application is checkpointed, the system code and data pages 154 may not
be checkpointed. When the application code and data pages 154 are checkpointed, service lease 164 and system
resource lease 156 may be checkpointed. In one embodiment, the information checkpointed for a lease (system
resource or service lease) may include enough information to re-establish the lease if necessary. In one
embodiment, leases to system resources and services may be stateless - no record of previous interactions between
the application and the service or resource may be kept, and each interaction request between the application and
the service or resource may be handled based entirely on information that comes with it. Being stateless may
simplify the checkpointing of the leases because no current or past state information needs to be checkpointed for
the leases. If the application needs to be migrated to another device, or if the application is suspended for some
reason, then the leases held by the application may be cancelled, releasing the services and/or resources held by
the leases. When the application is resumed (locally or on another device), then the lease information from the
checkpointed state of the application may be used to re-qestablish the leases to services and/or system resources.

In one embodiment, an application may migrate to a device with a different system and native language
than the system and native language of the device from which it is migrating. In this embodiment, the lease to
system resource 156 may be re-established to a method 158 in the system code 154 of the device to which the
application migrated. Native code functions 160 for accessing system resource 162 may be in the native code of
the new device.

In one embodiment, the application may migrate to a device that does not have system resource 162. In
this case, the application may be notified that the lease to the system resource cannot be re-established. In one
embodiment, the application may migrate to a device that does not have access to service 166. In one
embodiment, the application méy be notified that the lease to the service cannot be re-established. In one
embodiment, when it is discovered that service 166 is not available, an alternate service may be searched for to
fulfill the functionality of service 166, and, if found, a lease may be éstablished to the alternate service.

Figure 1f - A virtual heap and leases to system resources

Figure 1f is a block diagram illustrating a virtual heap 148a and 148b for two applications with leases to
system resources 162a and 162b according to one embodiment of the invention. In this embodiment, a heap 164
external to virtual heaps 148a and 148b may be used to store system code and data that may be shared among two
or more applications.

Virtual heaps 148a and 148b may each include one or more pages of application code and data 152a and
152b. Pages 152a and 152b may include leases to system code 156a and 156b that may give the application
access to system resources 162a and 162b respectively by leasing shared native methods 158a and 158b. Native
methods 158a and 158b may include system code that may invoke one or more native code functions 160 for
accessing system resources 162a and 162b.

Some system resources may be shareable and others may require exclusive access privileges. In one
embodiment, if a native method in heap 154 allows shared access, two or more applications may hold leases to the

same native method, and thus the same system resource, simultaneously.
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Figure 2 - Virtual persistent heap architecture

Figure 2 is a block diagram illustrating a virtual persistent heap architecture according to one
embodiment of the invention. Application 104 may be executing in client system 100. Application 104 may be
using in-memory heap 108.

Persistent store 120 may reside on a server on the network to which client system 100 has access, or
alternatively may be located in a local non-volatile memory on the system application 104 is executing on. Page
table 122 may reside on the same system as application 104 or alternatively may reside on another system on the
network.

The persistent store 120 may include an entire copy of the virtual heap 110 (virtual memory) for
application 104. The “in-memory” heap 108 may include a portion of the virtual heap 110 that is cached (acts as
physical memory). In one embodiment, the virtual persistent heap is a page-based heap. The virtual heap address
space is divided into fixed size pages. Page-in and page-out operations are used to move pages from the persistent
store 120 to the in-memory heap 108 and to eject pages from the in-memory heap 108.

In this application, the terms “physical heap” or “heap” may be used to indicate the heap structure in
memory 108. This is only a portion of the total virtual heap 110 saved in the persistent store 120. The term
“virtual heap” may be used to indicate the entire heap image saved in the store 120. The "in memory” heap
address space may be viewed as the physical memory. The "in store” heap address space may be viewed as the
virtual memory.

The store 120 may be segmented into two or more disjoint virtual heaps. Each checkpointed application
such as application 104 has its own virtual heap space reserved in the store. In exemplary persistent store 120, a
virtual heap space exists for application 106 and application 104, and two unused virtual heap spaces exist to
allow for two more applications.

Paging provides a simple model to move data from the persistent store 120 to the in-memory heap 108 in
virtual machine 100. In one embodiment, a page table 122 and offset based address translation may be used to
convert virtual heap 110 references into in-memory heap 108 references. Relatively small pages may be used to
reduce heap waste. In one embodiment, a paging-based approach may enable page protection mechanisms and
support for DMA and block I/O devices.

In one embodiment, object-caching granularity may be implemented instead of paging. Object-caching
granularity is possible if objects can efficiently be moved in the heap. A consideration in embodiments using
object handles is the memory footprint constraint. The object handle area may take more memory space than
related structures such as handle tables in embodiments using pages.

Using page handles rather than object handles may give the ability to tune the implementation to fit the
memory footprint requirement of a targeted device. The page size determines the amount of space required for the
handle table. Larger memory environments may use smaller pages. Smaller memory environments may need to use
larger péges. Larger objects may be broken up and stored across multiple pages, allowing portions of objects to be
cached in an out of the in-memory heap 108. This may allow devices with limited memory resources to support
objects, and therefore applications, that may not be supportable with object caching granularity. With object
caching granularity, the entire object may have to be cached into in-memory heap 108.

One embodiment may use a page-in and page-out approach to bring pages from the virtual heap 110 into

the in-memory heap 108. For embodiments in which persistent store 120 is comprised in a flash memory device,
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paging-out may use a scatter/gather object phase to only write updated objects to increase the life of the flash
device. In one embodiment, this may be combined with a log-based approach to guarantee atomicity on store
transactions.

In a paging-based system, the page size may be increased to reduce the page table 122 size. Increasing
the page size may permit the grouping of multiple objects into a single page. In this case, a single page table entry
may play the role of multiple object handle entries (one handle for each object in the page). Grouping objects into
a single table entry may allow the reduction of the memory footprint required for a handle table, as there may be
fewer handles. Updating a single object in the page may require the writing of the entire page (all objects in the
page). Alternatively, reducing the page size allows fewer objects to be stored in a page, thus reducing paging
granularity. This approach may increase the page table size. The page size may be adjusted accordingly based
upon memory constraints on the device on which the paging-based system is implemented.

In one embodiment, the virtual heap 110 may be divided into a fixed number of pages. In one
embodiment, to aid in efficient address translation, the application virtual heap size (i.e. the Kernel plus all user
pages) may be a fixed multiple of the size of the in-memory heap 108. This allows each application virtual heap
store to start at a multiple heap size offset in the persistent store 120. In this embodiment, the address translation
includes subtracting a fixed heap size multiple. Since a virtual machine may not have access to a hardware
translation mechanism, the address translation may be simplified so it can be efficiently performed in software.

An offset based schema may be used to convert a virtual heap address into an in-memory heap address.
All object references in the virtual heap 110 and the in-memory heap 108 may be kept as virtual heap addresses.
In-one embodiment, there may be an address translation to convert the virtual heap address into the physical heap
location. The CPU of the system or CPU layer of the virtnal machine may perform address translation from the
virtual heap address space into the in-memory heap location via a Page Table 122 entry. The Page table 122
maintains the mapping of the virtual heap 110 page into the heap 108. For each virtual heap 110 address reference
(read or write), code may be inserted (read/write barriers) to verify the validity of the address (i.e. check if the
corresponding page is resident in the heap), and to translate it into the in-memory heap 108 reference. The process
of converting heap addresses is illustrated in Figure 4.

In some embodiments, the virtual machine CPU layer, for example, the Java CPU layer, may provide
access to hardware Memory Management Unit (MMU) address translation functions, allowing object handle
indirections to be done in hardware.

In one embodiment, an object in the virtual address space may maintain references to other objects via a
valid or invalid address. A valid address may mean the corresponding page is resident in the in-memory heap 108.
An invalid address may mean the corresponding page is not resident in the in-memory heap 108.

Page Table 122

In one embodiment, page table 122 is not persistent, but is a “live” structure. The page table may be
reinitialized whenever a new application is restarted. In one embodiment, the page table 122 may include one or
more of the following entries for a page of the active application virtual heap 110:

e Type (User or System): The page type is used to select the write through policy used to backup the page
into the persistent store 120 as well as the paging policy (which page to eject). As an example, System

pages may be pinned in the in-memory heap 108 and may not be paged out.
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e Resident (TRUE or FALSE): In one embodiment, the resident bit may be used to maintain the heap
residency state of the page, and may be TRUE if the page is resident in heap 108 or FALSE if the page is
pot resident in heap 108. In another embodiment, a value stored in a heap page ID field may be used to
indicate if a page is resident in the heap. For instance, if a memory address is used to indicate the heap
page ID, a NULL address or other invalid address may be used to indicate if the page is resident. In yet
another embodiment, only pages that are currently cached in in-memory heap 108 may have an entry
(row) in page table 122.

¢ Dirty (TRUE or FALSE): Keeps track of any write or modification of the page in heap 108. TRUE if the
page is dirty (has been modified or written to).

e  Flushing (TRUE or FALSE): Only valid for dirty pages. Indicates the page is in the checkpoint queue. If
TRUE, the page is in the list of pages that are to be flushed to the virtual heap 110 in store 120.

e  Heap Page ID: Specifies the location of the page in the heap 108.

In one embodiment, as shown in Figure 2, there may be one entry in the page table 122 for each page of
the active application virtual heap 110. This embodiment may simplify the location of an entry for a page in the
page table 122. In another embodiment, there may be one entry in the page table for each page currently cached in
in-memory heap 108. This embodiment may reduce the size of the page table 122.

Read-only/static core virtual machine objects may be located into pinned and read-only system pages
(objects may be tagged by the primary class loader). These classes are typically not loaded twice. Read/write core
virtual machine objects may be located into user pages. In one embodiment, read/write core virtual machine
objects may be “colored” as system pages. All user objects may be allocated in user pages.

In one embodiment, an application may establish one or more leases to system objects that may give the
application access to resources external to the application such as system resources. In one embodiment, system
pages in a heap may include system objects (code and/or data) that are currently leased. In one embodiment, the
leases for the system objects may be contained in the application virtual heap 110.

In embodiments that allow the running of only one applicatién at a time, each application virtua} heap
may contain its own set of system pages. In these embodiments, system pages are not shared among applications.
In embodiments running more than one application at a time, system pages may be shared among applications.
These embodiments may have a system segment in the persistent store 120 to checkpoint static and read-only
pages that can safely be shared among applications.

Figure 3 - The states of a page in a virtual persistent heap

Figure 3 is a state diagram illustrating the states 0f a page in a virtual persistent heap according to one
embodiment of the invention. A page may be in one of the following states:

o Empty: The page has been freed or has not been allocated.

e Resident: The page has been newly allocated or the page has been paged in from the virtual heap 110 in
persistent store 120 to the in-memory heap 108. No changes have been made to the page, or the latest
changes have been flushed to the persistent store 120. The copy in the heap 108 is synchronized with the
copy in the store 120.

e Dirty: A write to the page has been performed and the page has not been written back to ihe persistent

store 120. No request for checkpointing the page has been made.
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e  Waiting to be checkpointed: The page is in a list of pages to be checkpointed to the store 120. The page
is currently write locked, so no further write can occur until the page has been flushed.
e  Persistent: The page has been paged out. The page is no longer resident in the heap 108.
Page Fault

A page fault occurs when a reference is made to a page not resident in the in-memory heap 108. The
page fault may induce a caching of the page from the virtual heap 110 in store 120 to the heap 108. When a page
fanlt occurs, the following conditions may be encountered:

e There is a free page available in the heap 108: The page may be brought into the heap 108 and the page
table 122 entry updated.
e There are no free pages in the heap 108: Before the page can be cached, room needs to be made in the

heap. One or more resident pages need to be evicted from heap 108.

In one embodiment, when looking for candidate pages to be evicted, more than one page may be selected
for eviction, since it is likely that another page may need to be evicted soon. In one embodiment, a free page
threshold may be used to induce this behavior. In one embodiment, a standard LRU (Least Recently Used)
method may be used to select pages for eviction (page out). In other embodiments, other methods, for example,
Least Frequently Used (ILFU), may be used to select pages for eviction.

If a page is dirty, the page may be checkpointed to the store 120, or alternatively a shadow copy is made,
before being freed from the heap 108. In one embodiment, non-dirty pages may be evicted before dirty pages.
Page Checkpointing

As previously ‘described, pages may be brought into the heap 108, modified and checkpointed to the
virtual heap 110 in store 120 when they are evicted. In one embodiment, pages may be checkpointed when there
are evicted. Alternatively, pages may be checkpointed when they remain in the heap 108. For instance, if
checkpointing can be performed asynchronously (an executing thread does not have to be frozen), then pages may
be checkpointed whenever convenient with minimum overhead to look for dirty pages.

In embodiments with a single threaded virtual machine environment using a simple bytecode count as a
time sharing quantum for switching between threads, pages to be checkpointed may be searched for whenever a
thread synchronization or a context switch occurs. On a thread context switch, dirty pages may be scanned for and
placed in a checkpoint queue. In another embodiment, a mechanism to interrupt the running thread may be used to
provide an opportunity to search for and checkpoint pages.

The flush bit in the Page Table 122 may be used to mark pages that are in the checkpoint queue. Further
writes may be prevented to the page while the page is in the queue or in the process of being checkpointed. In one
embodimeni, the thread may be blocked until the page is written. In this embodiment, the checkpoint queue may
be reordered to prioritize pages that have a blocked thread. In another embodiment, a copy of the page may be
made to let the thread “go” on the shadow copy. A recently checkpointed page may not be put back into the
checkpoint queue rigﬁt away.

System pages may have a different checkpoint strategy than user pages. For instance, checkpointing
system pages may freeze the entire virtual machine. Sysniem pages may therefore be more selectively checkpointed

than user pages.
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Store Checkpoints and Consistency

Having pages checkpointed individually may be insufficient to maintain the consistency of the virtual
heap 110 in store 120. For instance, if two pages have changed in the heap 108, but only one page has been
checkpointed, and the system- crashes, the checkpointed virtual heap 110 in store 120 may end up in an
inconsistent state. When the system restarts with an inconsistent store 120, the application may crash due to
incorrect pointer locations. There is no guarantee that pages put in the checkpoint queue will be checkpointed to
the store 120 (the system may crash at any time). In one embodiment, in order to capture a consistent virtual
machine state, the set of changes made to the store 120 may be combined into an atomic operation. An atomic
operation is an operation may comprise a series of steps that are not finalized until all of the steps in the atomic
operation are confirmed to have successfully completed. The atomic operation allows all of the steps in the
operation to be undone if any of the steps in the operation do not complete successfully. The process of undoing
all of the steps in an atomic operation may be referred to as “rolling back” the operation. In the example above, if
one of a series of two or more checkpoints in a checkpoint queue are not completed when recovering a crashed
system, the system may be “rolled back” to a previous checkpointed state.

In one embodiment, a transaction-based API to allow the client system 100 to issue checkpoint requests
may be provided. Using the API, the client system 100 may tell the store:

e when a new transaction starts
e  what heap pages need to be saved
e when the transaction is committed
A store checkpoint may have one or more of following states which may be made permanent to the store:
e  Saved all dirty user pages since the last checkpoint.
e Saved all dirty system pages since the last checkpoint.
e Save the current state of non-heap (for example, virtual machine) internal structures (thread contexts,
pointer to main structure in the heap such as classes, constant pool, etc.).

In one embodiment, the client system 100 may have only one outstanding store transaction at a time.
Each successive store checkpoint may be encapsulated in a different transaction. When a store checkpoint is
issued, client system 100 execution may need to be stopped for as short a time as possible in order to save non-
heap virtual machine structures.

One embodiment may provide for pre-flushing of dirty pages by allowing dirty pages to be checkpointed
independently of the store checkpoint. Thus, when a store checkpoint is issued, all heap 108 pages may have
already been saved (pre-flushed) into store 120. Thus, the only structures that may need to be stored are a few
dirty system pages and the virtual machine non-heap structures. In one embodiment, the store may verify that all
states have been correctly written to the store 120 when the checkpoint transaction is committed. If one or more
writes failed or did not complete, the store may abort the transaction and roll back to the last committed
checkpoint. In one embodiment, if the checkpoint fails, but client system 100 is still running, the client system 100
may continue to run under restrictions, such as no more paging allowed, and also warning the user that the store
has been lost. In another embodiment, the client system 100 may be stopped when the checkpoint fails. In one
embodiment, an application level checkpointing API may be provided to inform the application 104 that the

checkpointing failed.
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The client system 100 may verify that any heap or non-heap changes are correctly recorded as part of the
store transaction. The store may verify that all changes have been made persistent (written to non-volatile storage
such as disk or flash memory) and the store is left in a consistent state.

The client system 100 may rely on the store to guarantee transaction ACID properties. ACID is the
acronym used to describe the following properties of a transaction:

o ATOMICITY: a transaction should be done or undone completely. In the event of a failure, all operations
and procedures should be undone, and all data should roll back to its previous state.

e CONSISTENCY: a transaction should transform a system from one consistent state to another consistent
state.

e ISOLATION: each transaction should happen independently of other transactions occurring at the same
time.

e DURABILITY: Completed transactions should remain permanent, even during system failure.

In one embodiment, the store may only maintain one checkpoint per application (the last successfully
committed checkpoint). In another embodiment, the store may maintain one or more checkpoints per application,
and the client system 100 may select which checkpoint to use when restarting an application.

Since each application store is kept in a different persistent store 120 virtual heap segment, the current
application heap segment may be “touched” for a checkpoint, while other application segments are untouched.

In one embodiment, a store management User Interface (UI) may be provided, and may allow the
removal of an application’s corrupted virtual heap.

When to Commit a Store Checkpoint?

In one embodiment, in order to keep the heap 108 and client system 100 states very closely synchronized
with the store 120, a store checkpoint may be issued any time a change is made. This embodiment may not be
practical due to the high incidence of store checkpointing that may degrade performance. To avoid performance
degradation, the heap 108 and client system 100 state may be loosely synchronized with the store 120 state, and
store checkpoints may only be issued under certain conditions. The following are examples of conditions that may
be used in deciding when to issue a store checkpoint:

e  Since the client system 100 may be interrupted to commit a store checkpoint, a time may be selected to
perform the checkpoint that may generate the least amount of overhead. Fir example, when a client
system performs a thread switching or synchronization, a check may be made to see if a checkpoint needs
to be performed. Checkpointing may be performed asynchronously, so the overhead may be defined in
terms of issuing the request, not executing the request.

e The number of pages written since the last committed checkpoint may be considered. If many pages were
updated, the changes may be committed as soon as possible.

o The speed at which a transaction checkpoint can be performed to the store may be considered. If store
operiltions are slow, the number of checkpoints may have to be limited. Buffering may not be an option
in a tight memory environment.

e A checkpoint may be performed after a garbage collection, since many pages may have changed due to

object collections and heap compacting.
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» How long since the last checkpoint occurred may be considered. For instance, an application may be
compute-intensive and touch a very small number of pages. To save the computation state, a checkpoint
may be induced after a maximum elapsed time, if none of the previous conditions occurred.

¢  Whenever the application is suspended, and client system 100 is in the process of switching to a new
application, a checkpoint may be committed for the suspended application.

Figure 4 - A computation method for the in-memory heap page addresses

Figure 4 is a flowchart describing a computation method for in-memory heap page addresses according to
one embodiment of the invention. In one embodiment, the translation of a virtual heap page reference to an in-
memory heap page reference may include the following steps. In step 300, the store page ID may be determined.
An example of a method for determining the store page ID is:

PagelD = Sadd - (AppID * HS) << PageS

Sadd: The virtual heap page reference address to be translated.

AppID: The current application ID used to select the store virtual heap. For example, in Figure 2,
application 104 may have an application ID of 1.

HS: The virtual heap size (may be a multiple of the in-memory heap size)

<< : shift operator (may be left or right shift depending on bit order representation in the system)

PageS: Page size bit shift

In step 300, first, the application ID may be multiplied by the virtual heap size to get the base address of
the virtual heap for the application. Second, the base address of the virtual heap may be subtracted from the
virtual heap page reference address to produce an address offset from the base address. Third, the address offset
may be shifted to remove the bits containing the in-page address information. For example, if a page comprises
256 addressable bytes, the address may be shifted 8 bits. In one embodiment, the result of the shift is the page ID
for the virtual heap page reference.

In step 302, the location of the page in the heap may be determined from the page table:

HeapPagelD = PageTable (PagelD)

. For example, referring again to Figure 2, if the result of step 300 is virtual heap page 4, looking up the virtual heap

page 4 row in page table 122 produces a heap page ID of 1.

If the page is not resident, a page fault may be issued to bring the page into the heap. In step 304, the in-
memory heap address may be computed. An example of a method for computing the in-memory heap address is:

Hadd = HeapPagelID * PageS + Sadd & PageMask

PageS: Page size

Sadd: The original virtual heap page reference address

PageMask: Page Size bit mask

&: Bitwise AND operator

First, the heap page ID produced in step 302 may be multiplied by the page size to produce the base
address of the in-memory heap page. The original virtual heap page reference address may then be ANDed with a
page size bit mask to produce the bits containing the in-page address information. The in-page address
information may then be added to the base address of the in-memory heap page to produce the in-memory heap

address.
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Figures 5a and 5b - Application migration

The embodiments of an application migration processes as illustrated in Figure 5a and 5b, and other
embodiments not illustrated, may provide for migrating Java applications from one machine to another on a
network or between devices when at least one of the devices may not be connected to a network. In other
embodiments, non-pure Java applications and/or non-Java applications from one machine to another on a network

or between devices when at least one of the devices may not be connected to a network. In order to handle the
problem of migrating the external state of an application, migratable applications may use a Network Service
Connection System such as Jini or a Compact Network Service Connection System (CNSCS) for accessing
resources external to the applications, referred to as services. Services may be local (on the device within which
the application is running) or remote (on other devices connected to the device via the network). Local services
may include system resources on the device within which the application is running. These local or remote
services may be leased by an application using an NSCS or CNSCS. Thus, in one embodiment, the external state
of the application may be represented by one or more leases to local and/or remote services, including system
resources. Other embodiments may use other methods for accessing external resources that allow for the
preservation of external state during migration.

In one embodiment, each application on a system is separated from other applications, and is thus
migratable separately from other applications. In one embodiment, each application on a system may have an in-
memory heap serving as “physical” memory that is being used for the current execution of the application, a
virtual heap that may include the entire heap of the application including at least a portion of the runtime
environment of the virtual machine, and a persistent heap or store where the virtual heap may be checkpointed. In
one embodiment, the virtual heap and the persistent heap may be combined in one memory (the virtual heap may
serve as the persistent heap). In another embodiment, the virtual heap may be checkpointed to a separate, distinct
persistent heap. The combination of the in-memory heap, the virtual heap, and the persistent store may be referred
to as the “virtual persistent heap.” In yet another embodiment, there may be sufficient memory available for the
in-memory heap so that a virtual heap is not required to run the application; in this embodiment, only an in-
memory heap and a persistent heap on the store may be present for an application
One embodiment of a method for migrating an application may include:

e Checkpointing the application to its persistent heap. In addition, any current leases to external services
and/or resources may be expired. ‘

e Packaging the persistent state of the application in the persistent heap and sending the persistent heap for
the application to the node where the application is to migrate. In one embodiment, a transaction

mechanism is used, where the application’s entire persistent state may be copied atomically as a

“transaction’” and committed as having migrated on both the sending and receiving nodes.

» Reconstituting the state of the application into a new persistent heap (may be a virtual persistent heap) on
the node where the application migrated.

* Re-establishing leases to external services and/or resources for the application.

e  The application resuming execution in the persistent heap on the node where it migrated.
In one embodiment, since processes that migrate away from a node may migrate back after minor state

changes on the node where they migrated (e.g. updated a page of a document), a versioning mechanism may be
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used whereby nodes where an application once lived may cache a previous state, and thus may avoid sending over
the network a state that hasn't changed.

Information on the current leases for the application may also be packaged and sent to the new node
where the application is to migrate. The information may be used in re-establishing the leases on the new node. In
one embodiment, the lease information may be maintained in a message endpoint or gate structure.

In addition, a user interface (UI) may be provided to manage application checkpoints. Functions the UI
may allow the user to perform may include, but are not limited to, the following:

e Browse the store.

e Select an application checkpoint to restart.
e Suspend the current application.

e Remove an application checkpoint.

Figure 5a is a block diagram illustrating an embodiment of an application migration process where the
original application 104a and the migrated application 104b may use the same Virtual heap 110 in persistent store
120. InFigure 5a, the in-memory heap 108 for application 104a executing on client system 100 is checkpointed to
persistent store 120. The checkpointing may be performed as an atomic transaction. The store checkpoint may
include one or more of the following states that may be made permanent to the store:

e  All dirty user pages since the beginning of the transaction.

e  All dirty system pages since the beginning of the transaction.

s The current state of non-heap (for example, virtual machine) internal structures (thread contexts, pointer
to main structure in the heap such as classes, constant pool, etc.).

Any current leases to external services (for example, services leased via an NSCS such as Jini or a
CNSCS) may be expired. In one embodiment, expiration of current leases may be required prior to migration. In
one embodiment, expiration of current leases is not required before checkpointing the application.

The checkpointed persistent state of the application 104 stored in persistent store 120, including user
pages, system pages, and the current state of non-heap structures, is packaged and sent to the client system 130
where the application 104a is to migrate. In this step, a transaction mechanism may be used, where a process’s
entire persistent state is copied atomically and committed as having migrated on both the sénding and receiving
client systems. In one embodiment, since processes that migrate away from a client system may be expected to
migrate back after only relatively minor state change on the client system where they migrated (e.g. updated a page
of a document), a versioning mechanism may be used whereby nodes on which an application once lived may
cache previous states and avoid sending over the network a state that hasn't changed.

The packaged and sent state is received and reconstituted on client system 130, and application 104b
resumes running on the new client system. A new in-memory heap 108b may be allocated for application 104b
including the checkpointed user and system pages. The current state of non-heap structures on client system 130
may be set from the received checkpointed state. Required leases of services may be re-established for the
application. The application 104b then may resume running in the heap 108b on the client system 130 where it
migrated. Application 104b may continue to use persistent store 120 for its virtual heap or may establish a new
virtual heap in another persistent store on client system 130 or on another server providing persistent store space

on the network.
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Figure 5b illustrates an embodiment where client 100 comprises a persistent store 120a used by
application 104a to store virtual heap 110a. When migrating application 104a to client 130, a checkpointed state
of application 104a may be sent to client 130. On client 130, a new virtual heap 104b may be established in
persistent store 120b, a new in-memory heap 108b may be established, and application 104b may resume
executing on client 130 from the checkpointed state of application 104a.

Figure 6 - A method for migrating an application

Figure 6 is a flowchart describing a method for migrating processes, including applications, from one
client system to another according to one embodiment of the invention. Client systems may be “real” systems such
as Windows 9x/NT systems or virtual machines such as Java Virtual Machines running on top of other systems. In
one embodiment, each application may be independent from other applications on the system, and thus may be
migratable separately from other applications. In one embodiment, each application on a particular client system
will have an in-memory heap where it executes and a persistent heap where it can be checkpointed before being
migrated.

In step 320, application 104 executing on client system 100 is checkpointed to its persistent heap 110 in
persistent store 120. The store checkpoint may include one or more of the following states that may be made
permanent to the store:

e  All dirty user pages since the beginning of the transaction.
e  All dirty system pages since the beginning of the transaction.
e The current state of non-heap (for example, virtual machine) internal structures (thread contexts, pointer
to main structure in the heap such as classes, constarit pool, etc.).
A “user page” includes application-specific data or executable code. A “system” page includes operating system
and/or virtual machine data or executable code that is not application-specific.

In step 322, current leases to services (for example, services leased via an NSCS such as Jini or a
CNSCS) may be expired on client system 100. In one embodiment, all current leases must be expired before
migration.

In step 324, the most recently checkpointed persistent state of the application 104 in persistent heap 120
is packaged and sent to the client system 130 where the application 104 is to migrate. In step 326, the packaged
checkpointed state of application 104 is received on the client system 130. In one embodiment, a transaction
mechanism may be used, where a process’s entire persistent state is copied atomically and committed as having
migrated on both the sending and receiving client systems in step 328.

In step 330, the received packaged state is reconstituted on the client system 130 where the application
104 is migrating. Required leases of local and/or remote services may be re-established for the application 104 in
step 332. In one embodiment, one or more of the leases expired in step 322 maybe re-established. In one
embodiment, the received packaged state include information describing the one or more leases expired in step
322, and this information on the leases may be used in step 332 in re-establishing the leases. In one embodiment,
the re-established leases may include leases to system resources on the device to which the application is
migrating. In step 334, the application 104 then may resume running using heap 108 on the client system 130
where it migrated. The migrated application 104 may‘ continue to use the virtual heap 110 that was used by
application 104 on client system 100 prior to migration, as illustrated in Figure 5a. Alternatively, a new virtual
heap 110 may be established for application 104 on client system 130, as illustrated in Figure 5b.
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Figure 7 - Virtual persistent heap architecture using cache lines

A feature of the virtual persistent heap is the method used to cache portions of the virtual persistent heap
into the “physical”, in-memory heap. The virtual persistent heap may include a caching mechanism that is
effective with small consumer and appliance devices that typically have a small amount of memory and that may
be using flash devices as persistent storage. The caching strategy may achieve a lesser amount of caching and may
improve locality among elements of the virtual persistent heap that are cached in the physical heap, thus reducing
caching overhead. Figures 2 through 5 illustrate embodiments that use a “page” as a level of granularity for the
virtual persistent heap caching mechanism.

Figure 7 is a block diagram illustrating an embodiment of a virtual persistent heap architecture
substantially similar to the embodiment illustrated in Figure 2. Application 104 may be executing in client system
100. Application 104 may be using in-memory heap 108. Persistent store 120 may reside on a server on the
network to which client system 100 has access, or alternatively may be located in a local non-volatile memory on
the system that application 104 is executing on. Cache table 122 may reside on the same system as application
104 or alternatively may reside on another system on the network.

The embodiment illustrated in Figure 7 includes a caching mechanism in which the virtual persistent heap
is divided into cache lines. A cache line is the smallest amount of virtual persistent heap space that can be loaded
or flushed at one time. Caching in and caching out operations are used to load cache lines into the heap or to flush
dirty cache lines into the store. In general, the definition of a “page” as used in Figures 2 through 5 includes a
cache line. In other words, a cache line is a size of page. In other embodiments, object granularity may be used in
a virtual persistent heap. In these embodiments, caching in and caching out operations may be performed on
objects that may be created by the application.

A level of object locality in a cache line may be achieved to reduce heap waste by the use of object
caching nurseries and a generational garbage collector as described below. Different cache line sizes may be used
for different regions of the heap. Cache lines may provide a natural path for porting the virtual persistent heap to
cache based Memory Management Unit (MMU) architectures, and may allow address translation from the virtual
persistent heap to the heap to be performed in hardware.

In one embodiment, all heap references may be kept in one address space (the virtual persistent heap
address space). The address translation is therefore simplified, and may require no “swizzling” of virtual
references into in-memory heap references when manipulating objects in the heap. In one embodiment, having a
single address space may allow a single garbage collector to run on the virtual persistent heap space. If a single
address space is not used, two or more garbage collectors, may be required, for example, one running on the
virtual persistent heap and one running on the in-memory heap.

The term “virtual persistent heap” may be used to refer to the entire virtual heap image saved in the
persistent store. The terms in-memory heap or heap may be used to refer to the portion of virtual heap currently
cached in memory. The term cache line may be used to refer to the smallest caching-in and caching-out
granularity. A cache line corresponds to the smallest amount of data that can be loaded or flushed from the in-
memory heap at one time. The in-memory heap and the virtual persistent heap may be divided into fixed size
cache lines, or alternatively the heaps may be divided into groups of cache lines with differing cache line sizes.

The virtual persistent heap size may be a multiple of the maximum in-memory heap size, and an offset-based
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schema, such as that illustrated in Figure 4, may be used to convert virtual persistent heap addresses into in-
memory heap addresses.

In one embodiment, references in the virtual persistent heap and the in-memory heap structure may be
kept as virtual persistent heap addresses. There may be no updates to physical heap references when heap
references are manipulated. The address translation from the virtnal persistent heap address space to the in-
memory heap location may be done using a cache table entry.

In a cache line based system, the cache line size may be increased to reduce the cache table size.
Increasing the cache line size may permit the grouping of multiple objects into a single cache line. In this case, a
single cache table entry may play the role of multiple object handle entries (one handle for each object in the cache
line). Grouping objects into a single cache table entry may allow the reduction of the memory footprint required
for a handle table, as there may be fewer handles. Updating a single object in the cache line may require the
writing of the entire cache line (all objects in the cache line). Alternatively, reducing the cache line size allows
fewer objects to be stored in a cache line, thus reducing caching granularity. This approach may increase the
cache table size. The cache line size may be adjusted accordingly based upon memory constraints on the device
on which the cache line based system is implemented.

On each virtual persistent heap reference (read or write), read/write barriers may be used to verify the
validity of the address (i.e. to check if the corresponding cache line is resident in the heap), and to translate it into
the current heap location.

In one embodiment, objects in the virtual persistent heap may maintain references to other objects via a
valid or invalid address. A valid address may mean the corresponding address is resident in the in-memory heap.
An invalid address may mean the corresponding address is not resident in the in-memory heap.

Caching considerations for flash devices

Using cache line addressing, reads may be done at a very small granularity (for example, 2 bytes).
Bringing a cache line into the in-memory heap, rather than a single object, means that more objects may be
brought into the heap than needed. For example, a cache line may include two objects, only one of which may be
required by the application. Caching the cache line in the in-memory heap may cache both the required object and
the non-required object. This may be exacerbated if there is bad object locality (i.e., if unrelated objects are in the
same cache line). If the cache line is too big, many objects read in may never be referenced. Cache lines may also
waste heap space if the lines are not full. For example, an average object size for an application may be 50 bytes,
and a cache line size may be 4Kbytes. If 40 objects are resident in a 4Kbyte cache line in this example,
approximately half of the cache line may be unused.

Flash memory writes are typically destructive, and are therefore preferably minimized. Flash devices
may use relatively large block writes (for example, 128 Kbytes). In one embodiment, the cache line size may be a
multiple of the flash block write size for optimum performance. In one embodiment, the cache line size may be
equal to the block write size. In one embodiment, a cache line flush may write the entire line (all objects in the
line).

From the above, it is evident that cache lines for reads may be small and cache lines for writes may be
large. For example, read cache lines may be 4Kbytes and write cache lines may be 128Kbytes. To satisfy both

requirements, different nursery regions in the heap may be used to combine objects with different flushing
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policies. Scatter/gather operations may also be used to combine dirty objects into cache I/O buffers, so that only
updated objects are written, allowing for larger writes.

Caching may provide a simple scheme to load and flush data between the store and the in-memory heap.
In one embodiment, a cache table and offset based address translation may be used to convert virtual persistent
heap references into in-memory heap references. Successive caching and garbage collection compaction cycles
may improve spatial locality so that cache lines may contain related objects. This may help reduce heap waste and
improve performance due to less caching. Smaller cache line regions may also be used to reduce heap waste.

Flushing to a flash device may include a scatter/gather step to combine dirty objects into preallocated
cache I/O buffers, so that a minimum number of writes are performed. In one embodiment, only dirty objects are
written to increase the life of the flash. This may be combined with a log-based store and atomicity for store
transactions to maintain the consistency of the image of the virtual persistent heap stored in the persistent device.

Using cache lines and a cache table may be an improvement over the use of a Resident Object Table
(ROT) to keep track of objects resident in the heap. A ROT occupies a relatively large amount of heap space (an
entry for each resident object vs. an entry for each cache line). The cache line approach may uses significantly
less heap space than an approach using object granularity.

In one embodiment, cache lines may be “colored” by adding the notion of systems and user lines. For
instance, core virtual machine classes loaded from the primary loader shared by all applications can be allocated
into system cache area. In addition, read-only objects can be placed into a read-only area.

The following are examples of types of operations that may occur on a virtual persistent heap cache line:

e  Cache Hit: a reference is made to a valid cache line in the virtual heap address space of the application.
The in-memory heap currently contains the cache line. The cache table contains the mapping of the cache
line into the heap.

e Cache Miss: a reference is made to an invalid cache line in the virtual heap address space. The in-
memory heap currently does not contain the cache line. A cache miss occurs. The cache line must be
loaded from the virtual heap in the store into a free heap location in the in-memory heap.

e Cache Flush: The dirty cache line was put in the flushing queue. The write lock for the cache line is
acquired so that no further writes may proceed until the line is flushed to the store. When flushing is
completed, the write lock is released.

e  Cache Eviction: The cache line is evicted from the heap. If the cache line is dirty, the cache needs to be
flushed to the store. When completed, the corresponding cache table entry may be freed.

To help provide efficient address translation, the application virtual heap size (i.e. Kernel + all user
information) may be a fixed multiple of the in-memory heap size. Each application virtual persistent heap may be
stored at a multiple heap size offset in the store. The address translation may involve subtracting a fixed heap size
multiple. The cache table may maintain the mapping of the virtual persistent heap cache line into an in-memory
heap location.

The above caching approach may add a cache table indirection to each object reference. The cache table
indirection is substantially similar to object handle indirection. For instance, a cache line set to contain a single
object is similar to a traditional virtual machine with one handle per object. Increasing the cache line size may
permit the loading and flushing of multiple objects in a single cache operation. A cache table entry may play the

role of multiple object handle entries (one handle for each object in the line). A benefit of grouping objects into a
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single cache entry is that the memory footprint required for the cache table is reduced (there are fewer handles).

This is beneficial for small memory devices. If too many objects are grouped into a cache line (making the cache

line too big), then updating a single object in the line may require flushing the entire cache line (all objects in the

line). Reading a single object also may require loading the entire cache line. Using cache line handles rather than

object handles may provide the ability to tune the implementation to fit the memory footprint requirement of the

targeted device. The cache line size determines the amount of space required for the cache table. Larger memory

environments may use smaller cache lines. Smaller memory environments may use relatively large cache lines.

The cache table 122 may maintain one or more of the following entries for each cache line of the active

application virtual heap:

Type (User or System): The type is used to select the flushing and checkpointing policy used to eject and
flush the cache line into the persistent store 120. For example, system cache lines may be pinned in the
heap 108 and cannot be evicted.

Resident (TRUE or FALSE): The resident entry maintains the heap residency state of the cache line. If
TRUE, the cache line is resident in the heap 108.

Dirty (TRUE or FALSE): Used to keep track of any write/modification to the cache line. If TRUE, the
cache line is dirty.

Flushing (TRUE or FALSE): Only used for dirty lines. Indicates the cache line is in the checkpoint
queue. If TRUE, the cache line is in the lisot of lines that have been reqﬁested to be checkpointed to the
store.

Length: Length of the cache line. The length may be kept as the multiple of the minimum cache line size
supported.

Heap Cache Line ID: Specifies the location of the cache line in the heap 108.

Read-only/static core/virtual machine objects may be located into pinned and read-only system cache

lines. In one embodiment, the objects are tagged by the primary class loader. These classes are typically not

loaded twice. All read/write core/virtual machine objects may be located in the user cache area. All user objects

may be allocated in the user heap area.

A cache line may be in one of the following states:

Empty: The cache line has been freed or has not been allocated, and is “free space” in the virtual
persistent heap. One embodiment may preallocate space in the store 120. Another embodiment may not
preallocate space in the store 120.

Resident: The cache line has been newly allocated or has been loaded from the store 120. No changes
have been made yet, or the latest changes have been flushed to the store 120. The copy in the heap 108 is
synchronized with the copy in the store 120. )

Dirty: A write to the cache line has been performed and the changes have not been written back to the
store 120. No request for flushing the cache line has been made.

Waiting to be flushed: The cache line is in the flushing queue. The cache line is currently write-locked,
no further write can occur until the line has been flushed.

Persistent: The-cache line has been ejected. The line is not resident in the in-memory heap 108.
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Figure 8 - In-memory heap cache line address calculation

Figure 8 is a flowchart illustrating one embodiment of a method for translating virtual heap cache line
references to in-memory heap cache line references. In step 340, the virtual persistent heap cache line id may be
determined. The following function may be used:

CachelD = Sadd - (AppID * HS) << CacheLineS

Sadd: The virtual heap cache line reference address to be translated

AppID: The current application ID used to select the virtual persistent heap. For example, in Figure 7,
application 104 may have an application ID of 1.

HS: The virtual heap size (may be a multiple of the in-memory heap size)

<< : Left bit shift operator (may be left or right shift depending on bit order representation in the system)

CacheLineS: Cache line bit shift

In step 340, first, the application ID may be multiplied by the virtual heap size to get the base address of
the virtual heap for the application. Second, the base address of the virtual heap may be subtracted from the
virtual heap cache line reference address to produce an address offset from the base address. Third, the address
offset may be shifted to remove the bits containing the in-cache line address information. For example, if a cache
line comprises 256 addressable bytes, the address may be shifted 8 bits. The result of the shift is the cache line ID
for the virtual heap cache line reference.

In step 342, the location of the cache line in the in-memory heap may be determined via the cache table:

HeapCachelD = cacheTable (CachelD)

For example, referring again to Figure 7, if the result of step 340 is virtual heap cache line 4, looking up
the virtual heap cache line 4 row in cache table 122 produces a heap cache line ID of 1.

In step 344, if the cache line is not resident in the in-memory heap, a cache miss may be issued in step
346, and the cache line may be loaded into the in-memory heap in step 348. In step 350, the in-memory heap
address may be calculated. An example of a method for computing the in-memory heap address is:

Hadd = HeapCachelD * CacheLineS + Sadd & CacheLineMask

CacheLineS: Cache line size

Sadd: The original virtual heap page reference address

CacheLineMask: Cache line bit mask

&: Bitwise AND operator

First, the heap cache line ID produced in step 342 may be multiplied by the cache line size to produce the
base address of the in-memory heap cache line. The original virtual heap cache line reference address may then be
ANDed with a cache line bit mask to produce the bits containing the in-cache line address information. The in-
cache line address information may then be added to the base address of the in-memory heap cache line to produce
the in-memory heap address.

Figure 9 - A device with virtual heap, object nursery and garbage collector

Figure 9 illustrates a device similar to those illustrated in Figures 1a-1d. One embodiment includes a
client 101 and memory 115. Client 101 and memory 115 may be comprised in a device. Alternatively, client 101
may be comprised in a device, and memory 115 may be located externally to the device. The device may be a
computer platform with operating system, such as a PC or laptop computer running an operating system such as

Microsoft Windows 9x/NT, or a consumer or appliance device, for example, a cell phone or PDA. Client 101 may
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be a virtual machine such as a JVM or KVM. Client 101 may be used for running applications, for example, Java
applications. One or more applications may be running on client 101, with one application typically executing and
one or more applications suspended. Application 104 is shown as a currently executing application.

Memory 115 may be integrated in or directly attached to the device comprising client 101. Alternatively,
memory 115 may be located on a device external to and remotely attached to (for instance, via the Internet) the
device comprising client 101. Memory 115 may be a volatile memory such as Direct Inline Memory Modules
(DIMMs) or non-volatile storage device such as a flash memory, a hard disk, or removable disk such as a floppy
disk. Memory 115 may include the virtual heap 110 for application 104. Memory 115 may also include virtual
heaps (not shown) for one or more other applications. '

In-memory heap 108 may be maintained in client 101 memory space, or alternatively may be maintained
in memory external to client 101 memory space. In-memory heap 108 may include a portion of virtual heap 110
currently cached for use by application 104. In-memory heap 108 and virtual heap 110 may be divided into one or
more sections. The sections may be sectors, pages, cache lines, or any other division of memory space. If
application 104 requires code or data that is not currently in heap 108, one or more sections of virtual heap 110
may be copied into in-memory heap 108. If there is insufficient room in in-memory heap 108, one or more
sections of in-memory heap 108 may be removed before copying in the new sections.

A garbage collector 126 may perform garbage collection on the virtual persistent heap on a schedule
and/or when required. The virtual persistent heap is the combination of the in-memory heap 108 and the virtual
heap 110. Virtual heap 110 may also be referred to as the store heap.

Garbage collection may include a compaction phase to compact memory in the heap after deleting objects
from the heap. Garbage collection may be triggered by several conditions. In one embodiment, running low on
heap space may trigger garbage collection to free heap space by deleting non-referenced objects and optionally
compacting the heap. In one embodiment, a garbage collection may be initiated on a schedule; the schedule may
be at fixed or varying intervals. In one embodiment, garbage collection may be triggered by an excessive amount
of caching. An excessive amount of caching may indicate poor object locality, degrading system performance.

Poor object locality may occur when correlated objects are not stored in the same section of the heap.
For example, poor object locality may occur when two or more objects in a section of the heap are not highly
correlated, when two or more correlated objects are stored in different sections of the heap, or in a combination of
the two conditions. Correlated objects are objects that may be used during execution of a function of the
application. For example, a window used to display images and a toolbar used to manipulate the images may be
stored as different objects in an image processing application. For good object locality, the objects may be stored
in the same page of the heap. With poor object locality, the window and toolbar objects may be stored in different
pages. With poor object locality, while a user is editing an image in the window, the page containing the window
object may be cached in the in-memory heap 108 while the user is directly manipulating the object. If there is
insufficient room in the in-memory heap, the page containing the menu bar may be stored in the virtual heap 110.
When the user goes to the toolbar to select another image editing tool, the page containing the window object may
be flushed to the virtual heap 110, and the page containing the toolbar object may then be cached to the in-memory
heap 108. After the user has selected the tool and returns to the window to edit the image, the page containing the
toolbar object may be flushed and the page containing the window object may be cached. The constant swapping

of pages between the in-memory and the virtual heap may significantly degrade performance of the system, forcing
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the user to wait while the operation completes. )
Garbage collecting the heap to remove non-referenced pages, and then compacting the heap, may
improve object locality. Compacting the heap may include moving objects from one section of the heap to another

section in which heap space was freed during garbage collection by deleting objects in the section, or by moving

~objects from the section to another section. Moving objects from one section to another section of the heap may

result in correlated objects that were in different sections of the heap being stored in the same section of the heap.
In one embodiment, during the compaction phase, the objects in the heap may be examined to determine
correlated objects, and an attempt may be made to group as many correlated objects as possible in the same
section of the heap. This may include moving non-correlated objects out of a section of memory and moving
correlated objects into the section of memory.

The garbage collector 126 may start at the root of the virtual persistent heap and flag code and data that
are referenced (i.e. need to be kept in the virtual persistent heap). Then, all code and data not flagged may be
removed from the virtual persistent heap. Alternatively, the garbage collector 126 may flag code and data that are
not referenced, and then may remove the flagged code and data. In one embodiment, the code and data may be
comprised in objects, and the garbage collector may examine and flag for removal objects in the heap that are not
referenced.

In one embodiment, objects are created by the application in the in-memory heap 108, and may be later
flushed to the virtual heap 110 to free space in the in-memory heap 108 for the creation of more new objects, or
for requested objects to be cached from the virtual heap 110 into the in-memory heap 108. In one embodiment,
for the application to access an object, the object must be in the in-memory heap. A request by the application for
an object not currently in the in-memory heap 108 may trigger a heap read operation to move the object from the
virtual heap 110 to the in-memory heap 108.

An object in the heap may reference one or more other objects in the heap, and in turn may itself be
referenced by one or more other objects in the heap. If an object is referenced, the object may be considered to be
currently in use by the application. Non-referenced objects may be considered as not currently in use by the
application. Non-referenced objects may be candidates for garbage collection.

In one embodiment, a heap may be divided into sections, for example, pages or cache lines. The sections
of the heap may be grouped into sets of two or more sections, or working sets, for heap operations such as garbage
collection. Sections of the heap may include structures for managing code and data (objects) stored in the section.
A structure for tracking references to objects may be referred to as an object reference table. In one embodiment,
one or more object reference tables may be kept in a section of the heap. In another embodiment, one or more
object reference tables may be kept in a working set for the sections of memory in the working set. In yet another
embodiment, a global structure for tracking the references for all objects in the heap may be maintained external to
the sections of memory and/or working sets. In still yet another embodiment, each object may include information
on the objects it references and the objects that reference it. An internal reference to an object may be defined as a
reference to an object from another object in the same section of the heap. An external reference to an object may
be defined as a reference to an object from another object in another section of the heap. In one embodiment, to
determine if an object is referenced during garbage collection, the process may examine the object reference table

that comprises the reference information for the object.
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In one embodiment, the virtual persistent heap may use a single address space for both the virtual heap
110 and the in-memory heap 108. A single garbage collector 126 may be run on the entire virtual persistent heap
address space. The virtual persistent heap may use a single garbage collector 126, which may be advantageous
for devices with memory and CPU constraints, for example, small appliance and consumer devices. Code and
data in in-memory heap 108 may be flushed to virtual heap 110 prior to the start of a garbage collection cycle.
Thus, the garbage collector 126 may only need to perform garbage collection on virtual heap 110.

Garbage collection may cause the virtual persistent heap to become fragmented so that a large object
can’t fit in available free space. An embodiment of a garbage collection method may include a compaction phase
to reduce or eliminate this fragmentation. The compaction phase may also improve object locality.

The virtual heap enables the running of applications that require a bigger than available in-memory heap.
In.one embodiment, the amount of caching is tracked, and a garbage collection cycle is induced to reduce extra
caching before running out of virtual heap space in response to the tracking of the amount of caching.

Small appliance and consumer devices may use flash devices for non-volatile memory storage. Flash
devices typically have special characteristics, such as large write I/O blocks (for example, 128 Kbytes) and
destructive writes. In one embodiment, the number of writes performed to the device by the garbage collector 126
may be minimized to increase the life of the flash device. The garbage collector 126 for the virtual persistent heap
may be implemented using working sets and/or one or more object nurseries for short life objects.

If a garbage collection method walks through the entire virtual heap address space in a single cycle, a
large burst of cache load and flushing requests may be generated, particularly when the in-memory heap 108 is
much smaller than the virtual heap 110. A generational-based garbage collector 126 may be used. The virtual
persistent heap may be divided into working sets, and each generation of the garbage collector 126 may be
confined to a working set of the virtual persistent heap. A working set may include one or more sections (pages,
cache lines, etc.) of the virtual persistent heap. In one embodiment, the working set size may be the same as the
size of the in-memory heap. The entire virtual persistent heap may be garbage collected in several cycles
(generations) of garbage collector 126 on the working sets, and each cycle may garbage collect one or more of the
working sets. Each generational garbage collection cycle may touch disjoint areas of the virtual persistent heap.
A small portion of the heap may be shared to store inter-working set dependencies. References may be
significantly confined to the working set region. In one embodiment, the garbage collection cycles may run at
fixed intervals. Alternatively, the garbage collection cycles may run at varying intervals.

In one embodiment, a heap allocator may combine related code and data (e.g. correlated objects) in the
same working set region. The generational garbage collector 126 may allow the flushing of changes before, or
alternatively after, each garbage collection cycle for each working set region, and thus may avoid the caching burst
of a garbage collector that walks the entire virtual heap in one cycle. The generational garbage collector 126 may
allow cache load and eviction to be spread across multiple garbage collection generations.

During garbage collection, the default flushing mechanism of the virtual persistent heap may be disabled
until the garbage collection is completed. Since garbage collection is likely to change the heap state and update
heap structures many times, there is no advantage to generating a store checkpoint during garbage collection. For
instance, a cache line is likely to be updated many times during garbage collection. Therefore, the method may

wait until the garbage collection is completed to commit a store checkpoint.
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In one embodiment, heap regions with different flushing policies may be used. For example, an object
nursery region 113 that is not flushed where objects for use by application 104 are initially created may be used.
In one embodiment, multiple object nurseries with different flushing policies may be used. Application 104 may
create new code and data in nursery regions such as object nursery region 113 of in-memory heap 108. The
nursery regions may not be flushed as are other regions in the in-memory heap 108. Using nursery” regions
may help to reduce flushing, fragmentation, and garbage collection overhead by reducing the number of newly
created objects that are flushed to the virtual heap 110, since short-term, non-referenced newly created objects
may not be flushed, and thus do not have to be examined and removed during garbage collection. In one
embodiment, a garbage collector may use both working sets to implement a generational garbage collection policy
and heap regions with different flushing policies such as nursery regions.

In one embodiment, as part of garbage collection, the objects in object nursery 113 may be examined to
see which objects are referenced. In one embodiment, object reference information for the objects in object
nursery 113 may be kept in an object reference table in object nursery 113. Referenced objects may be moved
from object nursery 113 to other regions of the in-memory heap 108. Non-referenced objects may also be
removed from the object nursery 113. “Dirty” objects, including the “new” objects moved from the object nursery
113 to the other regions of the in-memory heap 108, may then be flushed from in-memory heap 108 to virtual heap
110. Garbage collection may then remove non-referenced objects from the virtual heap 110. A compaction phase
may then compact memory in the sections of the virtual heap 110 and/or the sections of the in-memory heap 108.

In object-oriented programming languages such as Java, objects may be defined as structures that are
instances of a particular class definition or subclass object definition. Objects may include instances of the class's
methods or procedures (code) and/or data related to the object. An object is what actually “runs” in an object-
oriented program in the computer.

The object nursery region may not be flushed in the same manner as other regions of the heap 108. A
number of short-lived objects may be created during the execution of an application. A relatively small number of
these objects may end up in the persistent store. Using an object nursery outside the scope of normal flushing and
garbage collecting to hold new objects avoids unnecessary flushing of the short-lived objects. Objects in the
object nursery that are externally referenced by other objects in other regions of the virtual heap may at times be
copied into “normal” heap regions to be flushed to virtual heap 110. In one embodiment, when a garbage
collection cycle is run, objects referenced in the object nursery may be copied into “normal” heap regions to be
flushed to virtual heap 110.

Figure 9 shows a new object 128a created in object nursery 113 by application 104. When garbage
collector 126 runs, object 128a in object nursery 113 may be examined. If the object is referenced by application
104, it is likely that the object may be used by the application 104 in the future. The object 128a may then be
moved into another region of the heap 108 as object 128b. Object 128b may then be flushed to virtual heap 110 as
object 128c. Thus, object 128a now exists in virtual heap 110 as object 128c. The memory for object 128a in
object nursery 113 may be freed after the object 128a is moved to another region of the in-memory heap 108.
Note that object 128b (a cached copy of object 128c) may remain in heap 108 while in use by application 104.
When virtual heap 110 is checkpointed, object 128¢ will be in the persistent store. When a generation of garbage

collector 126 runs on the working set of virtual heap 110 that includes object 128c, object 128¢ may be removed
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from the virtual heap if no longer used by application 104. Objects in the nursery 113 that are not referenced after
a generation of garbage collection may be removed from the nursery 113.

Some embodiments may include two or more nursery regions. The regions may form a hierarchical
nursery for objects. In a hierarchical nursery, an object may be created in a first nursery region. If the object
“survives” in the first region (is referenced when the objects in the first nursery region are checked, such as during
a garbage collection cycle), the object may be moved to a second nursery region for objects that have persisted for
a while. The object may continue to be checked and moved up to “higher” nursery regions until the object is
finally moved into a region of the in-memory heap 108 or until the object is no longer referenced and is deleted
from the nursery regions. If the object is moved into a region of the in-memory heap 108, the object may then.be
flushed from the in-memory heap 108 to virtual heap 110. In one embodiment, a timestamp may be kept for a
newly created object to keep track of how long it has been in a nursery region, and the object may be moved to
another nursery region or out of the nursery region after a certain time has elapsed.

Figures 10a through 10c - Garbage collecting a virtual heap

Figures 10a through 10c are flowcharts illustrating embodiments of a generational garbage collector with
special region processing. In an embodiment of garbage collection as illustrated in Figure 10a, a process is
executing on a virtual machine in step 400. In step 402, a virtual heap -manager may determine if garbage
collection is required on the virtual heap for the process. In one embodiment, garbage collection may be based on
a time interval, for example, approximately every 15 seconds. In one embodiment, running low on space in the
virtual heap may trigger garbage collection to free up virtual heap space. In one embodiment, an excessive
amount of paging activity between store heap and the virtual heap may trigger garbage collection. The excessive
amount of paging may be indicative of poor object locality in the pages; in other words, the process may be
accessing two or more objects in different pages of the heap, causing some pages to be flushed from the in-
memory heap so that other pages may be cached. Garbage collecting may free up space in pages of the virtual
heap, which may allow the two or more objects to be compressed into fewer pages and thus requiring less paging
activity.

In one embodiment, the entire virtual heap may be garbage collected in a cycle. A cycle may comprise

one or more generations of garbage collection. In each generation of garbage collection, one or more working sets
of the virtual heap may be garbage collected. A working set may include one or more pages of the virtual heap.
In step 404, if garbage collection is required, then special regions for the process may be processed. Special
regions may include one or more nursery regions. In one embodiment, new objects created by the process may be
created in one or more nursery regions. In step 404, new objects that are referenced by\ the process may be moved
to other regions of the in-memory heap 108, and the memory in the nursery region for other objects not referenced
by the process may be freed. A next working set in the virtual heap for the process may then be garbage collected
in step 406. In one embodiment, two or more working sets may be garbage collected in one generation of garbage
collection. In another embodiment, only one working set may be garbage collected in one generation of garbage
collection.

Figure 10b is a flowchart illustrating the processing of a nursery region. In step 444, an object in the
nursery region may be examined. In step 446, if the object is referenced by the process, the object may be moved
to another in-memory heap region to be flushed to the persistent store in step 448. Alternatively, the object may

be moved to a “higher” nursery region in a hierarchy of two or more nursery regions. If the object is not
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referenced by the process, the object may be deleted from the nursery region in step 450. In step 452, if there are
more new objects in the nursery region that have not been examined, processing may return to step 444 to examine
the next object.

Figure 10c expands on step 406 of Figure 10a. In step 418, pages containing “dirty” objects in the in-
memory heap may be flushed to the virtual heap. In one embodiment, only pages containing dirty objects in the
working set to be garbage collected in this generation of the garbage collector may be flushed in this generation.
In step 420, the objects in the one or more working sets to be garbage collected in this generation may be
examined. In step 422, objects that are not in use or referenced by the application may be marked for removal. In
step 424, objects marked for removal from the one or more working sets may be deleted from the virtual heap.
Alternatively, in step 422, objects in use may be marked, and in step 424 unmarked objects may be removed.
Another alternative is to remove objects as they are found to be not in use. In step 426, the one or more working
sets may be compacted. Compacting the one or more working sets may include moving one or more objects in a
working set to another location in the working set, or moving one or more objects to another working set, in order
to gain as much contiguous free space in the heap as possible.

Figures 11a through 11c - Atomic transactions on a persistent store

A database store method and Application Programming Interface (API) may be provided for the virtual
persistent heap. The API may provide mechanisms to cache portions of the virtual heap into the in-memory heap
for use by the application and to flush portions of the heap out of the in-memory heap. The virtual heap may be
stored in a persistent store. Thus, the database store method and API may function to manage the virtual persistent
heap in the persistent store.

In one embodiment, the persistent store is composed of one or more virtual persistent heaps, with one
virtual persistent heap for each application running in the virtual machine. Each virtual persistent heap may be
subdivided into cache lines. The cache line is the smallest amount of data that can be read or written in the heap.

The database store API may include an interface to a set of functions for managing a virtual persistent

heap in a virtual machine environment. The database store method and API may be configured to work with small

-consumer and embedded devices, such as Java-enabled devices, as well as larger devices supporting Java and

other virtual machine environments such as PCs, laptops, etc. The functions provided by the database store API

may be configured to perform transactions to manage the virtual persistent heap. At least some of the transactions

" may be atomic transactions. The transactions provided by the database store API may include, but are not

limited to:
e  Open the store
o Close the store
e  Atomic read transaction (read a set of cache lines)
e  Atomic write transaction (write a set of cache lines)
e  Atomic delete transaction (delete a set of cache lines)
e  Abort (stop a transaction)

Figures 1la through 1lc illustrate several database store API transactions that may be available in
embodiments of the present invention. An atomic transaction (or transaction) may be defined a sequence of
information exchange and related work that is treated as a unit for the purposes of satisfying a request and for
ensuring data integrity. For a transaction to be completed and data changes to be made permanent, a transaction
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has to be completed in its entirety. When a transaction has successfully entirely completed, the transaction is
committed. Committing a transaction includes accepting all the changes made by the transaction. If the
transaction does not successfully complete, the transaction may be rejected, and all data affected by the transaction
may be “rolled back” to the state of the data at some earlier time, for instance, to the state of the data at the time
the transaction began.

As an example of an atomic transaction, if two cache lines are being flushed from the cache and written to
the persistent heap, and there is a relationship between the two cache lines that requires the two to be consistent, an
atomic write transaction may be invoked from the database store API to write both cache lines. When both cache
lines have been successfully read from the in-memory heap and written to the store heap, the transaction is
committed and processing resumes. If the first cache line is successfully written but the second cache line fails to
write, then the write of the first cache line is undone (“rolled back™) and the state of the in-memory heap and
virtual heap are restored to the state before the atomic write began.

Figure 1la illustrates one embodiment of an atomic read transaction. An atomic read transaction may
occur when an application requires code and/or data (objects) that are not currently in the in-memory heap, but are
in the store heap. The atomic read transaction may cache the one or more cache lines including the required
objects for the applications from the store heap to the in-memory heap. ;

The store heap may be opened in step 500. In one embodiment, the store heap may be in one of several
access states including an open access state and a closed access state. In the open access state, operations such as
writing, reading and deleting cache lines in the store heap may be allowed. In the closed access state, these
operations may be prohibited. Opening the store heap may include changing the access state from closed to open.

Steps 502 through 506 illustrate the atomic read transaction. In step 502, one or more cache lines may be
read from the store heap. The one or more lines read from the store heap may be cached in the in-memory heap in
step 504. If there is insufficient memory in the in-memory heap for the cache lines, more memory may be made
available in the in-memory heap by one or more of several methods. Examples of methods of making more
memory available in the in-memory heap include, but are not limited to: allocating more cache lines to the in-
memory heap; flushing one or more cache lines to the store heap; deleting unused or transient content from one or
more cache lines; and compacting memory in one or more cache lines. In step 506, the transaction, having
successfully completed, may be committed. If the transaction fails, the transaction may not be committed, and
data modified during the transaction may be “rolled back” to its state prior to starting the transaction. Rolling
back an atomic read may include undoing any caches of cache lines to the in-memory heap done in step 504. In
step 530, the store heap may be closed. Closing the store heap may include changing the access state from open to
closed.

Figure 11b illustrates one embodiment of an atomic write transaction. An atomic write transaction may
occur when there are objects to be flushed from the in-memory heap to the store heap. The objects may be “dirty”
objects that need to be updated in the store heap, or may be new objects that need to be flushed to the store heap.

In step 500, the store heap may be opened. Steps 510 through 514 illustrate the atomic write transaction.

In step 510, one or more cache lines including the objects to be flushed may be read from the in-memory heap. In
step 512, the one or more cache lines may be written to the store heap. If there is insufficient memory in the store
heap for the cache lines, more memory may be made available in the store heap by one or more of several

methods. Examples of methods of making more memory available in the store heap include, but are not limited to:
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allocating more cache lines to the store heap; deleting one or more cache lines from the store heap; deleting
unused or transient content from one or more cache lines; and compacting memory in one or more cache lines. In
step 514, the transaction, having successfully completed, may be committed. If the transaction fails, the
transaction may not be committed, and data modified during the transaction may be “rolled back” to its state prior
to starting the transaction. In step 530, the store heap may be closed.

Figure 11c illustrates one embodiment of an atomic delete transaction. An atomic delete transaction may
occur when there are objects to be removed from the store heap, such as when the objects are non-referenced
objects selected for removal from the store heap during garbage collection. The objects may be determined to be
currently not in use by the application. In step 500, the store heap may be opened. Steps 520 and 522 illustrate
the atomic delete transaction. In step 520, one or more cache lines containing the objects may be deleted from the
store heap. In step 522, the transaction, having successfully completed, may be committed. If the transaction
fails, the transaction may not be committed, and data modified during the transaction may be “rolled back” to its
state prior to starting the transaction. In step 530, the store heap may be closed. The cache lines containing the
objects to be removed from the store heap may be flushed from the in-memory heap prior to being deleted.

In Figures 11a through llc, opening and closing the store heap may be optional. For example, if the
store heap is already opened, then step 500 may not be necessary, and if other transactions are anticipated, the
store heap may not be closed.

Various embodiments may further include receiving or storing instructions and/or data implemented in
accordance with the foregoing description upon a carrier medium. Suitable carrier media may include storage
media or memory media such as magnetic or optical media, e.g., disk or CD-ROM, as well as transmission media
or.signals such as electrical, electromagnetic, or digital signals, conveyed via a communication medium such as
network 108 and/or a wireless link.

Although the embodiments above have been described in considerable detail, numerous variations and
modifications will become apparent to those skilled in the art once the above disclosure is fully appreciated. It is

intended that the following claims be interpreted to embrace all such variations and modifications.

By
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WHAT IS CLAIMED IS:

1. A method for checkpointing processes on a virtual machine executing within a device, the
method comprising:
executing a process within the virtual machine, wherein the virtual machine comprises a virtual machine
virtual memory manager;
wherein said executing the process comprises:
the process referencing an object in a virtual heap during execution;
wherein the virtual heap comprises an in-memory heap and a store heap;
wherein, if the referenced object is in the store heap and not in the in-memory heap when
referenced by the process, the virtual machine virtual memory manager copying a section of the store heap
comprising the referenced object from the store heap to the in-memory heap;
the process accessing the referenced object in the in-memory heap; and
checkpointing a state of the process executing on the virtual machine to a first memory space, wherein
said checkpointing comprises the virtual machine virtual memory manager flushing one or more sections of the in-

memory heap to the store heap.

2. The method of claim 1, wherein the one or more flushed sections comprise new objects or

modified objects in regards to objects stored in the store heap prior to said flushing.

3. The method of claim 1,

wherein said checkpointing the state of the process executing on the virtual machine to the first memory
space comprises storing data describing one or more leases to services for the process, wherein the one or more
services are external to the virtual machine on which the process is executing, and wherein the leases are grants of

access to the one or more services.

4. The method of claim 3,

wherein said checkpointing the state of the process executing on the virtual machine to the first memory
space further comprises storing a computation state of the virtual machine to the first memory space, wherein the
computation state of the virtual machine comprises information about the execution state of the process on the

virtual machine.

5. The method of claim 1, further comprising:
repeating said checkpointing the state of the process so that the first memory space stores a plurality of
states for the process, and wherein each of the plurality of states for the process stored in the first memory space is

a unique state of the process on the virtual machine.

6. The method of claim 1,
wherein said checkpointing the state of the process executing on the virtual machine to the first memory

space comprises storing a computation state of the virtual machine to the first memory space, wherein the
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computation state of the virtual machine comprises information about the execution state of the process on the

virtual machine.

7. The method of claim 1,
wherein the store heap for the process is one of a plurality of store heaps for a plurality of processes on

the virtual machine.

8. The method of claim 1,
wherein the checkpointed state of the process is one of a plurality of checkpointed states in the first

memory space for a plurality of processes on the virtual machine.

9. The method of claim 1,

wherein the device is a network client device.

10. The method of claim 1,

wherein the first memory space is comprised in a first memory device coupled to the device.

1L The method of claim 10,
wherein the first memory device is coupled to the device via the Internet so that the virtual machine
virtual memory manager writing the one or more sections of the in-memory heap to the store heap comprised in

the first memory space occurs over the Internet.

12. The method of claim 1,

wherein the first memory space is comprised in a non-volatile memory.

13. The method of claim 12,
wherein the non-volatile memory is a flash memory;
wherein the store heap comprises a plurality of cache lines; and

wherein each of the sections of the store heap comprise one or more of the plurality of cache lines.

14. The method of claim 1,

wherein the virtual machine is a Java virtual machine, and wherein the process is a Java application.

15. A method for managing processes on a virtual machine executing within a device, the method
comprising:

executing a process within the virtual machine;

checkpointing a state of the proéess on the virtual machine to a persistent store;

expiring one or more leases to services for the process on the virtual machine;

stopping the process execution on the virtual machine;

reading the stored state of the process from the persistent store;
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reconstituting the stored state of the process on the virtual machine;
establishing the one or more leases to services for the process on the virtual machine; and

resuming the process execution on the virtual machine.

16. The method of claim 15, further comprising:

stopping execution of the virtual machine within the device consequent to said stopping the process
execution on the virtual machine; and

restarting execution of the virtual machine within the device prior to said reading the stored state of the

process from the persistent store.

17. The method of claim 15,
wherein the execution of the virtual machine within the device is not stopped between said stopping the

process execution on the virtual machine and said resuming the process execution on the virtual machine.

18. The method of claim 15,
wherein the state of the process comprises:
a heap for the process, wherein the heap comprises code and data for the process executing on

the virtual machine.

19. The method of claim 15,
wherein the state of the process comprises:
data describing the one or more leases to services for the process on the virtual machine,
wherein the data describing the one or more leases is used in said establishing the one or more leases to services

for the process on the virtual machine.

20. The method of claim 15,
wherein the one or more leases to services include one or more leases to remote services, wherein the

remote services are services provided on devices other than the device within which the process is executing.

21. The method of claim 15,
wherein the one or more leases to services include one or more leases to local services, wherein the local

services are services provided on the device within which the process is executing.

22. The method of claim 15,
wherein the one or more leases to services include one or more leases to system services, wherein a
system service comprises system code for accessing a resource external to the process, wherein the system code is

provided on the device within which the process is executing.

23. The method of claim 15,

wherein the state of the process comprises:
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a stored execution state of the device comprising the virtual machine;
wherein, in said reconstituting the state of the process on the virtual machine, a current execution state of

the device comprising the virtual machine is reconstituted to the stored execution state of the device.

24, The method of claim 15,
wherein the persistent store comprises a plurality of persistent heaps for a plurality of processes; and
wherein said checkpointing the state of the process on the virtual machine to the persistent store
comprises:
checkpointing the state of the process on the virtual machine to a first persistent heap for the

process in the plurality of persistent heaps comprised in the persistent store.

25 The method of claim 15,

wherein the virtual machine comprises a first in-memory heap for caching pages for use by the process,
wherein the pages comprise code and data for the process;

wherein the persistent store comprises a virtual heap for storing pages flushed from the first in-memory
heap; and

wherein said checkpointing the state of the process on the virtual machine to the persistent store
comprises:

storing one or more pages from the first in-memory heap to the virtual heap in the persistent

store.

26. The method of claim 25,
wherein said stopping the process execution on the virtual machine comprises:

deleting the first in-memory heap from the virtual machine.

217. The method of claim 25,
wherein said reading the stored state of the process from the persistent store comprises:
reading the one or more pages from the virtual heap in the persistent store; and
wherein said reconstituting the state of the process on the virtual machine comprises:
establishing on the virtual machine a second ih-memory heap for caching pages for use by the
process; and

copying the one or more pages read from the virtual heap to the second in-memory heap.

28. The method of claim 15,

wherein the process is a Java process, and wherein the virtual machine is a Java virtual machine.

29. A method for managing processes on a virtual machine executing within a device, the method
comprising:
executing a first process within the virtual machine;

checkpointing a state of the first process executing within the virtual machine to a persistent store;
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expiring one or more leases to services for the first process on the virtual machine;

suspending the first process executing within the virtual machine;

reading a state of a suspended second process from the persistent store, wherein the state of the second
process was stored to the persistent store prior to said executing the first process within the virtual machine;

reconstituting the state of the second process on the virtual machine;

establishing one or more leases to services for the second process on the virtual machine; and

resuming the execution of the second process within the virtual machine.

30. The method of claim 29, further comprising:
stopping execution of the virtual machine within the device consequent to said suspending the first
Process executing within the virtual machine; and

restarting execution of the virtual machine on the device prior to said reading the state of the second

process from the persistent store.

31. The method of claim 29,
wherein the execution of the virtual machine on the device is not stopped between said suspending the
first process executing within the virtual machine and said resuming the execution of the second process within the

virtual machine.

32. The method of claim 29,
wherein the state of the second process comprises:
a heap for the second process, wherein the heap comprises code and data for the second process

executing on the virtual machine.

33. The method of claim 29,
wherein the state of the second process comprises:
data describing the one or more leases to services for the second process on the virtual machine,
wherein the data describing the one or more leases is used in said establishing the one or more leases to services

for the second process on the virtual machine.

34, The method of claim 29,
wherein the one or more leases to services include one or more leases to remote services, wherein the

remote services are services provided on devices other than the device within which the process is executing.
35. The method of claim 29,
wherein the one or more leases to services include one or more leases to local services, wherein the local

services are services provided on the device within which the process is executing.

36. The method of claim 29,
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wherein the one or more leases to services include one or more leases to system services, wherein a
system service comprises system code for accessing a resource external to the process, wherein the system code is

provided on the device within which the process is executing.

37. The method of claim 29,
wherein the state of the second process comprises:
a stored execution state of the device comprising the virtual machine;
wherein, in said reconstituting the state of the second process on the virtual machine, a current execution

state of the device comprising the virtual machine is reconstituted to the stored execution state of the device.

38. The method of claim 29,
wherein the persistent store comprises a plurality of persistent heaps for a plurality of processes; and
wherein said checkpointing the state of the first process executing within the virtual machine to the
persistent store comprises:
checkpointing the state of the first process on the virtual machine to a first persistent heap for the
first process in the plurality of heaps comprised in the persistent store; and
wherein said reading the state of the second process from the persistent store comprises:
reading the state of the second process from a second persistent heap for the second process in

the plurality of heaps comprised in the persistent store.

39. The method of claim 29,
wherein the virtual machine comprises a first in-memory heap for caching pages for use by the first
process, wherein the pages comprise code and data for the first process;
wherein the persistent store comprises a first virtual heap for storing pages flushed from the first in-
memory heap; and
~ wherein said checkpointing the state of the first process on the virtual machine to the persistent store
comprises:
storing one or more pages from the first in-memory heap to the first virtual heap in the persistent

store.

40. The method of claim 39,
wherein said suspending the first process execution on the virtual machine comprises:

deleting the first in-memory heap from the virtual machine.

41. The method of claim 29,
wherein the persistent store comprises a second virtual heap for storing pages flushed from a deleted
second in-memory heap for the second process, wherein the pages comprise code and data for the second process;
wherein said reading the stored state of the second process from the persistent store comprises:
reading one or more pages from the second virtual heap in the persistent store; and

wherein said reconstituting the state of the second process on the virtual machine comprises:

46



10

15

20

25

30

35

40

WO 01/95093 PCT/US01/16795

reestablishing on the virtual machine the previously deleted second in-memory heap for caching
pages for use by the second process; and
copying the one or more pages read from the second virtual heap to the reestablished second in-

memory heap.

42. The method of claim 29,
wherein the first process and second process are Java processes, and wherein the virtual machine is a Java

virtual machine.

43. A system comprising:

a device configured to execute a virtual machine, wherein the virtual machine is configured to execute a
first process;

a first memory coupled to the device, wherein the first memory is configured to store a store heap for the
first process, and wherein the first memory is further configured to store one or more checkpointed states of one
or more processes, wherein the store heap is comprised within a virtual heap for the first process;

a second memory coupled to the device, wherein the second memory is configured to store an in-memory
heap for the first process, and wherein the in-memory heap is comprised within the virtual heap, and wherein the
in-memory heap comprises cached portions of the store heap for access by the first process;

wherein the device is configured to perform operations on the virtual heap according to a virtual machine
virtual heap manager, and wherein the virtual machine virtual heap manager is configured to:

copy a section of the store heap comprising an object from the store heap to the in-memory heap
in response to the first process referencing the object in the virtual heap when the referenced object is in the store
heap and not in the in-memory heap, wherein the first process accesses the referenced object in the in-memory
heap; and
checkpoint a state of the first process executing on the virtual machine to the first memory;
wherein, in checkpointing the state of the first, process executing on the virtual machine to the first
memory, the virtual machine virtual heap manager is further configured to:

flush one or more sections of the in-memory heap to the store heap.

44, The system of claim 43,
wherein the one or more flushed sections comprise new objects or modified objects in regards to objects

stored in the store heap prior to said flushing.

45. The system of claim 43,
wherein, in checkpointing the state of the first process executing on the virtual machine to the first
memory, the virtual machine virtual heap manager is further configured to:
store data describing one or more leases to services for the first process, wherein the one or more
services are external to the virtual machine on which the first process is executing, and wherein the leases are

grants of access to the one or more services.
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46. The system of claim 43,
wherein the virtual machine virtual heap manager is further configured to:
repeat said checkpointing the state of the first process so that the first memory stores a plurality
of states for the first process;
wherein each of the plurality of states for the first process stored in the first memory is a unique state of

the first process on the virtual machine.

47. The system of claim 43,
wherein, in checkpointing the state of the first process executing on the virtual machine to the first
memory, the virtual machine virtual heap manager is further configured to: ‘
store a computation state of the virtual machine to the first memory, wherein the computation
state of the virtual machine comprises information about the execution state of the first process on the virtual

machine.

48. The system of claim 43,

wherein the store heap stored in the first memory for the first process is one of a plurality of store heaps
stored in the first memory for a plurality of processes on the virtual machine; and

wherei‘n the checkpointed state of the first process is one of a plurality of checkpointed states in the first

memory for a plurality of processes on the virtual machine.

49. The system of claim 43,

wherein the device is a network client device.

50. The system of claim 43,
wherein the first memory is coupled to the device via the Internet so that said writing the one or more

sections of the in-memory heap to the store heap comprised in the first memory occurs over the Internet.

51. The system of claim 43,
wherein the first memory is a flash memory;
wherein the store heap comprises a plurality of cache lines; and

wherein each of the sections of the store heap comprise one or more of the plurality of cache lines.

52. The system of claim 43,

wherein the virtual machine is a Java virtual machine, and wherein the first process is a Java application.

53. A system comprising:

a device configured to execute a virtual machine, wherein the virtual machine is configured to execute a
process;

a persistent memory device coupled to the device, wherein the persistent memory device is configured to

store a checkpointed state for the process;
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wherein the device is further configured to manage the process executing within the device according to a
virtual machine process manager, and wherein the virtual machine process manager is configured to:
store the state of a process executing within the virtual machine to the persistent memory device;
expire one or more leases to services for the process on the virtual machine;
stop the process execution on the virtual machine;
read the stored state of the process from the persistent memory device;
reconstitute the stored state of the process on the virtual machine;
establish the one or more leases to services for the process on the virtual machine; and

resume the process execution on the virtual machine.

54, The system of claim 53,
wherein the device is further configured to:
stop execution of the virtual machine within the device consequent to said stopping the process
execution on the virtual machine; and
restart execution of the virtual machine within the device prior to said reading the stored state of

the process from the persistent memory device.

55. The system of claim 53,
wherein the execution of the virtual machine within the device is not stopped between said stopping the

process execution on the virtual machine and said resuming the process execution on the virtual machine.

56. The system of claim 53,
wherein the state of the process comprises:
a heap for the process, wherein the heap comprises code and data for the process executing on

the virtual machine.

57. The system of claim 53,
wherein the state of the process comprises:
data describing the one or more leases to services for the process on the virtual machine,
wherein the data describing the one or more leases is used by the virtual machine process manager in said

establishing the one or more leases to services for the process on the virtual machine.

58. The system of claim 53,
wherein the one or more leases to services include one or more leases to remote services, wherein the

remote services are services provided on devices other than the device within which the process is executing.
59. The system of claim 53,

wherein the one or more leases to services include one or more leases to local services, wherein the local

services are services provided on the device within which the process is executing.
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60. The system of claim 53,
wherein the one or more leases to services include one or more leases to system services, wherein a
system service comprises system code for accessing a resource external to the process, wherein the system code is

provided on the device within which the process is executing.

61. The system of claim 53, .
wherein the state of the process comprises a stored execution state of the device comprising the virtual
machine; and
wherein, in reconstituting the state of the process on the virtual machine, the virtual machine process
manager is further configured to:
reconstitute a current execution state of the device comprising the virtual machine to the stored

execution state of the device.

62. The system of claim 53,
wherein the persistent memory device comprises a plurality of persistent heaps for a plurality of
processes; and
wherein, in checkpointing the state of the process on the virtual machine to the persistent memory device,
the virtual machine process manager is further configured to:
checkpoint the state of the process on the virtual machine to a first persistent heap for the

process in the plurality of persistent heaps comprised in the persistent memory device.

63. The system of claim 53,

wherein the virtual machine comprises a first in-memory heap for caching pages for use by the process,
wherein the pages comprise code and data for the process;

wherein the persistent memory device comprises a store heap for storing pages flushed from the first in-
memory heap; and

wherein, in checkpointing the state of the process on the virtual machine to the persistent memory device,
the virtual machine process manager is further configured to:

store one or more pages from the first in-memory heap to the store heap in the persistent

memory device.

64. The system of claim 63,
wherein, in stopping the process execution on the virtual machine, the virtual machine process manager is
further configured to:

delete the first in-memory heap from the virtual machine.

65. The system of claim 63,
wherein, in reading the stored state of the process from the persistent memory device, the virtual machine
process manager is further configured to:

read the one or more pages from the store heap in the persistent memory device; and
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wherein, in reconstituting the state of the process on the virtual machine, the virtual machine process
manager is further configured to:
establish on the virtual machine a second in-memory heap for caching pages for use by the
process; and .

copy the one or more pages read from the store heap to the second in-memory heap.

66. The system of claim 53,

wherein the process is a Java process, and wherein the virtual machine is a Java virtual machine.

67. A system comprising:
a device configured to execute a virtual machine, wherein the virtual machine is configured to execute
processes;
a persistent memory device coupled to the device, wherein the persistent memory device is configured to
store checkpointed states for the processes;
wherein the device is further configured to manage the processes executing within the device according to
a virtual machine process manager, and wherein the virtual machine process manager is configured to:
checkpoint a state of a first process executing within the virtual machine to the persistent
memory device;
expire one or more leases to services for the first process on the virtual machine;
suspend the first process executing within the virtual machine;
read a state of a suspended second process from the persistent memory device, wherein the state

of the second process was stored to the persistent memory device prior to said executihg the first process within

" the virtual machine;

reconstitute the state of the second process on the virtual machine;
establish one or more leases to services for the second process on the virtual machine; and

resume the execution of the second process within the virtual machine.

68. The system of claim 67,
wherein the device is further configured to:
stop execution of the virtual machine within the device consequent to said suspending the first
process executing within the virtual machine; and
restart execution of the virtual machine on the device prior to said reading the state of the second

process from the persistent memory device.

69. The system of claim 67,
wherein the execution of the virtual machine on the device is not stopped between said suspending the
first process executing within the virtual machine and said resuming the execution of the second process within the

virtual machine.

70. The system of claim 67,
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wherein the state of the second process comprises:
a heap for the second process, wherein the heap comprises code and data for the second process

executing on the virtual machine.

71. The system of claim 67,
wherein the state of the second process comprises:
data describing the one or more leases to services for the second process on the virtual machine,
wherein the data describing the one or more leases is used by the virtual machine process manager in said

establishing the one or more leases to services for the second process on the virtual machine.

72. The system of claim 67,
wherein the one or more leases to services include one or more leases to remote services, wherein the

remote services are services provided on devices other than the device within which the process is executing.

73. The system of claim 67,
wherein the one or more leases to services include one or more leases to local services, wherein the local

services are services provided on the device within which the process is executing.

74. The system of claim 67,
wherein the one or more leases to services include one or more leases to system services, wherein a
system service comprises system code for accessing a resource external to the process, wherein the system code is

provided on the device within which the process is executing.

75. The system of claim 67,
wherein the state of the second process comprises a stored execution state of the device comprising the
virtual machine; and
wherein, in reconstituting the state of the second process on the virtual machine, the virtual machine
process manager is further configured to:
reconstitute a current execution state of the device comprising the virtual machine to the stored

execution state of the device.

76. The system of claim 67,

wherein the persistent memory device comprises a plurality of persistent heaps for a plurality of
processes; and

wherein, in checkpointing the state of the first process executing within the virtual machine to the
persistent memory device, the virtual machine process manager is further qonﬁgureci to:

checkpoint the state of the first process on the virtual machine to a first persistent heap for the

first process in the plurality of heaps comprised in the persistent memory device; and

wherein, in reading the state of the second process from the persistent memory device, the virtual

machine process manager is further configured to:
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read the state of the second process from a second persistent heap for the second process in the

plurality of heaps comprised in the persistent memory device.

77. The system of claim 67,

wherein the virtual machine comprises a first in-memory heap for caching pages for use by the first
process, wherein the pages comprise code and data for the first process;

wherein the persistent memory device comprises a first store heap for storing pages flushed from the first
in-memory heap; and

wherein, in checkpointing the state of the first process on the virtual machine to the persistent memory
device, the virtual machine process manager is further configured to:

store one or more pages from the first in-memory heap to the first store heap in the persistent

memory device.

78. The system of claim 77,
wherein, in suspending the first process execution on the virtual machine, the virtual machine process
manager is further configured to:

delete the first in-memory heap from the virtual machine.

79. The system of claim 67,
wherein the persistent memory device comprises a second store heap for storing pages flushed from a
deleted second in-memory heap for the second process, wherein the pages comprise code and data for the second
process;
wherein, in reading the stored state of the second process from the persistent memory device, the virtual
machine process manager is further configured to:
read one or more pages from the second store heap in the persistent memory device; and
wherein, in reconstituting the state of the second process on the virtual machine, the virtual machine
process manager is further configured to:
reestablish on the virtual machine the previously deleted second in-memory heap for caching
pages for use by the second process; and
copy the one or more pages read from the second store heap to the reestablished second in-

memory heap.

80. The system of claim 67,
wherein the first process and second process are Java processes, and wherein the virtual machine is a Java

virtual machine.

81. A carrier medium comprising programming instructions executable to checkpoint processes on a
virtual machine executing within a device, wherein the program instructions are executable to implement:
a process executing within the virtual machine referencing an object in a virtual heap during execution,

wherein the virtual heap comprises an in-memory heap and a store heap;
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copying a section of the store heap comprising the referenced object from the store heap to the in-
memory heap if the referenced object is in the store heap and not in the in-memory heap when referenced by the
process;

the process accessing the referenced object in the in-memory heap; and

checkpointing a state of the process executing on the virtual machine to a first memory space;

wherein, in checkpointing a state of the process executing on the virtual machine to the first memory
Space, the program instructions are further executable to implement:

flushing one or more sections of the in-memory heap to the store heap.

82. The carrier medium of claim 81, wherein the one or more flushed sections comprise new objects

or modified objects in regards to objects stored in the store heap prior to said flushing.

83. The carrier medium of claim 81,
wherein, in checkpointing a state of the process executing on the virtual machine to the first memory
space, the program instructions are further executable to implement:
storing data describing one or more leases to services for the process, wherein the one or more
services are external to the virtual machine on which the process is executing, and wherein the leases are grants of
access to the one or more services; and
storing a computation state of the virtual machine to the first memory space, wherein the
computation state of the virtual machine comprises information about the execution state of the process on the

virtual machine.

84. The carrier medium of claim 81,
wherein the program instructions are further executable to implement:
repeating said checkpointing the state of the process so that the first memory space stores a
plurality of states for the process; and
wherein each of the plurality of states for the process stored in the first memory space is a unique state of

the process on the virtual machine.

85. The carrier medium of claim 81,

wherein the store heap for the process is one of a plurality of store heaps for a plurality of processes on
the virtual machine; and

wherein the checkpointed state of the process is one of a plurality of checkpointed states in the first

memory space for a plurality of processes on the virtual machine.

86. The carrier medium of claim 81,

wherein the first memory space is comprised in a first memory device coupled to the device.

87. The carrier medium of claim 81,

wherein the first memory space is comprised in a flash memory;
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wherein the store heap comprises a plurality of cache lines; and

wherein each of the sections of the store heap comprise one or more of the plurality of cache lines.

88. The carrier medium of claim 81,

wherein the virtual machine is a Java virtual machine, and wherein the process is a Java application.

89. A carrier medium comprising programming instructions executable to manage processes on a
virtual machine executing within a device, wherein the program instructions are executable to implement:

checkpointing a state of a process executing within the virtual machine to a persistent store;

expiring one or more leases to services for the process on the virtual machine;

stopping the process execution on the virtual machine;

reading the stored state of the process from the persistent store;

reconstituting the stored state of the process on the virtual machine;

establishing the one or more leases to services for the process on the virtual machine; and

resuming the process execution on the virtual machine.

90. The carrier medium of claim 89,
wherein the program instructions are further executable to implement:
stopping execution of the virtual machine within the device consequent to said stopping the
process execution on the virtual machine; and
restarting execution of the virtual machine within the device prior to said reading the stored state

of the process from the persistent store.

91. The carrier medium of claim 89,
wherein the execution of the virtual machine within the device is not stopped between said stopping the

process execution on the virtual machine and said resuming the process execution on the virtual machine.

92. The carrier medium of claim 89,
‘wherein the state of the process comprises:
a heap for the process, wherein the heap comprises code and data for the process executing on
the virtual machine;
data describing the one or more leases to services for the process on the virtual machine,
wherein the data describing the one or more leases is used in said establishing the one or more leases to services
for the process on the virtual machine; and
a stored execution state of the device comprising the virtual machine;
wherein, in reconstituting the state of the process on the virtual machine, the program instructions are
further executable to implement:
reconstituting a current execution state of the device comprising the virtual machine to the stored

execution state of the device.
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93. The carrier medium of claim 89,
wherein the one or more leases to services include one or more leases to remote services, wherein the

remote services are services provided on devices other than the device within which the process is executing.

94. The carrier medium of claim 89,
wherein the one or more leases to services include one or more leases to local services, wherein the local

services are services provided on the device within which the process is executing.

95. The carrier medium of claim §9,
wherein the one or more leases to services include one or more leases to system services, wherein a
system service comprises system code for accessing a resource external to the process, wherein the system code is

provided on the device within which the process is executing.

96. The carrier medium of claim 89,
wherein the persistent store comprises a plurality of persistent heaps for a plurality of processes; and
wherein, in checkpointing the state of the process on the virtual machine to the persistent store, the
program instructions are further executable to implement:
checkpointing the state of the process on the virtual machine to a first persistent heap for the

process in the plurality of persistent heaps comprised in the persistent store.

97. The carrier medium of claim 89,

wherein the virtual machine comprises a first in-memory heap for caching pages for use by the process,
wherein the pages comprise code and data for the process;

wherein the persistent store comprises a virtual heap for storing pages flushed from the first in-memory
heap; and

wherein, in checkpointing the state of the process on the virtual machine to the persistent store, the
program instructions are further executable to implement: '

storing one or more pages from the first in-memory heap to the virtual heap in the persistent

store.

98. The carrier medium of claim 97,
wherein, in reading the stored state of the process from the persistent store, the program instructions are
further executable to implement:
reading the one or more pages from the virtual heap in the persistent store; and
wherein, in reconstituting the state of the process on the virtual machine, the program instructions are
further executable to implement:
establishing on the virtual machine a second in-memory heap for caching pages for use by the
process; and

copying the one or more pages read from the virtual heap to the second in-memory heap.
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99. The carrier medium of claim 89,

wherein the process is a Java process, and wherein the virtual machine is a Java virtual machine.

100. A carrier medium comprising programming instructions executable to manage processes on a
virtual machine executing within a device, wherein the program instructions are executable to implement:

checkpointing a state of a first process executing within the virtual machine to a persistent store;

expiring one or more leases to services for the first process on the virtual machine;

suspending the first process executing within the virtual machine;

reading a state of a suspended second process from the persistent store, wherein the state of the second
process was stored to the persistent store prior to said executing the first process within the virtual machine;

reconstituting the state of the second process on the virtual machine;

establishing one or more leases to services for the second process on the virtual machine; and

resuming the execution of the second process within the virtual machine.

101. The carrier medium of claim 100,
wherein the program instructions are further executable to implement: ‘
stopping execution of the virtual machine within the device consequent to said suspending the
first process executing within the virtual machine; and
restarting execution of the virtual machine on the device prior to said reading the state of the

second process from the persistent store.

102. The carrier medium of claim 100,
wherein the execution of the virtual machine on the device is not stopped between said suspending the
first process executing within the virtual machine and said resuming the execution of the second process within the

virtual machine.

103. The carrier medium of claim 100,
wherein the state of the second process comprises:
a heap for the second process, wherein the heap comprises code and data for the second process
executing on the virtual machine.
data describing the one or more leases to services for the second process on the virtual machine,
wherein the data describing the one or more leases is used in said establishing the one or more leases to services
for the second process on the virtual machine; and
a stored execution state of the device comprising the virtual machine;
wherein, in reconstituting the state of the second process on the virtual machine, the program instructions
are further executable to implement:
reconstituting a current execution state of the device comprising the virtual machine to the stored

execution state of the device.

104. The carrier medium of claim 100,
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wherein the one or more leases to services include one or more leases to remote services, wherein the

remote services are services provided on devices other than the device within which the process is executing.

105. The carrier medium of claim 100,
wherein the one or more leases to services include one or more leases to local services, wherein the local

services are services provided on the device within which the process is executing.

106. The carrier medium of claim 100,
wherein the one or more leases to services include one or more leases to system services, wherein a
system service comprises system code for accessing a resource external to the process, wherein the system code is

provided on the device within which the process is executing.

107. The carrier medium of claim 100,
wherein the persistent store comprises a plurality of persistent heaps for a plurality of processes; and
wherein, in checkpointing the state of the first process on the virtual machine to the persistent store, the
program instructions are further executable to implement:
checkpointing the state of the first process on the virtual machine to a first persistent heap for the
first process in the plurality of heaps comprised in the persistent store; and
wherein, in reading the state of the second process from the persistent store, the program instructions are
further executable to implement:
reading the state of the second process from a second persistent heap for the second process in

the plurality of heaps comprised in the persistent store.

108. The carrier medium of claim 100,

wherein the virtual machine comprises a first in-memory heap for caching pages for use by the first
process, wherein the pages comprise code and data for the first process;

wherein the persistent store comprises a first virtual heap for storing pages flushed from the first in-
memory heap; and

wherein, in checkpointing the state of the first process on the virtual machine to the persistent store, the
program instructions are further executable to implement:

storing one or more pages from the first in-memory heap to the first virtual heap in the persistent

store.

109.  The carrier medium of claim 100,

wherein the persistent store comprises a second virtual heap for storing pages flushed from a deleted
second in-memory heap for the second process, wherein the pages comprise code and data for the second process;

wherein, in reading the stored state of the second process from the persistent store, the program
instructions are further executable to implement:

reading one or more pages from the second virtual heap in the persistent store; and
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wherein, in reconstituting the state of the second process on the virtual machine, the program instructions
are further executable to implement:

reestablishing on the virtual machine the previously deleted second in-memory heap for caching

pages for use by the second process; and

copying the one or more pages read from the second virtual heap to the reestablished second in-

memory heap.
110. The carrier medium of claim 100,

wherein the first process and second process are Java processes, and wherein the virtual machine is a Java

virtual machine.
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