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RENDERING DISK DATA UNRECOVERABLE USING ENCRYPTION

[0001] This application claims the benefit of U.S. provisional patent
application no. 60/636,360, filed on December 14, 2004 and entitled, “Disk
Sanitation Using Encryption,” which is incorporated herein by reference.

FIELD OF THE INVENTION
[0002] The invention generally relates to data storage and, more

specifically, the invention relates to sanitization of disks using encryption.

BACKGROUND
[0003] When data is deleted from a magnetic disk such as a hard

drive, the data can often be recovered. A hard drive typically comprises
many addressable “blocks,” or individual units of data. A file or other
logical data storage unit typically comprises data written to the blocks and
an entry in a file structure that includes pointers that point to the blocks
storing the data. The delete function of many file sysiems only removes
the pointers; the data itself remains intact. Even after a low-level format of
a hard drive, data stored on the drive may be recoverable. In many
applications, however, it may be undesirable for certain data (e.g.,
sensitive or confidential data) to remain recoverable after deletion. In
such applications, it may be desirable to “sanitize” a mass storage device,
such as a magnetic disk.

[0004] Generally, sanitization involves making the data blocks on the
disk unreadable so that sensitive data is unrecoverable. Several
techniques for “sanitizing” a magnetic disk are known today. One way to
sanitize a hard drive is to physically destroy the drive. For example, the
drive may be dismantled or otherwise physically altered. Another physical
method is to degauss the disk by applying a powerful alternating magnetic
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field to the disk. The degaussing technique changes the orientation of the
magnetic particles on the disk platter.

[0005] If the drive is to be reused, it can be sanitized by writing over
the data already on the disk. This approach is known as “media
overwrite” sanitization. Media overwrite sanitization may be as simple as
writing logic zeros to every bit on a drive, or writing different
predetermined or random patterns to the drive. Writing over the drive
once is known as a “single pass” overwrite. Writing over the drive multiple
times is known as “multiple pass” overwrite. Different users require
different levels of sanitization. For example, a user storing sensitive
information, such as confidential trade secrets, may want to perform a
greater number of passes.

[0006] Several different “patterns” have been developed to perform
media overwrite sanitization. A pattern is the sequence of bits (ones and
zeros) that is written to the drive in order to prevent recovery of deleted
data. The “Guttiman” pattern is an example of a pattern used by many
hard drive sanitization applications. Using a multiple pass overwrite,
different patterns may be used for each pass. For example, the first pass
may use a particular pattern, where the second pass may use the
pattern’s complement, and the third pass may use random data.

[0007] Figure 1 illustrates an example of a system 100 that can be
used for storing data. The system 100 includes a storage server 102 that
manages a volume 104 which comprises one or more physical magnetic
drives. The data stored in the volume 104 is encrypted. The encrypted
data can only be accessed using an appropriate encryption key, which
can be a random series of bits (typically between 40 and 512 bits) used to
encode the data stored on the volume 104. The clients 106 may access
the volume 104, to read to write data, through a cryptographic interface
108 and the storage server 102. The read and write requests and
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associated data are encrypted and decrypted by the cryptographic
interface 108.

[0008] The volume 104 can be sanitized by discarding the encryption
key, since the data on the volume 104 is unreadable without they key, and
typical encryption standards (such as the advanced encryption standard
(AES) encryption standards including AES-256 and AES-512) are
computationally infeasible to compromise with currently existing
technology. Removing the cryptographic interface 108 would provide
further protection against undesired recovery of the deleted (encrypted)
data.

[0009] A shortcoming of known sanitization techniques and system
100 is that they sanitize only at a disk-wide level of granularity. When a
hard drive or other storage device is being retired or removed from use,
the entire device (e.g., the entire disk drive) is sanitized to protect the
data. However, in some instances, it may be desirable to sanitize only a
portion of the disk drive. For example, storage users that are subject to
government regulations regarding the retention of data may want to delete
and sanitize only the particular files that the users are permitted to delete.
The regulations may require that the user retain the other files. In some
instances, it may be desirable 1o be able to sanitize only a portion of a file,
e.g., only certain blocks. Further, in the system 100 of Figure 1, the
cryptographic interface 108 undesirably introduces additional hardwarel
between the storage server 102 and the clients 106. |

SUMMARY

[0010] The present invention includes a method and apparatus for disk
sanitization using encryption. The method includes encrypting data stored
on a disk, including a set of blocks, by using a first encryption key. The
method further includes, in response to a request to delete the set of

3
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blocks, re-encrypting blocks stored on the disk other than the set of
blocks, by using a second encryption key, and not re-encrypting the set of
blocks, and deleting the first encryption key.

[0011] Other aspects of the invention will be apparent from the
accompanying figures and from the detailed description which follows.

BRIEF DESCRIPTION OF THE DRAWINGS
[0012] One or more embodiments of the present invention are

illustrated by way of example and not limitation in the figures of the
accompanying drawings, in which like references indicate similar
elements and in which:

[0013] Figure 1 illustrates a system for sanitizing a magnetic data
storage device such as a hard drive;

[0014] Figure 2 illustrates a storage server that may be used to
implement embodiments of the present invention;

[0015] Figure 3 shows the architecture of a storage server according
to certain embodiments of the invention;

[0016] Figure 4 illustrates the operating system of the storage server
of Figure 3, according to certain embodiments of the invention;

[0017] Figure 5 illustrates physical disk regions including stored data;
and

[0018] Figure 6 is a flowchart describing a process for deleting and
sanitizing a file, according to embodiments of the invention.

DETAILED DESCRIPTION
[0019] Described herein are methods and apparatuses for disk

sanitization using encryption. Note that in this description, references to
“one embodiment” or “an embodiment” mean that the feature being
referred to is included in at least one embodiment of the present invention.

4
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Further, separate references to “one embodiment” or “an embodiment” in
this description do not necessarily refer to the same embodiment.
However, such embodiments are also not mutually exclusive unless so
stated, and except as will be readily apparent to those skilled in the art
from the description. For example, a feature, structure, act, etc. described
in one embodiment may also be included in other embodiments. Thus,
the present invention can include a variety of combinations and/or
integrations of the embodiments described herein.

[0020] According to embodiments of the invention, logical data storage
units such as files or portions thereof (e.g., individual blocks) may be
individually deleted and sanitized. The disk on which the files are located
is divided into physical disk regions, where each region can include one or
more blocks of data. The contents of the disk are encrypted using a
separate encryption key for each physical disk region (which can mean a
separate encryption key for each block, if a region is defined as a single
block). If a file or other data structure located in a first disk region and
encrypted using a first encryption key is to be deleted, the logical portions
(i.e., blocks) of that region that do not belong to the file are re-encrypted
using a second encryption key, and the first encryption key is then
deleted. The first encryption key may be deleted using overwrite
sanitization or other techniques. It is to be understood that the files or
data structures being deleted may span more than one disk region.
[0021] Figure 2 illustrates a storage server that may be used to
irﬁplement embodiments of the present invention. A system 200 shows a
storage server 202 having a client 204 connected thereto. Using a
network attached storage (NAS) configuration, the client 204 may
communicate with the storage server 202 using various communication
protocols such as the Network File System (NFS) or Common Internet
File System (CIFS) protocols.
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[0022] The client 204 accesses and uses a volume 206 for data
service. The volume 206 may comprise one or more drives, including one
or more magnetic disks such as hard drives. The client 204
communicates with the volume 206 through an encryption layer 208. The
encryption layer 208 encrypts and decrypts incoming and outgoing data.
The volume 206 may be encrypted using several encryption keys.
According to one embodiment of the invention, each physical disk region
in the volume 206 has a unique encryption key. The encryption layer 208
includes hardware and software components to aid in encryption and to
store the encryption keys. The encryption layer 208 includes a
cryptographic key database 210 that includes each unique encryption key
for each disk region in the volume 206.

[0023] The storage server 202 may be any one of several different
types of storage servers, including those that employ a NAS or Storage
Area Network (SAN) approach. For example, the storage server 202 may
be a filer server, or filer, that stores data in the form of files.

[0024] Figure 3 shows the architecture of a filer 300 such as the
storage server 202 according to certain embodiments of the invention.
Note that certain standard and well-known components which are not
germane to the present invention are not shown. The filer 300 includes a
processor 302 and main memory 304, coupled together by a bus system
306. The bus system 306 in Figure 3 is an abstraction that represents
any one or more separate physical buses and/or point-to-point
connections, connected by appropriate bridges, adapters and/or
controllers. The bus system 306, therefore, may include, for example, a
system bus, a Peripheral Component Interconnect (PCI) bus, a
HyperTransport or industry standard architecture (ISA) bus, a small
computer system interface (SCSI) bus, a universal serial bus (USB), or an
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Institute of Electrical and Electronics Engineers (IEEE) standard 1394 bus
(sometimes referred to as “Firewire”).

[0025] The processor 302 is the central processing unit (CPU) of the .
filer 300 and, thus, controls the overall operation of the filer 300. In
certain embodiments, the processor 302 accomplishes this by executing
software stored in main memory 304. The processor 302 may be, or may
include, one or more programmable general-purpose or special-purpose
microprocessors, digital signal processors (DSPs), programmable
controllers, application specific integrated circuits (ASICs), programmable
logic devices (PLDs), or the like, or a combination of such devices.

[0026] The main memory 304, which is generally some form of random
access memory (RAM), stores the operating system 308 of the filer 300.
Techniques of the present invention may be implemented within the
operating system 308, as described further below. The operating system
308 may be, for example, the ONTAP operating system by Network
Appliance, Inc., of Sunnyvale, CA (NetApp®). Also connected to the
processor 302 through the bus system 306 are a network adapter 310 and
a storage adapter 312. The network adapter 310 provides the filer 300
with the ability to communicate with remote devices, such as clients
and/or another filer, over a network and may be, for example, an Ethernet
adapter. The storage adapter 312 allows the filer to access the external
mass storage devices and may be, for example, a Fibre Channel (FC)
adapter or SCSI adapter.

[0027] A cryptographic module 314 is coupled to the bus 306. The
cryptographic module 314 may be considered a part of the encryption
layer 208 of Figure 2. The cryptographic module 314 may be
implemented in software or as a hardware accelerator, such as an
integrated circuit (IC) mounted on a system motherboard, a
daughterboard or adapter card. The cryptographic module 314 performs

7



WO 2006/065626 PCT/US2005/044468

the encryption and decryption functions of the system 300. The
cryptographic module 314 accesses the cryptographic key database 210
(see Figure 2) that includes the several encryption keys for every disk
region of the storage devices.

[0028] The master key 316 is an integrated circuit (IC) mounted on the
motherboard or a daughterboard or expansion card of the system 300.
The IC storing the master key 316 may implement physical security and
tamper resistant measures, such as being encased in epoxy, to prevent
compromise of the stored encryption key. The master key 316 contains a
master encryption key that is used to encrypt the cryptographic key
database 210. Since the master key 316 is a hardware component, the
cryptographic key database 210 cannot be accessed by any system other
than the system 200. Further, since the master key 316 cannot be
removed and used in another system, the data encrypted using the
master key 316 will remain secure.

[0029] Figure 4 illustrates the operating system 308 of the filer 300 of
Figure 3, according to certain embodiments of the invention. As can be
seen, the operating system 308 includes a number of layers. The core of
the operating system 308 is the file system 402. The file system 402 is a
programmatic entity that imposes structure on an address space of one or
more physical or virtual storage devices, such as disks, so that the
operating system 308 may conveniently read and write data containers,
such as files and blocks, and related metadata. The file system 402,
among other responsibilities, executes read and write operations on the
mass storage devices in response to client requests, maintains
directories, and manages consistency point operations. An example of a
file system suitable for this purpose is the Write Anywhere File Layout to
(WAFL) file system from Network Appliance, such as used in the

NetApp® Filers. The file system 402 in certain embodiments operates on

8
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blocks of data of a predetermined exemplary size, such as 4 Kbytes. Also
shown in Figure 4 is the logical data path 404 from clients o mass
storage devices, through the file system 402.

[0030] The operating system 308 also includes a user interface 406,
through which a network administrator or other user can control and/or
configure the filer (e.g., remotely from a management station). The user
interface 406 may generate a command line interface and/or a graphical
user interface for this purpose. On the client side the operating system
308 includes a network access layer 408 and, at the lowest level, a media
access layer 410. The network access layer 408 implements any of
various protocols used to communicate with client devices, such as
network file system (NFS), common Internet file system (CIFS) and/or
hypertext transport protocol (HTTP). The media access layer 410
includes one or more drivers which implemented the protocols used to
communicate over the network, such as Ethernet.

[0031] On the storage device side, the operating system 308 includes
a storage access layer 412 and, at the lowest level, a driver layer 414.
The storage access layer 412 implements a disk storage protocol such as
RAID, while the driver layer 414 implements a lower-level storage device
access protocol, such as Fibre Channel or SCSI.

[0032] The file system 208 also includes a cryptographic module 416.
The cryptographic module 416 interfaces with the cryptographic module
314 of Figure 3 through the file system 402 and the storage access layer
412. The cryptographic module 416 sends instructions and data to and
receives data form the cryptographic module 314. The cryptographic
module 416 further provides an interface between the cryptographic key
database 210 of Figure 2 and the cryptographic module 314.

[0033] Figure 5 illusirates an example of how data may be stored on a
disk divided into multiple physical disk regions. A disk 500 is divided into

9
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several physical disk regions 502. The disk 500 may comprise a part of
the volume 206 of Figure 2. The disk regions 502 denote physical
locations on the platters of the disk 500. Each disk region 502 may
comprise a predetermined amount of storage, for example 2 megabytes
(MB). Each disk region 502 may store one or more files (or other logical
data structures). Each disk region 502 is encrypted using a unique
encryption key. The encryption keys are stored in the cryptographic key
database 210 (see Figure 2), which may be stored on the disk 500. The
cryptographic key database is encrypted using the master key 316 (see
Figure 3).

[0034] Each disk region 502 may further be divided into smaller
physical denominations, such as blocks. For example, a first disk region
502a comprises several blocks 504. Each block 504 may be a file ora
portion of a file, such as a 4 Kbyte segment of a file. Note that a region
502 can also be defined as a single block. A file is a logical structure that
includes pointers to physical blocks on the disk 500. For example, the
data comprising the file ‘A’ is stored in the blocks 504c, 504d, and 504e.
When referencing the file ‘A’, the file system follows several pointers to
the blocks 504c, 504d, and 504e. It is understood that although the file ‘A’
is shown in contiguous blocks 504c, 504d, and 504e, that the blocks oj a
specific file may be stored in a noncontiguous fashion. For example, the
file ‘C’ is stored in the two nonadjacent blocks 5049 and 504i. It is further
understood that a file may include blocks from several disk regions 502.
However, for simplicity, the file ‘A’ is described in terms of the three blocks
504c, 504d, and 504e.

[0035] Figure 6 is a flowchart describing a process 600 for deleting a
file and sanitizing a file, in accordance with the technique introduced here.
The process 600 will be described with reference to the example of
Figure 5. The process 600 is described in terms of a file ‘A’ stored in

10
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three blocks 504c, 504d, and 504e in a first disk region 502a. The first
disk region 502a is encrypted using a first encryption key that is stored in
the cryptographic key database 210 (see Figure 2).

[0036] In operation 602, a delete command is received by the
operating system 208 (see Figure 2). The delete command may be
issued by a user, an application, a system process, etc. According to one
embodiment, an application may want to delete certain data at specific
times. For example, a compliant data storage system may want to delete
compliant data as soon as it expires. The delete command may be issued
to delete a file or other data structure. According to the example shown
here, a request to delete the file ‘A’ is received by the operating system
308 (see Figure 3).

[0037] In operation 604, it is determined which blocks correspond to
the file (or other data structure) to be deleted. As can be seen in Figure
6, the file ‘A’ occupies the set of blocks 504c¢, 504d, and 504e. Other files
have data stored in the remaining set of blocks 504a, 504b, and 504f-
504i. A file can be stored using blocks in more than one disk region 502.
However, the file ‘A’ is shown stored in only the first disk region 502a for
clarity.

[0038] In operation 606, the remaining set of blocks in disk region 502a
(i.e., blocks 502a, 502b, and 504{-504i, but not blocks 504c, 504d and
504e) are re-encrypted in place, by using a second (new) encryption key
for disk region 502a. During the re-encryption process, the blocks are first
decrypted using the first encryption key, and then encrypted using the
new encryption key. The blocks 504c¢-504e comprising, the file ‘A’ are not
re-encrypted.

[0039] In operation 608, the first encryption key is deleted, and the
blocks 504c-504e representing the file are marked as available, so that

they may be overwritten. The first encryption key is deleted by overwriting
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the key in the cryptographic key database. The first encryption key may
be overwritten using any one of several known techniques, including using
any one of the well-known patterns (such as a “Guttman” pattern), writing
zeroes over the key (“zeroing” the key), etc. According to one
embodiment, the first encryption key may be overwritten only once, since
the data that comprises an encryption key must be completely intact to be
useful. Therefore, more robust sanitization techniques may not be
necessary. Further, the cryptographic key database is encrypted using
the master key 316 (see Figure 3). The master key 316 is physically
located within the system 300 of Figure 3, and therefore a user or client
must have access to the system 300 to gain access to the first encryption
key. If a malicious user only has access to the disk 500 (see Figure 5),
the user will be unable to decrypt the cryptographic key database, and
therefore will be unable to obtain the first encryption key. Once the first
encryption key is discarded, the file ‘A’ has been sanitized, even though
the blocks 504¢c-504e may not have been overwritten, since the data
stored in the disk region 502a is unreadable without the first encryption
key.

[0040] The technique introduced above has been described in the
context of a network attached storage (NAS) environment. However,
these techniques can also be applied in various other contexts. For
example, the techniques introduced above can be applied in a storage
area network (SAN) environment. A SAN is a highly efficient network of
interconnected, shared storage devices. One difference between NAS
and SAN is that in a SAN, the storage server (which may be an appliance)
provides a remote host with block-level access to stored data, whereas in
a NAS configuration, the storage server provides clients with file-level
access to stored data. Thus, the techniques introduced above are not
limited to use in a file server or in a NAS environment.

12
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[0041] Software to implement the technique introduced here may be
stored on a machine-readable medium. A “machine-accessible medium”,
as the term is used herein, includes any mechanism that provides (i.e.,
stores and/or transmits) information in a form accessible by a machine
(e.g., a computer, network device, personal digital assistant (PDA),
manufacturing tool, any device with a set of one or more processors, etc.).
For example, a machine-accessible medium includes recordable/non-
recordable media (e.g., read-only memory (ROM); random access
memory (RAM); magnetic disk storage media; optical storage media; flash
memory devices; etc.), etc.

[0042] The term "logic", as used herein, can include, for example,
hardwired circuitry, programmable circuitry, software, or any combination
thereof.

[0043] This invention has been described with reference to specific
exemplary embodiments thereof. It will, however, be evident to persons
having the benefit of this disclosure that various modifications changes
may be made to these embodiments without departing from the broader
spirit and scope of the invention. The specification and drawings are
accordingly to be regarded in an illustrative rather than in a restrictive

sense.
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CLAIMS:
What is claimed is:

1. A method of disk sanitization comprising:
encrypting data stored on a disk, including a set of blocks, by using
a first encryption key; and
in response to a request to delete the set of blocks,
re-encrypting blocks stored on the disk other than the set of
blocks, by using a second encryption key, and not re-encrypting the set of
blocks; and
deleting the first encryption key.

2. The method of claim 1, wherein the disk comprises a plurality of
regions, and wherein said encrypting data stored on the disk comprises
encrypting each of the plurality of regions with a different encryption key.

3. The method of claim 1, wherein deleting the first encryption key
comprises:
overwriting the first encryption key.

4. The method of claim 3, wherein overwriting the first encryption key
comprises:

overwriting a portion of a cryptographic key database including the
first encryption key, wherein the cryptographic key database is encrypted
using a master key.

5. The method of claim 1, wherein re-encrypting blocks stored on the
disk other than the set of blocks comprises using a cryptographic module.

6. The method of claim 1, wherein the set of blocks comprises a file.

14
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7. The method of claim 1, wherein re-encrypting blocks stored on the
disk other than the set of blocks comprises:

decrypting blocks stored on the disk other than the set of blocks, by
using the first encryption key; and

encrypting the blocks stored on the disk other than the set of
blocks, by using the second encryption key.

8. The method of claim 1, further comprising marking the set of blocks
so that the first disk region may be overwriiten.

9. The method of claim 1, wherein the set of blocks represents a file.

10. The method of claim 1, wherein the set of blocks represents a
portion of a file.

11. A system to perform disk sanitization, the system comprising:
a disk including data encrypted using a first encryption key; and
a processor configured to respond to a command to delete a first
set of encrypted blocks on the disk, the first set of encrypted blocks
representing a file or a portion thereof, by:
decrypting blocks on the disk other than the first set of
encwpted blocks, ,
using a second encryption key to re-encrypt the blocks on
the disk other than the first set of encrypted blocks, and not decrypting the
first set of encrypted blocks, and
deleting the first encryption key.

12.  The system of claim 11, wherein the disk comprises a plurality of
regions, and wherein the processor is further configured to encrypt data
stored on the disk by encrypting each of the plurality of regions with a

15



WO 2006/065626 PCT/US2005/044468

different encryption key, and wherein the first set of blocks is contained
within a single region of the plurality of regions.

13.  The system of claim 11, wherein the processor is at least part of a
cryptographic module.

14.  The system of claim 11, wherein the first and second cryptographic
keys are stored in a cryptographic key database on the disk.

15.  The system of claim 14, wherein the processor deletes the first
encryption key by performing a media overwrite of the first encryption key.

16.  The system of claim 15, wherein the media overwrite is a single
pass overwrite.

17.  The system of claim 14, wherein the cryptographic database is
encrypted using a master key.

18.  The system of claim 17, wherein the master key is accessible to
the cryptographic module.

19. A method for performing media sanitization of a disk that includes a
plurality of regions, the method comprising:

encrypting data on the disk by using a different encryption key to
encrypt each of the plurality of regions, the data on the disk including a
file, wherein said encrypting includes encrypting the file using a first
encryption key;

storing the first encryption key in a cryptographic key database;

receiving a command to delete the file; and

in response to the command to delete the file,

16
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identifying a first set of blocks on the disk which belong to
the file and a second set of blocks on the disk which do not belong to the
file;

re-encrypting the second set of blocks by using a second
encryption key and not re-encrypting the first set of blocks; and

deleting the first encryption key by overwriting a portion of
the cryptographic key database corresponding to the first encryption key.

20. The method of claim 19, further comprising:
encrypting the cryptographic key database using a master key.

21. The method of claim 19, further comprising:
marking the first set of blocks so that the first set of blocks may be
overwritten.
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