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(57) ABSTRACT 

Methods and apparatus for secured transaction logging are 
disclosed. A transaction log file containing information on 
print jobs such as Voucher and coupon printing may be cre 
ated and securely stored in a printer and/or routing device, 
printed by the printer and/or securely uploaded to a host 
system for verification and further processing. 
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FIG. 1d 
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METHODS AND APPARATUS FOR SECURED 
TRANSACTION LOGGING 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application claims priority to U.S. Provisional 
Patent Application No. 61/057,592, filed on May 30, 2008 
and entitled “Methods and Apparatus for Secured Transaction 
Logging, which is hereby incorporated by reference and for 
all purposes. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. This invention relates to gaming, more specifically 
to secured transactions involved in gaming. 
0004 2. Background 
0005. The gaming machine manufacturing industry pro 
vides a variety of gaming machines for the amusement of 
gaming machine players. An example of a gaming machine is 
a slot machine. A slot machine is generally an electro-me 
chanical gaming machine wherein chance or the skill of a 
player determines the outcome of the game. Slot machines are 
usually found in casinos or other more informal gaming 
establishments. 
0006 Gaming machine manufacturers have more recently 
introduced cashless enabled gaming machines to the market 
and these have begun to find wide acceptance in the gaming 
industry. Cashless enabled gaming machines are so named 
because they can conduct financial exchanges using only a 
Voucher and/or a mixture of traditional currencies and Vouch 
ers. Typically, a cashless enabled gaming machine has a gam 
ing printer to produce vouchers and a Voucher reader that 
Supports automatic reading of Vouchers. To coordinate the 
activities of multiple cashless enabled gaming machines, one 
or more cashless enabled gaming machines may be electroni 
cally coupled to a cashless enabled gaming machine system 
that controls the cashless operations of a cashless enabled 
gaming machine. 
0007 When a player cashes out using a cashless enabled 
gaming machine coupled to a cashless enabled gaming 
machine system, the cashless enabled gaming machine sig 
nals the system and the system may determine the type of pay 
out presented to the player. Depending on the size of the pay 
out, the cashless enabled gaming machine system may cause 
the cashless enabled gaming machine to present coins in the 
traditional method of a slot machine, or the cashless enabled 
gaming machine system may cause a gaming printer in the 
cashless enabled gaming machine to produce a Voucher for 
the value of the pay out. The voucher may then be redeemed 
in a variety of ways. For example, the Voucher may be 
redeemed for cash at a cashier's cage or used with another 
cashless enabled gaming machine. In order to use the Voucher 
in a cashless enabled gaming machine, the Voucher is inserted 
into a Voucher reader of another cashless enabled gaming 
machine at a participating casino and the cashless enabled 
gaming machine system recognizes the Voucher, redeems the 
Voucher, and places an appropriate amount of playing credits 
on the cashless enabled gaming machine. 
0008 Cashless enabled gaming machines have found an 
increasing acceptance and use in the gaming industry, both 
with players who enjoy the speed of play and ease of trans 
porting their winnings around the casino and casinos who 
have realized significant labor savings in the form of reduced 
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coin hopper reloads in the gaming machines, and an increase 
in revenue because of the speed of play. Practical field expe 
rience with printers used in cashless enabled gaming 
machines has illustrated that there are areas for improvement 
in the current printer designs and implementation. 

DEFINITIONS 

0009 For the purposes of this document, the following 
definitions apply: 
(0010 “Game,” “Gaming Machine,” or “Game 
Machine' A slot machine, gaming machine, or game table. 
0011 “Host System’ A computer, back-end system, 
gaming system, network, or other system that sends and/or 
receives information to and/or from a gaming machine, a 
printer or other component in a gaming machine or gaming 
table. Examples of a host system include a wagering issuance 
and redemption system, cash-out Voucher system, a player 
tracking system, and a promotional coupon system, among 
others. 
0012 “Voucher,” “Game Voucher, or “Game Cashout 
Voucher' Media, such as paper or rewritable card, contain 
ing sufficient information to identify at a minimum, an 
amount of money and a validation number used to authenti 
cate the transaction. 
0013 “Coupon.” “Promotional Coupon' Media, such as 
paper or rewritable card, containing Sufficient information to 
identify at a minimum, a promotional event or a promotional 
reward to a player and validation information. 

SUMMARY 

0014. The present invention identifies methods and appa 
ratus for secured transaction logging where a transaction log 
file containing information on print jobs such as Voucher and 
coupon printing is created and securely stored in a printer 
and/or routing device, printed by the printer and/or securely 
uploaded to a host system for verification and further process 
ing. 
0015. In one aspect of the invention, apparatus for secured 
transaction logging includes a host system configured for 
communication with one or a plurality of printers and/or one 
or a plurality of routing devices where each printer is in 
communication with a routing device for signaling and data 
transfer of one or a plurality of transaction log files. 
0016. In another aspect of the invention, a host system, 
printer routing device, and/or handheld device, each contain 
ing programming instructions, memory and interface means, 
among others necessary for signaling and data transfer of one 
or a plurality of transaction log files. 
0017. In another aspect of the invention, a transaction log 

file is associated with a printer and/or routing device. 
0018. In another aspect of the invention, a transaction log 

file contains Voucher and/or coupon print jobs. 
0019. In another aspect of the invention, a log is created in 
a transaction log file each time a print job is generated by the 
printer. 
0020. In another aspect of the invention, a transaction log 

file is stored in the printer that generated one or a plurality of 
print jobs such as Voucher and coupon printing. 
0021. In another aspect of the invention, a transaction log 

file is stored in a routing device configured for communica 
tion with the printer that generated one or a plurality of print 
jobs such as Voucher and coupon printing. 
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0022. In another aspect of the invention, the transaction 
log file logs the number of coupons and/or Vouchers printed 
by the printer. 
0023. In another aspect of the invention, the transaction 
log file is secured using encryption, security means and/or 
algorithms where access to the file is limited to only autho 
rized individuals and/or host systems. 
0024. In another aspect of the invention, the transaction 
log file is saved in any format such as a text file or XML file, 
among others. 
0025. In another aspect of the invention, the content of the 
log file is indicative of what was printed. For example, if the 
print job was a coupon, the log file includes a copy of what 
was printed on the coupon; further, if the print job was a 
Voucher, the log file includes a copy of what was printed on 
the voucher. 
0026. In another aspect of the invention, the transaction 
log file identifies which print jobs were coupons and which 
were vouchers. 
0027. In another aspect of the invention, the content of the 
transaction log file includes a date and/or time stamp for each 
log entry. 
0028. In another aspect of the invention, the transaction 
log file can be uploaded using secured communication and 
encryption to a host system Such as a gaming machine hosting 
the printer, a routing device hosting a printer, a host system 
hosting a gaming machine, and/or a handheld device config 
ured for communication with the printer and/or routing 
device where the transaction log file can be verified or further 
processed. 
0029. In another aspect of the invention, the transaction 
log file can be printed from the printer. In this embodiment, an 
authorized individual such as a gaming regulator using 
secured means can request the printer to generate the log file 
onto the blank media stored in the printer. 
0030. According to one aspect of the present invention, a 
method is provided for secured transaction logging in a gam 
ing machine operable to play a game of chance. A transaction 
log file containing one or more log entries is provided. The 
transaction log file may be stored in a memory. An instruction 
indicating a print job regarding the printing of an item such as 
a coupon or a Voucher by a printer associated with the gaming 
machine may be provided. Responsive to this instruction, a 
log entry regarding the print job may be generated. The log 
entry may be stored as an element of the transaction log file in 
the memory. An access request message may be received over 
a secure communications path. Responsive to this instruction, 
the transaction log file may be retrieved from the memory. 
The transaction log file may be uploaded to a host device via 
a routing device configured for communication with the 
printer and the host device. The host device may be capable of 
storing the transaction log file for verification. 
0031. In some implementations, responsive to receiving a 
print request message over a secure communications path, the 
transaction log file may be printed on a media and output by 
the printer. Also, the stored transaction log file can be 
encrypted. Depending on the desired implementation, the 
memory can be situated in the printer, the routing device, 
and/or other locations. Depending on the desired implemen 
tation, the host device can be a server, the gaming machine, a 
further gaming machine, a handheld device, or a routing 
device. 
0032. In one implementation, the method may further 
include establishing a secure communications path between a 
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data processing device and a communications interface asso 
ciated with the gaming machine. Examples of Suitable data 
processing devices include the gaming machine, a further 
gaming machine, a handheld device, and a routing device. 
The access request message can be received from the data 
processing device. The access request message may request 
access to the transaction log file. In addition, the method can 
further include identifying the memory in which the transac 
tion log file is stored. 
0033 According to another aspect of the present inven 
tion, a gaming machine may provide for secured transaction 
logging. The gaming machine may be operable to play a game 
of chance. The gaming machine may includes a value input 
device capable of receiving value, a player input device oper 
able to place a wager on the game of chance, and a value 
output device capable of outputting value associated with 
play of the game of chance. The gaming machine may also 
include a memory configured for storing a transaction log file 
containing one or more log entries, a printer, and a controller. 
The controller may be configured to do the following: 1) 
receive a print job instruction indicating a print job regarding 
the printing of an item by the printer, 2) responsive to the print 
job instruction, generate a log entry regarding the print job. 3) 
store the log entry as an element of the transaction log file in 
the memory, and 4) responsive to receiving an access request 
message over a secure communications path: a) retrieve the 
transaction log file from the memory, and b) upload the trans 
action log file to a host device via a routing device configured 
for communication with the printer and the host device. The 
host device may be configured to store the transaction log file, 
e.g., for verification. 
0034. According to yet another aspect of the present 
invention, a system is provided for secured transaction log 
ging. The system may include a host device, a data processing 
device capable of outputting an access request message, and 
a plurality of gaming machines operable to play games of 
chance. Each gaming machine generally includes a memory 
storing a transaction log file containing one or more log 
entries, a printer, and a controller. The controller may be 
configured to do the following: 1) receive a print job instruc 
tion indicating a print job regarding the printing of an item by 
the printer, 2) responsive to the print job instruction, generate 
a log entry regarding the print job. 3) store the log entry as an 
element of the transaction log file in the memory, and 4) 
responsive to receiving an access request message over a 
secure communications path: a) retrieve the transaction log 
file from the memory, and b) upload the transaction log file to 
a host device via a routing device configured for communi 
cation with the printer and the host device. The host device 
may be configured for storing the transaction log file, e.g., for 
verification. 
0035. These and other methods of the invention may be 
implemented by various types of hardware, software, firm 
ware, etc. For example, Some features of the invention may be 
implemented, at least in part, by a personal digital assistant, 
by a portable gaming device and/or other type of mobile 
device, by one or more host devices, servers, etc. Some 
embodiments of the invention are provided as computer pro 
grams embodied in machine-readable media. The computer 
programs may include instructions for controlling one or 
more devices to perform the methods described herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0036. These and other features, aspects, and advantages of 
the present invention will become better understood with 
regard to the following description and accompanying draw 
ings where: 
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0037 FIG. 1a through FIG. 1fare illustrations of the com 
ponents and connection thereof for secured transaction log 
ging in accordance with Some embodiments of the present 
invention; 
0038 FIG. 2 is a block diagram of a host system used with 
secured transaction logging in accordance with an embodi 
ment of the present invention; 
0039 FIG. 3 is a block diagram of a printer used with 
secured transaction logging in accordance with an embodi 
ment of the present invention; 
0040 FIG. 4 is a block diagram of a routing device used 
with Secured transaction logging in accordance with an 
embodiment of the present invention; 
0041 FIG.5 is a side cutaway view of a printer illustrating 
the paper path used with the generation of a transaction log 
file in accordance with an embodiment of the present inven 
tion; 
0042 FIG. 6 is a flow chart of an upload transaction log file 
process in accordance with an embodiment of the present 
invention; and 
0043 FIG. 7 is a flow chart of a print transaction log file 
process in accordance with an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

0044) While the present invention will be described with 
reference to a few specific embodiments, the description is 
illustrative of the invention and is not to be construed as 
limiting the invention. Various modifications to the present 
invention can be made to the preferred embodiments without 
departing from the true spirit and scope of the invention as 
defined by the appended claims. For example, the steps of 
methods shown and described herein are not necessarily per 
formed in the order indicated. It should also be understood 
that the methods of the invention may include more or fewer 
steps than are indicated. 
0045. Device functionality may be apportioned by group 
ing or dividing tasks in any convenient fashion. Therefore, 
when steps are described herein as being performed by a 
single device (e.g., a single printer, gaming machine, hand 
held device or server), the steps may alternatively be per 
formed by multiple devices and vice versa. 
0046 FIG.1a through FIG. 1fare illustrations of the com 
ponents and connection thereof for secured transaction log 
ging in accordance with exemplary embodiments of the 
present invention. 
0047 Secured transaction logging includes a transaction 
log file that contains information on print jobs such as 
Voucher and coupon printing that may be created and securely 
stored, e.g., in a printer that generated the print jobs and/or a 
routing device in communication with the printer that gener 
ated the print jobs. A transaction log file may be associated 
with a printer and/or routing device. Each time a print job is 
generated by the printer, Such as Voucher and coupon print 
ing, a log may be created in the transaction log file. The 
transaction log file may be secured using encryption methods, 
algorithms and/or devices. Security processes and/or devices 
may restrict access to the transaction log file to only autho 
rized individuals and/or one or more host systems. In some 
embodiments, the transaction log file can be printed by a 
printer and/or uploaded to a host system. 
0048 One example of a host system is a promotional 
coupon system used to create, manage and track the issuance 
and redemption of promotional coupons. Additional details 
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of a host system, printer, and routing device are disclosed in 
FIG. 2, FIG. 3, and FIG. 4 respectively. 
0049. The contents of a transaction log file may include 
data regarding each voucher and/or coupon print jobs, which 
print job was a Voucher and which was a coupon, the number 
of coupons and/or Vouchers printed by the printer, content 
indicative of what was printed, for example, a copy of what 
was printed on a coupon or Voucher. Additionally, the content 
may include a date and/or time stamp for each entry. 
0050. The transaction log file may be saved in any format 
Such as an XML file or a text file, among others. 
0051. Now turning to FIG. 1a, illustrated in FIG. 1a area 
gaming machine Such as a slot machine, a printer and a 
transaction log file. The gaming machine connects to the 
printer for signaling and/or data transfer. In this example, the 
printer is configured to store the transaction log file. 
0052. In the operation of one embodiment, the gaming 
machine is configured to receive signaling to generate one or 
a plurality of Vouchers using a connected printer. When a 
Voucher is generated, a log entry may be created and stored in 
the transaction log file for that printer. 
0053. In the operation of another embodiment, the printer 

is configured to receive signaling to generate one or a plural 
ity of promotional coupons. When a promotional coupon is 
generated, a log entry may be created and stored in the trans 
action log file for that printer. 
0054 To request and/or gain access to the transaction log 
file, the gaming machine may use secured means such as 
secured communications, encryption, a PIN, etc. Once the 
gaming machine has access, the gaming machine may signal 
the printer to print the transaction log file. When the transac 
tion log file is generated, a log entry may be created and 
stored, e.g., in the transaction log file for that printer. 
0055. In the operation of another embodiment, once the 
gaming machine has access to the transaction log file, the 
gaming machine requests from the printer the transaction log 
file, which the gaming machine then stores and/or uploads to 
a host system for data verification and/or further processing. 
0056. In the operation of another embodiment, the printer 
may uses secured means such as secured communications, 
encryption, a PIN, a keypad combination, or others to request 
and/or gain access to the transaction log file. Once the printer 
has access, the printerprints the transaction log file. When the 
transaction log file is generated, a log entry is created and 
stored in the transaction log file for that printer. 
0057. In the operation of another embodiment, once the 
printer has access to the transaction log file, the printer 
uploads the transaction log file to a host system for data 
Verification and/or further processing. 
0.058 Illustrated in FIG. 1b are a gaming machine such as 
a slot machine, a printer, a transaction log file, and a handheld 
device such as a laptop, PDA, etc. The gaming machine is 
configured for communication with the printer for signaling 
and/or data transfer. The handheld device is configured for 
communication with the printer for signaling and data trans 
fer. The printer is configured to store the transaction log file. 
0059. The operations of this embodiment may include 
those previously disclosed in FIG.1a for the gaming machine 
and printer. Included in this embodiment is a handheld device. 
0060 A handheld device such as a laptop, PDA, or other 
contains the programming instructions, logic system (includ 
ing one or more logic devices, such as processors) memory, 
security and interface system (including one or more network 
interfaces), among others necessary for signaling and data 
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transfer of one or a plurality of transaction log files for data 
Verification and other purposes. 
0061. In the operation of another embodiment, to request 
and/or gain access to the transaction log file, the handheld 
device may be configured to use secured means such as 
secured communications, encryption, a PIN, keypad, or oth 
ers. Once the handheld device has access, the handheld device 
may signals the printer to print the transaction log file. When 
the transaction log file is generated, a log entry may be created 
and stored, e.g., in the transaction log file for that printer. 
0062. In the operation of another embodiment, once the 
handheld device has access to the transaction log file, the 
handheld device requests from the printer the transaction log 
file which the handheld device then stores for further process 
1ng. 
0063 Illustrated in FIG. 1c are a gaming machine such as 
a slot machine, a printer, a transaction log file, a handheld 
device such as a laptop, PDA or other, and a host system. The 
gaming machine is configured for communication with the 
printer for signaling and/or data transfer. The handheld device 
is configured for communication with the printer and a host 
system for signaling and/or data transfer. The printer or 
another device may store the transaction log file. 
0064. The operations of this embodiment may include 
those previously disclosed in FIG.1a for the gaming machine 
and printer as well as those previously disclosed in FIG. 1b for 
a handheld device. Included in this embodiment is a host 
system. 
0065. A host system contains the logic system (including 
one or more logic devices Such as processors) programming 
instructions, memory, interface system (including at least one 
network interface), security interface means, among others 
necessary for signaling and data transfer of one or a plurality 
of transaction log files for data verification and other pur 
poses. An example of a host system is a promotional coupon 
system used to create, manage and track the issuance and 
redemption of promotional coupons. Additional details of 
one example of a host system are disclosed in FIG. 2. 
0066. In the operation of another embodiment, once the 
handheld device has access to the transaction log file, the 
handheld device requests from the printer the transaction log 
file which the handheld device then stores and/or uploads the 
transaction log file to a host system for data verification 
and/or further processing. 
0067 Illustrated in FIG. 1d are a gaming machine such as 
a slot machine, a printer, a transaction log file, and a routing 
device. The gaming machine as well as the routing device is 
configured for communication with the printer for signaling 
and/or data transfer. The printer (or another device) may store 
the transaction log file. In another embodiment, the transac 
tion log file may be stored in the routing device in communi 
cation with the printer. 
0068. The operations of this embodiment may include 
those previously disclosed in FIG.1a for the gaming machine 
and printer. Included in this embodiment is a routing device. 
0069. A routing device contains the programming instruc 

tions, memory, security and interface means, among others 
necessary for signaling and data transfer of one or a plurality 
of transaction log files for data verification and other pur 
poses. A routing device can be internal or external to the 
printer and/or gaming machine or other host system. Addi 
tional details of a routing device are disclosed in FIG. 4. 
0070. In the operation of another embodiment, the routing 
device receives signaling to generate one or a plurality of 
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promotional coupons using a connected printer. When a pro 
motional coupon is generated, a log entry is created and 
stored in the transaction log file for that printer. 
0071. In the operation of another embodiment, to request 
and/or gain access to the transaction log file, the routing 
device uses secured means such as secured communications, 
encryption, a PIN, keypad, or others. Once the routing device 
has access, the routing device signals the printer to print the 
transaction log file. When the transaction log file is generated, 
a log entry is created and stored in the transaction log file for 
that printer. 
0072. In the operation of another embodiment, once the 
routing device has access to the transaction log file, the rout 
ing device requests from the printer the transaction log file 
which the routing device then stores for data verification and 
further processing. 
0073 Illustrated in FIG. 1e are a gaming machine such as 
a slot machine, a printer, a transaction log file, a routing 
device, and a host system. 
0074 The printer stores the transaction log file. In another 
embodiment, the transaction log file is stored in the routing 
device in communication with the printer. 
0075. The operations of this embodiment may include 
those previously disclosed in FIG.1a for the gaming machine 
and printer and FIG. 1c for a host system as well as those 
previously disclosed in FIG. 1d for a routing device. 
0076. In the operation of another embodiment, to request 
and/or gain access to the transaction log file, the routing 
device uses secured means such as secured communications, 
encryption, a PIN, keypad, or others. Once the routing device 
has access, the routing device signals the printer to print the 
transaction log file. When the transaction log file is generated, 
a log entry is created and stored in the transaction log file for 
that printer. 
0077. In the operation of another embodiment, once the 
routing device has access to the transaction log file, the rout 
ing device requests from the printer the transaction log file 
which the routing device then stores and/or uploads to a host 
system for data verification and/or further processing. 
0078 Illustrated in FIG. 1fare a gaming machine such as 
a slot machine, a printer, a transaction log file, a routing 
device, a handheld device, and a host system. 
007.9 The printer stores the transaction log file. In another 
embodiment, the transaction log file is stored in the routing 
device in communication with the printer. 
0080. The operations of this embodiment may include 
those previously disclosed in FIG.1a for the game and printer 
as well as those previously disclosed in FIG. 1d and FIG. 1e. 
I0081. In the operation of another embodiment, to request 
and/or access to the transaction log file, the routing device 
uses secured means such as secured communications, 
encryption, a PIN, keypad, or others. Once the routing device 
has access to the transaction log file, the routing device may 
request the transaction log file from the printer or from the 
routing device which the routing device may then store and/or 
upload to a handheld device. The handheld device may then 
store the transaction log file and/or upload the transaction log 
file to a host system for data verification and/or further pro 
cessing. 
I0082 In another embodiment, the routing device uploads 
data related to the transaction log file to a host system and data 
to the handheld device. After the data from the handheld 
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device is uploaded to the host system, the host system can 
perform data verification and further processing on the trans 
action log file. 
0083 FIG. 2 is a block diagram of a host system used with 
secured transaction logging in accordance with an embodi 
ment of the present invention. 
0084. In this example, a host system contains the logic 
system (including one or more logic devices such as proces 
Sors, programmable logic devices, etc.), programming 
instructions, memory, interface system (including at least one 
network interface) security interface means, among others 
necessary for signaling and data transfer of one or a plurality 
of transaction log files for data verification and other pur 
poses. One exemplary host system may be a promotional 
coupon system used to create, manage and track the issuance 
and redemption of promotional coupons. 
0085. Here, the host includes a processor, operatively 
coupled via a bus to a memory. The processor may further be 
operatively coupled via the bus to a storage device. Program 
instructions and data for implementing secured transaction 
logging processes may be stored in the storage device until 
the processor retrieves the program instructions and stores 
them in the memory. The processor may then execute the 
program instructions stored in the memory and use the data to 
implement the features of the secured transaction logging 
processes. 
I0086. The processor may be further configured for com 
munication via the bus to one or more devices of an interface 
system, such as communications devices or ports. The host 
may use the communications devices to securely transmit and 
receive control signals and/or data to and from external 
devices, e.g., as previously described. 
0087. The processor may be further configured for com 
munication via the bus to one or more user input devices and 
one or more user output devices for communicating with a 
user as previously described for secured transaction logging. 
0088 FIG. 3 is a block diagram of a printer used with 
secured transaction logging in accordance with an exemplary 
embodiment of the present invention. Any component may be 
optional. 
0089. A printer may contain the logic system (including 
one or more logic devices, such as processors, programmable 
logic devices, etc.), programming instructions, memory, 
interfaces, security interface means, among others necessary 
for signaling and data transfer of one or a plurality of trans 
action log files for data verification and other purposes. 
0090 Here, the printer includes a processor, operatively 
coupled via a bus to a memory. The processor may be further 
operatively coupled via the bus to a storage device. Program 
instructions and data implementing previously described 
secured transaction logging processes may be stored in the 
storage device until the processor retrieves the program 
instructions and stores them in the memory. The processor 
may then execute the program instructions stored in the 
memory and may use the data to implement the features of the 
Secured transaction logging processes. 
0091. The processor may be further configured for com 
munication via the bus to one or more communication devices 
or ports. The printer may uses the communication devices to 
securely transmit and receive control signals and/or data to 
and/or from an external device Such as a host system, gaming 
system, gaming machine, handheld device and/or routing 
device, e.g., as previously described. 
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0092. The processor is further configured for communica 
tion via the system bus to a print device. The printer uses the 
print device to generate Vouchers and/or coupons and to 
securely generate transaction log files as previously 
described. 
0093 FIG. 4 is a block diagram of a routing device used 
with secured transaction logging in accordance with an 
embodiment of the present invention. 
0094. Here, the routing device contains the interface sys 
tem (which may include one or more interfaces such as ports, 
associated line cards, etc.) the logic system, the programming 
instructions, memory, security and interface means, among 
others necessary for signaling and data transfer of one or a 
plurality of transaction log files for data verification and other 
purposes. The logic system may include one or more logic 
devices. Such as processors, programmable logic devices, etc. 
The logic system may include a central logic device and/or 
logic devices associated with one or more ports, line cards or 
the like. 
0095. In this example, the routing device includes a pro 
cessor, operatively coupled via a bus to a memory. The pro 
cessor may be further operatively coupled via the bus to a 
storage device. Program instructions and data implementing 
previously described Voucher and coupon printing processes 
may be stored in the storage device until the processor 
retrieves the program instructions and stores them in the 
memory. The processor may then execute the program 
instructions stored in the memory and may uses the data to 
implement the features of the secured transaction logging 
processes as previously described. 
0096. The processor may be further configured for com 
munication via the bus to one or more communication devices 
or ports. The routing device may use the communication 
devices to transmit and/or receive control signals from a host 
system Such as a promotional coupon system, gaming system 
or gaming machine, e.g., as previously described. 
0097. The processor may be further configured for com 
munication via the system bus to a print device. The routing 
device may use the print device to generate Vouchers and/or 
coupons as previously described. 
0098. Additionally, external devices can include those 
described in FIG. 1 Such as a slot machine or gaming table, 
among others. 
0099 FIG. 5 is a side cutaway view of a printer illustrating 
the paper path used with the generation of a transaction log 
file in accordance with an embodiment of the present inven 
tion. As with other devices described herein, the details that 
are illustrated in FIG. 5 and set forth below are merely made 
by way of example. 
0100 Illustrated in FIG. 5 are the media tray, the printed 
circuit board (“PCB), the print module, a print head, a media 
path, a front aperture, the base, a lid, and a lid aperture. 
0101. In this example, the media tray stores blank media 
for use with printing. The PCB contains the electronics and 
components such as memory as well as those previously 
disclosed in FIG. 3 necessary to drive the printing processes 
Such as securely generating a transaction log file as well as 
generating Vouchers and coupons, among other printing pro 
cesses and interfacing with external devices such as a host 
system, game, routing device and handheld device, among 
others. 
0102 The print module serves as casing for the print head, 
media path and rollers, among others. The print head gener 
ates indicia on the blank media. The media path consists of a 
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plurality of components such as a series of pinch rollers, 
covered in a flexible material, with accompanying mechani 
cal guides. The pinch rollers and mechanical guides provide a 
serpentine path for media as the media is being printed. The 
pinch rollers pull the media through the media path as the 
media is being printed by the print head. The overall length of 
the serpentine path is such that media can be held within the 
media path after media has been fully printed. 
0103) The print module also contains an aperture located 

to the front of the print module. Printed media, such as cou 
pons or Vouchers, may exit through this aperture. 
0104. The base of the printer provides the means by which 
the printer mounts to a game, kiosk, or other. Here, the print 
module and other components of the printer are slidably and 
removably connected to the base for ease of use and servicing. 
0105. In the operation of one embodiment, blank media is 
loaded and stored in the media tray and fed into the lid 
aperture of the lid where the blank media is ready for printing. 
Upon receiving a print command, the printer pulls the blank 
media through the lid aperture over the print head and gener 
ates an image and/or indicia to be printed on the media and 
operates the print mechanism in a manner that creates the 
image and/or indicia on the media. The media continues 
through the media path in the print module and exits through 
the front aperture. 
0106 FIG. 6 is a flow chart of an upload transaction log file 
process in accordance with an embodiment of the present 
invention. 

0107 As illustrated, the process begins with initiating 
secured access where, for example, a gaming regulator using 
a handheld device, secured communications and encryption 
means initiates a request to access the transaction log file. The 
process continues with searching for the device where, for 
example, a printer storing the transaction log file is queried. If 
the device is not found, the process continues with a notifi 
cation to the host and/or users. 

0108 If the device is found, the process continues with 
requesting the log file where, for example, a gaming regulator 
can request the transaction log file of the printer. If the trans 
action log file is not found, the process continues with a 
notification to the host and/or users. 

0109 If the transaction log file is found, the process con 
tinues with uploading the transaction log file where the file is 
uploaded to a game, host, routing device, or handheld device, 
among others after which the transaction log file can option 
ally be purged from the device in which it resides, such as a 
printer or routing device. The process ends with a notification 
to the host and/or users where notification is sent of an upload. 
The upload is performed using secured communication and 
encryption means. 
0110 FIG. 7 is a flow chart of a print transaction log file 
process in accordance with an exemplary embodiment of the 
present invention. 
0111 Here, the process begins with initiating secured 
access where, for example, a gaming regulator may use a 
device (such as a handheld device) to initiate a request to 
access the transaction log file. The request may be commu 
nicated via secured communications and encryption means. 
In this example, the process continues with searching for the 
device where, e.g., a device (such as a printer) that is storing 
the transaction log file may be queried. If the device is not 
found, the process continues with a notification to the host 
and/or users. 
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0112) If the device is found, the process continues with a 
“request log file' step wherein, for example, the gaming 
regulator may request the transaction log file (e.g., from the 
printer). If the transaction log file is not found, the process 
continues to a step of notifying a host and/or users. 
0113. If the transaction log file is found, the process con 
tinues with a step of printing the transaction log file, wherein 
the file is printed. In this example, the process ends with a 
notification to the host and/or users. 
0114. The above-described devices and materials will be 
familiar to those of skill in the gaming industry and/or in the 
computer hardware and Software arts. Although many of the 
components and processes are described above in the singular 
for convenience, it will be appreciated by one of skill in the art 
that multiple components and repeated processes can also be 
used to practice the techniques of the present invention. 
0115 Although illustrative embodiments and applications 
of this invention are shown and described herein, many varia 
tions and modifications are possible which remain within the 
concept, scope, and spirit of the invention, and these varia 
tions should become clear after perusal of this application. 
For example, while much of the discussion herein involves 
wager gaming involving stationary Wager gaming machines, 
Some aspects of the present invention may be applied to 
gaming that involves of other types of devices, e.g., one or 
more mobile gaming devices. Moreover, some aspects of the 
present invention are not limited to wager gaming, but may 
instead be applied generally to various other types of gaming. 
Accordingly, the present embodiments are to be considered as 
illustrative and not restrictive, and the invention is not to be 
limited to the details given herein, but may be modified within 
the scope and equivalents of the appended claims. 
We claim: 
1. A method for secured transaction logging in a gaming 

machine operable to play a game of chance, the method 
comprising: 

providing a transaction log file containing one or more log 
entries, the transaction log file stored in a memory; 

responsive to an instruction indicating a printjob regarding 
the printing of an item by a printer associated with the 
gaming machine, generating a log entry regarding the 
print job; 

storing the log entry as an element of the transaction log file 
in the memory; and 

responsive to receiving an access request message over a 
secure communications path: 
retrieving the transaction log file from the memory, and 
uploading the transaction log file to a host device via a 

routing device configured for communication with 
the printer and the host device, the host device capable 
of storing the transaction log file for verification. 

2. The method of claim 1, further comprising: 
responsive to receiving a print request message over a 

secure communications path, printing the transaction 
log file on a media capable of being output by the printer. 

3. The method of claim 1, wherein the stored transaction 
log file is encrypted. 

4. The method of claim 1, wherein the memory is situated 
in the printer. 

5. The method of claim 1, wherein the memory is situated 
in the routing device. 

6. The method of claim 1, wherein the item is a coupon or 
a Voucher. 
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7. The method of claim 1, wherein the host device is a data 
processing device selected from the group consisting of a 
server, the gaming machine, a further gaming machine, a 
handheld device, and a routing device. 

8. The method of claim 1, further comprising: 
establishing a secure communications path between a data 

processing device and a communications interface asso 
ciated with the gaming machine. 

9. The method of claim 1, wherein the access request 
message is received from a data processing device, the access 
request message requesting access to the transaction log file. 

10. The method of claim 1, further comprising: 
identifying the memory in which the transaction log file is 

stored. 
11. A gaming machine providing for secured transaction 

logging, the gaming machine operable to play a game of 
chance, the gaming machine comprising: 

a value input device capable of receiving value; 
a player input device operable to place a wager on the game 

of chance; 
a value output device capable of outputting value associ 

ated with play of the game of chance; 
a memory configured for storing a transaction log file con 

taining one or more log entries; 
a printer, and 
a controller configured to: 

receive a print job instruction indicating a print job 
regarding the printing of an item by the printer, 

responsive to the print job instruction, generate a log 
entry regarding the print job, 

store the log entry as an element of the transaction log 
file in the memory, and 

responsive to receiving an access request message overa 
secure communications path: 
retrieve the transaction log file from the memory, and 
upload the transaction log file to a host device via a 

routing device configured for communication with 
the printer and the host device, the host device 
capable of storing the transaction log file for veri 
fication. 

12. The gaming machine of claim 11, the printerconfigured 
tO: 

responsive to receiving a print request message over a 
secure communications path, print the transaction log 
file on a media, and 

output the media. 
13. The gaming machine of claim 11, wherein the memory 

is situated in the printer. 
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14. The gaming machine of claim 11, wherein a memory of 
the routing device is also configured to store the transaction 
log file. 

15. The gaming machine of claim 11, wherein the host 
device is a data processing device selected from the group 
consisting of a server, the gaming machine, a further gaming 
machine, a handheld device, and a routing device. 

16. A system for secured transaction logging comprising: 
a host device; 
a data processing device capable of outputting an access 

request message; and 
a plurality of gaming machines operable to play games of 

chance, each gaming machine comprising: 
a value input device capable of receiving value, 
a player input device operable to place a wager on the 
game of chance, 

a value output device capable of outputting value asso 
ciated with play of the game of chance, 

a memory configured for storing a transaction log file 
containing one or more log entries, 

a printer, and 
a controller configured to: 

receive a print job instruction indicating a print job 
regarding the printing of an item by the printer, 

responsive to the print job instruction, generate a log 
entry regarding the print job, 

store the log entry as an element of the transaction log 
file in the memory, and 

responsive to receiving the access request message 
from the data processing device over a secure com 
munications path: 
retrieve the transaction log file from the memory, 

and 
upload the transaction log file to the host device via 

a routing device configured for communication 
with the printer and the host device, the host 
device capable of storing the transaction log file 
for verification. 

17. The system of claim 16, wherein the host device is 
selected from the group consisting of a server, the gaming 
machine, a further gaming machine, a handheld device, and a 
routing device. 

18. The system of claim 16, wherein the data processing 
device is selected from the group consisting of the gaming 
machine, a further gaming machine, a handheld device, and a 
routing device. 


