»UK Patent  .,GB

2994969

(13)B

(45)Date of B Publication 20.04.2022

(54) Titie of the Invention: Fleet management system for portable maintenance tools

(51) INT CL: GO6F 8/60 (2018.01)
HO4L 67/12 (2022.01)

GO5B 19/02 (2006.01)

G06Q 10/06 (2012.01) HO04L 67/06 (2022.01)

(21) Application No: 1710029.8
(22) Date of Filing: 22.06.2017
(30) Priority Data:

(31) US15214632 (32) 20.07.2016 (33) US

(60) Parent of Application No(s)
2202926.8 under section 15(9) of the Patents Act 1977

(43) Date of A Publication 18.04.2018

(56) Documents Cited:
EP 2026223 A2
JP 2004234056 A
US 20090138870 A1

WO 2017/085923 A1
US 6035423 A
US 20070118699 A1

(58) Field of Search:
As for published application 2554969 A viz:
INT CL GO5B, GO6F
Other: WPI, EPODOC
updated as appropriate

Additional Fields
INT CL G06Q, HO4L
Other: none

(72) Inventor(s):
Joseph D Fisher
Nicholas T Meyer
Todd M Toepke

(73) Proprietor(s):
Fisher-Rosemount Systems, Inc
Building #1, 1100 West Louis Henna Blvd,
Round Rock, Texas, 78681, United States of America

(74) Agent and/or Address for Service:
Forresters IP LLP
Rutland House, 148 Edmund Street, BIRMINGHAM,
B3 2JA, United Kingdom

g 696¥4959C 99



15

y/m
12 ”33\ 13f o

- 14

-
-

SN [ A\ N/ N
T 4

26 28 \

I 10A

FIG. 1



2/5

‘mowm.ﬂwﬁmﬁﬁﬁ.

198id
s301A8Q iﬂaﬁ 05t () HIOMIBN [00U0D )
SjgeMOd | |
mmmhmnngm N Nmm\& =
fopsodey U yonme 0l g 991~ m
ENTTY .
18307 Emﬁmmwmwm () HAoMIBN JRid
. uod 7oz :ﬂ%«lmom
o5t wiod ﬂ ﬂa\mww SSB30E ol A
ssea0€ | L ! - spomIaN L
RIOMIBN AR T cLl j 051 ZoL
i —_— =N Goneis 9ol
A 5931A3() JusiueBeuEy
gl owL-" 2igEMod 1884
euiysnpu |/
W,mi\// Omw\
G WIOMION SSaUIsnY w
0w e [
8z} 0ct 871 821 8)g JoWoIsny
e BIGYe)
Aoyisoday e
“ﬂmwﬂﬂu ..........
" 30IN0 FETIEE
P S spEsjumog cw .gam 18LHON fioysoday R. oLl
Jeion WAUeg
\ \ : : O] JoSTpug _M
SuiBISAg v6l !
SEUISNG g6l 96l c6i 061 » _
\ 661 AT
. {"038 ‘eimionssesuy] ‘swesAs 1)) pnojn jeuisixy Z Ol

142



3/5

—0G1

{) NIOMISN 1043U0D
A |
fioysods cek 9g1 - =
gw. uo 4 UDUEIS m
Mesor,  oueBeuyy 0 SHOMIN JUBId
s 1984 p ' \
» G
- \_mu L MMM mwwk $53008 ol HOoN ﬂwﬁm
88008 i -~ YIOMISN |
SHOMIIN > 87l Jyi i == =
X&\ sogensupy Tif ZWG sesineq uenels
1994 | oy m\\\ BIUELIO Mﬁmﬁmmmﬁmg 389}
[eLsnpUy |
081~
NWT/
(

ﬂ uolenpoid

Aicusoday
RGOS
=" BBINOG.,

UoSIoy
UOIINPOId

!
e

swsisAg
sssuIsng

\ 661~

FLi

HIOMIBN SSeuisng

1BpESIUMOG
MEIOT

]
o961

T T

ST JowIOISNY

UBHEIS

i8piosq
WBOY

el

FBLHON

7
i

s

("238 ‘enionJisesu] ‘swielshs L) phoin jeuieixg

o

Aiousodey
O] Jesh-pus

06l A __m

\
il

EUEYE]

FQS

€ Olid



415

External Cloud (IT systems, Infrastructure, etc.)

S 11\2 - 194 199 \

i {

%I ¥ 1?{) L Content 1?6 Business

\ = end-user Info| | Notifier Decider Content Systems
Repository Downloadesr

\’T /ﬁ —-Source  /
O Content /
N / Repository

201 /
. - 203 108

R ™
110 ; ; | Fleet Management /
NN el T g o
o istrator, g s
S . -
External L
Customer Eﬂ |
Site ; a
E :
e . . s . o s s o o . s . .t e
128 130 128 !
%ﬁ 118 !
: i
Business Network Q} g
I
180 \”‘42 i
/ industrial i
o Portable 140 118 g
Devices DMZ iaq |
3 L |
A Network %148 §
Network E:Tel o1 - . i
=" 30C8S5S 147 point [F=55 ). g
] | point .......,...,_.,.,T...,.,..,.,..,.,..,.,.,E,...,......J
{ Plant Network {0 =1 ;
] LS |z L0
164 wr’iﬁﬁ 199 k«;g@ ;
{ Control Network () industrial

L portable
Devices

FIG. 4 190



5/5

& 'Old

sweishg abeue)y

swajsAg aepdn
SWILSAS AW

|B907 W04 Hodxg
007 0} Joduwi|
[E007] MBIA
FOVHOLS Vo0

O
odpo
ws}! sl X8l
[ s @ G ¥l oossossL
wiall sl o0
ﬁ oﬁ&om%@ w 7 X8Il 00¥¥00Y.L -
ol W3l SIU} /€N G
c X3l
-4 gxal] 17100100L
([ Walsiul ] 25e
| }ebio4 J ZXall l¥#100100L -
4 N\ Py _
way siup
| 10610y O | Xal] 2Z1001001 R __
A NVYNTOIN A #VN3S 70
805 A 0G
905 N SHUN 1Y MOYS
swa)sAg abeue U
Log A 1shg W Of

suoiedl|ddy Joy doys
saepdn Joi %o8yn
S3JIAY3S ANO1O

A 20 UYOT _mEGI@

RO~

000G \a



Intellectual
Property
Office

Application No. GB1710029.8 RTM Date :21 December 2017

The following terms are registered trade marks and should be read as such wherever
they occur in this document:

IEEE
Wi-Fi

Intellectual Property Office is an operating name of the Patent Office www.gov.uk /ipo



17 01 22

FLEET MANAGEMENT SYSTEM FOR PORTABLE MAINTENANCE TOOLS

[0001] The present disclosure relates generally to a portable field maintenance tools, and in

particular, to a system for managing a fleet of a portable field maintenance tools.

[0002] Process control systems, like those used in chemical and petroleum processes, typically
include one or more process controllers communicatively coupled to at least one host or operator
workstation and to one or more field devices via analog, digital, or combined analog/digital

communication links.

[0003] A process controller (sometimes referred to as a “controller”), which is typically located
within the plant or other industrial environment, receives signals (sometimes referred to as “control
inputs”) indicative of process measurements and uses the information carried by these signals to
implement control routines that cause the controller to generate control signals (sometimes referred to
as “control outputs”) based on the control inputs and the internal logic of the control routines. The
controllers send the generated control signals over buses or other communication links to control
operation of field devices. In some instances, the controllers may coordinate with control routines
implemented by smart field devices, such as Highway Addressable Remote Transmitter (HART®),
WirelessHART®, and FOUNDATION® Fieldbus (sometimes just called “Fieldbus”) field devices.
Moreover, in many cases, there may be plant or other industrial equipment that operates in the plant
or other industrial setting to perform some function that is not under direct control of the process
controller, such as vibration detection equipment, rotating equipment, electrical power generating

equipment, etc.

[0004] The field devices that are typically associated with controller, which may be, for example,
valves, valve positioners, switches, and transmitters (e.g., including temperature, pressure, level, or
flow rate sensors), are located within the plant environment and generally perform physical or process
control functions. For example, a valve may open or close in response to a control output received
from a controller, or may transmit to a controller a measurement of a process parameter so that the
controller can utilize the measurement as a control input. Smart field devices, such as field devices
conforming to the Fieldbus protocol, may also perform control calculations, alarming functions, and
other control functions commonly implemented within a process controller. Field devices may be
configured to communicate with controllers and/or other field devices according to various
communication protocols. For example, a plant may include traditional analog 4-20 mA field devices,
HART® field devices, Fieldbus field devices, and/or other types of field devices.

[0005] Traditional analog 4-20 mA field devices communicate with a controller via a two-wire
communication link (sometimes called a “loop” or “current loop”) configured to carry a 4-20 mA DC
signal indicative of a measurement or control command. For example, a level transmitter may sense
a tank level and transmit via the loop a current signal corresponding to that measurement (e.g., a 4
mA signal for 0% full, a 12 mA signal for 50% full, and a 20 mA signal for 100% full). The controller
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receives the current signal, determines the tank level measurement based on the current signal, and
takes some action based on the tank level measurement (e.g., opening or closing an inlet valve).
Analog 4-20 mA field devices typically come in two varieties including four-wire field devices and two-
wire field devices. A four-wire field device typically relies on a first set of wires (i.e., the loop) for
communication, and a second set of wires for power. A two-wire field device relies on the loop for
both communication and power. These two-wire field devices may be called “loop powered” field

devices.

[0006] Process plants often implement traditional 4-20 mA systems due to the simplicity and
effectiveness of the design. Unfortunately, traditional 4-20 mA current loops only transmit one
process signal at a time. Thus, a set-up including a control valve and a flow transmitter on a pipe
carrying material may require three separate current loops: one for carrying a 4-20 mA signal
indicative of a control command for the valve (e.g., to move the valve to 60% open); a second for
carrying a 4-20 mA signal indicative of the valve’s actual position (e.g., so that the controller knows
the degree to which the valve has responded to control commands); and a third for carrying a 4-20
mA signal indicative of a measured flow. As a result, a traditional 4-20 mA set-up in a plant having a
large number of field devices may require extensive wiring, which can be costly and can lead to

complexity when setting up and maintaining the communication system.

[0007] More recently, the process control industry has moved to implement digital communications
within the process control environment. For example, the HART® protocol uses the loop DC
magnitude to send and receive analog signals, but also superimposes an AC digital carrier signal on
the DC signal to enable two-way field communications with smart field instruments. As another
example, the Fieldbus protocol provides all-digital communications on a two-wire bus (sometimes
called a "segment” or “Fieldbus segment”). This two-wire Fieldbus segment can be coupled to
multiple field devices to provide power to the multiple field devices (via a DC voltage available on the
segment) and to enable communication by the field devices (via an AC digital communication signal
superimposed on the DC power supply voltage). Generally speaking, because the connected field
devices use the same segment for communication and are connected in parallel, only one field device
can transmit a message at any given time over the segment. Accordingly, communication on a
segment is coordinated by a device designated as a link active scheduler (LAS). The LAS is
responsible for passing a token between field devices connected to the segment. Only the device

with the token may communicate over the segment at a particular time.

[0008] These digital communication protocols generally enable more field devices to be connected
to a particular communication link, support more and faster communications between the field devices
and the controller, and/or allow field devices to send more and different types of information (such as
information pertaining to the status and configuration of the field device itself) to the process controller
and other devices in or connected to the control network. Furthermore, these standard digital
protocols enable field devices made by different manufacturers to be used together within the same

process control network.
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[0009] Regardless of the communication protocol utilized, field devices may require on-site setup,
configuration, testing, and maintenance. For example, before a field device can be installed at a
particular location at a process control plant, the field device may need to be programmed and may
then need to be tested before and after the field device is installed. Field devices that are already
installed may also need to be regularly checked for maintenance reasons or, for example, when a
fault is detected and the field device needs to be diagnosed for service or repair. Generally speaking,
configuration and testing of field devices are performed on location using a handheld maintenance
tool, such as a portable testing device ("PTD"). Because many field devices are installed in remote,
hard-to-reach locations, it is more convenient for a user to test the installed devices in such remote
locations using a PTD rather than using a full configuration and testing device, which can be heavy,
bulky, and non-portable, generally requiring the installed field device to be transported to the site of

the diagnostic device.

[0010] When a user, such as a service technician, performs maintenance testing and/or
communications with a field device, the PTD is typically communicatively connected to a
communication link (e.g., a current loop or Fieldbus segment) or directly to a field device (e.g., via
communication terminals of the field device). The PTD initially attempts to communicate with the field
device, such as by sending and/or receiving digital communication signals along the loop or segment
using the communication protocol supported by the field device. If the current loop or segment is in
proper operating condition, the communications signals may be sent and/or received without problem.
However, if the loop, segment, or field device contains an electrical fault, such as a short or a break,
communications may be impeded, and it may be necessary to diagnose the loop, segment, and/or
field device to identify the fault.

[0011] When such a fault is identified, a technician might need to use a variety of other tools to test
the field device and/or communication link. For example, the technician may need to use a portable
power supply to power an isolated field device. The technician may need to power an isolated field
device, for example, when the field device loses power due to a plant-wide power outage or due to an
issue with a local power supply. As another example, the technician may simply need to take a field
device offline for troubleshooting in order to avoid negatively effecting other field devices and the rest
of the process control system. The technician may also need to carry a multi-meter to measure the
current, voltage, resistance, impedance, etc. available on a segment or loop, etc. Each of these tools
can take up a fair amount of space, and may be inconvenient for a technician to carry in the field. To
address this problem with carrying multiple tools, manufacturers have developed PTDs that include a
power supply for providing power to a HART loop. Unfortunately, these powered PTDs are typically
incapable of providing power to Fieldbus field devices. Further, typical portable power supplies and
powered PTDs often fail to comply with Intrinsic Safety (I1S) standards, and thus cannot be safely used
in hazardous areas (e.g., environments or atmospheres that are potentially explosive due to the

presence of explosive gas or dust).

[0012] Still further, if a field device is located in a hazardous area, the technician may need to verify

that each of his or her tools operates in an intrinsically safe manner. Thus, when in a hazardous area,
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a technician’s tools may need to comply with IS standards to ensure safe operation. Generally
speaking, IS standards impose restrictions on electrical equipment and wiring in hazardous
environments to ensure that the electrical equipment and wiring does not ignite an explosion. To
comply with IS standards, electrical equipment generally needs to be designed with two core concepts
in mind: energy limitation and fault tolerance. In any event, the requirement for IS compliance in
some uses has led to the development of another set of field maintenance tools that may work with

one of the field device protocols mentioned above, or others, but that is also IS compliant.

[0013] Likewise, as mentioned above, most process plants and other industrial settings (such as oil
well drilling platforms, pumping stations, etc.) include other industrial equipment, such as rotating
equipment, power generating or conversion equipment, vibration analyzer equipment, etc. that needs
to be set up, configured, and maintained within the plant or industrial setting. A still further set of field
maintenance tools may be needed to support this equipment, including configuring the equipment,

testing the equipment, etc.

[0014] As a result, there are a host of various different types and brands of field maintenance tools
that may be available for use in a process plant, in different sections of a plant, or in other industrial
settings. Thus, to support the needs of maintaining and configuring the various different devices and
loops within a plant or other industrial setting, a plant manager may purchase and store a plurality of
(referred to also as a fleet of) portable maintenance tools to be used by plant or maintenance
personnel. In some cases, these devices may be shared or checked-out by various different
maintenance and other plant personnel at different times to be used as needed. In other cases, these
portable devices may be assigned to persons, groups, etc. for use as needed. In any event, as these
portable devices are becoming more sophisticated, they require more and more maintenance and
support including, for example, more software upgrades, the provision of security features, such as
the use and management of password protection features, etc. The maintenance and management
of these portable devices can quickly become unwieldy and difficult because of the various number of
portable devices that may be used within a plant, because the portable devices within a plant may be
different types of devices or different brands of devices, because the portable devices may have
different features which need different types of support, etc. Moreover, any particular portable device
may be in use at any particular time, and thus may not be available for a support upgrade when such
an upgrade is being performed, leading to the possibility of a particular portable device not being

upgraded or receiving the latest software and firmware features.

SUMMARY

[0015] A fleet management system provides and implements an organized and automatic or semi-
automatic methodology of managing a plurality of assets in a plant or other industrial setting, such as
portable maintenance devices, stationary devices, etc., to assure that each of the assets receives or

implements the content that it is supposed to have and is upgraded at the appropriate time to include
new content, features, etc., while enabling a fleet administrator the ability to control the content that is

provided to each of the portable or stationary assets in the fleet. Generally speaking, the fleet

4
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management system includes a centralized or common server system, such as an external cloud
based server system or a server system disposed within a plant environment, that includes one or
more memories for storing various information related to the fleet of portable or stationary devices
including, for example, device identifications, device descriptions (model, serial number, etc.); end
user names and privileges for the users of the fleet(s) of devices; current content of the devices, etc.
The fleet management system also includes a content downloader module that obtains and stores
content (such as software and firmware upgrades, additional features, applications, drivers, etc.) for
delivery to and execution in the various ones of the fleet(s) of devices, a content decider module that
analyzes when and if various members or units within the fleet of devices needs or should be
provided additional or new content, and a notification system that notifies users of the devices or fleet
managers that manage the devices of the need to upgrade or provide new content to the devices.
The system may also include one or more fleet management stations disposed in or on various
networks within a process plant or even in a cloud or offsite location to obtain notifications and content
from the centralized system and provide that content to various ones of the portable or stationary
devices within the plant via one or more network access points (such as wireless network access
points) in the plant networks. The system may further include various portable devices, such as
portable handheld units, that include wireless interfaces that wirelessly access the plant networks
within the plant via one or more wireless network access points to receive content from the fleet
management stations when appropriate.

[0016] As part of this fleet management system, the centralized server system may store and track
the current configuration of each of the portable or stationary devices within the fleet of devices at all
times. The centralized system may also download or obtain upgrades, software revisions, new
features or functionality, or other new content from a software vendor, a manufacturer of the various
portable or stationary devices within the one or more fleets of devices, business systems that
purchase or acquire the new content, etc., as well as obtaining indications from the fleet management
stations indicating which devices should receive which content. Thereafter, the centralized system
may provide the appropriate new content to the various portable and/or stationary devices as
configured or scheduled by the content decider by providing this content to the fleet management
stations within the various networks of the plant or other industrial setting. As part of this process, the
content decider may provide an authorization, such as a code or password, to the fleet management
station to enable the downloading and use of new content on a particular portable or stationary device
to assure that only that particular portable or stationary device gets the authorized content. When a
portable or stationary device connects to the plant network and thus to one of the fleet management
stations, the fleet management station may download the new or upgraded content to the device via a
network access point, and may configure the device with the new content as appropriate. The
portable or stationary device may acknowledge implementation of the new content to the fleet
management station, which may notify the centralized server system of the successful upgrade or
download of the new content. The centralized system may then mark the upgraded portable or
stationary device as having the new content so that the centralized system stores the current

configuration and state of each of the portable and stationary devices at all times.
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[0017] Moreover, a user or fleet manager may use the fleet management stations to configure or
instruct the centralized system to configure or specify which portable and/or stationary devices should
have what content, (i.e., which devices are to have which upgraded features or upgraded software
and firmware). This feature enables the devices within the fleet to be configured separately and
differently, while still tracking which devices have which features and content in a manner that makes
the configuration of the portable or stationary devices easy to manage. Moreover, the fleet
management system may enable a fleet manager to restrict the use of certain portable and/or
stationary devices within the fleet of devices to certain users, to certain areas of the plant or other
industrial setting, to support certain types of plant or industrial equipment, devices, etc.

[0018] An aspect of the present invention provides a system for managing a plurality of industrial
portable devices, comprising: a portable device content information repository that stores indications
of the current content within each of the plurality of industrial portable devices; a content repository
that stores content to be stored in and executed by various ones of the industrial portable devices; a
fleet management station communicatively connected to the content repository via a secured
communication connection to receive content for various ones of the plurality of industrial portable
devices and communicatively connected to the portable device content information repository to
provide information to the portable device content information repository about the current content
within one or more of the industrial portable devices, wherein the fleet management station includes a
configuration module that executes on a processor to enable a user at the fleet management station
to provide the portable device configuration information and to send the portable device configuration
information to the portable device content information repository, and wherein the configuration
module enables a user at the fleet management station to provide portable device configuration
information in the form of indications of one or more of: (i) authorized users of one or more of the
industrial portable devices, (ii) authorized uses to which one or more of the industrial portable devices
is limited, or (iii} security procedures to implement for use of one or more of the industrial portable
devices; and a content manager, coupled to the portable device content information repository and to
the content repository, that executes via a computer processor to determine, based on the indications
of the current content within one or more of the plurality of industrial portable devices and based on
the available content in the content repository, content to be provided to one or more of the industrial
portable devices, and that executes to provide a notification of the determined content to the fleet
management station, wherein the fleet management station is further configured to provide the
determined content to one or more of the industrial portable devices and the content includes a field
device driver and/or content which enables the or each industrial portable device to control or modify
or cause to be modified an aspect of the operation of a process control system and/or one or more

field devices with which the or each industrial portable device is configured to communicate.

[0019] The content repository stores content may include one or more of software applications,

user assistance information, technical support information, and firmware features.
[0020] The content repository stores content may comprise versions of software applications.

[0021] The content repository stores content may comprise upgrades of software applications.
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[0022] The system for managing a plurality of industrial portable devices may further comprise a
notification unit communicatively coupled to the content manager and to the fleet management
station, wherein the notification unit may send, via an electronic communication, a notification to the
fleet management station when the content manager determines that new content is available for one

of the plurality of industrial portable devices.

[0023] The content manager may be communicatively coupled to a business computer to receive
an indication of an acquisition of new content via a purchase or license and wherein the content
manager may execute via a computer processor to determine, based on the indications of the current
content within one or more of the plurality of industrial portable devices and based on the indication of
an acquisition of new content, whether the new content is to be provided to one or more of the

industrial portable devices.

[0024] The portable device content information repository may store portable device configuration
information and wherein the content manager may execute via a computer processor to determine
based on the indications of the current content within one or more of the plurality of industrial portable
devices and based on the portable device configuration information whether content is to be provided

to one or more of the industrial portable devices.

[0025] The configuration module may enable a user at the fleet management station to provide the

portable device configuration information via one or more stored configuration forms.

[0026] The configuration module may enable a user at the fleet management station to provide the
portable device configuration information for multiple ones of the plurality of industrial portable devices

via a single configuration form.

[0027] The configuration module may enable a user at the fleet management station to provide the
portable device configuration information for groups of the plurality of industrial portable device using

a common configuration form.

[0028] The configuration module may enable a user at the fleet management station to provide
portable device configuration information in the form of indications of one or more levels of
configurations to be associated with an industrial portable device, each level of configuration having

different configuration parameters.

[0029] The portable device content information repository, the content repository, and the content
manager may be located in a first communication network and the fleet management station may be
located in a second communication network coupled to the first communication network via a secured

communication link.

[0030] The secured communication link may include a firewall device that enables secured
communications between the fleet management station and the content repository.

[0031] The content manager may be located in a first communication network and the fleet
management station may be located in a second communication network coupled to the first

communication network via a secured communication link.
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[0032] The content manager and the content repository may be located in a first communication
network and the fleet management station may be located in a second communication network
coupled to the first communication network via a secured communication link, and may further include
a secondary content repository located in the second communication network and coupled to the fleet
management station, wherein the fleet management station may download new content from the
content repository in the first communication network to the secondary content repository, and the
secondary content repository may download the new content to one or more of the industrial portable

devices.

[0033] The system for managing a plurality of industrial portable devices may further include a
wireless communication access point on the second communication network, and wherein the one or
more of the industrial portable devices may connect to the secondary content repository via the

wireless access point on the second communication network to download new content.

[0034] The fleet management station may receive an authorization from the content manager to
download particular content to a particular industrial portable device and may only download the

content to the particular industrial portable device using the authorization.

[0035] The fleet of industrial portable devices may be in a first industrial location and the fleet
management station may be located in a second remote location from the industrial location and
wherein the fleet of industrial portable device may communicatively connect with the fleet
management station via an external public communication network.

[0036] The content repository may receive and may store configuration information for one or more

of the industrial portable devices.

[0037] The content manager may provide the stored configuration information within the content

repository to one or more of the industrial portable devices as new content.

[0038] Another aspect provides a method of managing content that is provided on a plurality of
industrial devices in a distributed manner, comprising: storing indications of the current content within
each of the plurality of industrial devices in a device content information repository at a first location;
storing content to be stored in and executed by different ones of the industrial devices in a content
repository at the first location; determining, via a processor at the first location, indications of content
to be provided to one or more of the industrial devices for use at a second location remote from the
first location based on the indications of the current content within one or more of the plurality of
industrial devices and based on the available content in the content repository; using the determined
indications of content to be provided to one or more of the industrial devices to send content from the
content repository at the first location to a fleet management station via a secure communication
connection, the content to be provided to one or more of the plurality of industrial devices at the
second location; enabling a user at the second location to provide the device configuration information
electronically in the form of indications of authorized users of one or more of the industrial devices,
indications of authorized uses to which one or more of the industrial devices is limited, indications of

security procedures to implement for use of one or more of the industrial devices, or indications of one
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or more levels of configurations to be associated with an industrial device, each level of configuration
having different configuration parameters; and providing the content from the fleet management
station to the one or more of the plurality of industrial devices at the second location, wherein the
content includes a field device driver and/or content which enables the one or more of the plurality of
industrial devices to control or modify or cause to be modified an aspect of the operation of a process
control system and/or one or more field devices with which the or each industrial device is configured

to communicate.

[0039] Storing content in a content repository at the first location may include storing one or more
of software applications, user assistance information, technical support information, and firmware

features.

[0040] Storing content in a content repository at the first location may include storing upgrades of
software applications.

[0041] The method may further comprise generating a notification to the fleet management station
and sending the notification to the fleet management station via an electronic communication when

new content is determined to be available for one of the plurality of industrial devices.

[0042] The method may further include receiving an indication of an acquisition of new content via
a purchase or license at the first location and determining indications of content to be provided to one

or more of the industrial devices based on the acquisition of new content.

[0043] The method may further include storing device configuration information at the first location
and wherein determining indications of content to be provided to one or more of the industrial devices
includes determining indications of content to be provided to one or more of the industrial devices

based on the device configuration information.

[0044] The method may further include enabling a user to specify the device configuration
information at the second location and to send the device configuration information to the first location

for storage.

[0045] The method may further include enabling a user at the second location to provide the device

configuration information electronically via one or more configuration forms.

[0046] The method may further include storing the content provided from the content repository in a
secondary content repository located at the second location and downloading the content from the

secondary content repository to one or more of the industrial devices.

[0047] The method may further include downloading the content from the secondary content

repository to one or more of the industrial devices via a wireless communication connection.

[0048] The method may further include providing an authorization from the first location to the
second location when downloading content for a particular industrial device and downloading the

content to the particular industrial device at the second location using the authorization.
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[0049] Sending content from the content repository at the first location to a fleet management
station disposed within a network at the second location via a secure communication connection may
comprise storing the content on a portable storage medium at the first location, physically transporting
the portable storage medium to the second location, and providing the content from the portable

storage medium to the fleet management station at the second location.

[0050] Storing indications of the current content within each of the plurality of industrial devices in
the device content information repository at a first location may include sending indications of the
current content within each of the plurality of the industrial devices from the second location to the first
location.

[0051] Another aspect provides a portable device fleet management system, comprising: a plurality
of portable devices for use in a plant, each of the portable devices including a wireless communication
interface; a portable device content information repository that stores indications of the current content
within each of the plurality of portable devices; a content repository that stores content to be stored in
and executed by various ones of the portable devices; a fleet management station communicatively
connected to the content repository via a secure communication connection to receive content for
various ones of the plurality of portable devices and communicatively connected to the portable
device content information repository to provide information to the portable device content information
repository about the current content within one or more of the portable devices, wherein the fleet
management station includes a configuration module that executes on a processor to enable a user at
the fleet management station to provide the portable device configuration information and to send the
portable device configuration information to the portable device content information repository, and
wherein the configuration module enables a user at the fleet management station to provide portable
device configuration information in the form of indications of one or more of: (i) authorized users of
one or more of the industrial portable devices, (ii) authorized uses to which one or more of the
industrial portable devices is limited, or (iii} security procedures to implement for use of one or more of
the industrial portable devices; a content manager, coupled to the portable device content information
repository and to the content repository, that executes via a computer processor to determine, based
on the indications of the current content within one or more of the plurality of portable devices and
based on the available content in the content repository, content to be provided to one or more of the
portable devices, and that executes to provide a notification of the determined content to the fleet
management station; and a wireless network access point communicatively disposed between the
fleet management station and one or more of the plurality of portable devices that enables
communication of new content from the fleet management station to the one or more of the plurality of
portable devices, wherein the new content includes a field device driver and/or content which enables
the or each portable device to control or modify or cause to be modified an aspect of the operation of
a process control system and/or one or more field devices with which the or each portable device is

configured to communicate.

[0052] The content repository may store content including one or more of software applications,

user assistance information, technical support information, and firmware features.
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[0053] The portable device fleet management may further comprise a notification unit
communicatively coupled to the content manager and to the fleet management station, wherein the
notification unit sends, via an electronic communication, a notification to the fleet management station
when the content manager determines that new content is available for one of the plurality of portable

devices.

[0054] The content manager may communicatively coupled to a business computer to receive an
indication of an acquisition of new content via a purchase or license and wherein the content manager
executes via a computer processor to determine, based on the indications of the current content
within one or more of the plurality of portable devices and based on the indication of an acquisition of

new content, whether the new content is to be provided to one or more of the portable devices.

[0055] The portable device content information repository may stores portable device configuration
information and wherein the content manager may execute via a computer processor to determine
based on the indications of the current content within one or more of the plurality of portable devices
and based on the portable device configuration information whether content is to be provided to one

or more of the portable devices.

[0056] The fleet management station may include a configuration module to enable a user at the
fleet management station to provide the portable device configuration information and to send the

portable device configuration information to the portable device content information repository.

[0057] The portable device content information repository, the content repository, and the content
manager may be located in a first communication network and the fleet management station may be
located in a second communication network coupled to the first communication network via a secured

communication link.

[0058] The content manager and the content repository may be located in a first communication
network and the fleet management station may be located in a second communication network
coupled to the first communication network via a secured communication link, and may further include
a secondary content repository located in the second communication network and coupled to the fleet
management station, wherein the fleet management station may download new content from the
content repository in the first communication network to the secondary content repository, and the
secondary content repository may download the new content to one or more of the industrial portable

devices.

[0059] The content repository may receive and may store configuration information for one or more

of the portable devices.

[0060] The content manager may cause the stored configuration information within the content
repository to be provided to one or more of the portable devices as new content.

[0061] Embodiments are described, by way of example only, with reference to the accompanying

drawings, in which:
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[0062] Fig. 1 is a block diagram of a control system within a process plant that may include use of

industrial portable devices to be managed by a fleet management system.

[0063] Fig. 2 is a block diagram of a fleet management system integrated within a process plant or
other industrial environment in a distributed manner using a directly connected external fleet

management server network.

[0064] Fig. 3 is a block diagram of a fleet management system integrated within a process plant or
other industrial environment in a distributed manner using an indirectly connected external fleet

management server network.

[0065] Fig. 4 is a block diagram of a fleet management system integrated within a process plant or
other industrial environment in a distributed manner using a fleet management server connected to

other fleet management components in an external network.

[0066] Fig. 5 is a depiction of an example screen display that may be produced by a fleet
management server to enable a fleet manager to manage particular devices within a fleet of devices.

[0067] Fig. 1is a block and schematic diagram of an example process control network 10 of a
process or plant control system, where the one or more handheld or portable tools, such as portable
maintenance tools, may be utilized to install, configure, service, repair, diagnose, and otherwise
support process control field devices, control loops, and other types of control devices within the plant.
The process control network 10 is illustrated in Fig. 1 as including a first plant control network utilizing
a wired communication network or link 10A with a process controller 11 connected to a data historian
12 and to one or more host workstations or computers 13 (which may be any type of personal
computers, workstations, etc.), each having a display screen 14 as well as to various other
input/output devices (not shown). The process control network 10 may include one or more sub-
networks including a plurality of field devices illustrated in Fig. 1 as field devices 15-22, which may by

any types of field devices used to control a plant or processes in a plant.

[0068] As illustrated in Fig. 1, the controller 11 is connected to the field devices 15-22 via
input/output (I/0) cards 26 and 28 which may implement any desired process control communication
protocol, such as one or more of the HART, Fieldbus, CAN, Profibus, etc., protocols. Moreover, the
data historian 12 may be any desired type of data collection and storage unit having any desired type
of memory and any desired or known software, hardware or firmware for storing data. The controller
11 is, in Fig. 1, communicatively connected to the field devices 15-22 to perform control of the field
devices 15-22 and therefore control of the plant. Generally, the field devices 15-22 may be any types
of devices, such as sensors, valves, transmitters, positioners, etc., while the 1/0 cards 26 and 28 may
be any types of I/O devices conforming to any desired communication or controller protocol. For
example, the field devices 15-22 and/or /O cards 26 and 28 may be configured according to the
HART protocol or to the Fieldbus protocol. The controller 11 includes a processor 23 that implements
or oversees one or more process control routines (or any module, block, or sub-routine thereof) stored

in a memory 24. Generally speaking, the controller 11 communicates with the devices 15-22, the host
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computers 13, and the data historian 12 to control a process in any desired manner. Moreover, the
controller 11 implements a control strategy or scheme using what are commonly referred to as
function blocks (not shown), wherein each function block is an object or other part (e.g., a subroutine)
of an overall control routine that operates in conjunction with other function blocks (via
communications called links) to implement process control loops within the process control system 10.
Function blocks typically perform one of an input function, such as that associated with a transmitter,
a sensor or other process parameter measurement device, a control function, such as that associated
with a control routine that performs PID, fuzzy logic, etc. control, or an output function that controls the
operation of some device, such as a valve, to perform some physical function within the process
control system 10. Of course, hybrid and other types of function blocks exist and may be utilized.

The function blocks may be stored in and executed by the controller 11 or other devices.

[0069] Moreover, one or more portable or handheld tools 100, which may be field device
maintenance tools, multi-meters, portable loop power supplies, field device configuration tools, etc.,
may be intermittently communicatively connected to one or more of the field devices 15-22 and/or to
one or more of the buses or communication lines to which the field devices 15-22 are connected (e.g.,
a HART loop, a Fieldbus segment, etc.), with such connections being illustrated with dotted lines in
Fig. 1. Such network connections may include the hardwired lines connecting one or more of the field
devices 15-22 to the I/O cards 26 and 28, for example. Alternatively, the tools 100 may be
communicatively connected directly to ones of the field devices 15-22 (e.g., via communication
terminals present on the field devices 15-22). In some cases, the tools 100 may provide power to the
field device 15-22 or to the wire loop to which it is connected. Moreover, the tools 100 may enable a
user to communicate with, configure, perform maintenance activities on, and/or diagnose one or more
of the field devices 15-22 when these field devices are installed in the plant. In still other cases, the
tools 100 may include wireless interfaces that may be used to connect wirelessly to one or more of
the field devices 15-22, such as a Bluetooth interface, a Wi-Fi interface, or a wireless process control
protocol interface or connection, such as those that use the WirelessHART protocol. The portable
maintenance tools 100 described herein are generally described for configuring, supporting, and
maintaining field devices and are thus shown as field device communicators which may be used to,
for example, support process measurement devices, such as pressure, temperature, level, flow
analytical sensor, flow meters, valve positioners, etc. However, the tools 100 could be used to
support, connect to, maintain, communicate with, or otherwise be used with other types of devices
including, for example, rotating equipment, vibration detection and analysis equipment, power
generating equipment, switches, motors, pumps, compressors, drives, mechanical vessels, such as
tanks, pipes, etc., electrical power distribution devices, switch gear, motor control centers any other
stand-alone equipment (e.g., equipment not communicatively connected to a process controller, for
example), or any other types of industrial equipment. In these cases, the tools 100 could have
various different types of communication and electrical generation and detection hardware (e.g.,
voltage, current, impedance, etc. generation and detection equipment) to perform maintenance on,

configuration of, and/or communication with these other types of industrial equipment.
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[0070] Fig. 2 illustrates an expanded plant network and communication system 110 in which a fleet
management system 112 may be used to manage one or more fleets of portable devices (such as the
portable devices 100 of Fig. 1), or in some cases stationary devices, associated with or used in a
plant environment or other industrial setting. The plant network and communication system 110 (or
other industrial setting or environment) includes or is connected to an external server network 114
which may be located at an external (to the plant) site, such as in the cloud. The plant network and
communication system 110 additionally includes a set of interconnected communication networks at
the plant site (or at multiple plant sites or locations). In particular, the plant networks illustrated in Fig.
2 include a top level or business network 116, a plant administrative network 118, and a plant device
network 120 which is connected to one or more control networks 122 (only one of which is illustrated
in Fig. 2). As will be understood, the plant network 120 and the control network 122 may be the
network 10 and sub-networks connected thereto for supporting the field devices 15-22 illustrated in
Fig. 1.

[0071] As illustrated in Fig. 2, the business network 116 includes a set of business computers or
workstations 128 which may implement business, accounting, planning, etc. applications, and this
network 116 is connected to the external server system or network 114 via a firewall device 130.
Likewise, the business network 116 is connected to the administrative network 118 and to the plant
network 120 via a DMZ device or system 140 which acts as a network-to-network intermediary.
Generally speaking the business network 116 includes several workstations 128 connected to a
communication link 142 consistent with any suitable communication standard such as the IEEE 802.3
Ethernet standard, for example. As is typical, the workstations 128 share an operating system having
networking capabilities such as, for example, Windows™ manufactured by the Microsoft Corporation.
Users in various organizational roles operate the workstations 128 to carry out day-to-day activities
within the plant, such as that of a plant operator, business systems that manage the plant, etc. For
example, the plant operator may employ engineers, accountants, marketing staff, and other
personnel. Users who operate the workstations 128 may have a certain set of permissions that
typically do not permit these users to access the process plant network 120 or the process control
network 122. On the other hand, these users have a mostly unrestricted access to hosts on the
Internet and, as a result, a relatively high risk of exposure to viruses, malware, hijacking attempts, and

other cyber threats.

[0072] Likewise, the administrative network 118 includes various computers or workstations
connected via a communication link 144 consistent with any suitable communication standard such as
the IEEE 802.3 Ethernet standard, for example. One or more of the workstations, illustrated as a
workstation 146 in Fig. 2, operates as a fleet management station which includes or is connected to a
local content repository 147 which stores local content for various of the portable devices in the plant.
Likewise, the administrative network 118 may include one or more network access points 148 which
may be wireless access points that enable one or more portable devices 150 (each having a wireless
interface) to connect to the network 118 in a wireless manner, and thus to connect to the fleet

management station 146 to upload and download content, as will be described in more detail herein.
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[0073] In a similar manner, the plant network 120, which may be the network 10A of Fig. 1,
includes various computers or workstations 160, data historians 162, etc. which are examples of
stationary assets or devices connected via a communication link 164 consistent with any suitable
communication standard such as the IEEE 802.3 Ethernet protocol, for example. The network 120 is
connected via an access point 166, which may be a firewall or a control device, for example, to the
process control network 122, Generally speaking, the workstations 160 may be operator workstations
that enable process or control operators to view and control ongoing operations of the devices in the
process control network 122 (such as controllers, field devices, etc.) to perform plant or on-line control
operations. These workstations may include and execute various different applications that enable
personnel such as operators and maintenance personnel to perform various analyses on control
assets, such as field devices, and on other types of assets, such as rotating equipment, vibration
equipment, power generation equipment, etc. As illustrated in Fig. 2, one or more of the workstations,
illustrated as a workstation 168, operates as a fleet management station which includes or is
connected to a local content repository 170 that stores local content for various ones of portable
devices 180 in the plant. If desired, the fleet management station 168 may operate to manage and
the local content repository 170 may store local content for various ones of the stationary devices as
well or instead. Likewise, the plant network 120 may include one or more network access points 172
which may be wireless access points that enable one or more of the portable devices 180 (each
having a wireless communication interface) to connect to the network 120 and thus to the fleet
management station 168 to upload and download content, as will be described in more detail herein.
The portable devices 150 and 180 may include multiple devices of the same type (e.g., field
communicators, oscilloscopes, ammeters, etc.) and may include devices of different types as well as

devices made by different manufacturers or devices having different capabilities.

[0074] As will be understood, the control network 122 may include various control devices and sub-
networks, such as controllers, input/output (I/O) devices, and field devices connected via proprietary
or process control networks such as HART, FOUNDATION Fieldbus, Profibus, CAN, etc. networks,
and these sub-networks may use any desired process control protocol. Generally speaking, the
portable devices 150 and 180 may be used to perform maintenance, checkout, repair, testing,
calibration, and configuration activities on these devices and sub-networks. Likewise, the plant or
other industrial setting may include other types of devices, such as vibration analysis and monitoring
devices, rotating equipment, power generation equipment, etc. disposed therein that is not illustrated
in Fig. 2 but that may be serviced, maintained, installed, repaired, tested, calibrated, etc. using one or
more portable devices 150 and 180.

[0075] The DMZ layer or device 140 operates to separate the process control layers or networks
120 and 122 as well as the plant or industrial setting device networks, and the administrative network
118 from the internet or other external networks or public networks, such as the business LAN
network 116 and the external network 114. In the example communication system 110 of Fig. 2, the
plant LAN layer or business network 116 is connected to the internet or other public network via a
router/firewall 130, and the plant DMZ layer 140 is connected to the plant LAN layer or business
network 116 via a router/firewall as part of the DMZ 140.
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[0076] The plant DMZ 140 may include several servers such as an anti-virus server, a data server,
and a historian server. As is known, a DMZ layer 140 generally provides additional security to a local
or plant networks, such as the networks 118, 120, and 122, by limiting direct exposure to a larger
network such as the internet to only several hosts (i.e., the anti-virus server, data server and historian
server, a DNS server, a web server, etc.). It will be noted that the DMZ layer or device 140 in general
may be any intermediate network layer that improves the security of the systems 118, 120, and 122
by directing all incoming and outgoing internet traffic via one or several hosts that implement security

features to make the communications secured.

[0077] Moreover, the fleet management system 112 of Fig. 2 includes various components that
may be located in different ones of the networks of Fig. 2. In particular, the fleet management system
112 includes the portable devices 150 and 180 as used within the plant networks or other industrial
networks 118, 120, and 122, for example, the fleet management stations 146 and 168 and the
associated local content repositories 147 and 170, respectively, as well as various components in the
external or cloud based network 114 including an end-user repository 190, a notifier 192, a content
decider 194, and a content downloader 196 which generally operate together to determine the content
that needs to be downloaded to various ones of the portable devices 150 and 180. The fleet
management system 112 may also be connected to and receive information from one or more
business systems or computers 199 illustrated in this case as being in the external or cloud based
network 114. The business systems 199 may be used to purchase or acquire new content for one or
more of the portable devices 150 and 180, and may provide indications of such a purchase or license
to the fleet management system 112 in the form of license keys, codes, etc. Likewise, the various
firewall and DMZ devices 130 and 140 include programing or configurations associated with the fleet
management system 112 that enable secure communications between the fleet management stations
146 and 168 and the fleet management components in the external network 114. Still further, the
fleet management stations 146 and 168 include communications software that enable these devices
to navigate the DMZ and firewall devices 130 and 140 to communicate through these devices in a

secured manner to the external network 114.

[0078] More specifically, the industrial portable devices 150 and 180 may include field
communicators, calibrators, and other types of portable devices, that are used in industrial settings
such as industrial plants, process plants, oil wells, pumping stations, etc., to configure, troubleshoot,
calibrate, and perform other operations on field devices such as process measurement devices,
valves, positioners, etc. as well as other types of devices or assets used in industrial settings, such as
rotating equipment (turbines for example), power generation equipment, vibration analysis and
detection equipment, etc. Of course, different types and brands of industrial portable devices may be
manufactured by the same or different manufacturers, and various ones of the industrial portable
devices 150 and 180 may have different features and capabilities. For example, some of the
industrial portable devices 150 and 180 may be field communicators that communicate on one or
more of the various sub-networks 122 in the plant to communicate with field devices such as HART or
Fieldbus field devices. Some of the industrial portable devices 150 and 180 may be calibrators or

configurators that calibrate or configure devices in the plant, including field devices and other types of
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devices, such as rotating equipment, vibration analyzers, etc. Still further, some of the industrial
portable devices 150 and 180 may be or may include electrical testing functionality, such as
ammeters, voltmeters, resistance meters, impedance meters, or multi-meters used to test wiring and
other devices in the plant, such as power supplies. Likewise, some of the industrial portable devices
150 and 180 may be intrinsically safe and thus able to be used in hazardous environments. Some of
the industrial portable devices 150 and 180 may be specially configured portable devices made by
various manufacturers, or may be implemented as software features or hardware implemented on or
connected to a general purpose computer, such as a laptop, a phone, a personal digital assistant
(PDA), a tablet computer, etc. The portable devices 150 and 180 may be grouped into one or more
fleets of portable devices in any manner using, for example, one of the fleet management stations
146, 168, based on, for example, functionality, use, type, manufacturer, users, etc., or any

combination of these and other characteristics.

[0079] Additionally, the feet management stations 146 and 168 are computers or workstations
having processors that execute associated fleet management software 203 that are, in this example,
located at the end user's site or in the plant. These devices are used as the user interface by a plant
or fleet administrator, for example, to manage each of the identified fleets of industrial portable
devices in the plant. More particularly, these computers are used by the portable (or stationary)
device fleet administrator to perform some or all of the activities described later in conjunction with
automatically and semi-automatically managing the content within the fleets of industrial portable
devices 150 and 180 as well as fleets of stationary devices if so desired. Likewise, the local content
repositories 147 and 170 are databases that locally store content for the portable devices 150 and
180 (as well as for stationary devices if desired) at the end-user's site prior to or after that content has

been downloaded to the various portable devices 150 and 180 or stationary devices.

[0080]  Still further, the internal communication networks at the end user's site, e.g., the plant,
typically include multiple, isolated networks, including business networks 116, plant networks 120,
control networks 122, etc., and a network-to-network intermediary or DMZ device 140 executes
software that runs on top of the existing routers in the plant to interconnect these networks. In one
example, the DMZ software implements port re-direction which retains network isolation, but allows
the computers or industrial devices on a plant networks 118, 120 to gain secure access to external
networks including the external cloud network 114. As used herein, the networks 116, 118, 120, and
122 and the devices connected thereto may be considered to be all at the same general location
referred to as a first or a second location, or these networks and devices may be considered to be at

different locations.

[0081] However, in at least one embodiment such as that illustrated in Fig. 2, the fleet management
system 112 includes components in an external cloud or server system (IT systems, infrastructure,
etc.) that is external to the plant networks. This external network includes the content decider 194
which is a software mechanism that generally runs on IT infrastructure (servers, processors, etc.) in
the external cloud to evaluate a number of different input criteria, and to determine what

filtered/targeted content a particular industrial portable device (or content that a particular stationary
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device) at a particular customer site is entitled to have or use. Generally speaking, the content
decider 194 stores or receives inputs detailing the features, programming, operating systems,
upgrades, etc. (all of which is referred to as content), and configuration information indicating
configuration parameters for the industrial portable devices 150, 180 or stationary devices, and
determines what content each industrial device in the fleet of industrial portable devices or stationary
devices is allowed to have. Moreover, the content downloader 196 is coupled to the content decider
194 and provides efficient, secure connections for downloading content to the industrial devices, as
specified by the content decider 194, via the external and internal networks of the plant in which the
industrial portable device or stationary device is used or located.

[0082] Still further, the source content repository 198 stores all content available for download to
the industrial portable devices 150 and 180 (or stationary devices if so desired) and provides that
content to the content downloader 196 when needed to be downloaded to the industrial portable
devices 150 and 180 (or stationary devices) in the plant. The notifier 192 is a module (e.g., software
executed on a processor) that sends notifications to users when content becomes available for or is
determined to be downloadable to particular industrial devices, such as when the content decider 194
determines that new content has been obtained (e.g., licensed or purchased) using one of the
business systems computers 199. Generally speaking, the business systems computers 199 include
user account and authentication, purchasing, order management systems, an application or feature
store, etc., that may be used to acquire new content. Finally, the end user information repository 190
is a database and communication module that gathers and stores end-user information regarding or
detailing the current list of content and versions of such content on each industrial portable device in
the fleet of industrial portable devices 150 and 180 and/or on each a set of stationary devices in a

fleet of stationary devices in a plant or other industrial setting.

[0083] It should be noted that the components of the fleet management system 112 disposed in the
external cloud network 114 could be used to support various different fleets of portable and/or
stationary devices either in the same or in different plants. That is, the fleet management components
190-199 of Fig. 2 could be configured to store and obtain information about, and make downloading
decisions for, multiple different fleets of industrial portable devices, with each fleet being associated
with the same or a different plant. Moreover, in some cases, the fleet management system
components 190-199 may be associated with or provided by a vendor and may be leased or used by
different plants (on a subscription basis, for example) to support different fleets of portable devices in
different plants owned or operated by different users. The devices or components 190-199 are
illustrated in Fig. 2 as being part of an external network 114 and are thus remote from or at a different
location than the devices in the networks 116, 118, 120, and 122. However, while the devices 190-
199 may be part of different cloud or remote networks that are physically separated from one another
in actual implementation, these devices may be referred to herein as all being at a single location or
on a single network, such as at a first or at a second location, which is done to indicate that these
devices are at a different location or a location distributed from the location of the assets of the plant
or industrial setting in which the devices 150, 180 are located. Thus, the devices 190-199 can be
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physically remote from one another and can be connected on different remote networks and still be

considered to be at a single location or on a single network, as those terms are used herein.

[0084] Generally speaking, the fleet management system operates 112 at two levels, with basic
control and general optimization of the portable or stationary device content being performed by or
specified by plant administrators using the fleet management stations 146 and 168 in the plant at
which the fleet of portable or stationary devices is located, but with decisions regarding downloading
content and the notifications of which specific content should be provided to which portable or
stationary device in a plant, and with portable or stationary device content tracking being performed
by devices or modules in the external network 114.

[0085] More particularly, the fleet administrators first connect with the various portable (and/or
stationary) devices in the fleet via the network access points 148, 172 or via the communication
networks in the plant or other industrial setting, and collect data from the portable and/or stationary
devices defining or identifying the content, manufacturer, capabilities, etc., of each of the portable or
stationary devices in the fleet of portable or stationary devices. Of course, such content can be
entered into the fleet management system 112 via the fleet management stations 146, 168 in a
manual manner. This content information is the sent up to the external network 114 and is acquired

by and stored in the end-user information repository 190 via the DMZ 140 and the firewall 130.

[0086] The repository 190 stores indications of the current content of each of the industrial portable
devices 150 and 180 in each of the identified fleets of devices and/or of each of the fleets of stationary
devices in a fleet of stationary devices. More particularly, the repository 190 stores information
regarding the identity of each portable (or stationary) device in each fleet of devices being managed,
such as the make, the model number, the manufacturer, the revision number, and may also store
indications of use restrictions, capabilities, software and firmware stored on the portable device
(including applications, device drivers, etc.), the updates or upgrades that have been applied,
configuration settings that have been made or applied, etc. Thus, the repository 190 stores
indications of the current content of each of the industrial portable or stationary devices within each
fleet of industrial portable or stationary devices used in a plant or other industrial setting, as provided
by the device itself or the fleet management station 146, 168 used to manage that device. The
repository 190 may periodically poll for this information, or this information may be sent by the fleet
management stations 146, 168 periodically, or when new information is obtained from portable
devices 150, 180 or from stationary devices, when the fleet administrator wishes to send that

information, or in any other manner.

[0087] Moreover, if desired, the user device repository 190 may receive configuration information
from one or more of the fleet management stations 146, 168 indicating which of the portable devices
and/or stationary devices are associated with which fleets and may receive forms or other
configuration information filled out or provided by a fleet manager indicating sub-divisions or
categories of portable and/or stationary devices within a fleet of devices being managed. For
example, a fleet manager may specify a configuration level or group of a portable or stationary device

for one or more of the portable or stationary devices in the fleet (e.g., a level 1 or a level 2 device) with
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each level of device having different configuration parameters and being treated differently with
respect to allowable content. In another case, the fleet manager may specify use or user restrictions
on various ones of the devices in the fleet of devices, which restrictions indicate which devices can be
used by which users or groups of users, which devices can be used in which areas of a plant or to
service which devices, networks, etc. within a plant or other industrial setting, etc. In some cases, the
fleet manager for a plant or a fleet of portable or stationary devices may fill out forms (at the fleet
management workstations 146, 168, for example) which indicate categories, use or content
restrictions for various devices in the fleet, etc., and these forms or information may be stored in the

end user device information repository 190.

[0088] During operation of the fleet management system 112, the content decider 194, which is
connected to the business systems computers or networks 199, may periodically, on demand, or at
other times, review all of the information from the business systems (indicating new content that is
available for or authorized) for a particular industrial portable or stationary device and compare that
content to that which is actually stored in the portable or stationary device, as indicated by the
repository 190. When new content is available for a particular industrial portable or stationary device,
and the content is allowed to be provided to the portable or stationary device as specified by or as
indicated by the configuration forms or configuration information for that device as stored in the
repository 190, the content decider 194 may initiate a message to the notifier 192 which sends a
message or notification that new content is available and/or is authorized for a particular portable or
stationary industrial device. This message or notification may be sent via the various networks 116,
118, and 120 and the various firewalls or intermediaries 130 and 140 to the fleet management
stations 146 and 168, or may be sent in other manners using other networks, such as via e-malil, via
text message, via fax, etc. Likewise, the content downloader 196, upon a request by one of the fleet
management stations 146 and/or 168, may obtain the new content from the repository 198 and
download that content to one or more of the fleet management stations 146 and 168, which may store
that content in the local repositories 147 and/or 170. Then, when the portable or stationary device for
which new content is available connects to one of the fleet management stations 146, 168 via a
network access point 148, 172 for example or via some other network connection in the appropriate
network 118, 120, the fleet management station 146, 168 may download the new content to the
portable device 150, 180 or to the stationary device to thereby update or upgrade the portable or
stationary device. This fleet management station 146, 168 may also notify the repository 190 of the
download so that the repository 190 indicates the new content is now within or part of the industrial
portable device 150, 180 or within a stationary device. Of course, the administrator of the fleet
management system 112 may be able to set up the procedure of obtaining and downloading new
content, based on newly available content as determined by the content decider 194, in an automatic
manner, a semi-automatic manner, or a manual manner. That is, the updating and downloading of
content may be performed automatically whenever, for example, an industrial portable or stationary
device connects to one of the plant networks 118, 120 so that new content is provided to the device
as determined by the content decider 194 automatically. Likewise, this updating may be performed

semi-automatically by the fleet management system 112 checking for new content for a connected
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industrial portable device 150, 180 or a stationary device, and notifying the administrator via one of
the fleet management stations 146, 168, for example, that new content is available to download to the
portable device. The administrator may then authorize the download at one of the fleet management
stations 146, 168 and the download may occur. In another scenario, the administrator may manually
run a check for new content for a particular portable or stationary device and allow or authorize a

download in the event that new content is available.

[0089] Still further, as indicated above, the fleet management administrator may set up or configure
forms that indicate what content to download automatically, semi-automatically, manually, or not at all,
thus providing the fleet administrator with the ability to control what content goes to which portable or
stationary devices and the manner of downloading this content. Likewise, there may be situations in
which one of the business systems purchases a set of licenses for new content, but not enough
licenses for all of the portable or stationary industrial devices. In this case, the fleet administrator can
use configuration modules 201 within, for example, the fleet management stations 146 and 168, to
generate configuration forms, which may enable the user to indicate which portable or stationary
devices should get the new licensed content and which should not. This configuration information can
be sent to the repository 190 and used by the content decider 194 to determine which portable

devices can have the new downloadable content.

[0090] Generally speaking, the content decider module 194 provides the fleet management system
112 with the ability to filter and target content to individual end-user industrial devices based a number
of different criteria, including based on new content becoming available via purchase, license, or other
acquisition, updated or upgraded content becoming available at the source content repository 198, a
change or implementation of new configuration information regarding the fleet of devices, the
acquisition of a new industrial portable or stationary devices within the fleet, the changing of individual
device configuration parameters such as assigning portable or stationary devices to new classes or
levels of content, assigning portable or stationary devices for new or different uses in a plant,
assigning portable or stationary devices with new security features, or with security features that
enable use of a device by more or less people or groups of people, in more or less areas of a plant,
with more or less field devices or networks or other types of devices, etc. (all as expressed or
configured in configuration templates created using the configuration modules 201). Moreover, the
fleet management system 112 is able to securely extract customer system information from industrial
portable or stationary devices and provide that information to the external cloud network 114, to be
used to provide additional value to those end-users. Moreover, the content decider 194 provides the
ability or functionality to filter, target, and download content to appropriate industrial portable or
stationary devices based on a diverse set of criteria, and provide direction regarding what content is to
be downloaded to a particular customer or plant site and what content is to be installed on particular
industrial portable or stationary devices at that site. Moreover, the content decider 194 performs this
evaluation and decision making at a centralized place or location to allow access from multiple places

at a particular customer site, as well as from multiple different customer sites.

21



17 01 22

[0091] As will be understood from the discussion above, the content decider 194 is a software
mechanism that runs or executes on IT infrastructure (processors and memories) in the cloud network
114 (but could instead run on a local computer in the plant) to evaluate a number of different input
criteria, and determine what filtered/targeted content a particular industrial portable or stationary
device at a particular plant or customer site is entitled to receive. The content decider 194 may use,
as input criteria, a complete list of available content, versions, and associated information, device IDs
or other identification information of each of the particular industrial devices, information regarding the
content and version of this content that is currently installed on each of industrial portable and/or
stationary devices in a fleet, service contract information for each of the industrial portable or
stationary devices in the fleet (e.g., if each of the devices is properly licensed for a particular use, or
for particular content), the assigned user or users of the industrial portable or stationary devices
(which users may be defined as authorized groups of users, types of users, specific users, indications
of external versus internal users that may use the device, the company or organization of one or more
users, etc.), the configuration information provided in the form of templates, for example, identifying
the level or nature of content that each particular industrial portable or stationary device is to receive,
a class of each portable or stationary device (and thus the class of appropriate content) for each of
the devices, etc. Outputs from the content decider 194 include, but are not limited to a list of content
items, versions, and other associated information available for one or more industrial portable or
stationary devices, referred to as content entitlements, and notifications to the user or fleet manager

associated with an industrial portable or stationary devices that new/updated content is available.

[0092] The content decider 194 may be implemented at any time, such as on demand, periodically,
when an event occurs, such as new content is added to the content repository 198, etc., to determine
if new or different content is to be applied to or downloaded to a particular industrial portable or
stationary device. Generally speaking, the content decider 194 may perform an evaluation whenever
there is a status change that potentially affects one or more industrial portable or stationary devices.
Such a status change may be the result of new, upgraded, or changed content being provided to the
content repository 198, a notification from, for example, a business system computer 199 that a
license or purchase or acquisition of new content has been made or that additional licenses for old
content have been obtained, e.g., that a new order has been processed for content that is purchased
for a particular industrial portable device or for a set of such devices, that a new service contract has
been initiated, that a service contract has expired, whenever one of the fleet management stations
146, 168 makes or provides a change to one of the configuration templates for one or more of the
industrial portable or stationary devices, etc. When implemented, the content decider module 194
evaluates the inputs described previously, determines what new content and versions each of the
particular industrial portable or stationary devices is entitled to receive, and provides a list of such

content and versions back to the fleet management station 146, 168 for download to the device(s).

[0093] In an example scenario, an industrial portable device administrator at a customer or plant
site may perform fleet management activities on a number of industrial portable devices 150, 180,
either from a fleet management station 146, 168 in the plant or directly from an industrial portable

device 150, 180. The fleet manager may make a request to the external cloud network 114 for a list
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of any content updates that are available for these particular industrial portable device(s). The
external cloud network 114 engages the content decider module 194 to determine what updates, new
content, etc. is available for the particular industrial portable device(s). The content decider 194 then
gathers a number of inputs, including information regarding content that is currently installed on each
of the industrial portable devices from the repository 190, content that is stored in the source content
repository 198, service contracts associated with the industrial portable device, configuration
information for the industrial portable device(s) as provided by the fleet manager or the devices
themselves, etc. Next, the content decider 194 builds a response containing a list of content and
versions to which the particular industrial portable device(s) are entitled but do not yet have based on
this information. Thereafter, the content decider module 194 returns the response to the application
indicating the new or different content for the industrial portable device(s). This process may be

repeated for each of the different industrial portable device(s) in the fleet.

[0094] As will be understood, this mechanism enables the fleet management system 112 to tailor
content to specific industrial portable devices 150, 180 (or to stationary devices) and to assure that
that the appropriate content is downloaded to the portable or stationary devices, and that only that
content is downloaded to the portable devices. Moreover, this mechanism gathers the diverse inputs
from diverse sources, performs an evaluation, and then returns a list of entitled content and versions

for a particular industrial portable or stationary device.

[0095] As will be understood, the fleet management 112 system described herein enables industrial
portable devices, such as field communicators, calibrators, etc., that are used in industrial settings
(such as in industrial plants), to configure, troubleshoot, calibrate, and perform other operations on
field devices such as process measurement devices, valves, positioners, etc., as well as other types
of devices or assets, to be maintained and kept up-to-date in an organized and easily verified manner,
including managing updates to software, drivers, etc. Additionally, the fleet management system 112
enables more customization and efficiency when configuring different industrial portable and
stationary devices within a fleet, which is desirable as industrial portable and stationary devices are

becoming more complex, with more capabilities, software applications, functionality, etc.

[0096] Likewise, the fleet management system 112 enables users who often own multiple or many
industrial portable or stationary devices to easily manage these fleets of devices. In particular, the
fleet management system 112 provides end-user effectiveness and efficiency by enabling the end-
user to update content on industrial portable and stationary devices in an easy and organized manner
to ensure that the industrial portable and stationary devices are running with the latest software,
drivers, other content, etc. This system also enables the users to limit the content on an industrial
portable and stationary device to only what the user needs or wants. Extra software, field device
drivers, and other content just add clutter onto an industrial portable or stationary device, and make it
more difficult to use the device. As a result, the fleet management system 112 is advantageous for
user efficiency as it enables a fleet manager to provide or specify a targeted set of frequently-used

content, such as applications and drivers, onto all or some of a fleet of industrial devices. Likewise, it
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enables a user to customize one or more of the industrial portable or stationary devices for different

classes of users, for different individual users, for different classes or types of uses, etc.

[0097] Additionally, the fleet management system 112 provides administrator efficiency as it
enables an administrator to be able to create, set up, and reuse configuration templates that define
basic and various higher levels of industrial portable (or stationary) device setup and configuration
parameters on multiple devices. That is, the administrator can use one of the configuration modules
201 (which execute on processors of the fleet management stations 146, 168 for example) to create a
template defining the content to be placed on a portable or stationary device, to thereby create a
particular type or level of device for use in the plant or other industrial setting. This template can then
be used to configure a set of two or more the fleet of industrial portable or stationary devices at that
level. Other templates can be created or set up to create higher or different levels or types of devices
with more or different content. The administrator can simply change the configuration template to
vary the content of all of the devices using that template, upload that new configuration template to
the user device information repository 190, and the fleet management system 112 will automatically
determine that new content is available for the devices applicable to or covered by the updated
template and download the new content, as defined by the updated template. This process can work
in reverse by having features or content removed from the template, in which case the fleet
management system 112 may remove or uninstall software, features, or other content from the
industrial portable or stationary devices using this configuration template. In any event, this template
based configuration enables the administrator to automatically configure a fleet of devices to be the

same or different using various templates.

[0098]  Still further, the fleet management system and, in particular, the content decider 194, can
automatically remove content from one or more industrial portable or stationary devices when, for
example, a particular license for that content or for applications associated with that content expire,
when a service contract for the industrial portable or stationary device expires, etc. In this case, the
content decider 194 will recognize, based on the provided inputs, that a particular device has too
much content or has non-authorized content based on the updated license information, and the
content decider 194 may initiate a message to the fleet management station that is managing the

device to remove the content that is no longer authorized or allowed.

[0099] In still other cases, the fleet management system 112 may be used to automatically restore
or reconfigure a particular device within the fleet of devices when a device is reset, wiped clean, or
otherwise suffers a catastrophic memory failure, for example. Here, the content repository 198 may
store configuration information for the portable or stationary devices within the fleets of devices being
managed or serviced. Such configuration information may include device and application settings
including, for example, operating system settings, particular application settings, security settings,
user interface settings, peripheral device connection settings, etc. As such, it will be understood that
the source content repository 198 may store both user generated content (e.g., content generated or
developed by the users of the devices in the fleet of devices and sent to the fleet management system

112) as well as third party content (e.g., content developed by and/or provided by third parties, such
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as device manufacturers, application providers, etc.) to be downloaded to devices in the fleet of
devices. In any event, when a device within the fleet of devices suffers a memory failure, is reset, is
upgraded, is serviced in a manner that deletes content, etc., the device will, at some point after
coming on-line, notify the fleet management station servicing that device of the new content (or
reduced in set content) currently on the device. Of course, the fleet management station may poll the
device for this information. The fleet management station may then provide that new list of content to
the end user information repository 190 which then stores this information. Next, when the content
decider 194 operates to determine if new content is available for that device, the content decider 194
will determine that the content that was deleted in the failure or service operation is available to be
downloaded and will cause that content to be downloaded to the device in the manner described
above. As part of this process, the content decider 194 may recognize that the configuration content
for the device, as now stored in the content repository 198 is different than the current configuration of
the device as provided to the end-user information repository 190, and may provide the stored
configuration information as stored in the content repository 198 to the device as part of the download.
In this manner, the device will be restored to its former content and configuration condition prior to the

failure, making recovery of the device much easier and less time consuming.

[00100] Still further, the fleet management system 112 provides for a high level of administrator
control so that the device or plant owner has the ability to define the level of flexibility versus portable
device configuration consistency versus portable device control that is allowed or used in configuring
the industrial portable and stationary devices within the plant or other industrial setting. The fleet
management system 112 also enables the enforcement of security in the configuration and use of
industrial portable and stationary devices, as the industrial portable devices 150, 180 and stationary
devices can only be changed or altered via the fleet management stations 146, 168 which are
secured and which have secure access to new content to be downloaded to the industrial portable
devices 150, 180 and stationary devices. Likewise, the fleet management system 112 enables an
administrator to set use-privileges on a portable or stationary device by portable or stationary device
or other basis and to maintain these privileges using configuration templates and other configuration
data stored in the user device information repository 190. Thus, the administrator may configure
individual portable or stationary devices to be used by only certain personnel (e.g., user and
passwords), in certain areas or locations of the plant, for certain uses (e.g., only in non-hazardous
environments), or any combination thereof. Moreover, because the fleet management system 112
described herein manages all content on the portable and/or stationary devices (including limiting
what is put onto a portable or stationary device as well as what is taken off of the portable or
stationary device), the fleet management system 112 conserves limited memory and resources on

industrial portable and stationary devices.

[00101] It will be understood that industrial portable device “content” as used herein is defined to
include any software items that are deployed on an industrial portable device, which can include, but
is not limited to (1) software applications, (2) field device drivers, such as device descriptors (DDs),
(3) device packages, and other drivers, such as drivers for other types of devices to which the

industrial portable device can connect in a wired or wireless manner, (4) user assistance artifacts,
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including user manuals, online help, instructional videos, etc., (5) technical support artifacts,
including knowledge base articles, support write-ups, etc., (6) upgraded functionality such as new
software or firmware features, etc., and (7) industrial portable or stationary device configuration
information. Thus, as described above, content can include third party content, such as that
provided by a device manufacturer, an application provider, an application or device licensor or
servicer, etc., and can include user generated content, such as configuration content like device,
operating system, application, device driver, security, etc. settings and information as generated by a

user or fleet manager that uses or manages the device.

[00102] Thus, general speaking, the fleet management system 112 for industrial portable devices
described herein includes uploading content or descriptions of content from the industrial portable or
stationary devices to a centralized storage and configuration system or repository, downloading new
content to the industrial or stationary portable devices from a centralized server system that
manages content on the industrial portable or stationary devices, and controlling the content,
security, user experience, etc. for each industrial portable or stationary device in the fleet using one
or more fleet management stations under the control of the plant operator or user. There are, of
course, a number of different potential deployments of the fleet management system 112 described
herein, and the primary capabilities provided by this solution include (1) the ability to provide content
updates securely all the way from a source, such as an IT or external cloud infrastructure external to
the end-user's internal networks, to industrial portable or stationary devices on the end-user’s
internal networks, including the plant networks and other industrial setting networks, (2) the ability to
securely extract customer system information from industrial portable or stationary devices on the
plant network and provide that information to fleet management devices or modules in the external
cloud network, and (3) the ability to control what content does and does not get installed on industrial
portable and stationary devices in the fleet (by targeting content to specific industrial portable and
stationary devices in the fleet). This control may be accommodated or provided via licensing, via
download control through service contract enforcement, and via end user customizations, for
example, by allowing the administrator or industrial portable or stationary device end-users to use
templates or configuration forms that can be applied across multiple industrial portable or stationary
devices or units, that provide customization of individual units, and that provide administrator and

end user privilege customization.

[00103] Still further this system provides security management by providing, enforcing, and
controlling user authentication/login procedures on individual industrial portable and stationary
devices, and by providing user authorization and field device access to control access to field
devices or other types of plant or industrial devices from industrial portable service devices and
stationary devices. Likewise, the solution is secure through different plant network levels by
providing for network isolation between an external network, a customer office network, and a
customer plant network, with the ability to securely communicate and transfer messages and files
between those different isolated networks, by providing content integrity implemented through

encryption, content signing, etc., and by communication pipe integrity.
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[00104] As an example of a particular use, the fleet management system 112 described herein
can operate to update one or more industrial portable devices with targeted content, after a customer
purchases the new content. In this case, referring to Fig. 2, the customer (or plant owner or
administrator) orders new content, via the business systems computer 199, for example, in the
external cloud network 114. When the purchase (or license or other acquisition) of content is
complete, the business systems computer 199 notifies the content decider module 194 of the new
order or the available content for one or more of the industrial portable devices 150 and 180. The
content decider module 194 then gathers (1) a complete list of available content and versions for the
content from the source content repository 198 via, for example, the content downloader module
196, (2) a complete list of current content and versions on one or more of the industrial portable
devices 150 and 180 from the end-user device information repository 190 as well as the
configuration templates for these devices, (3) the service contract information from the business
systems computer 199, (4) one or more device IDs for the particular industrial portable devices for
which the content was purchased (if provided or specified) from the business systems computer 199,
and (5) current configuration information for the devices as stored in the source content repository
198, if needed. The content decider module 194 then makes an evaluation for one or more of the
industrial portable devices to determine if that new content is available for each of the particular
industrial portable devices (with the particular device IDs if provided) and if allowed by the
configuration templates and current configuration information or settings, and alerts the notifier
module 192 when one or more industrial portable devices can have new content. The notifier
module 192 then sends a notification via e-mail, text message, or some other electronic notification
method, to the fleet administrator at one of the fleet management stations 146 and 168 via secured
inter-network communications, for example, indicating that there is new content available for

download for one or more of the industrial portable devices 150, 180.

[00105] Next, using one of the fleet management stations 146, 168, the customer administrator
may initiate a “check-for-updates” request to the external cloud network 114, which receives the
check-for-updates request and routes the request to the content decider 194. The content decider
194 gathers a complete list of available content and versions from the source content repository 198,
a complete list of current content and versions on the particular industrial portable device from the
end-user device information repository 190, the service contract information from the business
systems computer 199 and the device ID for the particular industrial portable devices from the
business systems computer 199 and again may make an evaluation as to new content to be provided
to one or more industrial portable devices. The decider module 194 then sends the list of targeted
content and versions that each of the particular industrial portable devices is entitled to receive back

to the fleet management station 146, 168.

[00106] At the fleet management stations 146, 168, the customer administrator initiates the
content download from the source content repository 198 within the external cloud network 114 using
secured communications via the various site networks and the firewall 130 and the DMZ 140. The
new content is then downloaded and placed in the local content repository 147, 170. Next, when the

particular industrial portable device is connected to the appropriate fleet management station 146, 168
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via a wireless network connection device or access point 148, 172, the fleet administrator initiates the
installation of that content onto that industrial portable device from the local content repository 147,
170. Once the content has been installed in the particular industrial portable device, the fleet
management station 146, 168 reports back to the external cloud network 114, and in particular to the
end-user device information repository 190, that the content has been installed to this particular
industrial portable device. The end-user device information repository 190 then updates the file or
record for that industrial portable device as including the new content and the source content
repository 198 may store an updated set of configuration information for the device if configuration
settings, etc. have changed. Of course, the fleet management system 112 may operate in the same
manner to remove content from the industrial portable device or to both remove and install content, as
needed.

[00107] In another scenario, the fleet management system 112 may update one or more industrial
portable devices 150, 180 with targeted content, after a new content version has been made available
to, for example, the source content repository 198. In this case, the new version of a particular
content item, such as a software application, is added to the source content repository 198 in the
external cloud network 114. The source content repository 198 then notifies the content decider 194
of the new content item version and the content decider 194 performs all of the tasks described above
to determine which, if any, of the industrial portable devices should receive that new content.
Thereatfter, the system 112 provides the new content item version to one or more industrial portable

devices in the manner described above.

[00108] In another example embodiment, the fleet management system 112 may be configured to
eliminate, for security purposes for example, the network connection between an end-user's
business network or plant LAN 116 and the external cloud network 114. In this case, the fleet
management system 112 may be configured as illustrated in Fig. 3, in which like elements have the
same reference numbers as in Fig. 2. As will be noted, however, the system 112 of Fig. 3 requires
a manual flow of information and content between the external network or system 114 and the plant
or end-user site, as the firewall 130 and connection between the network 114 and 116 is eliminated.
Instead, a production station 210 is connected to the network 114 which may receive content to be
downloaded and notifications of downloads or changes to the content in particular portable or
stationary devices. The production station 210 may be used to store that content and information on
a hard drive, a flash drive, a CD, or some other external or portable storage medium in a secure
formant to be provided manually to one of the fleet management stations 146, 168 via an external

drive mechanism.

[00109] Thus, in one scenario, using the fleet management system 112 of Fig. 3, an industrial
portable device 150, 180 or a stationary device may be updated with targeted content after a user
purchases new content in a disconnected deployment environment. Here, the customer orders new
content, via an external business systems computer 199, for example, in the external cloud network
114. The business systems computer 199 notifies the content decider module 194 of the new order.

The content decider 194 then gathers the necessary information for making a decision about whether
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to provide new content to one or more of the industrial portable or stationary devices based on this
new content purchase. Of course, the content decider module 194 may collect and evaluate a
complete list of available content and versions from the source content repository 198, a complete list
of current content and versions on the particular industrial portable or stationary device from the end-
user device information repository 190, the service contract information from the business systems
computer 199, the configuration forms or templates created by the fleet manager and stored in, for
example, the end-user device information repository 190 defining types of content to be placed on
particular portable or stationary devices, the device ID of the particular industrial portable or
stationary devices, and the current configuration settings of the device as stored in the repository 198,
if needed. The content decider module 194 then makes an evaluation, and when the module 194
determines that new content is available for the particular industrial portable device, the module 194
triggers the notifier module 192. The notifier module 192 then sends a notification to the production
person at the production station 210, indicating that there is new content available for a customer or
for a customer’s industrial portable device. This notification may be provided via, for example, e-mail,
twitter, text, or some other electronic format that does not use the networks 116, 118, and 120

directly.

[00110] Alternatively or at a later time, the production person at the production station 210 may
initiate a “check-for-updates” request to the external cloud network 114. The external cloud network
114 receives the “check-for-updates” request and routes the request to the content decider 194 which
again may obtain a complete list of available content and versions from the source content repository
198, a complete list of current content and versions on the particular industrial portable device and the
device configuration templates from the end-user device information repository 190, service contract
information from the business systems computer 194, the device ID of the particular industrial
portable or stationary device(s), and the current configuration settings of the particular industrial
portable or stationary device(s). The content decider module 194 makes an evaluation as to which if
any content should be applied to one or more industrial portable or stationary devices and sends the
list of targeted content and versions that the particular industrial portable or stationary device is
entitled to back to the production station 210. Of course, if desired, the original notification from the
notifier 192 may include the listing of new content to be downloaded to the industrial portable or
stationary devices and the production station 210 need not have the content decider 194 reevaluate
for new content. However, this reevaluation may be desirable if a predetermined amount of time has
expired between the notification and the download. This same statement is true for the directly

connected embodiment of Fig. 2.

[00111] In any event, the production person at the production station 210 then initiates the content
download from the source content repository 198 in the external cloud network 114, downloads the
content, and burns this content to portable media, which is shipped or otherwise physically provided
or transported to the fleet administrator at the plant. If desired, the content decider module 194 may
provide a key, password, code, or other security authorization to enable the production person to
download the specific content and this key or authorization may be needed to initiate a download, to

thereby prevent unauthorized downloads. Again, the content decider module 194 of Fig. 2 can
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perform this action as well. Moreover, the downloaded content may be coded to enable it to be only
installed on the industrial portable or stationary device (device ID) for which the content decider 194

authorized the content.

[00112] Thereafter, the fleet administrator receives the portable media, and uses the fleet
management station 146, 168 to update the content in the fleet management station local content
repository 146, 170. Next, when the particular industrial portable device is connected to the network
118 or 120, or to the fleet management station 146, 168 via one of the network access points 148,
172 for example, or when a particular stationary device connects to or is available on the network 118
or 120, the fleet administrator initiates the installation of the content to that industrial portable or
stationary device as stored in the local content repository 147, 170. Once the content has been
installed, the fleet management station 146, 168 reports back to the production personnel that the
content has been installed to this particular industrial portable or stationary device or prompts the fleet
administrator to send information about the latest current state of the industrial portable device
(including new configuration data or settings if desired), back to the production person via, e-mail, text
message, or other electronic message, for example. The fleet administrator then sends the latest
current device content state information via e-mail, text message, or other means, to the production
person, who enters the information into the external cloud network 114 system via the production
station 210. The external cloud network 114 then updates the end-user device information repository

190 with the latest current state of the industrial portable or stationary device (with the device ID).

[00113] Of course, while two different fleet management systems deployments and
communications are described herein, there are many other applicable deployment methods that
could be implemented using the basic components of the fleet management system 112 described
herein. For example, the portable devices 150, 180 could be connected directly to the external cloud
network 114 via plant connections to receive or process updates or new content decisions, all fleet
management activities could be provided in the external cloud network 114, some or all of the
modules and devices depicted in the external cloud network 114 could be performed in a plant

network, etc.

[00114] More particularly, Fig. 4 illustrates another example fleet management system in which
similar elements as those described in Figs. 2 and 3 are given like reference numbers. In the system
of Fig. 4, the industrial portable devices 150 and 180 (and some stationary devices if desired) may
connect directly to the external network 114 and, in this case, the fleet management station 146 or
168 may be provided in the external network 114, such as in the cloud, or at a remote service site. As
illustrated in Fig. 4, the portable devices 150, 180 may connect to the fleet management station 146
via the firewall and DMZ devices 130 and 140, or via a direct internet or other public network
connection (shown in dotted lines) to communicate with and receive information from the fleet
management station 146 which operates in generally the same manner as described above, except
that the fleet management station 146 connects with the devices 150 and 180 via a public or other
external network connection. In some cases, communications between the portable device 150 and

180 (or other stationary devices in the plant or other industrial setting) may be implemented via e-mail,
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text messages, etc., and in other cases, file downloads (and/or messaging) may be implemented only
via a direct secured connection. In still other cases, file downloads may be implemented via e-mail or
other non-secured communication channels but these communications may be encrypted and

secured via security codes as described above.

[00115]  Still further, various components of the fleet management systems 112 described herein
may be located in other places. As illustrated in Fig. 4, one or more of the fleet management stations
146, 168 may be provided in and executed in the cloud or at a remote site. In these and other cases,
a local repository 147, 170 may still be located at the plant or other industrial sites and communicate
with the fleet management station 146, 168 via external network connections. Likewise, it will be
understood that the fleet management station user interface (e.g., the user interface that implements
user interface activities with the fleet management stations 146, 168) may be implemented using thin
client applications that provide a remote interface with respect to the computer device that executes
the configuration modules 201 and the fleet management software applications 203. As aresult,
these thin client interfaces may be provided on wireless devices, on other workstations, etc., either at
the same location or at a different location than the fleet management computer device or server. As
another example, some or all of the devices or components 190-199, such as the end-user
information repository 190, may be provided on one of the networks within the plants of Figs 2-4 or
other industrial settings if so desired, so that most or all of the fleet management components are
within the same plant or location. Of course, any particular ones of the components 190-199 may be
at or on one of the plant networks while the others may be within the cloud or a remote network, if so
desired.

[00116] Figs. 5 illustrates an example user interface screen 500 that may be implemented or
provided by a fleet management station 146, 168 to a user (by executing the software modules 201
and 203 of Figs. 2-4, for example) to enable the user to manage various devices, to observe that new
content is available for one or more devices, to enable a download of new content, to enable
uploading of for example user generated content and configuration content to a remote site, to
generate or specify configuration information, such information within one or more configuration
forms, etc. In particular, a screen section 501 of Fig. 5 illustrates information for each of a set of
portable industrial devices within the plant or associated with a particular fleet of devices including a
graphical icon of the devices, generally at 502, which icons may be different for different types of
devices in a fleet to provide the user with an indication of the type of device being managed. The
screen section 501 also includes serial numbers for the devices (at 504), nicknames for the devices
(at 506) which may be configurable, and an indication of whether the device is part of a fleet being
managed or not (at 508). The icons at 508 above the line indicate that the device is part of a fleet
being managed and enable the device to be removed from the fleet or forgotten by selection of these
icons. Likewise, the icons 508 below the line indicate devices that are available but that are not
associated with the current fleet, and enable a user to associate these devices with the fleet by
selecting the icon.
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[00117]  Still further, the icons 502 may indicate the type of communication connection that the fleet
management station currently has with the device. In this case, the first device is connected via a
USB connection, the second, fourth, and fifth devices are connected via a Wi-Fi connection, and the
third device is not currently connected. While not shown in Fig. 5, the icons 502 may also include
sub-icons or may provide further windows (if selected or accessed via a hover event) that indicate
when one or more of the devices in the screen 500 has new content available for the device and that
may potentially indicate the type of content available. In some cases, these sub-icons may indicate

that the device needs to have content removed.

[00118] Likewise, the screen 500 includes an action menu 510 that enables a user or fleet
manager to take actions on particular devices or groups of devices, such as ones selected in the
screen section 501. For example, selecting items in the menu 510 may enable the user to check for
updates (as described previously herein), to shop for applications or other new content, and to
manage local storage, such as to view what is in the local content repository (such as the repositories
147, 170 of Figs. 2-4), to import content to the local content repository (either from a device to the
local repository for from the content repository 198 of Figs. 2-4 to the local repository), to expert
content from the local repository either to a device in the fleet such as a selected device, or to the
user information repository 190 or the content repository 198 of Figs. 2-4. Still further, the menu 510
of Fig. 5 may enable a user to manage the fleet by updating one or more devices, or by managing the
system to remove or add devices to the fleet, to create or change configuration forms or settings for
devices as described previously, etc. Of course, the screen 500 of Fig. 5 illustrates only one example
of the type of information and a manner of displaying information to a fleet manager to enable the fleet
manager to take actions as described herein. It will be understood that there are many other manners
of displaying this and other information and providing a fleet manager with the ability to take various

fleet management actions as described herein.

[00119] In some embodiments, content provided to one or more of the industrial portable devices
150,180 may be content which enables the or each industrial portable device 150,180 to control or
otherwise modify or cause to be modified (e.g. calibrated, etc. as described herein) an aspect of the
operation of the process control system and/or the process plant and/or one or more of the field
devices. This control or modification may change the operation of the process (e.g. changing control
parameters) and may, therefore, result in a change to the physical operation of one or more parts of
the process plant. Accordingly, in some embodiments, content may be delivered to the or each
industrial portable device 150,180 which would not have otherwise been available to the device
150,180 and, therefore, the implementation of some embodiments may result in changes to the
operation of a process which would not have occurred without the use of that or those embodiments

(through which content is provided to that device 150,180).

[00120] In some embodiments, the provided content automatically controls or modifies an aspect of
the operation of the process control system and/or the process plant and/or one or more of the field
devices, when one of the one or more industrial portable devices 150,180 is connected as described

herein. In some embodiments, the or each industrial portable device 150,180 may include a screen
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which displays information to a user to enable the user to implement at change to the operation of the
process control system and/or the process plant and/or one or more of the field devices as a result of
the provided content. In some embodiments, that displayed information is a direct instruction to the
user to implement the change (e.g. including direct instructions of the steps to perform to implement

the change).

[00121] Moreover, while the fleet management system 112 described herein is described in the
context of an industrial portable device management system, it could also be used to manage other
industrial devices such as personal computers, handheld devices, etc. used for asset management
systems, rotating equipment management systems, etc. Moreover, the fleet management system 112
could be used to support any types of industrial portable devices, such as field communicators,
calibrators, meters, vibration analyzers, etc., that are used in industrial settings such as industrial
plants, to configure, troubleshoot, calibrate, measure, and perform other operations on field devices
(such as process measurement devices, valves, positioners, etc.), rotating machines, and other
equipment. Likewise, the fleet management system 112 can be used to support stationary devices
within a plant, such as user or operator workstations, data historians, asset management stations,
vibration analysis stations, rotating equipment stations, process controllers, input/output devices used

in process plants and control systems, etc.

[00122] This patent describes a fleet management system for managing portable field
maintenance tools configured for use in industrial process control systems, environments, and/or

plants, which are interchangeably referred to as “automation,” “industrial control,” “process control,” or
“process” systems, environments, and/or plants. Typically, such systems and plants provide control,
in a distributed manner, of one or more processes that operate to manufacture, refine, transform,
generate, or produce physical materials or products, but these plants could operate in other manners

and still use the fleet management structure described herein.

[00123] Moreover, the while the software and hardware described herein for the various
components of the fleet management system 112 have been described as being implemented on
general purpose computers or workstations having processors and memories therein, any or all of
these components could be implemented using other types of computers, such as special purpose
computers, application specific integrated circuits (ASICs), etc. Moreover these components can be
configured to be in more or less computer devices than those illustrated herein, for example, multiple
ones of the fleet management system components described herein could be stored and executed on
the same computer processor or system, or a single component may be split between multiple
computer devices. Likewise, these components can be created or configured using any standard or
known computer software programming techniques and may perform any standard or known

communication techniques to communicate with one another.

[00124] The foregoing description of preferred embodiments for this invention has been presented
for purposes of illustration and description. It is not intended to be exhaustive or to limit the invention
to the precise form disclosed. Obvious modifications or variations are possible in light of the above

teachings. The embodiments are chosen and described in an effort to provide the best illustrations of
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the principles of the invention and its practical application, and to thereby enable one of ordinary skill
in the art to utilize the invention in various embodiments and with various modifications as are suited
to the particular use contemplated. All such modifications and variations are within the scope of the
invention as determined by the appended claims when interpreted in accordance with the breadth to

which they are fairly, legally, and equitably entitled.

[00125] When used in this specification and claims, the terms "comprises” and "comprising" and
variations thereof mean that the specified features, steps or integers are included. The terms are not

to be interpreted to exclude the presence of other features, steps or components.

[00126] The features disclosed in the foregoing description, or the following claims, or the
accompanying drawings, expressed in their specific forms or in terms of a means for performing the
disclosed function, or a method or process for attaining the disclosed result, as appropriate, may,
separately, or in any combination of such features, be utilised for realising the invention in diverse
forms thereof.
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CLAIMS

1. A system for managing a plurality of industrial portable devices, comprising:

a portable device content information repository that stores indications of the current content

within each of the plurality of industrial portable devices;

a content repository that stores content to be stored in and executed by various ones of the

industrial portable devices;

a fleet management station communicatively connected to the content repository via a
secured communication connection to receive content for various ones of the plurality of industrial
portable devices and communicatively connected to the portable device content information repository
to provide information to the portable device content information repository about the current content
within one or more of the industrial portable devices, wherein the fleet management station includes a
configuration module that executes on a processor to enable a user at the fleet management station
to provide the portable device configuration information and to send the portable device configuration
information to the portable device content information repository, and wherein the configuration
module enables a user at the fleet management station to provide portable device configuration
information in the form of indications of one or more of: (i) authorized users of one or more of the
industrial portable devices, (ii) authorized uses to which one or more of the industrial portable devices
is limited, or (iii) security procedures to implement for use of one or more of the industrial portable

devices; and

a content manager, coupled to the portable device content information repository and to the
content repository, that executes via a computer processor to determine, based on the indications of
the current content within one or more of the plurality of industrial portable devices and based on the
available content in the content repository, content to be provided to one or more of the industrial
portable devices, and that executes to provide a notification of the determined content to the fleet
management station, wherein the fleet management station is further configured to provide the
determined content to one or more of the industrial portable devices and the contentincludes a field
device driver and/or content which enables the or each industrial portable device to control or modify
or cause to be modified an aspect of the operation of a process control system and/or one or more
field devices with which the or each industrial portable device is configured to communicate.

2, The system for managing a plurality of industrial portable devices of claim 1, wherein
the content repository stores content including one or more of software applications, user assistance

information, technical support information, and firmware features.

3. The system for managing a plurality of industrial portable devices of any preceding

claim, wherein the content repository stores content comprising versions of software applications.

4, The system for managing a plurality of industrial portable devices of any preceding

claim, wherein the content repository stores content comprising upgrades of software applications.
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5. The system for managing a plurality of industrial portable devices of any preceding
claim, further comprising a notification unit communicatively coupled to the content manager and to
the fleet management station, wherein the notification unit sends, via an electronic communication, a
notification to the fleet management station when the content manager determines that new content is

available for one of the plurality of industrial portable devices.

6. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the content manager is communicatively coupled to a business computer to receive an
indication of an acquisition of new content via a purchase or license and wherein the content manager
executes via a computer processor to determine, based on the indications of the current content
within one or more of the plurality of industrial portable devices and based on the indication of an
acquisition of new content, whether the new content is to be provided to one or more of the industrial

portable devices.

7. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the portable device content information repository stores portable device configuration
information and wherein the content manager executes via a computer processor to determine based
on the indications of the current content within one or more of the plurality of industrial portable
devices and based on the portable device configuration information whether content is to be provided

to one or more of the industrial portable devices.

8. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the configuration module enables a user at the fleet management station to provide the

portable device configuration information via one or more stored configuration forms.

9. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the configuration module enables a user at the fleet management station to provide the
portable device configuration information for multiple ones of the plurality of industrial portable devices

via a single configuration form.

10. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the configuration module enables a user at the fleet management station to provide the
portable device configuration information for groups of the plurality of industrial portable device using

a common configuration form.

11. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the configuration module enables a user at the fleet management station to provide
portable device configuration information in the form of indications of one or more levels of
configurations to be associated with an industrial portable device, each level of configuration having
different configuration parameters.

12. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the portable device content information repository, the content repository, and the

content manager are located in a first communication network and the fleet management station is
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located in a second communication network coupled to the first communication network via a secured

communication link.

13. The system for managing a plurality of industrial portable devices of claim 12,
wherein the secured communication link includes a firewall device that enables secured

communications between the fleet management station and the content repository.

14. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the content manager is located in a first communication network and the fleet
management station is located in a second communication network coupled to the first

communication network via a secured communication link.

15. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the content manager and the content repository are located in a first communication
network and the fleet management station is located in a second communication network coupled to
the first communication network via a secured communication link, and further including a secondary
content repository located in the second communication network and coupled to the fleet
management station, wherein the fleet management station downloads new content from the content
repository in the first communication network to the secondary content repository, and the secondary

content repository downloads the new content to one or more of the industrial portable devices.

16. The system for managing a plurality of industrial portable devices of claim 15, further
including a wireless communication access point on the second communication network, and wherein
the one or more of the industrial portable devices connect to the secondary content repository via the

wireless access point on the second communication network to download new content.

17. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the fleet management station receives an authorization from the content manager to
download particular content to a particular industrial portable device and can only download the

content to the particular industrial portable device using the authorization.

18. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the fleet of industrial portable devices is in a first industrial location and the fleet
management station is located in a second remote location from the industrial location and wherein
the fleet of industrial portable device communicatively connect with the fleet management station via

an external public communication network.

19. The system for managing a plurality of industrial portable devices of any preceding
claim, wherein the content repository receives and stores configuration information for one or more of

the industrial portable devices.

20. The system for managing a plurality of industrial portable devices of claim 19,
wherein the content manager provides the stored configuration information within the content

repository to one or more of the industrial portable devices as new content.
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21. A method of managing content that is provided on a plurality of industrial devices in a

distributed manner, comprising:

storing indications of the current content within each of the plurality of industrial devices in a

device content information repository at a first location;

storing content to be stored in and executed by different ones of the industrial devices in a

content repository at the first location;

determining, via a processor at the first location, indications of content to be provided to one
or more of the industrial devices for use at a second location remote from the first location based on
the indications of the current content within one or more of the plurality of industrial devices and based

on the available content in the content repository;

using the determined indications of content to be provided to one or more of the industrial
devices to send content from the content repository at the first location to a fleet management station
via a secure communication connection, the content to be provided to one or more of the plurality of

industrial devices at the second location;

enabling a user at the second location to provide the device configuration information
electronically in the form of indications of authorized users of one or more of the industrial devices,
indications of authorized uses to which one or more of the industrial devices is limited, indications of
security procedures to implement for use of one or more of the industrial devices, or indications of one
or more levels of configurations to be associated with an industrial device, each level of configuration

having different configuration parameters; and

providing the content from the fleet management station to the one or more of the plurality of
industrial devices at the second location, wherein the content includes a field device driver and/or
content which enables the one or more of the plurality of industrial devices to control or modify or
cause to be modified an aspect of the operation of a process control system and/or one or more field

devices with which the or each industrial device is configured to communicate.

22 The method of claim 21, wherein storing content in a content repository at the first
location includes storing one or more of software applications, user assistance information, technical

support information, and firmware features.

23. The method of claim 21 or 22, wherein storing content in a content repository at the

first location includes storing upgrades of software applications.

24, The method of any of claims 21 to 23, further comprising generating a notification to
the fleet management station and sending the notification to the fleet management station via an
electronic communication when new content is determined to be available for one of the plurality of
industrial devices.

25. The method of any of claims 21 to 24, further including receiving an indication of an

acquisition of new content via a purchase or license at the first location and determining indications of
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content to be provided to one or more of the industrial devices based on the acquisition of new

content.

26. The method of any of claims 21 to 25, further including storing device configuration
information at the first location and wherein determining indications of content to be provided to one or
more of the industrial devices includes determining indications of content to be provided to one or

more of the industrial devices based on the device configuration information.

27. The method of any of claims 21 to 26, further including enabling a user to specify the
device configuration information at the second location and to send the device configuration

information to the first location for storage.

28. The method of any of claims 21 to 27, further including enabling a user at the second
location to provide the device configuration information electronically via one or more configuration

forms.

29. The method of any of claims 21 to 28, further including storing the content provided
from the content repository in a secondary content repository located at the second location and
downloading the content from the secondary content repository to one or more of the industrial
devices.

30. The method of claim 29, further including downloading the content from the
secondary content repository to one or more of the industrial devices via a wireless communication

connection.

31. The method of any of claims 21 to 30, further including providing an authorization
from the first location to the second location when downloading content for a particular industrial
device and downloading the content to the particular industrial device at the second location using the

authorization.

32. The method of any of claims 21 to 31, wherein sending content from the content
repository at the first location to a fleet management station disposed within a network at the second
location via a secure communication connection comprises storing the content on a portable storage
medium at the first location, physically transporting the portable storage medium to the second
location, and providing the content from the portable storage medium to the fleet management station
at the second location.

33. The method of any of claims 21 to 32, wherein storing indications of the current
content within each of the plurality of industrial devices in the device content information repository at
a first location includes sending indications of the current content within each of the plurality of the

industrial devices from the second location to the first location.
34. A portable device fleet management system, comprising:

a plurality of portable devices for use in a plant, each of the portable devices including a
wireless communication interface;
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a portable device content information repository that stores indications of the current content

within each of the plurality of portable devices;

a content repository that stores content to be stored in and executed by various ones of the

portable devices;

a fleet management station communicatively connected to the content repository via a secure
communication connection to receive content for various ones of the plurality of portable devices and
communicatively connected to the portable device content information repository to provide
information to the portable device content information repository about the current content within one
or more of the portable devices, wherein the fleet management station includes a configuration
module that executes on a processor to enable a user at the fleet management station to provide the
portable device configuration information and to send the portable device configuration information to
the portable device content information repository, and wherein the configuration module enables a
user at the fleet management station to provide portable device configuration information in the form
of indications of one or more of: (i) authorized users of one or more of the industrial portable devices,
(i) authorized uses to which one or more of the industrial portable devices is limited, or (iii) security

procedures to implement for use of one or more of the industrial portable devices;

a content manager, coupled to the portable device content information repository and to the
content repository, that executes via a computer processor to determine, based on the indications of
the current content within one or more of the plurality of portable devices and based on the available
content in the content repository, content to be provided to one or more of the portable devices, and

that executes to provide a notification of the determined content to the fleet management station; and

a wireless network access point communicatively disposed between the fleet management
station and one or more of the plurality of portable devices that enables communication of new
content from the fleet management station to the one or more of the plurality of portable devices,
wherein the new content includes a field device driver and/or content which enables the or each
portable device to control or modify or cause to be modified an aspect of the operation of a process
control system and/or one or more field devices with which the or each portable device is configured

to communicate.

35. The portable device fleet management system of claim 34, wherein the content
repository stores content including one or more of software applications, user assistance information,

technical support information, and firmware features.

36. The portable device fleet management system of claim 34 or 35, further comprising a
notification unit communicatively coupled to the content manager and to the fleet management
station, wherein the notification unit sends, via an electronic communication, a notification to the fleet
management station when the content manager determines that new content is available for one of

the plurality of portable devices.

37. The portable device fleet management system of any of claims 34 to 36, wherein the

content manager is communicatively coupled to a business computer to receive an indication of an
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acquisition of new content via a purchase or license and wherein the content manager executes via a
computer processor to determine, based on the indications of the current content within one or more
of the plurality of portable devices and based on the indication of an acquisition of new content,

whether the new content is to be provided to one or more of the portable devices.

38. The portable device fleet management system of any of claims 34 to 37, wherein the
portable device content information repository stores portable device configuration information and
wherein the content manager executes via a computer processor to determine based on the
indications of the current content within one or more of the plurality of portable devices and based on
the portable device configuration information whether content is to be provided to one or more of the

portable devices.

39. The portable device fleet management system of claim 38, wherein the fleet
management station includes a configuration module to enable a user at the fleet management station
to provide the portable device configuration information and to send the portable device configuration

information to the portable device content information repository.

40. The portable device fleet management system of any of claims 34 to 39, wherein the
portable device content information repository, the content repository, and the content manager are
located in a first communication network and the fleet management station is located in a second

communication network coupled to the first communication network via a secured communication link.

41. The portable device fleet management system of any of claims 34 to 40, wherein the
content manager and the content repository are located in a first communication network and the fleet
management station is located in a second communication network coupled to the first
communication network via a secured communication link, and further including a secondary content
repository located in the second communication network and coupled to the fleet management
station, wherein the fleet management station downloads new content from the content repository in
the first communication network to the secondary content repository, and the secondary content
repository downloads the new content to one or more of the industrial portable devices.

42, The portable device fleet management system of any of claims 34 to 41, wherein the
content repository receives and stores configuration information for one or more of the portable

devices.

43. The portable device fleet management system of claim 42, wherein the content
manager causes the stored configuration information within the content repository to be provided to

one or more of the portable devices as new content.
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