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(57) Abstract: Novel modular smart management devices in the form of drop safes include the modular components of a chassis, door
and technology cabinet. The drop safes enable retailers to make cash deposits quickly and safely within or near their own facilities.
Various technology, including RFID readers, RFID tags, and other equipment allow the drop safes to identity each deposited bag.
Employees utilize specialized apps on their mobile devices to facilitate deposit creation and other tasks. Novel methodologies for
accessing the drop safes for emptying employ single-use, time-expiration type authorization codes along with other security measures to
minimize risk and to provide other benefits. Novel structures along with methodologies for replacing, on-site, modular components with
autodetection of functionality during initialization and re-initialization enables for efficient replacement and upgrading of components,
including the upgrading of safes to provide additional functionality.
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TITLE: SELF-SERVICE MODULAR DROP SAFES

Field of the Invention

[0001]  Cash handling can be a slow, manual process that consumes valuable ttime, money and
resources. It can also be a security risk to employees and places of business.

[0002]  The present invention is directed to novel modular money smart management devices.
For conventence, such modular money smart management devices are herein called modular drop safes.

(00031 More particularly, the present invention is directed to novel modular drop safes and
novel systems/processes that enable retailers to make cash deposits quickly and safely within or near thetr
own facilitics. The present invention further is direcied to novel systems/processes for withdrawing the
contents of the drop safes, novel systems/methods for replacing the modular components of the drop
safes, and novel systems/methods for converting one type of drop safe into another type with different
and/or expanded capability. The present invention is particularly directed to seli~service modular drop
safes with these features designed to be placed within retailer facilities that enable retailers to utilize their
own mobile devices or employee badges to make cash deposiis into the drop safes that track the location
of the deposits and facibitate credit to the retailer for those depostts.

Obiects and Summary of the Invention

(00047  With hardware engineecred for efficiency, the drop safes of the present mvention
provide a more mtnitive experience for all users. By securing in-store deposits in a fast and simplified
way, the drop safes empower teams to spend less time on hardware traiing and more time on essential
business activitics.

{00651 The incorporation of deposit identification methodologies works scamlessly with
Brink’s software applications 1o accept physical cash deposits without the need for an on-device display.
Users can generate, scan and drop deposits convemently from within the store.

[0006]  Once deposits are made info the mventive drop safes, a credit process is initiated and
physical cash is protected from loss. Employecs who previously drove to the bank to make deposits can
now remain safely in the store and focus on customers. Businesses using armored car services no longer
need to rely on scheduled pickups. Retailers no longer have responsibility for the cash at the point of
deposit, and the cash is collected from the drop safes periodically or when filled to capacity.

[0067]  The present invention includes several main embodiments: the Brink’s Box drop safe
{called, for convenience, “the Brink’s Box™), the Brink’s B-Safe drop safe (called, for convenience, “the
B-5afe”), and the Brink’s Small Form Factor Cash Recycler drop safe (called, for convenience, “the
Recycler Safe”). The names of these embodiments are provided merely for convenience and case of
reference. Variations of these embodiments and other embodiments of the invention also are discussed.

[0008]  The Brink’s Box i3 a secure cash management device designed to accept cash deposits
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in sealed bags called Smart Bags herein. Digital deposits are created using Brink’s software applications,
and deposit bags are scanned and dropped into a Brink’s Box to transfer custody from the business to
Brink’s (or other facilitator). Deposits accepted into the Brink’s Box are then transmitted to a central
server for validation, then to the retailer’s associated bank account. Advance credit accelerates bank
deposits.

[0009] The B-Safe 1s a secure cash management device designed to accept individual notes
through integrated bill validators as well as Smart Bag deposits. Bill validators eliminate the need for
employees to count cash and create deposit bags. This added functionality speeds up the deposit process
and enables fast ull skims,

[0018]  The Recycler Safe is a secure cash management device designed to accept and recycle
notes via an integrated small form factor cash recyeler. The Recycler Safe also accepts Smart Bag
deposits. By emploving a small form factor cash recveler, the recveler’s bill dispenser dispenses notes
that have been accepted by the recycler’s bill depositor, thus improving productivity and operational
efficiency.

[0011}]  After a safe verifics the identity of an employee, which may be achieved in several
different ways, employees make deposits by simply mserting notes into the bilf vahidator. By identifying
the employee for cach deposit, user access s ightly controlled, and cach transaction is registered back to
the employee, enabling full tracking of chain of custody . Credit for deposits accepted wito the B-Safe, the
Brink’s Box, the Recyeler Safe, or other embodiments described herein is provided to the associated bank
account,

[0012]  These and other features and benefits of the imvention are described herein.

[0013] To achicve the foregoing the following are brief sununares of some of the varous
embodiments of the present invention and some of the numerous aspects/features of those embodiments.

[0014]  In accordance with certain embodiments of the present mvention, the mventive
modular drop safe compnises three modular components: a chassis, a door and a technology cabinet. The
chassis mclndes a set of walls that define an mfernal storage space (along with an opening for the door).
The door is coupled to the chassis and movable between open and closed positions. The door includes at
least a controllable digital lock designed to lock and thus be maintained 1n a closed and locked position.
The door, when unlocked, can be opened. The door also includes a lockable bag drop slot designed to be
controllably unlocked to allow a bag (c.g., a deposit bag containing something of value) to be placed
withie the bag drop skt and o cause the bag within the bag drop skt 1o fall within the internal storage
space of the chassis. The technology cabinet is fo the exterior of the chassis and has various technology
including at least one (or more) processor adapted/designed/programmed to provide control data to the
digital lock and the lockable bag drop slot on the door so as 1o control those functional devices in the
door. The door may include other functional equipment, such as a bill validator and/or a small form factor
cash recycler, or other equipment for use by the retatier. In addition, the fechnology cabinet includes a

reader designed/adapted/programmed to identify bags (e.g., deposit bagsy placed within the internal
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storage space of the chassis and provides user identiflication and authentication m all commumications,

[0015]  As an aspect of these embodiments of the present invention, the reader in the
technology cabinet is an RFID reader, and the chassis includes, placed within 1ts internal storage space, at
least one RFID antenna. Also, a set of cables extend between the RFID reader within the techoology
cabinet and the RFID antenna(s) within the chassis. The RFID reader is designed/adapted/programmed to
usc the RFID antenna to detect the IDs of RFID tags within bags that are placed within the imnternal
storage space of the chassis.

[0016]  As a further aspect of the invention, the mner portion of the chassis includes electronic
devices that consists ondy of the RFID antenna(s), cables, and the RFID tags of any bags that are placed
within the mternal storage space of the chassis.

100177 As another aspect of the invention, the technology cabinet includes a reader
adapted/designed to detect a unigue ID of some sort (externally provided), and the processor within the
technology cabinet controls the bag drop slot to unlock when the reader detects the vmique 1D of a deposit
bag that inchides at least one item of value to be depostied within the modular drop safe.

[0018]  As an additional aspect of the invention, the unique ID is a barcode or a QR-~code
placed on the exterior of the deposit bag, and the code represents the ID of the deposit bag.

(00191 As yet a further aspect of the mvention, the reader within the technology shelf is an
RFID reader that reads the ID of an RFID tag within a deposit bag to be deposited, and the bag drop slot
is opened upon reading that 1D,

[0020]  As yet another aspect of the invention, the technology cabinet includes a reader for
detect a unique 1D that represents an identity of the person seeking access to the bag drop slot of the drop
safe. The technology cabinet conirols the bag drop slot to unlock when the reader detects the unique TD
of a person who i1s deemed to be authorized to access the bag drop slot. The unigue ID can be a code
{(c.g., barcode or QR-code) displayed on the person’s badge or the 1D of an RFID {ag within the badge (or
using other type of communication with the badge).

(60211  Asstill vet a further aspect, the technology cabinet includes short-range conunmunication
eqguipment adapted to receive a request from a mobile device of the person secking access io the bag drop
slot of the drop safe, and to receive from the mobile device data identifying the current location of the
maobile device. The technology cabinct is adapted to condrol the bag drop slot on the door to unlock if it is
ascertained that the person associated with the mobile device secking access to the bag drop slot of the
drop safe is authorized t© access the bag drop slot and the mobie device is within a predetermined
distance from the drop safe’s location.

[0022]  As still yet another aspect, the techonology cabinet includes a housing along with RF
communication cquipment placed within that housing, and the housing is made of a matenial(s) that
permits the pass-through of RF signals to and from the RF communication equipment external to the
technology cabinet.

[0023]  As another aspect of the present mvention, the drop safe can be converted into a drop
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safe having different functionality. In particular, the door is a first modular door, and the modular deop
safe is configured to allow the first modular door to be replaceable with a second modular door without
moving the modular drop safe from its current position. The second modular door includes a controliable
digital lock and a lockable bag drop slot that are the sarse as the condrollable digital lock and the lockable
bag drop slot of the first modidar door, and the second modular door further includes at least one bill
validator. As a further aspect of the invention, the drop safe can be converted into a recycler safe that
includes a small form factor cash recveler. The drop safe can be converted into other types of safes
having vet different functionalhity.

[0024]  As an additional aspect of the tnvention, the door includes a pair of bill vahidators and
the chassis mclides a bin placed below the bill validators to catch notes that pass through those bill
validators.

[0025]  Asyet a further aspect of the invention, neither of the bill validators includes or utilizes
a cartridge designed to hold a preset nomber of notes that have passed through one of the bill validators.

10026}  As yet ancther aspect of the wvention, the technology cabinet is fully reraovable from
the chassis without any need to open the door or 1o access the internal storage space of the chassis.

[0027]  As vet an additional aspect of the invention, the technology cabinet is removably
coupled to the top of the chassis via at least one mounting ratl.  The mounting rail (or rais) 1s
adapted/designed to allow the technology cabinet, when not fixed to the chassis, to be shidable relative to
a position of the chassis, and adapted/designed to allow the fechnology cabinet to be fully removable from
the mounting rail when the mounting rail is at or near its fully extended length.

10028} As a further aspect, the technology cabinet includes memory having a program stored
therein that, when executed, causes af least the processor to perform an auto-detect process, which
comprises the following the following steps/activitics/functions: communicating with each functional
device placed within the door io ascertain identiies of all functional devices within the door,
communicating with a central server, via communication equipment within the technology cabinet, the
ascertained identities of all the functional devices within the door, and receiving from the cendral server,
via the communication cquipment within the technology cabinet, program code adapted 1o enable the
technology cabinet to control each functional device within the door.

[0029]  As a specific feature of this aspect, the technology cabinet is pre-programmed, prior to
assembly within the modular drop safe, to execute the auto-detect process upon an initial mstallation
withis the modular drop safe. Hence, after asserubly of the drop safe and upon its nitislization, the auto-
detect process is carried accordingly.

[0030]  As another feature of this aspect, the modular drop safe can be modified by replacing
its current door with a new door, and then the technology cabinet is designed/adapted/programmed to
execute the auto~detect process after the door is replaced with the new door. Accordingly, the technology
cabinet ascertains the identities of all functional devices within the new door and comumunicates that

mformation fo the central server. The technology cabinet then receives program code that enables it 1o
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coutrol each functional device within the new door. The new door includes a controllable digital lock and
at lcast onc additional functional device (e.z., the new door mayv be that of a Brink’s Box, B-Safe,
Recyeler or other type of drop safe mentioned herein).

100317 As a further aspect of the invention, the technclogy cabinet includes GPS functionality
to ascertain s own location, and commuonication equipment adapted/programmed to tansmitf the
ascertained location of the technology cabinet to a central server in order to provide the current location
of the modular drop safe (e.g., to be included in its database and for use 1n created deposit records).

[0032]  As another aspect of the invention. the technology cabimet meludes short-range
cormrpunication equipment adapted to communicate with a mobile device of the person authorized {o
make a deposit into the drop safe and to receive data from and to transmit data to that mobile device
pertaining to a deposit 1o be made or that has been made into the drop safe. In a particular embodiment of
the present invention, the data is transmitied to the mobile device for the purpose of the mobile device
subscequently transmutting the data to the central processor for further handling, such as (o create a depostit
record corresponding to the transmiited data (and possibly for providing a credit to the retailer). In this
“disconnected” embodiment, the drop safe has no capability to communicate with the central server via
an RF communication protocol, that 1s, via Wi-Fi, celbular (e.g.. LTE/4G) or other mid or long-range
communication technique.

[0033]  Various other aspects and features associated with the apparatus/system erabodiments
of the present mavention are provided in the detailed description section below. Other apparatus/system
embodiments also are further discussed and the foregoing should not be construed to represent the only
apparatus/system embodiments of the invention.

[0034]  In accordance with certain method/process embodiments of the present imvention, in
summary form, the present invention entails creating a deposit nto a drop sale placed at or near a retailer
location by the following steps. Receiving, by the ceniral server, deposit information from a mobile
device, the deposit information including at least an identity of a thing of value to be depostted into the
drop safe. Receiving, by the central server, an 1D of a deposit bag that mcludes the thing of value 1o be
deposited. Creating, by the central server, a deposit record associated with the 1D of the deposit bag and
that includes data pertaining to the deposit information received from the mobile device. Receiving, by
the drop safe, either the identity of the person to deposit the deposit bag into the drop safe or the 1D of the
deposit bag. Unlocking, by the drop safe, the bag drop slot based on the received identity of the person or
the received ID of the deposit bag. Receiving, by the drop safe, the depostt bag. Verifying, by the drop
safe, that the deposit bag is within an internal storage space of the drop safe after receiving the deposit
bag. Communicating, by the drop safe (o the central server, upon venfying, that the deposit bag 1s within
the internal storage space of the drop safe.

[0035]  As an aspect of these embodiments, the thing of value is an amount of money, and the
method further comprises arranging, by the central server, to provide a monetary credit to the retatler in

accordance with the amount of money in the deposit bag based on the deposit information in the deposit
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record that was received from the mobile device.

[0036]  As an aspect of these embodiments, the drop safe receives the identity of the person by
scanning a code on the person’s badge (or other thing he/she 1s carrying) in which the code represents the
identity of the person. The method further comprises ransmutting, by the drop safe, the scanned code to
the central server, ascertaining, by the central server, the identity of the person based on the fransmitted
scapnned code, and ascertaiming, by the central server, if the identified person s authorized to use the drop
safe and, if so, transmitting an unlock nstruction to the drop safe. Unlocking, by the drop safe, of the bag
drop slot comprises unlocking the bag drop slot apon receipt of the anlock instruction from the central
server.

[0037]  As a further aspect of these embodiments, the method {urther comprising receiving, by
the central server from the mobile device, a request to access the bag drop slot of the drop safe,
ascertaining, by the central server, the identity of the person based on one or more communications from
the mobile device, receiving, by the central server from the mobile device, data identifying a current
focation of the mobile device, determining, by the central server, whether the current Iocation of the
mobile device 1s within a predetermined distance of a location of the drop sale, ascertaining, by the
central server, if the identified person is avthonzed to access the bag drop slot based on at least the
ascertained identity of the person and whether the current location of the mobile device is within the
predetermined distance of the location of the drop safe, and, if so, transmitting an unlock mstruction to
the drop safe. Unlocking, by the drop safe, of the bag drop slot is carried out upon receipt of the unlock
mstruction from the central server.

10038}  As another aspect, the deposit bags within the imternal storage space of the drop safe
are imaged, and the ID of each of the deposit bags s identified from the imaging.

[0039]  As an additional aspect, the ID of cach RFID tag within the internal storage space of
the drop safe is obtained, and 1D of the deposit bag that is associated with the created deposit record is
identified from those obtamed IDs.

(00407  As a further aspect, the 1D of each RFID tag within the imfcrnal storage space of the
drop safe is camried out by an RFID rcader that is placed outside the internal storage space of the drop
safe, 1 communication with at least one RFID astenna that 1s placed within the internal storage space of
the drop safe.

[0041]  As a vet another aspect, multiple deposit bags are received by the drop safe, each
including a respective RFID tag, and the IDs of all the RFID tags are read via the RFID reader.

[0042]  As a feature of this aspect, the method further comprises ascertaiming if a deposit bag
dropped within the drop safe is removed from the drop safe based on data regarding the identified 1Ds
obtained during a series of identifications over time of the 1Ds of the RFID tags within the drop safe.

[0043]  As an additional aspect, wherein the thing of value is an amount of money, and the
method further comprises creating, by the central server, a respective deposit record that corresponds {o

each of the plurality of deposit bags, and arranging, by the central server, fo provide a monetary credit (o
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the retailer in accordance with a total amount of money in the plurality of deposit bags received by the
drop safe based on the created deposit records.

[0044]  Asyet another embodiment, the method comprises receiving, by the central server from
the mobile device, an identity of the mobile device, and verifying the wdeniity of the mobile device
corresponds to an authorized emplovee of the retailer associated with the drop safe.

[00451  As yet a further embodiment, the method further comprises receiving, by the central
server from the mobile device, data identifyving the current location of the mobile device, identifying the
drop safe associated with the current location of the mobile device, and assoctating data recetved from the
mobile device with the identified drop safe.

[0046]  As yet an additional embodiment, the method comprises including the identified
current location of the mobile device within the created deposit record.

[0047]  As a further aspect, the method further comprises identifying the drop safe nearest to
the current location of the mobile device, and communicating data to the mobile device regarding the
identified drop safe nearest to the current location of the mobile device for subsequent conveyance to the
user of the mobile device.

[0048]  As a feature of this aspect, navigation instructions {rom the current location of the
mobile device to the dendificd drop safe are provided to the mobile device for use by the user of the
mobile device.

(60491  Various other aspects and features associated with these process/method embodiments
of the present invention are provided in the detailed description section below.

[0050]  In accordance with certain method/process embodiments of the present invention, in
summary form, the present invention cntails accessing a drop safe placed at or near a retailer location for
the purpose of emptying it by a messenger. The method comprises scheduling, by the central server, to
arrange a messenger to empty a drop safe placed at or near a retailer location, receiving, by the central
server, data from a mobile device of the messenger that includes an 1dentification of the messenger and a
current location of the mobie device, verifying, by the central server, that the identified messenger is
authorized to empty the drop safe, receiving, by the central server from the mobile device, a code that
uniguely 1dentifics the drop safe, dentifving, by the central server, an identity of the drop safe based on
the received code, ascertaining, by the central server, a location of the identified drop safe, determining,
by the central server, whether the current location of the mobile device is within a predetermined distance
of the ascertained location of the drop safe, generating, by the ceniral server, a one-time authorization
code to open the drop safe if the current location of the mobile device is determined to be within the
predetermined distance of the ascertained location of the drop safe, communicating, by the central server,
the gencrated one-time authorization code to the mobile device, receiving, by the drop safe from the
mobile device, the one-time authorization code communicated by the central server, determining whether
the received one-time authorization code corresponds to the one-time authorization code generated by the

ceniral server, and unlocking and opening a door of the drop safe to provide access of the drop safe by the
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messenger, for subsequent emptying, if i is determined that the received one-timme authorization code
corresponds to the one-time authorization code generated by the central server.

[0031]  As an aspect of these embodiments, the code that uniquely identifies the drop safe
corresponds to a computer-readable code displayed on the drop safe that is taken by a camera of the
mobile device.

[0052]  As a further aspect. the code that uruquely identifics the drop safe 1s the ID of an RFID
tag associaied with the drop safe that is read by a reader on or associated with the mobile device.

[0053]  As another aspect, the location of the identified drop safe is wentified by the drop safe
itself (e.g.. using s own GPS), which is transmitied fo the ceniral server.

[0034]  As an additional aspect the one-time authorization code is a time-~-dependent code, and
the method further comprises determiving, by the ceniral server, whether the received one-thge
authorization code was reccived by the drop safe within a preset amount of time of when the one-time
authorization code was generated and, if not, the unlocking and opening of the door of the drop safe s
inhibited.

[0055]  As yet a further aspect of the invention, the one-time authorization code generated by
the central server is based on multiple data clements inchuding at least data relating to the identified
messcnger and data representing the identity or location of the drop safe.

[0056]  As yet another aspect, the one-time auvthonzation code is displayed by the mobile
device, which is then scanned using a reader within the drop safe.

[00371  As yet a further aspect, the one-time authorization code is wirelessly received from the
mobile device via a short-range conununication proiocch

[0058]  As yet an additional aspect, prior to unlocking and opening the door of the drop safe,
the ID of the RFID tag of cach bag deposited within the drop safe is identified to identify all bags within
the drop safe that are io be removed by the messenger upon unlocking and opening the door.

[0059]  As a feature of this aspect, the number of bags within the drop safe to be removed are
transmitted to the mobile device for subsequent instruction {o the messenger.

(00607 As a further feature, after the door of the drop safe 1s undocked and opened to enable
access by the messenger, the central server receives from a device operated by the messenger removed
bag transmitied data that represents the [Ds of all deposit bags that have been removed by the messenger
{c.g., the messenger scans cach deposit bag as it 1s being removed from the drop safe or scans at a later
tme). The central server venfies that the transmitted removed bag data corresponds to the IDs of all the
R¥FID tags that were identified to be witlun the drop safe prior to the unlocking and opening the door of
the drop safe.

(00611  As a further aspect, the RFID reader is placed exterior to the internal storage area of
the drop safe using at least one RFID antenna placed within the internal storage space of the drop space.

[0062] As another aspect the door 18 closed and locked, and the 1D of as RFID tag of asy bag

remaining within the drop safe afier the door is closed and locked is ascertained to determine whether all
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bags within the drop safe had been removed prior to the closing of the door. As a feature, if a bag is
detected within the drop safe, the messenger is informed.

[0063]1  Additional aspects and features associated with these process/method embodiments of
the present invention are provided (i the detailed description section below,

[0064] In accordance with certain method/process embodiments of the present invention, in
summary form, the present nvention entails a method of replacing a technology cabinet of a modular
drop safe. The method comprises servicing a modular drop safe that includes a modular chassis, a
modular door, and a moduolar techoclogy cabinet, cach having certain features.  Servicing racludes:
physically removing the technology cabinet from the chassis, disconnecting the set of cables between the
technology cabinet and the door, connecting the set of cables between a new technology cabinet and the
door, coupling the new technology cabinet to the chassis, and mttializing the new techuology cabinet to
enable the modular drop safe to function during {o provide control daia and power to the various
functional devices of the drop safe.

[0065] As an aspect of these embodiments, the sieps employed to replace the technclogy
cabinet are all carried out without the door being moved to its open posttion and without any need to
access the internal storage space of the chassis.

[0066]  Asa further aspect of these embodiments, the drop safe being scrviced employs a set of
cables that extend from the door from within the intemal storage space of the chassis and extend from
within the internal sforage space via an operung in the chassis to the technology cabinet.

[0067]  As another aspect of these embodiments, initializing the new technology cabinet
comprises ascerfaining, by the processor of the technology cabinet, identities of all functional devices
within the door, commumicating, by the technology cabinet to a remote central server, the ascertained
identities of all the functional devices within the door, and receiving, by the technology cabinet from the
cendral server, program code adapied to cnable the technology cabinet to conirol cach of the functional
devices within the door.

[0068]  As an additional aspect of these embodiments, the techrology cabinet of the drop safe
being serviced includes a reader adapted to dentify bags placed within the internal storage space of the
chassis.

[0069]  As a feature of this aspect, the reader is an RFID reader and the chassis of the modular
drop safe being serviced includes, placed within the internal storage space, at least one RFID antenna
coupled to the RFID reader via an antenna cabie, the RFID reader and the RFID andenna collectively
adapted to ascertain 1Ds of RFID tags placed within the internal storage space of the chassis. Here, the
step of disconnecting further comprises disconnecting the antenna cable between the RFID reader in the
technology cabinet and the at least one RFID antenna in the chassis, and the step of connecting further
comprises connecting the antenna cable between the RFID reader and the at least one RFID antenna.

[6070]  As vet 3 further aspect of the invention, the techoology cabinet of the modular drop

safe being serviced is coupled to the top of the chassis via at least one shidable mounting rail. Durning the
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method, the step of physically removing the techuclogy cabinet from the cabinet entads shiding the
technology cabinet, via the shidable mounting rail, from a position fully on the chassis 1o a position fully
off the chasms, and the step of coupling the new technology cabinet 1o the chassis entails installing the
new technology cabinet to the slidable mounding rail and sliding, via the slidable mounting radl, the sew
technology cabinet to a position fully on the chassis.

[00711  Additional aspects and features associated with these process/method embodiments of
the present invention are provided in the detailed description section below.

[0072] In accordance with certain method/process embodiments of the present mvention, in
summary form, the present invention eniails a method of converting/servicing a moduolar drop safe by
obtaming access to the modular drop safe (the door is unlocked and moved to its open position),
disconnecting the set of cables from the door, physically removing the door from the chassis, physically
instafling a new door onto the chassis, connecting the sei of cables to the new door, and re-initializing the
technology cabinet to ¢nable the modular drop safe to function to provide control of and power to the
functional devices within the new door,

[0073]  As an aspect of these embodiments, the new door has a different set of functions than
the replaced door, and remitializing entails ascertaining the 1dentities of all the functional devices within
the new door, commmmicating those wdenditics to the remote cendral server, and recciving by the
technology cabinet program code adapted/designed to enable the technology cabinet to control each of the
functional devices within the new door.

[0074]  As a further aspect of these embodiments, the door physically removed from the
chassis includes a controllable digital lock and a lockable bag drop slot, and the new door includes a
controllable digital lock and at feast one bill validator (i.c., a Brink’s Box is converied to a B-Safe).

[00751  As another aspect of these embodiments, the door physically removed from the chassis
includes a controllable digital lock and a lockable bag drop slot, and the new door includes a controllable
digital lock and a small form factor cash recycle (ie., a Brink’s Box is converted to a Recyeler Safe).

[0076]  As additional aspects of the present i mvention, a drop safe of one type can be
converted into a drop safe of another type (ie., with different functionality) by phyvsically replacing the
door as summarized above and then re-initializing the technology cabinet.

[0077] In addition to the foregoing, process embodiments that correspond to the foregoing
summanized apparatas embodiments are provided and, conversely, apparatus and/or system embodiments
that correspond to the foregoing summarized method embodiments are provided. Hence, the above-
summarized embodiments, aspects and features are illustrative and non-limiting.

[0078]  Various other objects, advantages and features of the present invention will become
readily apparent to those of ordimary skifl in the art from the following detailed description of the
invention.

Brief Descrintion of the Drawings

[00791  The following detailed description, given by way of example and not intended to limit
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the present mvention solely thereto, will best be appreciated 1 conjunction with the accompanying
drawings, wherein like reference numerals denote like elements and parts, in which:

[00801  Figure | shows an exemplary of the Brink’s Box present invention;

100817  Figure 2 shows an exemplary of the B~-Safe present invention;

[0082]  Figure 3 is a schematic illustration of the Brink’s Box;

[0083]  Figure 4 is a schematic Hlustration of the B-Safe;

[0084]  Figure 4A is a schematic illustration of the Recycler Safe;

[0083]  Figure § is a schematic llustration of the Smart Bag of the present invention;

[0086]  Figure 6 is a block diagram of the various entities involved in the processes of present
mvention;

[0087]  Figure 7 shows an exemplary chassis of the drop safes of the present tnvention

[0088]  Figure 8 shows an exemplary exterior of the door of the Brink’s Box;

[0089]  Figure 9 1s a functional block diagram of the door of the Brink’s Box;

[0050]  Figure 10 shows an exeraplary exterior of the door of the B-5afe;

[0091]  Figure 11 1s a functional block diagram of the door of the B-Safe;

[0092] Figure 12A shows an exemplary chassis of the B-Safe that inchudes an exemplary bin
that captures notes that pass through the B-Safe’s bill validators;

[0093] TFigure 128 shows an exemplary bin liner within the exemplary bin that captures notes
that pass through the B-Safe’s bill validators;

[0094]  Figure 13 is a functional block diagram of the Recycler Safe;

{00951  Figure 14A 1s a block diagram of the technology shelf of the present imvention;

[0096]  Figure 148 shows an exemaplary front exterior of the technology shelf

[0097]  Figure 15 is a flowchart of configuring the tech shelf 1n accordance with the present
mvention;

[0098]  Figure 16A shows an exemplary exterior of the rear of the technology shelf in
accordance with one particular embodiment of the technology shelf;

(00991 Figures 16B, 16C and 16D dlustrate how the technology shelf is removed from the
drop safe in accordance with one embodiment of the present invention;

[00100] Figure 16F shows an exemplary top of the chassis with the technology shelf removed
i certain embodunents;

(00101} Figures 17A to 17G show various view of the interconnection between the chassis and
tech shelf i accordance with another embodiment of the present mvention;

[00102] Figures 18A and 18B show structures for securing a door o a chassis i accordance
with a particular embodiment of the present mvention,

[00103] Figures 18C and 18D show structures for securing a door 1o a chassis in accordance
with a further embodiment of the present invention;

[00104] Figure 19 is a flowchart of the deposit creation process of the present invention;
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[00103] Tigure 20 1s a flowchart of the bill insertion process of the present mvention; and
[00106] Figures 21A and 21B collectively show a flowchart of the messenger pickup process of
the present invention.

Detailed Description of the Present Invention

[00107] The present invention entails modular money smart management devices that enable
retatlers to conventently and guickly make cash deposits within their own facilities to nunimize security
risk, time and resources. Retailers use their own mobile devices (c.g., smart phones, tablets, eic) ©
facilitate a cash deposit within the modular devices of the present invention and receive real-time
mformation about those deposits on those same mobile devices. Withdrawal of the contents are carried
out by messengers utilizing their own mobile smart phones or other smart hand-held device. The present
invention further entads various novel processes for making deposils, novel processes for removing
deposited contents, novel processes for replacing modular components within the devices, and novel
processes for converting those devices for expanded. eshanced or otherwise modified capability.

{00108} The modular money smart meanagerent devices, in many of the embodimenis
described herein, are modular drop safes.  However, some embodiments (or vanations of other
embodiments) may not employ a drop slot. For convenience, each of the embodiments described herein
{and their variations) are referred to herein as a “drop safe.” Accordingly, the term “drop safe” as used
herein includes safes that include a drop slot that accepts the Smart Bag of the present invention or other
tvpe of bag, envelope or receptacle contaming something of value, and also includes safes that may not
mclude a drop slot but otherwise accept a note or other thing of value (¢.g., via a bill validator).

[00109] The drop safes of the present invention, with their modular design, are guickly
configurable, serviceable, upgradeable, and designed to allow for upgrading to include future~developed
fonctionality/capabilitics.  As will be described, and as one example of the drop safes” wpgradeable
capability, a Brink’s Box (ie., a drop safe without bill validators) is modifiable on site to be
converted/upgraded into a B-Safe (i.¢., a drop safe that includes bill validators).

[60110] The drop safe in accordance with one embodiment of the present invention is calied,
for convenience herein, a “Brink’s Box” (as mentioned above). An exemplary Brink’s Box is shown in
Figure 1 of the drawings. A drop safe in accordance with another ernbodiment of the present invention 1s
called, for convenience, a “B-Safe” (also as mentioned above). An exemplary B-Safe is shown in Figure
2 of the drawings. As will be discussed, the primary difference between the Brink’s Box and the B-Safe 1s
that the B-Safe inchudes currency acceptance, identification and authenticity verification equipment.
Such equipment/technology is capable of accepting a note, recognizing its denomination, verifying s
authenticity, and dispensing the note (within the safe). As understood within the art, bill validators serve
this functionality and thus may be emploved within the various embodiments, as appropriate, of the
present invention. The operations of both the Brink’s Box and B-3afe are further deseribed below.

{60111} The drop safe in accordance with a further embodiment of the present mvention is

called, for convenience here, a “Recycler Safe” (as mentioned above). As will be described, the Recycler

12



WO 2021/050272 PCT/US2020/047974

Safe mncludes equipment/technology that both accepts and dispenses notes m a controlled manner. A
small form factor cash recycler carrics out such functionality and may be employed.

[00112] In accordance with yet other embodiments of the present invention, the B-Safe and the
Recycler Safe may be modified to omit a drop slot {and thus do not accept a dropped Smart Bag or other
dropped bag, envelope, or receptacle containing something of value). These and other embodiments are
forther discussed below.

[00113]  In addition to the function, operation, and benefits of the Brink’s Box, the B-8Safe, the
Recycler Safe and other embodiments/variations described herein, including the novel techniques for
ernptying these devices, a beneficial feature of the present invention is the ¢ase in which one type of drop
safe of the present invention, which is already installed and operating at a retailer location, is casily
converted into another type of drop safe of the present invention. Other features and benefits of the
present invention are discussed.

[00114] Brink’s Box: Brief Hardware Overview

{00115} Figure 3 shows a schematic illustration of a Brink’s Box 10 1o accordance with the
present mvention. Brink’s Box 10 mcludes three main components: a chassis 100, a door 200, and a
technology cabinet 300

[00116] Chassis 100 is designed to securely hold deposited bags of money (or other things of
value) and may be manafactured from any suitably strong, industry-acceptable material. Chassis 100
meludes dropped tiem setting techrology 110 designed to identify individual bags that have been dropped
within the chassis. In one embodiment, the chassis includes a set of RFID antennae 110 {fo be described).
In another embodiment, optical recognition techuology 110 is emploved. Gther techuology to identify
cach individual dropped bag may be used.

[00117]) Chassis 100 wncludes an mmer volume (storage 120} that serves as a storage
compartment sufficient to held a certain number of dropped bags. The number of dropped bags that a
drop safe can hold generally will be based on the needs of the end-user. Exemplary numbers of dropped
bags that can be held, which usually are based on the size of the chassis, include 25, 30, 35, 50 80, 110,
156, etc. An optional customer storage compartment 130 also may be provided.

[00118] The door 200 of the Brink’s Box engages with chassis 100 and inclades a lockable bag
drop slot/mechanism (drop door mechanism 210) to enable the dropping within the safe of deposit bags
{also called Smart Bags herein) that contain cash, comn and/or other items of value. Door 200 ig tatlored
for use with Brigk’s Box 10 and doese’t includes auy bill validators. Door 200 also inchudes a digital lock
and associated bolt work 220 that can be opened only by an authorized messenger employing the cash
reraoval process described herein. The clectronics of door 200 are controlled via cabling (via door
interface 222) from the Brink’s Box’s technology cabinet 300,

[00119] Technology cabinet 300 is coupled to the top of chassis 100 and includes the bulk of
the processing and comuunications of the Brink’s Box 10, Technology cabinet 300 is also referred fo

herem, for convenience, as the technology shelf, or more sunply, the “tech shelf” Tech shelf 360
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includes system controller and communications 310, dropped item identification and authentication 320,
and uscr and dropped ttem authorization 330, Excemplary struciural components that correspond to these
modules include a main controller board, an RFID reader, a barcode/QR-~code scanner/reader, t© be
discussed. In other embodiments/variations, other technology is eraploved to perform dropped item
wdentification and authentication, as well as user and dropped item authorization, to be discussed.

[60120] B-Safe: Brief Hardware Gverview

(00121} The B-Safe 20 is schematically shown in Figure 4. B-Safe 20 is similar to Brink’s Box
10 and includes the three main components of a chassis, door, and tech shelf. The B-Safe’s chassis is
identical to the Brink’s Box’s chassis 100, The B-Safe’s tech shelf 15 identical (at least hardware-wise) to
the Brink’s Box’s tech shelf 300, but the tech shelf of the B-Safe controls its door differently than how
the Bunk’s Box’s tech shelf 360 conirods tés door. The control/function/operation of the tech shelf (for
cach embodiment) 1s discussed in detail in the Detailed Discussion section provided below.

(001221 B-Safe 20 employs a different door than the door of the Brink’s Box. In particular, B-
Safe 20 nclodes a door 400 that inclodes the capability o accept a note, recognize s dencmination,
venly its authenticity, and dispense the note (within the safe’s chassis). In the exemplary embodiment
llustrated in Figure 4, a pair of bill validators 430 carry out these functions. Accordingly, retaders are
able to deposit single cash notes (1.¢., bills) n the B~-Safe of the present invention. The received notes are
stored within a storage space 440 (within the chassis of B-5afe 20). Door 400 also contains a bag drop
slot {drop door mechanism) 410 and a digital lock/locking mechanism (digital lock and bolt work) 420
similar to those 1 the Brink Box’s door 200. Alse, like the Brink’s Box, the clectronics of door 400 e,
the bill validators, the digital lock/bolt work, and bag drop slot) are controlled and coramunicated with via
cabling (via door interface 422) from the technology cabinet 300,

[00123] In the B-Safe embodiment, storage space 450 within the chassis holds the dropped
bags. Also, the B-Safe’s chassis may include a storage bin 442 and a liner 444 (for that bin) fo capture
the notes that have been accepted by the bill validators. The mventive features of B-Safe 20 are further
described,

[06124] ERecycler Safe: Briof Hardware Overview

[00125] The Recycler Safe 30 1s schematically shown in Figure 4A. Recycler Safe 30 is similar
o the Brink’s Box 10 and the B-5afe 20 1o that # also includes the three maim components of a chassis,
door, and tech shelf. The Recycler Safe’s chassis is identical to the chasses of the other drop safes. The
Recycler Safe’s tech sheif also is structurally dentical to the other drop safes. However, the tech shelf of
the Recycler Safe controls its door differently in that it further conirols the function/operation of the small
form factor cash recycler ncluded within the Recycler Safe’s door.

[00126] The Recvcler Safe’s door 450 includes a bag drop slot (drop door mechanism) 460 and
a digital lock/locking mechanism {digital lock and bolt work) 470, like those in the Brink Box and B-
Safe. Storage space 493 within the chassis holds the dropped bags.

(001271 The Recycler Safe’s door 450 further includes a small form factor cash recyeler (bill
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depositor 480 and bill dispenser 482) to recycle notes as needed.

[00128] The clectronics of door 430 (ic., the small form factor cash recycler, the digital
lock/bolt work, and bag drop slot) are controlled and communicated with via cabling (via door mterface
4723 frora the Recycier Safe’s technology cabinet 300,

[00129] Other embodiments of the drop safe, which include different hardware and
fonctionality are discussed in the sections below.

[00130] The drop safes of the various embodiments of the present invention accept banknotes
coutained within the dropped Smart Bags, via the bl validators, via the small form factor cash recycler,
and/or via other equipment that accept banknotes, For convenience, the term “note” or “noies” as used

heremn refers a banknote {or banknotes). Other common terms for a banknote include “bill)” “money.”

133 EERNA3

cash.” “paper money,” and “paper currency.” These terms, along with the term "note” and other hke
ierms, are used interchangeably herein to refer 1o a banknote.

[00131] Smart Bag: Overview

[001327 The embodiments of the present invention that include a bag drop slot are designed to
receive a tamper-evident sealing deposit bag, also referred to herem as a Smart Bag. The Smart Bag is
utihzed by retailers to make deposits i the manner described herein. The Smart Bag of the present
nvention includes active and/or passive technology that enable technology within the drop safes of the
invention to uniquely identify cach deposited Smart Bag.

[G0133] In one embodiment, which 5 schematically shown in Figure 5. Smart Bag 300 s
shown to be comprised of a bag 510 that includes certain information printed (or otherwise provided) on
the exterior of the bag  Such nformation mcludes a unigue barcode 312 and a human-readable
identification number 314. Preferably, the barcode 512 represents the same human-reader number 514,

[00134] For convenience herem, the term “printed,” “printed nformation,” “printed text” and
the like includes information, numbers, text and other indicia (¢.g., icons, graphics, photos, piciures, ¢tc.)
that are provided in a manuner that i1s viewable by a person and/or viewable by a camera (and the like),
whether or not such wformation s actually primted. For instance, the information may be engraved or
otherwise visibly provided (without actual being “printing”™). Accordingly, the term “printed” and other
like terms are used to broadly indicate visible information.

[00135] Tn other embodiments and variations, rather than providing printed information (or in
addition to providing printed information), suitable technology is employed to provide the information in
an aodible fashion. For instance, in one embodiment, Smart Bag 500 inchudes the capability of audibly
providing the human-readable identification nuwmber 514, Such functionality is beneficial under certain
circumstances, such as w arcas of low-light, for use by the visually pupaired, and/or in other situations.
Since technology for providing audible information is well known, further details are not discussed herein
except where particularly necessary for an understanding of the present invention.

[60136] Swmart Bag 300, in certain embodiments, includes an RFID tag 520 embedded within

the bag 510. The placement of the RFID tag and the printed mformation may be provided at different

I
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locations than that shown in Figure 5. The RYID tag 520 preferably 1s an industry-standard Ultra-High
Freguency RFID tag, although other types of RFID tags may be employed if appropriate. The 1D of the
RFID tag may represent the same number represented by the barcode and/or the human-readable
identification number.

[00137] In another embodiment, an RFID tag is omitted from the Smart Bag. In vet a further
embodiment, cither the unique barcode or the human-readable wdentification number is omitted.  In
alternative embodiments, rather than using a barcode, other computer-reader ndicia is employed. For
instance, a QR-code may be used.

[G0138]  In the various embodiments, the Smart Bags may be sized to accommodate the needs of
the retailer end-users. For instance, the Smart Bags may be sized to accommodate, 50 notes, 100 notes,
150 notes, 200 notes, 250 notes, etc. Morcover, the Smart Bags may be sized to allow coins to be
included. In yet other embodiments, the Smart Bags may be sized to accommodate other items of value
(incloding things of sentimental valuc).

[00139] As will be further described, cach Smart Bag that is dropped into a drop safe of the
present invention 1s identified/detected by employing the drop safe’s dropped ftem identification and
authentication capabiliics. In certain embodiments to be described, the drop safe employs RFID
technology capable of reading the ID of the RFID tag contained within cach Smart Bag. In certain other
embodiments, the drop safe emplovs visual recognition technologies. In certain embodiments, a
combination of identification and authentication capabilitics are employed.

[00148] Other Equipment: Overview

{00141} The safes of the present mvention work in conjunction with users’ mobile smart phones
or smart tablets, such as an iPhone, iPad, Android smart phone, and the ke, For convenience herein, the
terms “mobile device,” “mobile phone,” “smart phone.” “portable device”™ and the like are
interchangeably used hercin fo refer to and include all cellular tclephones that support wircless
communications protocols, and mclude portable tablets and other portable electronic devices, such as the
iPad mobie device, that support wireless coramunications protocols, such as cellular conunuication, Wi-
Fi communication protocols, Bluctooth protocols and/or other jong-range, mid-range and short-range
protocols. In certain embodiments, the mobile device ncludes location ideuntification capability, such as
GPS.

[00142] The drop safes of the present invention communicate with and work m conjunction
with g central server {or other remote computing system) via the Interset, cellular coramunication, or
other form of long-range communication. Figure 6 i8 a block diagram that shows the various
devices/entitics that are mvolved n the processes of the present invention. In particular, the vanous
devices/entitics include the retailer 600, a cash processing facility 700, a messenger service 720, and the
retatler’s bank 730, Although four entitics are shown, additional entities may also be involved. Further, a
single entity may carry out the functions of two or more entities and, thus, the total number of entities

mvolved in the process may be different than that shown in Figure 6.
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[00143] Retailer 600 includes an associated drop safe 610, which may be the Brink’s Box 10,
the B-Safe 20, the Recycler Safe 30, or other drop safe embodiment or variation thereof as described
herem. The drop safe 610 may be placed within the retailer location or at another location accessible to
employees of the retailer,

[00144]  As used herein, a “retailer” is a company providing goods and/or services, such as a
retail store (¢.g., department store, supermarket, grocery store), a transportation provider (¢.g.. an airling,
a bus company), ctc. For convenience, the generic term “retaier” 18 used herein o refer to a company
that provides goods and/or services in exchange for money and where that retailer sometimes (perhaps
often) accepts physical cash i exchange for such goods and/or services. In certain embodiments, a
retatler may receive something of value {other than notes/coins) that 1s intended to be temporarily stored
withig a drop safe of the present invention. For conventence, the term “thing of value” is used herein to
refer to one or more notes, coins, and/or other item(s) that has value.

[00145] Drop safe 610 may be physically placed within the retailer location, such as within a
back office. The drop safe also may be placed within the physical space of another retaifer (e.g., a
neighboring storey that is accessible to personnel of the retailer, or within a common arca. The term
“common area’ refers to a space accessible to multiple entities, such as multiple retailers, go that a drop
box located in such common arca is accessible and thus usable by multiple entitics. For example, a
common area may be placed within a shopping mall at a location accessible to the tenants of that
shopping mall. The common area may include an area within a particular retader that is accessible 1o
other retailers. The term “placed” and the like is intended to mean disposed or located, where
appropriate.

[00146] Other equipment/entities schematically shown i Figure ¢ are discussed in the
following sections.

[06147] Processes: Overview

[00148] In advance of using the drop safe of the present invention, the retailer prepares for a
depostt. In accordance with the present invention, the refailer’s manager or other designated person
(collectively, for convenience, “manager’) uses his'her mobile device 020 (referred to herein as
“manager’s mobile device” or “user’s mobile device” or the bike) to start the deposit of a certain amouont
of notes, comns, and/or other thing(s) of value. As described in greater detail below, the manager executes
an app or other software program/application (residing within the mobile device or within central server
710 or other remote computing device) to facilitate the creation of the deposit. Generally, the manager
identifies the notes and/or coins placed within the Smart Bag 500, identifies the identification number of
the Smart Bag, and then seals the Smart Bag for subsequent depositing into drop safe 610, Details of the
manager’s creation of a deposit are described i the scctions that follow.

[00149] In certain embodiments in which the retailer desires to deposit into the drop safe
something of value (other than notes and/or coins), the manager identifics the thing of value within the

app or other software program/application, identifies the identification number of the Smart Bag, and then
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scals the Smart Bag for subsequent depositing 1nto the drop safe. Further details are described in the
sections below.,

[00150} The present invention entails novel techniques for depositing a deposit bag, ¢.g.. the
herein-described Smart Bag, within the mventive drop safe. As will be described further below, the bag
drop slot of the drop safe i1s unlocked in various manners, including after the drop safe scans the barcode
printed on the ouiside of the Smart Bag. The drop slot may be opened upon reading of the badge of an
authorized employee of the retailer, among other tochnigues described heremn. In addition, during cach
drop into the drop safe of the present invention, the drop safe via its dropped item identification and
authentication capability, ascertains the 1D of cach and every Smart Bag that is currently within the safe.
This information is utilized to ascertain certain bepefits including whether a previously dropped Smart
Bag has been impermissibly removed from the drop safe (e.g., fished out via the bag drop slot), among
other benefits to be discussed.

[00151] The drop safe 1s in communication with the central server 710 (of the cash processing
facility 700} that collectively know the identity of cach Swmart Bag that has been dropped i the drop safe,
the contents within cach dropped Smart Bag, when cach Smart Bag was dropped. who created the
associated deposit record for each Smart Bag, who actually deposited cach Smart Bag with the drop sale,
among other information. Details about the function and operation of these features are further described.

[00152] Based on a schedule or the nomber of Smart Bags currently in the drop safe or other
reason, a designated and duly authorized messenger (messenger service 720) removes the cash deposits
{or other deposited ttems) from the drop safe. To mitiate bag removal, the messenger uses his‘her mobile
device 730 (referred to herein also as “messenger’s mobie device” or the ike) to gaim access o the drop
safe. The messenger exccutes an app or other software program/application (residing within the
messenger’s mobile device or within central server 710 or other remote computing device) to verify the
identity of the messenger, the identity of the drop safe to be emptied, among other things, which 1 tum
causes the gencration of a single-use authorization code, also referred to herem as a one-time
authorization code or ag "OTA” code. In preferred embodiments, the OTA code has 3 timed expiration
for additional securily.

[00133] The OTA code 1s transmitted to the messenger’s mobile device that, in turn, provides
the OTA code to the drop safe. In certain embodiments, the OTA code 18 in the form of a QR code (or
other displayable code) that is displayed on the messenger’s mobile device and subsequently read/scanned
by the drop safe’s QR reader (as part of the drop safe’s user and dropped itern authorization capability ).
In other embodiments, the OTA code is transmitted from the messenger’s mobile device to the drop safe
using a communicaton protocol, preferably a  shortrange commumication protocol.  Other
embodiments/variations for communicating the OTA code to the drop saft are discussed.

[00154] Upon receipt of a valid, non-expired OTA code, the digital lock of the drop safe’s door
uniocks, thus providing the messenger with access to the drop safe’s inlernal storage.

[00135] Once the safe is opened, the messenger removes all the Smart Bags. If the drop safe 1s
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a B-5Safe (which includes bill validatorsy or other version of a drop safe that inchides bill validators, the
messenger removes all the notes that may be loose or included within an open bag that is within the drop
safe. As will be described in further detail, the safe monitors the existence of the Smart bags that have
been removed. The messenger replenishes the infernal bag from the B-Safe, closes the safe door, and
transfers the removed contents to cash processing facility 700 for further handling. Certain benefits and
features of the invention during this process include verifving that the messenger has indeed removed all
the Smart Bags from the safe. I not, the messenger mav be notified to return to the safe. Other features
and benefits are further described.

[00156] Cash Processing Facility 700 processes the Smart Bags and if applicable the currency
notes, in manners known in the art. In addition, the drop safes of the present invention enable for retailers
to be provided with a credit {e.g., to the retatler’s bank account within bank 750) for the cash depostis that
are made fo the inventive safes,

[60157] The Brink’s Box, B-Safe, and Recycler Safe: Detailed Discussion

{00138} As briefly discussed above, gach of the drop safe ernbodiments of the present invention
include a chassis, a door, and a tech shelf.

[00159] The Drop Safe’s Chassis

[00160] In accordance with the present mvention, the chassis in the Brink’s Box, the B-5afe,
and the Recycler Safe, and other embodiments discussed herein, include dropped item sensing technology
that 1s used to identifv cach Smart Bag that has been dropped mto the drop safe. In accordance with
certain embodiments, such technology 18 a sct of RFID antennac that are connected fo an RFID reader
that is placed within the tech shelf. The RFID antennae, also called for convenience RFID sensors or
RFID pads, are placed on different inner walls of the lower portion (Jlower compartiment) of the chassis,
generally close to where the Smart Bags are stored within the chassis after being dropped mto the safe.

[00161] Figure 7 shows an exemplary chassis 100. As shown, a first RFID pad 110 is coupled
to the chassis’ mner wall 140a, a second RFID pad 110 is coupled to the inmer wall 140b, and a third
RFID pad (not shown) is coupled to 1omer wallld0c, A set of cables 130 extending from the RFID reader
within tech shelf 300 are coupled to cach of the RFID pads within the chassis. Another set of cables 152
are shown within chassis 100 that connect the ¢lectronics within the safe’s door 200 to components within
tech shelf 300, Both sets of cables extend within chassis 100 to tech shelf 300 via a small aperture within
the top or near the top of the chassis.

(00162} In accordance with the present invention, the RFID reader within the tech shelf nithizes
the RFID pads/antennac 110 placed within the chassis to detect the ID of each of the Smart Bags’ RFID
tags. With such equipment, the IDs of several hundred RFID tags can be identified within a few seconds.
Accordingly, all the Smart Bags that have been dropped within the drop safe of the present invention are,
during the various processes described herein, identified immediately upon use of the drop safe, whether
such use is the opening of the bag drop slot, closing of the bag drop slot, opening of the safe for content

removal, closing of the safe, and/or at any other time of operation, as further discussed herein. For
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instance, the drop safe can be programmed to take an inventory of its contents at periodic mtervals of
iime, such as everv S minutes or every 15 minutes (or other periodic interval of time), to verily dropped
bags haven’t been removed without authorization, to identify any newly deposited Smart bags, and/or
other reason.

00163} The number of RFID pads may be different. For instance, a drop safe in accordance
with the present invention may employ two RFID pads appropriately placed within the chassis, or may
employ another number of RFID pads. Morcover, the location of the RFID pads may be different than
that shown i Figure 7. For instance, an RFID pad may be placed on the bottom mner surface (ie., floor)
of the chassis or near the top of the chassis, if desired.

[00164}  As shown in Figure 7, the chassis includes sufficient storage space {i.e., storage area
120y for a relatively large number of dropped Smart Bags. However, due to financial nisk or other
reasons, the drop safe may be programmed to accept a maximum number of dropped Smart Bags that is
substantially less than the chassis’ actual physical storage capacity. For tnstance, a drop safe installed at
one retailer location may be limited to a maximum of 30 dropped Smart Bags, or 20 dropped Smart Bags,
or other number. In a larger retail enviropment, the drop safe may be programmed to hmit the number of
dropped Smart Bags to yet a larger number, such as 45 Smart Bags, 35 Smart Bags, 65 Smart Bags, 73
Smart Bags, etc. Other rumbers may be emploved. In vet other versions (or i addition to the foregoing),
the drop safe may be programmed to accept a himited monetary value, regardless of the number of Smart
Bags that the drop safe may already contain.

[00165] As shown in the exemplary chassis in Figure 7, the chassis of the present invention in
certain embodiments inclodes no electronics or elecirical components other than RFID pads 110, cables
150 and 152, and connectors/inferfacing equipment for the cables. As used herein, the term clectronics
includes  cables, imterfacing for the cables, and pass-through cabling/connectors (for the
electronics/technology in the drop safe’s door).

[00166] In accordance with the B-Safe embodiment of the present invention, which is
illustraied 1 Figures 2 and 4, a paur of bil validators 430 are placed within the upper portion of the B-
Safe’s door 400. Reforring again to Figure 7, the upper portion of the chassis’ storage space 1s emploved
o hold notes that have been accepted by the bill vahidators. In one embodiment, a bin s placed within the
chassis to catch/contain the received notes. In another embodiment of the B-8afe, a large scalable bag is
appropriately placed within the chassis that captures notes that have passed through the bill validators
and, in such embodiment as will described, a messenger who is emptying the contents of the drop safe
retrieves the scalable bag and seals it without the need for the messenger to physically contact any of the
notes that have been accepted by the bill vahdators or otherwise received by the drop safe.

[00167] The Drop Safe’s Door

[00168] The doors of the Brink’s Box 10, B-Safe 20, and Recycler Safe 30 have different
cordigurations, different functions, and dufferent capabilitics, although some of thewr functions and

capabilities overlap in various embodiments/versions. Figure & shows the outside of an exemplary door
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200 of the Brink’s Box and Figure 9 1s a block diagram of door 200. Figure 10 shows the outside of an
exemplary door 400 of the B-Safe and Figure 11 is a block diagram of door 400. Figure 13 is a block
diagram of door 450 of Recycler Safe 30, and previously referenced Figure 4A is a block diagram of
Recycler Safe 30

[00169] Referring first to Brink’s Box 10, door 200 includes bag drop slot 210 and digital lock
226 (with associated bolt work) (Figores 8 and 9). Preferably, bag drop slot 210 includes an “anti-fishing”
design that prevents, or at least mmimizes, the risk of a bag within the safe’s chassis from being pulled
out through slot 210

(601707 Digital lock 220 uitlizes bolis and is designed to unlock (as controlied by the tech shelf)
upon proper receipt of a one-time authonzation (OTA) code. The mechanical/functional construction of
the locking mechanism employed by digital lock 220 is well understood in the art and further description
thereof is not necessary except where necessary to appreciate the present invention.

(001711 The B-Safe’s door 400 mchudes bag drop slot 410, digital lock 420, and bill validators
436 (Figures 10 and 11). Bag drop slot 410 is wentical o bag drop siot 210 of door 200, but bag drop
slot 410 may be placed within the lower portion of door 400, such as shown 1n Figure 10, Digital lock 420
18 identical to digital lock 220 of door 200.

(00172} In the B-Safe embodiment of the present mvention, a pair of bill validators are placed
near the top of door 400, During operation, each bill validator 430 15 able to recetve an nscrted note,
recognize its denomination, verify #ts authenticity and, i authentic, causes the validated note to pass inlo
the safe’s chassis. Fach bill vabidator i1s in communication with the tech shelf’s processors and
communicates all appropriate data, which includes the denomination of each accepted note. In accordance
with the present invention, accepied notes fall directly into the safe’s chassis without the use of a spring-~
loaded cartridge.

[00173] A single bin, with an optional containment bag (liner), placed within the chassis
beneath the bill validators is used to capture notes that are received by both bill vahdators. Figure 12A
illustrates an exeraplary bin 442 placed within the B-Safe’s chassis 100 at a position that caiches notes
that are accepted by either bill validator. Accordingly, a single bin may be crmployed even though two
bil validators are provided within the B-Safe. As explained further herein, when a messenger erpties the
contents of the B-Safe of the present invention, the messenger gathers all the notes within the bin and
places those notes into an envelope or other type of container for further processing. If an optional
coutainment bag 1s employed, the messenger removes the existing bag and replaces i with a new empty
containment bag (liner) that is identified by the B-Safe.

[00174] In accordance with the present invention, by not utilizing cartridges that are designed to
hold a certam number of notes, the tmpact of bill jams is minimized. Moreover, the note storage capacity
of the B-Rafc is based on the size of the storage arca within the drop safe’s chassis, not by the size of a
cartridge.

[00175] Since the construction and operation of bill validators are well known i the art, further
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description thereof is not provided except where particularly necessary for an understanding of the
present imvention,

[00176] Figure 12B shows a variation that employs an identifiable bin hner 444, which 1s
placed within bin 442, that catches notes that have been accepted by the bill vahidators. During removal of
the notes, the bin hiner i1s removed from the B-Safe 1n its entirety (including the notes within 1t) and placed
within an appropnate envelope or transfer container for further handling.  Accordingly, the bin liner
allows for the collection of notes that have been accepied by the bill validators without the need for the
messenger to physically contact those notes. These features are further explained during the herein-in
provided description of the process of cruptying a B-Safe i accordance with the present invention.

[00177] In the Recycler Safe embodiment of the present invention, a small form factor cash
recycler 18 placed vear the top of door 456, such as shown in Figwres 44 and 13

[00178] Duning operation, notes arc roceived by bill depositor 480 and may be dispensed via
bill dispenser 482. As would be understood in the art, the small form factor cash recycler receives an
inserted note, recognizes its denomination, vertfies iis authenticity and, if authentic, stores the note 10 a
particular cassetie based on its denommnation. Notes may then be dispensed upon receiving a suitable
reqguest.

[00179] The Recycler Safe’s bag drop slot 460 and digital lock 470 arc identical 1o the bag drop
slots and the digital ocks of the Brink’s Box and the B-Safe.

[60180] The Drop 5ale’s Tech Shelf

[00181] The tech shelf 15 coupled to the top of the chassis, such as shown in Figure 3 (showing
the Brink’s Box), Figore 4 (showing the B-Safe), and Figure 4A (showing the Recycler Safe). A biock
diagram of tech shelf 300 is shown in Figure 14A. An exemplary view of the exterior of tech shelf 300 is
shown in Figure 14B.

[00182] Tech shelf 300 includes various modules/components, including system controller and
communications module 310, an auxibary controller beard 312, dropped item identification and
authentication module 320, user and dropped tem authorization module 330, LCD screen/button 340, a
light strip/diffuser 360, and a power supply 370.. As will be appreciated, a module mav be implemented
via a single component or multiple components, as appropnate. Moreover, as mentioned {urther below,
various components/functionality arc opiional or may be incorporated within other devices within the tech
shelf.

[00183] System coniroller and communications module 316 includes a main controller board
that controls the various operations of tech shelf 300 and includes communications equipment for
communicating with the central server (or other remote servers) and/or other devices external to the drop
safe. In certain embodiments, LTE/A4G conumunication equipment is emploved. In other embodiments,
Wi-Fi commumication cquipment is employed. In further embodiments, both LTEMG and W-F
communication equiprment are emploved.  Other forms of comumunication equipmend/icchnology,

meluding mid and short-range communication equipment, may be emploved/included within system
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controller and communications module 310.

[00184] In vanations of any of these cmbodiments, system condrol and commumnications 310
meludes suitable equipment/capability to carry out multiple forms/protocols of wireless communication.
Non-wireless (i.e., wired) communication also may be emploved. Moreover, some or all these
communication capabilitics may be implemented via separate components/devices within the tech shelf,
whether stand-alone or included within modules/devices performing other functionality .

[00185] Auxiliary controller board 312 is employed to supply power and to supply and receive
data to various components of the drop safe. including bag drop slot 210 and digital lock 220 within door
206 (or those componenis within door 406 of the B-Safe or within door 450 of the Recycle Safe), and
other devices. In addition, auxiliary controller board 312 communicates with and provides power to bill
validators 43¢ within door 400 when the drop safe s configured as a B-Safe in accordasce with the
present invention. Similarly, auxiliary controller board 312 communicates with and provides power fo
the small form factor cash recycler within door 450 of the Recycler Sale.

{00186} The functions of main controlier board 310 and auxihary controller board 312 may be
modified, combined within a single component/module or implemented by other components within the
tech shelf.

[00187] Dropped item identification and authentication module 320 identifics the Smart Bags
dropped within the drop safe’s chassis. In certain embodiments, this module 1s an RFID reader that works
together with the RFID antennac 110 placed within the chassis. In other embodiments, this module
employs visual recognition processing that works together with appropriate cameras 110 placed within
the chassis to identify the items dropped within the chassis. Other technologies suitable for vaiquely
identifying each Smart Bag dropped within the chassis may be emploved.

[00188] In the cmbodiments in which dropped ttem identification and awthentication 320
employs an RFID reader, a set of connectors 322 allow the direct coupling, via appropriate cabling, of the
R¥FID reader to RFID pads 110 placed within the chassis. Similarly, in embodiments i which dropped
itemn identification and authestication 320 employs visnal recognition technology/capability (e.g., using
appropriate processing), cameras placed within the chassis are coupled to module 320 via connectors 322,

[00189] User and dropped tem authorization module 330 identifies vsers who are authorized to
use the drop safe and/or items (¢.g., Smart Bags) that arc avthorized to be dropped. Module 330 may be
implemented using different technology, equipment, and methodologies. In certain embodiments, a
barcode/QR-code scanner/reader 330 and associated processor is emphwed. 1o other embodiments, non-
visual, shori-range wireless communication equipment {e.2., RFID reader, NFC reader) are employed. In
yet forther embodiments, other forms of visual recognition technology, such facial recognition, biometric
analvsis (e.g., fingerprint reader), eic., arc cmployed. Various cmbodiments/variations arc further
described.

(601907 The tech shel also includes LOD screen/buiton 340, which is capable of providing

mstructions to vsers, such as a countdown fimer during different modes, and is depressible by a user. In
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certain embodiments, LCD screen/button 340 may be omatted.

[00191] Tech shelf 300 is housed within a cabinet or housing 350 constructed of a material that
permits the pass-through of RF signals to cnable the enclosure of RF-based commumnications. For
instance, housing 350 may be made of varicus types of plastics, as well as Polvpropyiene (PP},
Polypropiolactone (PPL), Polyvinyl chloride (PVC), Acryionitrile-butadiene-styrene (ABS), or other R¥
transparent materials, such as, for example, Polyurcthane (PU), Polycarbonate (PC), Fiberglass and
Teflon. Accordingly, housing 350 mmnimally interferes with RF-based communications between the tech
shelf and communication devices external to the tech shelf, including cell towers, suitably equipped
mobile devices, Wi-Fi routers, and other communication equipment.

[00192] To mform users of status, mode and other information, the tech shelf’s light
strip/diffuser 360 is controlied by the main controller board or other controller of the tech shelf. In some
embodiments, the light strip is a strip of LEDs that are mounted along the perimeter of the tech shelf The
strip can exiend along any side in different versions (including along all sides).

[00193] The LEDS within the sirip are controlled by the countroller board during the various
operations of the present invention to emit different colors during different modes of operation. For
mstance. the hight strip may be blue during an idle mode to indicate that the system 1s ready to mitiate a
deposit instruction. The light strip may be green during an active deposit session. The Jight strip mayv be
vellow during a timed session. The hight strip may be red to indicate something 1s critical. And the hight
strip may flash red to indicate that the systern s offtine. Other colors may be provided during other
modes. Moreover, this color system is exemplary, and another set of color combinations may be
employed to assist the vsers of the drop safes of the present invention. The diffuser may be omitted in
certain embodiments. Other forms of lighting devices, other than LEDs, may be cmploved in any
embodiment/variation.

[00194] Power supply 370 receives externally provided power via a power cord (not shown)
and in turn supplies power o the vanous components within the tech shelf.

(601957 The tech shelf further includes, in certain embodimaents, a GPS chip/module. In a
varation, GPS capability mav be included within one of the other devices/modules of the tech shelfl As
discussed herern, with GPS capabiity, the drop safe of the present invention is able to identify its own
focation, which is used for security, authentication and other purposes.

[00196] Communication between the various components of the tech shelf may be achieved via
USB cables, via Ethernet, or other known comamunication devices/protocols. Communications between
the various components and/or other communication devices (internal or external to the drop safe) may be
encrypted as appropriate. Generally, the construction and design of the tech shelf of the present mvention
will be consistent with generally accepted communication protocols, which may vary from country o
countrv. The present mvention is not intended to be specific to any ong type of communication protocol.
Moreover, since the general operation of the wvarious electronic components mentioned herein,

conmmimication between the devices, and encryption methodologies are well understood in the art, further
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discussion of these features, components, and methodologics are not provided herein except where
particularly necessary for an understanding of the present invention.

[00197] In further embodiments, conumunication between the drop safe and the central server
{or other remote server) may be achieved via a hardwire connection, which may be necessary i areas of
the world where cellular (or other wireless) communication is vnavailable or “spotty.” The use of
hardwire for long distance commuomcation is well known and thus further description 1s not provided
except where necessary for an understanding of the present invention. In addition, the communications
antenna can be extended bevond the confines of the tech shelf, if deswed, to improve wireless
coraraunication with the remote cendral server. Compunication o the remote server may be via any
standard or non-standard wireless communication technique, and may include communication to a nearby
router via Wifl or Bluetooth, or other short or mid-range communication protocol.

[00198] Tech Shelf Configuration and Drop Safe Type Detection

[00199] In accordance with the present invention, the tech shelf has the ability to sensc/identfy
the type of door that is installed on the drop safe’s chassis, communicate that information to the central
server, and be auto-configured to control all the equipment/fimctionality of the drop safe.  Such auto-
configaration is carried upon installation of the drop safe at the retailer location, upon installation of a
new tech shelf within a drop safe alrcady installed at a retailer location, upon on-site conversion of the
drop safe from one tvpe to another type, and at other desired times.

(602007  After instalistion of a new drop safe at a retailer location, the tech shel performs a
boot-up operation that mcludes detection of all equipment included within the drop safe’s door. In
particular, the tech shelf detects the presence or absence of individual tvpes of devices that may be
included within the drop safe’s attached door, including a bag drop slot (drop door mechanism), a digital
lock/locking mechanism, bill validators, a small form factor cash recycler, and other equipment that can
be included within a door of the various fvpes/embodiments of drop safes of the present invention,

[00201] Each new tech shelf includes a unique identifier, which may be provided on the tech
shelf as a bar code or other compuier-readable code (e.g., a QR code). The drop safe also includes a
unique identifier, which mav be initially associated with the chassis. For instance, a bar code {or other
computer-readable code) 18 provided on the exterior or the mterior of the chassis. The door of the drop
safe also may include its own unigue identifier {¢.g., displayed on the interior portion of the door).

[00202] Figure 15 shows an exemplary flow chart 800 for configuring the tech shelf in
accordance with the present tnvestion Iutially, and after a new (or refinbished) chassis, a new (or
refurbished) door, and a new {or refurbished) tech shelf are individually mailed or otherwise provided to
the installation site located at a retailer (or common arca), an authorized technician assembles the drop
safe (Step 810).

[00203] During assembly, the chassis is placed in its permanent position and bolted to the floor
or otherwise fixed o ts permanent iocation in a manoer that raakes i extrernely difficult o forcibly

move. Any suitable techuique for permanently installing the chassis may be emploved. The technician
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then installs the door in the manuer intended n accordance with the construction/design of the design, s
hinge and the connection fechnique to the chassis.  The present invention provides exemplary
embodiments for door installation, as well as door removal.  As particularly indicated, instatlation of the
door of the present invention (of the various embodiments described) on a chassis may be achieved
without any special tools and i the described embodiments, without any tools at all. Further details are
provided w the description below.

[00204] After the door is installed on the chassis, the tech shelf is mstalled. Any suitable
mannet of nstallation may be provided, in accordance with the particolar design of the tech shelf] the
chassis, and tech shelf mounting equipment, if any., The present invention provides exemplary
embodiments that show tech shelf mstallation (and removal), as discussed in detaidl below.

[00205] The techrician proceeds io attach all cables. In particular, cables that are connected to
equipment within the door pass through the chassis’ internal chamber through a small opening/aperture at
or near the top of the chassis for connection to the tech shelfl Cables from the chagsis™ RFID antennae (or
from equipment within the chassis pertaining to the tech shelf’s dropped item sensing fonctionality) also
arc connected {o the tech shelf. Fmally, a source of power is provided to the tech shelf (c.g., via a power
cord that 1s connected to a power receptacle).

[00206] Upon the drop safe’s assembly, the drop safe is powered up (e.g., via an appropriate
on/off button or depression of the tech shelfs LCD Screen/Button or other appropriate manner). At
powert up, the tech shelf boots up and begins an putialization process (Figure 15 Step 8203,

(00207} During initialization, the tech shelf obtains the drop safe’s unigue identifier (Step 830).
This may be achieved in various ways. In one embodiment, the technician fakes an image of the drop
safe’s unique identificr using the technician’s mobile device, displays that image, which is then read by
the tech shelfs Barcode/QR-code scammer/reader. The unique identifier on the drop safc may be a
barcode, a QR code, or other appropriate computer-recognizable indicia. In another embodiment, the drop
safe’s chassis s retrofitted with a permanently installed RFID tag with an 1D that uniguely wdentifies the
drop safe. That 1D is ascertained via the same RFID reader of the tech shelf (vtilizing the antennas within
the chassis) that ascertains the 1Ds of the RFID tags of each of the Smart Bags within the safe’s chassis.

[00208] In a further embodiment, the tech shelf identifics its own, current location ntihizing s
own GPS capability, communicates s location to the ceniral server that, in turn, ascertains the unigue
identifier of the drop safe based on the known location of the retailer or, if apphbceable, the otherwise
known location of the drop safe. In yet another embodimentd, the technician masually onters the unigue
wdentifier of the drop safe into an appropriate app on hig/her mobile device that, in turn, wirelessly
communicates that identifier to the tech shelf using Bluetooth, or other short-range commumication
protocol. Other manners of identifying the unique identifier of the drop safe may be employed.

[00209] The tech shelf communicates the drop safe’s identifier to the central server (f not
already known). The drop safe’s identifier is mated io the particular tech shelf 1o nse (Step 840y, Wihe

tech shelf is replaced at a later date, this process 1s repeated to associate the new tech shelf with the
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particular drop safe being serviced.

[00210] The tech shelf proceeds to identifv cach device that is included within the door that is
attached to the drop safe (Step 850). Exemplary devices include a bag drop slot, a digital lock/locking
mechanmsm, bill validators, a small form factor cash recycler, and other equipment mcloding equipment
emploved within future-enhancements. The tech shelf communicates with the detected devices to
establish their configuration using a combination of locally hosted information and connection to the
cendral server. The ceniral server, in response, suitably programs the tech shelf to operate as a Brink’s
Box, a B-Safe, a Recycler Safe, or other type of device, or any appropriale vanation thereof depending on
the types of devices within the door that have been identified by the tech shelf (Siep 8603, That is, the
tech shelf 1s programmed/configured to align with the door’s total functionality.

100211} Once initialized and auto-programmed, the drop safe is ready for use by the retailer.

[00212] The process described with reference o Figure 13 1s repeated upon installation of a
replacement tech shelf, upon installation of a new door, or at other appropriate time. Accordingly, the
present invention' s autc-sensing by the tech shelf of the drop safe’™s capabilitics and subsequent tech-shelf
auto~-programming allows for the relatively gquick mstallation of a new drop safe, a replacement tech shelf,
and a new door (possibly with additional capabilities).

[00213] In addition to such auto provisioning, in cerfain embodiments, the tech shelf mcludes
active location functionality (e.g., GPS), which cnables 1t to venify and/or validate the location of the drop
safe. With such validation, the drop safe’s location is verified and other enhanced securtly measures are
possible, mcluding allowing anto-programing or other processes to occur only upon verification that the
drop safe is kocated at an aothorized location.

[00214] Moreover, with hardware and logical interfaces of the tech shelf predefined, the
fonctionality of the drop safe can be modified and upgraded to newer technologies if the functionality and
communications of the subiended equipment, ¢.g., doors, adhere to these definitions. The controller
within the tech shelf then is able to auto-sense and provision accordingly.

(602157 Technologies and functionalities contained within the tech shelf itself may also be
enhanced/upgraded as long as the imterdacing standards both downstream to the door/chassis and upstream
to the central server are maintamned. In any of these instances, the new components, tech shelf or door are
identified and configured upon power/boot up after an mmstallation/upgrade action.

[00216] Accordingly, with the modular design of the drop safes of the present invention, issues
need not be troubleshot on-site. Instead, any issues with the tech shelf preferably are handled through a
replacement with another tech shelf. This i accomplished by detaching the faulty tech shelf physically,
unfastening and pulling 1t forward to remove off of the rails. Installing the new tech shelf and conducting
initialization, auto-sensing, and auto-programming in the manner described herein.  Exemplary
embodiments and techniques for physically replacing a tech shelf with a new tech shelf are described
below.

[00217] Thereafter, the faulty tech shelf is sent to a service depot to analyze the root cause of
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the 1ssues and apphication of a suitable remedy. The repaired tech shelf then is placed back into mventory.
In light of its modular design, the repaired/refurbished tech shelf can be reused for subsequent repair swap
actions.

[00218] Auto-sensing and auto-programming of the tech shelf afier replacement of the drop safe
door are handled 1 a similar fashion. This is the case whether a door 1s replaced with a door that 15 of the
same type (Le., has the same functionality) or of a different type (e, to convert the drop safe mto one of
a different type). The old door, whether or not faulty, is sent to a service depot and assessed for full
operability. Faulty doors are repaired. The serviced doors then are placed back mio mventory for future
Bse.

[00219]  The various steps carried out by the tech shelf of the present invention during
installation, auto-sensing and awto-progravuning may be carried out, i appropriate, 1 a different order
than that described above. Morcover, in certain embodiments, a step or multiple steps may be omitted
and/or be unnecessary. For instance, the identity of the drop safe’s unigue ideuntifier need not be obtained,
if already known. This may be the case i the event of replacement of a faulty tech shelfl Auto-detection
(1e., auto-sensing) of the door’s capabilities may also be omitted if already know. However, auto-
detection along with error assessment substeps may be employed penodically or at designated times (e g,
upon a tech shelf swap) to verify continued functionality of all the equipment with the door.

[00220] In connection with the specifics of avto-detecting and avto-programming as discussed
herein, such fosctionality (o the broad sense) is well known and understood in the art, and thus further
discussion of auto-detecting and awto-programming s not provided except where necessary for an
understanding of the present invention,

[00221] Tech Shelf Replacement

(002221 In accordance with the present invention, the tech shelf 1s removable from the drop safe
for repair or replacement without the need to access the interior of the chassis. A technician or other
service personnel is able to service the tech shelf without risk of theft to the drop safe’s contents.
Replacement also is achicved m a relatively short period of time, thus cansing, at most, roinial
interruption to the operations of a retailer. Moreover, a technician doesn’t need to have diagnostic tools
o repair components on site. The tech shelf can also be replaced with a tech shelf that mcludes upgraded
clectronics over time, thus providing further additional capability to retailers as they are developed.

[00223] A discussion of how the tech shelf is removed from the drop safe of the present
invention is described with reference to one particular embodiment of the tech shelf shown in Figures
16A to 168,

[00224] Figure 16A shows the back of an exemplary tech shelf 300 (in accordance with one
embodiment) when connected to the top of chassis 100, In this exemplary embodiment, chassis 100
includes a bracket 170 extending upwards from its rear, and a pair of screws 372 are threaded through the
bracket o appropuate siots in the back of the tech shelf to secure the tech shelf to the chassis.

However, other manners of connection of the tech shelf to the drop safe’s chassis may be employed.
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[00225] Data and power will be provided from the Tech Shelf to the chassis through connector
176 as shown in Figure 16B and 16E. Power to the drop safe is provided via power connector 376, Air
vents 378 alse are shown in the rear of tech shelf 300, although the air vents may be placed along the top,
sides and/or front of the tech shelf

[00226] To remove the tech shelf, screws 372 are removed and the tech shelf is gently slid
forward along a pair of mowvnting rails 172 that are placed between the tech shelf and the chassis, as
shown in Figure 16B. The cabinet portion 174 of each mounting rail 172 is secured 1o the chassis, and
corresponding mounting rails are secured to the underside of the tech shelf  Any suitably strong
mounting rad (also generally known as a drawer shide) may be utilized. Moreover, cable connectors 176
that are exposed as shown in Figure 16B are disconnected to facilitate complete removal of the tech shelf.

(002277 After the cables are disconnected, the tech shelf 3006 s shid further forward along
mounting ratls 172 as shown in Figure 16C.  As tech shelf 300 continucs to slide, the tech shelf s fully
reraovable from the mounting rails, as shown in Figure 16D, Figore 16E shows the top of chassis 100,
{ooking from the front of the drop safe, with the tech shelf fully removed. Figure 16E shows one of the
connectors 176A of cable connectors 176, with the tech shelf side connector removed.

[00228] Figures 17A-170 show a connection structure/technique between the tech shelf and the
chassis in accordance with another embodiment of the present invention. In the embodiment shown in
these figores, rather than emploving screws, a latch plate extending from the chassis is emploved to
couple and lock the tech shelf in place.

[00229] Figures 17A and 17B are front and rear views, respectively, of the top of chassis 100.
As shown, a movable latch plate 180 exiends upwards from the rear top edge of chassis 100 and serves ag
the locking mechanisie that holds the tech shelf. A cabling hamess 182 that extends through an opening
in the top of chassis 100 holds the cables that extend between the tech shelf and both the chassis and the
door. Figures 17A and 178 further show a pair of mounting rails 184, which serve the same function as
the mounting rails in the embodiment described above with reference to Figures 10A-16E.

(602307 Figures 17C and 17D are rear and bottom views, respeciively, of tech shelf 380 1o
accordance with this particular embodiment of the present invention (Figure 17C shows the tech shelf
upside down). Figure 17E shows the bottom of tech shelf 380, and particularly shows a recessed area 382
that holds cabling hamess 182 when the tech shelf is 1astalled oun the chassis. Figures 17C and 17D also
show the tech shelf’s two mounting rails 384 that slide along the chassis’ mounting rails 184 during
installation and removal (Figure 17E shows a portion of one of the mounting rats}.

[00231] During nstallation, the cables extending through the cabling harness arc appropriately
connected and the tech shelf is shid, via the mounting rails, onto the chassis 1 the same manner as in the
prior discussed embodiment. Figures 17F and 170G are rear and top views, respectively, that show toch
shelf 380 partially on chassis 100. When tech shelf 380 1s fully moved onto chassis 100, latch plate 180
latches onto the tech shelf, locking and securing the tech shelf in place. The latch may be spring-icaded

or otherwise designed to automatically latch onto (i.e., secure) the tech shelf. In another version, the latch
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is designed to be manually moved to secure the tech shelf in place. Other types of mechamcal Iatches
may be emploved to selectively secure the tech shelf.

[00232]  To remove the tech shelf, the technician moves latch plate 180 to its unlocked position
to release the tech shelf, st which point the technician slides the tech shelf forward along the mousting
rails. Once the tech shelf is fully removed from the chassis, the cables are disconpected.

(002331 Upon removal of the tech shelf, the technician procecds to install a new (or
refurbished) tech shelf. To install, the above-described steps (depending on which tech shelf embodiment
1s employed) are carried out i reverse.

(602347  After the new tech shelf s physically instalied, power is supplied to the drop safe and
the new tech shelf i initiated and auto-programmed as described above.

{00235}  In accordance with the present mvendion, the technician doesr't have to open the drop
safe or otherwise have access to the dropped Smart Bags or other contents within the drop safe’s chassis.
The techmician also doesn’t diagnose the tech shelf on site, but rather the removed tech shelf may be
diagnosed and, i pecessary, repaired at a separate location. The tech shelves are removable and
installable without any special equipment or knowledge of the operation of the tech shelf or any of its
conponents,

[00236]  In addition, the tech shelf is a modular component, that is, the same tech shelf may be
utihized for any drop safe embodiment described heretn. Accordingly, to replace a tech shelf, a modular
new tech shelf may be mailed via a standard cormmercial shipping company, such as Federal Express or
UPS, or delivered to the retailer location by other means. The tech shelf emplovs a lightweight cabinet
and, thus, its total weight, mcluding the weight of us components, falls well below the hmits (e g,
1501bs) for using standard commercial shipping companies. Accordingly, when 1t is determined that the
tech shelf of a drop safe needs repair, replacement or other type of servicing (including an upgrade). a
new tech shelf is simply mailed to the retailer (or delivered 1o another way), and a fechmician visits the
retatler and proceeds to replace the existing tech shelf with the new tech shelf in the manner described
above,

(002371 It is appreciated that the particular shape and size of the tech shelf may be different
than that shown 1 the figores. Moreover, the manger of how the tech shelf is fixed to the chassis may be
different than that described herein. For instance, in a variation, the tech shelf is coupled to the chassis
via appropriate secure mechanisms located at the front of the drop safe. In certain situations, the rear of
the tech shelf of the drop safe may wvot be easily accessible, such as when the drop safe is nstalled
underneath or within a cabinet that restricts access to the back of the tech shelf. Accordingly, the tech
shelf of such variation 1s easily and quickly replaced. In particular, 1n the embodiment shown 1o Figures
17A t0 173G, the latch plate that secures the tech shelf to the chassis can be moved sideways, in order to
unlatch the tech shelf, via use of a suitable thin, elongated rod or other elongated (ool in the event access
{0 the rear of the drop safe is highly imntied.

[00238]  In vet another embodiment, rather than emploving a fully mechanical latch or lock t©

30



WO 2021/050272 PCT/US2020/047974

secure the tech shelf to the chassis, an internal digital-driven lock may be employed that’s controlled via
use of short-range communication (preferably cncrvpied) between the technician’s mobile device and
tech shelf (via an appropriate app on the technician’s mobile device). Since the construction and
operation of intermal digital locks and latches, as well as the necessary software o control them, are well
known, firther description is not provided except where necessary for an understanding of the present
mvention.

[00239]  Oun-Site Conversion of One Type of Drop Safe to Another Type

[00240] In accordance with the present mmvention, one type of drop sale of the present invention
can be converted guickly on site and without having to move the drop safe from is instalied location mio
another type of drop safe of the present invention that has a different capability or capabifitics.

{00241} For example, a3 Brink’s Box can be quickly converted into a B-Safe.  As another
example, a Brink’s Box, which is sirictly a drop safe (i.c., doesn’t accept individual notes), can be
converted to a validating safe in accordance with the present mvention. That 18, a safe that does not
include a bag drop slot (e.g., a B-Safe without a bag drop slot). As yet a further example, a B-5afe can be
converted mnto a Recycler Safe. As vet another example, a Recycler Safe can be converted into a Brink’s
Box. Other conversions are possible.

[00242] As described herein, the drop safes of the present invention are modular in design and
include the three main components of a chassis, door, and tech shelf. The chassis and tech shelf of the
Brink’s Box, B-safe, and Recycler Safe {and other emabodiments/variations described herein) are wdendical
{hardware-wise) and, thus, only the door needs replacement to convert the drop safe. In accordance with
the present invendion, the door of the drop safe is removed without the veed to reove the drop safe from
its installed focation. Then, the tech shelf of the drop safe 1s reinitialized, performs auto-detection, and
then s auto-reprogrammed based on the type of the newly installed door, as previously discussed.

[00243] Accordingly, in the case of converting a Brink’s Box installed and in use at a retailer
focation to a B-Safe, an authorized technician removes door 200 from the chassis of the Brink’s Box,
replaces it with a door 400 (emploved within a B-Safe) and instalis door 400 onto the chassis. The tech
shelf then 1s remitialized as discussed hercin, which completely converts the drop safe into a B-Safe, with
all the functionality, capability and benefits of a B-Safe. Conversion of other types of drop safes are
carried out in like fashion.

[00244] Figures 18A and 188 show structures for securing a door to a chassis in accordance
with one particular embodiment of the present invention. In such erabodiment, Figure 18A shows a paur
of locking pins 160 extending from the chassis that are used to securely hold a door {e.g., a Brink’s Box
door 200). The chassis includes three pairs of locking pins 160, one pair near the top of the opening for
the door, one pair near the bottom of the opening, and one pair in the cender of the opening.

[00243] Figure 18B shows a portion of the edge 230 of door 200. Three pairs of round hinge
knuckles 240 (only two pairs are shown in Figure 18B) extend from the door’s edge 230, Hach pair of the

hinge knuckles are placed on the door at locations that correspond 1o where a respective pair of locking
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pins are placed on the chassis.

[00246] In accordance with this embodiment of the present tnvention, cach of the locking pins
166 on the chassis are depressible so that they can be moved between a locked position and an unlocked
position. 1o the locked position, 3 corresponding pin portion extends through a corresponding binge
knuckle on the door. To unlock a pin, the pin 1s depressed and slhid laterally to remove the corresponding
pin portion from the hinge knuckle. Figore 18A shows the two pias 160 in their corresponding unlocked
position (closest to cach other). After all six locking pins are operated and placed in their respective
undocked position, the door is fully removable from the chassis.

(602477 In 3 variation, a different sumber of locking pins and corresponding hinge knuckies
{c.g., 10) are emploved. In yet a further variation, the mamner in which the locking ping unlock is
different.

[00248] Accordingly. a door of the drop safe is removable in accordance with the present
mvention without the use of tools and generally is accomplished in just a few minutes of effort. Prior (o
actual removal of the door from the chassis, cables 152 (extending, through the chassis, between the tech
shelf and the door) are discommected. Any  supitable cable disconnection techmigue or
connector/disconnector device may be employed to allow for cable disconnection (and subsequent
connection).

[00249] Thereafler, and in accordance with the present ravention, a door 400 (designed for a B-
Safe), for example, 1s instalied to the chassis. The above-described steps to remove door 200 are
reversed. In particular, door 400 1s placed on the chassis so that the chassis’ locking pins and door 400°s
hinge knuckles ave aligned. Then, one at a tiee, cack locking pin 160 & depressed and then, while
depressed, slid imnto its respective locked position so that a corresponding portion of the pin is fed through
a corresponding hinge knuckle on the newly installed door. Once in the locked position, the pin is
released, thereby causing the locking pin to be locked in such position. Afier all the locking pins are in
their respective locked positions and securely holding a respective hinge knuckle on the door, the new
door 400 is fully secured fo the chassis,

(002301 Cables 152 extending from within the chassis are then connected to the appropriate
cable connector extending from the newly installed door 400, Tech shelf 300 is then reinitiated, performs
auto-detection of the equipment within the newly instalied door, communicaies with the central server,
and is auto-reprogrammed, as described herein.

(002511 Since the newly installed door 400 is identical to the removed door 200, except door
400 mcludes bill validators, door 400 is locked to chassis 100 i the same way door 200 was lockable to
chassis 100. Moreover, the entire conversion process of converting the previously installed Brink’s Box
into a B-Safe is undertaken without the need for special door removal cquipment, achievable in a
refatively short period of tme (c.g., under 15 or 30 minutes, if not quicker), and achievable without
moving the safe from is current location.

(002521 The above-discussion of converting a Brink’s Box into a B-3afe is exemplary and
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lustrative of the conversion capabilitics of the present ravention. Accordingly, any tvpe of drop safe of
the present invention can be converied into another type of drop safe by physically swapping out the
original door with another door with a different set of capabilities, and then reinitializing the tech shelf as
herein-described.

[00253] TFigures 18C and 18D show another sct of structures/technique for securing a door to a
chassis in accordance with a further embodiment of the present invention. Figure 18C shows the structure
of each of the chassis’ hinge pins 190 to which the door is attached (only one pin shown in the figure). In
one version, two such pins are provided, one at the bottom of the door opening of the chassis and one near
the top of the chassis’ door opening. Figure 18D shows the structure of a hinge sleeve 250 extending
from the door to be mounted to the chassis.

{00234} Hinge sieeve 230 includes upper and lower hinge knuckies 232 and 234, which are
aligned on the door to receive the respective chassis pins. Door removal entails raising the door when it
is in s open position until the knuckles are completely above the pins. A new door then is casily
installed by appropriately aligning the door’s knuckles above the pins and slowly lowering the door in
place. As in the other described embodiment, the cables are attached to the newly installed door and the
tech shelf 1s retmtialized and awto-programmed to control the additional capabilitics now provided i the
newly instafled door.

[00235] In a further version, the chassis mchudes three or more pins and the structure of the
door’s hinge sleeve includes a corresponding number of kouckles. With additional pins and knuckles
extending along the height of the chassis and door, additional strength 1s provided and relatively tall doors
can be accommodated.

[00256] Drop safes generally are bolted internally to a concrete floor or other support structure,
and such drop safes ordimarily need to be unbolted or otherwise unsecured from its mstalled location in
order for it to be serviced, upgraded, or otherwisc replaced. The present invention obviates the need for
any unbolting, unsecuring or moving of the drop safe to convert, for example, a previously installed
Brink’s Box into a B-Safe that inchudes bill validation capabiity. Advantageously, a retatler who has been
utifizing a Brnk’s Box of the present inveuntion is able o request and expect that the Brink’s Box be
changed to a B-Safe without any meanmgful or substantial interroption to the retailer’s operations.
Likewise, other types of previously installed drop safes are casily convertible on site into drop safes that
mclude additional or otherwise modified capability.

[002571 The berein-described structure and techunigues for door removal and installation also
advantageously enable for quick replacement of a faulty door (or a door with a faulty drop slot or other
faulty component) without the neced to unbolt or move the drop safe. In such instance, a new (or
refurbished) door with the same capabilities can be quickly nstalied i the manner described herein to
replace a faulty door.

[60238] The removed door is returned o an appropriate service center for apalyvsis and, i

necessary, repair. In any sitnation, the operation of the retailer (or retailersy who is using the drop safe of
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the present mvention is not meaningfully impacted by the upgrade or otherwise replacement of the sale’s
door. As described earlier herein, the same 1s true in the event the drop safe’s tech shelf needs repair or
replacement.

100239] As discussed, door replacement 1s accomplished in accordance with the present
invention without any special tools or any tools at all. Unlike the drop safes used in the industry that
include doors that are permanently attached to the safe’s chassis, the present invention emplovs a
removable door using specially designed hinges that allow for disconnection without tools. Morcover,
the door hinges are mternally placed and are inaccessible except by authorized personnel who are able to
open the door in accordance with the technigues/processes described herem.

[00260] Deposit Creation Process

(00261} In accordance with the present invention, deposit creation is carried out utilizing 3
deposit creation software application (also called herein retail deposit application) of the present
invention. The hercin-described deposit creation software apphcation (also referred (o herein, for
counvenience, as “deposit creation app” or “retail deposit app”) is developed by or on behalfl of the cash
processing facility. The cash processing facility may be the process facilitator described in U.5. Patent
Application Poblication No. 2018/0293649, which is wncorporated herein by relerence, or by another
suitable entity that i1s facilitating or assisting in facilitating the processes of the present inwvention as
described herein.

(602621 In accordance with the present mvention, and with reference to flow chart 1000 shown
in Figure 19, a retailer’s manager (or other designated, authorized personnel of the retailer) launches the
retail deposit app on his/ber mobile device to start the deposit creation process (Step 1010). Once the app
is launched, the mobie device is i communication with central server 710,

(002631 The retail deposit app employs known security measures to ensure the aunthenticity of
the mobile device and verification of the identity of its user (Sep 1020). For instance, thumbprint or
facial recognition technology (or other biometric data) may be emploved to enable the manager {o vernify
his/her wlentity during use of the deposit creation app, i addition to or in lieu of passwords or other
security techniques. Since suitable security measures to verify mobile device and user identity are well
known in the art, further discussion thereof is not provided hercin except where necessary for an
understanding of the imvention.

[00264] In addition to known security measures, further security in accordance with the present
invention may entail, 1n certain embodiments, using the deposit creation app only when the retailer’s
mobile device is located at an authorized location, such as only within the retailer’s premises or only
within designated areas within the retailer premises (e.g., within a designated back office(s) of the
retatler). This may be achieved using the mobile device’s GPS capability.  Accordingly, the deposit
creation app 1s designed to terminate or to provide only hmited functionality when the retailer’s mobile
device is cutside the designated, authorized location(s) of use.

[00265] Some retailers (or other involved entities) may desire to have further security measures.
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In accordance with the present invention, the deposit creation app may require {or select funcuonabity
may require) two-~factor authentication. In certain embodiments, a second, designated person performs
the second verification that is required. For instance, an SMS text message in the form of a umigue code
is sent 1o the second designated person who then must copununicate that code to the manager desiring to
create a deposit record. Other known technigues pertaining to two-factor authentication may be
employed. Secanty techniques pertaining to multi-factor avthentication may be employed, if desired.

[00266] During use of the retail deposit app, the manager identifies the total amount of the
deposit (Step 1030). That is, the manager mputs this information into a deposit creation form on the
maobile device. In a varnation, the manager identifies the deposit details, which includes the number of
cach denomination of currency to be deposited (e.g., the number of $100 notes, $30 notes, etc.). The
value of coins to be deposited, if any, is identified. In certain embodiments, if other things of value are to
be deposited, then the identity and value (or perceived value) 1s identified. The retail deposit app auto-
calcolates the total amount of the deposit based on the information provided.

(002677 The retai deposit app may auto-populate certain information within the deposit record
being created, including the name of the depositor {e.g., the manager), the wentity of the retailer, the
address of the retailer, ete. (Step 1040) The manager may include the name of the employee mnitially
responsiblie for the moncy to be deposited, for example, the particular cashier who just firushed his/her
shift. Other helpfol or deswred information may also be included (Step 1030).

(602687 The current location of the manager’s mobile device, using the mobile device’s GPS,
may be incorporated in the deposit record {(Step 10603, The current location may be utilized to ascertain
the particular retatler focation, generally belpfnl «f the retailer includes multiple locations and the manager
is charged with conducting deposits at such different locations. The manager may be instructed by the
retail deposit app to make the deposit nto a particular drop safe (Step 1070). For security purposes, the
manager may be estructed to make the deposit at the closest drop safe. If the retailer does not have a
drop safe on iis premises, the retail deposit app may instruct the manager as to the location of the nearest
drop safe {e.g., o a drop safe located within a corroon areay and, in cerfain circumsiances, provide
walking and/or driving navigation instructions as to how to get o that nearest drop safe. 1f the facility at
which that ncarest drop safe 15 closed or maccessible for another reason, then another drop safe
identified {c.g., the next closest drop safe).

[00269] The retail deposit app then instructs the manager to obtain a new Smart Bag. The
unique 1D of the new Smart Bag (also calied the Smart Bag’s 1B)) is ascertained by the manager’s mobile
device (Step 1080). In one cmbodiment, the manager uses the mobile device’s camera to scan the
barcode that is prninted on the outside of the Smart Bag. In a variation, another form of vmque indicia
provided on the exterior of the Smart Bag is photographed/imaged by the mobile device that ascertains
the unigue [D of the Smart Bag.

(602707 In vet a further variation, the retatler’s mobile device mcludes NFC capability (near-

field commumication), and/or iBeacon, or other approprate RFID communication technology, and the
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mobile device obtains the 1D of the RFID tag (or other electronic passive or active device) embedded
within the Smart Bag fo ascertain the Smart Bag’s ID. Other infoumation on or in the Smart Bag may be
atihized to access its 1D, If the Smart Bag includes the capability to audibly enut its D, then the
manager s mobile device may ascertain the Smart Bag’s 1D via use of the maobile device’s microphone.
In yet a further variation, multiple methods of identifying the Smart Bag’s ID may be employed.
Preferably, the ID of the RYID tag and the Smart Bag’s ID are the same to remove the need to convert the
accessed 1D indo the ID to be included within the deposit record.

[00271] The authenticity of the Smart Bag is verified by the central server based on the
ascertained Smart Bag ID (Step 1090). If the Smart Bag is authentic, the manager is mstructed o place
the monetary deposit {or other things of value) into the Smart Bag and then fo seal the Smart Bag (Step
1i60). In addition to authenticily, the central server may reject the Smart Bag for other reasons. For
instance, the Smart Bag may have been used multiple times beyond its usable fife. The Smart Bag may
nadvertently have been stamped with an ID that is already in use by another Smart Bag. Other reasons
for not authorizing a Smart Bag are possible.

[00272] The Smart Bag may include any suitable sealing technigue, such as a cover that
includes an adhesive strip. Preferably, the Smart Bag is tamper-evident. If the Smart Bag is not avthentic
or is rejected for another reason, the manager is instructed to destroy the Smart Bag and to obtain another
Smart Bag. I too many Smart Bags are determuned to not be authentic, the central server flags the
situation for further analysis as deemed appropriate.

[00273] The order of the steps during the deposit creation process may be different than that
presented berein. For instance, the retail deposit app may instruct the maanager to place the money within
the Smart Bag in advance of the entry of cortain information, or in advance of identifving the location of
the drop safe to make the deposit, or other steps. Also, all the herein-described steps need not be carried
out and/or additional steps as well as sub-steps may be included within the process.

[00274] The manager is requested to verify the accuracy of all (or select) information entered
(Step 1110). Upon venfyving the accuracy of the entered information, the retad deposit app (along with
the central server) associates/saves the deposit record with the Smart Bag 1D (Step 1120). The depostit
record includes the manager supplied deposit mformation, along with the tdentity of the retatler, the
manager, the location of the retailer (and the particular store, if applicable), date, time, and other
appropriate information, including any other reference mformation, such as discussed in U.S. Patent
Apphication Publication No. 2018/0293649,

[00275] 1t 1s noted that reference fo certain steps carried out by the retail deposit app may also
be achieved by a remote server {e.g., the central server) with which the manager’s mobile device s
communicating, or in other industry-acceptable manners. For convenience, the discussion herein talks of
the retail deposit app performing certain tasks, but it is appreciated that such tasks may be implemented
{or controlied) by other systems/processors as appropriaic.

[00276] The manager then goes to the drop safe of the present mvention that is placed at the
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retailer location or other location (Step 1130). At the drop safe. the manager seeks physical access to the
drop safe in various ways in accordance with various embodiments of the present invention (Step 1140).
That 15, the manager presents to the drop safe proper identification of some sort, which is assessed by the
drop safe’s user and dropped item authorization module. This module, which is i the drop safe’s tech
shelf, verifics whether the tem fo be dropped is authorized to be dropped. whether the manager is
authorized to access the drop safe, or both, depending on the particular embodiment of the drop safe (Step
1150).

[00277] In accordance with one embodiment, the user and dropped itern avthonization module
includes a barcode/(3R-code scanner/reader (ideniified as element 330 in Figure 14RB). To access the drop
safe, the manager places the Smart Bag's barcode in front of the barcode/QR-code scanner/reader
{sometimes also referred to as barcode/QR-code reader). The barcode/QR-code reader scans the Smart
Bag’s barcode to identity the Smart Bag’s 1D, which is transmitted to the central server for vernification
that access 1s avthorized.

[00278] During verification, the ceniral server verifies that a deposit record exsis for the
ransmitted Smart Bag 1D, The central server performs other verifications, including that the Smart Bag
that s associated with the transmitted 1D hasn’t vet been deposited into a drop safe, that is, the status of
the Smart Bag is undeposited {or other appropriate status). The drop safe being accessed should be
anthonzed for usc by the retailer associated with the Smart Bag. The deposit record should not be stale.
That 1s, it is expected that Smart Bags be dropped within the designated drop safe within a set amount of
time after creation of the deposit record. The set amount of time can be designated by the retailer or
another entity, and can be different for different retailers, different drop safes, different drop safes of the
same retailer, etc. Other assessments/verifications also may be made.

[00279] If the central server determines that access to the drop safe is authorized, such
authorization is commumnicated to the drop safe, and the drop safe’s bag drop slot is controlled to unlock
(Step 1160). At this time, the tech shelf’s hight strip s green to mnform the manager that access
authorized and the drop safe’s bag drop slot has been undocked. Other manners of informing the manager
that access is authorized may be provided. For instance, an appropriate notification may be provided on
the manager’s mobile device (c.g., via the retail deposit app, or via an SMS text message, etc.). Another
visible indicator on the drop safe may be provided as well as an audible indicator.

[00280] In accordance with another embodiment, the user and dropped item authorization
module verifics that access to the drop safe 1s aovthorized by reading the RFID tag of the Smart Bag to be
deposited. In this embodiment, the manager may place the Smart Bag, near, in or on a designated arca,
such as near the face of the tech shelf or other suvitable location. The tech shelf may include a separate
RFID reader dedicated for this purpose along with an associated RFID anterna within the tech shelf (or
extentor to the tech shelf but not placed within the chassis). In a variation, the RFID reader that reads the
RFID tags of the Smart Bags within the chassis may be emploved, along with a separate RFID antenna

placed exterior to the chassis. The read RFID tag then 1s trapsmitted to the central server, which performs
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verification as described above.

[00281] In accordance with yet a further embodiment, another optical verification technique is
employed that ascertains a unigue visual characteristic of the Smart Bag. In vet other embodiments, other
clectronic means may be emploved. Moreover, any of the fechnigues mentioned herein for identifying
the Smart Bag 1D by the manager’s mobile device (as carlier discussed) may be employed by the drop
safe.

[00282] Instead of cstablishing access to the drop safe by identifying the Smart Bag to be
dropped, the drop safe in certain embodiments provides access upon verifying that the manager (or other
emplovee) is authorized to access the drop safe. Several embodiments are as follows,

[00283] In one embodiment, the manager places his‘her badge in front of the tech shelf’s
barcode/QR-code reader. The reader scans the barcode (or QR code or other indicia) prinded on
manager’s badge that uniquely identifies the manager. The scanned data is transmitted to the central
server, which verifics that the individual associated with the scanned data 1s authorized fo access that
particular drop safe. The ceuntral server then comurunicates that authorization is provided to the drop safe
that, in turn, unlocks the bag drop slot.

[00284] In certain circumstances, access to select authonzed mdividuals of a retader may be
restricied.  Certain individuals may be time-restricted.  For example, select employees may be restricted
to access the drop safe onldy for a set period of time tmmediately following the end of that person’s shift.
Restrictions may be based on other factors, which may be set by the retailer’s avthorized management or
other personnel.

[00285] In another embodiment, the manager’s badge (or other retailer issued tem) includes an
RFID tag with an 1D that uwniguely wdentifics the manager (c.g., an NFC badge). In this embodiment, a
suitable RFID reader (or other appropriate reader) within the drop safe reads the 1D of the RFID tag
withie the manager's badge. Like the embodiment above, that 1D is transmitied to the central server for
verification.

[60286] In further embodimenis, the manager’s badge {or other thing that the manager cagies
around) includes other printed or otherwise displaved indicia or other technology (passive or active) on or
in the badge that s detected in any manner that a Smart Bag s uniquely 1identified (by cither the mobile
device or the drop safe) as discussed herein.

(002871 As used herein, the term badge refers to any item that is issued by the retailer (or agent
or other authorized entity) that inchudes data that oniquely identifies the designated carrier of that itern.
The data may be in the form of printed information (barcode, QR-~code or other printed indicia mcluding
the person’s name). The data may be digital data that 1s inchuded within a passive or active device within
or on the item designated to be carried by the individual. The data may be in the form of an audible
sound. The data may be a combination of the foregoing.

[00288]  In a further erabodiment, the drop safe’s user and dropped itern authorization module

mecludes facial recognition technology and processing capability to identify the manager. In such
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embodiment, the module includes or otherwise is in communication with an appropriate camera that
images the manager’s face when in close proxtmity to the drop safe. In such situation, authorized
persomnel are required to establish a data record (stored at the central server or other designated server)
that imclndes imaging of their face, head, cic., for this purpose. Since facial recogniiion systems and
processes are well known, Turther description is not provided except where particularly necessary for an
understanding of the present invention,

[00289] In vet other emabodiments, the drop safe craploys other biometric information of the
manager to identdy the manager deswring to access the drop safe. Biometric identification may mcloade
fingerprint recognition, eves (ris and/or retinay recognition, hand georselry recognition, voice
recognition, signature recognition, and other appropriate things that enable systems to uniquely idenufier
individoals. Accordmgly, in such embodiments, the drop safe inchides suitable equipment and software,
which may be included within the tech shelf or in communication with the tech shelf (c.g., a box of some
sort fixed to the drop safe or placed reasonably close to the drop safe). Since the technology, cquipment
and operation of veridfying identity using biometric information is well known, further description is not
provided except where particularly necessary for an understanding of the present invention.

(002901 In accordance with yet further embodiments of the present invention, the retail deposut
app on the manager’s mobile device is used by the manager to request access to the designated drop safe.

[00291] In one such embodiment, a request by the manager (via the app) 18 communicated to
the central server, which i turn assesses whether access should be authorized. The central server
perform  verification, including anv of the verifications and asscssments mentioned in the other
embodiments described herein. In addition, the central server verifies that the manager’s mobile device is
very close to (c.z., within several feet of) the designated or authorized drop safc using the GPS
fonctionality of the mobile device. The acceptable distance of the manager to the drop safe may be
customized for each retailer (as well as cach drop safe of a retailer) and may be established based on any
munber of suitable factors (e.g., size of the back office, whether the drop safe is in a public location,
number of employees awthorized to be 1a the back office, etc.).

[00292]  In another embodiment, during the manager’s request for access, the manager’s
mobile device establishes communication directly with the drop safe using any appropriate short-range
protocol {e.g., Bluctooth, NFC, etc.). The location of the manager’s mobile device may also be provided
as additional security that the mobile device 15 very close o the drop safe to be accessed. Depending on
the particnlar emsbodiment of the drop safe, access to the drop safe mav be intiiated without
communication to the central server or may require communication to and authorization by the central
server.

[00293]  In vet further embodiments of the present invention, multiple forms of identification
and verification are required to gain access to the drop safe. That is, the drop safe’s bag drop slot does
not urdock untid any two (or more) of the above-discussed forms of access are carried out. For example,

it one embodiment, a manager desiring to deposit a Smart Bag nto the drop safe must first have lis/her
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badge scanued by the drop safe (1o identify the manager) and then have the barcode on the Smart Bag to
be deposited scanned (to identify the specific Smart Bag to be deposited). The ascertained 1Ds of the
manager and the Smart Bag are transmitted to the central server for verification.

[00294] As another example, both a request by the retail deposit app on the manager’s mobile
device and identifving the Smart Bag (o be deposited (via any way mentioned herein) must be carried out
before access 1s authorized.

[00295]  As a further example, access is provided only after the manager is identified via facial
recoguition {e.g., while immediately standing in frout of the drop safe) and the ID of the Smart Bag to be
deposited 15 ascertained. OUther numerous exemplary embodiments that require at least two forms of
verification are achievable given the discussion herein.

(002961 In vet other embodiments, 3 manager may be given access to 3 drop safe f the manager
carrics out one of any number of authorized procedures. For example, a particular drop safe at a retailer
location may provide access if the manager’s badge i1s scanned or the barcode of the Smart Bag to be
dropped is scanned. Numerous other exemplary embodiments are possible. Moreover, access to different
drop safes may entail or otherwise require different forms of venfication.

(002971 Deposit of Smart Bag into Drop Safe

[00298] Once access is provided and the drop safe’s bag drop slot is unlocked, the manager
procecds (o open the skot and places the Smart Bag within 1. The manager releases the slot, which causes
the Smart Bag to be dropped inside the drop safe’s chassis (Step 1170). The bag drop slot then is
mnmediately locked (Step 1180).

(002991 H access to the drop safe is not autborized, the bag drop slot remains locked.
Depending on the reason why access is not provided, the manager may or may not be notified of the
reason for denying access.

[00300]  In the numerous embodiments for accessing the drop safe as discussed herein, the drop
safe allows for the drop of a single Smart Bag when the bag drop slot is unlocked. However, in variations
of the embodiments described, as appropriate, a designated action by the masnager (during his/her request
o access the drop safe or afier access is authorized) will cause the bag drop slot to remain unlocked for a
predetermined amount of time (e.g., 1 minute, 2 minutes, 3 minutes, 5 minutes, etc.) to allow the manager
io drop multiple Smart Bags within the drop safe.

[00301] An exemplary designated action that results in the bag drop slot remaining unlocked for
a preset amount of tme includes the manager causing his/her badge to be scanned twice within, for
example, a five (8) second period.  Another exemplary action includes scanning the barcode of a Smart
Bag to be dropped twice within a period of time. A suitable request via the retail deposit app may be
employed. Other appropriate actions may also be established to cause the bag drop slot to remain open for
a period of time.

(603027 Durning such period of time when the bag drop siot remains open (also referred 1o

herem as a “session”), the manager procecds to drop each Smart Bag into the drop safe, one at a time, via
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the drop safe’s bag drop slot. In a varnation, the bag drop slot is large enough to hold more than ong
Smart Bag, whercupon the manager is able to place multiple Smart Bags into the bag drop slot and then
proceed to have those Smart Bags deposited into the drop safe.

[00303] In advance of dropping multiple Smart Bags within the drop safe, a deposit record hag
to be created for cach Smart Bag to be deposited. By allowing multiple Smart Bags to be dropped within
a stngle session, the manager is able to quckly carry out thas function. In some instances (e.g., in larger
retatl establishments), a manager may have to deposit a relatively large number of Smart Bags (e.g., 5
Smart Bags, 10 Smart Bags, etc.). By enabhing the manager to deposit more than one Smart Bag during a
session, this task can be achieved extremely quickly, often taking no longer thas a minute or two.

[00304] Identifving the Dropped Smart Bags

[00305] In accordance with the present mvention, the drop safe’s dropped item identification
and authentication module identifies the Smart Bags that are in the drop safe (SMep 1190).

[00306] In accordance with certain embodiments, the dropped item wdentification and
authentication module eraploys the previously described RFID reader placed within the tech shelf along
with RFID antennae placed within the chassis 1o identify the IDs of the RFID tags embedded within the
Smart Bags that bave been dropped mto the drop safe. As discussed heremn, the 1Ds of several hundred
RFID tags can be identified within a few scconds. Accordingly, the 1Ds of all the Smart Bags within the
drop safe are ascertained extremely quickly, taking hikely under a second 1n most instances.

(603077 In accordance with the present invention, the drop safe is programumable or otherwise
controlled fo take an inventory of ifs contents at different times. In particular, the drop safe can ascertain
the 1Ds of the dropped Smart Bags at any of the following events: upon unlocking the bag drop slot, upon
locking the bag drop slot, upon verifying access is authorized (prior to unlocking the bag drop slot), upon
creating a deposit record, at the start of a retaler’s business day, upon close of the business day, upon
messcnger request for access to the drop safe to empiy {discussed below), upon providing access to the
drop safe for emptying, upon closing the drop safe’s door after emptying the contents, upon request to
service the tech shelf, upon request to swap out the drop safe’s door, after installation and inttialization of
a newly installed tech shelf, after installation of a new door, at regular intervals of time (e.g.. every 3
minutes, 5 nunutes, 10 minutes, |5 minutes, 25 munwies, 60 minates, efc., at irregular or random (or
pseudo-randon) intervals of tinme, and/or at other desired times. In certain embodiments, the drop safe is
controlled to take inventory upon occurrence of multiple ones of the foregomng events.

(00308} In accordance with other embodiments, the dropped item identification and
avthentication module emplovs visual/optical recognition of identifiers on the dropped Smart Bags by
employing cameras and/or other optical sensors within the door and/or within the chassis.  Suitable
unique visual identifiers include barcodes (including 3D barcodes), QR-codes, other indicia on the Smart
Bag or physical attributes of the Smart Bag.

(603097 In further cmbodunents, the dropped item identification and authentication randule

employs other electronic identification technology including magnetic readers and audible detection (e.g.,
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microphones). The Smart Bags mclude corresponding indicators.

[00310] In yet additional embodiments, the dropped item identification and authentication
module employs a combination of the foregoing 1dentified 1dentification technologies.

{00311} The drop safe of the present invention further identifics the ID of the Smart Bag that
has just been deposited (or that was last deposited) into the drop safe (Step 1200, At such time, the
deposit record associated with the wdentified ID of the Smart Bag that was just deposited s updated 1o
reflect that the Smart Bag 1s contained within the drop safc and that the contents of the Smart Bag now
are in possession of the cash processing facility via its drop safe (Step 1210). At this pomnd, the deposit of
the Smart Bag is comaplete.

[00312] In the embodiments employing an RFID reader (along with RFID antennae), the [D of
all the Smart Bags within the drop safe are identified cach time an inventory is taken. Accordingly, as
each Smart Bag is dropped into the drop safe and the drop safe’s contents are re~inventoried, the drop safe
(along with the central server) is able to wdentify the identity of the newly dropped Smart Bag. Likewise,
if multple Smart Bags are dropped (e.g., during a single session), the identiies of all those newly
dropped Smart Bags are ascertained upon re-inventory. The deposit records associated with those newly
dropped Smart Bag are updated to reflect that they have been recetved within the drop safe.

[00313]  In the embodiments employing visual/optical recognition, suitable optical equipment
{(e.g., cameras) may be placed within the door’s bag drop slot or other location within or on the interior of
the door, or within the chassis to identify the Smart Bag during the drop or immediately thereafter.
Sipilarly readers/technologics employing other detection techmiques may be placed within the door
and/or chassis, and controlied by controllers placed within the tech shelfl

[00314] Tn thesc various embodiments, the drop safe 1s able to verifv if and when the Smart Bag
that is associated with a newly created deposit record has been deposited within the designated drop safe.
Similarly, if the identity of a Smart Bag was used to gain access to the drop safe, the drop safe is able to
wdentity 1f and when that particular Smart Bag was dropped mto the drop safe.

[603157 The drop safe further verifies that all previously dropped Smart Bags are still withun the
drop safe (Step 1220). That 1s, it i1 verified that a previously dropped Smart Bag has not been
impernussibly removed from the drop safe (c.g.. fished out via the bag drop slot or removed in some other
manner).

[00316] The cash processing facility provides the retailer with a credit to its bank in the amount
associated with the amount of money within the deposited Smart Bag (Step 1230, Tn a variation, the
credit is provided at the end of the business day of the retailer or at other designated time, whercby the
total credit provided represents the cumulative value of the deposited Smart Bags. Further details and
variations regarding providing credit to retailers are provided below.

{00317} In accordance with the present invention, the drop safe ascertains the IDs of the Smart
Bags that have been deposited, and the deposit records associated with those Smart Bags are updated

accordingly. The deposit records include all potentially relevant information, including (along with the
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information and data mentioned earber) whether a Smart Bag was deposited together (1., during the
same deoposit session and/or around the same time) with other Smart Bags of that retailer (with the
identities of those other Smart Bags), the manner of access 1o the drop safe, the date/ume of the drop, the
identity of the depositor, and other potentially relevant information. Accordingly, the chaim of title of cach
dropped Smart Bag 1s tracked from the mitiation of a deposut creation all the way through its deposit
within a particular drop safe.

[00318] In accordance with the present invention, in each of the embodiments and varations
described herein, the manager via his/her mobile device 1s provided with information about the Smart Bag
or Smart Bags that have been successlolly deposited in the drop safe. For instance, a short message may
be provided that simply indicates that the depostted Smart Bag(s) has been received by the drop safe. The
message mayv be provided via the app on the mohile device, via an SMS fext message, via email or other
appropriate manner. The information provided to the manager may be more detailed and mcelude any
relevant mformation about the deposits, such as the amount in the Smart Bag, the date/time of deposit,
ete. (including any wformation in the deposit record).

[00319] In the cases in which multiple Smart Bags are deposited within a short period of time
(c.g.. a few minutes), the manager may be provided with confirmation on the mobile device that the Smart
Bags having particular 1Ds have been accepted, along with other imformation such as the respective
amounts of money within each dropped Smart Bag, and/or the total amount of money represenied by all
the dropped Smart Bags.

(003201 The mformation provided to the manager via the mobile device may be an abbreviated
version of the report that is generated and accessible to the retatler via 3 povtal that cnables the retailer to
set up accounts for individual cmplovees, access deposit records, and other financial and non-financial
mformation. Since a portal and data that is accessible to retailers about their financial and non-financial
information are well known in the art, further description thereof is not provided except where necessary
for an understanding of the present invention.

[00321] The drop safes of the present invention employ technology that identdy its contents. As
discussed above, the contents can be inventoried and re-invenioried at various times. If a Smart Bag is
determined to be missing from a drop safk, alerts are communicated to the system for appropriate actions
and handling.

[00322] In another variation of the above-~described embodiments, a manager of a retailer may
utilize a general-purpose computer, such as a desktop computer or a laptop computer, to gencrate a
deposit record. In such variation, a software application residing on the computer may be employed or
the manager may access a designated website that facilitates the deposit creation process (or via other
known process using a computer). The compuier’s camera is emploved to scan the barcode of the Smart
Bag. In the absence of a camera, the number ID that s printed on the outside of the Smart Bag may be
mamually entered by the manager (or other person) into the computer. Other appropriate techniques for

ascertaimng the ID of the Smart bag may be employed.
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[00323] 1t 18 appreciated that the processor(s) within the drop safe’s tech shelf control the
various componenis of the drop safe, including, for example, the bag drop slot, and such control may be
implemented or determined, or otherwise assisted, by communications from the central server. The
discussion herein is presented for convenience as the drop safe performing such actions, but the invention
ncorporates other control scenarios, including control of all or some of the components of the drop safe
by the central server (or by another suitable controller, as would be appreciated 1a the art).

[00324] Bill insertion Process

[00325] The B-Safe of the present invention includes equipment/technology that accepts notes
recognizes its denomination, verifies its authenticity, and dispenses the noie nto the drop safe’s chassis.
Other embodiments of the drop safe may employ such equipment/technology. For convenience, the
following discussion 18 presented in terms of wsing such equipment within a B-Safe of the present
invention. However, it is understood that the discussion equally applics to other drop safes of the present
invention that lkewise accept individoal notes.

(003261 In an ustrative embodiment, the B-Safe includes a pair of bill validators o enable the
manager 1o manually deposit notes. In accordance with the present invention, and with reference to flow
chart 1300 shown in Figare 20, a manager (or other designated person) secks access to the B-Safe (Step
1310). The B-Safe determunes if access is authorized (Step 1320) and, if so, the B-Safe significs to the
manager that access is authorized (Step 1330). At this time, an active deposit session s initiated.

(603271 In accordance with different embodiments of the present invention, the manager seeks
access to the B-Safe in various manners. In one embodiment, the user and dropped item authorization
module of the tech shelf cruplovs the above-discussed barcode/OR-code scanner for this function. In
such embodiment, the manager places his/her badge in front of the B-Safe’s barcode/QR-code scanner,
the barcode (or other indicia) on the badge 1s read, and then the drop safe (along with the central server)
verify whether that individual is authorized to access the B-Safe. The manner of verifying whether access
is authorized is as described above i connection with verifying access to a Brink’s Box (ncluding all
described variations, as appropriate).

[00328] The manager seeks access to the B-Safe in other manners in accordance with further
embodiments of the present invention. In particalar, any of the foregoing described manners for secking
access to a drop saft to deposit a Smart Bag may be employed. For instance, an RFID tag embedded
within the manager’s badge may be read by a suitable reader to ascertain the manager’s identity, Other
indicia on the manager’s badge or other technology on or in the badge may be emploved.

[00329] In vet other embodiments, facial recognition or other biometric information may be
obtamed and then utilized to identify the manager. followed by verifying whether the identified individual
18 authorized.

[00330] In further embodiments, the manager’s retail deposit app may be emploved, whereupon
the manager makes an appropriate request (via the app) when he/she is in close proximity to the B-Safe.

[00331] Muluple forms of identification may be required before access to the B-Safe is
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provided. In yet other embodiments, the manager may seek access via any one of a number of authorized
methods.

[00332] In yet other variations, access to the B-Safe’s bill validators may be achieved
simultancously upon access o the B-Safe’s bag drop slot.  Accordingly, any of the above-described
embodiments/techniques for causing the bag drop slot of a drop safe to open may be employed to gamn
access to the B-5afe’s bill validators.

[00333] In any of these embodiments and variations thereof, the cquipment, techniques, and
methodologics that have been described to gain access to the bag drop slot may be emploved to gain
access strictly the bill validators of a drop safe.

[00334] Once access to the bill vahdators i1s authorized, an appropriate signal is provided 1o
signifv o the manager that he/she may begin depositing notes (Step 1330). In one version, the B-Safe’s
light strip changes from blue, which represenis an idle state, 1o green, which represents an active deposit
session. Other color systeras may be employed and/or other manners of notifyimg the manager of active
session may be used.

[00333] During the active session, the manager proceeds to insert notes, one at a time, Mo
either (or both) bill validator (Step 1340). As a bill validator receives an mdividual note, the bill validator
ascertaing its denomination and verfics its authenticity (Step 1350). If authentic, the nole 13 accepied and
fed 1nto the B-Safe’s chassis (Step 1360). Data identifving the denomination of cach accepted note, the
number of cach denomination accepted, the total value of the accepted notes during the session, date/time
of acceptance, and other relevant information is maintained within the tech shelf’s processor and other
appropriate processor(s) {¢.g., the ceniral server).

[00336] If the note is not authentic or meaningfully damaged, the note is not accepted and
retwrned. Since the manner and operation of a bill validator 15 well known 1a the art, farther description
of determining denomination and validating a note, as well as the mechanical equipment for accepting
and feeding notes, are not deseribed herein except where necessary for an understanding of the present
inveniion.

(003371  Accepted notes fall into a bin placed within the chassis. A single, sufficiently large bin
ig placed beneath both bill validators and catches notes that pass through cither of the bill vahidators (Step
1370).

[00338]  During this process, the manager is provided on his/her mobile device in real-time
with the monetary amount of the notes that have been accepted by the bill validators (Step 13803 The
information may be provided to the manager via the mobile device in various manners. In one version,
the manager laonches (or bas already launched) the above-described retail deposit app and the
information is provided through the retail deposit app. The manager may launch a different app that is
dedicated to the bill insertion process. If preset and desired, the information may be provided to the
manager via fext raessages, email or other messaging sysiem that is supported by the mobile device.

[00339] The information provided may be the total amount of the monetary deposit at the
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completion of the session. The wformation provided may nclude the total amount of the monetary
deposit as the session procecds, with the monetary amount identified on the mobile device increasing as
notes are fed into and accepted by the bill vahidators. The mformation may include a breakdown of the
deposit by denomination (e.g., number of $100 notes, number of $350 notes, etc.). The information
provided may be in numerical form and/or in graphical form. For instance, as a bill (c.g., a $100 note) 13
accepted by one of the bill vahdators, the mobile device may display a graphical representation of that
note.  Other tochnigues for providing feedback to the manager during and/or after the bill insertion
process may be employed.

[00340] When no notes are received by the bill vahidators for a preset period of time, such as 20
seconds, 40 seconds, one minute, two munutes (or other preset length of time), the deposit session
terrainates and the bl validators are controlled to no longer accept any notes (Step 1390}, In 3 variation,
the B-5afe may be programmed to keep the deposit session active unti a preset time of day (e.g., onc
hour after the close of business), or when a designated event occurs, such as the depression of the B-
Safe’s LCD Screen/Button 340, the scanning of the badge of that raanager, or other designated action.

[00341] During the active session, if a second employee secks access to the B-Safe (via any
appropriate techmigque of any appropriate embodiment/variation) (e.g., such as by having hig/her badge
scanned by the B-8afe’s barcode/QR-code scanner), then the curmrent deposit session (for the prior
individual) terminates and a new active session begins. The new active session is associated with the
second emplovee. Each drop safe can be configured to initiate an active session and to ternunate an active
session according to the respective retailer’s preferences.

[00342] As stated carfier, the forgoing discussion applies equally to other types of drop safes
that emplov bill validators or other technology that 15 able to accept a note, ascertain its denomuination,
rerify its authenticity, and dispense the verified note within the drop safe’s chassis.

[00343]  In other embodiments of the present nvention, such as the recycler safe, access to the
small form factor cash recycler by the manager (or other personnel) may be achieved in any manner that
the bill validators may be accessed as described berein. Likewise, in vet further erobodiments of the
present  invention that employ  different  equpment/different  functionality, access 1o such
eguipment/functionality may be achieved 1n numerous ways.

[00344] Tn anv of the embodiments described herein, entitleraents associated with mdividual
employecs, that is, the capabilities that employvees of retalers can carry out either via any of the herein-
described apps {(or other software applications) and/or directly with a drop safe (or muliiple drop safes)
may be dynamically managed within the central server to tailor suthorizations and functionalities based
on retailer preferences and other factors. For instance, higher level management generally will be
provided with the highest level of abilitics while lower level employees will be provided with more
restrictive abilities.

[00345] Various functionalities and abilities include creating a deposit record, obtaining access

to a drop safe’s bag drop slot, obtaining access to a drop safe’s bill validator or other equipment that
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accepts mdividual notes, obtaining access to a drop safe’s recycler, oblaiming access to other technology
within the drop safe, the times/days any such access 18 provided and/or the criteria under which access s
provided {e.g., only during and/or onc’s shift), the length of time access is made available, etc. The
Manuer 30cess 1o 3 piece of equipment may also be different depending oun the level or other designation
of emiployvees. Based on a retailer’s preferences, select employees may only be able to access a certain
piece of equipment within the drop safe onc way (as preferred by the retailer), whereas other employecs
may be able to access such cquipment in multiple ways. For example, select emplovees may access the
bill validators only upon having their badge scanned by the drop safe. whereas other higher level
employees may use the retail deposit app to get access, along with the option of having their badge
scanned, and/or using another technigue for access.

100346] For a retailer that is associated with a single drop safe, entitlements and access abilities
of that retailer’s emplovees are limited solely to the associated drop safe. For retailers that are associated
with multiple drop safes (whether those drop safes are within the same facility or different facilities), the
ability to access those muliiple drop safes may be the same or different for each particular emplovee who
is being provided aceess.

(003471 In any of the embodiments and scenarios provided herein, the present wnvention 1s able
to quickly, if not mamediately, respond to changed or changing cicumstances. In accordance with the
present invention, a retailer may designate the entitlements/access abilities based on job title and/or other
status and designations associated with each employee. Then, when the title, status or designation of an
employee i1s changed, that individual’s entitlements and access abilities are automatically modified to
conform with the updated title/status/designation.  Accordingly, retaders need not bave to remember to
manually change a particular employee’s designated entitlements when circumstances change. Bevond
job title, position, and the like, other status or designation can include location (e.g., when an employee is
transferred 1o a different retail location), a switch from full-tme to part-time (or vice versa), working
hours, termination, etc.

[60348] In accordance with the present imvention, an emplovee can be provided with
entitlfements/access abilities that enable him/her o handle deposits from muliiple retailers. For example,
an mdividual is able to collect deposits (1.¢.. collect Smart Bags) from multiple companies and to deposit
those multiple Smart Bags into a designated drop safe. The Smart Bage arc associated with different
retatlers, but a single individual is handling and depositing those Smart Bags into a drop safe. To ensure
proper racking, i ove embodiment, access o the drop safe’s bag drop slot mmst entail the individual
providing his/her badge, biometrics, or something else that particularly identifics the individual. That is,
access 1s not achieved via the drop safe identifving a Smart Bag to be dropped. In another embodiment,
the individual must use his’/her mobile device to gain access. In vet a further embodiment, the imdividual
must use his/her mobile device along with a badge (or biometric mformation) to identify hum or herself in
order to gain access. Other scenarios, as discussed herein, are possible.

[00349] Hence, the present invention is able to employ a combination of verifications and
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avthonzations, mcluding location tracking of the individual and the location of the drop safe, to handle
and process deposits from any number of retailers, and whether the particular drop safe 1s placed at a
retatler location or a common area. Moreover, by associating Smart Bags with a designated drop safe at
the time of creation of a deposit record, changes to locations of drop safes result in an avtomatic
aligmment of deposits to those moved drop safes. Conversely, decisions about where to locate drop safes
that are not necessarily associated with a particular retailer may be made based on recent historical data
pertaining to the created deposit records of retailers.

[00350] Advance Credit

(00351} In accordance with the present invention, upon depositing Smart Bags via the drop
slots and/or cash via the bill validators, the retailer who made the deposit is provided with a credit to its
bank account in the amount of the total deposit. The credit may be immediate. The credit may be
provided once per day, such as a designated time afier the retaier has closed its operation or at another
designated time. The credit may cccor multiple times a day. For retailers having multiple locations, such
as at multiple locations in different zones, a credit may be provided once per business day or at the close
of the business within each respective time zone, or at another designated time. In many circumstances,
credit 1s provided before the Smart Bags and loose notes are removed from the drop safe(s). In some
instances, credit is provided several days (if not more) before the Smart Bags and loose notes are removed
from the drop safe. Providing a retailer with advance credit 18 also discussed in U.S. Patent Application
Publication No. 2009/6006249, which is incorporated herein by reference.

[00352] Messenger Pickup Process

[00353] The drop safes of the present mvention are emptied by authorized individuals {called
“messengers’ herein). The messenger service that provides the messengers mav be an armored car
service or other appropriate service.

[00334] In accordance with the present mvention, the messenger is authorized through the
management of the individoal s entitlements contained m their profile resident in the central server. This
mformation 8 used i conjunciion with the particular authorized route condairang the drop safe w0 be
accessed. When the messenger arrives, he/she begins the authorization process through the logging into a
messenger app on his/her mobile device with the appropriate credentials to verify the user’s identity. This
can be any combination of access codes, PINs and/or biometrics provided to the location-cnabled maobile
device. When at the premuse containing the deployed drop safe, the specifics of the drop safe to be
accessed is wentified, through an mput of a code or the reading of the proxamities of the smart device and
safe. If the messenger is properly identified and authorized, determined to be near a valid drop safe to be
serviced and is communicating with the central server, a protected authorization message 18 issued to the
drop safe to permit access. This access is Jimited to a single nse on that drop safe and must be utilized
within a predetermined timeframe. I it oxpires before use, another access authorization may be
requested.

[00355] This dynamic hand-shaking process occurring amongst the three entities: the
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messenger’s mobile device, the drop safe and the central server is unhke any corrent process emploved in
the 1wedustry that make nse of one-tirae codes. This dynamic process allows for the real-time management
of the access to account for changes in an individual’s authorization and/or entitlements to specified
individual drop safes.

[00356] The foregoing summarized process is described in greater detail with reference to
flowchart 1400 shown in Figores 21A and 218, Imtially, a particular drop safe 1s determined to be
empticd in accordance with cither a predetermined schedule or an indication that the drop safe has
reached a capacity of some sort {or other reason to empty the drop safe) (Step 1410).

[00357] A drop safe can be scheduled to be emptied daily, every other day, every third day, ¢tc.,
based on historical usage or other mformation. In addition, the drop safe may be programmed (or the
ceniral server programmed) to schedule an emptying of the drop safe when the drop safe includes or
exceeds a predetermined number of Smart Bags (c.g., 15 Smart Bags, 25 Smari Bags, 40 Smart Bags, 60
Smart Bags, etc.) For B-Safes and other embodiments that tnclude bill validators, an emptving can be
scheduled if a preset number of notes have been accepted by the bill validators and deposited mto the
drop safe’s chassis. An emptying can be scheduled 1if the total monetary value of the deposits exceeds a
preset amount of money in order (o mimmize monetary risk. Other reasons may be emploved to
determine that a drop safe is to be craptied.

[00338] To imtiate removal of the contents of a drop safe, the awthorized messenger launches
the messenger app on his/her mobile device (Step 1420). Stmular 1o anthendicating the retailer during use
of the retail deposit app, the messenger app employs known security measures to ensure the authenticity
of the mobile device and verification of the wdentity of the messenger (Step 1430). All manners and
variations of authenticating the manager’s mobile device and all manners and variations of verifving the
ideatity of the manager as described herein (in connection with deposit creation) may be emploved 1o
authenticate the messenger’s mobile device and verify the identity of the messenger.

[00359] The messenger proceeds to initiate 0 seek access to the drop safe by identifying the
drop safe to be emptied (Step 1440). This is accoraplished tn different ways tn accordance with vanous
embodiments of the present invention.

[00360] In one embodiment. the messenger scans, via the mobile device’s camera, the QR code
that is on the drop safe to be empiied. The QR code, which appears on the exderior of the drop safe at any
accessible location, uniquely identifies the drop safe. In a variation, other forms of visual indicia may be
emploved, such as barcode or other form of wniquely-tdeniifiable indicia mentionad herein

[00361] In accordance with another embodiment, the messenger’s mobile device includes NFC
capability, or iBeacon, or other appropriate RFID communication technology, and the messenger’s
mobile device obtains the 1D of an RFID tag (or other electronic passive or active device) coupled to the
drop safe, placed within the tech shelf of the drop safe, or placed at another location on or mn the drop safe
that s capable of being detected by the messenger’s mohile device.

[00362] In a vanation, the messenger also has other equipment capable of detecting the 1D of
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the RFID tag (or other electronic tag) on or in the drop safe, and that other cquipment wirelessly transmits
that information 1o the messenger’s mobile device for further handling.

(003631 Other means of identifying the drop safe may be employed, including any
vanation/technique discussed herein to identify a Smart Bag.

[00364] Upon ascertaining the ID of the drop safe to be emptied, the messenger’s mobile device
supplies that information to the central server (Step 1450). The central server mcludes records about each
drop safe and, thus, identifies all relevant mformation about the wdentified drop safe, including the
physical location of the drop safe, the retailer to which the drop safe 15 associated, the particular store of
that retader (if multiple stores and/or locations) to which the drop safe is associated, the last time the drop
safe was emptied, all deposits that have been made into that drop safe since the last pickup (based on the
above-discussed retatl deposit activity), the identity of the prior messengers who had previously emptied
that drop safe, and other relevant information.

[00365] The messenger’s mobile device further provides to the central server the current
{ocation of the messenger’s mobile device (using its GPS) (Step 1460). In accordance with the present
invention, the central server determines whether the messenger’s mobile device is currently located
within close proxamity of the known location of the drop safe to be emptied (Step 1470). If so, then the
ceniral server gencrates a unique single-use, time dependent authorization code (also referred to herein as
an “OTA Code™)y (Step 1480). The OTA Code is transmitied to the messenger’s mobile device (Step
1490).

[00366] The OTA code is generated based on several different data elements and encrypted
a manner 1o maximize security and prevention of thef¥/decrvption by unauthorized individuals. For
instance, the data clements may include the Jocations of the messenger and of the drop safe to be emptied,
the current date and time, the 1dentity of the messenger, a user ID of the messenger, the identity of the
retatler with which the drop safe is associated, and other such type of formation. Generation of the
OTA code may include any combination of these data elements, or none at all, and may be based on any
suitable industry-acceptable methodologies for generating a one-time-use, authorization code that is then
used to gain access to a digital safe. Since the various technologies and methodologies used io gencrate a
suitable one-time avthonization code are well known 1n the art, further descniption thereof is not provided
except where necessary for an understanding of the present invention.

[00367] If the messenger’s mobile device 1s not sufficiently close to the drop safe to be emptied,
then ag OTA code is not genersted and the messenger 18 provided with appropriate notification indicating
that there is a problem and that the messenger is not authorized to proceed (Step 1475). Follow-up steps
1o correct the situation may be provided.

[00368] In accordance with one embodiment of the present invention, the Messenger’'s mobile
device, via the messenger app, displays the OTA Code in the form of a QR-Code on the mobile device’s
display (Step 15003, In a varistion, the OTA Code i displayed tn another two-dimensional form (orin a

one~dimensional form, such as barcode).
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[00369] While the OTA Code 1s displayed, the messenger quickly places the mobile device in
front of the drop safe’s barcode/QFR.-~code scanner, which in turn reads the displayed OTA Code (Step
1510). The drop safe determines whether the scanned code corresponds to the correct OTA Code that was
just generated by the central server (Step 1520). Such determination may be carried out 10 any industry-
acceptable manner. The determination may be carried out by the central server, by the central server
working in conjpunction with the drop safe, or by the drop safe itself.

(003701 Since methodologies that enable for the creation of a unique one-time-authorization
code, transmission thereof, and verification by another device of the accuracy and legitimacy of a
presented code are well known i the art, Torther description thereof is not provided except where
necessary for an understanding of the present invention.

{00371} Upon venfication that the presented OTA Code 18 accuraie and legitimate, the drop
safe’s digital lock unlocks, which aliows the messenger to open the drop safe’s door, thereby gaining
access 1o the contents of the drop safe’s chassis (Step 1330).

(003721 In accordance with a varistion of the above embodiment, as an additional safety
measure, the messenger app displayvs the OTA Code for a relatively short pre-set period of time.
Exemplary times include 10 seconds, 20 seconds, 30 seconds, 45 seconds, 1 minute, | minute 30 seconds,
2 minutes, efc,

[00373] In ancther vanation, the OTA Code is time-sensitive, that s, it expires after a
predetermined amound of timne (separate and apart from how long the OTA Code s displayed by the
messenger's mobile device).  For mstance, the OTA Code must be received by the drop safe and
transmitied to the central server within a preset argount of time after the OTA Code was generated i the
first place. Anv appropriate presct amound of time may be set. By being tiue-sensitive, unauthorized
interception of the OTA Code and later, improper use of that OTA Code will not be accepted since the
OTA Code has already expired.

[00374] In yet a further variation, the messenger app displays the OTA Code {or onc pre-set
period of time and the OTA Code is time-sensitive (for another pre-set period of time) in order to provide
vot further enhanced security against atiempts to improperly open the drop safe. For instance, in cither of
these variations, attempts 1o take a photograph or otherwise duplicate the OTA Code (e.g., via a different
device) to enable for later entry of the drop safe will be unsuccessful.

[00375] In accordance with another embodiment of the present invention, the messenger’s
mobile device wirelessly transmits the OTA Code, in a non-visual manner, to the drop safe. Transmission
may occur using NFC, Bluetooth or other short-range or close-proximity type RF communication. Other
manners of short-range, non-visual, communication may be employed.

[00376] If the messenger is unable to provide the OTA Code from the messenger’s mobile
device to the smart safe within the designated period of time, the messenger will have to repeat the entire
process to receive a new OTA Code from the central server,

[00377]  As previously discussed, the drop safe of the present invention ascertains the ID of
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every Smart Bag that is within its chassis. Such inventorying occurs at different times and after, during or
before certain cvents, as already discussed. Preferably, the drop safe camries out yet another inventory of
ifs contents prior to access and emptyving by the messenger. For instance, the inventory may occur upon
the messenger ansmitting the 1D of the drop safe to the central server, upor the messenger's mobile
device receiving the OTA Code, and/or at any other time (imncluding multiple times), and mcluding
immediately prior (o the unlocking of the drop safe’s door (Step 1530). Accordingly, the drop safe and
cendral server have identified every Smart Bag to be removed by the messenger.

[00378] To assist the messenger, the central server may transmt to the messenger’s mobile
device the number of Smart Bags that are included within the drop safe and that need 1o be removed. Via
the messenger app, that information is provided to the messenger. Optionally, the 1D of cach Smart Bag
within the drop safe can also be provided to the megsenger’s mobile device and then displayed to the
messenger. However, since the drop safe may have upwards of 30 or more Smart Bags, providing the [D
of each Smart Bag at the time of emptyving the drop safe may unnecessanly slow the messenger down,
But such information may be ermaployed after fully emptying the drop safe. For instance, the messenger
may scan the bar code of cach retrieved Smart Bag {(e.g., while the messenger is securely within his/her

chicle or at another location, or optionally wlile still at the retailer) to verify that cach Smart Bag that

previously was mside the drop safe 1s now securelv 1o the messenger’s possession. In a variation, the
below-mentioned transfer contatner into which the messenger transfers the Smart bags (as discussed
below), may inclade s own associated RFID reader/REID antenma that is used 1o identify and ascertain
that all the Smart Bags within the drop safe have been transferred to the messenger’s custody.

[00379] Emptying Condents of Brink’s Box

[00380] When the drop safe is a Brink’s Box (or other like version) of the present invention, the
only removable contents within the chassis are deposited Smart Bags. Hence, when a Brink’s Box is
being cmptied, the messenger proceeds to remove all the deposited Smart Bags (Step 1540 1n Figure
2iB). To facilitate case of removal of the Smart Bags, a large bucket optionally may be provided at the
botiom of the chassis, which catches all the deposited Smart Bags. The messenger then removes the
bucket from the chassis and transfers all the Smart Bags within the bucket mto an appropriate transfer
container (Step 1530). The messenger places the now-empty bucket back into the bottom of the chassis.

[00381] Upon completing the emptving of the Brink’s Box, the messenger closes the door,
which is automatically locked (Step 1360). After the door is closed and locked, the Brink’s Box conducts
a scan of its contents (Step 1570). For instance, 1o the embodiments that employ an RFID reader within
the tech shelf and RFID antennae within the chassis, if all the Smart Bags were removed by the
messenger, no RFID tags should be detected. I, however, a Smart Bag is detected, the Smart Bag i
flagged as having not been removed from the drop safe.

[00382] The messenger may be alerted that a Smart Bag remams in the drop safe, and the
messenger may repeat the above-process to again gain access to the drop safe. The messenger may be
unable to retrieve the Smart Bag (for any reason) and, in such case, the Smart Bag will be removed during
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the next time the drop sale 1s emptied.

[00383] The messenger takes the reroved Smart Bags and transfers ther to the cash processing
facility for further handling.

(003847 To munimize risk, upon opening of the drop safe as discussed herein, the messenger 18
given a relatively short period of time, (o empty the contents of the drop safe. Duning this designated
period of time, the drop safe’s kight strip is green o signify o the messenger that the two-minute penod
has not vet expired.  After the designated period of time, the light strip tuwrns vellow to signify to the
messenger that he/she has gone over the designated amount of tine (o empty the drop safe.

(003857 When the light strip turns yellow, a representative from the cash processing facility (or
other entity) may contact {¢.g., call} the messenger to inquire if there are any problems. Accordingly, the
status (as indicated by the color of the drop safe’s hight strip) along with the required bandling procedures
by the messenger allow for the drop safe to be emptied in a quick, organized and ideally sccure manner.
Other colors, time-frames and procedures may be employed than that mentioned above. Optionally, the
drop safe’s LD screen/buiton provides a countdown-timner 1o inforn the raessenger how long he/she hag
until the end of the designated amount of time.

[00380] Emptying Conients of B-Safe

(003871 When the drop safe to be emptied 1s a B~-Safe of the present invention or other similar
version, the contents to be removed include both Smart Bags as well as notes that have been accepted by
the bl validators,

[00388] The messenger proceeds to remove all the deposited Smart Bags from the B-Safe (Step
1580 in Figure 21B) and transfers the removed Smart Bags iato a suitable transfer container (Step 1590).
These steps are carried out in basically the same manner for both a Brink’s Box and a B-Safe.

[00389] The messenger then removes all the notes within the chassis that have been accepted by
the bill vahidators (Step 1600). As mentioned eardier, a sufficiently large bin is placed bencath the bhill
validators and catches the notes that have been accepted by the bill validators. Accordingly, the
messenger 18 able to quickly remove the notes by removing the bin and fransfening the condents of that
bin mio a separate loose-note transfer bag (Siep 1610). The messenger then returns the now-empty bin
back into the chassis.

[00390] Tn accordance with the present invention, i one version, the loose-note transfer bag
may include an RFID {ag within it and have the [D of the RFID tag provided on the outside of the bag in
both human-readable form and as a bar code (sinilar to 3 Sreart Bag). The messenger enders the 1D of the
loose-note transfer bag into the messenger app that 1s running on the messenger’s mobile device (Step
1620). The ID may be manuvally entered (using the ID printed on the bag) or may be obtained by using
the messenger’s mobile device’s camera to scan the barcode that is on the outside of the bag. This step is
similar to the step of the retailer’s manager obtaining the ID of a new Smart Bag, as discussed above.
Moreover, any other version/technique/erbodiment for obiairang the 1D of 3 Smaxt Bag as discussed

herem may be emploved to identify the loose-note transfer bag.
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[00391] Upon obtaining the ID of the loose-note transfer bag and placing the loose-notes within
that bag, the central server creates a deposit record (Step 1630) that wdentifies the amount of money within
the loose-note transfer bag, as well as the number of the notes by denomination, along with the ID of that
bag, and other nformation, including the identity (o identities) of the individual(s) who deposited those
notes (based on the prior described use of the bill validators by the retailer), the date/time of cach deposit
via the bilf validators, the retater associated with the B-Safe, and other relevant wformation. The loose-
note transfer bag is sealed and placed within the transfer container (Step 1640) along with the removed
Smart Bags.

(603921  After all the Smart Bags and loose notes are removed from the B-Safe, the messenger
closes the door, which is automatically locked (Step 1650). Thereafier, the B-Safe conducts a scan of its
contends (Step 1660). This scan is the same as that discussed above for the Brink's Box after ¢ is emptied.
if a Smart Bag is detected within the B-Safe, the B-Safe proceeds in the manner as already discussed
above.

[00393] The messenger then proceeds to transfer the Smart Bags and loose-note transfer bag to
the cash processing facility for further handhing.

[00394] The order of the above steps may be duferent. For mstance, the loose notes may be
removed first from the B-Safe, followed by removal of the Smart Bags. As another example, the 1D of
the loose-note transfer bag may be obtaimed and entered into the messenger app 1n advance of the
messenger transferring the loose notes from the chassis indo the loose-note transfer bag. Additional steps
or sub-steps may be inchuded within this process.

(003951 In a vanation, the loose-note transfer bag doesn’t include an associated 1D and thus
steps 1620 and 1630 in Figure 218 arc omitted from the messenger pickup process. Other variations may
be possible.

[00396]  In vet another variation of the present invention, the B-Safe’s chassis mcludes a bin
finer (bin hincr 444 shown in Figure 12B) within bin 442, Accordingly, as the bill validators accept notes,
the accepted notes fall into the bin Hner. Durning removal of the B-Safe’s contents, the messenger
removes the entire bin liner (with the notes within it), places the bin liner within an appropriate envelope,
or the above-discussed loose-note transfer bag, or anocther appropriate receptacle, which is then sealed.
The messenger proceeds to place a new, empiy bin liner within the bin in the B-5afe’s chassis, and closes
the B-Safe’s door. In this variation, the messenger advantageously doesn’t make physical contact with
any of the loose notes that have been accepted by the B-Safes bill validators. In addition, the chance of a
note being unintentionally dropped or otherwise misplaced is reduced by the use of a bin liner that has
caught all the notes that have been accepted by and dropped from the bill validators.

(003971 In yet a further variation, rather than employing a bin liner, the above~discussed loose-
note transfer bag may be installed within the chassis of the B-Safe prior to use, and designed to itself
capture notes that have been accepted by the bill validators. In such variation, when a new {and crapty)

loose-note transfer bag is placed within the B-Safe, the messenger obtains the 1D of that new loose-note
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transfer bag via the messenger app. whereby a record s created that is associaled with that loose-note
iransfer bag. Thereafier, as the B-Safe’s bill validators accept notes, the record is updated to reflect the
accepted notes. Then, when the B-Safe’s contents 15 to be emptied, the messenger removes the loose-note
transfer bag and seals 1. The messenger then proceeds to obtain the ID of a new (empty) loose-note
iransfer bag and places that new bag appropriately mto the B-Safe’s chassis for subsequent use.

[00398] In this variation, the messenger obtains the 1D of a new loose-note transfer bag by
using his‘her mobile device to scan the barcode on the outside of the bag (or by manually entering the 1D
printed on the outside of the bag, or by employing another techuigue hercin described). Alternatively,
rather than have the messenger obtain the 1D of the new lowse-note transfer bag, the ID of that new bag is
obtamed by the B-Rafe ieelf after the B-Safe’s door is closed and locked. That is, and as discussed
above, when the B-Safe’s door is closed, the B-Safe conducts a scan of s contents (e.g., in cerfain
embodiments, via its RFID reader and RFID antennae) (Step 1660 in Figure 21B). In this varation, the
B-Safe will detect the RFID tag of the newly placed loose-note transfer bag and, at that time, a new
record that is associated with this bag may be created.

[00399] 1t is appreciated that the name “loose-note transfer bag™ 1s used herein for convenience,
but other terms for this bag and for other elements and components discussed herein may be vsed.
Moreover, in the above variation thai entails placing a new, empty loose-note iransfer bag within the B-
Safe’s chassis prior to closing the door, the messenger doesn’t have to make physical contact with any of
the notes that have been accepied by the bill validators. The messenger ordy has to remove and seal the
loose-note transfer bag, and then to place a new loose-note transfer bag at the appropriate location within
the B-Safe’s chassis. This effort, along with removing aoy Smart Bags that have deposited o the B-
Safe, 1s a process that can be carried out very quickly.

(004001 In accordance with the present invention, rather than using a liner or a bin, another
appropriate container, such as a canvas bag, may be utilized to capture notes that have been accepted by
the bill vahdators. Certan countries may have strict rules as to what types of items can be employed in
cash-acceptance type devices, and the present intention is able to accommodate those rules.

[00401] The B-Safe of the present invention includes a pair of bill validators. If one of the bill
vahidators is damaged. jammed or otherwise not operating properly, that vahidator is turned off, but the
retailer stifl is able to deposit notes through the working bill validator. As mentioned above, if the bill
validator(s) have accepied ap amount of money or a number of notes that exceed a preset hmit, a
messenger may be scheduled to erapty the contents of the B-Safe. Upon acceptance of that amount of
money or number of notes, the bill validators can be trned off. In such case, the retailer still is able to
make deposits via use of Smart Bags that are dropped using the drop safk’s bag drop slot.

[00402] In a variation of that shown hercin, the B-Safe may employ a different number of bill
validators. For example, the B-3afe may ewplov a single bill validator, three bill vahidators, or other
number. The shape and configuration of the Brink’s Box and the B-Safe, and any of their respective
componenis, may be different than that shown and/or described herein.
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[00403] The contents of other embodiments of the present mvention emploving other
equipment, such as a small form factor cash recycler, coin sidecar, otc. may be carried out in manners
similar to or the same as those deseribed in connection with the Brink’s Box or the B-Safe. Regardless of
the equipment that is emploved, gives the detailed discussion herein, the messenger is able o access the
drop safe utilizing the novel methodologics, technigques, and cquipment as herein described and then
empty the contents of such drop safe. To avoid duphication, the step-byv-step discussion of how the
messcnger emptics the recycler safe or other type of safe with different equipment is not provided.

[00404] Central Server

[004057 As discussed herein, the drop safes of the present mvendion coraraunicate with a
central server, and both the manager’s mobile device and the messenger’s mobile device communicate
with the central server during use of the apps described herein. Communication with the central server
occurs in real-time and may be carried out in any manner and consistent with any suitable communication
protocols, as would be appreciated by those of ordinary skl 1o the art. The details of those manners and
communication protocols are not discussed hercin, except where necessary for an understandimg of the
present invention.

[00400] The central server maintains/stores all the deposit records that have been created, and
maintains/siores data pertaining to the identity, functions, capabilitics, location, etc., with respeci to cach
of the drop safes of the present mvention. The central server maintains/stores records/data with respect to
each of the retailers and its respective employees (or at least those employees anthorized to use a mobile
device to facilitate deposits within a drop safe). The central server maintains/stores records/data with
respect to all messengers who are authorized to empty the drops safes, and maintains/stores records/data
with respect to all service personnel who are authorized service a drop safe (¢.g., replace a damages tech
shelf, change a door to convert a Brink’s Box to a B-Safe, etc). The central server maintains/stores
whatever other information 18 necessary o assist in carrying out the various processes of the present
invention.

[00407] The functions of the herein-described central server may be carried out by multiple
servers and other equipment, with such scrvers and other equipment controlled by one or more eniifics.
The present mvention has been described m a way to make the wvention understood by persons of
ordinary skill in the art, but as appreciated bv those of ordinary skill in the art, variations may be made
without departing from the spirit and scope of the mvention.

{00408} In accordance with the present mvention, the central server receives from each of the
drop safes data regarding activity that is occurring or has just occurred in connection with those drop
safes. Likewise, the central server is in communication with the mobile devices of retailers, messengers
and service personnel During use of suitable apps on those devices, the mobile devices are in
communication with the central server, and thus the central server 1s providing and/or receiving data
to/from those mobile devices relating to the processes described herein. For mnstance, during creation of a

depostt record by a retailer’s manager, the central server may cause certain information to auto-populate
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in the deposit record, such as the identity of the retaider, and other mformation. Implementation of these
features as described herein are well within the capability of those of ordinary skill in the art, and thus
details about how those apps operate. the types of information transmitied to the central server, and from
the contral server, are vot provided herein except where particularly necessary for an understasding of the
present invention.

[00409] Additional Embodimentis

[00410] Each of the drop safes described herein may include additional equipment that are
usable by retailers.

(00411} In one variation, a drop safe includes a coin sidecar for accepting bulk cotns. The “coin
sidecar” may be connected to the drop safe or included within it. A retailer may gain access to the coin
sidecar similar to how access {o the bill validators is obtained. For instance, an employee may have
his/her badge scanned by the drop safe in order to identify the emplovee, and then the employee proceeds
1o place the coins with the device’s receptacle. In any other embodiment/technigue/process for accessing
the bill validators may be emploved to access the com sidecar.

[00412] A deposit record is created for the deposited coins. Since the design, construction, and
implementation of a com sidecar or other similar functional equipment are well known, further
description is not provided herein.

[00413] The drop safes may employ a display monitor for providing additional wformation to
managers and other employees of the retailers, messengers, service personncel, etc. It 15 appreciated that
the embodiments described above do not mclude a display monitor other than a very small LCD
screen/button. The screen/button is depressible and provides counidown indormation during timed
sessions. The bulk (or nearly all or all) information is provided to the retailer’s manager and other
personnel via the mobile devices. However, 1o other varations, rather than employing an LCD
screen/button, the drop safe includes only a buiton. In yeti another vanation, the LCD screen/button is
omitted altogether. In these two variations, the drop safe of the present mvention includes no display
whatsogver.

[00414] In vet a further variation, the drop safes are “disconnected” dovices. That is, the drop
safes do not commumcate directly with the central server (e, via cellular communication, via the
Internet, or via other long-range communication protocol).  Rather, the drop safes include Bluctooth
capability {(or other short-range commumication) so that they directly commumnicate with the manager’s
mobile device, the messenger’s mobile device, and service personnel’s mobile devices via Bluetooth
patring (or other short-range communication technigque or protocol). Accordingly, during the manager’s
use of the retaid deposit app on his/her mobile device, the mobile device and the drop safe are in direct
communication. Preferably, communication between the two devices employs exclusive connections,
whereby the drop safe is able to connect to only a single mobile device at a time. This provides enhanced
security of the data communicated between the devices.

[00415] A suitable communication protocol that may be emploved is Bluctooth 4.0, or other
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eguivalent or later versions having the desired properties. In Bluetooth 4.0, the relevant arca of
technology 18 the GATT (Genenic Atvbute) profide, which defises how two Bluetooth Low Energy
devices, one in the mobile device and the other in the drop safe, transfer data back and forth using
coucepts called Services and Characteristics. As is known, this profile makes use of a generic data
protocol called the Attribute Protoco]l (ATT), which is used to store Services, Characteristics and related
data in a lookup table.

[00416] The present invention in this variation emaploys the above protocols/technology to keep
the connection between the user’s mobile device and the drop safe exclusive. Once the aser’s mobile
device connects to the drop safe, the devices no longer advertise. That is, once the connection is
established, other devices no longer ascertain the existence of the devices and thus are not able to connect.
In accordance with the present invention, data is trapsmitted between the drop safe and the raohile device
only upon after such exclusive connection is established, thus ensuring a confidential, unalterable flow of
mformation between the devices.

(00417} In the hercin-described “disconmected” devices, after one or more Smart Bags are
deposited into the drop safe (and similarly after notes are accepted by the bill validators in versions that
include bill validators), the drop safe communicates to the manager’s mobile device that the deposit(s)
into the drop safc has been made and accepted, with the associated amounts of the drops. As in the above
embodiments. information is provided to the manager’s mobile device in real-time, thus providing the
user with a “richer” experignse.

[00418] In accordance with this version of the present invention, data reflecting the activity that
has wanspired between the manager and the drop safe are stored, in certain versions, within the manager’s
maobile device. Such data includes the amount of cash that has been dropped, including any notes that
have been accepled by the bill validators, date of the drop, and other relevant information. This all may
be included within the deposit record that was initially created prior to depositing the money. When the
manager 15 i a location that containg cell service (or Will) that ¢nables communication between the
manager s mobile device and the central server, the stored data pertaining to the deposit is commuuicated
to the central server.

[00419] In certain versions, after receipt from the manager’s mobile device by the central server
of data representing the above-described deposit, the cash processing facility processes the deposit as if
the data was received directly from the drop safe. In certain embodiments, the retailer’s bank account 1s
provided with a credit for the amouat of the deposit. The credit may be provided immediately, at the end
of the business day, or at another time. A discussion of providing retailers with advance credit prior to
delivery of the cash is discussed m U.S. Patent Application Publication No. 2009/0006249, which s
incorporated herein by reference.

[00420] As illustrated from the foregoing discussion of the “disconnected” version of the drop
safe of the present invention, a retatler’'s manager is enabled to receive, in real-time, data and other

mformation concerning the deposit being made, including the amount of the deposit and, in certain
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versions, a detailed report of the deposit that shows the amount of each denomination reflected in the
deposit. A messenger emptying the “disconnected” drop safe receives via the messenger’s mobile device
from the drop safe all records, transactions, and other data relevant to what has transpired at least since
the last tiee the drop safe was emptied. This information then iz trassmitted from the messenger’s
mobile device to the ceniral server either immediately or when the messenger’s mobile device 1s at a
location where cellular communication is provided.

[00421] Accordingly, the drop safes of the present invention can be utilized in areas that lack
celhular coverage and/or other form of communication to the central server.

(604221 In a further vanation, the drop safes of the present tnvention can include both long-
range commumnication to the central server, as discussed carlier with reference to the various figures, and
further mclude Bluetooth communication {(as discussed above 1n the “disconnected™ versions of the drop
safes).

(004231 The drop safes of the present invention may be sized to hold various numbers of
deposited Smart Bags. In some instances, the drop safe can be a relatively large drop safe or a relatively
small drop safe, each sized to meect any customer need. The relative size of the chassis may vary as
appropriate.

[00424] In a variation, the form of the codes discussed hercin may be different. For instance, in
one version, the employee may gain access to a drop safe by having the barcode on his/her badge read by
the barcode/QR-code scanner/reader of the drop safe. The badge may include a QR code or other type of
computer-readable indicia that identifics the employee, and the scanner/reader of the drop safe is able 1o
read such other type of compuier-readable indicia.  As another example, the OTA code 18 descubed
herein as bemng n the form of a QR-code. However, i a variation, the OTA code is cither a different
form or 15 displaved by the messenger’'s mobile device 1o a different form.  Other suitable computer-
readable forms of codes may be employed. In vet another variation, rather than employing a barcode/(QR-
code scanner/reader within the drop safe, a different type of scanner may be emploved. For mstance, in
one variation, the drop safe includes a camera along with suitable software, including computer vision-
type software, to identify the scanned image (whether it is displayed by the messenger’s mobile device as
the OTA code or other thing that is scanned by the drop safe as discussed herein) or to extract data
embedded or otherwise included within the item being scanned. The processing of the scanned image
may be achieved within the drop safe or by the central scrver, or a different processing system, or
collectively by any of these processing systems.

[00423] Overview of General Benefits and Advantages of Invention

[004260] In addition to the benefits mentioned above {(and some of those benefits are repeated
below), the drop safes are modular in design and configurable to accommodate the particular needs of
individual retailers or the collective needs of multiple retatlers. The present invention fiwther provides a
fevel of future-proofing to enable the deployment of newer techoologies through the defined interfaces

{physical/electrical/logical}. The cost to assemble a drop box of the present mvention is lower than

59



WO 2021/050272 PCT/US2020/047974

current systerms that entail castom design to accommodate specified needs. The drop safes of the present
mvention are reconfigurable by simply replacing one component with another, without moving the entire
drop safe 1o a service location and, in most instances, without having to move the drop safe at all. Since
the timne and cost to move an installed drop safe is siguificant, the present tnvention advantageously
allows the drop safes to be repaired, upgraded, empticd, and serviced with minimmal mterruption to the
operations of retailers. As explained in detail above, a drop safe that does not include bill validators (1.e.,
a Brink’s Box) can be reconfigured to include bill validators (1.e., convert to a B-8afe) with nunimal time
and effort.

(00427} The drop safes of the present invention also advastageously take imventory of their
contents regularly and/or during particular steps in the various processes as described heremn. In certain
embodiments, by employving Smart Bags that include RFID tags, the drop safes are able to immediately
identidy via RFID means the Smart Bags that have deposited and, moreover, are able to immediately
identify Smart Bags that have removed from the chassis, whether authorized or not.  Unauthonzed
removal of a Smart Bag is detected (¢.g.. when a Smart Bag is improperly removed through the bag drop
slot) and authonized removal of Smart Bags 18 detected (1., when a messenger properly empties a drop
safe). The RFID reader that is employed within the drop safes of the present invention is capable of
reading the RFID 1ags of all the Smart Bags within the chassis, no matter how many are in the chassis, in
just a few seconds. This advantageously enables the drop safes to re-inventory their contents at any time.
Since the RFID anicnunae are inside the drop safe’s chassig, the likelthood that the RFID reader
unintentionally scans an RFID tag that is outside the drop safe is exceedingly low.

{00428} The doors of the drop safes of the present mvendion mclude 3 limotied number of
components, in particular, a bag drop slot, a digital jock and, in the casc of a B-Safe, bill validators. In
the other embodiments/vanations described, only or two additional components are wncluded. It is
appreciated that a drop may include, within the door, a significant number of components to allow the
retailer to carry out a number of activitics and functions.

(604297 However, in the various embodirsents described, the door 1ncludes no pickable lock, no
handle, and no physical combination system to undock the door. The hinges are internal and designed so
that a door can be removed from the drop safe’s chassis, as discussed herein. The door advantageously
can be replaced with another door in a relatively short period of time and without special tools.  Still
further, in vet other embodiments of the present mvention, the drop safe may mchide a door handle, a
physical comabination systerg, sad/or external hisges. aud such embodigents stil tuchude some, i sot all,
of the novel features described herein.

(004301 The tech shelf of the present invention advantageously hold the bulk of the
electronics. The tech shelf wself s a modular component of the drop safe and is easily and quickly
replaccable, if necessary, withowt significant (or any) interruption {0 a retailer’s operations. A serviceman
with liitle to no specialized knowledge of the drop safe 1s able to replace a damaged tech shelf with a new

or refurbished tech shelf fairly quickly. Tech shelves may be upgraded from time-to-time rather casily
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and, agaim, with little to no interruption to the operations of the retailer. Replacement of a tech shelf ig
also accomplished without accessing the contents of the drop safe’s chassis, thus providing vet additional
security to its contents. The tech shelf employs a cabinet that advantageously does not mierfere with
communication between the drop safe (via the tech shelf) and the central server during operation.

[00431] The drop safe of the present invention doesn’t include or require a keyboard, kevpad or
mput panel.  All or nearly all communication from retatlers, messengers and service personnel is via
remote means such as connected smart devices, PCs and the mobile devices of those individuals.

[00432] By cmployving a modular design, and with each of the three major components
weighing under 150 Ibs, the entire drop safe (in any configuration) can be matled to a retailer, n three
separate packages, without the need to use a special freight carner. Hence, the components of the drop
safe may be mailed via a commercial carrier, such as Fed Ex or United Parcel Service, and then a service
personnel can quickly assemble the three components and configure the drop safe within a relatively
minimal amount of time. The door and chassis in nearly all commercial drop sales are permanently fixed.
The present invention, however, provides multiple advantages as discussed by having a door and chassis
that are detachable.

[00433] Usc of the drop safes of the present wvention can be done with minimal contact (o the
drop safe. Likewise, a drop saft mav be emptied with mimimal contact and, in some versions, with no
contact to the currency.

[00434] Other benefiis are as described hereitn or would otherwise be appreciated by those
skilled in the art.

[00435] The present invention emplovs various individual components that are well understond
in the art. For instance, an RFID reader is well understood. As another example, a bill validator is well
understood. As a further example, a digital lock 1s well understood.  Accordingly, descriptions of the
design and detailed functionality of various components are not provided in order to not obscure the
discussion of the invention herein, except where particularly necessary for an understanding of the present
invention. Discussions of the construction and operation of certain types of drop safes with some of the
componenis discussed hercin are set forth in US. Patent Nos. 5,695,038, 3975275, 5,944,163
B.643.214; 8 844 804 9 495 705, 9.911,108, and U.8. Patent Application Pablication Nos. 2009/0006249;
2009/0222381; and 2018/0293649, all of which arc assigned 1o the assignee of the present application,
and are incorporated herein by reference in their entiretics.

[00436] The following table, which identifies reference numbers in the figures along with the
names of the corresponding components, is provided merely convenience, and is not intended 1o limit the
scope of the present invention. The names of various clements are selected for convenience and case of

reference.
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Table

# Element Name

10 Brink’s Box Drop Safe

20 B-Safe Drop Safe

30 Small Form Factor Cash Recveler Safe
160 Chassis
110 Dropped Hem Seosing
120 Storage Arca

130 Customer Storage Compartment
140 Chassis Inncr Walls
150,152 | Cables

160 Locking Pins

170 Bracket

172 Mouanting Rails

174 Cabinet Portion of Mounting Rail
176 Cable Connectors

180 Latch Plate

182 Cabling Hamess

184 Mounting Railg

190 Pin
200 Door (Brink’s Box Version)
210 Drop Door Mechanism
220 Digital Lock and Bolt Work
222 Douor Interface
230 Edge of Door
240 Hinge Knuckles
250 Hinge Skeeve
252 Upper Hinge Knuckle
254 Lower Hinge Kmuckle
300 Technology Cabinet {Tech Shell)
310 Svstem Controller & Com. Module
312 Auxtliary Controller Board
320 Dropped Item D & Auth. Module
322 Set of Connectors
330 User & Dropped ltern Auth. Module
340 LCD Screen/Bution
350 Cabinct
360 Light Strip/Diffuser
370 Power Supply
372 Screws
374 Cables
376 Power Connector
378 Air Vents
380 Technology Shelf
382 Recessed Area
384 Mounting rails
400 Door (B-Safe Version)
410 Dop Door Mechanism
420 Digital Lock and Bolt Work

a7}
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# Flement Name
422 Door Interface
430 Bill Validators
440 Hinge
4472 Bin
444 Bin Liner
430 Door (Recyeler Version)
460 Drop Door Mechanism
470 Digital Lock and Bolt Work
480 Bill Depositor
482 Bill Dispenser
490 Hinge
500 Smart Bag
510 Bag
312 Printed Barcode
514 Printed 1D #
520 RFID Tag
600 Retailer
610 Drop Safe
620 Manager’s Mobile Device
700 Cash Processing Facility
710 Cerndral Server
720 Messenger
730 Messenger’s Mobile Device
750 Retailer’s Baok

[00437] Having descnibed the present mvention including various features and variations

thereof, i is intended that the appended claims be interpreted as including the embodimaents deseribed

herein, the alternatives mentioned above, and all equivalents thereto.
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What is claimed is:
1. A modular drop safe, comprising:

a chassis mehuding a set of walls, the set of walls defining an internal storage space;

3 door coupled to a front of the chassis and movable between open and closed positions, the door
including at least:

a controllable digital lock adapted to, when locked, maimtain the door m a closed and
focked position relative to the chassis, and adapted to, when wnlocked, allow the door to be
movable between the open and closed positions; and

a lockable bag drop slot adapted to, when unlocked, allow a bag to be placed within the
bag drop slot and to cause the bag within the bag drop slot to fall within the internal storage space
of the chassis;

a technology cabinet coupled to an exterior of the chassis, the fechnology cabinet including at least:

one or more processors adapted to provide control data to the digital lock and the
lockable bag drop slot on the door respectively to control the digital lock to undock and lock and
to conirol the bag drop slot to unlock and lock; and

a reader adapted to identily bags placed within the internal storage space of the chassis.

2. The modular drop safe of claun 1, wherein the reader in the fechnology cabinet 18 an RFID
reader;

the chassis includes, placed within the tternal storage space, at least one RFID antenna; and

the modular drop safe includes a set of cables extending between the RFID reader within the
technodogy cabinet and the at least one RFID antesna within the chassis, the RFID reader being adapted
1o use the at least one RFID antenna to detect 1Ds of RFID tags within bags that are placed within the
mternal storage space of the chassis.

3. The modular drop safe of claim 2, wherein an mner portion of the chassis mcludes electronic
devices that consists only of the at least one RFID antenna, cables, and RFID tags of anv bags placed
within the internal siorage space of the chassis.

4. The modular drop safe of claim 1, wherein

the technology cabinet includes a reader adapted to detect a vmique 1D and

the processor is adapted to control the bag drop slot to unlock when the reader detects the unique ID
of a deposit bag that includes at least one item of value to be deposited within the modular drop safe.

5. The modular drop safe of clam 4, wherein the unique 1D 18 a barcode or a QR-code; and the
deposit bag to be deposited within the modular drop safe includes on its exterior either a barcode or a QR-
code, the barcode or the QR-code on the exterior of the deposit bag representing the wnmque D of the
deposit bag.

6. The modular drop safe of claim 4, wherein the reader is an RFID reader adapted to read an 1D of
an RFID tag; and the deposit bag to be deposited within the modular drop safe includes an RFID tag

whose ID represents the unique [D of the deposit bag.
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7. The modular drop safe of claim ., wherein

the technology cabinet includes a reader adapted 1o detect a unigue ID representing an identity of a
person seeking access to the bag drop slot of the drop safe;

the technology cabinet adapted to control the bag drop slot o unlock when the reader detects the
unique [D of a person who is deemed to be authorized to access the bag drop slot of the drop safe.

8. The modular drop safe of claim 7, wherein the detected unique 1D 15 a code displaved on the
person’ s badge or an 1D of an RFID tag within the badge.

9. The modular drop safe of claim 1. wherein the technology cabinet includes short-range
cormmunication equipraent adapted {o receive a request from a mobile device of a person seeking access
to the bag drop slot of the drop safe and fo receive from the mobile device data identifying a current
location of the mobile device, and

the technology cabinet 18 adapted to condrol the bag drop slot on the deor to urdock if it is ascertained
that the person associated with the mobile device secking access to the bag drop slot of the drop safe is
authorized to access the bag drop slot and the mobile device is within a predetermined distance from 3
{focation of the drop safe.

10. The modular drop safe of claim 1, wherein the technology cabinet mchides a housing and RF
communication cquipment placed within the housing that is adapied to wirelessly communicate with
external devices. the housing being made of a material that permits the pass-through of RF signals to and
from the RF communication equipment.

11. The modular drop safe of claim 1, wherein the door is a first modular door, and the modular drop
safe 1s configured to allow the first modular door to be replaceable with a second maodular door with
different capabilities without moving the modular drop safe from a current position;

12, The modular drop safe of claim 1, wherein the door 18 a first modular door, and the modular drop
safe 1s configured to allow the first modular door to be replaceable with a second modular door without
moving the modular drop safe from a current position;

wherein the second modular door includes a controllable digital lock and a lockable bag drop slot that
are the same as the controliable digital lock and the lockable bag drop slot of the first modular door, and
the sccond modular door further ncludes a small form factor cash recycler.

13. The modular drop safe of claim 1, wherein the door comprises at least a pair of bill validators; the
chassis including first and sccond removable bins,

the first bin placed within the iaternal storage space of the chassis and beneath a position of the bag
drop slot of the door and adapted to capture bags that fall from the bag drop slot into the internal storage
space of the chassis;

the second bin placed within the internal storage space of the chassis and bencath positions of the bill
vahidators and adapted to catch notes that pass through the bill validators,

14, The modular drop safe of claim 1. whereis netther of the bl validators includes or uiilizes a
cartridge designed to hold a preset number of notes that have passed through one of the bill validators.
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15. The modular drop safe of claim 1, wherein the technology cabinet is adapted to be fully
removable from the chassis without any need to open the door or to access the internal storage space of
the chassis.

16, The modular drop safe of claim 15, wherein the technology cabinet is removably coupled to the
top of the chassis via at least one mounting rail, the mounting rail adapted to:

allow the technology cabinet, when not fixed to the chassis, to be slidable relative to a position of the
chassis, and

allow the techuology cabinet 1o be fully removable from the mounting ratl when the mounding rail is
at or near its fully extended length.

17. The modular drop safe of claim 1, wherein the technology cabinet includes a memory having a
program stored therein that, when executed, causes at least one of said one or more processors 1o perform
an avto-detect process, the auvto-detect process comprising:

corgrunicating with each fusctionsl device placed within the door 1o ascertain identities of szl
functional devices within the door;

communicating with a central server, via communication equipment within the technology cabinet,
the ascertained identities of all the functional devices within the door; and

receiving from the central server, via the communication equipment within the technology cabinet,
prograr code adapted to enable the technology cabinet to control each functional device within the door.

18. The modular drop safe of claim 17, wherein the technology cabinet is pre-programmed, prior 1o
assembly within the modular drop safe, to exccute the auto-detect process upon an initial mstallation
within the modular drop safe.

19. The modular drop safe of claim 17, wherein the modalar drop sale is confligured (o be modified
by replacing the door with a new door, the new door including a controllable digital lock and at least one
additional functional device;

wherein the technology cabinet is adapied to execute the avto-detect process after the door is replaced
with the new door so that identities of all funsctional devices within the new door arc ascertained and
communicated to the central server, and the technology cabinet receives program code that enables the
technology cabinet 1o control cach functional device within the new door.

20. The modular drop safe of claim 1, wherein the technology cabinet includes:

GPS functionality adapted to ascertain a location of the technology cabinet, and

communication cquipment adapted to transmit the ascertained location of the technology cabinet to a
central server to provide a current location of the modular drop safe.

21. The modular drop safe of claim 1, whercin the technology cabinet includes short-range
communication equipment adapted to communicate with a mobile device of a person authorized to make
a depostt 1nto the drop safe and to receive data from and to transyat data o the rachile device pertaining

to a deposit to be made or that has been made nto the drop safe, the data transmitied to the mobile device
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being sent for the purpose of the mobile device transmitting the data to a central processor to create a
deposit record corresponding to the transmitied data, the drop safe having no capability to communicate
with the central server via an RF communication protocol.
22. A method of creating a deposit into a drop safe placed at or near a retailer location that includes a
bag drop slot and 15 adapted to communicate with a remote central server; the method comprising:
recetving, by the central server, deposit information from a mobile device, the deposit information
including at least an identity of a thing of value to be deposited into the drop safe;
receiving, by the central server, an 1D of a deposit bag that includes the thing of value to be
deposiied;
creating, by the central server, a deposit record associated with the ID of the deposit bag and that
includes data pertaining to the depostt mformation received from the mobie device;
recetving, by the drop safe, either an identity of a person io deposit the deposit bag into the drop safe
or the 1D of the deposit bag;
unlocking, by the drop safe, the bag drop slot based on the received identity of the person or the
received 1D of the deposit bag;
recetving, by the drop safe, the deposit bag;
venifving, by the drop safe, that the deposit bag is within an internal storage space of the drop safe
after recetving the deposit bag;
communicating, by the drop safe to the central server, upon verifying, that the deposit bag is within
the internal storage space of the drop safe.
23. The method of creating a deposit of claim 22, wheretn the thing of value is an arsount of money,;
and
the method further comprises arranging, by the central server, to provide a monetary credut to the
retatler nx accordance with the amound of moncy in the deposit bag based on the deposit information in
the deposit record that was received from the mobile device.
24. The method of creating a deposit of clain 22, wherein,
the drop safe receives the identity of the person by scanning a code on a badge of the person, the code
representing the wentity of the person;
the method further comprising:
transmitting, by the drop safe, the scanned code to the central server;
ascertaining, by the central server, the wdeniity of the person based on the transmitted scanned
code; and
ascertaining, by the central server, if the wdentified person is authorized to use the drop safe and,
if so, transmitting an unlock instruction to the drop safe;
wherein unlocking, by the drop safe, of the bag drop slot comprises unlocking the bag drop slot
upon receipt of the unlock nstruction from the central server.

25. The method of creating a deposit of clanm 22, comprising:
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receiving, by the central server from the mobile device, a request to access the bag drop shot of
the drop safe;

agcertaining, by the central server, the identity of the person based on one or more
communications from the mobile device:

receiving, by the central server from the mobile device, data identifving a current location of the
mobile device,

determining, by the central server, whether the current location of the mobile device 1s within a
predetermined distance of a location of the drop safe;

ascertaining, by the central server, if the identified person is authorized to access the bag drop slot
based on at least the ascertained wdentity of the person and whether the current location of the mobile
device is within the predetermined distance of the location of the drop safe, and, if so, transmitting an
unlock instruction to the drop safe;

wherein anlocking, by the drop safe, of the bag drop slot comprises unlocking the bag drop slot
upon receipt of the undock instruction from the central server.

26. The method of creating a deposit of claim 22, wheremn verifying, by the drop sale, that the deposit
bag 1s within an internal storage space of the drop safe comprises imaging the deposit bags within the
internal storage space of the drop safe, and identifying the ID of cach of the deposit bags from the
maging.

27. The method of creating a deposit of claim 22, wherein venifying, by the drop safe, that the deposit
bag is within an internal storage space of the drop safe comprises obtaining an ID of each RFID tag
within the internal storage space of the drop safe, cach 1D associated with a respeciive depostt bag, and
identifying from the obtained 1Ds the 1D of the deposit bag that is associated with the created deposit
record.

28. The method of creating a deposit of claim 27, wherein obtaining the ID of each RFID tag within
the internal storage space of the drop safe is carried out by an RFID reader, placed outside the internal
storage space of the drop safe, m communication with at least one RFID anienna placed within the
internal storage space of the drop safe.

29. The method of creating a deposit of claim 22, comprising receiving, by the drop safe, a plurality
of deposit bags, cach of the plurality of deposit bags including a respective RFID tag; and the step of
verifying comprises identifving IDs of the RFID tags of all of the received deposit bags via an RFID
reader placed outside the internal storage space of the drop safe 10 conjunction with at least one RFID
antenna placed within the internal storage space of the drop space.

30. The method of creating a deposit of claim 29, compnsing ascertaining 1f a deposit bag dropped
within the drop safe is removed from the drop safe based on data regarding the identified IDs obtained
during a series of identifications over time of the 1Ds of the RFID tags within the drop safe.

31 The wethod of creating a depostt of claim 22, wherein the thing of value s an amount of money,

the method further comprising:

68



WO 2021/050272 PCT/US2020/047974

creating, by the central server, a respective deposit record that corresponds to cach of the plurality of
deposit bags; and

arranging, by the contral server, o provide a monctary credit to the retailer m accordance with a total
amouont of money in the plurahty of deposit bags received by the drop safe based on created deposit
records.

32. The method of creating a deposit of claim 22, comprising receiving, by the central server from
the mobile device, an identity of the mobile device; and vernifying the wdentity of the mobile device
corresponds to an authorized emplovece of the retailer associated with the drop sale.

33, The method of creating a deposit of claim 22, comprising receiving, by the central server from
the mobile device, data identifying a current location of the mobile device; wdentifying the drop safe
associated with the current location of the mobile device, and associating data received from the mobile
device with the identified drop safe.

34. The method of creating a deposit of claim 22, comprising receiving, by the central server from
the mobile device, data identifying a current location of the mobile device; and including, by the central
server, the identified current location of the mobile device within the created deposit record.

35. The method of creating a deposit of claim 22, comprising receiving, by the central server from
the mobile device, daia identifying a current location of the mobile device; identifymg a drop safe nearest
to the current location of the mobile device; and commumcating data to the mobile device regarding the
identified drop safe ncarest to the current location of the mobile device for subsequent conveyance (o a
user of the mobile device.

36. The method of creating a deposit of claim 335, wherein the data commnunicated to the mobile
device regarding the identified drop safe nearest to the current Jocation of the mobile device mcludes
navigation mstructions from the corrent location of the mobile device to the identified drop safe.

37. A method of accessing a drop safe placed at or near a retailer location and adapted to
communicate with a remote central server; the method comprising:

scheduling, by the central server, 0 arrange a messenger to empty a drop safe placed at or near a
retater location:

receiving, by the central server, data from a mobile device of the messenger that includes an
identification of the messenger and a current location of the mobile device;

verifving, by the central server, that the identified messenger 1s authorized to empty the drop safe;

receiving, by the central server from the mobile device, a code that uniguely identifies the drop safe;

identifving, by the central server, an identity of the drop safe based on the received code;

ascertaining, by the central server, a location of the identified drop safe;

determining, by the central server, whether the current location of the mobile device is within a
predetermined distance of the ascertained location of the drop safe;

generating, by the ceniral server, a one-tirae authorization code o open the drop safe if the currend

location of the mobile device is determined to be within the predetermined distance of the ascertained
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location of the drop safe;

comununicating, by the central server, the generated one-time authorization code to the mobile device;

receiving, by the drop safe from the mobile device, the one-time authorization code communicated by
the ceniral server;

determining whether the received one-fime aunthorization code corresponds to the one-time
authorization code generated by the central server; and

unlocking and opening a door of the drop safe to provide access of the drop sale by the messenger,
for subsequent erptying, if it ts determined that the received onc-time authorization code corresponds o
the one-time avthorization code generated by the central server,

38. The method of accessing a drop safe of claim 37, wherein the code that uniqguely identifies the
drop safe corresponds to a computer-readable code displayed on the drop safe; and the step of receiving,
by the central server from the mobile device, a code that uniquely identifies the drop safe comprises
receiving by the central server data corresponds to a scanned image of the computer-readable code taken
by a camera of the mobile device.

39. The method of accessing a drop safe of claim 37, wherein the step of receiving, by the central
server from the mobile device, a code that uniguely identifics the drop safe comprises receiving by the
ceniral server data corresponding to an [D of an RFID tag associated with the drop safe as read by a
reader on or assoctated with the mobile device.

40, The method of accessing a drop safe of claim 37, wherein ascertaining, by the central server, a
location of the wdentified drop safe comprises identifying by the drop safe its own location via GPS and
transmitting the identified location to the central server.

41. The method of accessing a drop safe of claim 37, wherein the one-time anthorization code is a
time-dependent code; the method further comprising determining, by the central server, whether the
received one-time authorization code was received by the drop safe within a preset amount of time of
when the one-time authorization code was generated and, if not, the unlocking and opening of the door of
the drop safe 1s inhibited.

42, The method of accessing a drop safe of claim 37, wherein the one-time authovization code
generated by the central server is based on a phurality of data clements including at least data relating to
the identificd messenger and data representing an identity or location of the drop safe.

43, The method of accessing a drop safe of claim 37, wherein receiving, by the drop safe from the
mobile device, the one-tiee anthorization code communicated by the ceniral server comprises scanning,
by a reader within or associated with the drop sale, a visual code displayed by a display device within the
mobile device, the visual code corresponding (o the one-time authorization code.

44. The method of accessing a drop safe of claim 37, wherein receiving, by the drop safe from the
mobile device, the one-time authorization code commumicated by the central server compnises wirelessly
receiving the one-time authorization code from the mobie device via a shortrange compaunication

protocol.
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45. The method of accessing a drop safe of claim 37, further comprising, prior to unlocking and
opening the door of the drop safe, identifving an 1D of an RFID tag of cach bag deposited within the drop
safe to wdentify all bags within the drop safe to be removed upon unlocking and opening the door of the
drop safe.

46. The method of accessing a drop safe of claim 45, fwther transmitting a number of said bags
within the drop safe to be removed for subsequent mstruction to the messenger, the muaber of sawd bags
within the drop safe to be removed based on a ramber of TDs of RFID tags dentified.

47. The method of accessing a drop safe of claim 45, comprising, subsequent to vnlocking and
opening the door of the drop safe:

receiving, by the central server, from a device operated by the messenger, removed bag data
representing [Ds of all deposit bags removed from the drop safe by the messenger; and

verifying, by the central server, that the reraoved bag data cormresponds to the IDs of all RFID tags
identified prior to unlocking and opening the door of the drop safke.

4% The reethod of accessing a drop safe of claim 43, wherein wlendifying the ID of the RFID tag of
cach bag deposited within the drop sale is carried out by an RFID reader placed exterior to an miernal
storage arca of the drop safe that contains the bags n commumcation with at least one RFID antenna
placed within the mternal storage space of the drop space.

49. The method of accessing a drop safe of claim 45, comprising closing and locking the door of the
drop safe after the door s unlocked and opened; and

ascertaining the 1D of the RFID tag of anv bag remaining within the drop safe after the door is closed
and locked to determine whether all bags within the drop safe had been removed prior to the closing of
the door of the drop safe.

50. The method of accessing a drop safe of claim 49, comprising contacting, by the central server or a
represendative of the ceniral server, the messenger o inform the messenger that the drop safe wasn’t
completely emptied if is determined that all bags within the drop safe had not been removed prior to the
closing of the door of the drop safe.

51. A method of replacing a technology cabinet of a modular drop safe; the method comprising:

servicing a modular drop safe that includes a modular chassis, a modelar door, and 2 modular
iechnology cabinet,

the chassis having a set of walls defining an nternal storage space and adapted to receive and
contain within the intemal storage space a thing of value,

the door being coupled to a front of the chassis, movable between open and closed positions,
and having a plurality of functional devices including at least a digital lock, the internal storage space
of the chassis being inaccessible when the door 18 in the closed position, and

a technology cabinet removably coupled to an exterior of the chasuis, the technology cabinet
including at least a processor adapted to provide condrol data o at least one of the functional devices

within the door, the technology cabinet adapted to provide a source of power to at least one of the
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functional devices durmg use of the modular drop safe,

a set of cables connected between the techuology cabinet and the door to facilitate providing

control data and power from the technology cabinet to at least one of the functional devices within the

door,

servicing the modular drop safe comprising:
physically removing the techoology cabinet from the chassig;
disconnecting the sct of cables between the technology cabinet and the dooy;
connecting the set of cables between a new technology cabinet and the door;

coupling the new technology cabinet to the chassis; and

mitializing the new technology cabinet to enable the modular drop safe to function wherein the

new technology cabinet is able o provide control data to at least said one of the functional devices
within the door and to provide a source of power to at least one of the functional devices.

52. The method of claim 31, wherein the steps of physically removing the technology cabinet from
the chassis, disconnecting the set of cables between the technology cabinet and the door, consecting the
sct of cables between the new technology cabinet and the door, and coupling the new technelogy cabinet
1o the chassig are all carried out without the door being moved to the open position and without any need
o access the internal storage space of the chassis.

53, The method of clazm 31, wherein the modular drop safe being serviced has the set of cableg
extending from the door from within the internal storage space of the chassis and extending from within
the internal storage space via an opening in the chassis to the technology cabinet.

54. The method of claim 51, wherein initializing the new technology cabinegt comprises:

ascertaiming, by the processor of the technology cabinet, identities of all functional devices within the
door;

communicating, bv the technology cabinet to a remote central server, the ascertained identities of all
the functional devices within the door; and

receiving, by the fechnology cabinet from the cendral server, prograre code adapted io enable the
technology cabinet to control each of the functional devices within the door

55. The method of claim 51, wherein the technology cabinet of the moedular drop safe being serviced
includes a reader adapted to identify bags placed within the intermal storage space of the chassis.

36. The method of claim 53, wherem:

the reader is an RFID reader and the chassis of the modular drop safe being serviced includes, placed
within the internal storage space, at least one RFID antenna coupled to the RFID reader via an antenna cable,
the RFID reader and the RFID antenna collectively adapted to ascertain IDs of RFID tags placed within the
internal storage space of the chassis;

the step of disconnecting further comprises disconnecting the antenna cable between the RFID reader
i the technology cabinet and the at least one RFID antenna in the chassis; and

the step of connecting fiwther comprises connecting the antenna cable between the RFID reader and
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the at least one RFID antenna.

57. The method of claim 51, wherein:

the technology cabinet of the modudar drop safe being serviced is coupled to a top of the chassis via at
{east one slidable mounting rail;

the step of physically removing the techuology cabinet from the cabinet compnsing shiding the technology
cabinet, via the slidable mounting rail, from a position fully on the chassis to a position fully off the chassis;
and

the step of coupling the new techuology cabinet to the chassis comprising installing the new technology
cabinet o the slidable mounting rail and shiding, via the slidable mounting rail, the new technology cabinetto s
position fully on the chassis.

58. A method of converting a modular drop safe, the method comprising:

servicing a modular deop safe that includes a modular chassis, a modular door, and a modular

technology cabinet,

the chassis having 3 set of walls defirung an indernal storage space and adapted o recetve and
contain within the internal storage space a thing of valug,

the door being removably coupled to a front of the chassis, movable between open and closed
positions, and having a plurality of functional devices including at least a digital lock, the mtemal
storage space of the chasgis being inaccessible when the door is in the closed position, and

a technology cabinet coupled to an exterior of the chassis, the technology cabinet including at
feast a processor adapted to provide control data to at least one of the functional devices within the
door, the technclogy cabinet adapied fo provide a source of power 1o at least one of the functional
devices during use of the modular drop safe,

a set of cables connected between the techuology cabinet and the door to facilitate providing
conirol data and power from the technology cabinet o at least one of the functional devices within the
door,
servicing the modular drop safe comprising:

obtaining access to the modular drop safe, wherein the door is unlocked and moved io its open

position;

disconnecting the set of cables from the door;

physically removing the door from the chassis;

physically installing a new door onto the chassis;

connecting the set of cables to the new door;

re-mitializing the technology cabinet to enable the modular drop safe to function wherein the

technology cabinet is able to provide control data to at least said one of the fumctional devices within the new
door and to provide a source of power 1o at least one of the functional devices withun the new door.
59. The method of converting a modular drop safe of 58, wherein:

the door physically removed from the chassis has a different set of functional devices than a set of
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functional devices of the new door;
wherein re-trutializing the technology cabinet comprises:
agcertaining, by the processor of the technology cabinet, identities of all finctional devices within
the new door;
communicating, by the technology cabinet (o a remote central server, the ascertained identities of
all the functional devices within the door; and
receiving, by the technology cabinet from the central server, program code adapted to enable the
technology cabinet to control cach of the functional devices within the new door.
60, The method of converting a modular drop safe of 38, wherein the door physically removed from
the chassis inchides a controllable digital lock and a lockable bag drop slot, and the new door inchudes a
coutrollable digital lock and at least one bill vahidator.
61. The method of converting a modular drop safe of 58, wherein the door physically removed from
the chassis mchides a controllable digital lock and a lockable bag drop slot, and the new door includes a

controliable digital lock and a small form factor cash recyeler.
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