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APPLICATION FRAMEWORK FOR USE WITH 
NET-CENTRIC APPLICATION PROGRAM 

ARCHITECTURES 

PRIORITY INFORMATION 

0001. This application is a divisional of U.S. patent 
application Ser. No. 09/859,765 filed on May 17, 2001, 
which is herein incorporated by reference in its entirety. 

FIELD OF THE INVENTION 

0002 The invention relates to a toolkit for specifying 
net-centric application program architectures. More specifi 
cally, the invention relates to various general and reusable 
components, facilities, and frameworks for robustly struc 
turing a net-centric application program in a modular man 
C. 

BACKGROUND OF THE INVENTION 

0003) Java 2 Platform, Enterprise Edition (J2EE) is a 
platform that enables Solutions for developing, deploying 
and managing multi-tier net-centric or Server-centric appli 
cations. J2EE utilizes Java 2 Platform, Standard Edition to 
extend a Java platform to the enterprise level. 
0004 Conventionally, J2EE-based products have typi 
cally been implemented as “one-off implementations on top 
of the J2EE platform. A “one-off implementation refers to 
a solution that is focused on a specific set of requirements, 
with little or no thought about reuse acroSS other problem 
domains. Conventional J2EE-based one-off application 
architecture implementations typically include facilities for 
logging errors, Setting up configuration behind the applica 
tion, and Structuring the application in accordance with the 
commonly known framework or pattern referred to as the 
model view controller. 

0005 AS is well-known in the art, the model view con 
troller framework includes three layers that work together: 
(1) the view layer, which describes how information is 
presented to an application user; (2) the controller layer, 
which interprets how user actions are translated into busi 
ness activities or work within the application; and (3) the 
model layer, which performs complicated computational 
taskS Such as working with a database. Activities and Pre 
sentations define boundary points in the Model-View Con 
troller framework. Activities define the boundary between 
the Controller and the Model, while Presentations define the 
boundary between the Controller and the View. These 
boundary points define what is commonly referred to as 
Separation of concerns. 
0006 An alternative structural framework relative to the 
model view controller is message oriented middleware. 
Message oriented middleware based applications are essen 
tially hooked together through a Series of work queues for 
Sending messages from one processing component to 
another processing component through these queues. The 
work queues typically include Some type of message Send 
and message receive mechanisms. Message oriented middle 
ware tasks are performed by exchanging messages in an 
asynchronous manner, which is in contrast to the Synchro 
nous nature of the remote procedure call paradigm. 
Although the remote procedure call paradigm has been 
widely used, the message oriented middleware approach is 
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beginning to be used more often than it has in the past. The 
message oriented middleware structural framework facili 
tates managing the work performed by Such a Series of 
queues by creating a processing pipeline in which work is 
performed on messages that are passed from one processing 
component to another processing component. Passing mes 
Sages or work units between these processing components is 
managed through a messaging pipeline. 
0007 Unfortunately, conventional one-off J2EE-based, 
and other conventional net-centric application, program 
implementations tend to be fairly rigidly configured and not 
well Suited to component and/or facility re-use, ease of 
maintenance, and future modification. 
0008 Accordingly, there is a need for a robust toolkit that 
provides facilities that can be assembled in a modular 
manner thereby enabling an application architect to Specify 
the fundamental architecture of a net-centric application 
program including Specifying which facilities the architect 
wants, and which facilities the architect does not want, to use 
for a particular net-centric application program. 

BRIEF SUMMARY OF THE INVENTION 

0009. The invention relates to a robust toolkit or set of 
components for defining a net-centric application program 
architecture that preferably lies on top of the Java 2 Enter 
prise Edition, commonly known as the J2EE. A toolkit or set 
of components in accordance with illustrative embodiments 
of the invention may be separated into various major com 
ponents or aspects for purposes of discussion, including: (1) 
the bootstrapping process; (2) the configuration facility; (3) 
the factory; (4) selectors; (5) the pipeline architecture; (6) 
Web application control flow; and (7) the authorization 
facility. 
0010) A bootstrapping process in accordance with illus 
trative embodiments of the invention may allow a project 
architect to use a declarative Style for assembling various 
facilities within the architecture and initializing them. The 
bootstrapping proceSS may be driven by an XML document 
at run time. The XML document could be edited to set up the 
architecture differently without having to recompile and/or 
rebuild the System. The bootstrapping process can be 
extended by adding application-specific bootstrap tasks. 
0011 A toolkit and program architecture in accordance 
with illustrative embodiments of the invention may include 
a configuration facility having a Single API or method for 
getting properties that can be defined in any number of 
different Sources. One or more of the Sources could be: one 
or more properties files on one or more file Systems, envi 
ronment variables within one or more computers at run time; 
data within one or more databases, or any other number of 
Suitable permutations and/or combinations of Suitable 
Sources. A configuration facility in accordance with illustra 
tive embodiments of the invention enables an architect to 
assemble any number of these Sources behind the configu 
ration facility API So that application developerS can go 
against a single API. The application developers, therefore, 
do not need to know where the Sources are located. Through 
the bootstrapping process a project architect can assemble 
the configuration Sources that the architect wants to provide 
to application developerS. Any number of these configura 
tion Sources may be assembled into or, Stated differently, 
included in, the configuration facility. The declarative Style 
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of the bootstrapping process advantageously facilitates 
modification of configuration data. 
0012. A factory in accordance with illustrative embodi 
ments of the invention may allow a developer to de-couple 
how a resource is produced from where the resource is used. 
This de-coupling provides significant benefits for maintain 
ing an application program over a long period of time and 
facilitating making changes to the program. A factory in 
accordance with illustrative embodiments of this invention 
defines a simple API that application developerS program in 
order to produce references to resources. How these refer 
ences are produced can be plugged in according to any 
number of various Strategies. This is unlike conventional 
factories, which typically are more rigid and Suited to one 
particular type of a reference-producing Scenario. 
0013 The factory facility provides a standard way of 
coupling Subsystems and increasing the modularity of an 
application program thereby facilitating modification of the 
program. Advantageously, the factory facility may allow for 
moving acceSS from local to distributed without breaking 
any higher level parts of an application. A factory in accor 
dance with illustrative embodiments of the invention can be 
used to lower network connectivity-associated overhead by 
Substituting a lighter weight co-located component for a 
heavier-weight distributed component, Such as an Enterprise 
Java Bean (“EJB”). 
0.014) A selector framework in accordance with illustra 
tive embodiments of the invention may allow standard query 
language to be applied in contexts other than querying a 
database. The Selector framework advantageously may 
allow for defining context-specific ways of evaluating iden 
tifiers within a Selector expression. The Selector framework 
may allow application of these types of expressions in 
different contexts that typically will have different types of 
identifiers. This is unlike the use of SQL expressions in the 
database context wherein the identifiers are assumed to be 
database fields. A Selector facility in accordance with illus 
trative embodiments of the invention provides an engine for 
evaluating Selector expressions and preferably offers a way 
to extend the selector framework to a number of different 
COnteXtS. 

0.015. A pipeline architecture in accordance with illustra 
tive embodiments of the invention enables an architect to 
define a model view controller-like framework for a pro 
cessing pipeline or message oriented middleware-type appli 
cation. An application architect and/or developer can Specify 
how each processing component does work through a Series 
of fine-grained activities. The Specified activities can be 
assembled together into an activity plan. There could be 
Several different aspects of an activity plan for covering the 
basic Steps that are commonly performed by processing 
components. For instance, processing of messages, proceSS 
ing of elements within a message, how output is produced, 
how errors are handled, how redelivered messages are 
handled, and the like. 
0016. The pipeline architecture provides a structured 
manner for Specifying these fine-grained activities. The 
pipeline architecture provides a Significant benefit by allow 
ing developerS to focus on writing these fine-grained activi 
ties. DeveloperS can then re-use these fine-grained activities 
in many different types of plans. This in turn significantly 
Simplifies development, testing, integration, maintenance, 
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and modification of an application built in accordance with 
various inventive pipeline architecture principles. 
0017 Within a Web application, there are often conver 
sations, or portions of the application, that should follow a 
very Specific control flow, Such as going from page Ato page 
B to page C in only that Specific order. Web application 
developerS frequently confront this situation, namely, con 
trolling the continuity of conversations within Web appli 
cations. The term conversation refers to a cohesive Set of 
pages that act together to perform Some unit of work, Such 
as purchasing an airline ticket or editing user profile infor 
mation. 

0018. An architecture in accordance with illustrative 
embodiments of the invention provides a way of controlling 
conversation flow through the use of one or more Selectors. 
Within the Web application framework context, a selector is 
a logical expression that makes certain portions of a con 
Versation available when certain Specified conditions have 
been met. The SelectorS-based approach provides a signifi 
cant advantage relative to conventional techniques for con 
trolling web application flow because the SelectorS-based 
approach is de-centralized and relatively lightweight. Selec 
tors advantageously provide a simpler way to control the 
continuity of conversations relative to conventional tech 
niques that often require modeling an application as a finite 
State machine, which is a relatively complex task. 
0019. An authorization facility in accordance with illus 
trative embodiments of the invention may be used for 
asSociating permissions with a user to specify which por 
tions of an application a user is authorized to use and which 
portions of the application the user is not authorized to use. 
The authorization facility is preferably integrated directly 
into a Web application and used to associate required 
permissions that are needed to enter certain Web conversa 
tions. Advantageously, the authorization facility can associ 
ate requisite permissions at many levels of detail ranging 
from Specific fine-grained parts of an application through 
larger views of the application. The authorization facility 
may allow for declaratively associating, through a configu 
ration approach, a required permission to enter a conversa 
tion (or a particular page within a conversation) within a 
Web application. Advantageously, these associated requisite 
permissions can be modified by changing declarative defi 
nitions. These declarative definitions can be implemented in 
XML or any other suitable format. The need to edit, compile, 
and re-build Java code in order to change authorization 
permissions for the application and/or various parts of the 
application can, therefore, be avoided, thereby facilitating 
maintenance and/or modification of the authorization per 
missions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020 FIG. 1 depicts an exemplary distributed computing 
environment in which various aspects of the present inven 
tion may be embodied. 
0021 FIG. 2 depicts an exemplary computer system in 
which various aspects of the present invention may be 
embodied. 

0022 FIG. 3 depicts various components and aspects of 
a bootstrapping process in accordance with illustrative 
embodiments of the invention. 
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0023 FIG. 4 depicts a legend for selected Subsequent 
figures that are Unified Modeling Language (“UML') analy 
sis models. 

0024 FIG. 5 depicts a UML analysis model for a con 
figuration facility in accordance with illustrative embodi 
ments of the invention. 

0.025 FIG. 6 depicts a UML static class diagram for a 
detailed illustrative embodiment of a configuration facility 
in accordance with various inventive principles. 
0.026 FIG. 7 depicts a UML dynamic sequence diagram 
for a detailed illustrative embodiment of the get environment 
operation of the configuration facility of FIG. 5 in accor 
dance with various inventive principles. 
0027 FIG. 8 depicts a UML analysis model, similar to 
FIG. 5, for a factory in accordance with illustrative embodi 
ments of the invention. 

0028 FIG. 9 is a UML static class diagram of a detailed 
illustrative embodiment of a factory in accordance with 
various inventive principles. 
0029 FIG. 10 is a UML dynamic sequence diagram 
showing exemplary Steps performed by a detailed illustra 
tive embodiment of a factory in accordance with various 
inventive principles. 
0030 FIG. 11 depicts a UML analysis model for a 
Selector framework in accordance with illustrative embodi 
ments of the invention. 

0031 FIG. 12 is a UML static class diagram for a 
detailed illustrative embodiment of a selector framework in 
accordance with various inventive principles. 
0.032 FIG. 13 is a UML dynamic sequence diagram 
showing exemplary Steps for performing a getObject opera 
tion of GrindsSelectiveObject of FIG. 12. 
0033 FIG. 14 depicts a UML analysis model of a pro 
cessing pipeline in accordance with illustrative embodi 
ments of the invention. 

0034 FIG. 15 is a UML static class diagram for a 
detailed illustrative embodiment of a pipeline architecture in 
accordance with various inventive principles 
0.035 FIG. 16 is a UML dynamic sequence diagram 
showing exemplary Steps for implementing a pipeline archi 
tecture in accordance with a detailed illustrative embodi 
ment of the invention. 

0036 FIG. 17 depicts a UML analysis model for con 
trolling Web application flow in accordance with illustrative 
embodiments of the invention. 

0037 FIG. 18 is a UML static class diagram for a 
detailed illustrative embodiment of a Web application 
framework in accordance with various inventive principles. 
0038 FIG. 19 is a UML dynamic sequence diagram 
showing exemplary Steps performed by a Servlet for han 
dling a request from a Web browser in accordance with a 
detailed illustrative embodiment of the invention. 

0039 FIGS. 20 and 21 are UML dynamic sequence 
diagrams showing exemplary Steps performed by an autho 
rization modifier in accordance with a detailed illustrative 
embodiment of the invention. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

I. Introduction 

0040. The invention relates to a robust toolkit or set of 
components for defining a net-centric application program 
architecuture that preferably lies on top of the Java 2 
Enterprise Edition, commonly known as the J2EE. A toolkit 
or Set of components in accordance with illustrative embodi 
ments of the invention may be separated into various major 
components or aspects for purposes of discussion. These 
major components or aspects will be presented herein in an 
order in which they build on one another to the extent 
possible. These components or aspects are presented below 
generally in the following order: (1) the bootstrapping 
process; (2) the configuration facility; (3) the factory; (4) 
Selectors; (5) the pipeline architecture; (6) Web application 
control flow; and (7) the authorization facility. 
0041. Before discussing these major components or 
aspects in detail, a brief introductory description of these 
aspects or components will be provided. The bootstrapping 
process may allow a project architect to specify in a declara 
tive manner which facilities should be included within a 
net-centric application program architecture. The configu 
ration facility provides a mechanism for plugging-in any 
number of various types of configuration Sources. The 
factory can be used for producing references to any number 
of different types of resources and for de-coupling how the 
resource references are produced from the context in which 
the resource references are used. Selectors are essentially 
logical expressions that can be used in various contexts, Such 
as controlling conversation flow within a Web application. 
The pipeline architecture can be used for defining a model 
View controller-like framework in a message oriented 
middleware-type context. The authorization facility can be 
integrated into a Web application and used for associating 
permissions with a user of the Web application program 
thereby specifying which portions of the program a user is 
authorized to use and which portions the user is not autho 
rized to use. 

II. Exemplary Distributed Computing Environment 
0042. Various aspects of the present invention may be 
embodied on a distributed computer System, Such as the 
system shown in FIG. 1. Any of client device 100, web 
server 102, application server 104, and data server 106 could 
be a computer, such as computer 200 depicted in FIG. 2. As 
will be apparent, although only a single client device 102, 
application server 104, and data server 106 are depicted in 
FIG. 1, a distributed computer system could include mul 
tiple loosely coupled instances of any of these distributed 
computer system components. Client device 100 could be a 
desktop PC, a Smartphone, a handheld computer and/or the 
like. In accordance with certain inventive principles 
described in more detail below, a web application architec 
ture framework could define a model view controller frame 
work such that the view and the controller are implemented 
on web server 102 via Java Server Pages (JSPs) and Java 
Servlets, respectively; and the model is implemented on the 
application server 104 via Enterprise JavaBeans (EJB) and/ 
or busineSS domain objects. 
0043 Referring to FIG. 2, computer 200 includes a 
central processor 210, a System memory 212 and a System 
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buS 214 that couples various System components including 
the system memory 212 to the central processor unit 210. 
System bus 214 may be any of several types of bus struc 
tures including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus 
architectures. The structure of system memory 212 is well 
known to those skilled in the art and may include a basic 
input/output system (BIOS) stored in a read only memory 
(ROM) and one or more program modules Such as operating 
Systems, application programs and program data Stored in 
random access memory (RAM). 
0044) Computer 200 may also include a variety of inter 
face units and drives for reading and writing data. In 
particular, computer 200 includes a hard disk interface 216 
and a removable memory interface 220 respectively cou 
pling a hard disk drive 218 and a removable memory drive 
222 to system bus 214. Examples of removable memory 
drives include magnetic disk drives and optical disk drives. 
The drives and their associated computer-readable media, 
Such as a floppy disk 224 provide nonvolatile Storage of 
computer readable instructions, data Structures, program 
modules and other data for computer 200. A single hard disk 
drive 218 and a single removable memory drive 222 are 
shown for illustration purposes only and with the under 
standing that computer 200 may include several of Such 
drives. Furthermore, computer 200 may include drives for 
interfacing with other types of computer readable media. 
0.045. A user can interact with computer 200 with a 
variety of input devices. FIG. 2 shows a serial port interface 
226 coupling a keyboard 228 and a pointing device 230 to 
system bus 214. Pointing device 228 may be implemented 
with a mouse, track ball, pen device, or Similar device. Of 
course one or more other input devices (not shown) Such as 
a joystick, game pad, Satellite dish, Scanner, touch Sensitive 
screen or the like may be connected to computer 200. 
0.046 Computer 200 may include additional interfaces 
for connecting devices to system bus 214. FIG. 2 shows a 
universal serial bus (USB) interface 232 coupling a video or 
digital camera 234 to system bus 214. An IEEE 1394 
interface 236 may be used to couple additional devices to 
computer 200. Furthermore, interface 236 may be config 
ured to operate with particular manufacturers interfaces 
such as FireWire developed by Apple Computer and i. Link 
developed by Sony. Input devices may also be coupled to 
System buS 214 through a parallel port, a game port, a PCI 
board or any other interface used to couple and input device 
to a computer. 

0047 Computer 200 also includes a video adapter 240 
coupling a display device 242 to System buS 214. Display 
device 242 may include a cathode ray tube (CRT), liquid 
crystal display (LCD), field emission display (FED), plasma 
display or any other device that produces an image that is 
Viewable by the user. Additional output devices, Such as a 
printing device (not shown), may be connected to computer 
200. 

0.048 Sound can be recorded and reproduced with a 
microphone 244 and a speaker 266. A sound card 248 may 
be used to couple microphone 244 and Speaker 246 to 
system bus 214. One skilled in the art will appreciate that the 
device connections shown in FIG. 2 are for illustration 
purposes only and that Several of the peripheral devices 
could be coupled to system bus 214 via alternative inter 
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faces. For example, Video camera 234 could be connected to 
IEEE 2394 interface 236 and pointing device 230 could be 
connected to USB interface 232. 

0049 Computer 200 can operate in a networked envi 
ronment using logical connections to one or more remote 
computers or other devices, Such as a Server, a router, a 
network personal computer, a peer device or other common 
network node, a wireleSS telephone or wireleSS personal 
digital assistant. Computer 200 includes a network interface 
250 that couples system bus 214 to a local area network 
(LAN) 252. Networking environments are commonplace in 
offices, enterprise-wide computer networks and home com 
puter Systems. 

0050 A wide area network (WAN) 254, such as the 
Internet, can also be accessed by computer 200. FIG. 2 
shows a modem unit 256 connected to Serial port interface 
226 and to WAN 254. Modem unit 256 may be located 
within or external to computer 200 and may be any type of 
conventional modem Such as a cable modem or a Satellite 
modem. LAN 252 may also be used to connect to WAN 254. 
FIG. 2 shows a router 258 that may connect LAN 252 to 
WAN 254 in a conventional manner. 

0051. It will be appreciated that the network connections 
shown are exemplary and other ways of establishing a 
communications link between the computers can be used. 
The existence of any of various well-known protocols, Such 
as TCP/IP, Frame Relay, Ethernet, FTP, HTTP and the like, 
is presumed, and computer 200 can be operated in a client 
Server configuration to permit a user to retrieve web pages 
from a web-based server. Computer 200 could also be 
operated in a more loosely coupled distributed computing 
environment. Furthermore, any of various conventional web 
browsers can be used to display and manipulate data on web 
pageS. 

0.052 The operation of computer 200 can be controlled 
by a variety of different program modules. Examples of 
program modules are routines, programs, objects, compo 
nents, data Structures, etc., that perform particular tasks or 
implement particular abstract data types. The present inven 
tion may also be practiced with other computer System 
configurations, including hand-held devices, multiprocessor 
Systems, microprocessor-based or programmable consumer 
electronics, network PCS, minicomputers, mainframe com 
puters, personal digital assistants and the like. Furthermore, 
the invention may also be practiced in distributed computing 
environments where tasks are performed by remote proceSS 
ing devices that are linked through a communications net 
work. In a distributed computing environment, program 
modules may be located in both local and remote memory 
Storage devices. 
III. Bootstrapping Process 

0053. In accordance with illustrative embodiments of the 
invention, a bootstrapping proceSS may allow a project 
architect to use a declarative Style for assembling various 
facilities within the architecture and initializing them. A Set 
of facilities may be provided. 

0054 Generally, each facility is focused on a particular 
problem, Such as logging, configuration information, pro 
ducing references to other components, or managing the life 
cycle of a facility. 
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0055. In accordance with illustrative embodiments of the 
invention, a bootstrapping process may be driven by an 
XML document at run time. Such an XML document could 
be edited to set up the architecture differently without having 
to recompile and/or rebuild the System. Alternatively, the 
declarative approach to the bootstrapping proceSS could be 
encapsulated within a Specific class that would need to be 
edited and re-built to change a particular Strategy. 
0056 FIG. 3 depicts various components and aspects of 
a bootstrapping process in accordance with illustrative 
embodiments of the invention. XML facility deployment 
descriptor 300 is an XML document that details the facilities 
and their components and how those facilities should be set 
up for a particular application. The XML facility deploy 
ment descriptor 300 preferably contains elements for mul 
tiple facilities, Such as logging, life-cycle management, 
authorization, and factory. The XML facility deployment 
descriptor 300 also preferably contains sub-elements that 
Specify any behind-the-Scenes components for each facility 
thereby defining how those facilities will work. For instance, 
there is a configuration bootstrap task 302 for Setting up the 
configuration facility. There could be Sub-elements for plug 
ging in a properties configuration Source, a database con 
figuration Source, a “...ini file, and the like. The configuration 
task and the Sub-element tasks for each of the Sources 
essentially define a resulting configuration facility produced 
by the configuration bootstrap task 302. 
0057 XML facility bootstrap 304 represents an entity 
that performs work. Dashed arrow 306 represents a depen 
dency by the XML facility bootstrap 304 upon the XML 
facility deployment descriptor 300 for performing the XML 
facility bootstrap's work. A parse facility deployment 
descriptor step 308 parses XML facility deployment descrip 
tor 300, which is fed into the parse facility deployment 
descriptor step 308 via the XML facility bootstrap 304 as 
indicated by arrows 310 and 312. The execute facility 
bootstrap tasks in descriptor step 314 operates on the XML 
facility deployment descriptor 300 broken down into its 
elements and iterates over those elements. Each of these 
elements will typically correspond to a bootstrap task class. 
Referring back to the configuration bootstrap task 302 
example, configuration bootstrap task 302 preferably: (1) 
understands the XML facility deployment descriptor ele 
ments that were parsed; and (2) does the work of Setting up 
the configuration Sources and plugging them into the con 
figuration facility. The XML bootstrap facility may define, 
as part of its tasks, a framework through which Sub-elements 
are provided to the facility bootstrap task 324 through, for 
example, a set of Simple Set-value operations. Following the 
execute facility bootstrap tasks in descriptor Step 314, the 
facility bootstrap proceSS is complete, as depicted at 318 in 
FIG. 3, and the configuration facility is set up. 
0.058 Application-specific facilities that could be unique 
to a particular project could also have their own correspond 
ing bootstrap tasks. The facility bootstrap task 324 defines a 
common API for facility bootstrap tasks. Configuration 
bootstrap task 302, logging bootstrap task 320, and factory 
bootstrap task 322 are specific implementations of the 
facility bootstrap task API 324, as depicted by the hollow 
arrowhead leading from the configuration bootstrap task 
302, the logging bootstrap task 320, and the factory boot 
strap task 322 to the facility bootstrap task 324. Ellipses 326 
in FIG. 3 represents that the bootstrap process can be 
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extended by adding new bootstrap tasks. Dashed arrow 328 
leading from the execute facility bootstrap tasks in descrip 
tor step 314 to facility bootstrap task 324 represents a 
dependency of the execute facility bootstrap tasks in 
descriptor Step 314 upon the Specific implementations of the 
facility bootstrap task common API 324. 

IV. Notation Used in Figures 
0059 FIG. 4 is essentially a legend for FIGS. 4-5,8,11, 
14, and 17, which depict Unified Modeling Language 
(“UML') analysis models. FIGS. 4-5,8,11,14, and 17 show 
major entities within a model of various aspects of a toolkit 
and a net-centric application program in accordance with the 
present invention and how those major entities relate to one 
another. The different types of entities shown in these figures 
are depicted in FIG. 4. Aboundary class 400 defines an API 
or an interface. A control class 402 defines a proceSS or an 
operation for doing Some work. An entity class 404 is a 
concrete thing. An entity class could implement an interface, 
or it could be a database or something else. In FIGS. 
4-5,8,11,14, and 17, arrows between these three major types 
of components represent either associations or transferS of 
control Similar to a process flow. 
V. Single Simple API 

0060 A common principal, which preferably appears in 
multiple contexts within a toolkit and/or an architecture in 
accordance with illustrative embodiments of the invention, 
is the use of a single simple API for application developers 
to use. Such an API preferably hides a server-provided 
interface that can have different implementations plugged in 
and/or composed behind the server-provided interface. The 
configuration facility is one example in which programmerS 
can get properties of the System through a single get envi 
ronment operation. The Specific details about how Such 
information is retrieved are preferably completely hidden. 
For example, the GrindsConfigurationSource interface, Set 
forth below, defines a simple API, which concrete configu 
ration Sources may implement to provide their view of the 
System's configuration environment. The example Concrete 
class, GrindsSystemPropertySource, set forth below, imple 
ments getenviroment( ), which returns a set of in-memory 
System variables. Normally, Sources partition the configu 
ration environment into domains and Sub-domains, but in 
the example below, the GrindsSystemPropertySource assigns 
all System variables to every configuration domain and 
Sub-domain combination. The other operations in the inter 
face, in particular init(), fini( ), clone() and refresh(), are 
implemented to perform various lifecycle operations that 
may need to be performed by the Source. 

public interface GrindsConfigurationSource 
extends Serializable, Cloneable 
{ 

public abstract GrindsConfigurationEnvironment getEnvironment( 
String domain , 
String sub-domains ) 

throws GrindsConfigurationException; 
public abstract void init(String args ) throws Exception; 
public abstract void fini( ) throws Exception; 
public abstract void refresh(); 
public abstract Object clone(); 

public final class GrindsSystemPropertySource 
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-continued 

extends GrindsObject implements GrindsConfigurationSource 
{ 

public GrindsSystemPropertySource() 
{ 

super(); 

public GrindsSystemPropertySource(GrindsSystemPropertySource 
rhs ) 
{ 

super(); 

public Object clone() 
{ 

return new GrindsSystemPropertySource( this ); 

public GrindsConfigurationEnvironment getEnvironment( 
String domain , 
String sub-domains ) 

{ 
GrindsConfigurationEnvironment result = 

new GrindsConfiguration Environment(); 
result.putAll(System...getProperties()); 
return result; 

public Enumeration getPropertyNames(String domain , 
String sub-domains ) 

{ 

public void init(String args ) 
{ } 
public void fini( ) 

public void refresh() 
{ } 

return System...getProperties().keys(); 

VI. Configuration Facility 
0061 A toolkit and program architecture in accordance 
with illustrative embodiments of the invention may include 
a configuration facility having a Single API or method for 
getting properties that can be defined in any number of 
different Sources. One or more of the Sources could be: one 
or more properties files on one or more file Systems, envi 
ronment variables within one or more computers at run time; 
data within one or more databases, or any other number of 
Suitable permutations and/or combinations of Suitable 
Sources. A configuration facility in accordance with illustra 
tive embodiments of the invention enables an architect to 
assemble any number of these Sources behind the configu 
ration facility API So that application developerS can go 
against a single API. The application developers, therefore, 
do not need to know where the Sources are located. Through 
the bootstrapping process a project architect can assemble 
the configuration Sources that the architect wants to provide 
to application developerS. Any number of these configura 
tion Sources may be assembled into or, Stated differently, 
included in the configuration facility. 
0062) The declarative style of the bootstrapping process 
advantageously facilitates modification of configuration 
data. For instance, a configuration facility could be used to 
define configuration data, Such as a destination URL of a 
hyperlink. Rather than hard coding the URL, which would 
require re-compilation and rebuilding of all the code to 
change the destination URL, the configuration facility pref 
erably associates the URL with a key. Then, the destination 
URL of the hyperlink can be changed by changing the value 
asSociated with the key, which does not require re-compi 
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lation and rebuilding of all the code. A configuration facility 
in accordance with illustrative embodiments of the invention 
enables an architect to plug different configuration informa 
tion Sources into the configuration facility, as desired, during 
the bootstrapping process. The configuration facility prefer 
ably depends on an abstract configuration Source interface, 
but is provided concrete implementations of that interface, 
via the bootstrap process, to implement the get environment 
operation differently, Such as to retrieve information from 
the System environment, from proporties file. from Xml 
files. and/or the like. Example contents of an XML facility 
deployment descriptor document are provided in Section 
VIII below. 

0063 FIG. 5 depicts a UML analysis model for a con 
figuration framework in accordance with illustrative 
embodiments of the invention. The Sources, or where the 
configuration comes from, are de-coupled from the act of 
getting to or accessing the configuration. The get configu 
ration environment operation 502 is the main operation 
behind configuration API 500. The get environment opera 
tion 502 uses configuration source interface 504 to build a 
Single environment based upon data from one or more 
configuration Sources, Such as property file Source 505, 
XML file source 506, and system property source 507. 
Ellipses 508 in FIG. 5 represents additional configuration 
Sources that can be plugged into an architecture via Specific 
implementations of configuration source interface 504. The 
concrete implementations of configuration Source interface 
504, namely, property file source 505, XML file source 506, 
and system property source 507, are depicted in FIG. 5 with 
entity class symbols 404 to convey that these implementa 
tions of configuration Source interface 504 perform respec 
tive operations of obtaining configuration information from 
various configuration Sources. The configuration Sources are 
plugged into the configuration API 500 via the bootstrap 
process, which is depicted in FIG. 5 and discussed above. 
Configuration Sources may be specified via the configuration 
bootstrap task 502, or configuration Sources may be speci 
fied in an XML file or the like to dictate how the configu 
ration is assembled together. 
0064. The configuration facility builds the configuration 
environment by iterating over each configuration Source, 
requesting its view of the environment. The configuration 
facility combines each Source's environment view into a 
whole, preferably taking into consideration these precedence 
rules: configuration Sources are ordered within the facility 
based on when they are added with earlier Sources taking 
precedence over later Sources. Configuration environments 
are organized into domains and Sub-domains, which are 
logically defined, and Sub-domains override information 
Specified at the domain level. 

0065 FIG. 6 depicts a UML static class diagram for a 
detailed illustrative embodiment of a configuration facility 
in accordance with various inventive principles. FIG. 6 
shows major components of Such a configuration facility, 
including GrindsPropertyFile:Source 505", GrindsXmlFile 
Source 506", and GrindsSystemPropertySource 507 objects, 
which are concrete implementations of GrindsConfiguration 
common API definition 500'. 

0066 FIG. 7 depicts a UML dynamic sequence diagram 
for a detailed illustrative embodiment of the get environment 
operation 502 in accordance with various inventive prin 
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ciples. FIG. 7 shows exemplary steps for delegating work 
from grindsconfiguration 500' API to GrindsConfiguration 
Source 504'. 

0067. The bootstrapping process preferably defines a 
mechanism to actively set up application architecture facili 
ties, whereas the configuration facility is typically one of the 
facilities Set up by the bootstrap mechanism. The configu 
ration facility preferably defines a mechanism to get infor 
mation about the application and its environment at runtime. 
The bootstrap mechanism is preferably capable of Setting up 
the configuration facility first, and then using data retrieved 
from the configuration facility to configure other facilities. 
While the bootstrap mechanism may use the configuration 
facility to help Set up other facilities, the other facilities do 
net necessarily depend on the configuration facility. In fact, 
facilities are preferably defined to be independent of the 
configuration facility thereby enabling the bootstrap mecha 
nism to use any means for getting environment information. 
VII. Factory 
0068 A factory in accordance with illustrative embodi 
ments of the invention may allow a developer to de-couple 
how a resource is produced from where the resource is used. 
This de-coupling provides significant benefits for maintain 
ing an application program over a long period of time and 
facilitating making changes to the program. A factory in 
accordance with illustrative embodiments of the invention 
defines a simple API that application developerS program in 
order to produce references to resources. How these refer 
ences are produced can be plugged in according to any 
number of various Strategies. This is unlike conventional 
factories, which typically are more rigid and Suited to one 
particular type of a reference-producing Scenario. 
0069 FIG. 8 depicts a UML analysis model, similar to 
FIG. 5, for a factory in accordance with illustrative embodi 
ments of the invention. The produce operation 802, which 
produces a reference to a resource, is the main operation 
behind the component factory API 800. Various producers, 
such as those represented by local producer 805, EJB 
producer 806, and XML activity plan producer 807 are 
concrete implementations of the producer interface 804. 
These producers produce references to resources. These 
producers are plugged into factory API 800 through the 
bootstrap mechanism. Alternatively, the factory could 
assemble various producers underneath it by using informa 
tion located in a Java Standard Properties class, Such as one 
created using the configuration facility. 
0070 FIG. 9 is a UML static class diagram of a detailed 
illustrative embodiment of a factory in accordance with 
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various inventive principles. FIG. 9 depicts the relationship 
among various components including GrindsFactory 800', 
GrindsProducer 804, produce 802, GrindsLocalProducer 
805", and GrindsEbProducer 806", which correspond to the 
following entities depicted in FIG. 8: component factory 
API 800, producer interface 804, the produce operation 802, 
local producer 805, and EJB producer 806. 

0071 FIG. 10 is a UML dynamic sequence diagram 
showing exemplary Steps performed by a detailed illustra 
tive embodiment of a factory in accordance with various 
inventive principles. FIG. 10 depicts exemplary steps for 
identifying a producer corresponding to a logical key or, if 
there is no corresponding producer, delegating to a default 
producer, which is preferably Set up through a bootstrapping 
process in accordance with various inventive principles. 

0072 The factory facility provides a standard way of 
coupling Subsystems and increasing the modularity of an 
application program thereby facilitating modification of the 
program. Advantageously, the factory facility may allow for 
moving acceSS from local to distributed without breaking 
any higher level parts of an application. In other words, 
higher level portions of the application are not directly 
dependent upon particular resource references. Accordingly 
a generalized factory facility is provided that may allow for 
changing out different producers behind the Scenes. 

0073. A factory in accordance with illustrative embodi 
ments of the invention can be used to lower network 
connectivity-associated overhead by Substituting a lighter 
weight co-located component for a heavier-weight distrib 
uted component, such as an Enterprise Java Bean (“EJB”). 
EJBs are typically maintained by an application Server for 
performing taskS Such as working with databases and/or 
legacy application Software. A factory in accordance with 
illustrative embodiments of the invention advantageously 
may allow for the interchangeability of co-located compo 
nents and distributed components without requiring modi 
fication of the code of either the co-located components or 
the distributed components. A factory in accordance with 
illustrative embodiments of the invention can also be used to 
facilitate production of various other types of resources 
including, but not limited to, accessing database connections 
and Simplifying access to a central naming Service. 

VIII. Example Contents Of An XML Facility Deployment 
Descriptor Document 

0074 Example contents of an XML facility deployment 
descriptor document in accordance with illustrative embodi 
ments of the invention are set forth below. 

&xml version="1.O's 
<!--DOCTYPE grinds-web-app SYSTEM “DTD/grinds-web-app.dtd’--> 
<grinds-facility-deployment> 

<facilities.> 
<configuration> 
<SOCC 

classname="orggrinds.facility.config. GrindsPropertyFilesource'?s 
<source classname="orggrinds.facility.config. GrindsXmlFilesource''> 

<domain name="webapp's 
<config-sources> 

<SOCC) 

<file>C:/bin/grinds-web-app-resrc.Xconf-/file> 
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-continued 

<dialect 
classic org.grinds.structural.web.config. GrindsWebAppXmlDialect</dialect 
classic 

</source> 
</config-sources> 
<sub-domain name="foo’s 

<config-sources> 
<resource>grinds-web-app-resrc.Xconf-fresource> 
<dialect 

classic org.grinds.structural.web.config. GrindsWebAppXmlDialect</dialect 
classic 

</config-sources> 
</sub-domains 

<fdomains 
</source> 
<SOCC 

classname="orggrinds.facility.config. GrindsSystemPropertySource'?s 
</configuration> 
<factory> 

<producer name="default 
classname="orggrinds.facility.factory. GrindsLocalProducer/> 

<producers> 
<name>foo</name> 

<classname>.org.grinds.facility.factory. GrindsEbProducer-fclassname> 
<init-params 

<param-name>java.naming.factory.initial<?param-name> 
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<param-values weblogic.jndi.T3InitialContextFactory</param 
values 

</init-params 
<init-params 

<param-name>java.naming provider.url-/param-name> 
<param-valuest3://localhost:7001</param-values 

</init-params 
</producers> 
<producer name="XmlFipeline' 

classname="orggrindsX.structural-pipeline.GrindsXmlActivityPlanProducer/> 
<target name="Authorization' producer="foo"/> 
<target name="alpha producer="default's 

<init-params 
<param-name>classname</param-name> 
<param 

values.org. grinds. foundation. util.GrindsSerializableObject<?param-values 
</init-params 

</targets 
<target name="Plan” producer="XmlFipeline's 

<init-params 
<param-name>plan.file</param-name> 
<param-value:C:/grinds-test/test/grindsx/pipeline/plan 

descriptor.xmlk?param-values 
</init-params 

</targets 
</factory> 

<ffacilities.> 
</grinds-facility-deployment> 

0075). As described above in connection with FIG. 5, 
XML Facility Bootstrap class 504 is preferably responsible 
for parsing an XML facility-deployment descriptor file 500 
and for executing each facility bootstrap task. In the Sample 
XML code set forth above, two facilities are bootstrapped: 
a configuration facility and a factory facility. The configu 
ration facility is Setup with three configuration Sources of the 
type shown in FIG. 5: a property file source 505; an XML 
file source 506, which is further configured with a collection 
of XML files organized into domains and Sub-domains, and 
a system property source 507. 
0.076. In the example provided above, the factory facility 
is Setup with a Set of producers and targets. The producers 
are named, given an implementation class, and may be 
provided with additional configuration information. The 
factory targets are given a logical name, which can be used 

by developerS to identify what should be produced, a named 
producer, and may be given additional properties to aid 
production. In this example, there is a named producer, 
XmlFipeline, which is assigned a single target, Plan. The 
Plan target is given a property, plan.file, that the producer 
parses to produce an activity plan object, Grinds ActivityPlan. 
IX. Selectors 

0077. The selector framework may allow standard query 
language to be applied in contexts other than querying a 
database. The Selector framework advantageously may 
allow defining context specific ways of evaluating identifiers 
within a Selector expression. A Standard Query Language 
(“SQL') expression includes three major elements: identi 
fiers, which are like variables, operators, Such as a String 
comparison operator to check equality; and literals, Such as 
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numbers or character Strings. The Selector framework may 
allow application of these types of expressions in different 
contexts that typically will have different types of identifiers. 
This is unlike the use of SQL expressions in the database 
context wherein the identifiers are assumed to be database 
fields. 

0078 A Selector facility in accordance with illustrative 
embodiments of the invention provides an engine for evalu 
ating Selector expressions and preferably offers a way to 
extend the selector framework to a number of different 
contexts. In addition to the Web application Scenario, Such as 
the airline ticket purchase example discussed below in 
Section XII, the selector framework can be extended to the 
pipeline architecture, discussed below in Section X. In the 
context of the pipeline architecture, Selectors can be applied 
to various activities assembled into an activity plan to 
determine whether various activities should be applied to a 
message and/or to various elements within a message. 
007.9 FIG. 11 depicts a UML analysis model for a 
Selector framework in accordance with illustrative embodi 
ments of the invention. Selector API 1100 can be used for 
testing whether an expression is true or not, as depicted by 
the test expression operation 1102. Test expression operation 
1102 uses the evaluate identifier strategy API 1104 for 
applying Selectors to different problems. For example, there 
could be a special identifier Strategy for the pipeline for 
pulling identifiers from the pipeline context, from the mes 
sage, or from other areas. This is different from the Web 
application context where identifier information could be 
pulled from an HTTP request or from some different parts of 
a Web session. Test expression 1102 applies the evaluate 
identifier strategy 1104 to the identifier entity 1106. Based 
upon the value of identifier 1106 and any literals in test 
expression 1102, a determination is made as to whether the 
test expression 1102 is true or false. 
0080 FIG. 12 is a UML static class diagram for a 
detailed illustrative embodiment of a selector framework in 
accordance with various inventive principles. GrindsSelector 
1100', GrindsEvaluateldentifier 1104, and Grinds.Identifier 
1106' correspond to the selector API 1100, the evaluate 
identifier strategy 1104, and the identifier entity 1106. 
GrindsSelectiveObject 1200 includes a getObject operation 
1202, illustrative steps of which are depicted in FIG. 13. 
0081. Through various implementations of the evaluate 
identifier strategy API 1104 an application developer can 
Specify which identifiers can be used within Selector expres 
Sions thereby facilitating tailoring the Selector framework to 
any number of different contexts. 
0082) A toolkit in accordance with illustrative embodi 
ments of the invention preferably includes two separate and 
unique concrete implementations of the evaluate identifier 
Strategy 1104, with one implementation corresponding to the 
pipeline and another implementation corresponding to the 
Web application. These unique Strategies are passed into 
selector 1100 during the building of selector expression 
1102. Selector expressions are built when the web applica 
tion XML map and pipeline activity plan are constructed; 
Such as, during interpretation of XML configuration data for 
each respective framework. 
X. Pipeline Architecture 
0.083 Under certain circumstances, a message oriented 
middleware approach facilitates integrating disparate com 
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puting Systems by allowing one System to publish data to a 
work queue and by allowing a Second System to Subscribe to 
messages from the queue. In this manner, the two computer 
Systems are advantageously able to remain relatively de 
coupled. 
0084. A pipeline architecture in accordance with illustra 
tive embodiments of the invention enables an architect to 
define a model view controller-like framework for a pro 
cessing pipeline or message oriented middleware-type appli 
cation. An application architect and/or developer can Specify 
how each processing component does work through a Series 
of fine-grained activities. In general, a processing compo 
nent will receive a message as an input and produce a 
meSSage as an Output. 

0085. The specified activities can be assembled together 
into an activity plan. There could be several different aspects 
of an activity plan for covering the basic Steps that are 
commonly performed by processing components. For 
instance, processing of messages, processing of elements 
within a message, how output is produced, how errors are 
handled, how redelivered messages are handled, and the 
like. 

0086 The pipeline architecture provides a structured 
manner for Specifying these fine-grained activities. The 
pipeline architecture provides a Significant benefit by allow 
ing developerS to focus on writing these fine-grained activi 
ties. DeveloperS can then re-use these fine-grained activities 
in many different types of plans. This in turn significantly 
Simplifies development, testing, integration, maintenance, 
and modification of an application built in accordance with 
various inventive pipeline architecture principles. 
0087 FIG. 14 depicts a UML analysis model of a pro 
cessing pipeline in accordance with illustrative embodi 
ments of the invention. JMS is a standard Java API for 
message oriented middleware. Destinations are a major 
component of the JMS. Destinations are code that plugs into 
the JMS middleware for receiving messages. The pipeline 
1402 Subscribes to and receives messages and/or events 
from input JMS destination 1400. When the pipeline 1402 
receives a message, pipeline 1402 invokes the on Message 
process 1404, which uses an activity plan 1406. 
0088. The activity plan 1406 is an entity that describes 
the various activities that are used for processing the incom 
ing message. In this manner, the activity plan defines the 
plan for performing that processing. Activity plans are 
described in more detail below. 

0089. The get activities operation 1408 uses activity 
Selector 1410, which is similar to the selector framework 
used for Web application flow, to execute one or more 
activities 1412. These activities will typically be applica 
tion-specific concrete implementations of Activity interface 
1412 for performing tasks within an application. Typically, 
there will be many different activities within an activity plan 
1406. Activities can be filtered or used based upon a selector 
expression wherein the Selector expression is based upon 
information in the received message, Some State of the 
application, or the like. Accordingly, not all activities in an 
activity plan will necessarily be executed for a particular 
message. Instead, activities may be Selectively executed for 
a particular message. 
0090 FIG. 15 is a UML static class diagram for a 
detailed illustrative embodiment of a pipeline architecture in 
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accordance with various inventive principles. GrindsPipeline 
1402, Grinds ActivityPlan 1406", and GrindsPipelineActivity 
1412 correspond to pipeline 1402, activity plan 1406, and 
activity interface 1412. 
0.091 FIG. 16 is a UML dynamic sequence diagram 
showing exemplary Steps for implementing a pipeline archi 
tecture in accordance with a detailed illustrative embodi 
ment of the invention. FIG. 16 depicts steps for abstracting 
various details of message oriented middleware So that 
developerS are able to focus on developing activities for 
processing messages to perform Specific tasks, thereby 
facilitating re-use of these activities in various types of 
activity plans. 

XI. Activity Plan 
0092 An activity plan, which is described in more detail 
below, essentially defines the Steps to perform Some process. 
The processing pipeline 1402 is an engine that receives 
events or messages. The pipeline 1402 does work through 
activities. An activity plan, such as activity plan 1406 tells 
the pipeline 1402 which activities should be performed and 
under what conditions those activities should be performed. 
In this manner, the activity plan 1406 ties specific tasks or 
activities together into a cohesive process. 
0093. An activity plan in accordance with illustrative 
embodiments of the invention, such as activity plan 1406, 
may include Several different Sections. One Section could be 
a redelivered section for handling a situation in which a 
message is being redelivered, which may occur when a 
Server shuts down and is restarted. Under these circum 
stances, messages may be sent more than once, which is not 
a normal operating condition. 
0094) For more common situations, an activity plan may 
include a message Section, which performs activities on a 
received message at the message level or, in other words, 
performs activities on a received message as a whole. 
Messages, however, could contain many elements. Accord 
ingly, an activity plan may include a message element 
Section that executes a Series of activities on individual 
elements within a received message. For example, if a 
message has five elements within its body, then the message 
element Section would be applied to each of these five 
elements. Stated another way the message elements Section 
would be applied five times. 
0.095 An activity plan may also include an output section 
for doing work to produce output or results of the process at 
the message level. Accordingly, the output Section would 
typically be executed one time per message. An activity plan 
may also include a set of error handling Sections that may be 
applied at the message level and/or the message element 
level for handling Situations in which errors are thrown 
While processing a message. 

XII. Web Application Framework Control 
0096] Within a Web application, there are often conver 
sations, or portions of the application, that should follow a 
very Specific control flow, Such as going from page Ato page 
B to page C in only that Specific order. For instance, when 
a perSon uses a Web application to purchase an airline ticket 
and reserve a Seat on a particular airline flight, the perSon 
should not be able to reserve a Seat without already having 
purchased a ticket. A perSon, however, could bookmark a 
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page for reserving a Seat and could potentially reserve a Seat 
on another flight by returning to the book-marked page 
without having first purchased a ticket for this other flight. 
This Scenario is possible under certain circumstances due to 
the relative lack of control of the manner in which users 
enter Web applications via the Internet. Web application 
developerS frequently confront this situation, namely, con 
trolling the continuity of conversations within Web appli 
cations. The term conversation refers to a cohesive Set of 
pages that act together to perform Some unit of work, Such 
as purchasing an airline ticket or editing user profile infor 
mation. 

0097. An architecture in accordance with illustrative 
embodiments of the invention provides a way of controlling 
conversation flow through the use of one or more Selectors. 
Within the Web application framework context, a selector is 
a logical expression that makes certain portions of a con 
Versation available when certain Specified conditions have 
been met. For example, in the context of the airline ticket 
purchase and Seat reservation example, an application could 
Set a flag, or a variable, to indicate that the user has 
purchased a ticket before Sending the user to the Seat 
Selection page. A corresponding Selector could be associated 
with producing the Seat Selection page. The Selector could 
then be evaluated and used for making the Seat reservation 
page available if and only if the user has actually purchased 
a ticket for a particular flight. Accordingly, if a user book 
marked the Seat Selection page and entered the application 
directly into the seat Selection page without first purchasing 
a ticket for the flight, the web application would not allow 
the user to Select a Seat because the Selector would evaluate 
to false thereby causing an error page to be displayed to the 
user and/or Some other appropriate action to be taken. 
0098. The selectors-based approach provides a signifi 
cant advantage relative to conventional techniques for con 
trolling web application flow because the SelectorS-based 
approach is de-centralized and relatively lightweight. Selec 
tors advantageously provide a simpler way to control the 
continuity of conversations relative to conventional tech 
niques, which often require modeling an application as a 
finite state machine. Modeling Web applications as finite 
State machines is a relatively complex task. 

0099 FIG. 17 depicts a UML analysis model for a Web 
application in accordance with illustrative embodiments of 
the invention. Servlet 1700 is a standard API within the Java 
language. Servlet 1700 is a plug-in point for the server. 
When a Web request comes from a browser to a Web server, 
the elements that do work to process the request are imple 
mented behind the servlet API 1700. Accordingly, the 
remainder of FIG. 17 implements that API and plugs into 
that engine. 

0100 FIG. 17 shows how processing of a Web request 
may be Structured in accordance with illustrative embodi 
ments of the invention. The execute eXchange operation 
1702 is the main operation behind the Servlet 1700 API. The 
execute exchange operation 1702 implements specific 
details of its algorithm using the conversation interface 
1704. The conversation interface 1704 provides access to get 
exchange presentation 1706 and get exchange activity 1708. 
These elements define the Separation of concerns within the 
model view controller framework. The implementation of 
Servlet 1700 depicted in FIG. 17 translates user events, such 
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as a user clicking on a link or a button, into application 
commands. The processing of those application commands 
includes two main units of work. The first main unit of work 
is performing Some business activity in conjunction with the 
model layer, which defines the busineSS logic. The activity 
defines the application logic, while the model layer defines 
the more detailed busineSS logic, which may span applica 
tions. The second main unit of work is that the results of the 
activity are displayed through a presentation, which defines 
the view layer. The conversation defines associations 
between the activity and presentation elements with their 
corresponding user events. 
0101 When execute exchange 1702 begins running, it 
tells the conversation 1704 to do whatever work the con 
Versation needs to do before the eXchange's activity and 
presentation are processed. The begin response operation 
1710 looks to see whether there are any selectors 1712 
registered for the received event/command. If a Selector is 
identified for the received event/command, it is evaluated. If 
the Selector evaluates to true, the event/command is pro 
cessed further, otherwise an illegal State exception is thrown, 
which may be routed by the J2EE platform to an error page 
presented to the user. 
0102 Once one or more selectors 1712 have been evalu 
ated, an execute modifiers sub-process 1714 of the begin 
response operation 1710 transfers control to the execute 
modifiers operation 1714 and the exchange modifier 1716 
API, which defines one or more extensions to the conver 
sation, Such as the authorization eXchange modifier 1718. 
The execute modifierS operation iterates over each config 
ured exchange modifier and executes them Sequentially. The 
authorization exchange modifier 1718 checks whether the 
user has an appropriate permission to work with a particular 
part of an application or to perform a particular command, 
which is done through authorization facility 1722, which is 
described in more detail below. 

&xml version="1.O's 
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0103) There is preferably an XML document that 
describes the Web application structure. Such an XML 
document preferably ties: conversations to Servlets, com 
mands to conversations, and activities and presentations to 
those commands. Such an XML document also preferably 
ties one or more Selectors to those commands, and, with 
respect to the authorization facility 1722, the XML docu 
ment may allow for Specification of a minimum Set of 
permissions that a user needs to have in order to execute a 
conversation and/or any Specific command within a conver 
sation. 

0104. If all of these authorization permission checks pass, 
then the conversation will return the configured exchange 
activity, which the servlet will run, and the servlet will work 
with various components within the busineSS model to do 
work Such as looking up all the Seats that are available in the 
airline ticket purchase and Seat reservation example. The 
Servlet will then execute the presentation or, Stated other 
wise, output results to the user. 

0105 FIG. 18 is a UMIL static class diagram for a 
detailed illustrative embodiment of a Web application 
framework in accordance with various inventive principles. 
Entities depicted in FIG. 18 with prime reference numbers 
correspond to entities having corresponding non-prime ref 
erence numbers. 

0106 FIG. 19 is a UML dynamic sequence diagram 
showing exemplary Steps performed by a Servlet for han 
dling a request from a Web browser in accordance with a 
detailed illustrative embodiment of the invention. 

0107 Contents of an example XML document for 
describing the Structure of a web application in accordance 
with illustrative embodiments of the invention are set forth 
below. 

<!--DOCTYPE grinds-web-app SYSTEM “DTD/grinds-web-app.dtd’--> 
<grinds-web-apps 

<servlet mapping="gallery's 
<conversations.> 

<conversation> 
<default-conversationfe 
<conversation-classic 

homesite.HomesiteConversation 
</conversation-classic 
<commands 

<commands 
<command-name>default-fcommand-name> 
<!-- 

-- command is available if configuration property, 
-- isGallery Available, equals true 
--> 

<selectors 
<!CDATA config.isGallery Available = true 

</selectors 
<activity type="method's default xa<factivity> 
<presentation type="url''> 

/grinds-docs/gallery/default/default.jsp 
</presentation> 
<presentation type="url branch="error's 

/grinds-docs/gallery/default/default.error.jsp 
</presentation> 

</commands 
</commands.> 
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-continued 

<modifiers> 
<modifiers 

<modifier-classic 

</modifier-classic 
<!-- Apply permission at conversation level --> 
<init-params 

<finit-parame 
<init-params 

<param-values <?param-values 
<finit-parame 
<init-params 

<param-values-read-?param-values 
it-parame 

<init-params 

<finit-parame 
<init-params 

<param-values <?param-values 
<finit-parame 
<init-params 

<param-values-read-?param-values 
<finit-parame 

</modifiers 
</modifiers> 

</conversation> 
</conversations: 

</servlets 
</grinds-web-apps 

0108. In the example set forth above, there is a single 
Servlet, called "gallery', comprising a single conversation. 
The conversation contains one command and is protected by 
an authorization modifier. The command, default, has a 
Selector that prevents it from being available if the configu 
ration property, isGallery Available, is not set to “true”. The 
default command is associated with a Single activity, imple 
mented by the conversation method “default Xa()”. The 
default command is associated to two presentations: a stan 
dard path implemented via the ?grinds-docs/gallery/default/ 
defaultisp file; and an alternative implemented via the 
/grinds-docS/gallery/default/default.errorisp file. The alterna 
tive presentation branch is used if the activity Set the 
presentation branch by calling the conversation's SetPresen 
tation Branch("error”). The authorization modifier sets two 
permissions, one for the conversation and one for the default 
command. 

XIII. Authorization Facility 
0109) Authorization facility 1722 may be used for asso 
ciating permissions with a user to Specify which portions of 
an application a user is authorized to use and which portions 
of the application the user is not authorized to use. The 
authorization facility is preferably integrated directly into a 
Web application and used to associate required permissions 
that are needed to enter certain Web conversations. A user 
attempting to enter a Web conversation without the requisite 
permissions could be denied access to the Web conversation. 
Advantageously, the authorization facility can associate 
requisite permissions at many levels of detail ranging from 

Apply permission to default command --> 
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orggrinds.structural.web.GrindsAuthorizationModifier 

<param-name>conversation-permission.class</param-name> 
<param-values homesite.Gallery Permission</param-values 

3. param-name>conversation-permission.resource-?param-name> 

<param-name>default permission.actions</param-name> 

<param-name>default permission.class.<?param-name> 
<param-values homesite.Gallery Permission</param-values 

<param-name>default permission.resource</param-name> 

<param-name>default permission.actions</param-name> 

Specific fine-grained parts of an application through larger 
Views of the application. The authorization facility may 
allow for declaratively associating, through a configuration 
approach, a required permission to enter a conversation (or 
a particular page within a conversation) within a Web 
application. Advantageously, these associated requisite per 
missions can be modified by changing declarative defini 
tions. These declarative definitions can be implemented in 
XML or any other suitable format. The need to edit, compile, 
and re-build Java code in order to change authorization 
permissions for the application and/or various parts of the 
application can, therefore, be avoided, thereby facilitating 
maintenance and/or modification of the authorization per 
missions. 

0110 Referring to FIG. 19, plug-in point 1900 is the 
point at which the Web application authorization integation 
UML dynamic sequence diagram of FIG. 20 plugs into the 
steps shown in FIG. 19. 
0111 FIGS. 20 and 21 are UML dynamic sequence 
diagrams showing exemplary Steps performed by the begin 
Response and check Authorization operations of an authori 
Zation modifier in accordance with a detailed illustrative 
embodiment of the invention. 

XIV. Variations and Permutations 

0112 While the invention has been described with 
respect to specific examples including presently preferred 
modes of carrying out the invention, those skilled in the art 
will appreciate that there are numerous variations and per 
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mutations of the above described architecture and tech 
niques that fall within the Spirit and Scope of the invention 
as Set forth in the appended claims and their equivalents. 

1-37. (canceled) 
38. An application framework for use with netcentric 

application program architectures, the application frame 
work comprising: 

a Server computer configured to receive a user event 
during a conversation that comprises a cohesive Set of 
Web pages; 

a Servlet operable on the Server computer that is enabled 
by the conversation and responsive to the user event, 
the Servlet comprising: 
a document that defines a Selector associated with the 

user event, wherein the Selector is a logical expres 
Sion that enables access to a web page when pre 
defined conditions have been met; 

a begin response element executable with the Server 
computer to access the document and evaluate if the 
Selector associated with the user event is true or 
false; and 

a busineSS logic executable on the Server computer, 
wherein the servlet is configured to work with a 
plurality of components included in the busineSS 
logic only when the Selector evaluates to true. 

39. The application framework of claim 38, wherein the 
Servlet is configured to generate an illegal State exception 
that results in the display of an access error page when the 
Selector associated with the user event evaluates to false. 

40. The application framework of claim 38, further com 
prising an execute modifierS operation executable on the 
Server computer to perform an authorization permission 
check, wherein the execute modifierS operation is enabled 
for execution when the Selector evaluates to true. 

41. The application framework of claim 40, further com 
prising an authorization exchange modifier executable on 
the Server computer, wherein the authorization exchange 
modifier is executable to determine whether a user has 
appropriate permission to work with a part of an application, 
or perform a particular command. 

42. The application framework of claim 38, wherein the 
Servlet further comprises a get eXchange presentation and a 
get eXchange activity that are executable only when the 
Selector evaluates to true, wherein the get eXchange activity 
is executable to access data and the get eXchange presenta 
tion is executable to display the data as an output to a user. 

43. The application framework of claim 38, wherein the 
document is an XML document that also describes a mini 
mum Set of permissions that a user needs to have to execute 
the conversation or a specified word within the conversation. 

44. The application framework of claim 38, wherein the 
document is configurable to include declarative definitions 
that are requisite authorization permissions to enter the 
conversation or a particular web page within the conversa 
tion. 

45. The application framework of claim 44, wherein the 
declarative definitions are configured to be changeable 
absent modification to the busineSS logic. 

46. The application framework of claim 38, wherein the 
document further comprises a predefined association of the 
Servlet with the conversation, a predefined association of the 
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user command with the conversation and association of at 
least one of a predefined activity or presentation, or com 
binations thereof, with the user command. 

47. A method of processing a web request with an 
application framework within a net-centric application pro 
gram, the method comprising: 

translating one or more user events into one or more 
application commands, 

controlling conversation flow in a de-centralized manner 
through the use of a Selector facility that provides a 
mechanism for Specifying a plurality of identifiers of 
different types that may be used within a plurality of 
Selector expressions, 

performing one or more busineSS activities based upon 
predetermined busineSS logic, 
results produced by the Selector facility, and 
the one or more application commands, and 

generating a presentation of results produced by perform 
ing the one or more business activities. 

48. The method of claim 47 wherein the selector expres 
Sions are each a logical expression that enables portions of 
a conversation when pre-specified conditions are met, the 
conversation comprising a cohesive Set of web pages. 

49. The method of claim 47 wherein the plurality of 
Selector expressions are expressed in Standard query lan 
guage. 

50. The method of claim 47 further comprising tying at 
least one pair of entities together through a document, the at 
least one pair of entities being Selected from the group 
consisting of: at least one conversation and at least one 
Servlet, at least one command and at least one conversation; 
and at least one Selector and at least one command. 

51. The method of claim 47 wherein the document is an 
XML document. 

52. The method of claim 47 further comprising associat 
ing one or more permissions with a user for Specifying one 
or more portions of the application program that the user is 
authorized to use, wherein the one or more portions of the 
application can be specified at a plurality of different levels 
of detail. 

53. The method of claim 52 wherein the plurality of 
different levels of detail range from a page of conversation 
to the entire application program. 

54. The method of claim 52 further comprising declara 
tively associating in an XML document the one or more 
permissions with the application program. 

55. An application framework defining netcentric appli 
cation program architectures, the application framework 
comprising: 

a Server computer operable on a network; 
an application or Service operable on the Server computer; 
an authorization facility operable on the Server computer, 

the authorization facility configured to associate req 
uisite permissions with interaction between the appli 
cation or Service and a user; 

a document accessible by the authorization facility, 
wherein the document includes a declarative definition 
that Selectively enables access to at least predefined 
portions of a cohesive Set of web pages only when 
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predefined conditions are met, and wherein the cohe 
Sive Set of web pages are generateable with the appli 
cation or Service; and 

an exchange modifier operable on the Server computer in 
response to a user event initiated by a user, wherein the 
user event is an application command transmitted over 
the network to the Server computer; 

the exchange modifier operable to integrate the authori 
Zation facility into the application or Service to deter 
mine whether the user has permission to at least one of 
work with a particular part of the application or Service, 
or to perform a particular command, or combinations 
thereof. 

56. The application framework of claim 55, wherein the 
declarative definition is a logical expression that is readily 
changeable within the document without any other changes 
to the application or Service to Selectively specify a mini 
mum Set of permissions that a user needs to have. 

57. The application framework of claim 55, wherein the 
eXchange modifier is operable to enable a conversation 
element when it is determined the user has permission, the 
conversation element operable on the Server computer to 
perform a business activity responsive to the user event and 
display the results of the busineSS activity to the user. 

58. The application framework of claim 55, wherein the 
requisite permissions are associated with the user to Specify 
which portions of the application or Service the user is 
authorized to use, and which portions of the application or 
Service the user is not authorized to use. 

59. The application framework of claim 55, wherein the 
authorization facility is integrated directly into a web appli 
cation. 

60. The application framework of claim 55, wherein the 
requisite permissions are associated with Specific fine-grain 
parts of the application or Service, or with a plurality of 
Specific fine-grain parts of the application or Service. 

61. A method of processing a web request with an 
application framework within a net-centric application pro 
gram, the method comprising: 

providing a Server computer operable on a network, 
operating with the Server computer an application or 

Service that is configured to provide a cohesive Set of 
Web pages; 

operating an authorization facility with the Server com 
puter, wherein the authorization facility associates req 
uisite permissions with interaction between the appli 
cation or Service and a user; 

the user accessing the application or Service on the Server 
computer over the network with a user event that is an 
application command to at least one of work with a 
particular part of the application or Service, or to 
perform a particular command, or combinations 
thereof; 

executing the authorization facility in response to the user 
event to access a document, wherein the document 
includes a declarative definition that Selectively enables 
access to at least predefined portions of the cohesive Set 
of web pages only when predefined conditions are met; 
and 
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enabling a response to the user event when the predefined 
conditions are met. 

62. The method of claim 61 further comprising changing 
the declarative definition included in the document to 
modify the requisite permissions without changes to the 
application or Service or the authorization facility. 

63. The method of claim 61 further comprising changing 
only the declarative definition to modify the requisite per 
missions. 

64. The method of claim 61 wherein the document is an 
XML document that includes the declarative definition, the 
declarative definition indicative of at least one of the req 
uisite permissions, and further comprising changing only the 
XML document to change at least one of the requisite 
permissions. 

65. The method of claim 61 wherein operating an autho 
rization facility comprises Specifying in the document a 
minimum Set of permissions that the user needs in order to 
at least one of work with a particular part of the application 
or Service, or to perform a particular command, or combi 
nations thereof. 

66. The method of claim 61 wherein operating an autho 
rization facility comprises associating permissions with the 
user to Specify which portions of the application or Service 
that the user is authorized to use, and which portions of the 
application or Service the user is not authorized to use. 

67. The method of claim 61 wherein operating an autho 
rization facility comprises integrating the authorization 
facility directly into a web application with an exchange 
modifier that is operable on the Server computer in response 
to receipt of the user event. 

68. The method of claim 61 wherein the requisite per 
mission is an authorization permission, and further compris 
ing changing the authorization permission to change the 
user's access to the cohesive Set of web pages. 

69. The method of claim 61 further comprising operating 
an exchange modifier on the Server computer in response to 
the user event, the exchange modifier operable to integrate 
the authorization facility into the application or Service to 
determine whether the user has permission to at least one of 
work with a particular part of the application or Service, or 
to perform a particular command, or combinations thereof. 

70. The method of claim 61 further comprising perform 
ing a busineSS activity responsive to the user event and 
displaying the results of the business activity to the user 
when it is determined that the predefined conditions are met. 

71. The method of claim 61 wherein accessing the appli 
cation or Service comprises evaluating a Selector that is a 
logical expression to determine if the logical expression is 
true or false; and allowing access to at least one of the 
cohesive Set of web pages when the logical expression 
evaluates to true. 

72. The method of claim 71 wherein evaluating a selector 
comprises controlling a conversation flow within the appli 
cation or Service. 


