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(57) Abrégé/Abstract:

Presented are apparatus, systems and methods for implementing and using optimized control systems for aggregation of multiple
broadband connections over radio interfaces. Systems may include: a traffic coordinator to interface to wireless communications
nodes; wireless communications interfaces to a first wireless communication node established via a first wireless transceiver, the
first wireless communication node having access to a first WAN backhaul connection; wireless communications interfaces to a
second wireless communications node established via a second wireless transceiver that has access to a second WAN backhaul
connection; and a control module to load balance data traffic to multi-homed devices by routing data packets through the first and
second wireless communications interfaces to the first and second WAN backhaul connections, wherein the control module issues
at least one of scheduling and forwarding instructions destined for at least one of the first and second wireless communication
nodes.
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Abstract

Presented are apparatus, systems and methods for implementing and using optimized control
systems for aggregation of multiple broadband connections over radio interfaces. Systems may
include: a traffic coordinator to interface to wireless communications nodes; wireless
communications interfaces to a first wireless communication node established via a first wireless
transceiver, the first wireless communication node having access to a first WAN backhaul
connection; wireless communications interfaces to a second wireless communications node
established via a second wireless transceiver that hds access to a second WAN backhaul
connection; and a control module to load balance data traffic to multi-homed devices by routing
data packets through the first and second wireless communications interfaces to the first and
second WAN backhaul connections, wherein the control module issues at least one of scheduling:
and forwarding instructions destined for at least one of the first and second wireless

communication nodes.
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OPTIMIZED CONTROL SYSTEM FOR AGGREGATION OF MULTIPLE
BROADBAND CONNECTIONS OVER RADIO INTERFACES

COPYRIGHT NOTICE

[0001] A portion of the disclosure of this patent document contains material
which is subject to copyright protection. The copyright owner has no objection to
the facsimile reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office patent file or records,

but otherwise reserves all copyright rights whatsoever.

TECHNICAL FIELD

[0002] The subject matter described herein relates generally to the field of
computing, and more particularly, to apparatus, systems and methods for
implementing and using optimized control systems for aggregation of multiple

broadband connections over radio interfaces.

BACKGROUND

[0003] The subject matter discussed in the background section should not
be assumed to be prior art merely as a result of its mention in the background
section. Similarly, a problem mentioned in the background section or associated
with the subject matter of the background section should not be assumed to have
been previously recognized in the prior art. The subject matter in the background
section merely represents different approaches, which in and of themselves may also
correspond to embodiments of the claimed subject matter.

[0004] In computer networking, a wireless access point (WAP) is a device
that allows wireless devices to connect to a wired network using Wi-Fi, Bluetooth or
other related standards. The wireless access point usually connects to a router or
operates as a router itself.

[0005] Wireless access points are commonplace, however, conventional

offerings of such wireless access points fail to operate in the most efficient manner
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possible, and may be improved upon in a multitude of ways.

[0006] The present state of the art may therefore benefit from apparatuses,
systems and methods for implementing and using optimized control systems for
aggregation of multiple broadband connections over radio interfaces as described

herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Embodiments are illustrated by way of example, and not by way of
limitation, and will be more fully understood with reference to the following
detailed description when considered in connection with the figures in which:

[0008] Figure 1 illustrates an exemplary architecture in which
embodiments may operate;

[0009] Figure 2A shows a diagrammatic representation of a system in
which embodiments may operate, be installed, integrated, or configured;

[0010] Figure 2B shows an alternative diagrammatic representation of a
system in which embodiments may operate, be installed, integrated, or configured,;

[0011] Figure 2C shows an alternative diagrammatic representation of a
system in which embodiments may operate, be installed, integrated, or configured;

[0012] Figure 2D shows an alternative diagrammatic representation of a
system in which embodiments may operate, be installed, integrated, or configured;

[0013] Figure 3A is a flow diagram illustrating a method for implementing
and using optimized control systems for aggregation of multiple broadband
connections over radio interfaces in accordance with described embodiments;

[0014] Figure 3B shows an alternative diagrammatic representation of a
BACK control plane in accordance with which embodiments may operate;

[0015] Figure 3C shows an alternative diagrammatic representation of
wireless communications interfaces in accordance with which embodiments may
operate; and

[0016] Figure 4 illustrates a diagrammatic representation of a machine in

the exemplary form of a computer system, in accordance with one embodiment.
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DETAILED DESCRIPTION

[0017] Described herein are apparatus, systems and methods for
implementing and using optimized control systems for aggregation of multiple
broadband connections over radio interfaces.

[0018] In accordance with one embodiment, an exemplary system may
include: a processor and a memory to perform instructions embodied by the system;
a plurality of wireless transceivers; a traffic coordinator to interface to two or more
wireless communications nodes together, through the system, in which each of the
wireless communications nodes have access to a wide Area Network (WAN)
backhaul connection independent of the system; a first wireless communications
interface to a first wireless communication node established via a first of the
plurality of wireless transceivers, the first wireless communications node having
access to a first WAN backhaul connection; a second wireless communications
interface to a second wireless communications node established via a second of the
plurality of wireless transceivers, the second wireless communications node having
access to a second WAN backhaul connection distinct from the first WAN backhaul
connection; and a control module to receive information on traffic flows through the
system and a radio environment within which the system operates, in which the
control module to: issue commands to control the formation and continuation of
connections of the first and second wireless communications interfaces to WAN
connections and WAN backhaul connections, and to further provide instructions for
configuration and resource allocation on the wireless communications interfaces.

[0019] In the following description, numerous specific details are set forth
such as examples of specific systems, languages, components, etc., in order to
provide a thorough understanding of the various embodiments. It will be apparent,
however, to one skilled in the art that these specific details need not be employed to
practice the disclosed embodiments. In other instances, well known materials or
methods have not been described in detail in order to avoid unnecessarily obscuring
the disclosed embodiments.

[0020] In addition to various hardware components depicted in the figures
and described herein, embodiments further include various operations which are

described below. The operations described in accordance with such embodiments
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may be performed by hardware components or may be embodied in machine-
executable instructions, which may be used to cause a general-purpose or special-
purpose processor programmed with the instructions to perform the operations.
Alternatively, the operations may be performed by a combination of hardware and
software, including software instructions that perform the operations described
herein via memory and one or more processors of a computing platform.

[0021] Embodiments also relate to a system or apparatus for performing the
operations herein. The disclosed system or apparatus may be specially constructed
for the required purposes, or it may comprise a general purpose computer
selectively activated or reconfigured by a computer program stored in the computer.
Such a computer program may be stored in a non-transitory computer readable
storage medium, such as, but not limited to, any type of disk including floppy disks,
optical disks, flash, NAND, solid state drives (SSDs), CD-ROMs, and magnetic-
optical disks, read-only memories (ROMs), random access memories (RAMs),
EPROMs, EEPROMSs, magnetic or optical cards, or any type of media suitable for
storing non-transitory electronic instructions, each coupled to a computer system
bus. In one embodiment, a non-transitory computer readable storage medium having
instructions stored thereon, causes one or more processors within an apparatus to
perform the methods and operations which are described herein. In another
embodiment, the instructions to perform such methods and operations are stored
upon a non-transitory computer readable medium for later execution.

[0022] The algorithms and displays presented herein are not inherently
related to any particular computer or other apparatus nor are embodiments described
with reference to any particular programming language. It will be appreciated that a
variety of programming languages may be used to implement the teachings of the
embodiments as described herein.

[0023] Figure 1 illustrates an exemplary architecture 100 in which
embodiments may operate. Asymmetric Digital Subscriber Line (ADSL) systems
(one form of Digital Subscriber Line (DSL) systems), which may or may not
include splitters, operate in compliance with the various applicable standards such
as ADSL1 (G.992.1), ADSL-Lite (G.992.2), ADSL2 (G.992.3), ADSL2-Lite
G.992.4, ADSL2+ (G.992.5) and the G.993.x emerging Very-high-speed Digital
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Subscriber Line or Very-high-bitrate Digital Subscriber Line (VDSL) standards, as
well as the G.991.1 and G.991.2 Single-Pair High-speed Digital Subscriber Line
(SHDSL) standards, all with and without bonding, and/or the (G.997.1 standard (also
known as G.ploam).

[0024] In accordance with embodiments described herein, end-user
consumers, including residential consumers and business consumers, may connect
to the Internet by way of a Wide Area Network (W AN) backhaul connection to a
Service Provider (SP), such as an Internet Service Provider (ISP), or to a Service
Provider that provides one or more of data connectivity, voice connectivity, video
connectivity, and mobile device connectivity to a plurality of subscribers. Such
Service Providers may include a Digital Subscriber Line (DSL) internet service
provider which provides its subscribing end-users with Internet bandwidth at least
partially over copper twisted pair telephone lines, such as that conventionally
utilized to carry analog telephone service (e.g., Plain Old Telephone Service
(POTS); a coaxial cable internet service provider which provides end-users with
Internet bandwidth at least partially over coaxial cable, such as that conventionally
utilized to carry “cable” television signals; or a fiber optics internet service provider
which provides end-users with Internet bandwidth at over fiber optic cable that
terminates at a customer’s premises. Other variants exist as well, such as [SPs which
provide Internet bandwidth as an analog signal over an analog telephone based
connection, ISPs that provide Internet bandwidth over a one-way or two-way
satellite connection, and ISPs that provide Internet bandwidth at least partially over
power lines, such as power lines conventionally utilized to transmit utility power
(e.g., electricity) to an end-user’s premises, or ISPs that provide Internet bandwidth
at least partially over wireless channels, such as wireless (e.g., Wil'i) connectivity at
hotspots, or mobile data connectivity via technologies and standards such as
WiMax, 3G/4G, LTE, etc.

[0025] In performing the disclosed functions, systems may utilize a variety
of operational data (which includes performance data) that is available at an Access
Node (AN).

[0026] In Figure 1, user’s terminal equipment 102 (e.g., a Customer

Premises Equipment (CPE) device or a remote terminal device, network node, LAN
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device, etc.) is coupled to a home network 104, which in turn is coupled to a
Network Termination (N'T) Unit 108. DSL Transceiver Units (TU) are further
depicted (e.g., a device that provides modulation on a DSL loop or line). In one
embodiment, NT unit 108 includes a TU-R (TU Remote), 122 (for example, a
transceiver defined by one of the ADSL or VDSL standards) or any other suitable
network termination modem, transceiver or other communication unit. NT unit 108
also includes a Management Entity (ME) 124. Management Entity 124 can be any
suitable hardware device, such as a microprocessor, microcontroller, or circuit state
machine in firmware or hardware, capable of performing as required by any
applicable standards and/or other criteria. Management Entity 124 collects and
stores, among other things, operational data in its Management Information Base
(MIB), which is a database of information maintained by each ME capable of being
accessed via network management protocols such as Simple Network Management
Protocol (SNMP), an administration protocol used to gather information from a
network device to provide to an administrator console/program or via Transaction
Language 1 (TLL1) commands, TL1 being a long-established command language
used to program responses and commands between telecommunication network
elements.

[0027] Each TU-R 122 in a system may be coupled with a TU-C (TU
Central) in a Central Office (CO) or other central location. TU-C 142 is located at
an Access Node (AN) 114 in Central Office 146. A Management Entity 144
likewise maintains an MIB of operational data pertaining to TU-C 142. The Access
Node 114 may be coupled to a broadband network 106 or other network, as will be
appreciated by those skilled in the art. TU-R 122 and TU-C 142 are coupled
together by a loop 112, which in the case of ADSL may be a twisted pair line, such
as a telephone line, which may carry other communication services besides DSL
based communications.

[0028] Several of the interfaces shown in Figure 1 are used for determining
and collecting operational data. The Q interface 126 provides the interface between
the Network Management System (NMS) 116 of the operator and ME 144 in
Access Node 114. Parameters specified in the G.997.1 standard apply at the Q

interface 126. The near-end parameters supported in Management Entity 144 may
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be derived from TU-C 142, while far-end parameters from TU-R 122 may be
derived by either of two interfaces over the UA interface. Indicator bits and FOC
messages may be sent using embedded channel 132 and provided at the Physical
Medium Dependent (PMD) layer, and may be used to generate the required TU-R
122 parameters in ME 144. Alternately, the Operations, Administration and
Maintenance (OAM) channel and a suitable protocol may be used to retrieve the
parameters from TU-R 122 when requested by Management Entity 144. Similarly,
the far-end parameters from TU-C 142 may be derived by either of two interfaces
over the U-interface. Indicator bits and EOC message provided at the PMD layer
may be used to generate the required TU-C 142 parameters in Management Entity
124 of NT unit 108. Alternately, the OAM channel and a suitable protocol may be
used to retrieve the parameters from TU-C 142 when requested by Management
Entity 124.

[0029] At the U interface (also referred to as loop 112), there are two
management interfaces, one at TU-C 142 (the U-C interface 157) and one at TU-R
122 (the U-R interface 158). Interface 157 provides TU-C 142 near-end parameters
for TU-R 122 to retrieve over the U interface/loop 112. Similarly, U-R interface 158
provides TU-R near-end parameters for TU-C 142 to retrieve over the U
interface/loop 112. The parameters that apply may be dependent upon the
transceiver standard being used (for example, G.992.1 or G.992.2). The G.997.1
standard specifies an optional Operation, Administration, and Maintenance (OAM)
communication channel across the U interface. If this channel is implemented, TU-
C and TU-R pairs may use it for transporting physical layer OAM messages. Thus,
the TU transceivers 122 and 142 of such a system share various operational data
maintained in their respective MIBs.

[0030] Depicted within Figure 1 is apparatus 170 operating at various
optional locations in accordance with several alternative embodiments. For
example, in accordance with one embodiment, apparatus 170 is located within home
network 104, such as within a LAN. In one embodiment apparatus 170 operates as a
DSL modem, such as a Customer Premises (CPE) modem. In another embodiment,
apparatus 170 operates as a controller card or as a chipset within a user’s terminal

equipment 102 (e.g., a Customer Premises Equipment (CPE) device or a remote



CA 02886147 2015-03-25

WO 2014/051630 PCT/US2012/058157

terminal device, network node, LAN device 103, etc.) coupled to the home network
104 as depicted. In another embodiment, apparatus 170 operates as a separate and
physically distinct stand alone unit which is connected between the user’s terminal
equipment 102 and a DSL line or loop. In one embodiment, apparatus 170 operates
within an Access Point (AP), within a Wireless Access Point (WAP), or within a
router (e.g., a Wil'i router or other wireless technology router). In one embodiment,
apparatus 170 embodies a Broadband AP Control Keeper or “BACK” as is
described herein.

[0031] As used herein, the terms “user,” “subscriber,” and/or “customer”
refer to a person, business and/or organization to which communication services
and/or equipment are and/or may potentially be provided by any of a variety of
service provider(s). Further, the term “customer premises” refers to the location to
which communication services are being provided by a service provider. For
example, Public Switched Telephone Network (PSTN) used to provide DSL
services to customer premises are located at, near and/or are associated with the
network termination (N'T) side of the telephone lines. Example customer premises
include a residence or an office building.

[0032] As used herein, the term “service provider” refers to any of a variety
of entities that provide, sell, provision, troubleshoot and/or maintain communication
services and/or communication equipment. Example service providers include a
telephone operating company, a cable operating company, a wireless operating
company, an internet service provider, or any service that may independently or in
conjunction with a broadband communications service provider offer services that
diagnose or improve broadband communications services (DSL, DSL services,
cable, etc.).

[0033] Additionally, as used herein, the term “DSL.” refers to any of a
variety and/or variant of DSL technology such as, for example, Asymmetric DSL
(ADSL), High-speed DSL (HDSL), Symmetric DSL (SDSL.), and/or Very high-
speed/Very high-bit-rate DSL (VDSL). Such DSL technologies are commonly
implemented in accordance with an applicable standard such as, for example, the
International Telecommunications Union (I.T.U.) standard (G.992.1 (a.k.a. G.dmt)
for ADSL modems, the I.T.U, standard (.992.3 (a.k.a. G.dmt.bis, or G.adsl2) for
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ADSL2 modems, L.T.U. standard G.992.5 (a.k.a. G.ads|2plus) for ADSL2+
modems, I.T.U. standard G.993.1 (a.k.a. G.vdsl) for VDSL modems, I.T.U. standard
(G.993.2 for VDSL2 modems, I.T.U. standard G.994.1 (G.hs) for modems
implementing handshake, and/or the L. T.U. G.997.1 (a.k.a. G.ploam) standard for
management of DSL. modems.

[0034] References to connecting a DS, modem and/or a DSL.
communication service to a customer are made with respect to exemplary Digital
Subscriber Line (DSL) equipment, DSL services, DSL systems and/or the use of
ordinary twisted-pair copper telephone lines for distribution of DSL services and it
shall be understood that the disclosed methods and apparatus to characterize and/or
test a transmission medium for communication systems disclosed herein may be
applied to many other types and/or variety of communication equipment, services,
technologies and/or systems. For example, other types of systems include wireless
distribution systems, wired or cable distribution systems, coaxial cable distribution
systems, Ultra High Frequency (UHF) / Very High Frequency (VHF) radio
frequency systems, satellite or other extra-terrestrial systems, cellular distribution
systems, broadband power-line systems and/or fiber optic networks. Additionally,
combinations of these devices, systems and/or networks may also be used. For
example, a combination of twisted-pair and coaxial cable interfaced via a balun
connector, or any other physical-channel-continuing combination such as an analog
fiber to copper connection with linear optical-to-electrical connection at an Optical
Network Unit (ONU) may be used.

[0035] The phrases “coupled to,” “coupled with,” connected to,”
“connected with” and the like are used herein to describe a connection between two
elements and/or components and are intended to mean coupled/connected either
directly together, or indirectly, for example via one or more intervening elements or
via a wired/wireless connection. References to a “communication system’ are
intended, where applicable, to include reference to any other type of data
transmission system.

[0036] Figure 2 shows a diagrammatic representation of a system 200 in
which embodiments may operate, be installed, integrated, or configured, including

various components of such a system 200 interconnected via a bus 215
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communication means.

[0037] According to one embodiment, such a system 200 includes a
processor 290 and a memory 295 to perform instructions embodied by the system
200. In such an embodiment, the system 200 further includes a plurality of wireless
transceivers 211 or antennas 211A and 211B and a traffic coordinator 220 to
interface to two or more wireless communications nodes 299A and 299B together,
through the system 200, in which each of the wireless communications nodes have
access to a wide Area Network (WAN) backhaul connection 298A and 298B
independent of the system 200. For example, the wireless communication nodes
299A and 299B are depicted as being indirectly interfaced as noted by element 297,
or stated differently, they are interfaced together not by communicating directly
with each other, but rather, by communicating through an intermediary, depicted
here as system 200. In this embodiment, each of the depicted wireless
communication nodes 299A and 299B has access to a WAN backhaul as depicted
by elements 298 A and 298B. Notably, the WAN backhaul 298A and 298B
connections are accessible to the respective wireless communication nodes 299A
and 299B without having to rely upon the system 200, and thus, the WAN backhaul
298A and 298B are said to be independent of the system 200.

[0038] In such an embodiment, the system 200 further includes: a first
wireless communications interface 212A to a first wireless communication node
299A established via a first of the plurality of wireless transceivers 211 or antennas
211A, the first wireless communications node having access to a first WAN
backhaul connection 298A and a second wireless communications interface 212B to
a second wireless communications node 299B established via a second of the
plurality of wireless transceivers 211 or antennas 211B, the second wireless
communications node having access to a second WAN backhaul connection 298B
distinct from the first WAN backhaul connection 298A.

[0039] According to such an embodiment, the system 200 further includes a
control module 260 to receive information 222 on traffic flows 221 through the
system 200 and a radio environment 250 within which the system 200 operates.

[0040] According to such an embodiment, the control module 260 issues

commands 223 to control the formation and continuation of connections (e.g., the

10
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wireless communication interfaces 212A and 212B) of the first and second wireless
communications interfaces to the WAN connections and WAN backhaul
connections (e.g., 298A and 298B), and the control module 260 further provides
scheduling and routing instructions 224 (or optimization or configuration
instructions according to certain embodiments) for the WAN connections and WAN
backhaul connections (e.g., 298A and 298B).

[0041] According to one embodiment, the system 200 embodies a
“Broadband Access point Control Keeper system,” a “B.A.C.K. System,” a “BACK
system,” or a “BACK device.” According to one embodiment, the apparatus or
BACK device depicted at element 170 of Figure 1 is embodied within such a system
200.

[0042] According to one embodiment, the control module 260 is embodied
within such a BACK system, in which the BACK system controls settings at the
first wireless communications node 299A, controls settings at the second wireless
communications node 299B or controls settings at both the first and second wireless
communications nodes 299A and 299B, in which the settings are selected from the
following: radio link connection settings affecting the respective first or second first
wireless communications interface 212A or 212B; channel assignments affecting
the respective first or second first wireless communications interface 212A or 212B;
broadband connection settings affecting the respective first or second WAN
backhaul connection 298 A or 298B; connection assignments among network
stations (STAs), network Access Points (APs), and broadband backhaul connections
at the STAs and/or APs through which access to the respective first or second WAN
backhaul connection 298A or 298B is provided; Internet Protocol (IP) address
assignments for the flow of data packets 221; IP address assignments for a first and
a second sub-set of the flow of data packets 221; Quality of Service (QoS)
classifications for the flow of data packets 221; QoS classifications for the
respective first and second sub-sets of flows; QoS throttling parameters for the flow
of data packets, the respective first and second sub-sets of flows 221, or both;
routing of the respective first and second sub-sets of flows 221 according to
available WAN backhaul connections 298A and 298B and timeslots on the available

WAN backhaul connections 298A and 298B; load balancing parameters affecting

11
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the flow of data packets 221, the respective first and second sub-sets of flows 221,
or both; and fairness criteria for all traffic processed by the first wireless
communication node 299A, the second wireless communication node 299B or both
the first and second wireless communication nodes 299A and 299B.

[0043] According to one embodiment, the first wireless communications
node (299A) is embodied within a network router, in which the network router
establishes connectivity to the first WAN backhaul connection 298A, and further in
which the system 200 establishes access to the first WAN backhaul connection
298 A through the first wireless communications interface 212A to the network
router.

[0044] According to one embodiment, the first wireless communications
node (299A) is embodied within a modem directly interfaced to the first WAN
backhaul connection 298A, in which the system 200 establishes access to the first
WAN backhaul connection 298A through the modem.

[0045] According to one embodiment, a flow of data packets through the
system 200 is managed by the traffic coordinator 220 of the system 200 such that a
first sub-set of the flow (e.g., some but not all of 221) is routed through the first
WAN backhaul connection 298A and a second sub-set of the flow is routed through
the second WAN backhaul connection 298B.

[0046] According to another embodiment, the flow of data packets 221
through the system 200 managed by the traffic coordinator 220 constitutes the
traffic coordinator 220 managing the flow of data packets 221 by apportioning
time-slots of the respective first or second WAN backhaul connection 298 A-B to
carry the respective first or second sub-set of the flow 221.

[0047] According to another embodiment, each respective first or second
sub-set of the flow of data packets 221 is allocated by the traffic coordinator 220 of
the system 200 to be serviced by one of the first or second WAN backhaul
connections 298A-B on the basis of: traffic associated with an application; traffic
associated with an interface; traffic associated with a service designation; and traffic
associated with a Quality of Service (QoS) level, flow, or tag.

[0048] According to another embodiment, the first and second wireless

communications interfaces 212A-B with the system 200 are frequency-multiplexed,

12
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each of the first and second wireless communications interfaces 212A-B being
associated with separate frequency bands managed by the system 200. For example,
the separate frequency bands may be dictated by the traffic coordinator 220 of the
system 200. In such an embodiment, the system 200 further provides an aggregated
WAN backhaul connection via the first and second wireless communications
interfaces 211A-B to the respective first and second WAN backhaul connections
298 A-B using the frequency bands as managed by the system 200. Unlike time
division, frequency channels may overlap somewhat, at least in the roll-off.

[0049] According to another embodiment, the first and second wireless
communications interfaces 212A-B with the system 202 are time-multiplexed, each
of the first and second wireless communications interfaces 212A-B being associated
with non-overlapping time-slots managed by the system. According to such an
embodiment, the system 200 further provides an aggregated WAN backhaul
connection through the first and second wireless communications interfaces 212A-B
to the respective first and second WAN backhaul connections 298A-B using the
non-overlapping time slots as managed by the system 200.

[0050] According to one embodiment, such time-slots are strictly non-
overlapping with one another, distinguished from the frequency-multiplexed having
frequency channels that may overlap. According to one embodiment, the non-
overlapping time-slots are further characterized insomuch that each has at least
some guard-time between them.

[0051] According to one embodiment, the flow of packets 221 is managed
by allocating the first sub-set of the flow 221 to time-slots carried by the first WAN
backhaul connection 298 A and further by allocating the second sub-set of the flow
221 to time-slots carried by the second WAN backhaul connection 298B.

[0052] Figure 2B shows an alternative diagrammatic representation of a
system 201 in which embodiments may operate, be installed, integrated, or
configured.

[0053] According to one embodiment, the first wireless communications
node (e.g., 299A at Figure 2A) is embodied within a wireless Access Point (wireless
AP) 293A, in which the wireless AP 293 A establishes a Local Area Network (LAN)
285A for one or more nodes 292A, 292B, 292C communicatively interfaced thereto;
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and further in which the system 201 communicates with and controls a node 292A
within the LAN 285A. In such an embodiment, the system 201 establishes access to
the first WAN backhaul connection 298A through its communication and control
with the node 292A within the LAN 285A.

[0054] Figure 2C shows an alternative diagrammatic representation of a
system 202 in which embodiments may operate, be installed, integrated, or
configured.

[0055] According to another embodiment, the second wireless
communications node (e.g., 299B at Figure 2A) is embodied within a second
wireless AP 293B, in which the second wireless AP 293B establishes a second LAN
2858, distinct from the first LAN 285A, for one or more nodes 292D, 292E, and
292F, communicatively interfaced thereto; and further in which the system 202
communicates with and controls a node 292D within the second LAN 285B while
simultaneously communicating with and controlling the node 292 A within the first
LAN 285A. In such an embodiment, the system 202 establishes access to the second
WAN backhaul connection 298B through its participation as a node (one of
292D-F) within the second LAN 285B.

[0056] According to one embodiment, the first wireless communications
node (e.g., 299A of Figure 2A or 293A of Figure 2C) is embodied within a wireless
station operating as a peer node within a Local Area Network (ILAN) 285A, in
which the peer node has access to the first WAN backhaul connection 298A via the
LAN 285A, and further in which the first wireless communications interface 212A
is a peer-to-peer connection with the peer node. In such an embodiment, the system
202 establishes access to the first WAN backhaul connection 298 A through the
peer-to-peer connection with the peer node (e.g., wireless access point 293A
operating as a node within LAN 285A).

[0057] According to one embodiment, functionality of the control module
260 for the system 200 is distributed across one or more physical devices selected
from the list including: a remote server; the first wireless communications device
(e.g., 299A of Figure 2A or 293 A of Figure 2C); the second wireless
communications device (e.g., elements 299B or 293B); the first wireless

communications node 292 A; the second wireless communications node 292B; a
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router; a switch; and a broadband aggregation device.

[0058] According to one embodiment, each of the first wireless
communications node 292A and the second wireless communications node 292B
are selected from the group of devices including: a cellular telephony compatible
device a third generation (3G) compatible device; a fourth generation (4G)
compatible device; a Long Term Evolution (LTE) compatible device; a Wiki access
point; a Wik station, a modem; a router; a gateway; a Digital Subscriber Line
(DSL) Customer Premises Equipment (CPE) modem; an in-home power line device;
a Home Phoneline Network Alliance (HPNA) based device; an in-home coax
distribution device; a G.hn compatible device; an in-home metering communication
device; an in-home appliance communicatively interfaced with the LAN; a wireless
femtocell base station; a wireless picocell base station; a wireless small-cell base
station; a wireless compatible base station; a wireless mobile device repeater; a
wireless mobile device base station; an Ethernet gateway; a computing device
connected to the [LAN; a HomePlug device; an [EEE P1901 standards compatible
access Broadband over Power Line (BPL) device; an Ethernet connected computer
peripheral device; an Ethernet connected router; an Ethernet connected wireless
bridge; an Ethernet connected network bridge; and an Ethernet connected network
switch.

[0059] Figure 2D shows an alternative diagrammatic representation of a
system 203 in which embodiments may operate, be installed, integrated, or
configured.

[0060] According to one embodiment, such a system 203 further includes a
third wireless transceiver or antenna 211C providing a third wireless
communications interface 212C to a third wireless communications node 292G, in
which the third wireless communications node 292G has access to a third WAN
backhaul connection 298C distinct from the first and the second WAN backhaul
connections 298A-B.

[0061] According to one embodiment, the system 203 further includes a
backhaul assessment module 265. In one embodiment, the backhaul assessment
module 265 is operable to perform the following operations: (a) measure

performance of connectivity through the first, second, and third wireless
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communications interfaces (212A, 212B, and 212C) to the respective first, second,
and third WAN backhaul connections (298 A, 298B, and 298C), and further operable
to (b) select two or more of the available WAN backhaul connections (212A, 212B,
and 212C) to service the flow of data packets 221. According to a related
embodiment, the system 203 further includes a third, fourth, and/or fifth wireless
communications interface to a corresponding third, fourth, and/or fifth wireless
communications node, the third, fourth, and/or fifth wireless communications node
having access to a corresponding third, fourth, and/or fifth WAN backhaul
connection distinct from the first and the second WAN backhaul connections; and in
which the system further includes a backhaul assessment module to: (a) measure
performance of connectivity through the all available wireless communications
interfaces to the respective first, second, third, fourth, and/or fifth WAN backhaul
connections, and (b) select two or more of the available WAN backhaul connections
to service the flow of data packets. More than five such interfaces and WAN
backhaul connections are feasible, as are fewer than five as set forth in this example.
[0062] According to another embodiment, the backhaul assessment module
265 is operable to: (a) measure performance of connectivity through all available
wireless communications interfaces 212A-C, and (b) further operable to select two
or more of the available wireless communications interfaces 212A-C to service the
flow of data packets 221 on the basis of: a WAN backhaul connection type
preference associated with the assessed wireless communications interfaces (e.g.,
certain connection types may be specified as preferable over others, such as Wil‘i
preferable over L'TE, 3G, 4G, etc. regardless of speed, congestion, etc.); further
operable to select two or more of the available wireless communications interfaces
212A-C on the basis of a number of node hops between the system and the servicing
WAN backhaul connection (e.g., indirect connections may be less preferred, etc.);
further operable to select two or more of the available wireless communications
interfaces 212A-C on the basis of an assessed signal strength of the assessed
wireless communications interfaces 212A-C; further operable to select on the basis
of assessed traffic congestion at the assessed wireless communications interfaces
212A-C, at the corresponding WAN backhaul interface 298A-C, or both; and

further operable to select on the basis of assessed available capacity at the assessed
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wireless communications interface 212A-C, at the corresponding WAN backhaul
interface 298 A-C, or both.

[0063] According to another embodiment, the system 203 includes means to
communicate with and control the WAN backhaul (any of 298 A-C) from the system
203. For instance, a DSM system, DSL. management system, management device,
etc., may be utilized in conjunction with the wireless control system so as to control
and manipulate the WAN backhaul connection in the same manner that the wireless
or Wil'i connections are controlled and manipulated, thus providing even further
overall signal and connectivity enhancements.

[0064] Figure 3A is a flow diagram illustrating a method 300 for
implementing and using optimized control systems for aggregation of multiple
broadband connections over radio interfaces in accordance with described
embodiments. Method 300 may be performed by processing logic that may include
hardware (e.g., circuitry, dedicated logic, programmable logic, microcode, etc.),
software (e.g., instructions run on a processing device to perform various operations
such as interfacing, managing, receiving, controlling, analyzing, collecting,
generating, monitoring, diagnosing, or some combination thereof). In one
embodiment, method 300 is performed or coordinated via an apparatus such as that
depicted at element 170 of Figure 1 or the system 200 at Figure 2A (e.g., a B.A.C.K.
system) and described throughout. Some of the blocks and/or operations listed
below are optional in accordance with certain embodiments. The numbering of the
blocks presented is for the sake of clarity and is not intended to prescribe an order of
operations in which the various blocks must occur.

[0065] Method 300 begins with processing logic for establishing a first
wireless communications interface to a first wireless communications node, in
which the first wireless communications node has access to a first Wide Area
Network (WAN) backhaul connection (block 305).

[0066] At block 310, processing logic establishes a second wireless
communications interface to a second wireless communications node, in which the
second wireless communications node has access to a second WAN backhaul
connection distinct from the first WAN backhaul connection.

[0067] At block 315, processing logic manages a flow of data packets such
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that a first sub-set of the flow is transmitted through the first WAN backhaul
connection and a second sub-set of the flow is transmitted through the second WAN
backhaul connection.

[0068] At block 320, processing logic collects and analyzes information on
traffic and a radio environment from a plurality of network elements or management
systems. For example, the network elements or management systems may be any of
the nodes, wireless communication nodes, peer-nodes, routers, etc., as described
above.

[0069] At block 325, processing logic controls the establishment and
continuation of connections of the first and second wireless communications
interfaces to WAN connections and WAN backhaul connections based on the
collected information and analyses.

[0070] According to another embodiment of the preceding method 300,
commands are issued to provide scheduling and routing instructions for the WAN
connections and the WAN backhaul connections.

[0071] In yet another embodiment of the method, there are further
operations including: optimizing the flow of data packets through the first and
second respective WAN backhaul connections according to a scheduling algorithm,
a load balancing algorithm, or both.

[0072] For instance, multiple nodes or stations (STAs) may each be
provided with a utility function chosen either by a Wil‘i provider or by a consumer.
Multiple Access Points (APs) further may each be provided with a backhaul
capacity that may vary by backhaul provider.

[0073] According to one embodiment, an algorithm will vary the fraction of
time STA k spends connecting to AP i over a short timescale. This is the scheduling
decision. In one embodiment, the fractions must sum up across all APs to be less
than 1 for each STA. There is a link capacity from each STA to each AP. These link
capacities must be collectively feasible. The throughput from each STA to an AP is
the product of a scheduling decision and the link capacity.

[0074] According to one embodiment, such a BACK system maximizes the
sum of utility functions, one per STA as a function of the total throughput (e.g., the

sum of per-AP link throughput for that STA). This optimization may be carried out
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under several constraints. In addition to the scheduling constraint and the link
capacity constraint above, another constraint may be that the sum of the throughputs
across all STAs connected to each AP cannot be bigger than the backhaul capacity
of that AP.

[0075] Fairness can be controlled through the choice of utility functions for
the STAs. For example, proportional fairness can be obtained by using logarithmic
utility functions. Furthermore, weights can be installed in front of each utility
function. These weights can be derived from either billing differences (e.g., some
users pay more for greater weighted preference), or from multiple QoS classes,
including in-building users, users passing by, users of various degrees of quality
assurance, and so forth. These weights can also reflect the number of parallel TCP
sessions for a given application flow.

[0076] Another issue considered by aspects of fairness control is the
relationship between the rate that a STA would receive using a single AP and the
rate it receives when using multiple APs. The ratio between these two rates may be
controlled by a BACK system as described.

[0077] This problem can be solved in short timescales approximately (per
timeslot), or over longer timescale for a target equilibrium. It can be solved in
various ways, but use of extended information and control of a provider-supported
control plane can dramatically enhance the efficiency of solving this problem.
FFurthermore, if the backhaul provider(s) participate in the optimization, then {B_i}
becomes variables too.

[0078] Such a BACK system may directly relay these optimized vectors to
each STA and AP, then the equipment assigns each transmission a path and timeslot
such that the total traffic matches the optimal schedules and throughputs as close as
possible.

[0079] Alternatively, the BACK system may indirectly assign link
parameters and capacity to approximate the optimal solution. Different
source/destination addresses, or different flows (i.e., video streams) may be assigned
over different paths. Or a flow may be broken into multiple fragments, with a
tracker file created by the BACK which determines the paths and slots that each

data fragment is sent over.
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[0080] In the special case of each STA being scheduled only to one AP at a
time, solving this problem amounts to switching APs. In addition to solving the
above problem formulation, we can further impose two additional elements to the
solution method: Randomization and Hysteresis.

[0081] With randomization, each STA decides to switch from one AP to
another with a certain probability so that the chance of simultaneous switching is
smaller.

[0082] With hysteresis, switching from a STA scheduled to AP1 to the STA
scheduled to AP2 means that the chance of switching back to AP1 within a few
timeslots is lower, so as to avoid noise-induced flip-flop or a thrashing condition
among APs.

[0083] According to another embodiment, the method further includes
operations for issuing optimization or configuration instructions (e.g., element 224
of IFigure 2A) to the first wireless communications node or the second wireless
communications node, or both, to implement configuration parameters in fulfillment
of a determined scheduling and load balancing strategy.

[0084] According to another embodiment, the optimization instructions are
based, at least in part, on one or more performance metrics retrieved from the first
wireless communications node or the second wireless communications node, or
both.

[0085] According to another embodiment, issuing the optimization
instructions includes iteratively issuing the optimization instructions to improve
measured performance, in which each of a plurality of iterations includes at least:
(a) retrieving one or more performance metrics from the first wireless
communications node or the second wireless communications node, or both; (b)
evaluating the retrieved performance metrics; (c) determining updated configuration
parameters in fulfillment of an updated scheduling and load balancing strategy; and
(d) issuing updated optimization instructions to the first wireless communications
node or the second wireless communications node, or both, to implement the
updated configuration parameters.

[0086] According to a related embodiment, each of the plurality of

iterations further includes an assessment of historic traffic data.
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[0087] In one embodiment, issuing the optimization instructions includes an
assessment based on one or more of: available performance tuning parameters;
available historic traffic data; available historic radio link performance data within a
geographic location-aware map; available performance and triangulation data within
the geographic location-aware map; available selective Quality of Service (QoS)
parameters; available information on the underlying wireless network topology;
available information on interference in the wireless network; bias toward one or
more reliability targets; and available rewards and incentives for devices that
participate in an aggregated W AN backhaul connection.

[0088] According to another embodiment, issuing the optimization
instructions includes allocating increased bandwidth for the flow of data packets
within an aggregated WAN backhaul connection based on a user allowing a wireless
communications interface to wireless communications node having access to a
WAN backhaul connection.

[0089] In accordance with one embodiment, there is a non-transitory
computer readable storage medium having instructions stored thereon that, when
executed by a processor of an apparatus, system, BACK device, or other compatible
embodiment of the operations described herein, the instructions cause the apparatus
to perform operations including: establishing a first wireless communications
interface to a first wireless communications node, the first wireless communications
node having access to a first Wide Area Network (W AN) backhaul connection;
establishing a second wireless communications interface to a second wireless
communications node, the second wireless communications node having access to a
second WAN backhaul connection distinct from the first WAN backhaul
connection; managing a flow of data packets such that a first sub-set of the flow is
transmitted through the first WAN backhaul connection and a second sub-set of the
flow is transmitted through the second WAN backhaul connection; collecting and
analyzing information on traffic and a radio environment from a plurality of
network elements or management systems; and controlling the establishment and
continuation of connections of the first and second wireless communications
interfaces to WAN connections and WAN backhaul connections based on the

collected information and analyses.
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[0090] Figure 3B shows an alternative diagrammatic representation of a
BACK control plane 399 (e.g., a system, a BACK device, or a BACK system, etc.)
in accordance with which embodiments may operate. While an exemplary physical
architecture is depicted, there may be many more APs and STAs than are set forth
by this example.

[0091] According to one embodiment, such a BACK system or BACK
control plane 399 implements the methodologies set for above. For instance, such a
system controls a multitude of IEEE 802.11 devices connected over multiple
broadband backhaul connections, including Stations (STAs) such as smart phones,
tablets, laptops, desktops, game consoles, and Internet TV sets that transmit and
receive in the ISM bands, and Access Points (APs) that have air-interface
connections with STAs on the one side and backhaul connection on the other to
Ethernet, DSL, fiber, cable, or any other means of connecting to the rest of the
Internet. The STAs and APs may communicate with advanced Wil‘i technologies,
such as Super Wili and multi-user MIMO.

[0092] According to one embodiment, each STA can connect to multiple
APs and the associated broadband backhaul links. There are four modes of
operation as defined by the following matrix, with acronyms indicated below in
Table 1 depicting the applicable connection types:

[0093] TABLE 1

Time-multiplexed Simultaneous
connections to multiple | connections to multiple
APs APs

Direct connection from | D-TM D-S

each STA to multiple APs

Indirect connection, | I-TM I-S

where each STA connect

to other STAs and then

their APs

[0094] In [-TM and I-S modes, multihop radio connections among STAs are
required, for example, via ad hoc mode in 802.11 or with dual radios. The
methodologies also allow the APs to form a multihop network amongst themselves,
so that bottlenecks of some backhaul capacity can be routed around through a longer

path of APs. For example, 2.4 GHz links can be backhauled over a 40 MHz channel
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at 5 GHz.

[0095] In D-TM and I-TM modes, each STA at any given time only
connects to a single AP, but switches among multiple APs over time according to a
scheduling vector S(t) that depends on time t, e.g., S(100) = [1 0] and S(101) =
[01].

[0096] In D-S and I-S modes, each STA connects to multiple APs at the
same time, with traffic spread over them according to a load balancing vector S(t)
that may depend on time t, e.g., S(100) = [0.8 0.2] and S(101) =[0.5 0.5]. Note that
in TM modes, S is a binary vector, whereas in S modes, S is a real vector.

[0097] Which mode is in operation depends in part on the type of radio and
connection management available in a given system. Some of the described methods
apply to all modes, while others may be targeted specifically for certain modes.

[0098] According to the depicted architecture 301 having the BACK control
plane 399 therein, there are provided four distinct broadband backhaul connections
1-4, set forth as elements 381, 382, 383, and 384 respectively. Each is connect with
a corresponding access point, in which the broadband backhaul #1 connection 381
connects with AP1 at element 371, the broadband backhaul #2 connection 382
connects with AP2 at element 372, the broadband backhaul #3 connection 383
connects with AP3 at element 373, and in which the broadband backhaul #4
connection 384 connects with AP4 at element 374. There are two stations depicted
as STA1 at element 361 and STA2 at element 362. Wireless interface connections
are depicted between the various access points and stations, in which AP1 371
connects with STA1 361; AP2 372 connects with both STA1 361 and also AP3 373,
AP3 373 being connected only with AP2 372 (and broadband backhaul #3 at
element 383); AP4 374 being connected with only STA2 362 (and broadband
backhaul #4 at element 384); and finally STA?2 being connected with both STA1
361 and AP4 374.

[0099] Such Multi-AP architectures are indeed feasible. Control overhead is
tolerable, managing packet transition and handoff is possible, interaction with upper
layer protocols such as TCP can be carried out, and security can be maintained as
well, thus enabling multi-homed broadband access. Unfortunately, no conventional

system has addressed the automated management and control functions which are
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necessary for high performance of a large scale system.

[00100] A control plane which is embodied by the Broadband AP Control
Keeper (BACK) inputs measurements of the radio and backhaul environment, the
capacity of each virtual link, and the load of each STA. The BACK system then
determines optimal control parameter settings using algorithms, thus providing
optimization of the long-term architectural set-up as well as real-time performance.

[00101] According to certain embodiments, BACK system controls include:
Link settings, such as the selection of Wiki channels used by APs. Channel
selection is done to avoid interference from APs that are under the control of the
BACK as well as APs outside of BACK control. The goal is to use channels with
the least interference, where interference is determined by received signal levels as
well as by the traffic levels on the channel. Channel selection is implemented by the
BACK system which assigns multiple channels and determines their traffic loads;
both of which affect interference.

[00102] According to certain embodiments, BACK system controls further
include connection control. For example, each STA can connect to several backhaul
paths directly or indirectly, using time-multiplexed connections or simultaneous
connections. Connection durations of only tens of milliseconds are practical, and so
the BACK can assign scheduling vectors, S(t), to have many short duration time-
slots to many APs and STAs, which are chosen to avoid interference. Or static
connections may be assigned with simple load-balancing vectors S(t), or with
simple main and back-up paths, or with S(t) only slowly varying such as with time-
of-day.

[00103] According to certain embodiments, BACK system controls further
include control of real-time traffic. Each radio connection to a backhaul link can be
thought of as a virtual interface. Different [P addresses, flows, or even individual
packets are routed over different interfaces via the optimal traffic assignments as
determined by the BACK.

[00104] Each of the control areas affects the others. Since the individual
problems do not decouple, they may be optimized collectively by the BACK
system.

[00105] According to one embodiment, optimizing considers the following

24



CA 02886147 2015-03-25

WO 2014/051630 PCT/US2012/058157

goals: (a) Multi-homed load balancing in which efficiency of the entire system, end
to end, including the air interface and the broadband backhaul; (b) individual
performance maximization in which efficiency of each individual STA and the
Pareto optimal tradeoff among them; and (c) fairness of backhaul capacity
allocation, of air interface capacity allocation, and of QoS for different classes of
users.

[00106] Design bottlenecks of prior unsatisfactory solutions are overcome.
For instance, there are provided: (a) incentive mechanisms, such as “tit for tat;” (b)
stability of alternative path selection and reliability of end-to-end paths; (c)
minimization of message passing required among STAs and APs and the time to
switch the wireless communication paths; (d) measurement of backhaul capacity; (e)
measurement of air-interface capacity in a time-varying environment; and (f)
measurement of radio loss to and from different STAs and APs over different
locations, in which such measurement can leverage STA location data from GPS or
triangulation.

[00107] A transparent and optimized control plane is provided as an
effective means to address the above issues, through, for example, (a) exploitation
of past long-term traffic patterns, which often form a repetitive and predictable
pattern and can be used for a posteriori estimation of future traffic; (b) exploitation
of ISP measurement, including those gathered at the backhaul such as broadband
traffic, capacity, and neighborhood location information; (c) exploitation of joint
backhaul capacity and multi-AP schedule design; (d) exploitation of backhaul
control points, such as RT in certain DSL backhaul systems, to become a BACK, as
an anchor of control plane decisions; and (e) exploitation of location information,
geographic maps, and the radio environment including radio loss to different
locations.

[00108] The BACK control plane 399 can also connect to a .'TE and/or
Wil gateway to report the condition of LTE network and enable dynamic choice
between L'TE and Wil'i connections. This is particularly likely a scenario as cellular
wireless networks continue the trend of reducing cell sizes. The control system,
when connected to LTE/WiFi gateway, can also select the best backhaul link, with

the least congestion and most available capacity, for the mix of L'TE and Wil
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air-interface traffic to be routed to.

[00109] With Station-to-Station, peer-to-peer architectures, indirect
architectures are formed by the STAs resulting in a multihop air-interface STA-STA
network. We refer to this as peering relationships. The formation of peering
relationships is based on the following factors: (a) performance in which some
STAs have higher speed connectivity to APs that also have higher backhaul speed,
so called “strong STAs” with the opposite being “weak STAs,” and in which strong
STAs can become peers that help weak STAs; (b) economic in which STAs
participating in this architectures as helping peers are rewarded either through
monthly bill credits or “tit for tat” strategies; and (c) security in which only those
STAs with high level of security, e.g., strong encryption on messages can use other
STAs as relay peers, and only those STAs with trusted users can act as relay peers.

[00110] There are various ways to optimize peering relationships. However,
in order to minimize the overhead, two specific methods are specifically proposed:
reservation and preconfiguration.

[00111] Utilizing reservation of a specific peering STA as a one-hop relay
which significantly reduces overhead, instability, and packet transition mechanics
associated with dynamically searching for STAs in real time. More generally,
considering that some STAs may be powered off in multi-tenant buildings, each
STA has a ranked order list of STAs in descending order of choice as peering STA,
with a default length of, for example “3.” It goes down the list from the first STA on
the list, and when that is not available, goes to the second, etc.

[00112] Utilizing preconfiguration of fixed peering path is done offline
based on performance measurement over a long timescale, e.g., weeks and months,
and can be updated e.g. every month, or when a peering STA is powered off
continuously for e.g. one week.

[00113] For multi-AP access control, control optimization formulation and
solution are proposed. Iirst we introduce our formulation of the problem using the
following notation:

[00114] Each STA is indexed by k, with a utility function U_k chosen either
by Willi provider or by consumer;

[00115] Each AP is indexed by i, with a backhaul capacity B_i that can be
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varied by backhaul provider;

[00116] S_ki: the fraction of time STA k spends connecting to AP i over a
short timescale. They must sum up across i to be less than 1 for each k for each
radio interface;

[00117] C_i: the capacity region for STAs associated with AP i, which is a
function of all the S_ki;

[00118] C_ki: the link capacity from STA k to AP i. The set of C_ki across
all k must lie within the capacity region C_i. The exact tradeoff can be complicated,
depending on many factors in PHY and MAC layers, as well as topologies like the
existence of hidden nodes;

[00119] X_ki: throughput from STA k to AP i. It is the product of S_ki and
C_ki;

[00120] The direct optimization variables are S_ki, the scheduling/load
balancing factors per STA and AP pair. Many of these may be 0. S_ki in turn drive
C_ki, which is also influenced by other factors like channel assignment across APs.
They collectively determine X_ki;

[00121] Then X_ki summed across all k for a given i must be smaller than
backhaul capacity B_i for AP I; and

[00122] X_ki summed across all i for a given k is the input to the utility
function for STA k.

[00123] TABLE 2

Maximize subject to sum_k U_k (y_k),
sum_i X_ki=y_k, All k,
sum_k X_ki <= B_i, Alli,
X ki=S_ki * C_Kki, All (ki)
sum 1S ki<=1, and All 1, and
{C_ki}_k in Capacity Alli
region C_i({S_ki}_k),

[00124] This problem can be solved in various ways, but it can be seen that
the extended information and control of a provider-supported control plane can
dramatically enhance the efficiency of solving this problem.

[00125] This problem can be solved in short timescale approximately (per
timeslot), or over longer timescale for a target equilibrium. If backhaul provider(s)

participate in the optimization, then {B_i} become variables too. If TM mode is
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used rather than S mode, S_ki needs to be integers. Solving this problem amounts to
switching APs. In addition to solving the above problem formulation, we can further
impose two additional elements to the algorithm:

[00126] Solving the above optimization provides a way to choose S_ki, or
equivalently, S_k vectors, one for each STA k. This is a short timescale
optimization.

[00127] In the longer timescale optimization, we can also enforce a
constraint that the sum of y_k(t) over a window of timeslots {t} is sufficiently big,
since slower links take longer to complete a job.

[00128] Fairness can be controlled through the choice of utility functions
U_k. For example, proportional fairness across y_k can be obtained by using
logarithmic utility functions: U_k = log (y_k). In general, alpha-fair utility functions
can be used [12], with larger alpha leading to more fair allocations.

[00129] Furthermore, weights can be installed in front of each utility
function. For example, U_k=w_k * log(y_k), where weights {w_k} reflect the
relative importance of STA k. This can be derived from either billing differences
(some users pay more), or from multiple QoS classes, including in-building users,
passer-by users, users of various degrees of quality assurance. These weights can
also reflect the number of parallel TCP sessions for a given application flow, as will
be further discussed in Section D below.

[00130] Another issue important for fairness control is the relationship
between the rate that a STA would receive using a single AP and the rate it receives
when using multiple APs. The ratio between these two rates needs to be reasonable.
There are two ways to incorporate fairness here: (a) instead of looking at the utility
function of y_k, we use utility function of this ratio, (b) use a generalized alpha-fair
utility function [12] where each STA has a preference parameter q_k, and this
parameter is the normal rate STA k receives without using multiple APs.

[00131] This procedure optimizes X_ki, the throughput from STA k to AP
i; and S_ki, the scheduling/load balancing factors. The BACK may directly relay
these optimized vectors to each STA and AP, then the equipment assigns each
transmission a path and timeslot such that the total traffic matches X_ki and S_ki as

close as possible.
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[00132] Or, the BACK control plane 399 may indirectly assign link
parameters and capacity to approximate the optimal solution. Different
source/destination addresses, or different flows (i.e., video streams) may be assigned
over different paths. Or a flow may be broken into multiple fragments, with a
tracker file created by the BACK which determines the paths and slots that each
data fragment is sent over.

[00133] Measurement from STAs is a difficult issue in multi-AP
architectures, under practical constraints on the accuracy and granularity of
measurements from the STAs. Thus, methods are proposed that use a service
providers capability to run a control plane using a BACK system to collect data
more effectively.

[00134] Measurement of backhaul capacity values{B_i} can be carried out
through backhaul ISP’s data and speed tests. This enables connecting to the optimal
APs depending on time-of-day, a long timescale optimization of S(t).

[00135] Measurement of air interface capacity regions {C_i} is made more
difficult because it involves time varying air interface conditions, and in general the
capacity regions are coupled when the APs are close enough together. The BACK
collects data, such as the throughput vectors for the STAs connected to each AP
under different loading conditions, to help estimate the capacity regions more
accurately. Air interface capacity is measured on each link, to each STA. A large
database is populated, including counts of connection speeds, passive counts of
existing traffic throughput, and active probing tests measuring delay and throughput.

[00136] In both types of measurement above, the invention incorporates
historical time-of-day data to lessen the need for instantaneous measurement. In
certain deployment scenarios such as multi-tenant buildings, data shows that each
weekday (other than Iriday) exhibits remarkable repetitive patterns of usage over a
24-hour period, and each day of the week also exhibits such patterns across different
weeks (except for holidays). Using data over a sliding time window, both {B_i} and
{C_i} can be approximately predicted ahead of time during each hour of each day.

[00137] The optimization and measurement procedure may also be
performed iteratively to successively decrease error or improve performance.

[00138] Joint design of wireless connections and wired backhaul are
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proposed such that air interface and backhaul are be jointly optimized with
compatible devices. The opportunity can be seen by observing in the optimization
problem above that {B_i} constrains the best {X_ki}, thus the best objective
function value, achievable.

[00139] However, {B_i} cannot all be increased at the same time. For
example, in DSL backhauls, dynamic spectrum management (DSM) methods
change the tradeoff among the backhaul links by picking different points on the
DSL capacity region’s boundary. Under the joint design in this disclosure, those
APs with a higher demand of STA traffic will be given higher priority in DSM, thus
alleviating the bottleneck constraints on those APs. One way to readily tell which
AP’s capacity to increase is to look at the optimal [L.agrange multipliers or the
slackness corresponding to each of the B_i constraints in the optimization problem.
Conversely, if some B_i cannot be readily increased further (due to hitting the
capacity region’s limit), the STA-AP peering relationship can be re-optimized to
avoid passing traffic through that bottleneck.

[00140] A related and challenging issue is that of an incentive mechanism
to open Wil'i to use by others. Here methods are proposed to leverage “tit-for-tat”
mechanisms. For instance, a unit of credit is provided as each STA or AP opens up
to relay traffic over one period of time, e.g., 1 minute. Then over a moving window
of e.g. 1 day, each STA and AP needs to have accumulated a minimum amount of
credits, e.g. 10 units, in order to be in a position to participate in multi-AP sharing:
asking other STAs and APs to help relay its traffic.

[00141] A scale can also be built, in which more credits lead to longer
period of time with the “ticket” to participate in multi-AP sharing. In order to
normalize across STAs and APs with different capacities, credits can also be given
proportional to the percentage of relay traffic vs. direct traffic.

[00142] The combination of methods described herein effectively lead to
multiple “end-to-end” paths between each STA and the boundary of the access
network, e.g., the Broadband Network Gateway (BNG). While the rest of the path
through the Internet is decided by protocols such as [P and influenced by metro and
backbone network conditions, the access network portion described above is often

the performance bottleneck. Therefore, control of multi-homing capabilities within
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the access network is highly valuable for instituting optimizations and greater
operational efficiency.

[00143] Multi-homing control is valuable in performance tuning, e.g., use
of DSL backhaul traffic data to determine optimal routes. Multi-homing control is
useful for QoS (and revenue base) differentiation, e.g., route different connections,
traffic classes, or packets, over different paths. Across the access network, the
system can also optimize TCP traffic flows using multiple TCP connections to
increase overall bandwidth. This means that we will install fairness and maximize
efficiency across three levels of granularity: per packet, per TCP connection, and
per application flow. This can follow the policy set by a provider or policy manager.

[00144] Multi-homing control is also valuable in load balancing, e.g.,
dynamic assignment of multiple routes. Again, route and time-slot assignment can
be based on historical traffic patterns at different time-of-day and day-of-week. And
multi-homing control is valuable in reliability. The multi-AP architecture effectively
enables multi-homing that provides alternative paths in time of severe congestion or
equipment failure. In particular, node-disjoint paths can be picked out across Wil'i
air-interface and backhaul so that multiple sessions can share a given node-disjoint
path for backup in time of failure.

[00145] Figure 3C shows an alternative diagrammatic representation 302
of wireless communications interfaces in accordance with which embodiments may
operate. More particularly, shown in additional detail are a variety of wireless
communications interface types, including (i) the multiple access point to access
point (Multiple AP-AP) interface at element 396, (ii) the station to station indirect
interface (STA-STA Indirect) at element 397, and (iii) the station to access point
direct interface (STA-AP Direct) at element 398,

[00146] The wireless communications interfaces may be any combination
of multiple types, including the STA-AP direct 398, in which the STA (e.g., STAI
361) connects to an access point (e.g., AP2 372 in this example) which in turn
connects to the WAN backhaul Multiple AP-AP at element 396. Thus, according to
such an example, STAT 361 connects to a first access point (AP2 372 which is part
of the Multiple AP-AP 396), and the first access point (AP2 372) connects to a
second access point (AP2 373 via the Multiple AP-AP 396), and the second AP
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connects to the WAN backhaul (Broadband backhaul #3 at element 383).

[00147] In a STA-STA Indirect 397 example, the station STA1 361
connects to a second station STA2 362, and the second station STA2 362 connects
to an access point (AP4 373) which connects to the WAN backhaul (Broadband
backhaul #4 at element 384),

[00148] Figure 4 illustrates a diagrammatic representation of a machine
400 in the exemplary form of a computer system, in accordance with one
embodiment, within which a set of instructions, for causing the machine/computer
system 400 to perform any one or more of the methodologies discussed herein, may
be executed. In alternative embodiments, the machine may be connected (e.g.,
networked) to other machines in a Local Area Network (LLAN), an intranet, an
extranet, or the Internet. The machine may operate in the capacity of a server or a
client machine in a client-server network environment, as a peer machine in a peer-
to-peer (or distributed) network environment, as a server or series of servers within
an on-demand service environment. Certain embodiments of the machine may be in
the form of a personal computer (PC), a tablet PC, a set-top box (STB), a Personal
Digital Assistant (PDA), a cellular telephone, a web appliance, a server, a network
router, switch or bridge, computing system, or any machine capable of executing a
set of instructions (sequential or otherwise) that specify actions to be taken by that
machine. Further, while only a single machine is illustrated, the term “machine”
shall also be taken to include any collection of machines (e.g., computers) that
individually or jointly execute a set (or multiple sets) of instructions to perform any
one or more of the methodologies discussed herein.

[00149] The exemplary computer system 400 includes a processor 402, a
main memory 404 (e.g., read-only memory (ROM), flash memory, dynamic random
access memory (DRAM) such as synchronous DRAM (SDRAM) or Rambus
DRAM (RDRAM), etc., static memory such as flash memory, static random access
memory (SRAM), volatile but high-data rate RAM, etc.), and a secondary memory
418, which communicate with each other via a bus 430. Main memory 404 includes
a traffic coordinator 424 and also commands and instructions. Main memory 404
and its sub-elements (e.g. 423 and 424) are operable in conjunction with processing

logic 426 and processor 402 to perform the methodologies discussed herein.
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[00150] Control module 435 is further depicted operable in conjunction
with software 422 as well as the traffic coordinator 424 and commands and
instructions 423 as described previously.

[00151] Processor 402 represents one or more general-purpose processing
devices such as a microprocessor, central processing unit, or the like. More
particularly, the processor 402 may be a complex instruction set computing (CISC)
microprocessor, reduced instruction set computing (RISC) microprocessor, very
long instruction word (VLIW) microprocessor, processor implementing other
instruction sets, or processors implementing a combination of instruction sets.
Processor 402 may also be one or more special-purpose processing devices such as
an application specific integrated circuit (ASIC), a field programmable gate array
(FPGA), a digital signal processor (DSP), network processor, or the like. Processor
402 is configured to execute the processing logic 426 for performing the operations
and functionality which is discussed herein.

[00152] The computer system 400 may further include a network interface
card 408. The computer system 400 also may include a user interface 410 (such as a
video display unit, a liquid crystal display (I.CD), or a cathode ray tube (CRT)), an
alphanumeric input device 412 (e.g., a keyboard), a cursor control device 414 (e.g.,
a mouse), and a signal generation device 416 (e.g., an integrated speaker). The
computer system 400 may further include peripheral device 436 (e.g., wireless or
wired communication devices, memory devices, storage devices, audio processing
devices, video processing devices, etc.).

[00153] The secondary memory 418 may include a non-transitory machine-
readable or computer readable storage medium 431 on which is stored one or more
sets of instructions (e.g., software 422) embodying any one or more of the
methodologies or functions described herein. The software 422 may also reside,
completely or at least partially, within the main memory 404 and/or within the
processor 402 during execution thereof by the computer system 400, the main
memory 404 and the processor 402 also constituting machine-readable storage
media. The software 422 may further be transmitted or received over a network 420
via the network interface card 408.

[00154] While the subject matter disclosed herein has been described by
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way of example and in terms of the specific embodiments, it is to be understood that
the claimed embodiments are not limited to the explicitly enumerated embodiments
disclosed. To the contrary, the disclosure is intended to cover various modifications
and similar arrangements as are apparent to those skilled in the art. Therefore, the
scope of the appended claims should be accorded the broadest interpretation so as to
encompass all such modifications and similar arrangements. It is to be understood
that the above description is intended to be illustrative, and not restrictive. Many
other embodiments will be apparent to those of skill in the art upon reading and
understanding the above description. The scope of the disclosed subject matter is
therefore to be determined in reference to the appended claims, along with the full

scope of equivalents to which such claims are entitled.
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CLAIMS
What is claimed is;

1. A system comprising:

a trafﬁc‘.coor'dinator to interface to two or more wireless communication nodes;

one or more wireless communications interfaces to a first wireless communication node
established .via a first wireless transceiver, the first wireless communications node
having access to a first wide Area Network (WAN) backhaul connection;

one or more wireless communications interfaces to a second wireless communications
node established via a second wireless transceiver that has access to a second
WAN backhaul connection; and

a control module to load balance data traffic to one or more multi-homed devices by
routing data packets through the first and second wireless communications
interfaces 1o the first and second WAN backhaul connections, the control module
issues at least one of scheduling and forwarding instructions destined for at least

one of the first and second wireless communication nodes.

2. The system of claim 1, wherein the control module is embodied within a Broadband Access
point Control Keeper system (BACK system), the BACK system to control settings at the
first wireless communication node, control settings at the second wirelcss‘ communication
node or control settings at both the first and second wireless communication nodes,
wherein the settings are selected from the following:
radio link connection settings affecting the respective first or second first wireless
communications interface;

channel assignments affecting the respective first or second first wireless
communications interface;

broadband connection settings affecting the respective first or sccond WAN backhaul
connection;

connection assignments among network stations (STAs), network Access Points (APs),

and broadband backhaul connections at the STAs and/or APs through which
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access to the respective first or second WAN backhaul connection is provided;

Internet Protocol (IP) address assignments for a flow of data packets;

IP address assignments for the respective first and second sub-sets of flows;

Quality of Service (QoS) classifications for the flow of data packets;

QoS classifications for the respective first and second sub-sets of flows;

QoS throttling parametérs for the flow of data packets, the respectivé first and second
sub-sets of flows, or both;

routing of the respective first and second sub-sets of flows according to available WAN
backhaul connections and timeslots on the available WAN backhaul connections;

load balancing parameters affecting the flow of data packets, the respective first and
second sub-scts of flows, or both; and

fairness criteria for all traffic processed by the first wireless communication node, the
second wireless communication node or both the first and second wireless

communication nodes.

3. The system of claim 1;

wherein the first wireless communications node is embodied within a wireless Access Point
(wireless AP), the wireless AP establishing a Local Area Network (LAN) for one or more
nodes communicatively interfaced thereto;

wherein the system communicates with and controls a node within the LAN; and

wherein the system establishes access to the first WAN backhaul connection through its

communication and control with the node within the LAN.

4. The system of claim 3:

wherein the second wireless communications node is embodied within a second wireless AP, the
second wireless AP establishing a second LAN, distinct from the first LAN, for one or
more nodes communicatively interfaced thereto; |

wherein the system communicates with and controls a node within the second LAN while
simultaneously communicating with and controlling the node within the first LAN; and

wherein the system establishes access to the second WAN backhaul connection through its

participation as a node within the second LAN,
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5. The system of claim 1:

wherein the first wireless communications node is embodied within a network router;

wherein the network router establishes connectivity to the first WAN backhaul connection; and
wherein the system establishes access to the first WAN backhaul connection through the first

wireless communications interface to the network router. -

6. The system of claim 1:
wherein the first wireless communications node is embodied within a modem directly interfaced
to the first WAN backhaul connection; and

wherein the system establishes access to the first WAN backhaul connection through the modem.

7. The system of claim 1:

wherein the first wireless communications node is embodied within a wireless station operating
as a peer node within a Local Area Network (LAN), the peer node having access to the
first WAN backhaul connection via the LAN;

wherein the first wireless communications interface comprises a peer-to-peer connection with the
peer node; and

wherein the system establishes access to the first WAN backhaul connection through the peer-to-

peer connection with the peer node.

8. The system of claim 1 wherein functionality of the control module for the system is distributed
across one or more physical devices selected from the list comprising:

a remote server;

a first wireless communications device;

a second wireless communications device;

the first wireless communications node;

the second wircless communications node;

a router;

a switch; and

a broadband aggregation device.
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9. The system of claim 1, wherein each of the first wireless communications node and the second
wireless communications node are selected from the group of devices comprising:

a cellular telephony compatible device;

a third generation (3G) compatible device;

a fourth generation (4G) compatible device;

a Long Term Evolution (LTE) compatible device;

a WiFi access point;

a WiFi station,

amodem;

a router;

a gateway;

a Digital Subscriber Line (DSL) C_iistbmer Premises Equipment (CPE) modem;

an in-home power line device;

a Home Phoneline Network Alliance (HPNA) based device;

an in-home coax distribution device;

a G.hn compatible device;

an in-home metering communication device;

an in-home appliance communicatively interfaced with a LAN;

a wireless femtocell base station;

a wireless picocell base station;

a wireless small-cell base station;

a wireless compatible base station;

a wireless mobile device repeater;

a wireless mobile device base station;

an Ethernet gateway;

a computing device connected to the LAN;

a HomePlug device,

an IEEE P1901 standards compatible access Broadband over Power Line (BPL)device;

an Ethernet connected computer peripheral device;

an Ethernet connected router;
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an Ethernet connected wireless bridge;
an Ethernet connected network bridge; and

an Ethernet connected network switch.

10. The system of claim 1, wherein a flow of data packets through the systerh is managed by the
traffic coordinator of the system such that a first sub-set of the flow is routed through the
first WAN backhaul connection and a second sub-set of the flow is routed through the

second WAN backhaul connection.

1. The system of claim 10, wherein the flow of data packets through the system managed by the
traffic coordinator comprises managing the flow of data packets by apportioning time-
slots of the respective first or second WAN backhaul connection to carry the respective

first or second sub-set of the flow.

12. The system of claim 10, wherein each respective first or second sub-set of the flow of data
packéts is allocated by the traffic coordinator of the system to be serviced by one of the
first or second WAN backhaul connections on the basis of:

traffic associated with an appiicdtion;

traffic associated with an interface;

traffic associated with a service designation; and

traffic associated with a Quality of Service (QoS) level, flow, or tag.

13. The system of claim 1:

wherein the first and second wireless communications interfaces with the system are frequency-
multiplexed, each of the first and second wireless communications interfaces being
associated with separate frequency bands managed by the system; and

wherein the system provides an aggregated WAN backhaul connection through the first and
second wireless communications interfaces to the respective first and second WAN

backhaul connections using the frequency bands managed by the system.

14. The system of claim 1:
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wherein the first and second wireless communications interfaces with the system are time-
multiplexed, each of the first and second wireless communications interfaces being
associated with non-overlapping time-slots managed by the system; and

wherein the system provides an aggregated WAN backhaul connection through the first and
second wireless communications interfaces to the respective first and second WAN

backhaul connections using the non-overlapping time-slots managed by the system.

15. The system of claim 14, wherein managing a flow of packets such that a first sub-set of the
flow is routed through the first WAN backhaul connection and a second sub-set of the
flow is routed through the second WAN backhaul connection comprises:

allocating the first sub-set of the flow to time-slots carried by the first WAN backhaul
connection; and

allocating the second sub-set of the flow to time-slots carried by the second WAN backhaul

connection.

16. The system of claim 1, further comprising:

a third, fourth, and/or fifth wireless communications interface to a corresponding third, fourth,
and/or fifth wireless communications node, the third, fourth, and/or fifth wireless
communications node having access to a corresponding third, fourth, and/or fifth WAN
backhaul connection distinet from the first and the second WAN backhaul connections;
and

wherein the system further comprises a backhaul assessment module to:

(a) measure performance of connectivity through all available wireless communications
interfaces to the respective first, second, third, fourth, and/or fifth WAN backhaul
connections, and

(b) select two or more of the available WAN backhaul connections to service a flow of

data packets.

17. The system of claim 1, further comprising:
a backhaul assessment module to:

(a) measure performance of connectivity through all available wireless communications
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interfaces, and
(b) select two or more of the available wireless communications interfaces to service a
flow of data packets on the basis of:
- a WAN backhaul connection type preference associated with the assessed

wireless commmunications interfaces;

number of node hops between the system and the servicing WAN backhaul
connection;

assessed signal strength of the assessed wireless communications interface;

assessed traffic congestion at the assessed wireless communications interface, at
the corresponding WAN backhaul interface, or both; and

assessed available capacity at the assessed wireless communications interface, at

the corresponding WAN backhaul interface, or both.

18. The system of claim 17 further comprising means to communicate with and control the WAN

backhaul from the system.

19. A method comprising:

establishing one or more wireless communications interfaces to a first wireless
communications node, the first wireless communications node having access to a
first Wide Area Network (WAN) backhaul connection;

establishing one or more wireless communications interfaces to a second wireless
communications node, the second wireless communications node having access to
a second WAN backhaul connection distinct from the first WAN backhaul
connection;

load balancing data traffic to one or more multi-homed devices by
routing data packets through the first and second wireless communications

interfaces to the first and second WAN backhaul connections; and 7

issuing at least one of scheduling and forwarding instructions destined for at Jeast

one of the first and second wireless communication nodes.
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20. The method of claim 19:

wherein a flow of data packets is managed such that a first sub-set of the flow is transmitted
through the first WAN backhaul connection and a second sub-set of the flow is
transmitted through the second WAN backhaul connection; and

wherein commands are issued to provide scheduling and routing instructions for the WAN

connections and the WAN backhaul connections.

21. The method of claim 19, further comprising:
optimizing a flow of data packets through the first and second respective WAN backhaul

connections according to a scheduling algorithm, a load balancing algorithm, or both.

22. The method of claim 19, further comprising;
issuing configuration instructions to the first wireless communications node or the second
wireless communications node, or both, to implement configuration parameters in

fulfillment of a determined scheduling and load balancing strategy.

23. The method of claim 22, wherein the configuration instructions are based, at least in part, on
one or more performance metrics retrieved from the first wireless communications node

or the second wireless communications node, or both.

24. The method of claim 22, wherein issuing the configuration instructions comprises iteratively
issuing the configuration instructions to improve measured performance, wherein each of
a plurality of iterations includes at least:

(a) retrieving one or more performance metrics from the first wireless communications node or
the second wireless communications node, or both;

(b) evaluating the retrieved performance metrics;

() determining updated configuration parameters m fulfillment of an updated scheduling and
load balancing strategy; and

(d) issuing updated configuration instructions to the first wircless communications node or the
second wireless communications node, or both, to implement the updated configuration

parameters.
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25. The method of claim 24, wherein each of the plurality of iterations further includes an

assessment of historic trafiic data.

26. The method of claim 19, wherein issuing the configuration instructions comprises an
assessment based on one or more of: |

available performance tuning parameters;

available historic traffic data;

available historic radio link performance data within a geographic location-aware map;

available performance and triangulation data within the geographic location-aware map;

available Quality of Service (QoS) parameters;

available information on underlying wireless network topology;

available information on interference in the wireless network;

bias toward one or more reliability targets; and

available rewards and incentives for devices that participate in an aggregated WAN backhaul

connection.

27. The method of claim 19, wherein issuing the configuration instructions comprises allocating
increased bandwidth for a flow of data packets within an aggregated WAN backhaul
connection based on a user allowing a wireless communications interface to wireless

communications node having access to a WAN backhaul connection.

28. A non-transitory computer readable storage medium having instructions stored thereon that,
when executed by a processor, the instructions cause the processor to perform operations
including:

establishing a first wireless communications interface to a first wireless communications node,
the first wireless communications node having access to a first Wide Area Network
(WAN) backhaul connection;

cstablishing a second wireless communications interface to a second wireless communications
node, the second wireless communications node having access to a second WAN
backhaul connection distinct from the first WAN backhaul connection;

load balancing data traffic to onc or more multi-homed devices by:
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routing data packets through the first and second wireless communications interfaces to
the first and second WAN backhaul connections; and
issuing at least one of scheduling and forwarding instructions destined for at least one of

the first and second wireless communication nodes.

29. The non-transitory computer readable storage medium of claim 28, wherein commands are
issued to provide scheduling and routing instructions for the WAN connections and the

WAN backhaul connections.

30. The non-transitory computer readable storage medium of claim 28, further comprising;
issuing configuration instructions to the first wireless communications node or the second
wireless communications node, or both, to implement configuration parameters in
fulfillment of a determined scheduling and load balancing strategy;
wherein issuihg the cdnﬁguration instructions comprises at least:
(a) retrieving one or more performance metrics from the first wireless communications
node or the second wireless communications node, or both;
(b) evaluating the retrieved performance metrics;
(¢) determining updéted configuration parameters m fulfillment of an updated scheduling
and load balancing strategy; and
(d) issuing updated configuration instructions to the first wireless communications node
or the second wireless communications node, or both, to implement the updated

configuration parameters.
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Coset ) A7\ 300
y

Establishing a first wireless communications interface

to a first wireless communications node. 305

A

Establishing a second wireless communications
interface to a second wireless communications node,
the second wireless communications node having
access to a second WAN backhaul connection distinct

from the first WAN backhaul connection.  31q

A
Managing a flow of data packets such that a first sub-

set of the flow is transmitted through the first WAN
backhaul connection and a second sub-set of the flow

is transmitted through the second WAN backhaul
connection. 315

'

Collecting and analyzing information on traffic and a
radio environment from a plurality of network elements
or management systems. 320

Controlling the establishment and continuation of
connections of the first and second wireless
communications interfaces to WAN connections and
WAN backhaul connections based on the collected

information and analyses. 305
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Broadband backhaul #1 (element 381)
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