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WLAN Infrastructure Provided Directions and Roaming

FIELD OF THE INVENTION
[0001] The present invention relates to wireless networks and, more particularly, to
methods, apparatuses, and systems directed to providing directions and facilitating

roaming in a wireless network.

BACKGROUND OF THE INVENTION
[0002] Market adoption of wireless LAN (WLAN) technology has exploded, as users
from a wide range of backgrounds and vertical industries have brought this
technology into their homes, offices, and increasingly into the public air space.
This inflection point has highlighted not only the limitations of earlier-generation
systems, but also the changing role that WLAN technology now plays in people's
work and lifestyles across the globe. Indeed, WLANS are rapidly changing from
convenience networks to business-critical networks. Increasingly users are
depending on WLANS to improve the timeliness and productivity of their
communications and applications, and in doing so, require greater visibility,
security, management, and performance from their network. Various geolocation
technologies may provide physical directions to a destination based on a current
location. Such directions are typically provided using tools such as global
positioning system technology, for example. However, technologies that provide
directions are limited in that existing technologies do not address roaming issues
such as coverage holes and service disruption and GPS technology has problems
operating in indoor environments, because building structures such as walls and

ceilings interfere with signals between GPS receivers and satellites.
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DESCRIPTION OF THE DRAWINGS
[0003] Figure 1A is a topological diagram of the components in a wireless local area
network (WLAN) system according to one implementation of the present invention.
[0004] Figure 1B illustrates a hierarchical wireless network including a central
controller, according to one implementation of the present invention.
[0005] Figure 1C illustrates for didactic purposes a hardware system, which may be
used to implement a central controller.
[0006] Figure 2 illustrates for didactic purposes a hardware system, which may be
used to implement a location server or a location server.
[0007] Figure 3 illustrates for didactic purposes a hardware system, which may be
used to implement a wireless access point.
[0008] Figure 4 illustrates for didactic purposes a hardware system, which may be
used to implement a wireless client.
[0009] Figure 5A is a flow chart illustrating a process flow, according to one
implementation of the present invention, implemented at a location server.
[0010] Figure 5B is a flow chart illustrating a process flow, according to another
implementation of the present invention, implemented at a location server.
[0011] Figure 6 is a diagram of a floor plan showing routes, according to one
implementation of the present invention.
[0012] Figure 7 is a flow chart illustrating a process flow, according to one

implementation of the present invention, implemented at a location server.
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DESCRIPTION OF EXEMPLARY EMBODIMENTS
A. Overview
[0013] Particular embodiments of the present invention provide to wireless clients
physical directions to a location and information facilitating roaming operations.
According to one implementation of the present invention, the wireless network
infrastructure generates and transmits directions to a location, where the
directions include a physical route and a wireless access point route. As described
in more detail below, in one implementation, the wireless network infrastrcture
receives a direction request (which includes a destination) from the wireless client,
estimates a current location of the wireless client, and then determines a physical
route and a wireless access point route based on the current location and the
destination (i.e., a particular office or conference room on a particular floor or in a
particular building). In one implementation, the wireless network infrastructure
may provide a one-time route work flow or a route update service that provides
updated directions as the user travels in the physical environment. In one
implementation, the wireless network driver of the wireless client can be
configured to interact with the wireless network infrastructure and provide the
physical and wireless access point routes to a wireless client application, which
may present the routes to a user to provide directions and to facilitate roaming. In
one implementation, the driver of the wireless client may further facilitate roaming
by using the route information to selectively associate with identified wireless
access points and, optionally, to pre-allocate wireless network resources along the

physical and wireless access point routes.

B. Exemplary Wireless Network System Architecture

B.1. Network Topology
[0014] A network environment including a wireless local area network (WLAN)
according to one implementation of the present invention is shown in Figure 1A. In

a specific embodiment of the present invention, the system includes a location
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server 20, a local area network (LAN) 30, a router 32, and wireless access points
50a, 50b, 50c, and 50d (collectively referred to as wireless access points 50). LAN
30 is implemented by a switch (or an array of switches) and/or other network
devices, such as a bridge.

[0015] As Figure 1A illustrates, these network elements are operably connected to a
network 52. Network 52, in one implementation, generally refers to a computer
network, such as a LAN, a WAN, etc., that includes one or more intermediate
network devices (e.g., routers, switches, etc.), which allow for the transmission of
messages between location server 20 and wireless clients via wireless access points
50. Of course, network 52 can include a variety of network segments, transmission
technologies and components, such as terrestrial WAN links, satellite links, optical
fiber links, and cellular links. Network 52 could also be a campus LAN. LAN 30
may be a LAN, LAN segments implemented by an Ethernet switch (not shown), or
an array of switches having multiple ports to which wireless access points 50 are
connected. The wireless access points 50 are typically connected to switch ports via
Ethernet links; however, other link layer connection protocols or communication
means can be employed. Figure 1A illustrates one possible network environment
in which the invention may operate; however, other implementations are possible.
For example, although WLAN management server 20 is illustrated as being on a
different LAN or LAN segment, it may be co-located with wireless access points 50.
[0016} The wireless access points 50 are operative to wirelessly communicate with
remote wireless client devices 60a, 60b, 60c, and 60d. In one implementation, the
wireless access points 50 implement the wireless network protocol specified in the
IEEE 802.11 WLAN specification. The wireless access points 50 may be
autonomous or so-called “fat” wireless access points, or light-weight wireless access
points operating in connection with a wireless switch (Figure 1B). In addition, the
network infrastructure may also include a Wireless LAN Solution Engine (WLSE)
offered by Cisco Systems, Inc. of San Jose, California or another wireless network

management system. In some implementations, the network infrastructure may
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also include one or more Wireless Control System (WCS) nodes operative to
manage one or more wireless switches and access points. Of course, configuration
and management information can be obtained in a variety of manners without

departing from the scope of the present invention.

B.2. Central Controller
[0017] Figure 1B illustrates a hierarchical wireless network including a central
controller 70, which may be used to implement the central controller 43 of Figure 1
according to one implementation of the present invention. In one implementation,
the central controller 70 may be implemented as a wireless domain server (WDS)
or, alternatively, as a wireless switch. If the central controller 70 is implemented
with a WDS, the central controller 70 is operative to communicate with
autonomous or so-called “fat” wireless access points. If the central controller 70 is
implemented with a wireless switch, the central controller 70 is operative to
communicate with light-weight wireless access points.
[0018] Figure 1C illustrates, for didactic purposes, a hardware system 100, which
may be used to implement a central controller 70 of Figure 1B. As Figure 1C
shows, in one implementation, the central control elements each comprise a switch
function or fabric 102 comprising a network interface 104a (e.g., a Ethernet
adapter) for connection to network 52 and corresponding network interfaces 104b,
104¢c, and 104d. This switch function or fabric 102 is implemented to facilitate
connection to the access elements, a processor 106, a memory 108, one or more
software modules, stored in memory 108, including instructions for performing the
functions described herein, and a system bus 110 operably connecting these
components. The central control elements may optionally include an
administrative network interface 112 allowing for administrative access for such

purposes as configuration and diagnostic access.
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B.2. Location Server

[0019] Figure 2 illustrates for didactic purposes a hardware system 200, which may
be used to implement location server 20 of Figure 1A. The location server 20 is
operative to compute the location of wireless clients based on wireless signal
measurements, such as signal strength measurements, time of arrival
measurements, time difference arrival measurements and the like. In one
implementation, the signal measurements detected by wireless access points are
collected by the wireless network infrastructure and used to compute the location
of the wireless clients. The location server 20 further has access to maps and
wireless access point location information to allow it to compute physical and
access point routes for requesting wireless clients.

[0020] In one implementation, hardware system 200 comprises a processor 202, a
cache memory 204, and one or more software applications and drivers directed to
the functions described herein. Additionally, hardware system 200 includes a high
performance input/output (I/0) bus 206 and a standard I/O bus 208. A host bridge
210 couples processor 202 to high performance I/0 bus 206, whereas I/0 bus bridge
212 couples the two buses 206 and 208 to each other. A system memory 214 and a
network/communication interface 216 couple to bus 206. Hardware system 200
may further include video memory (not shown) and a display device coupled to the
video memory. Mass storage 218 and I/O ports 220 couple to bus 208. Hardware
system 200 may optionally include a keyboard and pointing device (not shown)
coupled to bus 208. Collectively, these elements are intended to represent a broad
category of computer hardware systems, including but not limited to general
purpose computer systems based on the Pentium® processor manufactured by Intel
Corporation of Santa Clara, Calif,, as well as any other suitable processor.

[0021] The elements of hardware system 200 are described in greater detail below.
In particular, network interface 216 provides communication between hardware
system 200 and any of a wide range of networks, such as an Ethernet (e.g., IEEE

802.3) network, etc. Mass storage 218 provides permanent storage for the data and
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programming instructions to perform the above described functions implemented
in the system controller, whereas system memory 214 (e.g., DRAM) provides
temporary storage for the data and programming instructions when executed by
processor 202. I/0 ports 220 are one or more serial and/or parallel communication
ports that provide communication between additional peripheral devices, which
may be coupled to hardware system 200.

[0022] Hardware system 200 may include a variety of system architectures; and
various components of hardware system 200 may be rearranged. For example,
cache 204 may be on-chip with processor 202. Alternatively, cache 204 and
processor 202 may be packed together as a “processor module,” with processor 202
being referred to as the “processor core.” Furthermore, certain implementations of
the present invention may not require nor include all of the above components. For
example, the peripheral devices shown coupled to standard I/O bus 208 may couple
to high performance I/O bus 206. In addition, in some implementations only a
single bus may exist with the components of hardware system 200 being coupled to
the single bus. Furthermore, hardware system 200 may include additional
components, such as additional processors, storage devices, or memories.

[0023] As discussed above, in one embodiment, the operations of the location server
20 described herein are implemented as a series of software routines run by
hardware system 200. These software routines comprise a plurality or series of
instructions to be executed by a processor in a hardware system, such as processor
202. Initially, the series of instructions are stored on a storage device, such as
mass storage 218. However, the series of instructions can be stored on any suitable
storage medium, such as a diskette, CD-ROM, ROM, etc. Furthermore, the series
of instructions need not be stored locally, and could be received from a remote
storage device, such as a server on a network, via network/communication interface
216. The instructions are copied from the storage device, such as mass storage 218,

into memory 214 and then accessed and executed by processor 202.
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[0024] An operating system manages and controls the operation of hardware

system 200, including the input and output of data to and from software
applications (not shown). The operating system provides an interface between the
software applications being executed on the system and the hardware components
of the system. According to one embodiment of the present invention, the operating
system is the Windows® 95/98/NT/XP operating system, available from Microsoft
Corporation of Redmond, Wash. However, the present invention may be used with
other suitable operating systems, such as the Apple Macintosh Operating System,
available from Apple Computer Inc. of Cupertino, Calif., UNIX operating systems,
LINUX operating systems, and the like.

B.3. Wireless Access Point
[0025] Figure 3 illustrates for didactic purposes a hardware system 300, which may
be used to implement a wireless access point 50 of Figure 1A. In one
implementation, the wireless access point 300 comprises a processor 310, a memory
312, a network interface 314 (e.g., an 802.3 interface) for communication with a
LAN, a cache 316 for storing WLAN information, a persistent memory 318, a
wireless network interface 320 (e.g., an IEEE 802.11 WLAN interface) for wireless
communication with one or more wireless clients 60, and a system bus 322
interconnecting these components. The wireless access points 50 may also include
software modules (including Dynamic Host Configuration Protocol (DHCP) clients,
transparent bridging, Lightweight Access Point Protocol (LWAPP), Cisco®
Discovery Protocol (CDP) modules, wireless access point modules, Simple Network
Management Protocol (SNMP) functionality, etc., and device drivers (e.g., network
and WLAN interface drivers) stored in persistent memory 318 (e.g., a hard disk
drive, flash memory, etc.). At start up, these software components are loaded into

system memory 312 and then accessed and executed by processor 310.
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B.4. Wireless Client
[0026] Figure 4 illustrates for didactic purposes a hardware system 400, which may
be used to implement a wireless client 60 of Figure 1A. In one embodiment,
hardware system 400 includes a processor 402 and a cache memory 404 coupled to
each other as shown. Additionally, hardware system 400 includes a high
performance input/output (I/O) bus 406 and a standard I/O bus 408. A host bridge
410 couples processor 402 to high performance I/O bus 406, whereas an I/O bus
bridge 412 couples the two buses 406 and 408 to each other. A wireless network
interface 424, a system memory 414, and a video memory 416 couple to bus 406. In
turn, a display device 418 couples to video memory 416. A mass storage 420, a
keyboard and pointing device 422, and I/O ports 426 couple to bus 408.
Collectively, these elements are intended to represent a broad category of computer
hardware systems, including but not limited to general purpose computer systems
based on the Pentium® processor manufactured by Intel Corporation of Santa
Clara, Calif., as well as any other suitable processor.
[0027] The elements of hardware system 400 are described in greater detail below.
In particular, wireless network interface 424 provides communication between
hardware system 400 and any of a wide range of wireless networks, such as a
WLAN (i.e., IEEE 802.11), WiMax (i.e., IEEE 802.16), Cellular (e.g., GSMA), etc.
Mass storage 420 provides permanent storage for the data and programming
instructions to perform the above described functions implemented in the system
controller, whereas system memory 414 (e.g., DRAM) is used to provide temporary
storage for the data and programming instructions when executed by processor
402. 1/0 ports 426 are one or more serial and/or parallel communication ports that
provide communication between additional peripheral devices, which may couple to
hardware system 400.
[0028] Hardware system 400 may include a variety of system architectures; and
various components of hardware system 400 may be rearranged. For example,

cache 404 may be on-chip with processor 402. Alternatively, cache 404 and

10
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processor 402 may be packed together as a “processor module,” with processor 402
being referred to as the “processor core.” Furthermore, certain implementations of
the present invention may not require nor include all of the above components. For
example, the peripheral devices shown coupled to standard I/O bus 408 may couple
to high performance I/O bus 406. In addition, in some implementations only a
single bus may exist, with the components of hardware system 400 being coupled to
the single bus. Furthermore, hardware system 400 may include additional
components, such as additional processors, storage devices, or memories.

[0029] In one embodiment, the operations of wireless client-side functionality are
implemented as a series of software routines run by hardware system 400. These
software routines, which can be embodied in a wireless network interface driver,
comprise a plurality or series of instructions to be executed by a processor in a
hardware system, such as processor 402. Initially, the series of instructions are
stored on a storage device, such as mass storage 420. However, the series of
instructions can be stored on any suitable storage medium, such as a diskette, CD-
ROM, ROM, etc. Furthermore, the series of instructions need not be stored locally,
and could be received from a remote storage device, such as a server on a network,
via network/communication interface 424. The instructions are copied from the
storage device, such as mass storage 420, into memory 414 and then accessed and
executed by processor 402. In alternate embodiments, the present invention is
implemented in discrete hardware or firmware.

[0030] While Figure 4 illustrates, for didactic purposes, the hardware architecture
of a wireless client according to one implementation of the present invention, the
present invention, however, may be implemented on a wide variety of computer
system architectures, such as dual-mode cellular phones (e.g., cellular plus 802.11
capable devices), wireless VoIP phones, Personal Digital Assistants (e.g., converged
devices which support WLAN data+voice and cellular), Laptop computers, and the
like. An operating system manages and controls the operation of hardware system

400, including the input and output of data to and from software applications (not

11
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shown). The operating system provides an interface, such as a graphical user
interface (GUI), between the user and the software applications being executed on
the system. According to one embodiment of the present invention, the operating
system is the Windows® 95/98/NT/XP operating system and/or Windows® CE
(WinCE) operating system, available from Microsoft Corporation of Redmond,
Wash. However, the present invention may be used with other suitable operating
systems, such as the Apple Macintosh Operating System, available from Apple
Computer Inc. of Cupertino, Calif., UNIX operating systems, LINUX operating

systems, Symbian operating systems, and the like.

C. Physical and Wireless Access Point Routes

[0031] As describe above, in one implementation, the wireless network
infrastructure generates and transmits directions to a wireless client, where the
directions include both a physical route and a wireless access point route. As
described below in connection with Figure 5, the location server 20 computes the
physical route and the wireless access point route based on a current location that
location server 20 estimates and based on a destination that the wireless client 60
provides in a direction request. In one implementation, the location server 20 may
provide the directions in a one-time route work flow or as a part of a route update
service, both of which are described below in connection with Figure 5.

[0032] In one implementation, a wireless client 60 transmits a direction request to
the location server 20 via the wireless network (e.g., via a wireless access point 50
and a central controller 70). In one implementation, wireless client 60 sends the
direction request in a unicast wireless management frame to wireless access point
50 to which wireless client 60 is currently associated. The wireless access point 50
and/or the central controller 70 can be configured to recognize the direction request
and forward it to the location server 20. In another implementation, the wireless
network can advertise the network address of location server 20 in wireless

management frames, such as beacon frames. In such an implementation, wireless

12
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client 60 may transmit a direction request to the location server 20 using this
network address. Accordingly, the direction request can be a link layer or network
layer message transmitted to a corresponding node in, or supporting, the wireless
network infrastructure. In addition, the direction request and response can be
integrated into WLAN protocols. For example, the direction request can be
appended as an information element to an authentication or association (or other
wireless management frame). In one implementation, the direction request
includes a physical reference to a destination, and requests the wireless network
infrastructure to provide path information to that destination. In one
implementation, the physical reference may be defined in an XML format as
defined by the Internet Engineering Task Force IETF) Geopriv working group, for
example. The specific protocol that the wireless client uses to transmit the
direction request may vary depending on the specific implementation. Exemplary
protocols may include Inter-Access Point Protocol (IAPP) and Cisco Compatible
Extensions (CCX) Protocol. Wireless access point 50 then forwards the direction
request to central controller 70. In one implementation, central controller 70 may
apply a security policy to allow or drop the direction request. For example, in one
implementation, central controller 70 may verify the security credentials of
wireless client 60 and/or determine whether wireless client 60 is blacklisted.

[0033] As indicated above, in one implementation, the wireless client may provide a
destination in the destination request. Alternatively, in another implementation,
central controller 70 may access a cache of local destinations to determine whether
the destination of the wireless client is already stored. In one implementation, the
destination may include a building number (e.g., Building 15), a floor number (e.g.,
3th floor), an X-Y coordinate relative to a given point (e.g., X=100 feet, Y=175fcet),
the destination wireless access point to which the wireless client will connected,
ete. If so, central controller 70 includes the destination in the destination request
to be sent to location server 20 for route computations. In one implementation, if

central controller 70 has not found the destination in the local cache, central
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controller 70 includes information in the destination request, which may be used to
compute routes. Such information may include, for example, the original
destination XML of the wireless client, the MAC address of the wireless client,
and/or a set of RSSI signal measurements for the wireless client. A variety of
caching algorithms can be used to clear expired or older entries from the cache. In
some implementations, the central controller 70 may also append the current
location of the wireless client. For example, if the wireless client is associated with
an access point known to be at an ingress/egress point of a building, the central
controller 70 can append or include a current location corresponding to the
ingress/egress point to the direction request.
[0034] As described in more detail below, in one implementation, in response to the
direction request, location server 20 provides direction information to wireless
client 60 based on the current location and destination. In one implementation, the
direction information may include a current location, a physical route, and a
wireless access point route.
[0035] Figure 5A is a flow chart illustrating a process flow, according to one
implementation of the present invention, implemented at a location server 20. As
Figure 5 shows, after location server 20 receives a direction request (502), the
location server 20 determines whether the direction request includes a subscription
to a route update service (504). If not, location server 20 performs a one-time route
work flow (506). If the wireless client subscribes to a route update service, the
location server adds the wireless client to a route update service (507) and then
performs the one-time route work flow (506).

C.1. One-Time Route Work Flow
[0036] As Figure 5A illustrates, the location server estimates the current location of
wireless client 60 (508). In one implementation, the current location may include a
building number (e.g., Building 14), a floor number (e.g., 4th floor), an X-Y
coordinate relative to a given point (e.g., X=200 feet, Y=150feet), the current

wireless access point the wireless client is connected to, etc. In one
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implementation, central controller 70 gathers location-related data for the wireless
client, such as signal strength or other information detected by one or more
wireless access points, and transmits the location-related data to the location
server 20, which then computes the current location of wireless client 60. In one
implementation, central controller 70 requests the location data from wireless
client 60. For example, the location data may include the signal strength, observed
by the wireless client, of transmissions by one or more wireless access points 50 of
the wireless network infrastructure. In another implementation, the location data
may include signal information (e.g., signal strength of the client as measured by
the infrastructure) obtained by one or more wireless access points 50 of the
wireless network infrastructure. In some implementations, central controller 70
(or some other element of the wireless network infrastructure) may direct the
wireless client to transmit a series of frames on one or more selected operating
channels to allow one or more wireless access points 50 of the wireless network
infrastructure to detect the signal of the wireless client. In one implementation,
the location data may include measurement information such as received signal
strength information or other location measurement information (e.g., Time of
Arrival (TOA) or Time Difference of Arrival (TDOA) information). As discussed
above, the location-related data may be based on the access point to which the
wireless client is associated. Central controller 70 then forwards the collected
location data to the location server.

[0037] After location server 20 estimates the current location of wireless client 60
(or uses a current location identified in the direction request), location server 20
determines a physical route (based on the current location the destination) and
determines a wireless access point route based on the physical route (510). The
determination of the physical and wireless access point routes is described below in
connection with Figures 6 and 7. Location server 20 then transmits the physical

and wireless access point routes to wireless client 60 (512).
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C.2. Route Update Service
[0038] Figure 5B is a flow chart illustrating a process flow, according to another
implementation of the present invention, implemented at a location server. As
describe above, after location server 20 receives the direction request (502), if
wireless client 60 has requested a route update subscription (504), location server
20 adds the wireless client 60 to a route update service list (507) (in one
implementation, setting a timer or generating a time stamp that may be used in
the route update service process). As Figure 5B shows, for each wireless client on
the route update service list (524), location server 20 estimates the current location
(526). In one implementation, the current location may include a building number
(e.g., Building 14), a floor number (e.g., 4th floor), an X-Y coordinate relative to a
given point (e.g., X=200 feet, Y=150feet), the current wireless access point the
wireless client is connected to, etc. Location server 20 then determines whether an
update event has occurred (528). In one implementation, an update event may be
the occurrence of a threshold time period and/or a minimum distance traveled. In
one implementation, for update route workflows, the threshold time period may be
every T seconds (e.g., every 10 seconds), and the minimum distance traveled may
be every X meters (e.g., every 2 meters). If no update event has occurred, location
server 20 waits for a preset time (Delay T) (530) before estimating the current
location of a given wireless client again. Accordingly, location server 20
periodically updates the current location of each wireless client based on update
events. If an update event has occurred, location server 20 determines a physical
route based on the current location and destination and determines a wireless
access point route based on the physical route (532). Accordingly, as wireless client
60 progresses towards (or away from) the destination, location server 20 provides
updated location and route information to wireless client 60. In one
implementation, location server 20 may provide specific roaming instructions (e.g.,
“move towards the left side of the floor by 190 feet for 5 minutes, enter the stairs,

and then go down to the second floor,” etc.). The determination of the physical and
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wireless access point routes is described below in connection with Figures 6 and 7.
Location server 20 then transmits the physical and wireless access point routes to
the wireless client (534) and waits for the preset time (Delay T) before estimating
the current location of the wireless client again (526).

[0039] As a result of the workflow described above, the location server 20 tracks the
location of the wireless client and provides a new current location, physical route,
and wireless access point route periodically and/or after the wireless client changes
location on route to the destination.

[0040] In one implementation, location server 20 may remove a given wireless
client from the update service list upon an explicit command from the wireless
client or upon detection of a particular condition such as when the wireless client
reaches the destination (e.g., current location = destination) or if the wireless client

1s undetected after a particular time period.

D. Computation of the Wireless Access Point Route

[0041] Figure 6 is a diagram of a floor plan showing a physical route and a wireless
access point route, according to one implementation of the present invention. As
Figure 6 illustrates, wireless access points (indicated by boxes) are deployed on a
floor 602 of a building. In one implementation, the wireless network infrastructure
provides a physical route 604 from a current location “A” to a destination “B.” The
wireless network infrastructure also provides a wireless access point route
(indicated by marked boxes and reference numbers 50a-50g).

[0042] In one implementation, the physical route may be a walk path and the
wireless access point may be the set of nearby wireless access points that would
maintain wireless connectivity along the physical route. In one implementation,
the wireless access point route would be a set of MAC addresses that the wireless
client would use to direct roaming. For example, if the destination “B” were
requested, the location server 20 provides the wireless client with the physical

route (i.e., walk path), wireless access point route, optional distances and time
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estimates, etc. As described above, in one implementation, the current location
may include a building number (e.g., Building 14), a floor number (e.g., 4th floor),
an X-Y coordinate relative to a given point (e.g., X=200 feet, Y=150feet), the current
wireless access point the wireless client is connected to, etc.

[0043] In one implementation, to help calculate the routes, location server 20 may
be preconfigured with the physical layout of one or more physical regions (e.g.,
buildings, campuses, etc.). For example, physical obstructions (e.g., walls,
windows, etc.), stairs, and elevators may be configured in the physical layout to
allow the location server 20 to compute the physical routes to various destinations.
[0044] Figure 7 is a flow chart illustrating a process flow, according to one
implementation of the present invention, implemented at a location server to
determine a physical route and a wireless access point route. Referring to both
Figures 6 and 7, location server 20 determines the physical route (702). As
described above, the physical route is based on the current location of the wireless
client and the destination. As Figure 7 shows, the physical route 604 provides a
physical path from the current location A to the destination B, where the physical
route 604 may vary depending on physical obstacles (e.g., walls) or other policy
considerations (e.g., unauthorized zones). For ease of illustration, only one floor is
shown in Figure 7. In other implementations, the physical route may span
multiple floors in multiple buildings.

[0045] In one implementation, location server 20 then lists and orders the wireless
access points along the physical route 604 (e.g., wireless access points 50a, 50b,
50c, 50d, 50e, 50f, and 50g). In one implementation, the location server 20 may
utilize an algorithm (e.g., a closest-to algorithm) to determine the wireless access
points that are within maximum distance (or minimum signal strength coverage)
from the physical route 604 using a radio-frequency coverage map or other suitable
means. In one implementation, location server 20 lists the Media Access Control
(MAC) address of the identified wireless access points, current RF channels of the

wireless access points, etc. In one implementation, if more than one wireless access
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point is in close proximity to the physical route 604, location server 20 may choose
one of the wireless access points. Alternatively, the location server may list all of
the wireless access points and designate one wireless access point as a primary
wireless access point and designate the others as alternatives.
[0046] In one implementation, after location server 20 computes the physical and
wireless access point routes, location server 20 transmits a destination response to
central controller 70 (or directly to the wireless client). In one implementation,
location server 20 formats the destination response in a particular extensible mark-
up language (XML) format if the wireless client requests the format. In one
implementation, location server 20 may also provide annotated images (JPEG,
GIF, etc.) with the directions. Central controller 70 then transmits a unicast
response to the wireless client with the response content. In some
implementations, the Inter Access Point Protocol (IAPP) and/or Cisco Compatible
Extensions (CCX) protocol may be used. After wireless client 60 receives the
destination response, wireless client 60 may then store the location and destination
information (physical and wireless access point routes) in a manner accessible to a
wireless client application of the wireless client that requested path information.
In one implementation, the wireless client application may display the location and
direction information to a user.

D.1. Coverage Policies
[0047] In one implementation, location server 20 may determine whether any
coverage holes exist along the physical route. A coverage hole may be based on
radio frequency (RF) attributes (e.g., signal strength). In one implementation, if
any coverage holes exist, in one implementation, location server 20 may determine
the physical and wireless access point routes accordingly to avoid known coverage
holes and may include a coverage hole notiﬁcatior} in the direction response

provided to a given wireless client.
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D.2. Security Policies
[0048] In some implementations, location server 20 may apply policy considerations
when determining the physical route. For example, location server 20 may first
determine the credentials of or black lists including a given wireless client and
then determine the physical and wireless access point routes accordingly. If a
wireless client is not authorized to enter one or more particular zones, location

server 20 may compute the physical and wireless access point routes accordingly.

E. Pre-Allocation Policies

[0049] In one implementation, the driver of the wireless client may further
facilitate roaming by using the route information to pre-allocate wireless network
resources along the route. For example, as a wireless client roams, the wireless
client may utilize the access point route information (physical and wireless access
point routes) to reserve or “pre-allocate” resources (e.g., security and QoS
resources) of one or more wireless access points in the wireless network. Pre-
allocating resources optimizes transitions, as the receiving wireless access points
already have resources reserved or pre-allocated for the wireless client before the
wireless client arrives. Roaming standards such as IEEE 802.11k and 802.11r
allow for a wireless client to acquire information about network capabilities
through radio measurements, through potential roaming neighboring basic service
set identifiers (BSSIDs), and ultimately through the pre-allocation of required
services.

[0050] The present invention has been explained with reference to specific
embodiments. For example, while embodiments of the present invention have been
described as operating in connection with IEEE 802.11 networks, the present
invention can be used in connection with any suitable wireless network
environment. Other embodiments will be evident to those of ordinary skill in the
art. It is therefore not intended that the present invention be limited, except as

indicated by the appended claims.
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CLAIMS

What is claimed is:

1. Logic for obtaining route information, the logic encoded in one or more media for
execution and when executed operable to:

transmit a direction request identifying a destination in a physical region;
and

receive a direction response, wherein the direction response comprises
physical route information and wireless access point route information to the

destination.

2. The logic of claim 1 wherein the direction request includes a direction update

request.
3. The logic of claim 1 wherein the logic is further operable to use the wireless

access point route information in the direction response when roaming between

wireless access points.

4. The logic of claim 3 wherein the logic is further operable to establish pre-

allocations with one or more wireless access points on a route list.

5. The logic of claim 1 wherein the physical route information comprises a map of

at least a portion of the physical region.

6. The logic of claim 1 wherein the logic is further operable to display the physical

route information to a user.

7. The logic of claim 1 wherein the logic is further operable to receive direction

updates.
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8. The logic of claim 1 wherein the physical route information and the wireless
access point route information are based at least in part on one or more of coverage

hole policies and security policies.

9. A wireless client comprising:

one or more processors;

a memory;

a wireless network interface; and

one or more modules, physically stored in the memory, comprising
instructions operable to cause the one or more processors and the wireless client to:

transmit a direction request identifying a destination in a physical region;
and

receive a direction response, wherein the direction response comprises
physical route information and a wireless access point route information to the

destination.

10. The wireless client of claim 9 wherein the direction request includes a direction

update request.

11. The wireless client of claim 9 wherein the one or more modules further
comprise instructions operable to cause the one or more processors and the wireless
client to use the wireless access point route information in the direction response

when roaming between wireless access points.

12. The wireless client of claim 11 wherein the one or more modules further
comprises instructions operable to cause the one or more processors and the
wireless client to establish pre-allocations with one or more wireless access points

on a route list.
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13. The wireless client of claim 9 wherein the physical route information comprises

a map of at least a portion of the physical region.

14. The wireless client of claim 9 wherein the one or more modules further
comprises instructions operable to cause the one or more processors and the

wireless client to display the physical route information to a user.

15. The wireless client of claim 9 wherein the one or more modules further
comprises instructions operable to cause the one or more processors and the

wireless client to receive direction updates.

16. The wireless client of claim 9 wherein the physical route information and the
wireless access point route information are based at least in part on one or more of

coverage hole policies and security policies.

17. A method for obtaining route information comprising:

transmitting a direction request identifying a destination in a physical
region; and

receiving a direction response, wherein the direction response comprises
physical route information and a wireless access point route information to the

destination.

18. The method of claim 17 wherein the direction request includes a direction

update request.

19. The method of claim 17 further comprising using the wireless access point
route information in the direction response when roaming between wireless access

points.

23



WO 2007/143338 PCT/US2007/068835

20. The method of claim 19 further comprising establishing pre-allocations with

one or more wireless access points on a route list.

21. The method of claim 17 wherein the physical route information comprises a

map of at least a portion of the physical region.

22. The method of claim 17 further comprising displaying the physical route

information to a user.

23. The method of claim 17 further comprising receiving direction updates.

24. The method of claim 17 wherein the physical route information and the
wireless access point route information are based at least in part on one or more of

coverage hole policies and security policies.

25. Logic for providing route information, the logic encoded in one or more media
for execution and when executed operable to:
receive a direction request identifying a destination in a physical region;
estimate a current location of a wireless client;
determine physical route information based on the current location;
determine a wireless access point route information to the destination based
on the physical route information; and
transmit a direction response, wherein the direction response comprises the

physical route information and the wireless access point route information.

26. The logic of claim 25 wherein the logic is further operable to identify the

wireless access points based on their proximity to the physical route.
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27. The logic of claim 25 wherein the logic is further operable to determine

whether a subscription exists.

28. The logic of claim 25 wherein the update event comprises one or more of a
predetermined time period, a predetermined distance that the wireless client has

traveled, and a network reconfiguration.

29. The logic of claim 25 wherein the logic is further operable to:
determine coverage hole information; and

include a coverage hole notification in the direction response.

30. The logic of claim 25 wherein the logic is further operable to:

determine credential and black list information associated with the wireless
client; and

if a wireless client is not authorized to enter one or more particular zones,
determine physical route information based at least in part on the credential and

black list information.

31. The logic of claim 25 wherein the physical route information and the wireless
access point route information are based at least in part on one or more of coverage

hole policies and security policies.

32. An apparatus comprising:

one Or more processors;

a memory;

a network interface; and

one or more modules, physically stored in the memory, comprising
instructions operable to cause the one or more processors and the wireless network

server to:
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receive a direction request identifying a destination in a physical region;

estimate a current location of a wireless client;

determine physical route information based on the current location;

determine a wireless access point route information to the destination based
on the physical route information; and

transmit a direction response, wherein the direction response comprises the

physical route information and the wireless access point route information.

33. The wireless network server of claim 32 wherein, to determine the wireless

access point route information, one or more modules further comprises instructions

operable to cause the one or more processors and the wireless network server to:
identify the wireless access points based on their proximity to the physical

route.

34. The wireless network server of claim 32 wherein the one or more modules
further comprises instructions operable to cause the one or more processors and the

wireless network server to determine whether a subscription exists.

35. The wireless network server of claim 32 wherein the update event comprises
one or more of a predetermined time period, a predetermined distance that the

wireless client has traveled, and a network reconfiguration.

36. The wireless network server of claim 32 wherein, to determine physical route
information, the one or more modules further comprises instructions operable to
cause the one or more processors and the wireless network server to:

determine coverage hole information; and

include a coverage hole notification in the direction response.
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37. The wireless network server of claim 32 wherein, to determine physical route
information, the one or more modules further comprises instructions operable to
cause the one or more processors and the wireless network server to:

determine credential and black list information associated with the wireless
client; and

if a wireless client is not authorized to enter one or more pafticular zones,
determine physical route information based at least in part on the credential and

black list information.

38. The wireless network server of claim 32 wherein the physical route
information and the wireless access point route information are based at least in

part on one or more of coverage hole policies and security policies.

39. A method for providing route information, the method comprising:
receiving a direction request identifying a destination in a physical region;
estimating a current location of a wireless client;
determining physical route information based on the current location;
determining a wireless access point route information to the destination
based on the physical route information; and
transmitting a direction response, wherein the direction response comprises

the physical route information and the wireless access point route information.

40. The method of claim 39 further comprising identifying the wireless access

points based on their proximity to the physical route.

41. The method of claim 39 further comprising determining whether a subscription

exists.
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42. The method of claim 39 wherein the update event comprises one or more of a
predetermined time period, a predetermined distance that the wireless client has

traveled, and a network reconfiguration.

43. The method of claim 39 further comprising:
determining coverage hole information; and

including a coverage hole notification in the direction response.

44. The method of claim 39 further comprising:

determining credential and black list information associated with the
wireless client; and

if a wireless client is not authorized to enter one or more particular zones,
determining physical route information based at least in part on the credential and

black list information.

45. The method of claim 39 wherein the physical route information and the
wireless access point route information are based at least in part on one or more of

coverage hole policies and security policies.

46. A system for providing route information, the system comprising:

a wireless client operable to transmit a direction request identifying a
destination in a physical region; and

an apparatus operable to receive the direction request, estimate a current
location of a wireless client, determine physical route information based on the
current location, determine a wireless access point route information to the
destination based on the physical route information, and transmit a direction
response to the wireless client, wherein the direction response comprises the

physical route information and the wireless access point route information.
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47. The system of claim 46 wherein the physical route information comprises a

map of at least a portion of the physical region.

48. The system of claim 46 wherein the apparatus is further operable to identify

the wireless access points based on their proximity to the physical route.

49. The system of claim 46 wherein the physical route information and the

wireless access point route information are based at least in part on one or more of

coverage hole policies and security policies.
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