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MULTI-PROTOCOL I/0 INTERCONNECT TIME SYNCHRONIZATION

Technical Field

Embodiments of the present disclosure relate generally to multi-protocol tunneling

across amulti-protocol /O interconnect of a computer apparatus.
Background

Conventional computer platform architectures include avariety of host controllers to
implement anumber of different types of 1/0 between computer platforms and peripheral
devicesthat are connected to the platforms, and these computer platforms generally include
protocol-specific connection interfaces that connect to the peripheral devices via protocol-
specific plugs and cables. For example, acomputer may include one or more of a USB-
specific controller that connects to aperipheral device via aUSB-specific connection
interface, a display-specific controller (e.g., DisplayPort) that connects to aperiphera device
via a display-specific connection interface, a PCl Express®-controller that connectsto a
peripheral device via aPCl Express®-specific connection interface, and so on.

Brief Description of the Drawings

Embodiments of the present disclosure will be described by way of example
embodiments, but not limitations, illustrated in the accompanying drawings in which like
references denote similar elements, and in which:

FIG. 1describes acomputer apparatus including a multi-protocol tunneling 1/0
interconnect, in accordance with various embodiments of the present disclosure.

FIG. 2 describes a computer system including a multi-protocol tunneling 1/0
interconnect, in accordance with various embodiments of the present disclosure.

FIG. 3 describes a switching fabric of a multi-protocol tunneling 1/0 interconnect, in
accordance with various embodiments of the present disclosure.

FIG. 4 describes aprotocol stack for amulti-protocol interconnect architecture of an
I/0 complex, in accordance with various embodiments of the present disclosure.

FIG. 5 describes an implementation of a protocol stack for a multi-protocol
interconnect architecture of an 1/0 complex, in accordance with various embodiments of the
present disclosure.

FIG. 6A describes aphysical topology of adomain of switches, and FIG. 6B describes
an embodiment of a spanning tree for managing the domain of FIG. 6A, in accordance with

various embodiments of the present disclosure.
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FIG. 7 describes a spanning tree in a domain, in accordance with various embodiments
of the present disclosure.

FIG. 8 describes aformat of aroute string for routing configuration packets in a
domain, in accordance with various embodiments of the present disclosure.

FIG. 9 describes aformat of atopology ID configuration register, in accordance with
various embodiments of the present disclosure.

FIG. 10 describes connections that may be established between multiple domains, in
accordance with various embodiments of the present disclosure.

FIG. 11 describes amulti-protocol tunneling 1/O complex and interconnect, in
accordance with various embodiments of the present disclosure.

FIG. 12 describes a multi-protocol tunneling I/O complex and interconnect, in
accordance with various embodiments of the present disclosure.

FIG. 13 describes adevice (e.g., aperipheral device) including a multi-protocol
tunneling 1/0 interconnect connected with a multi-protocol tunneling 1/0 interconnect, both
in accordance with various embodiments of the present disclosure.

FIG. 14 describes an architecture for mapping a DisplayPort stream over a multi-
protocol switching fabric, in accordance with various embodiments of the present disclosure.

FIG. 15 describes a structure of a scan line and the packetization performed by the
DisplayPort IN adapter, in accordance with various embodiments of the present disclosure.

FIG. 16 describes alink initialization sequence of DisplayPort link training, in
accordance with various embodiments of the present disclosure.

FIG. 17 describes an architecture for mapping an HDMI stream over a multi-protocol
switching fabric, in accordance with various embodiments of the present disclosure.

FIG. 18 describes avideo island packet format, in accordance with various
embodiments of the present disclosure.

FIG. 19 describes a data/control island packet format, in accordance with various
embodiments of the present disclosure.

FIG.20 describes atime synchronization hierarchy within asingle domain of switches
of amulti-protocol switching fabric of various 1/0 complexes, in accordance with various
embodiments of the present disclosure.

FIG. 21 describes multiple domains operatively coupled together, in accordance with

various embodiments of the present disclosure.
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FIG. 22 describes amodel of a switch assumed by various embodiments of the time
synchronization protocol.

FIG. 23 describes atimestamp measurement model, in accordance with various
embodiments of the present disclosure.

FIG. 24 describes atime sync packet exchange protocol, which may be used to measure
the time offset between the master and slave clocks, in accordance with various embodi ments
of the present disclosure.

FIG. 25 describes inter-domain time sync protocol, in accordance with various
embodiments of the present disclosure.

FIG. 26 describes atopology for time synchronization, in accordance with various
embodiments of the present disclosure.

FIG. 27 is aflow diagram of amethod for configuring a multi-protocol tunneling 1/0
interconnect, in accordance with various embodiments of the present disclosure.

FIG. 28is aflow diagram of amethod for operating acomputer apparatus including a
multi-protocol tunneling 1/0 interconnect, in accordance with various embodiments of the
present disclosure.

FIG. 29 is aflow diagram of a method for time synchronization of a multi-protocol
interconnect, in accordance with various embodiments of the present disclosure

FIG. 30 describes an article of manufacture having programming instructions
configured to cause an apparatus to practice some or al aspects of multi-protocol tunneling
(of the methods of FIGs. 27-29, for example), in accordance with embodiments of the present
disclosure.

Detailed Description

Various aspects of the illustrative embodiments will be described using terms
commonly employed by those skilled in the art to convey the substance of their work to
others skilled in the art. However, it will be apparent to those skilled in the art that alternate
embodiments may be practiced with only some of the described aspects. For purposes of
explanation, specific numbers, materials, and configurations are set forth in order to provide a
thorough understanding of the illustrative embodiments. However, it will be apparent to one
skilled in the art that alternate embodiments may be practiced without the specific details. In
other instances, well-known features are omitted or ssmplified in order not to obscure the

illustrative embodi ments.
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Further, various operations will be described as multiple discrete operations, inturn, in
amanner that is most helpful in understanding the illustrative embodiments; however, the
order of description should not be construed asto imply that these operations are necessarily
order dependent. In particular, these operations need not be performed in the order of
presentation. Moreover, methods within the scope of this disclosure may include more or
fewer steps than those described.

The phrase "in some embodiments" is used repeatedly. The phrase generally does not

refer to the same embodiments; however, it may. The terms "comprising,” "having,” and
"including” are synonymous, unless the context dictates otherwise. The phrase "A and/or B"
means (A), (B), or (A and B). The phrase "A/B" means (A), (B), or (A and B), similar to the
phrase "A and/or B". The phrase "at least one of A, B and C" means (A), (B), (C), (A and B),
(A and C), (B and C) or (A, B and C). The phrase "(A) B" means (B) or (A and B), that is, A
is optional.

FIG. 1describes acomputer apparatus 100 including a multi-protocol tunneling 1/O
interconnect 108 in accordance with various embodiments. In many embodiments, the
computer apparatus 100 may include one or more processors 102. In different embodiments,
the one or more processors 102 may include one core or multiple cores. In some
embodiments, the apparatus 100 may be a multiprocessor system (not shown) where each of
the processors has one core or multiple cores.

Asshown in FIG. 1, the one or more processors 102 may be operatively coupled to
system memory 104 through one or more links (e.g., interconnects, buses, etc). System
memory 104 may be capable of storing information that the one or more processors 100
utilize to operate and execute programs and operating systems. In different embodiments,
system memory 104 may be any usable type of readable and writeable memory such as a
form of dynamic random access memory (DRAM).

In previoudly implemented computer apparatuses, an I/O link connecting a peripheral
device to acomputer system is protocol-specific with aprotocol-specific connector port that
allows a compatible peripheral device to be attached to the protocol-specific connector port
(i.e., aUSB keyboard device would be plugged into aUSB port, arouter device would be
plugged into aLAN/Ethernet port, etc.) with aprotocol-specific cable. Any single connector
port would be limited to peripheral devices with a compatible plug and compatible protocol.
Once acompatible peripheral device is plugged into the connector port, acommunication link

would be established between the peripheral device and aprotocol-specific controller.
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In the computer apparatus as described in the embodiment shown in FIG. 1, the one or
more processors 102 may be operatively coupled to an 1/O complex 106, which may house
one or more multi-protocol 1/O interconnects 108 configured to control one or more /O links
that allow the one or more processors 102 to communicate with one or more 1/O periphera
devices 110. For providing the multi-protocol capability, at least in part, the 1/O interconnect
108 may include a multi-protocol switching fabric 114 configured to carry multiple 170
protocols. In various embodiments, the multi-protocol switching fabric 114 may comprise a
plurality of cross-bar switches. Examples of I/O peripheral devices 110 may include adisplay
device, akeyboard device, an expansion port, a desktop or mobile computer system, or a
router, among other devices.

A non-protocol-specific connector port 112 may be configured to couple the I/O
interconnect 108 with a connector port (not shown) of the device 110, allowing multiple
device types to attach to the computer system 100 through a single physical connector port
112. Moreover, the 1/O link between the device 110 and the 1/O complex 106 may be
configured to carry multiple 1/O protocols (e.g., PCl Express®, USB, DisplayPort, HDMI®,
etc.) ssimultaneously. Invarious embodiments, the connector port 112 may be capable of
providing the full bandwidth of the link in both directions with no sharing of bandwidth
between ports or between upstream and downstream directions. In various embodiments, the
connection between the I/O interconnect 108 and the device 110 may support electrical
connections, optical connections, or both.

The apparatus 100 may be a stand-alone device or may be incorporated into various
systems including, but not limited to, various computing and/or consumer electronic
devices/appliances, such as desktop computing device, a mobile computing device (e.g., a
laptop computing device, ahandheld computing device, atablet, anetbook, etc.), mobile
phones, smart phones, personal digital assistants, servers, workstations, set-top boxes, digital
reorders, game consoles, digital media players, and digital cameras. A block diagram of an
example system 200 is illustrated in Figure 2. The system 200 may comprise one or more
processor(s) 202, system memory 204, and an I/O complex 206, all operatively coupled by a
bus 115. The I/O complex 206 may include one or more multi-protocol 1/O interconnects
208, each of which include a switching fabric 214 and control one or more 1/O links that
allow the one or more processors 202 to communicate with one or more I/O peripheral
devices 210. In various embodiments, the system 200 may have more or fewer components,

and/or different architectures.
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The system 200 may include communications interface(s) 217 operatively coupled to
the bus 215 to provide an interface for system 200 to communicate over one or more
networks and/or with any other suitable device. The communications interface(s) 217 may
include any suitable hardware and/or firmware. The communications interface(s) 217 for one
embodiment may include, for example, anetwork adapter, awireless network adapter, a
telephone modem, and/or awireless modem. For wireless communications, the
communications interface(s) 217 for one embodiment may include awireless network
interface controller 219 having one or more antennae 22 1to establish and maintain awireless
communication link with one or more components of awireless network. The system 200
may wirelessly communicate with the one or more components of the wireless network in
accordance with any of one or more wireless network standards and/or protocols.

The system 100 may include adisplay device 223, such as, for example, a cathode ray
tube (CRT), liquid crystal display (LCD), light emitting diode (LED), or other suitable
display device, operatively coupled to the bus 215 for displaying information. In various
embodiments, the display device 223 may be a peripheral device interconnected with the
system 200. In various ones of these embodiments, such aperipheral display device may be
interconnected with the 1/0 complex 206 by way of the multi-protocol port 212.

A s described herein, for providing an 1/O interconnect capable of carrying multiple I/O
protocols, one or more of the various I/O interconnects described herein may include, among
other things, amulti-protocol switching fabric 314 comprising aplurality of cross-bar
switches, as shown in FIG. 3. The multi-protocol switching fabric 314 may be similar to other
multi-protocol switching fabrics described herein. In general, the switches 316a, 316b are
devices comprising multiple ports 320s, 320b, 322a with the ability to route a packet from
any input port to any output port. In various embodiments, the switches 316a, 316b may
comprise any number of ports 320s, 320b, 322a, with each additionally including an internal
control port 326a, 326b. The switches 316a, 316b may each optionally include atime
management unit 330a, 330b for use in distributing and synchronizing time throughout the
multi-protocol switching fabric 314, as described more fully herein.

Switch 316amay represent afirst type of switch including null ports 320a configured to
connect to asingle optical or electrical link, while adapter ports 322a may be configured to
connect to one or more mapped /O protocol links. The adapter ports 322a may be used to
connect mapped 1/0 protocol entities to the multi-protocol switching fabric 314. Asused
herein, the term "adapter" may be used to refer to the protocol adaptation function that may
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be built into the switch port to encapsulate the mapped 1/0 protocol packets into 1/0O packets
that flow over the multi-protocol switching fabric 314.

Switch 316b may represent a second type of switch including only null ports 320b (like
null ports 320a) configured to connect to asingle optical or electrical link.

Although the switches 316a, 316b depicted in FIG. 3 each include four adapter ports
322a and four null ports 320a, 320b, the actual number of ports 320a, 320b, 322a may be
fewer or more than that shown. In order to provide connectivity between switches 3163,
316b, a switch implementation generally minimally includes either at least one null port and
a least one adapter port, or at least two null ports.

In various embodiments, the multi-protocol switching fabric 314 may comprise one or
more of the first type of switches 316a and one or more of the second type of switches 316b.

For implementing various multi-protocol tunneling between adapter ports of a
switching fabric within the scope of the present disclosure, aconnection manager (not
illustrated) may beprovided. The connection manager may be implemented in software,
firmware, as logic within an 1/O complex, aspart of a system BIOS, or within an operating
system running on acomputer apparatus or system in which the I/O complex is included.

An example protocol stack for the multi-protocol interconnect architecture of an 1/0
complex is shown in FIG. 4. The electrical and optical sublayers, the logical sublayer, the
transport layer, and the frame layer may define the base multi-protocol interconnect
architecture of the 1/0 complex, in which the physical layer comprises the electrical, optical,
and logical sublayers. The mapped protocol layers may describe the mapping of the specific
[/O protocols onto the multi-protocol interconnect architecture.

In various embodiments, and with reference to FIG. 3 and FIG. 4, the transport layer
may be implemented by all ports 320a, 320b, 322a of the switches 316a, 316b of the multi-
protocol switching fabric 314, the physical layer may be implemented by all null ports 3203,
320b, and the adapter ports 322a may implement a single mapped protocol layer or the frame
layer.

An example implementation of the protocol layering is shown in FIG. 5. Inthe example
shown, two protocols are implemented using switches 516a, 516b, 516¢, 516d. Each of the
switches 516a, 516b, 516¢, 516d include control ports 526a, 526b, 526¢, 526d, and time
management units 530a, 530b, 530c, 530d.

As shown, the adapter ports 522al, 522c implement afirst protocol layer (or frame
layer) "protocol 1," and adapter ports 522a2, 522d implement a second protocol layer (or
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frame layer) "protocol 2." All ports implement the transport layer, while the physical layer is
implemented by all null ports 520a, 520b, 520c, 520d.

Assuch, alink (e.g., link 532) between ports of switches may effectively be shared by
multiple paths traversing the fabric between adapter ports of the multi-protocol switching
fabric. In various embodiments, the multi-protocol interconnect architecture may be
connection-oriented such that apath is configured end-to-end before data transfer takes place.
The path may traverse one or more links through the multi-protocol switching fabric, and
each hop, the path may be assigned alocally unique identifier that may be carried in the
header of all the packets that are associated with the path. In various embodiments, packets
belonging to the path may not be reordered within the multi-protocol switching fabric. Buffer
allocation (flow control) and Quality of Service may be implemented on aper-path basis. As
such, apath may provide virtual-wire semantics for amapped 1/0 protocol across the multi-
protocol switching fabric.

In various embodiments, the physical topology of acollection of switches (a domain)
may be an arbitrarily interconnected graph. FIG. 6A shows an example of aphysical topology
of adomain of switches 1-6. It should be noted that a domain is a management concept rather
than an operational one. In various embodiments, aconnection manager, as described earlier,
may configure the domains of a switching fabric. For further management purposes, a multi-
protocol apparatus may be configured to create a spanning tree (by way of the connection
manager, for example). FIG. 6B shows an example spanning tree created for managing the
domain of FIG. 6A inwhich the switch 1at the top of the spanning tree may be referred to as
the root switch. It is noted that a spanning tree may include any suitable number of levels. In
various embodiments, the maximum number of levels of the spanning tree may be seven.

FIG. 7 shows an example of a spanning tree in adomain. Also shown are example
assignments of unique topology IDs to each of the switches in the domain. For example,
switch Jhas atopology ID of 0,4,1,1,2,1,8. Invarious embodiments, unique topology IDs
may be assigned to every switch of a domain and each topology ID may represent the
position of the switch within the spanning tree of the domain. In various embodiments, the
assignment of the topology 1Ds may be done by the connection manager during initialization
in which the domains may be created by enumerating the switches that are reachable and the
topology IDs may be assigned for each switch.

Asshown in FIG. 7, the domain includes seven levels (levels 0-6), and the topology

IDs of each of the switches are sequences of seven port numbers representing the egress ports
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a each level of the tree on the path, from the root switch to itself. Thetopology ID of a
switch a adepth of X (where X isfrom 0to 6 in this example) may contain anon-zero port
number for levels 0to X-1. The port number a depth X may be 0 denoting the control port of
the switch a depth X . The port numbers from depth X+l to 6 may betreated as "don't care"
and may beset a 0. Thus, in the example shown, the control port a the root switch has a
topology 1D of 0,0,0,0,0,0.

In various embodiments, the routing of configuration packets flowing downstream (in
relation to the spanning tree) may be based on the topology 1D of the target switch. The
configuration packets may be routed in the transport layer packet header. In various
embodiments, configuration packets flowing upstream may not use the topology 1D and may
simply be forwarded over the upstream port of each switch. Typically, every configuration
packet carries aroute string included in its payload. An example format of the route string is
shown in FIG. 8. As shown, the route string may essentially bethe topology ID of the switch
to which the configuration request is sent or from which the configuration response
originates. The MSB bit (CM bit) of the route string may be set to 0 when the configuration
message is flowing downstream (from the connection manager to the switch) and set to 1if
the message is flowing in the upstream direction.

In various embodiments, each switch may be configured with its topology ID and its
level in the spanning tree by the connection manager. Each switch may also be configured
with the port number that points upstream to the connection manager of the domain either
through hardware strapping or other ssmilar mechanisms. In various embodiments, the
topology 1D, depth (in the tree), and upstream facing port may be configuration registers in
the switch configuration space of every switch that are initialized by the connection manager
during enumeration. An example format of the topology ID configuration register is shown in
FIG. 9. For the illustrated example, the MSB of the topology 1D may be avalid flag, which
may be set to 0 on reset and set to 1by the connection manager when the topology ID is
initialized. The reserved bits of the topology ID may be set to 0.

Configuration packets flowing down the tree may be routed by the control port of a
switch in accordance with one or more rules. For example, in various embodiments, the
control port of the switch may be required to extract the port from the route string that
corresponds to its configured level in the tree. In various embodiments, if the port is 0, the
control port may be required to consume the packet. In various embodiments, if the port is

non-zero, the control port may be required to forward the packet over the switch port that
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matches the port extracted from the route string. In various embodiments, configuration
packets flowing up the spanning tree may simply be forwarded over the configured upstream
facing port.

Multiple domains may interconnected in various embodiments. FIG. 10 shows example
connections that may be established between multiple domains. As shown, switches 1-6 of
Domain 1 may be interconnected with switches A-E of Domain 2.

In various embodiments, inter-domain links may be discovered either when the
connection manager performs the initial discovery of the topology following power-on or by
processing ahot-plug event. A link may be designated to be an inter-domain link when a
read of the switch configuration space of the switch across the link results in an ERROR
packet being sent that shows that the topology ID field has been previously assigned. When
an inter-domain link is discovered, the connection manager may notify system software. The
mechanism used to deliver the notification may be implementation-defined.

In various embodiments, the transport layer may only define the routing of inter-
domain configuration packets between the two connection managers of the domains that are
connected by an inter-domain link. Routing of configuration packets across multiple
domains may be controlled by system software. When domains are daisy-chained,
configuration packets passing from the originating domain may be delivered to the
connection managers of every domain aong the path to the target domain. The connection
managers of the intermediate domains may pass the configuration packets to the system
software which may be responsible for relaying the packet across the inter-domain link
towards the target domain.

The routing of inter-domain REQUEST packets may be in accordance with one or more
rules. For example, in various embodiments, system software on the originating domain may
form REQUEST packet with aroute string that points to the egress port of the domain that
connects to the inter-domain link over which the packet must be forwarded and the CM bit
may be set to 0. The packet may be required to be routed based on the route string a each
hop within the domain and forwarded over the egress port across the inter-domain link. At the
ingress port of the receiving domain, the control port may remap the route string to point to
the ingress port over which the packet was received and the CM bit may be setto 1. In
various embodiments, the packet may then berequired to be routed to the connection
manager of the receiving domain like other intra-domain configuration packets. The packet

may be required to be delivered by the connection manager of the receiving domain to system

10
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software.

The routing of inter-domain RESPONSE packets may follow one or more of the same
steps above. In various embodiments, system software that constructs the RESPONSE packet
may use the route string in the corresponding REQUEST packet with the CM bit set to 0.

In various embodiments, the transport layer may employ ahierarchical, credit-based
flow control scheme with respect to flow through the multi-protocol switching fabric to
prevent or minimize overflow of receive buffers dueto congestion. Invarious embodiments,
the flow control scheme may allow areceiver to implement various buffer allocation
strategies ranging from dedicated buffers per-path to shared buffer pools that are dynamicaly
shared by multiple paths. In various embodiments, flow control may beturned off on aper-
path basis. When flow control isturned off for apath, the path may berequired to be
provisioned with areceive buffer that can hold at least one maximum sized transport layer
packet at each link.

FIG. 11 shows an example /O complex 1106 in accordance with various embodiments.
I/0 complex 1106 may be similar to the I/O complex 106 of FIG. 1, including an 1/O
interconnect 1108 configured to couple with adevice 1110. The device 1110 may be
configured with one or more I/O protocols (e.g., PCl Express®, USB, DisplayPort, HDMI®,
etc.).

In various embodiments, the I/0O complex 1106 may be configured to connect the
device 1110 with one or more protocol-specific controllers 1109a, 1109b, . .. 1109« viathe
I/O interconnect 1108 in order to tunnel multiple 1/O protocols over acommon link in a
manner that istransparent to the OS software stacks of tunneled 1/O protocols. The protocol-
specific controllers 1109a, 1109b, . .. 1109« may be configured to then communicate with
respective protocol-specific drivers inthe OS for configuring the device 1110 as if the device
1110 was directly connected with the protocol-specific controller 1109a, 1109b, . . . 1109.

FIG. 12 shows an example hardware and software implementation of a multi-protocol
apparatus (such as apparatus 100 of FIG. 1, for example) configured to tunnel multiple 1/0
protocols over acommon link in amanner that istransparent to operating system software
stacks of tunneled 1/O protocols. In various embodiments, a multi-protocol apparatus may
employ amulti-level hot-plug signaling scheme to support the tunneling of multiple 1/0
protocols over acommon interconnect in a software-transparent manner.

For the implementation shown in FIG. 12, an I/O hot-plug indication may be sent by
the 1/O interconnect 1208 to the I/O driver in the OS (or to embedded 1/O firmware) when the

11
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device 1210 is plugged into the non-protocol-specific connector port 1212 of the apparatus
1200. The hot-plug indication may then be processed by the 1/O driver 1213 in the
OS/firmware, resulting in communication path(s) being established between the 1/O
interconnect 1208 and the device 1210. In various embodiments, establishing communication
path(s) may include configuring one or more paths between a source adapter and a
destination adapter in adomain (described more fully elsewhere). Once the path(s) are
established, mapped 1/0 protocol-specific configuration may be performed in which a
protocol-specific hot-plug indication may be sent by the associated protocol-specific
controller 1209a, 1209b, . .. 1209n to the respective protocol-specific driver 1211a, 1211b, ..
. 1211 n inthe OS/firmware. The protocol-specific driver 1211a, 1211b, ... 121 1n may then
configure the associated protocol-specific controller 1209a, 1209b, ... 1209n asif the device
1210 was directly connected with the protocol-specific controller 1209a, 1209b, ... 1209n.
At this point, the peripheral device 1210 may bevisible to system software and configured to
be used by applications.

In various embodiments, the apparatus 1200 may be configured such that when the
device 1210 is disconnected from the port 1212, areverse sequence of events may occur.
Specifically, the protocol-specific drivers 1211a, 1211b, ... 1211 Mmay process the protocol-
specific unplug event, and then after the protocol-specific processing, the I/O driver 1213
may process the 1/O unplug event.

Peripheral devices described herein (device 110, 210, 1110, or 1210, for example) may
be any one of various types of devices, as noted earlier. In various embodiments, the
peripheral device may be an expansion port (or other multi-protocol peripheral device) with
which one or more other devices, with one or more I/O protocols, may be coupled. For
example, for embodiments in which the periphera device is an expansion port, the device
may be simultaneously coupled with aPCl Express® device and a DisplayPort device, which
may be coupled with an I/O complex through the expansion port device. In another example,
the peripheral device may be amobile or desktop computer system and one or more other
devices may be coupled with the mobile or desktop computer system and with the I/O
complex through the device. In various embodiments, multiple peripheral devices may be
coupled together by daisy chaining the devices together.

In various embodiments, the peripheral device and/or the other devices coupled with
the peripheral device may also include an 1/O interconnect similar to one or more of the 1/O

interconnects 108, 208, 1108, 1208 described herein. Asshown in FIG. 13, for example, a
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device 1310 including a multi-protocol interconnect 1301, which in turn includes a multi-
protocol switching fabric 1303, may be configured to be interconnected with a multi-protocol
apparatus 1300 which also includes a multi-protocol interconnect 1308 and switching fabric
13 14. One or more other peripheral devices 1305a, 1305b, ... 1305n may be interconnected
with the I/O interconnect 1301 via one or more corresponding non-protocol-specific ports
1312.

Asnoted herein, various embodiments of 1/0 complexes and apparatuses including 1/0
complexes may be configured to tunnel amultiple protocols across a multi-protocol
interconnect in a software-transparent manner or substantially transparent manner. Specific
examples of DisplayPort and HDMI® tunneling techniques will now be described in further
detail with reference to FIGs. 14-19.

FIG. 14 shows an example architecture for mapping a DisplayPort stream over a multi-
protocol switching fabric described herein. The architectural model used for mapping
DisplayPort may bethat of avirtual wire between the DisplayPort source and the DisplayPort
sink. The DisplayPort map may behave as a DisplayPort cable replacement and may therefore
be completely transparent to the DisplayPort link from a source and sink (and software
stack). The DisplayPort IN adapter may terminate a DisplayPort link from a source device
and encapsulate DisplayPort main link and AUZ channel transmissions inside packets and
transport them across the switch network. At the other end of the network, a DisplayPort
OUT adapter may decapsulate the video and AUX channel data and recreate a DisplayPort
link that connects to asink device. Hot plug detect (HPD) indications may also be transmitted
as packets.

In various embodiments, when a DisplayPort link is mapped onto a multi-protocol
switching fabric described herein, the continuous main link data stream may be converted
into multiple types of 1/O packets. FIG. 15 shows an example structure of a scan line and the
packetization performed by the DisplayPort IN adapter. During the packetization, all the
stuffing symbols (within atransfer unit TU of active pixel data and during the blanking
periods) may be discarded by the DisplayPort IN adapter and may be recreated by the
DisplayPort OUT adapter. In order to enable accurate reconstruction of the stuffing at the
DisplayPort OUT adapter, the DisplayPort IN adapter may include with each 1/0 packet aFill
Count field that may specify the number of stuffing symbols that were discarded
immediately preceding the current packet as shown.

In various embodiments, AUX channel requests may be packetized and sent as I/0O
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packets across the multi-protocol switching fabric by the DisplayPort IN adapter and may be
replayed by the DisplayPort OUT adapter & the other end. AUX channel responses may be
packetized and sent as I/O packets across the multi-protocol switching fabric by the
DisplayPort OUT adapter and may be replayed by the DisplayPort IN adapter at the other
end.

In various embodiments, HPD indications may be packetized and sent as I/O packets
across the multi-protocol switching fabric by the DisplayPort OUT adapter and may be
replayed by the DisplayPort IN adapter & the other end.

DisplayPort link training may be initiated by a graphics processing unit (GPU, not
illustrated) over the AUX channel and may be carried out in such away that the DisplayPort
links between the GPU and the DisplayPort IN adapter and between the DisplayPort OUT
adapter and the display device get trained to the same configuration. In various embodiments,
this may result in that from the GPU perspective, display device hot-plug and uplug
operations may be supported in the same way for adisplay device connected across a multi-
protocol switching fabric as for adisplay device attached locally tothe GPU. An example
link initialization sequence is shown in FIG. 16 in which training fails & the first attempt and
the DisplayPort OUT adapter is forced to select areduced bit-rate configuration.

The DisplayPort tunneling architecture described herein may support transparent
tunneling of premium content streams over a multi-protocol switching fabric described
herein. The multi-protocol switching fabric may appear as a DisplayPort virtual wire directly
connecting aHigh-bandwidth Digital Content Protection (HDCP) transmitter to aHDCP
receiver. The HDCP content protection mechanisms may be handled transparently by the
multi-protocol switching fabric.

FIG. 17 shows an example architecture for mapping an HDMI stream over a multi-
protocol switching fabric described herein. The architectural model used for tunneling HDMI
may bethat of avirtual wire between an HDMI source and an HDMI sink. The HDMI tunnel
may behave as an HDMI cable replacement and may therefore be transparent to the HDMI
source and sink (and to the software stack). Asshown in FIG. 28, the HDMI IN adapter may
terminate an HDMI link from a source device and encapsulate HDMI TMDS link and DDC
channel transmissions inside I/0O packets and transport them across the switch fabric network.
At the other end of the network, an HDMI OUT adapter may decapsulate the TMDS and
DDC channel data and recreate an HDMI link that connects to asink device. HPD indications
may also be transmitted as I/O packets.
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In various embodiments, when an HDMI link is mapped onto a multi-protocol
switching fabric described herein, the continuous TMDS link A/V stream may be converted
into multiple types of 1/O packets. A "video idand packet" (carries pixel data) may be used to
transport the active pixel data across the multi-protocol switching fabric from the HDMI IN
adapter to the HDMI out adapter. Data/control island packets may be used to transport the
data and control characters from the HDMI IN adapter to the HDMI OUT adapter. Example
video idland packet and data/control island packet formats are shown in FIGs. 18 and 19
respectively.

In various embodiments, the HDMI IN adapter may act as aproxy slave device on the
bus. The HDMI IN adapter may receive the DDC transaction parameters sent by the HDMI
Source and transmit them through the DDC path to the HDMI OUT adapter using aDDC
request packet. The HDMI OUT Adapter may act as aproxy master device on the bus and
initiate the DDC transaction tothe HDMI Sink. When the HDMI Sink responds with data or
acknowledgement, the HDMI OUT adapter may transmit the response to the HDMI IN
adapter using aDDC response packet. When the HDMI IN adapter receives the DDC
Response packet, the HDMI IN adapter may relay the transaction response to the HDMI
Source.

In various embodiments, alink initialization may comprise various stages. A multi-
protocol apparatus may be configured (e.g., through a software or firmware-based connection
manager) to identify the active HDMI IN adapter and HDMI OUT adapter, and optionaly,
the plug/unplug events. A multi-protocol apparatus may be configured (e.g., through the
connection manager) to set and enable paths between the HDMI IN adapter and the HDMI
OUT adapter. The source may assert the 5v signal, and the HDMI IN adapter may pass the
indication to the HDMI OUT adapter, which may forward it to the sink (unless already done
due to 5VO hit). The sink may respond by asserting HPD. This indication may be forwarded
tothe HDMI IN adapter, which may forward it to the source. In various embodiments, the
HDMI IN Adapter may optionaly act as a storing repeater and read the sink before asserting
HPD towards the source. When the TMDS link is locked & the HDMI IN adapter, it may
send alink_up indication to HDMI OUT adapter (along with the HDMI/DVI <ate), and
TMDS LPK packets and TMU clock sync packets may be sent from this stage. The HDMI
OUT adapter may generate the TMDS clock, and when stable, start driving TMDS traffic.

When premium content is streamed, the multi-protocol apparatuses tunneling HDMI|

may employ content protection using HDCP. The HDMI mapping architecture described
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herein may support transparent mapping of premium content streams over a multi-protocol
switching fabric. The HDMI map may appear as an HDMI link directly connecting an HDCP
transmitter to an HDCP receiver. The HDCP content protection mechanisms may be handled
transparently.

Various embodiments of 1/0 complexes described herein may be configured to
implement atime synchronization protocol. In various embodiments, the time
synchronization protocol may provide a mechanism for synchronizing the clocks of one or
more switches of a multi-protocol switching fabric.

In various embodiments, aprotocol for synchronizing time across a switching fabric
may be adistributed protocol that specifies how the real-time clocks in aswitch domain
synchronize with each other. The clocks may be organized into a master-slave
synchronization hierarchy with the clock a the top of the hierarchy ("grandmaster clock™)
determining the reference time for the entire domain. The synchronization may achieved by
exchanging timing messages, with the slaves using the timing information to adjust their
clocks to the time of their master in the hierarchy.

In various embodiments, time sync messages, state machines, and other entities may be
associated with aparticular domain. Time established within one domain by the protocol may
be independent of the time in other domains. When multiple domains are inter-connected, an
interdomain master-slave clock synchronization hierarchy may be established by selecting the
grandmaster clock of one domain as the inter-domain grandmaster clock. The time sync
protocol may then synchronize the grandmaster clocks of other domains to the inter-domain
grandmaster clock.

FIG. 20 shows an example time synchronization hierarchy within a single domain of
switches of amulti-protocol switching fabric of various I/O complexes described herein. The
time synchronization hierarchy within adomain may be the same as the spanning tree
established for configuration of the domain. The root switch of the domain may provide the
Grandmaster clock for the domain. At every link, the downstream facing port may betreated
as the master port and the upstream port may betreated as the slave port from the perspective
of the time synchronization protocol. Each switch, therefore, may contain one slave port and
one or more master ports. In various embodiments, the root switch may not contain a slave
port as shown.

Multiple domains may be connected together as shown in FIG. 2 1. When multiple

domains are connected together, the default behavior may beto not synchronize the time
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across domains. Time synchronization may be enabled across domains by creating an inter-
domain master-slave synchronization hierarchy by selecting one domain to act as the inter-
domain grandmaster. The root switch of the selected domain may become the inter-domain
grandmaster clock. In various embodiments, the time synchronization protocol may be
enabled across an inter-domain link by configuring one end of the link to be the inter-domain
master (IDM) and the other end of the link to be the inter-domain slave (IDS). In various
embodiments, the inter-domain master-slave synchronization hierarchy may not contain
loops.

In various embodiments, inter-domain links that are not configured (by software, for
example) may not participate in the time synchronization protocol. As shown in FIG. 21,
Domain B is chosen as the inter-domain grandmaster and the time synchronization protocol is
enabled on the inter-domain links A«—B, A<D, and A—~C. Asaso shown, inter-Domain
time synchronization is not enabled on the link B«D.

One or more of the switches of amulti-protocol switching fabric may provide afree-
running oscillator (local clock entity) that is used to capture timestamps for the time
synchronization protocol. In various embodiments, the free-running oscillator may run a a
frequency of 125 MHz+100 ppm. A local-time register may be incremented by the free-
running oscillator entity.

Although the timestamps may be captured using the free-running oscillator, each switch
may know the error (both in time and frequency) of the local time relative to the grandmaster
time. The time offset between the local time of the free-running oscillator and the
grandmaster time may be represented in a 64-bit time-offset-from-grandmaster register. This
register may hold a signed fractional value and use 2's complement representation and may
specify time in nanoseconds multiplied by 216. For example, 2.5ns may be represented as
0x0000000000028000. A value of onein al bits, except the most significant, of the field,
may indicate that the offset from grandmaster time may betoo big to be represented. In
various embodiments, the time-offset-from-grandmaster register of the root switch (the
grandmaster of the domain) may be set to 0 except when the domain is configured as a Slave
for inter-domain time synchronization.

In various embodiments, the frequency offset between the free-running oscillator and
the grandmaster clock may be represented in a frequency-offset- from-grandmaster register.
This register may specify the fractional frequency offset and hold a signed fractional value

represented using 2's complement notation.
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In various embodiments, the time-offset-from-grandmaster register and frequency-
offset-from-grandmaster register may be updated at the conclusion of every time sync packet
exchange. Implementations may attempt to minimize the value of the time offset from the
grandmaster although this is not required for the time sync protocol operation. This can be
done either by tuning the frequency of the free-running oscillator and/or by adjusting the
local-time register.

FIG. 22 shows an example model of a switch assumed by various embodiments of the
time synchronization protocol. A s shown, the upstream port of the switch is the designated
slave port while all the downstream ports of the switch are designated as master ports. The
local clock entity, which may include the free-running oscillator described herein, and the
computation engine may be common to all the ports of the switch. The slave port may
provide the timestamp measurements of the computation engine that may enable the
computation of the offset of the local time from the grandmaster time. The local time value
and the computation results may be made available to all adapter ports of the switch to enable
the implementation of any adapter-specific time synchronization functions.

In various embodiments, each master or slave port may contain aprotocol engine that
may be responsible for processing time synchronization messages. Messages used for
synchronizing time within a domain may terminate in the protocol engine of the ports and
may not be forwarded. Inter-domain time synchronization messages may be forwarded by the
protocol engine of areceiving master port to the protocol engine of the slave port. The
protocol engine of the slave port may be responsible for forwarding the message towards the
grandmaster of the domain by transmitting it towards its link partner.

In various embodiments, the generation of timestamps may be performed by the
physical layer of the ports. The timestamp generation may be done when the timestamp point
of the synchronization message passes areference plane in the physical layer.

FIG. 23 shows an example timestamp measurement model. In various embodiments, a
timestamp event may be generated at the time of transmission and reception of atime sync
notification ordered set (TSNOS), which may be used to help the time management units
(see, e.g., TMUs of FIGs.4 and 6) locking an accurate time stamp when transmitting or
receiving a TMU packet. The point in the TSNOS between the last bit of the sync character
and the first bit of the ordered set data may be referred to as the timestamp point. In various
embodiments, the sync character may comprise 2 bits while the ordered set data may

comprise 64 bits. Within the physical layer, the timestamp may be taken when the timestamp
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point passes areference point called the reference plane. The reference plane may be
permitted to be different for the transmit and receive paths through the physical layer. In
various embodiments, the same transmit reference plane may be used, however, for al
transmitted TSNOS and the same receive reference plane may be used for all received
TSNOS. Invarious embodiments, the timestamp measurement has aresolution of a least 8ns.

FIG. 24 shows an example time sync packet exchange protocol, which may be used to
measure the time offset between the master and slave clocks. In various embodiments, the
measurement is only made on the slave port of aswitch. Asshown in the timing diagram, the
time sync packet exchange uses delay request, delay response, and follow up messages.
Delay request and delay response messages may be implemented using the TSNOS
(described above). The follow up message may be atransport layer packet.

In various embodiments, the follow up message may be sent by the master to the slave
and may contain timestamps t2 and t3 captured at the master along with the current snapshot
of the master's time-offset-from-grandmaster and frequency-offset-from-grandmaster
registers. The time-offset-from-grandmaster and frequency-offset-from-grandmaster registers
of the grandmaster may be encoded as O except when inter-domain time synchronization is
enabled.

In various embodiments, the transmission rate of the delay request packets may be
determined by a configuration register of aport of aswitch. The delay response packets may
be transmitted as soon as possible after the receipt of the associated delay request packet.
Follow up packets may be transmitted as soon as possible after the transmission of the
associated delay response packet.

In an error occurs during the transmission or reception of any of the time sync
messages, the entire packet exchange cycle may bevoided. A new cycle may then be started
after an interval determine by the configuration register. The computation of the time offset
from the grandmaster time is described in more detail below.

When two or more domains are connected together, time synchronization may be
enabled across the inter-domain link by configuring one end of the link as the inter-domain
slave and the other end as the inter-domain master. An example inter-domain time sync
protocol is shown in FIG. 25.

Asshown in FIG. 25, when time synchronization is enabled, an identical packet
exchange may occur over the inter-domain link with the inter-domain save initiating the

packet exchange. The computed time and frequency offsets between the grandmaster clock of
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the inter-domain slave port and the grandmaster clock of the inter-domain master port may be
passed up the time synchronization hierarchy in the slave domain by using atransport layer
packet called the inter-domain timestamp packet. When the inter-domain timestamp packet
reaches the grandmaster (root switch) of the slave domain, the time-offset- from-grandmaster
and frequency-offset-from-grandmaster registers in the grandmaster may be updated with the
computed time offset and frequency offset respectively contained in the inter-domain
timestamp packet. The grandmaster's time-offset-from-grandmaster and frequency-offset-
from-grandmaster registers may then be passed down the time synchronization hierarchy in
the slave domain in FollowUp packets. This may result in al the switches in the slave domain
synchronizing their time to the inter-domain grandmaster clock.

Various embodiments described herein may provide computation of time and frequency
offsets between alocal clock entity on aswitch and a grandmaster clock entity on aroot
switch in anetwork of switches connected together in one or more management domains. In
various embodiments, atime synchronization protocol may include capturing four
timestamps periodically across alink between two ports (master and slave). Various digital
signaling processing operations may be applied to the timestamps to compute the time and
frequency offset of the local clock entity relative to agrandmaster clock. By using digital
signaling-type and low-pass filtering-type techniques applied to the multiple timestamps
described herein, greater accuracy in time and/or frequency offsets may be obtained, even
over larger sized networks of switches.

FIG. 26 shows an example topology for time synchronization. As shown, the root
switch of the domain i is indicated by using the notation Ri, and master and slave switches in
domaini are indicated as Mi and Si respectively. It is noted that in various embodiments, the
same switch will act as aslave in its upstream port and as a master on al its downstream
ports, as shown. A switch may also act as an inter-domain master or as an inter-domain slave.

Table 1below shows example definitions of terminology of various variables used
herein in describing intra-domain time sync computations, inter-domain time sync
computations, and grandmaster time computations.

In various embodiments, timestamps may be generated by the physical layer and may
be corrected for asymmetry between transmit and receive paths. The slave may correct for
asymmetry by performing the following computations:

tl = delay request sent timestamp + TxTimetoWire
t4 = delay response received timestamp + RxTimetoWire
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where TxTimetoWire and RxTimetoWire may be configuration registers in the slave's port
configuration space that specify the time duration between the instant the timestamp is taken
and when the first bit of the TSNOS is received/transmitted on the wire.
In various embodiments, the master may correct for asymmetry by performing the following
computations:

t2 = delay request received timestamp + RxTimetoWire

t3 = delay response sent timestamp + TxTimetoWire

where TxTimetoWire and RxTimetoWire may be configuration registers in the master's port
configuration space that specify the time duration between the instant the timestamp is taken
and when the first bit of the TSNOS is received/transmitted on the wire. The corrected values
t2 and t3 may be sent to the slave in the follow up packet.
For intra-domain sync computations, the frequency ration between the master's local clock
entity and the slave's local clock entity at the conclusion of every nth time sync packet

exchange using the following equation:
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the grandmaster's local clock entity may be computed using the equation:

U8, RIINT = F(5, MV} {1 + 22

In various embodiments, the frequency offset between the slave's local clock entity and

the grandmaster's local clock entity may be computed using the equation:
F{8.RHNT = [F (5. ROIN] - 132%

At the conclusion of time sync packet exchanges, the mean propagation delay between
the slave and the master may be computed using the equation:

g f0) — o — (0] — {00}
M saie] = £E10] ~ ,108) - (5510} = 55100

At the conclusion of time sync packet exchanges, the time offset (0(S,Mi)fnJ) between
10  the slave and the master may be computed using the following eguations:

(Sp,Mp)in—1] n (G {nl-ty I+ P (M, 501

¥ 2¥

W(S, Mpnl = WS, M)[n — 1] -
E(S,M)iol=0

E{S,Mn—11 | (WS Mon]—einl+e, 0 i-D{M S nl)

E(S.Mpnl = E(S, Mn— 1] —— 15— +—F v

OS5, My[nl = W(S;, M) in]l — E(S;, M){n]

15 In various embodiments, the time offset of the master clock from the grandmaster clock
that may be sent in the follow up packet by the master may be computed using the following
eguation:;

{8, R\ nl = OfM,,

In various embodiments, the time offset between the slave clock and the grandmaster

20  clock may be computed using the following equation:
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0(S,, B[] = OGS, M)n] + 0(3M,, R [n] — 2SI AU

Various computational techniques may also be used for inter-domain connections
between an inter-domain master and an inter-domain slave connected by an inter-domain link
for time sync packet exchanges.

In various embodiments, at the conclusion of inter-domain packet exchanges, an inter-
domain slave may be configured to compute the value of the inter-domain timestamp using

the formula

wherein the subscript i refers to the slave domain, the subscriptj refers to the master domain,
and the subscript g refers to the grandmaster domain. The timestamp t,/ij may refer to the
value obtained a the conclusion of the inter-domain time sync exchange. The computed
value of ¢ ,5...4(S;) [n] may be sent by the inter-domain slave node in the inter-domain
timestamp packet.

In various embodiments, a the conclusion of every nth time sync packet exchange, the
frequency ratio between the inter-domain master's local clock entity and the inter-domain

slave's local clock entity may be computed using the equations:

In various embodiments, the frequency offset between the inter-domain master's local
clock entity and the inter-domain slave's local clock entity may be computed using the

equations:
F{S, M INT = [F{S. M W] — 1]

In various embodiments, the frequency ratio between the root switch of aslave domain

and the root switch of a grandmaster domain may be computed using the following eguation:

: N ; N
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In various embodiments, the frequency offset between the root switch of aslave

domain and the root switch of a grandmaster domain may be computed using the following

eguation:;
. F{R R MNY = [f{R.R,}IN] — 1}2¥

At the conclusion of time sync packet exchanges, the mean propagation delay between
an inter-domain slave and an inter-domain master may be computed using the following
eguation:;

L {r{0] — 0 foD) — (g, 00] — ol
n{a;.5 Hol = S
!
y - g L MR-
D(3;, 5] = D(M,.5)[n — 1] — 2o L
10 -

At the conclusion of time sync packet exchanges, the time offset (0(S ,I\/])fnJ) between
an inter-domain slave and an inter-domain master may be computed using the following
eguation:;

. (&0l —nlol + plag, s 5000)

w{s,, M, )0} = = = :

2
- . WSS M-8 {falnl—radni+ 8N 5 n)
W {*’«Z,M }{ng = WS Mjn—1] - - \:_'?__E o + i ”2?} (a0
15
- ~ vf S ‘i si—11 {" % Laifey— 2 i)
B(S, 3 )[nl = E(5, M, }n — 1] - o AT R i e

oS, M el = WS, M n] — B{S, M, ]

Ser

In various embodiments, the time offset of an inter-domain master clock (Mj) from the
root switch clock (Rj) of its domain that may be sent in afollow up packet by the inter-

domain master may be computed using the following equation:
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a3, R )nl = o{M, R }nl -

In various embodiments, the time offset of an inter-domain slave's clock (S) from the

root switch clock of amaster domain (R;) may be computed using the following equation:

O{S. R, {inl = o5, 8 }n] + o{8. & Hn] —

v_y\__r

In various embodiments, the time offset of the root switch of a slave domain (RJ) and
the root switch of agrandmaster domain (R;) may be computed using the following

eguation:;

; S
FiRp R INE i+ OL0R, MRt -8,

Fae Yraed
i ‘V%

O{5, 8 Mnl + 0(8;, B, )rl — 005, B ] + DRl

H +FESB N

wherein, in various embodiments, if the master domainj is the same as the grandmaster
domain g, the values of O(R;,R.)[n], F(R;,Rg)[N], and ti.;:a(M;)[n] may be assumed to be 0
At any instant of time t, any switch (Si) in adomain i may be capable of computing a
grandmaster time t,, using the following equations:

AT LT BN 3
st SR IO FLR M S

!
. 4

te =t Sl + R R Hnl +

X

wherein, in various embodiments, if the domain i is not slaved to any other domain the values
Of tias-ia(S))[n], O(R;,R,)[n], and F(R;R,)[N], and may be assumed to be 0.
FIG. 27 is aflow diagram of an example method 2700 for configuring a multi-protocol
tunneling 1/0 interconnect, in accordance with various embodiments of the present
disclosure. The method 2700 may include one or more functions, operations, or actions asis
illustrated by blocks 2702-2710.

Processing for the method 2700 may start with block 2702 by identifying aplurality of
switches of a switching fabric of a multi-protocol interconnect.

The method 2700 may proceed to block 2704 by creating a spanning tree representation
of the plurality of switches.

The method 2700 may proceed to block 2706 by assigning unique identifications (1Ds)
to the switches of plurality of switches of the spanning tree. In various embodiments, the IDs

may represent the relative positions of the switches within the spanning tree.
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The method 2700 may proceed to block 2708 by storing the IDs and depth of the
switches (in the spanning tree) in one or more registers of each of the switches.

The method 2700 may proceed to block 2710 by routing configuration packets through
the spanning tree to the switches based at least in part on their respective IDs.

FIG. 28 illustrates an example method for operating acomputer apparatus including a
multi-protocol tunneling 1/0 interconnect, in accordance with various embodiments of the
present disclosure. The method 2800 may include one or more functions, operations, or
actions as is illustrated by blocks 2802-2822.

Processing for the method 2800 may start with block 2802 by determining whether a
peripheral device has been plugged into a non-protocol-specific port of a computer apparatus
including amulti-protocol tunneling 1/0 interconnect. Plugging may refer to aperipheral
device being directly coupled with the non-protocol-specific port and/or atarget peripheral
device being directly coupled to some other peripheral device directly coupled with the non-
protocol-specific port. In the latter embodiments, one or more other peripheral devices may
be operatively disposed between the target peripheral device and the non-protocol-specific
port. If no peripheral device has been plugged, then processing in block 2802 may repeat. In
various embodiments, the computer apparatus may be configured to issue an interrupt signal
indicating when aperipheral device has been plugged (e.g., hot-plugged).

Processing for the method 2800 may proceed to block 2804 by determining whether a
data packet has been received. If no data packet has been received, then processing in block
2804 may repeat. In various embodiments, a data packet may be received from the peripheral
device or from within the computer apparatus. In various embodiments, data packets within
the computer apparatus may be received by the multi-protocol tunneling 1/0 interconnect
from aprotocol-specific controller ("host protocol-specific controller”) of the computer
apparatus.

Processing for the method 2800 may proceed to block 2806 by determining whether the
data packet was received from the peripheral device or from ahost protocol-specific
controller. If no data packet has been received, then processing in block 2806 may repeat.

If the data packet was received from the peripheral device, processing for the method
2800 may proceed to block 2808 by encapsulating packets of afirst protocol into first
transport layer packets configured to be routed through the switching fabric of the 1/0

interconnect. In various embodiments, packets of a second protocol, different from the first
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protocol, may also be encapsulated into second transport layer packets for routing through the
switching fabric.

Processing for the method 2800 may proceed to block 2810 by simultaneously routing
the first and second transport layer packets through the switching fabric of the I/0
interconnect.

Processing for the method 2800 may proceed to block 2812 by decapsulating the
transport layer packets. In various embodiments, decapsulation may be performed an adapter
port of aswitch of the switching fabric.

Processing for the method 2800 may proceed to block 2814 by routing the decapsulated
packets to different host protocol-specific controllers of the computer apparatus.

If the data packet was received from the peripheral device, processing for the method
2800 may proceed from block 2806 to block 2816 by encapsulating packets of afirst protocol
into first transport layer packets configured to be routed through the switching fabric of the
I/0 interconnect. In various embodiments, packets of a second protocol, different from the
first protocol, may also be encapsulated into second transport layer packets for routing
through the switching fabric.

Processing for the method 2800 may proceed to block 2818 by simultaneously routing
the first and second transport layer packets through the switching fabric of the 1/0
interconnect.

Processing for the method 2800 may proceed to block 2820 by decapsulating the
transport layer packets. In various embodiments, decapsulation may be performed an adapter
port of aswitch of the switching fabric.

Processing for the method 2800 may proceed to block 2822 by routing the decapsulated
packets to aperipheral device via anon-protocol-specific port of the computer apparatus.

FIG. 29 illustrates an example method for time synchronization of a multi-protocol
interconnect, in accordance with various embodiments of the present disclosure. The method
2900 may include one or more functions, operations, or actions as s illustrated by blocks
2902-2910.

Processing for the method 2900 may start with block 2902 by providing afirst loca
time of afirst switch of a switching fabric of a multi-protocol interconnect to a second switch
of the switching fabric. In various embodiments, the first local time may be provided from a
port of the first switch to aport of the second switch. In various embodiments, the switches

may be in the same domain or different domains.
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Processing for the method 2900 may proceed to block 2904 by determining a second
local time of the second switch. In various embodiments, the second local time may be based
a least in part on atimestamp of afree-running oscillator of the second switch.

Processing for the method 2900 may proceed to block 2906 by calculating an offset
value based a least in part on the first local time and the second local time. In various
embodiments, the offset value based &t least in part on the timestamp of the free-running
oscillator of the second switch and the first local time received from the first switch.

Processing for the method 2900 may proceed to block 2908 by providing the offset
value and the second local time to one or more ports of the second switch.

Processing for the method 2900 may proceed to block 2910 by providing the first local
time from the second switch to athird switch of the switching fabric. The third switch may be
in the same domain asthe first switch and/or the second switch or adifferent domain from
either of the first switch and second switch. Although not shown, athird local time of the
third switch may be adjusted to the first local time. For embodiments, in which the third
switch is a slave switch within a second domain, the third switch may provide the first local
time to afourth switch in the second domain, and afourth local time of the fourth switch may
be adjusted to the first local time. The adjusted fourth local time may then be provided back
to the third switch or another switch in the second domain for time synchronization.

In various embodiments, an article of manufacture may be employed to implement one
or more methods as disclosed herein. FIG. 30 describes an example article of manufacture
3000. As shown, the article of manufacture 3000 may include a computer-readable non-
transitory storage medium 3002 and a storage medium 3002. The storage medium 3002 may
include programming instructions 3004 configured to cause an apparatus to practice some or
all aspects of multi-protocol tunneling, in accordance with embodiments of the present
disclosure.

The storage medium 3002 may represent abroad range of persistent storage medium
known in the art, including but not limited to flash memory, optical disks or magnetic disks.
The programming instructions 3004, in particular, may enable an apparatus, in response to
their execution by the apparatus, to perform various operations described herein. For
example, the storage medium 3002 may include programming instructions 3004 configured
to cause an apparatus to practice some or all aspects of multi-protocol tunneling of the
methods of FIGs. 27-29, for example, in accordance with embodiments of the present

disclosure,
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Although various example methods, apparatus, systems, and articles of manufacture
have been described herein, the scope of coverage of the present disclosure is not limited
thereto. On the contrary, the present disclosure covers al methods, apparatus, and articles of
manufacture fairly falling within the scope of the appended claims either literally or under the
doctrine of equivalents. For example, athough the above discloses example systems
including, among other components, software or firmware executed on hardware, it should be
noted that such systems are merely illustrative and should not be considered as limiting. In
particular, it is contemplated that any or all of the disclosed hardware, software, and/or
firmware components could be embodied exclusively in hardware, exclusively in software,

exclusively in firmware or in some combination of hardware, software, and/or firmware.

30



10

15

20

25

30

WO 2013/101393 PCT/US2012/067438

Claims
What is claimed is:
1. A method for time synchronization of a multi-protocol interconnect, comprising:
providing afirst local time of afirst switch of a switching fabric of amulti-
protocol interconnect to a second switch of the switching fabric; and
adjusting a second local time of the second switch to the first local time.
2. Themethod of claim 1, wherein the adjusting comprises determining the second local
time based at least in part on atimestamp of afree-running oscillator of the second switch.
3. Themethod of claim 2, wherein the adjusting further comprises calculating an offset
value based et least in part on the timestamp and the first local time received from the first
switch, and adjusting the second local time by the offset value.
4.  The method of claim 2, further comprising providing the adjusted second local time
from afirst port of the second switch to a second port of the second switch.
5.  The method of any of claims 1to 4, wherein the providing the first local time to the
second switch comprises providing the first local time to afirst port of the first switch to a
second port of the second switch.
6. The method of claim 1, further comprising providing the first local time from the
second switch to athird switch of the switching fabric.
7. The method of claim 6, further comprising adjusting athird local time of the third
switch to the first local time.
8.  The method of claim 6, wherein the providing the first local time to the second switch
includes providing afrequency value of afree-running oscillator of the first switch to the
second switch and wherein the method further comprises providing the frequency value from
the second switch to the third switch.
9. Themethod of claim 1, wherein the first switch and the switch comprise afirst domain,
and wherein the method further comprises providing the first local time from the second
switch to athird switch of a second domain of the switching fabric.
10. The method of claim 9, further comprising providing the first local time from the third
switch to afourth switch of the second domain, and adjusting a fourth local time of the fourth
switch to the first local time.
11. The method of claim 10, further comprising providing the adjusted fourth local time to
the third switch, and adjusting athird local time of the third switch to the adjusted fourth

local time.
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12.  The method of claim 10, further comprising providing the adjusted fourth local time to
afifth switch of the second domain, and adjusting afifth local time of the fifth switch to the
adjusted fourth local time.
13. An article of manufacture for time synchronization of a multi-protocol interconnect,
comprising:
a computer-readable non-transitory storage medium; and
aplurality of programming instructions stored in the storage medium, and
configured to cause an apparatus, in response to execution of the programming
instructions by the apparatus, to perform aplurality of operations including:
providing afirst local time of afirst switch of a switching fabric of amulti-
protocol interconnect to a second switch of the switching fabric; and
adjusting a second local time of the second switch to the first local time.
14. The article of manufacture of claim 13, wherein the adjusting comprises determining
the second local time based at least in part on atimestamp of afree-running oscillator of the
second switch.
15. The article of manufacture of claim 13, wherein the providing the first local time tothe
second switch comprises providing the first local time to afirst port of the first switch to a
second port of the second switch.
16. The article of manufacture of claim 13, wherein the operations further include providing
the first local time from the second switch to athird switch of the switching fabric.
17. The article of manufacture of any of claims 13 to 16, wherein the first switch and the
switch comprise afirst domain, and wherein the operations further include providing the first
local time from the second switch to athird switch of a second domain of the switching
fabric.
18. A system for time synchronization of amulti-protocol interconnect, comprising:
an 1/0 complex including amulti-protocol interconnect having a switching fabric
comprising aplurality of switches;
one or more processors operatively coupled with the [/O complex;
anon-transitory computer-readable storage medium operatively coupled with the
one or more processors, and having stored therein aplurality of programming
instructions configured to enable the system, in response to execution of the
programming instructions, to:

providing afirst local time of afirst switch of the switching fabric to a
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second switch of the switching fabric; and
adjusting a second local time of the second switch to the first local time; and
adisplay device operatively coupled to the I/0O complex and the one or more
Processors.
19. The system of claim 18, wherein the system is a selected one of adesktop computer, a
laptop computer, ahandheld computer, atablet computer, a netbook computer, a server, a set-
top box, adigital reorder, agame console, a smart phone, apersonal digital assistant, a
mobile phone, a digital media player, or adigital camera.
20. The system of any of claims 18to 19, further comprising one or more antennae
operatively coupled to the IO complex by the bus and configured to establish awireless

communication link with one or more components of awireless network.
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