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SYSTEMS AND METHODS FOR ENSURING COMPUTER SYSTEM SECURITY

VIA A VIRTUALIZED LAYER OF APPLICATION ABSTRACTION

CROSS- REFERENCE TO RELATED APPLICATION

[0001] The present application claims the benefit of United States Provisional

Patent Application Serial No. 61/992,979, filed May 14, 2014, which is incorporated

herein by reference for all purposes.

FIELD OF INVENTION

[0002] The present invention relates in genera! to computer security and in

particular to the use of virtual machines to reduce the risk of infection of a computer

by attack.

BACKGROUND OF INVENTION

[0003] At present, the only computer that can be guaranteed to be virus-free is

one that has just been purchased, unboxed and turned on for the first time. Viruses,

Trojan horses, cross-site scripting, root kits, and many other attack vectors can

compromise a computer simply by a user visiting a web site, opening a file attached

to an e-mail, inserting a USB device, or by many other methods. These attack

vectors take many forms and are constantly evolving.

[0004] Once compromised, a computer can remain infected for a very long

time and cause great damage to the user. This damage can take the form of bank

accounts being emptied, user computers being used as bots under the control of

criminal syndicates, passwords being stolen, credit card theft, and more.

[0005] Sophisticated attacks affect more than single users in their homes. For

example, Target Stores had a data breach in 2013 that caused 70 million credit card

numbers to be stolen costing the retailer $162 miliion dollars and incalculable

damage to its reputation.

[0006] Security programs, for example anti-virus, anti-malware, and anti-

spyware programs, provide a certain level of protection, but can only react to known

threats. Each time a new threat is deployed by undesirable entities, security



companies attempt to locate and identify it, develop a detection and removal method,

and deploy an update to their user base. This approach is known to take days,

weeks or longer to work and is not adequate for today's connected world.

[0007] Hence, given the severity of the threat and the magnitude of damage

that can be caused when a computer is compromised, it is critical that new security

measures be invented and deployed to prevent the damage caused by successful

infections.

SUMMARY OF INVENTION

[0008] The present invention generally relates to the use of virtual machines

to execute applications in an isolated, protected and known-clean environment to

greatly reduce the possibility of persistent infection by a computer virus, Trojan horse

or other attack vector. A user's transparent use of an automated management tool

to invoke virtualization of a wide variety of possible hardware configurations,

operating system configurations, and similar applications, e.g., different Internet

browser programs, provides an improvement from the conventional cumbersome,

infection-prone environment to a "one-click" solution that automatically reverts to a

known-clean and uninfected state.

[0009] According to the present principles, a virtual machine capable of

running most commonly available user applications provides a virtual "air gap"

between the actual "host" computer hardware and operating system (i.e., the host

system) and the application program the user is actually using to implement a

particular task or data processing function. More specifically, the virtual machine,

which includes virtualized hardware, a virtualized operating system, and a virtualized

application program for implementing the desired task or function, isolates the host

hardware and operating system from attacks, which may occur during the execution

of the virtual application program.

[0010] For example, in existing systems, if a user wishes to access the

functionality of a Microsoft Excel spreadsheet, the user would either open Excel and

then the desired spreadsheet or double-click on the desired spreadsheet file, which

would open Excel and then automatically open the spreadsheet. If the spreadsheet



has a compromised macro or other infection, the host computer would be infected at

that moment.

[001 ] In contrast, in a particular representative embodiment of the principles

of the present invention, the user would still take the same steps to open Excel and

the desired spread sheet, but a virtualization would transparently intervene and run a

virtual machine that is known to be infection-free and capable of running Excel,

transfer the spreadsheet to this virtual environment, automatically start Excel, and

load the spreadsheet. If the spreadsheet is infected and compromises the virtual

machine, the attack would only have access to the very limited data that is inside the

virtual machine while the data on the host system remains safe. When the user is

done with the spreadsheet and closes Excel, the virtual machine is also closed and

reverts to its previously clean state. The host machine remains infection free and the

user is protected.

[0012] Some embodiments of the principles of the present invention include

the use of a management tool, which pseudo-randomly chooses an appropriate pre-

configured virtual machine, which simulates one of several different hardware

configurations, operating systems, security software packages (e.g., anti-virus, anti-

malware, anti-spyware programs) and/or different program applications.

[0013] For example, currently, a user would click on a URL link in an e-mail

which will open a web page. Existing systems would open their default browser and

access the specified page. If that page has cross-site scripting, malicious Java

script, or another attack vector, the host computer would be infected at that moment

and the user's data compromised.

[0014] In contrast, in accordance with another particular representative

embodiment of the present principles, the user would still click on the desired URL,

but the management tool intervenes and take steps to protect the user. First, the

management tool selects a pre-configured hardware virtualization that is known to

have fewer exploits for browser-based attacks, for example an Intel XEON-, or AMD

770-based virtual computer. Second, the management tool selects, for the virtual

machine, an operating system that is less vulnerable to attack such as Linux Mint or

OS X for use in the virtual machine (i.e., the virtual operating system). Third, the

management tool selects an appropriate browser such as Chrome or FireFox for the



virtual machine (i.e., the virtual application program). Fourth, the management tool

selects a fully-patched anti-attack software such as Norton or Kaspersky for the

virtual machine (i.e., the virtual anti-attack software). Finally, the management tool

instantiates the unique combination of these elements and presents the web page in

the virtualized environment, shielding the host computer from infection. Should the

web page contain an attack vector that can still compromise the unique virtual

environment, the infection would only have access to the limited information that is

present in the virtual machine. When the browser and thus the virtual machine is

closed, the virtual machine would revert to its uninfected state and the host machine

and thus the user's data would remain safe.

[0015] Additional features according to the present principles include a virtual

machine manager, which provides automatic updates and deploys new virtual

environments to the host computer. Preferably, the management tool could connect

to an Internet cloud-based server to obtain new operating system/application/security

system combinations in order to continually provide new and varying environments

to thwart attacks. Alternatively, the management tool could receive these new

environments via physical media such as a USB drive to minimize contact with the

Internet.

[0016] Another feature is a management tool for detecting unauthorized

changes to a virtualized environment and provide data to a centralized system on the

types of attacks that have been detected inside the virtual machines. These data

would enable the inventor's team to devise and deploy increasingly more effective

virtual machine combinations to the host machines.

[0017] A further particular exemplary embodiment of the present principles

includes a virtual machine manager that automatically closes a running instance of a

virtual machine and starts another on a scheduled and controlled basis. This

embodiment is advantageous in high risk environments, such as ATMs (Automated

Teller Machines, which dispenses cash to customers of banks) or POS system (point

of sale systems, which are used to calculate purchases and process payments at

retail stores, such as the one at the heart of the Target breach). In this embodiment,

the virtual machine that is running the ATM or POS software regularly and frequently

automatically shuts down and restarts from a clean image, thus rendering any



infection inert. The virtual machine manager may detect a period of non-use and a

timer to determine that a fresh copy could be instantiated without disrupting the user.

[0018] In a final particular application of the present principles, a management

tool transfers settings, files and preferences between the host machine and the

virtuaiized environment on an as-needed basis. Preferably, all appropriate data are

automatically transferred into the virtual machine when it is created, and transferred

to a safe holding location on the host machine when the virtual machine is torn

down. Examples of data transferred between the two systems are: favorites lists,

history and settings for Internet browsers; source files, custom dictionary files and

settings for Excel, Word and other processing programs; e-mail files and settings for

e-mail programs such as Outlook; and PDF, image and other documents for viewing

in readers and viewers.

BRIEF DESCRIPTION OF DRAWINGS

[0019] For a more complete understanding of the present invention, and the

advantages thereof, reference is now made to the following descriptions taken in

conjunction with the accompanying drawings, in which:

[0020] FIGURE 1 is a high level block diagram showing the interaction

between hardware and software resources in an exemplary data processing system

embodying the principles of the present invention ;

[0021] FIGURE 2 is a flow chart illustrating a preferred process using a Virtual

Machine Management Module (VM3) to download new images and update existing

images to ensure a non-compromised environment for the user; and,

[0022] FIGURES 3 and 4 are collectively a flow chart illustrating a preferred

Virtual Machine Manager Module (VM3) Upgrade routine for creating a pseudo-

randomized virtual machine by combining different operating systems, security

systems and applications.

DETAILED DESCRIPTION OF THE INVENTION



[0023] The principles of the present invention and their advantages are best

understood by referring to the illustrated embodiment depicted in FIGURES 1-4 of

the drawings, in which like numbers designate like parts.

[0024] In the following discussion, the terms "exploit", "copy-on-write", "attack

vectors", "malware", "virtual machines", and "air-gap" will take on the following

definitions, consistent with their current usage in the art.

[0025] An "exploit" is generally executable software code, data, or a set of

commands, which takes advantage of software and/or hardware vulnerabilities,

bugs, and/or glitches in a computer or other electronic hardware-software system to

invoke actions (intended or unintended) by that system. Exemplary actions invoked

by an exploit include assumption of control over the system, allowing privilege

escalation, and denial-of-service attacks.

[0026] Generally, processing system performance can be optimized by taking

advantage of circumstances when multiple separate tasks (processes) make use of

identical copies of the same information. Under these circumstances, the given

information is stored in a mutually accessible area in memory and each process is

given a pointer to that information, which avoids the need to make separate copies to

support each task. However, when one process modifies a local copy, there may be

no provision to update the shared copy in mutually accessible memory.

[0027] Copy-on-write is a process for identifying when one process attempts

to modify the shared information, for example, by making a private copy of the

shared information, modifying the private copy, and then preventing the

modifications from becoming visible to at least some other processes. The copy-on-

write process runs within the operating system kernel and is transparent to all

processes using the shared copy. Copy-on-write is also used for disk storage

snapshots, as implemented by processes such as logical volume management,

Microsoft Volume Shadow Copy Service, and file systems such as btrfs in Linux.

[0028] An "attack vector" generally refers to a process where malicious code

(e.g., viruses or worms) propagates itself or infects a processing system. Common

attack vectors include buffer overflows, HTML e-mail with JavaScript or other

scripting enhancements or modifications, malicious e-mail attachments, and

networking protocol flaws.



[0029] "Malware" (i.e., "malicious software") encompasses a wide range of

hostile or intrusive software used to disrupt a processing system, capture sensitive

data, and/or gain unauthorized access to a private computer system or network.

Malware can be implemented using various types of software, including code,

scripts, and active content. A few examples of malware are viruses, ransomware,

worms, Trojan horses, rootkits, keyloggers, dialers, spyware, adware, malicious

BHOs, rogue security software. Malware can be disguised as Iegitimate software or

be a modified version of Iegitimate software with harmful code or scripts embedded

within it. (In contrast to defective Iegitimate software, which contains glitches or bugs

that were not corrected on release and could be harmful to the end user system).

[0030] A virtual machine is complete system platform capable of executing a

complete operating system (OS). A typical virtual machine may emulate an existing

computer architecture and be used, for example, as a platform for running programs

when the real hardware and/or operating system is unavailable (e.g., the real

hardware and/or operating system platform is obsolete). Multiple virtual machines

may also be used to increase the efficiency of processing resources (e.g., "hardware

virtualization", which is a key feature of cloud computing).

[0031] An "air gap" generally refers to a processing environment where

processing and communications resources (e.g., terminals and networks) are

separated by a physical barrier to ensure that only authorized data is transferred

between systems on opposite sides of the air gap.

[0032] When data are moved from a high side resource to a low side

resource, those data must be written to a physical medium by the high side resource,

and then moved to the low side resource (the "air gap"). In the commonly used Bell-

La Padula Confidentiality Model, data moves from a low side resource to a high side

resource with reduced processing procedures, while data movement from a high

side resource to a low side resource requires the application of more stringent

processing procedures to ensure protection of the data at a higher level of

classification.

[0033] An air gap maximizes the protection between two processing

resources, since it is generally not possible for data (e.g., packets or datagrams) to

"leap" across the air gap from one processing resource to another. By using an air



gap, a processing resource essentially becomes a closed system, in terms of

information signaling, and security, and is isolated from access from external

processing resources. (One disadvantage is that the import of such things as data,

software, and updates from an external processing resource can be difficult or very

difficult).

[0034] Exploitation is accomplished in numerous manners but can be distilled

to several basic concepts: attack vector, exploit and implant or malware. In

particular, an attack vector is the way in which an attacker approaches a system.

Common attack vectors include but are not limited to: Cross Site Scripting (XSS),

viruses, e-mail attachments, Web pages, pop-up windows, instant messages, chat

rooms, and deception. All of these methods involve programming (or, in a few cases,

hardware), except deception, in which a human operator is fooled into removing or

weakening system defenses. Combinations of attack vectors may be used to

circumvent standard computer protections.

[0035] An exploit is then delivered via one or more of the above attack

vectors. The purpose of the exploit is simply to gain arbitrary execution of code on

the victim's computer. This exploit takes advantage of a bug, glitch or vulnerability in

order to cause unintended or unanticipated behavior to occur on computer software,

hardware, or something electronic (usually computerized). Such behavior frequently

includes things like gaining control of a computer system or allowing privilege

escalation or a denial-of-service attack.

[0036] The success or failure of an exploit is dependent on a variety of factors.

Operating system, version number, patch level, running application, services or

process, available protocols, security software, and even hardware come into play.

An exploit only succeeds if these and other factors line up properly, making the

exploit compatible with the target system.

[0037] Lastly some form of Malware is delivered to the target system. Simply

put, malware is used to gain some sort of benefit to the attacker. These benefits vary

as wildly as the types of attackers do: identity theft, intelligence gathering, bot-net

sales, denial of service, advertising revenues and corporate espionage. The malware

is usually hosted on some sort of server operating on the internet, and the target

machine knowingly or unknowingly downloads and installs to the system.



[0038] The threat posed to the individual by Maiware has increased drastically

in recent years and advances in security program solutions and Personal Security

Products have done little to stem the tide. Platform hardening, secure coding,

workforce education and antivirus solutions are all part of a defense in-depth plan

designed to make computer penetrations more difficult. However even in perfect

concert they don't fully address the threat. There are many high-profile examples in

the news of breaches of major companies where existing sophisticated security

measures were defeated by maiware and user data was stolen. A new approach is

needed.

[0039] Currently, when a user activates a program such as a web browser,

spreadsheet, e-mail client or a program attached to an e-mail, the host system runs

the program and can be infected by any of a large number of methods. Some of

those are described or defined elsewhere in this section. Once infected, the host

system may remain infected for a very long time, permitting unauthorized use of the

host system and significant damage to the user and their personal information.

[0040] The embodiments of the present inventive principles prevents targets

of infection such as web browsers, e-mail clients, spreadsheets, and word

processors from running directly on the Host computer and instead runs the

applications in a virtualized environment. This creates a virtual "Air-Gap" between

the Host computer and the guest virtual environment. Should an infection occur, it is

confined to the virtual machine. This protects the Host computer from infection.

When the application is closed the guest virtual machine is also closed, the infection

is rendered inert and the user is protected.

[0041] FIGURE 1 is a block diagram of a preferred system embodying these

principles. The User in Block 101 requests a program be run. In current Microsoft

Windows and Apple OSX systems, this could be by double clicking on a program

such as Excel or Internet Explorer, or by clicking on a file such as a spreadsheet,

which would run Excel and open the file, or on a link, which would open Internet

Explorer. The Virtual Machine Management Module (VM3) in Block 102 determines

which of the previously downloaded and configured virtual machines is capable of

running the application requested by the user in Block 0 1 and the VM3 instantiates

the virtual machine base image in Block 03 and applies any incremental updates



and user snapshots shown in Blocks 105, 106 and 107 to the operating system,

security software and application inside that virtual machine to meet the needs of the

user established in Block 104. The physical location of these virtual machines is

highly mutable and is determined by the security posture of the client architecture. In

the simplest implementation virtual machines are provisioned locally on the host

machine. In alternate implementations they are located remotely, whether on a

virtual machine provisioning solutions on the local network, such as ESXi, or in the

cloud similar to an EC2 instance, is again dependent on security posture. The user

first experiences the application requested in Block 08, delivery of this user

experience is accomplished locally via normal Input/Output methods, or remotely

through technology such as Remote Desktop Sessions.

[0042] Block 111 is the embedded component of the Command And Control

(C&C) Module which communicates with the Host-based component of the C&C

Module (Block 17). This connection allows for secure transfer of user settings

(Block 1 2) and file(s) (Block 113). The application opened at startup (Block 114)

then opens the file or link transferred by Block 108 into the virtual machine and

presents it to the user (Block 101) to interact with the application (Block 123) and the

Internet (Block 124) as necessary.

[0043] During this phase the user might perform an action which infects the

virtual machine; however, the polymorphic system of FIGURE 1 greatly reduces the

possibility of an infection by presenting a variety of combinations of operating

system, security software and application software. Since most malware is targeted

to specific combinations, it is less likely that an attack will be successful. Suppose

that an attack was successful because a spreadsheet or document with a malicious

macro was opened or a site with a virus was visited and the virtual machine is

compromised. In existing systems, this can be catastrophic; however, by application

of the present principles, the Host machine is protected because the malware cannot

"jump the gap" to the host machine.

[0044] When the user is done with their session and clicks the close button,

the Embedded C&C Module (Block 115 and Block 116) extracts files and user

settings from the application that were modified during execution and transfers them

(Block 111) to the Host-based C&C module in Block 117 . Extracted files and other



data are scanned by the host-based security products and the C&C module itself in

Block 9. Block 120 determines if the files are safe or not. Safe files (Block 122)

are made available to the user for future use (Block 0 1) and unsafe files are

quarantined or deleted (Block 122).

[0045] In a particular embodiment of the present principles, the virtual

machines may be periodically updated using a Virtual Machine Monitor Module

(VM3). Preferably, the VM3 is tasked with downloading, maintaining and ensuring

the integrity of virtual machines that perform tasks required by the user. Figure 2

illustrates a preferred Periodic Update function of the VM3 module. Block 201

consisting of Blocks 202 and 203 in Figure 2 show two different times at which VM3

initiates an update or download of a new virtual machine.

[0046] The first type of update is initiated in Block 202 which shows a periodic

or scheduled update, or an update commanded externally by a central system. In

this implementation, the VM3 will receive information that a particular virtual machine

is in need of maintenance or download and pass that information to the Management

Module in Block 205. The second type of update is shown in Block 203 and is

triggered when the user requests an action. VM3 passes the virtual machine

requirements through the user interface in Block 204 to the Management Module in

Block 205.

[0047] The Management Module in Block 205 then determines if that virtual

machine configuration exists and is current in Block 206. If not, VM3 requests (Block

207) and downloads (Block 208) the virtual machine or the updates from the central

server. VM3 then updates the old, or prepares the new, virtual machine according to

the downloaded file and instructions (Block 209) and polls the user snapshot

repository for any actions related to user preferences, configurations or other custom

settings (Block 210). Block 2 11 will determine if a custom snapshot exists and

generate one Block 212 if one does not exist.

[0048] If the request was initiated by the user, Block 213 will launch the virtual

machine and present the application to the user, thus initiating the sequence shown

in Figure 1 and described previously.

[0049] Figure 3 illustrates a preferred process for creating a virtual

environment to achieve the requirements of the user in a configuration of operating



system, security system and application that is difficult for malicious software to

infect. In Block 301 the user initiates an application session by requesting a

particular type of application. Typical application sessions types include, but are not

limited to, web browsers (Block 302), web privacy sessions (Block 303), webmail

sessions (Block 304), e-mail sessions (Block 305), spreadsheet view or edit,

document view or edit, and cloud applications (Block 306). VM3 uses built-in

operational knowledge and instructions maintained from a central server to pseudo-

randomly select a virtual environment (Block 307) that can perform the tasks

requested by the user.

[0050] Block 308 selects an appropriate virtual machine that has been

configured with an operating system (Block 309), a security system (Block 3 0) and

an application (Block 3 1) .

[005 1] Figure 4 describes the preferred configuration, application session

initiation, application session use, and application session teardown phases of one

implementation of the principles of the present invention. In Block 401 the

appropriate program is executed inside the virtual machine to achieve the user's

goals, and it is configured to maintain their settings, preferences and favorites from

previous sessions. This allows the user to see the same or very similar environment

the next time they make a similar request for an application session. Block 402

shows the user interacting with the program and eventually entering the teardown

phase in Block 403. Each application type will have a different type of teardown.

During this phase the changes to the application and environment are detected and

moved outside the virtual machine as previously described in conjunction with Figure

, Block 11 and Block 17 . All settings and files necessary to later restore this

session are saved. In Block 404 the Virtual Machine Manager Module reverts the

virtual machine to a "known-good" state to prepare it for its next use. It is during this

phase that any contamination that took place during the session would be rendered

inert. Block 405 notes that the Host system is completely unaffected by anything

that took place inside the virtual machine with the exception of extracted files and

settings.

[0052] Although the invention has been described with reference to specific

embodiments, these descriptions are not meant to be construed in a limiting sense.



Various modifications of the disclosed embodiments, as well as alternative

embodiments of the invention, will become apparent to persons skilled in the art

upon reference to the description of the invention. It should be appreciated by those

skilled in the art that the conception and the specific embodiment disclosed might be

readily utilized as a basis for modifying or designing other structures for carrying out

the same purposes of the present invention. It should also be realized by those

skilled in the art that such equivalent constructions do not depart from the spi t and

scope of the invention as set forth in the appended claims.

[0053] It is therefore contemplated that the claims will cover any such

modifications or embodiments that fail within the true scope of the invention.



WHAT IS CLAIMED IS:

. A processing system comprising: |

a host system including:

a host processor and an associated host memory system,

a user interface; and

a host operating system executed by the host processor for running a

virtualization program for creating a virtual machine including virtual hardware,

a virtual operating system, and a virtual application program running in

conjunction with the virtual operating system, wherein the virtual machine is

operable to:

instantiate the virtual application program in response to a user

request through the user interface to initiate a function; and

in response to user inputs through the user interface, execute

operations with the virtual application in conjunction with the virtual

operating system to implement the requested function such that the

host system is isolated from an attack initiated during execution of the

virtual application program by the virtual machine.

2. The system of Claim 1, wherein the virtual machine is further operable to

execute a security program for managing an attack initiated during execution of the

virtual application program by the virtual machine.

3. The system of Claim , wherein the virtualization program is further operable

to select the virtual machine from a plurality of virtual machines accessible in the

host memory system, each of the plurality of virtual machines including a virtual

operating system, and at least one virtual application program running in conjunction

with the virtual operating system.

4 . The system of Claim 1, wherein the virtual machine includes a plurality of

virtual application programs for providing the requested function and the



virtuaiization program is further operable to select the virtual application program for

implementing the requested function.

5 . The system of Claim 3 , wherein at least two of the plurality of virtual machines

include different virtual operating systems.

6. The system of Claim 4 , wherein at least two of the plurality of virtual

application programs are operable to implement the function.

7 . The system of Claim , wherein the virtuaiization program is further operable

to import user preferences for the virtual application program from the host memory

system on instantiation of the virtual application program.

8. The system of Claim , wherein the virtuaiization program is further operable

to revert the virtual machine to a known-good state upon completion of the requested

function.

9 . The system of Claim , wherein the virtuaiization program is further operable

to selectively save files generated by the virtual applications program to the host

memory system in response to a request from the user through the user interface.

10. The system of Claim 1, wherein the virtuaiization program is further operable

to analyze the virtual machine for unauthorized modifications and selectively disable

the virtual machine in response.

. The system of Claim 3 , wherein the virtuaiization program is further operable

to contact a server external to the processing system to retrieve and store within the

host system memory at least one of the plurality of virtual machines.



12. A method of securely operating a processing system including a host

processor, a host operating system, a user interface, and a memory system using a

virtualization program running on top of the host operating system, comprising:

receiving a user request through the user interface to initiate a function;

instantiating a virtual machine within the memory system operable to execute

a virtual application program for implementing the function; and

in response to user inputs through the user interface, execute operations with

the virtual application to implement the function such that the host operating system

is isolated from an attack initiated during execution of the virtual application program

by the virtual machine.

3 . The method of Claim 2 , wherein instantiating a virtual machine comprises

selecting one of a plurality of virtual machines within the host system memory

operable to execute a virtual application program for implementing the function.

14. The method of Claim 12, wherein instantiating a virtual machine further

comprises selecting one of a plurality of virtual applications programs executable by

the virtual machine for implementing the function.

15. The method of Claim 2 , wherein instantiating a virtual machine comprises:

selecting one of a plurality of virtual machines within the host system memory;

and

selecting one of a plurality of virtual applications programs executable by the

selected virtual machine and operable to implement the function.

16. The method of Claim 3, wherein selecting one of a plurality of virtual

machines within the host system memory comprises selecting one of a plurality of

virtual machines running different virtual operating systems.

17. The method of Claim 12, further comprising transferring stored user

preferences for the virtual application program and environment from the memory

system to the virtual machine.



18. The method of Claim 12, further comprising transferring files generating

during the execution of the virtual application program from the virtual machine to the

memory system in response to a user request through the user interface.

9 . The method of Claim 2 , wherein instantiating a virtual machine comprises

retrieving the virtual machine from an external source and storing the virtual machine

in the memory system.

20. The method of Claim 2 , further comprising returning the virtual machine to a

known-good state when implementation of the function is complete.

2 1 . The method of Claim 12, further comprising executing a virtual security

program with the virtual machine during execution of the virtual applications

program.

22. The method of Claim 12, further comprising receiving incremental updates

from an external source for updating the virtual machine.

23. The method of Claim 22, wherein receiving incremental updates comprises

receiving an incremental update to the virtual application program.

24. The method of Claim 22, wherein receiving incremental updates comprises

receiving an incremental update to a virtual operating system run by the virtual

machine.

25. The method of Claim 22, further comprising periodically validating the integrity

of the virtual machine.
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