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TOUCH GESTURE ACTIONS FROM A
DEVICE’S LOCK SCREEN

BACKGROUND
[0001] 1. Field of the Invention
[0002] This field relates to touch gestures on a mobile
device.
[0003] 2. Background Art
[0004] Some mobile devices, such as cell phones, personal

digital assistants (PDAs), portable navigation devices (PNDs)
and handheld game consoles, include touch screens. These
devices accept input by detecting movements, known as
touch gestures, of fingers or other objects in contact with the
touch screen. Upon detection of a touch gesture, the mobile
device, or an application stored thereon, may execute an
action. For example, upon detection of a pinch touch gesture,
a web browsing application may zoom out of a web page.

[0005] Mobile devices generally include lock screens to
prevent unauthorized or unintentional access to the device.
Mobile devices running the ANDROID operating system,
available from Google Inc., enable a user to define a touch
pattern gesture to unlock a touch screen. This feature, known
as pattern unlock, enables a user to define a gesture to authen-
ticate the user and unlock the device. Once the device is
unlocked, user can execute functionality of the mobile device.
However, unlocking the mobile device and then executing the
desired action is a multi-step process and can be cumbersome.
[0006] Systems and methods are needed that enable users
to access more easily functionality of a locked mobile device.

BRIEF SUMMARY

[0007] Embodiments enable a user to execute an action by
inputting a touch gesture directly from a lock screen. In a first
embodiment, a computer-implemented method executes an
action on a mobile device. A lock screen view is displayed on
the mobile device to prevent unauthorized and inadvertent
access to the mobile device’s data. While the mobile device is
locked, a touch gesture having a pre-defined shape is detected
on a touch screen of the mobile device independently of the
initial position of the touch gesture on the touch screen. In
response to detection of the touch gesture, a particular action
is executed on the mobile device while the mobile device
stays locked. The particular action is determined according to
the pre-defined shape. In this way, detection of the touch
gesture causes the particular action to execute while keeping
the mobile device locked.

[0008] In a second embodiment, a system executes an
action on a mobile device. The system includes a lock screen
module that displays a lock screen view on the mobile device
to prevent unauthorized and inadvertent access to the mobile
device’s data. While the lock screen module displays the lock
screen view, a gesture interpretation module detects a touch
gesture having a pre-defined shape on a touch screen of the
mobile device independently of the initial position of the
touch gesture on the touch screen. In response to detection of
the touch gesture and while the mobile device remains locked,
a lock action module executes a particular action on an appli-
cation of the mobile device determined according to the pre-
defined shape. The mobile device comprises at least one
processor and memory. In this way, detection of the touch
gesture initiates the particular action while keeping the
mobile device locked.
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[0009] In a third embodiment, a computer-implemented
method executes an action on a mobile device. When the
mobile device is unlocked, a user is able to define a shape of
a touch gesture to cause the mobile device to execute a par-
ticular action. A lock screen view is displayed on the mobile
device to prevent unauthorized and inadvertent access to the
mobile device’s data. While the mobile device is locked, a
touch gesture having the shape defined by the user is detected
on a touch screen of the mobile device. In response to detec-
tion of the touch gesture, a particular action is executed on the
mobile device while the mobile device stays locked. In this
way, detection the user-defined shape securely authorizes
execution of the particular action while the mobile device is
locked.

[0010] Further embodiments, features, and advantages of
the invention, as well as the structure and operation of the
various embodiments of the invention are described in detail
below with reference to accompanying drawings.

BRIEF DESCRIPTION OF THE FIGURES

[0011] The accompanying drawings, which are incorpo-
rated herein and form a part of the specification, illustrate the
present invention and, together with the description, further
serve to explain the principles of the invention and to enable
a person skilled in the pertinent art to make and use the
invention.

[0012] FIG.1 is a diagram that illustrates receiving a touch
gesture from a lock screen view to execute an action, accord-
ing to an embodiment.

[0013] FIG. 2 is a diagram that illustrates a system for
executing an action in response to a touch gesture while
keeping a mobile device locked, according to an embodiment.
[0014] FIG. 3A is a flowchart that illustrates a method for
defining a touch gesture.

[0015] FIG. 3B is a flowchart that illustrates a method for
detecting a touch gesture and executing an action in response
to the touch gesture, according to an embodiment.

[0016] FIG. 4 is diagram that illustrates an interface to
define a touch gesture to execute an action from a lock screen
view to execute an action, according to an embodiment.
[0017] The drawing in which an element first appears is
typically indicated by the leftmost digit or digits in the cor-
responding reference number. In the drawings, like reference
numbers may indicate identical or functionally similar ele-
ments.

DETAILED DESCRIPTION OF EMBODIMENTS

[0018] As mentioned above, executing actions from a lock
screen can be a cumbersome multi-step process. Embodi-
ments disclosed herein enable a user to execute an action by
inputting a touch gesture directly from a lock screen. In an
embodiment, the mobile device may detect the touch gesture
without regard to its initial position on the touch screen. In
this way, a user can execute an action while keeping the
mobile device locked without looking at the mobile device’s
view. In another embodiment, the touch gesture to execute the
action may be pre-defined by the user. In this way, detection
of'the touch gesture serves to verify that the user has authority
to execute the action while the mobile device remains locked.
These and other embodiments are described below with ref-
erence to the accompanying drawings.

[0019] FIG. 1 shows a diagram 100 that illustrates receiv-
ing a touch gesture from a lock screen view to execute an
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action, according to an embodiment. Diagram 100 shows two
views 102 and 104, each displaying a lock screen view. While
displaying the lock screen view, a user inputs a touch gesture
by, for example, touching the surface of the mobile device’s
touch screen and moving her finger along the screen’s surface
in a particular pattern.

[0020] Views 102 and 104 show corresponding touch ges-
tures 106 and 108 respectively. Touch gestures 106 and 108
are similar in shape but are located at different positions on
the touch screen. As discussed in greater detail below, the
shape of touch gestures 106 and 108 may correspond to a
previously defined user-input. In this way, the shape of touch
gestures 106 and 108 may serve to authenticate the user and
prevent unauthorized access to the device. A person of skill in
the art would recognize that touch gestures 106 and 108 may
include discrete positions or a continuous curve.

[0021] Despite being located at different positions on the
touch screen, touch gestures 106 and 108 may cause the
mobile device to execute the same action as illustrated at box
110. By detecting touch gestures independently of their posi-
tions on the touch screen, a user need not look at the mobile
device’s touch screen or view to execute the action. For
example, a user can execute the action to silence a mobile
device while keeping the mobile device discretely hidden
from view. In a further embodiment, touch gestures 106 and
108 may have different sizes, but could still invoke the same
action.

[0022] As mentioned above, in response to input of the
touch gesture 106 or 108, the mobile device may execute an
action while remaining locked. The mobile device may
execute different actions in response to different gestures. For
example, mobile device may change volume control, make a
phone call, disable sound and alarms, execute a game, or
access and display personal data.

[0023] View 120 shows one example that involves display-
ing personal data. In particular, view 120 shows a pop-up
window 122 that displays the calendar data for today’s date to
a user. In short, in response to touch gesture, view 120 dis-
plays today’s schedule while the mobile device remains
locked. This embodiment enables auser to view more quickly
and easily the day’s schedule, avoiding the sometimes cum-
bersome process of unlocking the mobile device.

[0024] FIG. 2 is a diagram illustrating a mobile device 200
for executing an action in response to a touch gesture while
keeping the mobile device locked, according to an embodi-
ment. Mobile device 200 includes a touch receiver 202, a
gesture definition module 204, a gesture database 206, a
gesture interpretation module 208, a lock screen module 210,
a lock action module 214, and a personal database 212.
[0025] In an embodiment, mobile device 200 may operate
as follows. Using gesture definition module 204, a user may
define a touch gesture to execute a particular action. Gesture
definition module 204 may store data representing the gesture
in gesture database 206. With the gesture configured, a user
may be able to execute the action from the mobile device’s
lock screen view. Lock screen module 210 may display a lock
screen view that prevents unauthorized and inadvertent
access to the mobile device. While lock screen module 210
displays the lock screen view, the user may input the touch
gesture on the mobile device’s touch screen. Touch receiver
202 may receive the touch gesture. Gesture interpretation
module 208 may compare the inputted touch gesture data
with the pre-defined touch gesture data. If the inputted touch
gesture data matches the pre-defined touch gesture data, the
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user is authenticated. Lock action module 214 may initiate an
action on the mobile device while the device remains locked.
In this way, mobile device 200 may securely initiate an action
while keeping the mobile device locked.

[0026] Lockscreen module 210 displays a lock screen view
on the mobile device to prevent unauthorized or inadvertent
access to a mobile device. For example, the lock screen view
may serve to avoid inadvertent access to the mobile device. In
that example, lock screen module 210 may not accept any
other input until a particular touch gesture input is received.
Receipt of the particular touch gesture input may confirm that
the user intends to access the device and that the touches are
not accidental touches that may for example occur when the
mobile device is in a user’s pocket or purse.

[0027] In addition to preventing inadvertent access, lock
screen module 210 may prevent unauthorized access to the
mobile device. Lock screen module 210 may prevent unau-
thorized access to a user’s personal data on a mobile device.
The lock screen module may receive an input to authenticate
the user and, in response to the authenticated input, unlock the
mobile device. In an example, the input may be a touch
gesture that the user had pre-set for authentication purposes.

[0028] Touch receiver 202 may be any type of touch
receiver that accepts input from a touch screen. In an example,
touch receiver 202 may receive touch input on a view (not
shown) of mobile device 200. The touch input received may
include a position that the user touched as defined by an X and
Y coordinate on the screen. The user may touch the screen
with a finger, stylus, or other object. Touch receiver 202 may
be able to receive multiple touches simultaneously if, for
example, the user selects multiple locations on the screen.
The screen may detect touches using any technology known
in the art including, but not limited to, resistive, capacitive,
infrared, surface acoustic wave, strain gauge, optical imag-
ing, acoustic pulse recognition, frustrated total internal
reflection, and diffused laser imaging technologies.

[0029] In an embodiment, touch receiver 202 may receive
two user inputs. For example, touch receiver 202 may sample
inputs on the touch screen periodically. Touch receiver 202
may receive a first user input at a first sampling period and
may receive a second user input at a second sampling period.
The first user input may indicate that an object has touched a
view of the mobile device, and the second user input may
indicate that the object has moved to a new position. In this
way, touch receiver 202 is able to receive touch gestures. In an
example, a gesture may be a single stroke and may terminate
with the user lifts her finger from the touch screen. In another
example, a gesture may include multiple strokes.

[0030] Gesture definition module 204 enables a user to
define a touch gesture to initiate an associated action. In an
embodiment, gesture definition module 204 may present an
interface to define a touch gesture for an action. For example,
gesture definition module 204 may present the user with a list
of actions for which the user may define a gesture. The user
may select an action from the list of actions. In an example,
the mobile device may enable a user to enter a touch gesture
using an interface as described below with respect to FIG. 4.
In response to the selection, gesture definition module may
prompt the user for the touch gesture. The user may move her
finger along the mobile device’s touch screen to input the
gesture. Touch receiver 202 receives the input and forwards
data specifying the input to gesture definition module 210.
Finally, gesture definition module 210 stores data specifying
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at least the shape of the touch gesture into gesture database
212. In this way, a user can define any shape for the touch
gesture.

[0031] Gesture database 206 may store data specifying
touch gestures for associated actions. In an embodiment,
gesture database 206 may store data specifying a shape of a
touch gesture and identifying an action corresponding to the
touch gesture. In an embodiment, the touch gestures may be
defined by a user using gesture definition module. In other
embodiments, pre-defined touch gestures may not be defined
by a user. For example, an “up” arrow may cause the mobile
device to turn its volume up, and a “down” arrow may cause
the mobile device to turn its volume down. In another
example, a letter may designate a particular action. For
example, the letter “D” may cause the mobile device to dis-
play the day’s schedule.

[0032] Once a user defines a touch gesture, the user may
input the touch gesture while the mobile device is locked to
execute the action. Touch receiver 202 may receive the touch
gesture on the touch screen of the mobile device.

[0033] Gesture interpretation module 208 may determine
whether the inputted touch gesture matches a pre-defined
touch gesture. Gesture interpretation module 208 may com-
pare the shape of the inputted touch gesture to the shape of the
pre-defined touch gesture. In an embodiment, gesture inter-
pretation module 208 may detect a matching touch gesture
regardless of a difference in position between the inputted
touch gesture and the pre-defined touch gesture on the touch
screen of the mobile device. By detecting the touch gesture
independently from its initial position on the touch screen of
the mobile device, a user can execute an action more easily
without looking at the touch screen of the mobile device. This
is especially useful in when the mobile device is locked,
because the user may not have been actively using the mobile
device before the gesture.

[0034] In an embodiment, gesture interpretation module
208 may first need to be activated by some other input. In
examples, gesture interpretation module 208 may be initiated
by pressing a physical button, detecting motion, or detecting
a change in lighting. Gesture interpretation module 208 may
provide feedback (e.g., making a sound or vibration) to indi-
cate when it is accepting input.

[0035] When gesture interpretation module 208 detects a
matching touch gesture, gesture interpretation module 208
may provide feedback to a user. For example, gesture inter-
pretation module 208 may present a line showing the shape of
the touch gesture or may cause the mobile device to vibrate or
make a noise. In this way, gesture interpretation module 208
acknowledges that the touch gesture was detected.

[0036] When gesture interpretation module 208 detects a
matching touch gesture, lock action module 214 may initiate
an action. Lock action module 214 may initiate any type of
action. In an example, the action may change a setting on the
mobile device, such changing the volume or disabling sounds
or alarms. In another example, the action may execute an
application, such as a game, on the mobile device. The mobile
device may enable a user to download and install applications
to expand the functionality of the mobile device. The action
may result in the display of data to the user while the touch
screen is locked. A user may be able to define an action that
corresponds to a particular gesture. For example, a user may
be able to define an “at the beach” or “on vacation” gesture
that silences the mobile device and clears the day’s schedule
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on the user’s calendar. In an embodiment, the action may
access and display personal data from personal database 212.

[0037] Personal database 212 may store personal data relat-
ing to a specific user, such as calendar data, contact data,
emails and text messages. This information may be particu-
larly sensitive and, for that reason, requiring authentication to
access it may be particularly useful. In that way, if a user
misplaces her mobile device, or if the mobile device is stolen,
the data remains secure.

[0038] Inanexample operation,a user may define a gesture
to view the day’s schedule using gesture definition module
204. Data defining the gesture and indicating the correspond-
ing action is stored in gesture database 206. When the mobile
device is locked, the user may input the previously defined
touch gesture. Gesture interpretation module 208 identifies
the inputted touch gesture and instructs lock action module
214 to display the calendar data while the mobile device
remains locked. Lock action module 214 may retrieve the
schedule for that day and display to the user. In this way,
mobile device 214 may securely display calendar data to the
user, without having to unlock the device.

[0039] Each of the gesture definition module 204, gesture
interpretation module 208, lock action module 214, and lock
screen module 210 may be implemented in hardware, soft-
ware, firmware, or any combination thereof.

[0040] Gesture database 206 and personal database 212
may be any type of persistent memory including, for example,
a SQL database.

[0041] Mobiledevice 200 may be implemented on any type
of mobile computing device. Such computing device can
include, but is not limited to, a personal computer, mobile
device such as a mobile phone, workstation, embedded sys-
tem, game console, television, set-top box, or any other com-
puting device. Further, a computing device can include, but is
not limited to, a device having a processor and memory for
executing and storing instructions. Software may include one
or more applications and an operating system. Hardware can
include, but is not limited to, a processor, memory and graphi-
cal user interface display. The computing device may also
have multiple processors and multiple shared or separate
memory components.

[0042] FIG. 3A shows a flowchart illustrating a method 300
for defining a touch gesture. In an embodiment, method 300
may be used in operation of gesture definition module 204. In
an example, method 300 may only be executed when the user
is authenticated or when the device is unlocked.

[0043] At step 302, a user is presented with an interface to
define a touch gesture for an action. For example, a user may
select an action and the mobile device may prompt to user to
input a touch gesture to execute the action while locked. In
other examples, the interface may enable a user to define a
sequence of actions to execute in response to the touch ges-
ture. To enable the user to define the touch gesture, the mobile
device may present a 9-dot pattern as described with respect
to FIG. 4 below.

[0044] At step 304, the mobile device receives a touch
gesture from the user. For example, the user may touch a
position on the touch screen. While remaining in contact with
the touch screen, the user may move her finger along the
surface of the screen. The touch gesture may terminate when
the user removes her finger from the surface of the touch
screen. As mentioned above, in other examples, a gesture may
include a series of strokes on the touch screen.
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[0045] At step 306, data is stored representing the shape of
the touch gesture received in step 304. The data may represent
the shape of the touch gesture. For example, the data may
represent may represent the path on the touch screen of the
mobile device. In this way, by enabling a user to define the
gesture, the gesture may be used to authenticate the user prior
to executing an action while the mobile device is locked.
[0046] FIG.3B shows a flowchart illustrating a method 300
for detecting a touch gesture and executing an action in
response to the touch gesture. In an embodiment, method 300
may be executed on mobile device 200 in FIG. 2.

[0047] Atstep 352, alock screen view may be displayed on
the mobile device to prevent unauthorized or inadvertent
access to a mobile device. The mobile device may prevent
inadvertent access by failing to react to any other input until
a particular touch gesture inputis received. The mobile device
may prevent unauthorized access if the particular touch ges-
ture input that has been previously defined by the user.
[0048] At step 354, a touch gesture is detected on the touch
screen of the mobile device, while the mobile device is
locked. Data representing the inputted touch gesture may be
compared with data representing the pre-defined touch ges-
tures. In an embodiment, the shape of the inputted touch
gesture may be compared with the shape of pre-defined touch
gestures. The shapes may be compared independent of their
position on the touch screen of the mobile device. In this way,
by comparing the shape of the touch gesture independent of
its position, a user can input the touch gesture without looking
at the touch screen.

[0049] If the inputted touch gesture matches a pre-defined
touch gesture, then an action corresponding to the touch
gesture is executed while the mobile device is locked at step
356. In this way, a user may execute an action while the
mobile device remains locked.

[0050] FIG.4 is diagram 400 illustrating an interface 402 to
define a touch gesture to execute an action from a lock screen
view to execute an action, according to an embodiment. Inter-
face 402 includes a number of dots, such as dot 404. In an
example, interface 402 may include nine dots. By moving her
finger between dots, a user can more precisely enter the touch
gesture. A user may input a touch gesture by moving her
finger between the dots in interface 402. The gesture may be
defined by the dots that the user touches and the order in
which the user touches them. In examples, interface 402 may
be used by gesture definition module 204 to define a touch
gesture and gesture interpretation module 208 to receive a
touch gesture.

[0051] The Summary and Abstract sections may set forth
one or more butnot all exemplary embodiments of the present
invention as contemplated by the inventor(s), and thus, are not
intended to limit the present invention and the appended
claims in any way.

[0052] The present invention has been described above
with the aid of functional building blocks illustrating the
implementation of specified functions and relationships
thereof. The boundaries of these functional building blocks
have been arbitrarily defined herein for the convenience of the
description. Alternate boundaries can be defined so long as
the specified functions and relationships thereof are appro-
priately performed.

[0053] The foregoing description of the specific embodi-
ments will so fully reveal the general nature of the invention
that others can, by applying knowledge within the skill of the
art, readily modify and/or adapt for various applications such
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specific embodiments, without undue experimentation, with-
out departing from the general concept of the present inven-
tion. Therefore, such adaptations and modifications are
intended to be within the meaning and range of equivalents of
the disclosed embodiments, based on the teaching and guid-
ance presented herein. It is to be understood that the phrase-
ology or terminology herein is for the purpose of description
and not of limitation, such that the terminology or phraseol-
ogy of the present specification is to be interpreted by the
skilled artisan in light of the teachings and guidance.

[0054] The breadth and scope of the present invention
should not be limited by any of the above-described exem-
plary embodiments, but should be defined only in accordance
with the following claims and their equivalents.

What is claimed is:

1. A computer-implemented method for executing an
action on a mobile device, comprising:

displaying a lock screen view on the mobile device to

prevent unauthorized or inadvertent access to the mobile
device’s data;

while the mobile device is locked:

detecting a touch gesture having a pre-defined shape on
a touch screen of the mobile device, wherein a user is
able to input the touch gesture at any position on the
touch screen; and
in response to detection of the touch gesture, executing a
particular action on the mobile device, the particular
action determined according to the pre-defined shape,
whereby detection of the touch gesture causes the particu-
lar action to execute while keeping the mobile device
locked.

2. The method of claim 1, further comprising:

receiving an input to authenticate the user;

in response to the received input, unlocking the mobile

device; and
when the mobile device is unlocked, enabling a user to
define the shape of the touch gesture that, when detected,
causes the mobile device to execute the particular action,

whereby detection the user-defined shape securely autho-
rizes execution of the particular action while the mobile
device is locked.

3. The method of claim 2, wherein the executing the par-
ticular action (c) comprises:

accessing personal data stored on the mobile device; and

outputting the personal data.

4. The method of claim 3, wherein the accessing the per-
sonal data (i) comprises retrieving calendar appointment data
scheduled for the present date stored on the mobile device,
and

wherein the outputting the personal data (ii) comprises

displaying at least a portion of the calendar appointment
data on the touch screen of the mobile device.

5. The method of claim 3, wherein the accessing personal
data (i) comprises retrieving a media file stored on the mobile
device, and

wherein the outputting the personal data (ii) comprises

playing the media file on the mobile device.

6. The method of claim 1, further comprising:

receiving an input to authenticate the user;

in response to the received input, unlocking the mobile

device; and
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when the mobile device is unlocked, displaying to a user
the pre-defined shape of the touch gesture that, when
detected, causes the mobile device to execute the par-
ticular action.

7. The method of claim 6, further comprising:

when the mobile device is locked and in response to a user
query, displaying to a user the pre-defined shape of the
touch gesture that, when detected, causes the mobile
device to execute the particular action.

8. The method of claim 1, wherein the executing the par-
ticular action comprises changing an unsecure setting of the
mobile device.

9. The method of claim 8, wherein the changing the unse-
cure setting comprises silencing the mobile device.

10. The method of claim 8, wherein the executing the
particular action comprises changing a volume of the mobile
device.

11. A system for executing an action on a mobile device,
comprising:

a lock screen module that displays a lock screen view on
the mobile device to prevent unauthorized or inadvertent
access to the mobile device’s data;

a gesture interpretation module that, while the mobile
device is locked, detects a touch gesture having a pre-
defined shape on a touch screen of the mobile device,
wherein a user is able to input the touch gesture at any
position on the touch screen; and

a lock action module that, in response to detection of the
touch gesture and while the mobile device remains
locked, executes a particular action on the mobile device
determined according to the pre-defined shape,

wherein the mobile device comprises at least one processor
and memory,

whereby detection of the touch gesture initiates the par-
ticular action while keeping the mobile device locked.

12. The system of claim 11, wherein the lock screen mod-
ule receives an input to authenticate the user and, in response
to the authenticated input, unlocks the mobile device, and
further comprising:

a gesture definition module that, when the mobile device is
unlocked, enables a user to define the shape of the touch
gesture that, when detected by the gesture interpretation,
causes the lock action module to execute the particular
action,

whereby detection the user-defined shape securely autho-
rizes execution of the particular action while the mobile
device is locked.

13. The system of claim 12, wherein the lock action module

accesses personal data stored on the mobile device and out-
puts the personal data to execute the particular action.
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14. The system of claim 13, wherein the lock action module
retrieves calendar appointment data scheduled for the present
date stored on the mobile device and displays at least a portion
of the calendar appointment data on the touch screen of the
mobile device to execute the particular action.

15. The system of claim 13, wherein the lock action module
retrieves a media file and plays the media file to execute the
particular action.

16. The system of claim 11, wherein the lock screen mod-
ule receives an input to authenticate the user and, in response
to the authenticated input, unlocks the mobile device, and
further comprising:

a gesture definition module that, when the mobile device is
unlocked, displays to a user the pre-defined shape of the
touch gesture that, when detected by the gesture inter-
pretation, causes the lock action module to execute the
particular action.

17. The system of claim 16, further comprising a gesture
definition module that, when the mobile device is locked,
displays to a user the pre-defined shape of the touch gesture
that, when detected by the gesture interpretation, causes the
lock action module to execute the particular action.

18. The system of claim 11, wherein the lock action module
changes an unsecure setting of the mobile device to execute
the particular action.

19. The method of claim 18, wherein the changing the
unsecure setting comprises silencing the mobile device.

20. The system of claim 18, wherein the lock action module
changes a volume of the mobile device to execute the particu-
lar action.

21. A computer-implemented method for executing an
action on a mobile device, comprising:

when the mobile device is unlocked, enabling a user to
define a shape of a touch gesture to cause the mobile
device to execute a particular action on the mobile
device,

displaying a lock screen view on the mobile device to
prevent unauthorized and inadvertent access to the
mobile device’s data;

while the mobile device is locked:
detecting a touch gesture having the user-defined shape

on a touch screen of the mobile device; and
in response to detection of the touch gesture, executing
the particular action on the mobile device,

whereby detection the user-defined shape securely autho-
rizes execution of the particular action while the mobile
device is locked.



