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DATA PROCESSING SYSTEM

The present application' relates to data processing systems and discloses .
several distinct inventive concepts which are described below in Sections A to

H of the description.

In the claims:

claims 1 to 24 relate to the description in Section A;

claims 25 to 39 relate to the description in Section B;
claims 40 to 60 relate to.the description in Section C;
claims 61 to 73 relate to the description in Section D;
claims 74 to 92 relate to the description in Section E;
claims 93 to 108 relate to the description in Section F;
claims 109 to 128 relate to the description in Section G; and
claims 129 to 141 relate to the description in Section H.

In the appended drawings:

figures 1 to 4 relate to the description in Section A;
figures 5 to 7 relate to the description in Section B;
figures 8 to 12 relate to the description in Section C;
figures 13 to 17 relate to the description in Section D;
figures 18 to 20 relate to the description in Section E;
figures 21 and 22 relate to the description in Section F;
figures 23 to 27 relate to the description in Section G; and

figures 28 to 32 relate to the description in Section H.

Embodiments of each of the inventions described herein may include any one

or more of the features described in relation to the other inventions.

Where reference numerals are used in a Section of the description they refer

only to the figures that relate to the description in that Section.
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SECTION A

PROCESSING DATA

The present invention relates to the processing of data in a data processing
system, and in particular to processing data that is transmitted within a
network.

Figure 1 represents equipment capable of implementing a prior art protocol
stack, such as a transmission control protocol (TCP) stack in a computer
connected to a network. The equipment includes an application 1, a socket 2
and an operating system 3 incorporating a kernel 4. The socket connects the
application to remote entities by means of a network protocol, in this example
TCP/IP. The application can send and receive TCP/IP messages by opening
a socket and reading and writing data to and from the socket, and the
operating system causes the messages to be transported across the network.
For example, the application can invoke a system call (syscall) for
transmission of data through the socket and then via the operating system to
the network. Syscalls can be thought of as functions taking a series of
arguments which cause execution of the CPU to switch to a privileged level
and start executing the operating system. A given syscall will be composed of
a specific list of arguments, and the combination of arguments will vary

depending on the type of syscall.

Syscalls made by applications in a computer system can indicate a file
descriptor (sometimes called a handle), which is usually an integer number
that identifies an open file within a process. A file descriptor is obtained each
time a file is opened or a socket or other resource is created. File descriptors
can be re-used within a computer system, but at any given time a descriptor
uniquely identifies-an open file or other resource. Thus, when a resource
(such as a file) is closed down, the descriptor will be destroyed, and when
another resource is subsequently opened the descriptor can be re-used to

identify the new resource. Any operations which for example read from, write
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to or close the resource take the corresponding file descriptor as an input

parameter.

Examples of syscalls are select() and poll(). These can be used by an
application for example to determine which descriptors in use by the
application have data ready for reading or writing.

When a network related application program interface (API) call is made
through the socket library this causes a system call to be made, which creates
(or opens) a new file descriptor. For example the accept() system call takes
as an input a pre-existing file descriptor which has been configured to await
new connection requests, and returns as an output a newly created file
descriptor which is bound to the connection state corresponding to a newly
made connection. The system call when invoked causes the operating
system to execute algorithms which are specific to the file descriptor.
Typically there exists within the operating system a descriptor table which
contains a list of file descriptors and, for each descriptor, pointers to a set of
functions that can.be carried out for that descriptor. Typically, the table is
indexed by descriptor number and includes pointers to calls, state data,
memory mapping capabilities and ownership bits for each descriptor. The
operating system selects a suitable available descriptor for a requesting

process and temporarily assigns it for use to that process.

Certain management functions of a computing device are conventionally
managed entirely by the operating system. These functions typically include
basic control of hardware (e.g. networking hardware) attached to the device.
When these functions are performed by the operating system the state of the
computing device’s interface with the hardware is managed by and is directly
accessible to the operating system. An alternative architecture is a user-level
architecture, as described in the applicant’s copending PCT applications WO
2004/079981 and WO 2005/104475. In a user-level architecture at least
some of the functions usually performed by the operating system are
performed by code running at user level.” In a user-level architecture at least

some of the state of the function can be stored by the user-level code. This
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can cause difficulties when an application performs an operation that requires
the operating system to interact with or have knowledge of that state.

Figure 2 shows components implementing a TCP stack for use in accordance
with embodiments of the present invention. Layers of the stack include an
application 1 and a socket 2 provided by a socket library. The socket library is
an application program interface (API) for building software applications. The
socket library can carry out various functions, including creating descriptors
and storing information. Additionally, there is an operating system 3
comprising a TCP kernel 4, and a proprietary TCP user-level stack 5. The
user-level stack 5 will be referred to herein, by way of illustration only, as a
Level 5, or L5, stack. It will be understood by the skilled person that although
TCP is referred to by way of example, other protocols could also be used in
accordance with embodiments of the invention. For example, User Datagram
Protocol (UDP), Internet Control Message Protocol (ICMP) or Real-Time
Transport Protocol (RTP) could be used. Non-Ethernet protocols could be
used. The user-level stack is connected to hardware 6 in figure 2. The
hardware could be a network interface card (NIC). It interfaces with a network
so that data can be transferred between the system of figure 2 and other data

processing systems.

Data received at the NIC or other hardware 6 is transmitted within the system
of figure 2 according to the file descriptor with which it is associated. For
example, L5 data will be transmitted onto a receive event queue 7 within the
stack 5.

In a data processing system such as that of figure 2 (shown in more detail in
figure 3), when new data is received from a NIC 6 it is passed to an incoming
event queue 31-33 according to the user process to which the data relates. In
the appropriate eévent.queue the new. data is processed and validated. For
example, the stack 5 can process the new data in one of the event queues
31-33 using TCP/IP to render it compliant with the rules of TCP/IP, and the
data can then be passed to a receive queue 34 corresponding to the

respective event queue. In the exemplary system shown in figure 3, each
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. event queue is associated with a plurality of receive queues. Prior to the
protocol processing performed on the data in the event queue, the stack may
not be able to determine whether or not a given file-descriptor endpoint has
data available to receive, because although data may have been received for
the endpoint, it is not available to the endpoint until it has been shown to be

compliant with the rules of TCP/IP, for example in-order and checksummed.

In a prior art Linux NAPI system, incoming data is not separated into buffers
on the basis of an indicated file descriptor prior to protocol processing. In this
type of system, all new data in the event queues must be processed in order
for the operating system to become aware that there may be new data

relating to any particular usér application.

When a select() or poll() call is triggered by an application, providing an up-to-
date response requires that new data received at an event queue 31 has
been validated. In the case of user-level stacks such as the stack 5 of figure
2, performing a poll() call on new data in a stack can give rise to a high
processing overhead. This is due to lock contention (caused by the fact that
the stack requires access to shared memory for the validation processing to
be carried out) and the requirement for all of the new data in the event queues
31-33 to be processed before it can be recognised for the purpose of a
response to a poll() call. Thus, in the example of a TCP stack, TCP
processing must be carried out on all data in an incoming event queue which
may be relevant to the set of file descriptors referenced by the poll() call, for a

valid response to the poll() call to be returned.

According to a first aspect of the present invention there is provided a data
processing system arranged for receiving over a network, according to a data
transfer protocol, data directed to any of a plurality of destination identities,
the data processing system comprising: data storage for storing data received
over the network; a first processing arrangement for performing processing in
accordance with the data transfer protocol on received data in the data
storage, for making the received data available to respective destination

identities; and a response former arranged for: receiving a message
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requesting a response indicating the availability of received data to each of a
group of destination identities; and forming such a response; wherein the
message former is arranged to, in dependence on receiving the said
message: identify received data that is directed to any destination identity that -
is both a member of the group and a member of a subset of the plurality of
destination identities, and on which processing has not yet been performed,;
trigger processing by the first processing arrangement in accordance with the
protocol on only the identified data; and 'subsequently form a response based
at least partly on the result of the triggered processing, wherein the response
is formed so as to comprise a positive indication of availability of data for a
destination identity of the group if the triggered processing caused data to be

made available to the respective destination identity.

The first processing arrangement could suitably be at user level.

The data processing system could also comprise a second data processing
arrangement for performing processing in accordance with the data transfer
protocol on received data in the data storage other than the said identified
data. The second processing arrangement may be a part of an operating

system of the data processing system.

The data processing system could further comprise a data structure,
associated with the processing of the received data other than the identified
data, for storing an indication of: destination identities other than the subset of
destination identities; and corresponding state data. The state data preferably .
comprises indications of availability of received data to respective destination
identities. The indications of availability in the state data are formed based on
the result of processing according to the protocol of received data other than

data directed to any of the subset of destination identities.

The second processing arrangement may be dedicated to the processing of
the received data other than data directed to any of the subset of destination
identities.
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The first and second processing arrangements could be implemented by .
means of respective threads. The processing arrangements could each be

implemented in software or hardware.

The dedicated processing is performed by the second processing
arrangement as a background processing operation such that other
processing operations within the data processing system are not interrupted

by the second processing arrangement.

The said subset preferably contains destination identities which relate to

active network connections.

The said response could be based additionally on the state data in the data
structure. The said response is preferably formed so as to comprise a
positive indication of availability of data for a destination identity of the group
other than a member of the subset if the state data indicates availability of
received data to the destination identity. The response could be formed so as
to comprise a positive indication of availability of data for a destination identity
of the group if any processing other than the triggered processing causes data

to be made available to the destination identity.

The data structure could suitably be stored in a cache. It could be stored in

the operating system.

The data processing system could be further arranged to transmit a
communication to a process running on the data processing system in the’
event that the said response comprises a positive indication of availability -for

a destination identity associated with the process.
Each destination identity could be associated with a socket.
The said making the received data available to respective destination

identities could comprise passing the data from the data storage to one or

more buffers associated with the respective destination identities.
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The said message is preferably transmitted by means of a user process

running on the data processing system.

According to a second aspect of the present invention there is provided a data
processing system arranged for transmitting over a network, according to a
data transfer protocol, data from any of a plurality of destination identities, the
data processing system comprising: data storage for storing data to be
transmitted over the network; a first processing arrangement for performing
processing in accordance with the data transfer protocol on data in the data
storage, for making the data available for transmission over the network; and
a response former arranged for: receiving a message requesting a response
indicating the availability of data from each of a group of destination identities
for transmission over the network; and forming such a response; wherein the
message former is arranged to, in dependence on receiving the said
message: identify data in the data storage that is from any destination identity
that is both a member of the group and a member of a subset of the plurality
of destination identities, and on which processing has not yet been performed:;
trigger processing by the first processing arrangement in accordance with the
protocol on only the identified data; and subsequently form a response based
at least partly on the result of the triggered processing, wherein the response
is formed so as to comprise a positive indication of availability of data for
transmission for a destination identity of the group if the triggered processing
caused data from the respective destination identity to be made available for

transmission over the network.

According to a third aspect of the present invention there is provided a
method for processing data received over a network wherein the data is
transmitted over the network according to a data transfer protocol and is
directed to any of a plurality of destination identities, the method comprising
the steps of: storing data received over the network; receiving a message
requesting a response indicating the availability of received data to each of a
group of destination identities; and, in dependence on receiving the said

message: identifying received data that is directed to any destination identity
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that is both a member of the group and a member of a subset of the plurality
of destination identities, and on which processing has not yet been performed;
triggering processing by the first processing arrangement in accordance with
the data transfer protocol on only the identified data, the processing being for
making the identified data availablé to respective destination identities; and
subsequently forming the response based at least partly on the result of the
triggered processing, wherein the response is formed so as to comprise a
positive indication of availability of data for a destination identity of the group if
the triggered processing caused data to be made available to the respective

destination identity.

According to a fourth aspect of the present invention there is provided a
method for processing data to be transmitted over a network wherein the
network is such that data is transmitted according to a data transfer protocol
from any of a plurality of destination identities, the method comprising the
steps of: storing data to be transmitted over the network; receiving a message
requesting a response indicating the availability of data from each of a group
of destination identities for transmission over the network; and, in dependence
on receiving the said message: identifying data in the data storage that is from
any destination identity that is both a member of the group and a member of a
subset of the plurality of destination identities, and on which processing has
not yet been performed; triggering processing by the first processing
arrangement in accordance with the data transfer protocol on only the
identified data, the processing being for making the identified data available
for transmission over the network; and subsequently forming the response
based at least partly on the result of the triggered processing, wherein the
response is formed so as to comprise a positive indication.of availability of
data for transmission for a destination identity of the group if the triggered
processing caused data from the respective destination identity to be made

available for transmission over the network.

According to a fifth aspect of the present invention there is provided a data
processing system arranged for receiving over a network, according to a data

transfer protocol, groups of data each directed to any of a plurality of
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destination identities, the data processing system comprising: a plurality of
buffers for storing groups of data received over the network; a processing
arrangement for performing processing in accordance with the data transfer
protocol on received data in the buffers, for making the received data
available to respective destination identities; and a controller arranged to, in
dependence on the destination identity to which the group is directed, select
for each received group of data, one of the plurality of buffers in which to store
the group of data, and to store the group in the selected buffer prior to
processing of the group by the processing arrangement in accordance with

the data transfer protocol.

The present invention will now be described by way of example with reference

to the accompanying drawings, in which:

Figure 1 shows a prior art computer system;

Figure 2 shows a computer system in accordance with embodiments of the
present invention;

Figure 3 shows the path of incoming data received at a computer system; and

Figure 4 shows a poll cache according to an embodiment of the invention.

In the system of figure 2, the operating system (OS) 3 incorporates a TCP
driver or helper 12 for supporting the stack 5 and may incorporate a further a
driver 11, for example to support a piece of hardware such as a disk. The
TCP driver 12 is mapped onto the TCP stack 5 by means of a file descriptor.

The mapping is shown in figure 2 as 8.

In this arrangement there can be one user-level TCP stack 5 for each
application that requires one. This can provide better performance than if a
stack is shared between applications. Each stack is located in the same

address space as the application that it serves..

When L5 data is received at the NIC 6 it is passed to the relevant event queue
31 in the user-level stack. In general, the NIC will then send an event to the

user-level stack if the stack is active. The stack can then poll its event queue
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and determine that data has been delivered. On the other hand, if the user-
stack is inactive (for example because an application has blocked) then the
TCP driver 12 would be informed by means.of an interrupt from the' NIC The
driver 12 can thereby be informed when new L5 data is available, and can
perform protocol processing on the new data or wake the relevant application.
Preferably the memory mapping between the OS and the L5 stack is read
only, to avoid.corruption of data held in the OS by the stack 5. |

Typically, a single event queue will be provided for a given transport library (or
socket library) and there will usually be one instance of the transport library
associated with each application. However it is possible for one library
instance to manage a number of event queues. Since one transport library is
capable of supporting a large number of sockets (i.e. application level
connections), it can therefore occur that a single queue contains data relating
to a number of network endpoints, and thus a single queue can contain data

relating to a number of file descriptors.

When the application 1 wishes to determine whether any data intended for
processing by the application has recently been received by the hardware, it
initiates a select() or poll() call listing a set of file descriptors. The call is
passed to the OS via the socket 2, and a response is returned to the
application 1 to indicate, for each descriptor listed in the poll() call, whether
any new data is available for that descriptor. In general, some of the
descriptors will relate to queues run by the L5 stack, whereas some will relate
to components in the OS (such as a driver 11 for a storage connection). In
one example, each file descriptor identified in the poll() call could relate to a
respective network endpoint from which the application expects to receive
data. Each such endpoint could conveniently be associated with a socket
created by the library 2. Thus, the result of the poll() call can inform the
application of which endpoints have recently transmitted data that is waiting in

a receive queue 34 to be read by the application.

The validation processing performed on data in incoming event queues can

conveniently be performed at a transport library 2.
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In order to handle new data efficiently, a first alternative in accordance with an
embodiment of the invention is for the library 2 to intercept a select() call from
the application 1, identify all L5 file descriptors identified in the call, and
replace them all with a single descriptor denoting L5 descriptors. The single
descriptor could suitably be the descriptor used to map the driver 12 onto the
stack 5. The select() call, once modified by the library, is passed to the OS.
A response is then created by the OS, having polled the TCP driver 12, to
indicate whether ‘any L5 descriptors have new data in the relevant receive
queue 34. This response is based on the results of the TCP/IP validation
processing carried out when incoming data is received at the event queue.
Data from a given network endpoint can be identified within a receive queue

by means of the associated file descriptor.

The response, once created by the OS, is intercepted by the library 2 and
sent to the application, so that the application can establish whether any L5
data is waiting to be handled. If the response indicates that there is new L5
data, the application will need to process the receive queue 34 by checking
the L5 file descriptors by means of the L5 helper 12. In this way, unnecessary
accessing of the receive queue 34 can be avoided when the response

indicates that there is no new L5 data.

Alternatively, the library could refrain from modifying the parameters of the
select() call itself, but could instead modify the response to the select() call to
replace any L5 descriptors mentioned in the response with a reference to a

single descriptor denoting L5 descriptors.

A second alternative for efficiently handling new data is particularly
appropriate when the TCP file descriptors are busy, in other words when a
large amount of TCP data is being received at the hardware 6 and passed to
the receive queue 34. This approach effectively assigns a high priority to the
TCP descriptors, in preference to descriptors related to other components
such as the storage connection driver 11. The approach involves directly

accessing the queues 34 and ignoring new data intended for components of
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the system other than the TCP stack. This can be achieved by removing at
the. library any non-L5 descriptors from a select() call sent from the
application, so that it appears to the application that no non-L5 data is
available. In order to achieve this the library may have access to a data store

that stores a record of which of the descriptors are L5 descriptors.

A check is made by the socket library directly with the receive queues 34 to
identify new L5 data. If no data is found, the library can stay spinning (i.e. re-
checking) for-a certain period of time on a given select() call. However,
because the library is not accessing the OS during this period of time, new
data for the disk driver may be waiting in the OS to be handled and- the
application would be unaware of it. Thus, in one embodiment a timer is run to
count the period of time for which the library is spinning on the queues 34,
and the library is periodically triggered to access the OS to acquire any disk
data waiting to be handled. The time period could for example be 100us.
Alternatively or in addition, the socket library could be prompted by the receipt
of a new select() call from the application to access the OS to collect new disk

data.

Thus, according to this second alternative, the library may be able to respond
to select() calls in one of two modes: by indicating for all descriptors specified
in the select() call whether there is data waiting to be handled, or by indicating
for only those descriptors that are specified in the select() call and that are
also L5 descriptors whether there is data waiting to be handled. One
convenient way to employ these modes is to respond to a select call using the
first mode if more than a predetermined time has elapsed since the last
response using the first mode, and otherwise to respond using the second
mode.” Another way is to respond to every n-th select() call using the first -
mode, and to all other select() calls with the second mode, where n is a
predetermined integer.

Suitably, details of the data being written to the receive queues can be fed
back to the application so that the application can determine whether the L5

descriptors are ‘busy, and thus whether the second alternative, involving
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ignoring data intended for other parts of the system, is appropriate. If the L5
descriptors are not busy then the first alternative, involving accessing of the
stack 5 only when L5 data is available, is likely to be more efficient.

Typically the file descriptors listed in a select() call from the application are in
numerical order. This can improve efficiency since all L5 descriptors can be
kept together in a block, away from other descriptors of the application. It is
convenient to monitor the assignment of descriptors and reorder them if the
L5 descriptors become mixed up with other descriptors of the application.
This reordering can be achieved using Dup2() calls. A Dup2(a,b) call has the
effect of duplicating the file or other resource represented by descriptor “a”
and creating a new resource represented by descriptor “b” and having the
same properties. One example of when such a call might be useful is when a
descriptor that has a system-wide significance (for example the descriptor that
maps on to error output — commonly descriptor #2) is to be redirected on to
some other file or device. Accordingly, an element of the system
(conveniently the socket library) can monitor the arrangement of the
descriptors. For example, it could periodically analyse the arrangement of the
descriptors. ~ When the L5 descriptors are disaggregated beyond a
predetermined level: for example when they are split by other descriptors into
more than a predetermined number of groups, the element initiates a
reordering of the descriptors using dup2() operations to reduce the
disaggregation of the L5 descriptors, and most preferably bring them into a

contiguous group.

A specific embodiment of the invention will now be described with reference to

figures 2 and 3.

A TCP user-level stack 5 is provided in a data processing system. A NIC
receives incoming data intended for sockets within the data processing
system. The incoming data is passed within the data processing system
according to its intended destination. For example, data associated with the

OS is sent to a receive queue in the OS, while TCP data is sent to a receive
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queue in the TCP stack 5. ° From these queues it can be read by the
application for which it is intended.

Similarly, data to be transmitted from the data processing system to other
components of a network is held in transmit queues in the OS or the TCP

stack as appropriate, before being passed to the hardware for transmission.

Data is received and transmitted in the network via sockets in the data
processing system. In a preferred embodiment, one socket is provided for
each network endpoint with which an application running on. the data
processing system wishes to communicate. At a given time, some of the
open sockets will typically be active — in other words, data associated with
those sockets is being received at or transmitted from the data processing
system — while others will be inactive. The definition of “active” and “inactive”
can be modified within embodiments of the invention in order to customise a
data processing system to a user's requirements. For example, a
programmer or user could define that a connection will be considered “active”
if data has been transmitted over the connection in the last, say, 5 minutes or
5 seconds, depending on the type of use of the network. It will be understood
that the status of a connection (or socket) as active or inactive can change

frequently, for example as usage of a network endpoint changes.

If a socket is inactive, data associated with that socket may nevertheless still
be held in an incoming event queue, awaiting processing. For example, the
data may have been received towards the end of a communication session
with a network endpoint such that no furthér data is due to be received, and if
the associated application has not yet read the last received data from the .
queue then it will remain on the queue. Another cause for a socket being
inactive is if it is blocking for some reason, for example while waiting for data.
In this case, new data could be being written to the event queue while the

socket is blocking.

When a poll() call is sent from an application to discover whether there is any

new data on a TCP event queue for a list of file descriptors, the new data
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must be processed in the queue before a true response to the poll() call can
be .returned, as explained in the introduction above. In the specific
embodiment, when a poll() call is issued in respect of an inactive socket, the
file descriptor associated with the inactive socket is entered into a cache 40 in
the OS, shown in figure 4. This cache. will be referred to herein as a “poll
cache”. The operating system preferably maintains an indication of which file

descriptors are currently being held in the poll cache 40.

Once a socket (or, more precisely, a file descriptor representing the socket,
which is typically itself associated with a network endpoint) enters the poll
cache 40, it is monitored by means of a thread (a process or a part of a
process) dedicated to the poll cache. The thread runs on the OS. The
monitoring involves checking periodically for each descriptor within the poll
cache whether there is any data on the corresponding event queue 31-33
which is awaiting processing. If there is data on an event queue, then the
dedicated thread will perform TCP processing on the data such that the data
becomes available to be read by the associated application. In the example
shown in figure 4, descriptors X, Y and Z are being held in the poll cache.
When the thread in the OS monitors for new data relating to descriptor X it
identifies a block of data in event queue 31. The thread proceeds to perform
protocol processing on this block of data, and the processed data is passed to
a receive queue 34. The data is then available be read from the receive

queue by the application for which it is intended.

In a preferred embodiment, protocol processing by means of the thread in the
OS is in general slower than conventional protocol processing by means of
the user-level stack, since the thread only deals with each socket once per
period, and a relatively small proportion of the operating system’s processing
resource can be made available for the protocol processing so that this
. background processing does .not impact significantly on the overall
performance of the OS. The OS path for processing can thus be seen as a
slow path, or low priority path, in comparison to the fast processing of active
socket data. It will be understood by the skilled person that the fast and slow -
processing paths need not be carried out by the user-level stack and the OS,
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as in the present example. Any processing means which result in a relatively
fast and a relatively slow path would be suitable, whether external or internal

to a conventional data processing system.

When'data relating to a descriptor stored in the poll cache is identified and
processed, the associated descriptor (identifying a socket) is then marked, for
example by means of a flag stored in the operating system, as having new
data available to be read. It can be seen from the example of figure 4 that
data for descriptors X and Y is available in the respective receive queues 34.
In figure 4, column 41 of the poll cache contains an indication of whether new
data is available to be read: a 1 in the column indicates data and a 0 indicates
no data. In this way, when a subsequent poll() call is issued for a file
descriptor held in the poll cache, the OS can directly determine that there is
new data for the file descriptor without the overhead of accessing the event
queue and protocol processing the data from that queue, and without the
overhead of acquiring the TCP state locks for each item of received data. The
determination could be made from a table such as that illustrated in figure 4,
but it will be clear to a skilled person that other forms of data structure would
be suitable for maintaining records of the descriptors in the poll cache. In
general, the contention for accessing the state data maintained in the poll
cache will be significantly less than the contention for polling the inactive
connections directly.

It can thus be seen that in embodiments of the invention the returned
response to a poll() call can be based on data from the operating system
alone, and the TCP stack need not be accessed. The latency associated with

returning a response to a poll call is thereby reduced.

It is possible that in embodiments of the present invention a response to a poll
call returned from the OS based on poll cache data may contain information
that is not up-to-date, because it may occur that a polled file descriptor has
new data waiting on an event queue which has not yet been protocol .
processed by the thread running in the OS. The presence of such data would
not be evident from the poll cache. However, the descriptors in the poll cache
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relate only to inactive sockets, and the possible inaccuracies resulting from

the fact that the responses may not reflect the latest changes in the computer

system. are less significant than the efficiency benefits that can be achieved . -

by implementing the invention.

The dedicated thread is preferably asynchronous. Locking contention is
unlikely since the thread is only operating on inactive sockets. In the specific
embodiment, the thread cycles around the inactive sockets held in the poll
cache, checking each in turn for new data and performing any necessary
processing. The thread could conveniently be arranged to process the
inactive socket data, say, every 1 second or every 0.5 seconds. The
monitoring and processing performed by the thread is preferably carried out
as a background task, thereby permitting the data processing system ‘to
operate as usual without interference from the thread. The amount of the
operating system’s resources dedicated to protocol processing the data for
inactive sockets could be arranged to be variable, to deal with differing levels
of activity of the data processing system. For example, the period with which
the thread accesses the inactive socket data could be modified. The
modification could be triggered automatically in response to a change in the
amount of unprocessed data in the event queues, or it could triggered by a

user.

The poll cache could be arranged to contain file descriptors relating to any of

a plurality of protocol stacks such as stack 5.

Poll() calls relating to active TCP sockets are handled in the same way as in
prior art systems: the user-level stack is accessed. Protocol processing of
received data directed to active sockets could be triggered by receipt of the
data at the NIC or the event queues. Alternatively, protocol processing of
data directed to an active socket could be triggered by the receipt at the -

message former of a poll() call requesting a response for that socket.

It will be understood that the example described above could be applied to

queues for outgoing as well as incoming data. In an embodiment of the
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invention in this situation, data waits in buffers to be protocol procéssed, after
which it is passed to one or more transmit queues from where it can be
transmitted over the network. A socket related to an application may have
further data which it wished to pass to the buffers in order that it can be sent
over the network, but such further data cannot efficiently be sent unless there
is sufficient capacity in the transmit queues for the data to enter when it has
been processed. The application therefore causes a poll() call to be ‘sent to
the operating system, identifying one or more file descriptors, associated with
sockets in use by the application, and the response indicates whether there is
data in the transmit queues relating to those file descriptors. If not, the further
data can be sent by the application for processing. In accordance with this
embodiment of the invention, data in the buffers which relates to inactive
sockets is treated as a lower priority than data which relates to active sockets,

and is processed as a background task by a dedicated thread in the OS.

In the specific embodiment, descriptors can be deleted from the poll cache
when the associated socket becomes active. For example, if a send() or
receive() instruction is run in relation to a socket, or if a socket stops blocking,
it will be deleted from the poll cache and treated as normal, and the indication
in the OS that the associated file descriptor is held in the poll cache will be
deleted. Alternatively or in addition entries for sockets in the poll cache can
time out, so that for example if no protocol processing has been required for a
predetermined time for data associated with an inactive socket, the
associated file descriptor can be deleted from the poll cache. The efficiency
of the poll cache can thereby be improved, since the amount of processing
required to check event queues for new data relating to socketsin the poll

cache will be reduced if fewer descriptors are held in the cache.

The poll cache could be arranged to wake up an application in the data
processing system in the event that data relating to a socket of the application
is recovered by means of processing by ‘the thread in the poll cache. The
woken application could then read the data from the receive queue in which it
is being held.
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The applicant hereby discloses in isolation each individual feature described
herein and any combination of two or more such features, to the extent that
such features or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge
of a person skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without
limitation to the scope of the claims.. The applicant indicates that aspects of
the present invention may consist of any such individual feature or
combination of features. In view of the foregoing description it will be evident
to a person skilled in the art that various modifications may be made within

the scope of the .invention.
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SECTION B

FORWARDING INSTRUCTIONS

The present inventionA relates to the processing of data in a data processing
system, and in particular to a method and apparatus for forwarding

instructions within a data processing system.

Figure 5 represents equipment capable ‘of implementing a prior art protocol
stack, such as a transmission control protocol (TCP) stack in a computer
connécted to a network. The equipment includes an application 1, a socket 4
and an operating system 3 incorporating a kernel (not shown). The socket
connects the application to remote entities by means of a network protocol, in
this example TCP/IP. The application can send and receive TCP/IP
messages by opening a socket and reading and writing data to and from the
socket, and the operating system causes the messages to be transported
across the network. For example, the application can invoke a system call
(syscall) for transmission of data through the socket and then via the
operating system to the network. Syscalls can be thought of as functions -
taking a series of arguments which cause execution of the CPU to switch to a
privileged level and start executing the operating system. A given syscall will
be composed of a specific list of arguments, and the combination of

arguments will vary depending on the type of syscall.

Syscalls made by applications in a computer system can indicate a file
descriptor (sometimes called a handle), which is usually an integer number
that identifies an open file within a process. A file descriptor is obtained each
time a file is opened or a socket or other resource is created. File descriptors
can be re-used within a computer system, but at any given time a descriptor
uniquely identifies an open file or other resource. Thus, when a resource
(such as a file) is closed down, the descriptor will be destroyed, and when
another reéource is subsequently opened the descriptor can be re-used to

identify the new resource. Any operations which for example read from, write
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to or close the resource take the corresponding file descriptor as an input
parameter.

Examples of syscalls are select() and poll(). These can be used by an
application for example to determine which descriptors in use. by the

application have data ready for reading or writing.

When a network related application program interface (API) call is made
through the socket library this causes a system call to be made, which creates
(or opens) a new file descriptor. Fér‘ example the accept() system call takes
as an input a pre-existing file descriptor which has been configured to await
new connection requests, and returns as an output a newly created file
descriptor which is bound to the connection state corresponding to a newly
made connection. The system call when invoked causes the operating
system to execute algorithms which are specific to the file descriptor.
Typically there exists within the operating system a descriptor table which
contains a list of file descriptors and, for each descriptor, pointers to a set of
functions that can be carried out for that descriptor. Typically, the table is
indexed by descriptor number and includes pointers to calls, state data,
memory mapping capabilities and ownership bits for each descriptor. The
operating system selects a suitable available descriptor for a requesting

process and temporarily assigns it for use to that process.

Certain management functions of a computing device are conventionally
managed entirely by the operating system. These functions typically include
basic control of hardware (e.g. networking hardware) attached to the device.
When these functions are performed by the operating system the state of the
computing device’s interface with the hardware is managed by and is directly
accessible to the operating system. A further typical function of the operating
system is processing data that is either received at or to be transmitted from
the device. Such data typically requires processing in accordance with a data
transfer protocol, such as TCP. An alternative - architecture involves
performing at user-level certain’ functions which would conventionally be

performed by the operating system. Such a user-level architecture is
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described in the applicant's copending PCT applications WO 2004/079981
and WO 2005/104475. In a user-level architecture at least some of the
functions usually performed by the operating system are performed by code
running at user level, and at least some of the state of the function can be
stored by the user-level code. This can cause difficulties when an application
performs an operation that requires the operating system to interact with or

have knowledge of that state.

Figure 6 shows components implementing a TCP stack that could be used in
accordance with embodiments of the present invention. Layers of the stack
-include an application 1 and a library 2. The library is an application program
interface (API) for building software applications. The library can carry out
various functions, including creating file descriptors and storing information.
Additionally, there is an operating system 3 comprising a kernel (not.shown),
and a proprietary TCP library 2a for supporting TCP communications over a
network. The library 2a will be referred to herein, by way of example only, as
a Level 5, or L5, library. A user-level stack (not shown) would typically be
provided for enabling the TCP communications over the network. It will be
understood by the skilled person that although TCP is referred to in the
present description by way of example, other protocols could also be used in
accordance with embodiments of the invention. For example, User Datagram
Protocol (UDP), Internet Control Message Protocol (ICMP) or Real-Time
Transport Protocol (RTP) could be used. Non-Ethernet or non-Internet
protocols could be used. In systems according to embodiments of the
invention, the user-level stack is typically connected to hardware, which could
be a network interface card (NIC). The NIC interfaces with the network so
.that data can be transferred between the system of figure 6 and other data

processing systems. -

The L5 library 2a is an.example of an add-on library, provided in addition to
the basic components of a data processing system. The L5 library is intended
to intercept messages sent between user-level applications and the operating
system. This can enable it to take control of certain operations within the data

processing system. For example, it could be intended to intercept all system
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calls of a certain type, such as those relating to the transmission and

reception of data over the network.

In general, in a data processing system such as that shown in figure 6,
interposing libraries such as the library 2a are configured to capture calls that
originate from the application 1 and are sent to the library 2. The library 2
could be a C library, which stores a collection of programs and routines for
interpreting the programming language C. When a user-level application
issues a call intended for the operating system, the C library, referred to
herein as libc, receives the call and issues a corresponding syscall to the
operating system. The L5 library 2a is configured to intercept the function call
originating from the application, as shown in scheme A in figure 6. In this
way, the L5 library can be informed of interactions between the application
and the operating system which are related to the operations in which the L5

library is interested; in this example, networking syscalls.

A specific example of a syscall interception will now be considered in the
context of a Linux system, with reference to scheme A shown in figure 6. A
function call is issued by the application 1 indicating that the application
wishes to read data which has been received at the data processing system
over the network and which is intended for a process running in the
application 1. The interposing library 2a is configured to recognise the call as
relating to the application 1 and relating to a networking operation,. and is
configured to intercept such a call. The library 2a subsequently passes the
call to the libc 2, which then sends a read() syscall towards the operating
system 3.

Some operating systems provide “hooks” to permit the addition of
components such as add-on libraries for intercepting messages between
user-level applications and operating systems. In general terms,.a hook is a
feature of software or hardware that enables expansion of the .original
computer system. At present, hooks that are provided by operating systems
tend to be unreliable. This unreliability can cause problems for interposing

software such as the library 2a, which relies on its ability to intercept all
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system calls which it requires. In particular, problems can occur when
expected system calls are missed by the library 2a. This can arise when the
application 1 sends a call directly to the operating system, bypassing the libc
2 as shown in scheme B in figure 6, such that the interposing library is
unaware of the call. This situation can occur if the application constructs a
call which is expressed in in-line assembly rather than calling a libc entry-point -
(i.e. a function call). For’instance, a close() call may be sent directly from the
application to the operating system, requesting that a particular resource,
identified in the call by a file descriptor, that was previously in use by the
application is closed. If this call is missed by the L5 library 2a, then the L5
library will be unaware of the application’s request, and will consequently. not
close down the resource which it has allocated for the file descriptor. Thus,
as far as the L5 library is aware, the resource is still allocated to the
application, but the application. considers that the resource is no longer
allocated to.it. The application and the library are therefore no longer

synchronised.

Another situation in which an interposing routine can miss a syscall is when a
libc generates its own syscall and sends it to the operating system.
Synchronisation between the application and the interposing library can also
be compromised in this scenario, since the interposing library is not-
configured to intercept calls originating at the libc. In general, the problem of
maintaining synchronisation between components of a data processing
system can arise in all cases in which a library is being dynamically hooked

into a data processing system.

According to a’ first aspect of the present invention there is provided an
operating system for use in- a data processing system comprising an
application and a library for supporting one or more functions; wherein the
operating system is arranged for: receiving from the application an instruction
to perform an operation; determining whether both.of conditions (a) and (b)
are true, where: (a)is that the operation relates to any of the said functions;
and (b) is that the route by which the instruction reached the operating system
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does not include the library; and if both of the conditions are determined to be
true, passing an indication of the instruction to the library.

The operating system could be arranged not to perform the said operation in
response to receiving the instruction if both of the conditions are determined
to be true. The operating system could be arranged to perform the operation
in response to receiving a trigger from the library if both of the conditions are

determined to be true.

The said determining preferably comprises identifying a file descriptor
included in the instruction. - The said determining could. further comprise
determining whether the identified file descriptor relates to any of the said

functions. ..

The operating system could be .further arranged for storing. a first data
structure comprising indications of file descriptors and state data for each
indicated file descriptor. The state data could comprise for each indicated file
descriptor an indication of whether the file descriptor is in use by the library.

The said determining could further comprise accessing the first data structure.

The operating system may be further arranged for storing a second data
structure comprising indications of types of operation and, for each type, an

indication of whether the type relates to any of the said functions.

The said determining could comprise identifying the type of the operation.
The said determining may further comprise accessing the second data

structure.
The said functions could relate to the transfer of data over a network.
The said. determining - preferably comprises determining whether one of

conditions (a) and.(b) is true and, only if that condition is true, determining

whether the other of the conditions is true.
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According to a second aspect of the present invention there is provided a'data
processing system comprising an operating system as set out above.

According to a third aspect of the present invention there is provided a
method for forwarding instructions in a data processing system comprising an
operating system, an application and a library for supporting one or more
functions, the method comprising the steps of: receiving at the operating
system an instruction from the application to perform an: operation;
determining whether both of conditions (a) and (b) are true, where: (a) is that
the operation relates to any of the said functions; and (b) is that the route by.
which the instruction reached the operating system does not include the
library; and if both of the conditions are determined to be true, passing an

indication of the instruction to the library.

The present invention will now be described by way of example with reference

to the accompanying drawings, in which:

Figure 5 shows a prior art computer system;
Figure 6 shows a computer system with an interposing library; and
Figure 7 shows a computer system in accordance with an embodiment of the

present invention.

Figure 7 shows a scheme in accordance with an embodiment of the invention, .
in which a call 10 transmitted directly from the application 1 to thé operating
system 3 is subsequently passed from the operating system to an interposing
library 2a according to a set of predefined rules. The library 2a can thus be
made aware of calls which it would not have been able to intercept by a
conventional interception as shown in scheme A in figure 6. In the. specific
example shown in figure 7, a kernel (not shown) within the operating system
passes the call to a user-level routine 2a which is interposed in the data
processing system. The act of passing or forwarding the call from the:
operating system to. the interposing library is referred to herein as
“trampolining”. ‘
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The trampolining mechanism is implemented by installing a special call
handling routine in the operating system. This routine can be customised for
particular purposes and it defines a set of rules for handling system calls
received at the operating system. In the present example, the routine
specifies that all system calls received at the operating system should be
analysed to.determine whether they should be trampolined to the L5 library
2a. Specifically, the answer to. one or both of the following questions is
determined at the operating system for each received system call: (a) does
the call relate to an operation which involves the L5 library?; and (b) has the
call arrived via the L5 library? If the answer to (a) is yes, then it is a call of
which the L5 library needs to be aware for synchronisation purposes as
discussed above. However, if the answer to (b) is yes, then the L5 library
should already have intercepted the call on its path from the application to the
operating system. Thus, if the answer to (a) is no or if the answer to (b) is
yes, then there is no need for the operating system to treat the call differently
from the conventional manner, and the operating system will call the standard
system call handler. However, if the answer to (a) is yes and the answer to
(b) is no, then the operating system is configured to trampoline the call to the
L5 library.

It will be understood that short-circuit processing could be used in the above-
described analysis: if the answer to one of the questions is determined to
indicate that no trampolining is necessary, then the operating system can halt
the customised call handling and proceed as normal without determining an

answer to the other question.

In general, the rules incorporated in the custom system call handler can be
defined according to the desired role of the trampolining mechanism. For
example, the handler could be configured to identify the type of the syscall,
with certain types being identified in a data structure within the ‘operating
system as requiring trampolining while others do not require trampolining.
The handler could also be configured to identify one or more file descriptors or
other arguments in the syscall. A look-up table or other type of data structure

could be used by the operating system for identifying whether syscalls having
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the identified arguments are to be passed to the interposing library. The
current mode of the system could also be taken as a factor when the
operating system decides whether or not to trampoline a received syscall to .
the interposing library. The conditions for trampolining a call could be
dependent on the type of the call.

The custom system call handler of the preferred embodiment of the invention
is configured to trampoline calls required by the user-level L5 library 2a to a
preregistered entry point within the library. This entry point is referred to
herein as the “trampoline handler function”. The custom system call handler
is configured such that the return address for calls. to be trampolined is the
user-level trampoline handler function instead of the application which sent
the syscall. The trampoline handler function is' thus called whenever the
operating system determines that a system call received at the operating
system should be passed to the L5 library. This is shown as 11 in figure 7.
This results in control being passed to the trampoline handler function at the
interposing library 2a, instead of to the code (the application) that issued the
system call. The library 2a can then call the operating system in order to

cause execution of the function requested by the application.

In a preferred arrangement there is one user-level stack for each application
that requires one, with each stack preferably comprising an interposing library
2a. This can provide better performance than if a stack is shared between
applications. Each stack is located in the same address space as the
application that it serves. The writing of the return address in the custom
system call handler is preferably performed on a per-user-process basis, such
that the interposing library associated with each user process can receive -

trampolined calls.

When the custom system call handler of the preferred embodiment receives a
system call which it identifies as requiring trampolining, it modifies the user-
level stack associated with the thread that issued the system call and pushes-
on to it any parameters that were passed to the system call, together with the

return address which points at the code that issued the system call. The
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trampoline handler routine, on receiving a trampolined call from the operating
system, arranges the stack and processor state as necessary before calling
the routine which' would conventionally have been provided for intercepting
the system call. The code that originally issued the system call is finally called
by the library 2a in a step 12, so that control is again passed to the

application.

It should be noted that although the preferred embodiment involves returning
‘control from the library 2a directly back to the application, the library could
instead be arranged to return its response to the trampolined call to the
operating system, which could subsequently call the application.

Instead of 'modifying the user-level stack to accommodate the custom system
call handler, the operating system could be configured to set state (for
example in the operating system) in response to receiving a call to be
trampolined to indicate a function which the interposing library is to perform.
A generic handler in the library could then be called, which can interpret the
state and jump to the appropriate point in the stack to perform the indicated

function.

The trampolining mechanism described above is in general slower than a
conventional interception of a syscall because it involves passing the syscall
to the operating system before the interposing library becomes aware of the
syscall, but it can be implemented such that it is functionally equivalent to

interception techniques and it is a more reliable arrangement.

In preferred embodiments, the trampolining is performed in a transparent
manner by the operating system such that components of the data processing
system may be aware of the procedure. However, the operating system could
instead be arranged to perform the trampolining while other components of
the system remain unaware that the call is being handled in an

unconventional manner.
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Custom system call handlers in accordance with embodiments of the
invention can be implemented to handle system calls in systems in which a
hook is provided for supporting an interposing routine such that only calls that
were transmitted from the application directly to the operating system are
analysed as candidates for trampolining. Alternatively, they could be
implemented in systems which do not provide hooks for supporting
interposing routines, such that all calls transmitted from the application
towards the operating system.are candidates for trampolining. Or they could
be implemented in systems in which hooks are provided for supporting an
interposing routine but in which the interception is not reliable, so that in the
event of a system call passing to the operating system undetected by the
interposing routine, the operating system’'s custom system call handling
routine could act as a safety net to ensure that the call is passed to the

interposing routine.

Embodiments of the invention can also be implemented such that on an
assertion failure in kernel mode control is trampolined to a user mode
component such as the library 2a. This can improve efficiency while kernel
mode code is being developed for an application, since in a conventional
system such an assertion failure would cause the entire data processing
system to shut down (or crash), requiring a hard re-boot to re-start the
system. Instead, an application detected as containing a bug can be
identified to the interposing library by means of the operating system using.
the trampolining mechanism described above, and the interposing library can
then be enabled to record diagnostic information relating to the application

and can cause the application itself to crash or close.

The applicant hereby discloses in isolation each individual feature described
herein and any combination of two or more such features, to the extent that
such features or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge
of a person skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without

limitation to the scope of the claims. The applicant indicates that aspects of
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the present invention may consist of any such individual feature or
combination of features. In view of the foregoing description it will be evident

to a person skilled in- the art that various modifications may be made within:
the scope of the invention.
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SECTION C

DATA TRANSFER

This invention relates to a system suitable for use in passing data over a

network or other data channel.

When data is to be transferred between two devices over a network, each of
the devices must have a suitable network interface to allow them to
communicate across the channel. The devices and their network interfaces
use a protocol to form the data that is transmitted over the channel, so that it
can be decoded at the receiver. The data channel may be considered to be
or to form part of a network, and additional devices may be connected to the
network.

The Ethernet system is used for many networking applications. Gigabit
Ethernet is a high-speed version of the Ethernet protocol, which is especially
suitable for links that require a large amount of bandwidth, such as links
between servers or between data processors in the same or different
enclosures. Devices that are to communicate over the Ethernet system are
equipped with network interfaces that are capable of supporting the physical
and logical requirements of the Ethernet system. The physical hardware
component of network interfaces are referred to as network interface cards
(NICs), although they need not be in the form of cards: for instance they could
be in the form of integrated circuits (ICs) and connectors fitted directly on to a-

motherboard.

Where data is to be transferred between cooperating processors in a network,
it is common to implement a memory-mapped system. In a memory-mapped
system communication between the applications is achieved by virtue of a
portion of one application’s virtual address space being mapped over the
network on to another application or on to a region of real memory. The

“‘holes” in the address space which form the mapping are termed apertures.



WO 2006/134373 PCT/GB2006/002202
34

When data is to be transmitted or received in blocks of a certain size, it is
normally necessary for the memory from which it is being read or to which it is
being written to store that data contiguously. Otherwise, the data would have
to be reassembled by the NIC, which would require the NIC to be provided
with lnstructlons on how to do that. This is inconvenient when the data blocks
are larger than the page size of the system in question, because memory

allocation must be managed accordingly.

According to one aspect of the present invention there is provided a data
processing system comprising: a data processor for executing instructions to
support one or more processes; memory for storing data; an interface
whereby the data processor can transmit data to a remote receiver; and a
configuration store storing definitions of a plurality of areas in the memory,
each such area comprising a set of contiguous memory locations in the
memory and the configuration store storing an order for each area; the
interface being responsive to receiving an instruction of a predetermined form
from the data processor specifying a starting memory location and a length to,
if the specified starting memory location is in one of the areas defined in the
configuration store and the specified length exceeds the length of the area
starting from the specified location to.automatically transmit data from the next

area in order as defined in the configuration store.

According to a second aspect of the invention there is provided a method for
transmitting data by means‘bf a data procéssing system comprising: a data
processor for executing instructions to support one or more processes;
memory for storing data; an interface whereby the data processor can
transmit data to a remote receiver; and a configuration store storing definitions
of a plufality of areas in the memory, each such area comprising a set of
contiguous memory locations in the memory and the configuration store
storing an order for' each area; the method comprising: receiving an
ihstruction of a predetermined form from the data processor specifying a
starting 'memory location and a length; in respénse to receiving the instruction,
if the specified starting memory location is in oné of the areas defined in the

configuration store and the specified length exceeds the length of the area
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starting from the specified location automatically transmitting data from the
next area in order as defined in the configuration store.

According to a third aspect of the present invention there is provided a data
processing system comprising: a data processor for executing instructions to
support one or more processes; memory for storing data: an interface
whereby the data processor can receive data from a remote transmitter; and a
configuration store storing definitions of a plurality of areas in the memory,
each such area comprising a set of contiguous memory locations. in the
memory and the configuration store storing an order for each area; the
interface being responsive to receiving a block of data from a remote
transmitter for Wri"cing to a starting location in one of the areas to, if the length
of the received data exceeds the length of the area starting from the specified
location to automatically write some of the received data to the next area in

order as defined in the configuration store.

Preferably the configuration store is local to the interface. 1t may be stored in
memory that is physically located on the data processor, but it is then
preferably accessible only to the interface and optionally the operating system
of the data processor. In this way the integrity of the configuration store can

be trusted by the interface.

Preferably the configuration store stores, for each area and identification of an
entity as being associated with that area and the controller is responsive to
the instruction of the predetermined form to verify that an entity that has sent
the instruction of the second type is associated with the indicated location,
and is arranged to transmit data from the area responsive to the instruction

only if that verification is successful.

Preferably the interface is responsive to the said instruction to transmit data
from the area in which the starting location is located starting from the

specified location.
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Preferably the interface is arranged to read data for transmission from the

memory by direct memory access.

Preferably the configuration store indicates the physical addresses of the

areas in the memory.

Preferably the interface has access to mapping data defining a mapping
between a physical address space of the memory and a virtual address space
and wherein the configuration store indicates the addresses of the areas in

the virtual address space. The mapping data may be local to the interface.

Preferably the interface is a network interface and is arranged to transmit the

data to the receiver by means of a network protocol.

Preferably the network protocol is TCP/IP.

Preferably the interface is arranged to transmit the data over Ethernet.

The method may comprise in order, the steps prior to the said receiving step
of: identifying a block of data in the memory for transmission; storing in the
configuration store a definition of an area that encompasses the said block of
data; and transmitting to the interface an instruction of the predetermined form

specifying a starting memory location in that area.

In the case of receiving data it will be appreciated that references to
transmitting and reading can be replaced by references to receiving .and

writing.

The present invention will now be described by way of example with reference

to the accompanying drawings.

In the drawings:
figure 8 shows schematically the architecture of a networked system;

figure 9 illustrates mapping apertures;
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figure 10 shows examples of aperture and buffer tables;
figure 11 shows an example of a queue table; and

figure 12 illustrates reassignment of buffers.

Figure 8 shows schematically the architecture of a networked system. The
system comprises two data processors 10a, 10b (such as personal computers
or servers), each of which has a network interface 11a, 11b (such as a NIC).
The network interfaces are linked together over a data network 12. The data
network could be an Ethernet network (e.g. using Gigabit Ethernet) or could
employ any other suitable protocols. Each data processor has an operating
system 13a, 13b which includes a kernel 14a, 14b and a device driver 15a,,
15b for controlling communications between the data processor and its
network interface. The operating system supports applications or processes
16a, 16b running on the data processor. A transport library 17a, 17b provides
the applications/processes with routines that can be used for controlling -
communications over the network, and supervises communications between
the applications/processes and the operating system. Each data processor

has a memory 18a, 18b.

The network interfaces, the device drivers and the transport library. cooperate
to allow applications to map blocks of virtual memory of one of the data
processors on to physical memory of the other of the data processors. The
general principles behind such operation are described in WO
2004/025477 and W02004/080005, which should be read in conjunction with
the present application. When such a mapping has been established, one of
the data processors can write to or read from a part of the area of virtual
memory and this will have the effect of writing to or reading from the
corresponding part of the area of physical memory. Such an arrangement is
illustréted in figure 9, where a regibn of virtual memory 20 in a first data
processing system, running from virtual memory location V to virtual memory
location V4, is mapped on to a region of real memory 21 in another data
processing system, running from real memory location Ro to real memory

location Ry. If the first data processing system reads from or writes to a
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location V, in the range from Vj to V4 that has the effect of reading from or
writing to the corresponding location R, in the range from Ry to Ry.

The operation of the system to support these mappings will now be described

in more detail.

As is-normal, the operating system of each data processor allocates a unique -
identifying number to each process running on that data processor. These
numbers are used to secure the operation of the system, ensuring that data of
one process is not read or altered by another process. The means of

achieving this in the context of memory mappings will be discussed below.

If a process running on one data processor wishes to send data or read data
using a mapping on to memory of the other data processor it first establishes
the mapping, defining the environment in which that transfer can take place.
The establishment of the mapping involves setting up entries in tables held by
the data processors. Each data processor holds two tables: an aperture table
and a buffer table, which are managed by its device driver 15. Together the
tables define the mappings that are currently established. Examples of such

tables are shown in figure 10.

The aperture table includes the following data for each mapping:

1. Local aperture index." This is an identifying number for the local aperture,
which is allocated by the local device driver to be unique for the local data
processor.

2. Local ownership. This indicates the. identity of the process running on the
local data processor that is entitled to access the mapping. This will typically
. be the process that created the mapping, but the right to access the mapping
could be passed from one process to another provided preferably that that
‘handover is performed in an authenticated manner (i.e. with the authorization
- of the process passing the right) so as to maintain security.

3. Remote aperture.index: This is an identifying number for the aperture,

which is allocated by the remote device driver to be unique for the remote -
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data processor, and is transmitted by the remote data processor to the local
data processor when the mapping is established.

4. Local buffer index(es). This indicates which of the buffers in. the local
buffer table are associated with the aperture. [t should be noted that more
than one local buffer can be associated with an aperture. Where more than
one buffer is associated with an aperture, the associated buffers are listed in .
the entry in the aperture table strictly in the order in which they map on to the
memory space represented by the aperture. Instead of explicitly listing all the
buffers in an aperture a more compact encoding scheme can be used by
indicating a starting buffer and a size, it being implied that the aperture is
composed of the indicated buffer and subsequent buffers in order up to the
total indicated size.

5. Sequence number. This indicates the serial number of the next packet to

be processed locally for the aperture.

The buffer table maps which of the processes is allocated to each buffer and
holds the following information for each buffer:

1. Buffer index. This is an identifying number for the buffer, which.is unique
for the local data processor. The buffer is identified by this number in the
buffer table index field of the local aperture table.

2. Ownership. This indicates which local process owns the buffer.

3. Physical memory address. The buffer occupies a contiguous block of
physical memory, and this number indicates where that block starts.

4. Length. This'indicates the length of the buffer in memory.

The size of each buffer table entry is most preferably chosen to match the
page size of the host system: typically 4kb. In that way a contiguous region of
the application’s virtual address space which is mapped onto a non-
contiguous region of physical memory can be represented by a sequence of
buffer table entries.

In the example of figure 10, local aperture 1 is owned by process 8 and maps
on to remote aperture number 5. The local physical memory corresponding to
that aperture consists of XFFF bytes starting from physical address xB00O.
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Local aperture number 3 is owned by process number 12 and maps on to
remote aperture number 1. The local physical memory corresponding to that
aperture consists of XA10 bytes starting at xDOOO followed by x8FF bytes
starting at xAO00. Thus a single aperture can be mapped on to two or more
discontiguous blocks of physical memory. This provides great flexibility in the
transfer of data. For example, if a contiguous block of data at the transmitting
end has to be transmitted to discontiguous locations at the receiver, instead of
the transmitter having to issue multiple transmit instructions to transmit each
block separately, the aperture can be mapped on to discontiguous blocks at
the receiver and then a single transmit instruction for the whole block of data
can be issued by the transmitting process. One specific example of a
situation in which this would be useful is when cooperating applications on the

data processors have differently arranged memory allocations.

The entries in the tables are set up when mappings are established. The
buffers allocated to an aperture can be reassigned at one end or the other

without re-establishing the mapping.

The aperture and buffer tables (indicated at 19a, 19b in figure 8) are held in
memory 18 local to the device driver that manages them. The tables are
stored in a region of the memory that cannot be accessed directly by
processes running on the local data processor. This is preferably achieved by
using built-in access control capabilites of the operating system. The
operating system is preferably capable of allocating areas of the memory 18
to processes running on the data processing system, and preventing other
processes running on the same system from accessing that allocated
memory. In this way direct access to the area of memory that stores the
tables is preferably reserved to the local device driver 15a, 15b (although
since the operating system is in overall control it can also access the areas if

required).

It will be appreciated that the tables can be set up in any suitable way, but the

following is an example of a process for setting up a mapping between a
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process (Pa) running on a first data processor (DPa) to a process (Pb)
running on a second data processor (DPb).

1. Process Pa initiates the establishment of the mapping by signalling its local
device driver with details of the locations in local physical memory of the .
buffer(s) that are to be used for the mapping. The device driver checks that -
those locations are owned by Pa. If they are it sets up a row in the local
buffer table for each of those buffers, and returns to the application the index
allocated to each buffer. The device driver also sets up a transmit queue in
local memory that can be used by the process for storing instructions defining
the data it wants to transmit. The device driver informs the network interface
belonging to DPa of the location of the queue and the identity of the process
that owns the queue. That information is stored in a table in memory on the
network interface. An example of such a table is illustrated in figure 11. It
should be noted that since the device driver (as part of the operating system)
is trusted, the ownership of the transmit queue by the appropriate process,
and the ownership data passed to the network interface in step 2 below can
be trusted.

2. Process Pa signals the device driver with the buffer index(es) of the buffers
that it wants to map over.the aperture, and details of the remote aperture on
to which it want to map those buffers. The device driver passes that data to
the local network interface, which signals with the remote aperture to establish
the mapping. To allow this to be done, the process provides the following
information: network address (e.g. MAC address) of the data processor
providing the other side of the aperture (DPb), initial sequence number for
serially numbering packets sent over the link, index number of the aperture on
DPb, length of the aperture, ownership data identifying the process on DPa
that is to use the aperture. The network interface on DPa then contacts DPb
via the supplied network address to attempt to set up the mapping. DPb
checks that it has an aperture with the supplied index number and that its
length matches that supplied by DPa. DPb also receives data identifying the
process initiating the connection and checks with the local process identified

in the ownership bits for the local aperture that it will permit that process on
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DPa to access the aperture. If that is permitted the network interface of DPb
signals its device driver to set up the appropriate row in its aperture table by
storing the initial sequence number, remote aperture and remote ownership
against that aperture. The network interface of DPb then returns a success
message to the network interface of DPa. The network interface of DPa
informs its device driver, which sets up its aperture table by storing the initial
sequence number, remote aperture and remote ownership, and signals the

- initiating process that the aperture has been set up successfully.

In order for process Pa to transmit data to DPa using the mapping, it can
either use PO (programmed input-output) or DMA (direct memory access). In
P10 the CPU (central processing unit) of DPa executes commands to retrieve
data from its local memory and supplies that data to the local network
interface for transmission. The network interface receives the data pushed to
it by the CPU and transmits it in due .course. In DMA the local network
interface accesses the local memory directly to pull data from the memory for
transmission. To achieve this the CPU transmits an instruction to the network
interface which identifies an area in memory that contains data to be
transmitted. In due course the network interface actions that instruction by
reading the data directly from the memory and transmitting it. It then returns a
message to the CPU to indicate that the transmission is complete. PIO is
advantageous for the transmission of small amounts of data, since it involves
simpler communication between the CPU and the NIC. DMA is advantageous
for transmission of larger amounts of data since it reduces the load on the
CPU that. would otherwise be involved in passing the data to the NIC. It
should be noted that both these routes can be available simultaneously to a
process for transmissions over a single mapping. This means that when a
process wants to write to a remote location over the network it can select the
most efficient means in each situation: for instance selecting PIO for
transmissions of short blocks of data, and selecting DMA for transmission of
longer blocks of data. It is convenient to arrange the system so that for some
or all apertures not all parts of those apertures are accessible by PIO. The
rest of the aperture can then be accessed by the NIC only via DMA. This
economises on 10 bus space since bus space only needs to be allocated for
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those parts that are accessible by PIO. A preferable arrangement is for all
apertures greater than a predetermined size to be treated in this way. A
preferably arrangement is for apertures that are being treated in this way to
have only their first page-sized region accessible by P10,

For PIO, process Pa causes the processor of data processor DPa to pass the
data for transmission from local memory to the network interface hardware.
Such transferring can be implemented using conventional PIO and will not be
described in more detail here. . However, on receiving data by PIO the
network interface makes certain checks before sending the data to the remote
data processor DPb. The data is sent by the process together with an
indication of the aperture to which it is to be applied and the offset in that
aperture at which it is to be applied. Using that data the network interface
checks:

a. that the process that has sent the data is identified in the aperture table as
owning the aperture to which the data is to be applied;

b. that the length of the data is not so great as to overrun the end of the
aperture starting from the offset point in the aperture at which it is to be
written.

If those checks are satisfied then it transmits the data to the remote terminal.
At the remote terminal the remote NIC looks up the address to issue on its 10

bus in order to store the received data from its buffer table.

For DMA the process adds a transmit command to its transmit queue. The
transmit command specifies the intended destination of the data and couid
also include the data itself or could include a pointer to the data in memory
(e.g. if DMA (direct memory access) by the network interface is to be used to
transfer the data to the interface). Here the pointer would refer to a buffer
table entry and offset, and the transmitters DMA logic can check that the
process sending the transmit instruction “owns” the buffer table entry to which
the instruction refers. The latter option provides an efficient way for the
process to transmit large quantities of data that is stored contiguously in
physical memory. An example of the transmission and reception process will
now be described.
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1. Pa adds a transmit command to its transmit queue. The transmit
command specifies:
a. Destination device. The identity of the network device (DPb) to
which the data is to be transmitted.
b. Destination aperture index. The index of the aperture on DPb to
which the data is to be applied.
c. Destination offset. The offset within that aperture at which the data
is to be applied.
d. Source buffer. The index of the local buffer from which the data is
to be transmitted.
e. Source offset. The offset within that buffer from which the data is to
be taken.
f. Length. The length of data to be take from that offset point.

2. The command is taken from the transmit queue by the network interface of
DPa. It could poll the queue periodically, or could be signalled with an
interrupt when there is data on the queue. The network interface of DPa
validates the command by checking the following data using the local buffer
table: '
a. that the ownership data for the specified buffer (as stored in the
local buffer table) indicate that the buffer is owned by the same process
as owns the transmit queue from which the command was taken:;
b. that the source offset point lies within the buffer (i.e. source offset is
not greater than the length of the buffer); and
c. that the full length of the data to be transmitted lies within the buffer
(i.e. source offset plus length is not greater than the length of the
buffer.
If these tests are satisfied then at this point the network interface can

- start retrieving data from the buffer and preparing it for transmission.

3. The network interface checks that the ownership data for the specified

aperture as stored in the local aperture table indicate that the aperture is
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owned by the same process as owns the transmit queue from which the

command was taken.

4. If all the tests are satisfied the network interface forms one or more
packets to transmit the data to the destination. In addition to the usual packet
contents each packet includes fields indicating:
a. the identity of the process that owns the transmit queue from which
the command was taken;
b. the identity of the remote aperture to which the data is to be applied;
and
C. a sequence number specific to the aperture mapping, allotted in
numerical order and incremented in the local aperture table after each
packet has been transmitted.
The packet may also indicate the location in the aperture at which the data is
to be applied. Alternatively the first packet in the set indicates the offset and
the length of data to be sent and the payloads of the subsequent packets in
the set are applied consecutively to the remote aperture following on from the
payload of the first packet; and each packet in the set has a field indicating
which set it belongs to.

5. At the receiver DPb the network interface looks up using its local aperture
. and buffer tables the physical address of the destination offset point. This
might not lie in the first buffer allocated to the aperture if the destination offset
is greater than the length of the first allocated buffer. Then each packet is
processed in order of its sequence number, irrespective of the order in which
the packets arrived. If a packet is lost then the subsequent packets in the set
are held for a period of time pending retransmission of the lost packet. For
each packet the following checks are made:

a. that if the data from the packet were written to its destination point in

the aperture it would not extend beyond the end of the aperture and/or

the buffers allocated to it;

b that the ownership data in the packet matches the remote

ownership data for the mapping.
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Those checks are intended to ensure that the data from the packet will not be
written into memory at a location that is not authorised: they verify. that the
ownership data in question is correct for the whole of the region where the
data is to be written. If those checks are satisfied then the network interface
of DPb writes the data to the memory at the locations as determined from the
tables.

The buffer table could be split into two: one for use in resolving incoming data,

and one for use in validating the security of outgoing data.

On transmission of data by DMA or PIO the transmitting NIC can add to the
transmitted packet an indication of the process (e.g. thread or application) that
has caused the data to be transmitted. That can then be verified at the
receiver against data in its aperture table to check that the transmitting

process corresponds to the receiving aperture.

If there is a block of data in the memory which a process wants to transmit to
a remote data processor then the process could copy that data into a
previously allocated buffer and then issue a command to transmit that data
from the buffer. However, if the block of data is large then it may be more
efficient to reallocate the process's buffer(s) so that one of the buffers
encompasses the block of data that is to be transmitted. This involves an
overhead of reallocating the buffers by causing the device driver to remap the
relevant rows of the buffer table and/or the aperture table, but it omits the step
of copying the data from one part of memory to another. The use of separate
buffer and aperture tables allows this to be done in an efficient way, since the
other parts of the aperture can be left mapped on to the same parts of
memory as before the reallocation. On reallocation of the buffers for an active
aperture the data is synchronised by the network interface under the control of

the device driver between the two ends. This is illustrated in figure 12.

Figure 12a shows an initial situation, before reallocation of buffers. In figure
12a a buffer 30 in memory space 31 is mapped on to an aperture 32 in
memory space 33. Suppose it is desired to transfer a block of data at a
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location indicated by shading at 34 in memory 31 to a location 35 in memory
33. This could be done by copying that data into buffer 30. Alternatively, it
could be done by reallocating the buffers as shown in figure 12b. In figure
12b the buffers in memory space 31 have been reassigned so that the
aperture 32 excluding space 35 maps on to the same parts of memory 31 as
before, but space 35 now maps on to a buffer at location 34. This involves
mapping aperture 32 on to three separate buffers 30a, 30b and 34 in memory
space 31. ’

The buffer tables are valuable when used in a non-memory-mapped system
(i.e. one in which local memory and remote memory are not mapped on to

each other via apertures).

First, the buffer tables can be used to allow data to be transmitted without
being copied from one memory location to another to allow transmission to
take place. If data that is to be transmitted is stored at a set of contiguous
locations in memory then instead of copying that data to the region of memory
that is occupied by a pre-existing buffer table, one or more buffer tables can
be defined that encompass the locations where the data is currently stored.
Then the NIC can be commanded to transmit the data from those buffer

tables. This makes the transmission of data more efficient.

Second, buffer tables are useful when data is received in the form of packets
of a data length greater than the page size of the system that is in use.
Usually, contiguous memory must be allocated to the receiving process in
order for such packets to be written to memory. However, such packets can
“be written to two or more consecutive buffer tables, avoiding the need for the
receiving process to be allocated contiguous blocks of memory larger than the
page size. This is especially useful in situations when the receiver might not

know in advance that such large packets will be received.

Third, buffer tables are useful for permissions validation on transmission of
data. When a buffer table is allocated, the NIC can store a record of which

process, application or thread that buffer table is allocated to. Then when the
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NIC receives an instruction to transmit from that buffer table it can verify that
the instruction has come from the same entity as that to which the table is
allocated. Since the buffer table was set up by the driver, rather than the
application, it can be trusted. The identity of the process, application or
thread can be identified from, for instance, the DMA queue that it uses to
command transmission. In contrast, if a NIC is commanded to transmit data
from a memory region that has not previously been defined to the NIC the NIC
cannot check that the process commanding the transmission is authorised to-

access that region.

On DMA transmission a command can be sent to the NIC to transmit data of a .
certain length starting from a certain location in a buffer. If that length would
go beyond the extend of the buffer then the NIC could ignore that subsequent
data. However, instead it preferably continues from the next buffer in
sequence that is allocated to the same process, thread or application as the
buffer in which the start point is located. In that way the DMA command can
be simplified and blocks of data greater than the buffer size can readily. be
transmitted in single packets. Two routes can be used to transfer the data in
the reassigned buffer(s) to the destination. After the reallocation has been
made the process responsible for the reallocation can issue a command to
cause data from the newly assigned buffer (34 in figure 12a) to be transmitted
to the remote data processor. Alternatively, the device driver could be
arranged to automatically synchronise the aperture after a reassignment has
been made, with one end of the aperture taking priority so that its data
overwrites that at the corresponding locations at the other end of the mapping.

The present invention can be implemented in data processing systems such
as personal computers and servers, and also in other equipment that need to
- transmit and/or receive data such as dedicated network appliances and

multimedia terminals.

The techniques described above are not limited to use with network

interfaces. For example, the above technique of reassigning buffers using a
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buffer table could be used to facilitate transferring data to other devices such

as video or sound cards.

The tables could be stored in the same or in different physical memory as
each other and as other user-level data in the system. One or more of the .

tables could be held in physical memory on the network interface hardware.

The applicant hereby discloses in isolation each individual feature described
herein and any combination of two or more such features, to the extent that
such features or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge
of a person skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without
limitation to the scope of the claims. The applicant indicates that aspects of
. the present invention may consist of any such individual feature or
combination -of features. In view of the foregoing description it will be evident
to a person skilled in the art that various modifications may be made within

the scope of the invention.
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SECTION D

DATA TRANSFER

This invention relates to a system suitable for use in passing data over a

network or other data channel..

When data is to be transferred between two devices over a network, each of
the devices must have a suitable network interface to allow them to
communicate across the channel. The devices and their network interfaces
use a protocol to form the data that is transmitted over the channel, so that it
can be decoded at the receiver. The data channel may be considered to be
or to form part of a network, and additional devices may be connected to the
network.

The Ethernet system is used for many networking applications. Gigabit
Ethernet is a high-speed version of the Ethernet protocol, which is especially
suitable for links that require a large amount of bandwidth, such as links
between servers or between data processors in the same or different
enclosures. Devices that are to communicate over the Ethernet system are
equipped with network interfaces that are capable of supporting the physical
and logical requirements of the Ethernet system. The physical hardware
component of network interfaces are referred to as network interface cards
(NICs), although they need not be in the form of cards: for instance they could
be in the form of integrated circuits (ICs) and connectors fitted directly on to a

motherboard.

Where data is to be transferred between cooperating processors in a network,
it is common to implement a memory-mapped system. In a memory-mapped
system communication between the applications is achieved by virtue of a
portion of one application’s virtual address space being mapped over the
network on to another application or on to a region of real memory. The

‘holes” in the address space which form the mapping are termed apertures.
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When data is being transmitted from an aperture of one data processing
system to an aperture of another data processing system it is highly
preferable to check that the write of data is secure. It would therefore be
desirable for the systems to cooperate to enable checking of the integrity of -
the write operation.

According to one aspect of the present invention there is provided a data
processing system comprising: a data processor for executing instructions to
support two or more processes; memory for storing data; an interface
whereby the data processor can transmit data to a remote receiver: and a
configuration store storing definitions of a plurality of areas in the memory,
and for each one an identification of a process associated therewith; the -
interface being responsive to receiving an instruction of a predetermined form
from a process supported by the data processor specifying data in one of the
-areas to read the specified data from the area and transmit that data to a
remote receiver together with the identification of a process stored for that

area in the configuration store.

According to another aspect of the present invention there is provideds. A
data processing system comprising: a data processor for executing
instructions to support two or more processes; memory for storing data; an
interface whereby the data processor can receive data from a remote
receiver; and a configuration store storing definitions of a plurality of areas in
the memory, and for each one an identification of a process on a remote
receiver associated therewith; the interface being responsive to receiving from
the remote receiver data directed to one of the areas together with an
identification of a process to check whether that identified process matches
the identification of a process stored for that one of the areas in the
configuration store and only if it does match to write that data to that

configuration store.

Preferably the configuration store is local to the interface.
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Preferably the data processor implements a plurality of queues for
communication between the processes and the interface, each queue being.
associated with a respective process, and the interface is arranged to identify
which process an instruction is from by the queue on which it has received the

instruction.

Preferably the interface is arranged to read the data from the area by direct-

memory access.

Preferably the interface is a network interface and is arranged to transmit the .

data to the receiver by means of a network protocol.

Preferably the network protocol is TCP/IP.

Preferably the interface is arranged to transmit the data over Ethernet.

- In the case of data reception references to transmitting and reading can be

substituted for references to receiving and writing.

The present invention will now be described by way of example with

reference to the accompanying drawings.

In the drawings:
figure 13 shows schematically the architecture of a networked system:;
figure 14 illustrates mapping apertures;
figure 15 shows examples of aperture and buffer tables;
figure 16 shows an example of a queue table; and

figure 17 illustrates reassignment of buffers.

Figure 13 shows schematically the architecture of a networked system. The
system comprises two data processors 10a, 10b (such as personal computers .
or servers), each of which has a network interface 11a, 11b (such as a'NIC).
The network interfaces are linked together over a data network 12. The data
network could be an Ethernet network (e.g. using Gigabit Ethernet).or could
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employ any other suitable protocols. Each data processor has an operating
system 13a, 13b which includes a kernel 14a, 14b and a device driver 15a,
18b for controlling communications between the data processor and its
network interface. The operating system supports applications or processes
16a, 16b running on the data processor. A transport library 17a, 17b provides
the applications/processes with routines that can be used for controlling
communications over the network, and supervises communications between’
the applications/processes and the operating system. Each data processor
has a memory 18a, 18b.

The network interfaces, the device drivers and the transport library cooperate..
to allow applications to map blocks of virtual memory of one of the data
processors on to physical memory of the other of the data processors. The
general principles behind such operaton are described in WO
2004/025477 and W02004/080005, which should be read in conjunction with
the present application. When such a mapping has been established, one of
the data processors can. write to or read from a part of the area of virtual-
memory and this will have the effect of writing to or reading from the
corresponding part of the area of physical memory. Such an arrangement is
llustrated in figure 14, where a region of virtual memory 20 in a first data
processing system, running from virtual memory location Vj to virtual memory
location V4, is mapped on to a region of real memory 21 in another data
processing system, running from real memory location Rg to real memory
location Ry. If the first data processing system reads from or writes to a
location V, in the range from V; to V, that has the effect of reading from or

writing to the corresponding location R, in the range from R to Ry. . .

The operation of the system to support these mappings will now be described

in more detail.

- As is normal, the operating system of each data processor allocates a unique
identifying number to each process running on that data processor. These

numbers are used to secure the operation of the system, ensuring that data of
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one process is not read or altered by another process. The means of

achieving this in the context of memory mappings will be discussed below.

If a process running on one data processor wishes to send data or read data
using a mapping on to memory of the other data processor it first establishes
the mapping, defining the environment in which that transfer can take place.
The establishment of the mapping involves setting up entries in tables held by
the data processors. Each data processor holds two tables: an aperture table
and a buffer table, which are managed by its device driver 15. Together the
tables define the mappings that are currently established. Examples of such

tables are shown in figure 15.

The aperture table includes the following data for each mapping:

1. Local aperture index. This is an identifying number for the local aperture,
which is allocated by the local device driver to be unique for the local data
processor.

2. Local ownership. This indicates the identity of the process running on the
local data processor that is entitled to access the mapping. This will typically
be the process that created the mapping, but the right to access the mapping
could be passed from one process to another provided preferably that that
handover is performed in an authenticated manner (i.e. with the authorization
of the process passing the right) so as to maintain security.

3. Remote aperture index: This is an identifying number for the aperture,
which is allocated by the remote device driver to be unique for the remote
data processor, and is transmitted by the remote data processor to the local
data processor when the mapping is established.

4. Local buffer index(es). This indicates which of the buffers in the local
buffer table are associated with the aperture. It should be noted that more
than one local buffer can be associated with an aperture. Where more than
one buffer is associated with an aperture, the associated buffers are listed in
the entry in the aperture table strictly in the order in which they map on to the
memory space represented by the aperture. Instead of explicitly listing all the
-buffers in an aperture a more compact encoding scheme can be used by

indicating a starting buffer and a size, it being implied that the aperture is
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composed of the indicated buffer and subsequent buffers in order up to the
total indicated size. .

5. Sequence number. This indicates the serial number of the next packet to
be processed locally for the aperture.

The buffer table maps which of the processes is allocated to each buffer and
holds the following information for each buffer:

1. Buffer index. This is an identifying number for the buffer, which is unique -
for the local data processor. The buffer is identified by this number in the
buffer table index field of the local aperture table.

2. Ownership. This indicates which local process owns the buffer.

3. Physical memory address. The buffer occupies a contiguous block of
physical memory, and this number indicates where that block starts.

4. Length. This indicates the length of the buffer in memory.

The size of each buffer table entry is most preferably chosen to match the
page size of the host system: typically 4kb. In that way a contiguous region of
the application’s virtual address space which is mapped onto a non-
contiguous region of physical memory can be represented by a sequence of

buffer table entries.

In the example of figure 15, local aperture 1 is owned by process 8 and maps
on to remote aperture number 5. The local physical memory corresponding to
that aperture consists of xFFF bytes starting from physical address xB000.
Local aperture number 3 is owned by process number 12 and maps on to
remote aperture number 1. The local physical memory corresponding to that
aperture consists of xA10 bytes starting at xDO0O followed by x8FF bytes
starting at xA000. Thus a single aperture can be mapped on to two or more
discontiguous blocks of physical memory. This provides great flexibility in the
transfer of data. For example, if a contiguous block of data at the transmitting .
end has to be transmitted to discontiguous locations at the receiver, instead of
the transmitter having to issue multiple transmit instructions to transmit each
block separately, the aperture can be mapped on to discontiguous blocks at

the receiver and then a single transmit instruction for the whole block of data
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can be issued by the transmitting process. One specific example of a
situation in which this would be useful is when cooperating applications on the

data processors have differently arranged memory allocations.

The entries in the tables are set up when mappings are established. The
. buffers allocated to an aperture can be reassigned at one end or the other

without re-establishing the' mapping.

The aperture and buffer tables (indicated at 19a, 19b in figure 13) are held in
memory 18 local to the device driver that manages them. The tables are
stored in a region of the memory that cannot be accessed directly by
processes running on the local data processor. This is preferably achieved by
using built-in access control capabilities of the operating system. The .
operating system is preferably capable of allocating areas of the memory 18
to processes running on the data processing system, and preventing other
processes running on the same system from accessing that allocated
memory. In this way direct access to the area of memory that stores the
tables is preferably reserved to the local device driver 15a, 15b (although
since the operating system is in overall control it can also access the areas if

required).

It will be appreciated that the tables can be set up in any suitable way, but the
following is an example of a process for setting up a mapping between a
process (Pa) running.on a first data processor (DPa) to a process (Pb)

running on a second data processor. (DPb).

1. Process Pa initiates the establishment of the mapping by signalling its local
device driver with details of the locations in .local physical memory of the
buffer(s) that are to be used for the mapping. The device driver checks that
those locations are owned by Pa. If they are it sets up a row in the local
buffer table for each of those buffers, and returns to the application the index
allocated to each buffer. The device driver also sets up a transmit queue in
local memory that can be used by the process for storing instructions defining

the data it wants to transmit. The device driver informs the network interface
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belonging to DPa of the location of the queue and the identity of the process
that owns the queue. That information is stored in a table in memory on the
network interface. An example of such a table is illustrated in figure 16. It
should be noted that since the device driver (as part of the operating system)
is trusted, the ownership of the transmit queue by the appropriate process,
and the ownership data passed to the network interface in step 2 below can

be trusted.

2. Process Pa signals the device driver with the buffer index(es) of the buffers
that it wants to map over the aperture, and details of the remote aperture on
to which it want to map those buffers. The device driver passes that data to
the local network interface, which signals with the remote aperture to establish
the mapping. To allow this to be done, the process provides the following
information: network address (e.g. MAC address) of the data processor
providing the other side of the aperture (DPb), initial sequence number for
serially numbering packets sent over the link, index number of the aperture on
DPb, length of the aperture, ownership data identifying the process on DPa
that is to use the aperture. The network interface on DPa then contacts DPb
via the supplied network address to attempt to set up the mapping. DPb
checks that it has an aperture with the supplied index number and that its.
length matches that supplied by DPa. DPb also receives data identifying the
process initiating the connection and checks with the local process identified
in the ownership bits for the local aperture that it will permit that process on
DPa to access the aperture. If that is permitted the network interface of DPb
signals its device driver to set up the appropriate row in its aperture table by
storing the initial sequence number, remote aperture and remote ownership
against that aperture. The network interface of DPb then returns a success
message to the network interface of DPa. The network interface of DPa
informs its device driver, which sets up its aperture table by storing the initial
sequence number, remote aperture and remote ownership, and signals the

initiating process that the aperture has been-set up successfully.

In order for process Pa to transmit data to DPa using the mapping, it can
either use PIO (programmed input-output) or DMA (direct memory access). In
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PIO the CPU (central processing unit) of DPa executes commands to retrieve
data from its local memory and supplies that data to the local network
interface for transmission. The network interface receives the data pushed to
it by the CPU and transmits it in due course. In DMA the local network
interface accesses the local memory directly to pull data from the memory for
transmission. To achieve this the CPU transmits an instruction to the network
interface which identifies an area in memory that contains data to be
transmitted. In due course the network interface actions that instruction by
reading the data directly from the memory and transmitting it. It then returns a
message to the CPU to indicate that the transmission is complete. PIO is
advantageous for the transmission of small amounts of data, since it involves
simpler communication between the CPU and the NIC. DMA is advantageous
for transmission of larger amounts of data since it reduces the load on the
CPU that would otherwise be involved in passing the data to the NIC. It
should be noted that both these routes can be available simultaneously to a
process for transmissions over a single mapping. This means that when a
process wants to write to a remote location over the network it can select the
most efficient means in each situation: for instance selecting PIO for
transmissions of short blocks of data, and selecting DMA for transmission of
longer blocks of data. It is convenient to arrange the system so that for some
or all apertures not all parts of those apertures are accessible by PIO. The
rest of the aperture can then be accessed by the NIC only via DMA. This
economises on |0 bus space since bus space only needs to be allocated for
those parts that are accessible by PIO. A preferable arrangement is for all
apertures greater than a predetermined size to be treated in this way. A
preferably arrangement is for apertures that are being treated in this way to

have only their first page-sized region accessible by P1O.

For PIO, process Pa causes the processor of data processor DPa to pass the
data for transmission from local memory to the network interface hardware.
Such transferring can be implemented using conventional PIO and will not be
described in more detail here. However, on receiving data by PIO the
network interface makes certain checks before sending the data to the remote

data processor DPb. The data is sent by the process together with an
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indication of the aperture to which it is to be applied and the offset in that
aperture at which it is to be applied. Using that data the network interface
checks:

a. that the process that has sent the data is identified in the aperture table as
owning the aperture to which the data is to be applied;

b. that the length of the data is not so great as to overrun the end of the
aperture starting from the offset point in the aperture at which it is to be
written.

If those checks are satisfied then it transmits the data to the remote terminal.
At the remote terminal the remote NIC looks up the address to issue on its 10

bus in order to store the received data from its buffer table.

For DMA the process adds a transmit command to its transmit queue. The
transmit command specifies the intended destination of the data and could
.also include the data itself or could include a pointer to the data in. memory
(e.g. if DMA (direct memory access) by the network interface is to be used to
transfer the data to the interface). Here the pointer would refer to a buffer
table entry and offset, and the transmitter's DMA logic can check that the
process sending the transmit instruction “owns” the buffer table entry to which
the instruction refers. The latter option provides an efficient way for the
process to transmit large quantities of data that is stored contiguously in -
physical memory. An example of the transmission and reception process will

now be described.

1. Pa adds a transmit command to its transmit queue. The transmit
command specifies:
a.. Destination device. The identity of the network device (DPb) to
which the data is to be transmitted.
b. Destination aperture index. The index of the aperture on DPb to
which the data is to be applied.
c. Destination offset. The offset within that aperture at which the data
is to be applied.
d. Source buffer. The index of the local buffer from which the data is
to be transmitted.



WO 2006/134373 PCT/GB2006/002202
60

e. Source offset. The offset within that buffer from which the data is to
be taken.
f. Length. The length of data to be take from that offset point.

2. The command is taken from the transmit queue by the network interface of
DPa. It could poll the queue periodically, or could be signalled with an
interrupt when there is data on the queue. The network interface of DPa
validates the command by checking the following data using the local buffer
table:
a. that the ownership data for the specified buffer (as stored in the
local buffer table) indicate that the buffer is owned by the same process
as owns the transmit queue from which the command was taken;
b. that the source offset point lies within the buffer (i.e. source offset is
not greater than the length of the buffer); and
c. that the full length of the data to be transmitted lies within the buffer
(i.e. source offset plus length is not greater than the length of the
buffer.
If these tests are satisfied then at this: point the network interface can

start retrieving data from the buffer and preparing it for transmission.

3. The network interface checks that the ownership data for the specified
aperture as stored in the local aperture table indicate that the aperture is
owned by the same process as owns the transmit queue from which the

command was taken.

4. If all the tests are satisfied the network interface forms one or more
packets to transmit the data to the destination. In addition to the usual packet
contents each packet includes fields indicating:
a. the identity of the process that owns the transmit queue from which
the command was taken;
- b. the identity of the remote aperture to which the data is to be applied,;
and '
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c. a sequence number specific to the aperture mapping, allotted ‘in

numerical order and incremented in the local aperture table after each

packet has been transmitted.
The packet may also indicate the location in the aperture at which the data is
to be applied. Alternatively the first packet in the set indicates the offset and
the length of data to be sent and the payloads of the subsequent packets in
the set are applied consecutively to the remote aperture following on from the
payload of the first packet; and each packet in the set has a field indicating
which set it belongs to.

5. At the receiver DPb the network interface looks up using its local aperture
and buffer-tables the physical address of the destination offset point. This
might not lie in the first buffer allocated to the aperture if the destination offset
is greater than the length of the first allocated buffer. Then each packet is
processed in order of its sequence number, irrespective of the order in which
the packets arrived. If a packet is lost then the subsequent packets in the set
are held for a period of time pending retransmission of the lost packet. For
each packet the following checks are made:

a. that if the data from the packet were written to its destination point in

the aperture it would not extend beyond the end of the aperture and/or

the buffers allocated to it;

b. that the ownership data in the packet matches the remote

ownership data for the mapping.
Those checks are intended to ensure that the data from the packet will not be
written into memory at a location that is not authorised: they verify that the
ownership data in question is correct for the whole of the region where the
data is to be written. If those checks are satisfied then the network interface
of DPb writes the data to the memory at the locations as determined from the

tables.

The buffer table could be split.into two: one for use in resolving incoming data,

and one for use in validating the security of outgoing data.
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On transmission of data by DMA or PIO the transmitting NIC can add to the
transmitted packet an indication of the process (e.g. thread or application) that
has caused the data to be transmitted. That can then be verified at the
receiver against data in its aperture table to check that the transmitting

process corresponds to the receiving aperture.

If there is a block of data in the memory which a process wants to transmit to -~
a remote data processor then the process could copy that data into a
previously allocated buffer and then issue a command to transmit that data
from the buffer. However, if the block of data is large then it may be more
efficient to reallocate the process’'s buffer(s) so that one of the buffers
encompasses the block of data that is to be transmitted. This involves an
overhead of reallocating the buffers by causing the device driver to remap the
relevant rows of the buffer table and/or the aperture table, but it omits the step
of copying the data from one part of memory to another. The use of separate .
buffer and aperture tables allows this to be done in an efficient way, since the
other parts of the aperture can be left mapped on to the same parts of
memory as before the reallocation. On reallocation of the buffers for an active
aperture the data is synchronised by the network interface under the control of -

the device driver between the two ends. This is illustrated in figure 17.

Figure 17a shows an initial situation, before reallocation of buffers.. In figure
17a a buffer 30 in memory space 31 is mapped on to an aperture 32 in
memory space 33. Suppose it is desired to transfer a block of data at a
location indicated by shading at 34 in memory 31 to a location 35 in memory
33. This could be done by copying that data into buffer 30. Alternatively, it
could be done by reallocating the buffers. as shown in figure 17b. In figure
17b the buffers in memory space 31 have been reassigned so that the
aperture 32 excluding space 35 maps on to the same parts of memory 31 as
before, but space 35 now maps on to a buffer at location 34. This.involves
mapping aperture 32 on to three separate buffers 30a, 30b and 34 in memory
space 31.
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The buffer tables are valuable when used in a non-memory-mapped system
(i.e. one in which local memory and remote memory are not mapped on to

each other via apertures).

First, the buffer tables can be used to allow data to be transmitted without
being copied from one memory location to another to allow transmission to
take place. If data that is to be transmitted is stored at a set of contiguous .
locations in memory then instead of copying that data to the region of memory
that is occupied by.a pre-existing buffer table, one or more buffer tables can .
be defined that encompass the locations where the data is currently stored.
Then the NIC can be commanded to transmit the data from those buffer

tables. This makes the transmission of data more efficient.

Second, buffer tables are useful when data is received in the form of packets
of a data length greater than the page size of the system that is in use.
Usually, contiguous memory must be allocated to the receiving process in
order for such packets to be written to memory. - However, such packets can
be written to two or more consecutive buffer tables, avoiding the need for the
receiving process to be allocated contiguous blocks of memory larger than the
page size. This is especially useful in situations when the receiver might not

know in advance that such large packets will be received.

Third, buffer tables are useful for permissions validation on transmission of .
data. When a buffer table is allocated, the NIC can store a record of which
process, application or thread that buffer table is allocated to. Then when the
NIC receives an instruction to transmit from that buffer table it can verify that
the instruction has come from the same entity as that to which the table. is
allocated. Since the buffer table was set up by the driver, rather than the
application, it can be trusted. The identity of the process, application or
thread can be identified from, for instance, the DMA queue that it. uses. fo
command transmission.: In contrast, if a NIC is commanded to transmit data
from a memory region that has not previously been defined to the NIC the.NIC
cannot check that the process commanding the transmission is authorised to

access that region.
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On DMA transmission a command can be sent to the NIC to transmit data of a
certain length starting from a certain location in a buffer. If that length would .
og beyond the extend of the buffer then the NIC could ignore that subsequent
data. However, instead it preferably continues from the next buffer in

sequence that is allocated to the same process, thread or application as the

buffer in which the start point is located. In that way the DMA command can. .. .

be simplified and blocks of data greater than the buffer size can readily be
transmitted in single packets. Two routes can be used to transfer the data in
the reassigned buffer(s) to the destination. After the reallocation has been
made_the process responsible for the reallocation can issue a command to
. cause data from the newly assigned buffer (34 in figure 17a) to be transmitted
to the remote data processor. Alternatively, the device driver. could. be
arranged to automatically synchronise the aperture after a reassignment has
been made, with one end of the aperture taking priority so that its data

overwrites that at the corresponding locations at the other end of the mapping.

The present invention can be implemented in data processing systems such
as personal computers and servers, and also in other equipment that need to
transmit and/or receive data such as dedicated network appliances and

multimedia.terminals.

The techniques: described above are not limited to use with .network -
interfaces. For example, the above technique of reassigning buffers using a
buffer table could be used to facilitate transferring data to other devices such

as video or sound cards.

The tables could be stored in the same or in different physical memory as -
each other and as other user-level data in theé system. One or more of the

tables could be held in physical memory on the network interface hardware:

The applicant hereby discloses in isolation each individual feature described
herein and any combination of two or more such features, to the extent that

such features or combinations are capable of being carried out based on the
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present specification as a whole in the light of the common general knowledge

of a person .skilled in the art, irrespective of whether such features.or. .

combinations of features solve. any probléms disclosed herein, and .without . - "

limitation to the scope of the claims. The applicant indicates that aspects of

"the present invention may. consist of any such individual feature. or

- combination of features. In view-of the foregoing description it will be evident- .-

,,,,,

.to .a person skilled in the art.that .various modifications may be made within "

the scope of the invention. - = . e Lo e
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SECTION E S :
.. 308598

SIGNAL HANDLING ...

The. present invention relates to'a’ signal handling "arrangement for a data
processing “system,; and. in. particular fo delaying signals within -a data ..

- processing system under certain system- conditions: .

Figure 18 shows components of a data processing system. The system
comprises an application 1, an operating system 3 and a library 2 in
communication with each other. The data processing system is suitable for
connection to other. data processing systems by means of a network. A
network protocol such as transmission .control protocol (TCP), or any other
Ethernet protocols including User Datagram Protocol (UDP), Internet Control
Message Protocol (ICMP) or Real-Time Transport Protocol (RTP) could be

used. Alternatively, non-Ethernet protocols could be used.

Certain .management functions of a computing device are conventionally
managed entirely by the operating system. These functions typically. include
- basic control of hardware (e.g. networking hardware) attached to the device.
When these functions are performed by the operating system the state of the
computing device’s interface with the hardware is managed by and is' directly
accessible to.the operating system. A further typical function of the operating
system is processing data that is either received at or to be transmitted from
the device. Such data typically requires processing in accordance with a data
transfer protocol, such as TCP. An alternative architecture involves
performing at user-level certain functions which would conventionally: be
" performed by the operating system. Such a user-level architecture is
described in the applicant’'s copending PCT applications WO 2004/079981
and WO.2005/104475. In a user-level architecture at least some: of ‘the
functions usually performed by the operating system are performed by code
running at user level, and at least some of the state of the function. can be.

stored by the user-level code. This can cause difficulties when an application
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performs an operation that requires the operating system to interact with or

have knowledge of that state.

Many operating system kernels (including Linux and other UNIX variants) can
be. configured toact in accordance with instructions from an application to
automatically pass asynchronous signals to the application on the occurrence

of certain events. The signals thus represent notifications to the application of - -
such events. For example, an application may wish to receive regular signals,
for example” every 1 second, to- update .a user display, or it may wish to
receive signals each time a specified event occurs to update the user display.

" The requiremients of an application can be' registered with the operating. -
~ system so that the operating system becomes configured to send the signals
as requested. The registration process generally involves an instruction being
sent from the ‘application to the operating system, followed by ‘an
acknowledgement from the operating system to the application to confirm that. .
the: request . has' been registered. In a UNIX system the
request/acknowledgement handshake may take the form of a signal() system'.

call..

Once the registration has been performed, the operating system will cause a
corresponding routine to be executed each time the application receives a
signal from the operating system. Such a routine is generally known as a
signal handler. Continuing. the above example, when a signal is received at
the application the signal handler routine will access the necessary resource
(such as a lock on shared memory in the operating system) so that.the user
display can be updated. o

~ Other. types' of signalling handling routines can be registered with the
operating system’ by an application, such as routines which perform read and
write "operations. when executed. - . An.-application may register with the . -
operating system to receive signals from:the operating system each time new -
data arrives :for the application over a data network, and the application:could .
be configured so that receipt of such signals invokes a routine for reading the

new data.
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Receipt of an asynchronous signal at the application can cause operations
that are being carried out by the application to be interrupted. The signal can -
automatically cause execution of the signal handler such that other operations -
in progress will temporarily be halted until the signal handler has been-

successfully executed.

. A problem can arise with the use of asynchronous signal handlers in a system
having a user-level . architecture as described above. The asynchronous
signals may arrive at the application at a time when the user-level library such
as a transport library is. accessing a shared resource, such as shared memory
requiring a lock for access, on behalf of the application.  In this case, a -
deadlock can occur because the receipt of the asynchronous signal triggers
execution of the associated signal handler routine, which could involve
accessing the .same resource. However, since the library is controlling the
access to the resource; the application may not be aware that the resource is
already in use. For example, the library could be reading data from shared
memory. in response to an instruction from the application, and would thus
have a lock on the shared memory. If the application had previously
registered a signal handler with' the operating system for triggering read
operations, then receipt of an asynchronous signal at this time would cause
the signal handler to attempt to gain access to the lock by means of an -
instruction to the library. The processing being carried out by the library
would be interrupted as a result of the arrival of the signal, causing the library
to retain the lock until execution of the signal handler is completed. However,
the signal handler would be unable to execute until the library released the

lock; operation of the signal handler and the library would therefore stall. .

In order to limit the occurrence of such deadlocks, the use of signal handlers
tends. to-be restricted: for triggering .only certain .operations which would not
. cause resource conflicts such as that described. above. The signal handler
- can be written to be. reentrant in order. to deal with the possibility of receiving
signals from the operating system at unpredictable times, and -the signal

handler can also be written such that it can call only reentrant code.
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However, this can lead to a situation in which the use of asynchronous signal
handlers is severely limited, which may be-inconvenient. It can be particularly
inconvenient for libraries which can be linked against arbitrary applications,
since it effectively means that most libraries are unable to make use of

asynchronous signals.

Also, in general there are some operations which are normally disallowed by a
signal handler in order to prevent such deadlock issues. If a library shared -
between applications changes the behaviour of a previously allowed operation -
- into a disallowed operation then a previously functional signal handlér.could
be then be caused to deadlock. Because such signal handlers are generally
part of an application and not modifiable by the application there is a need to =

prevent deadlock in such circumstances.

It is therefore desirable to. provide a means. for handling signals in data.

processing systems which overcomes the above disadvantages.

According to a first aspect of the present invention there is provided a signal
handling arrangement for.a data processing system that has an application, a
first routine, and an operating system capable of being configured to
automatically send signals to routines external to the operating system for
initiating execution of the .said routines, wherein the first routine is such that .
execution thereof requires access to .a resource, the signal . handling.
arrangement being arranged to: determine whether the resource is available;
and if stuch determination is negative, delay signals from the operating system

for initiating execution of the first routine.

Embodiments of the invention can thus defer the execution of signal handlers .

until a non-reentrant routine has been completed.

The signals from the operating system for initiating execution. of the first

routine could be asynchronous..
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The said determining preferably comprises determining whether the resource

.is in-use by an-application.

‘The operating $ystem could be. capable ' of being configured by means of.
instructions to send signals for initiating execution of the first routine in
response to conditions specified in the instructions. The signal handling

arrangement could be further arranged to intercept such instructions sent.from -

- an application, modify the instructions, and pass the modified instructions to- :

. the operating system so as to configure the operating system to send to the
- signal handling arrangement signals for initiating execution of the first routine

in response to the conditions specified in the instructions.

The ‘signal’ handling arrangement could also be arranged to,. -if the
determination is negative, signal the first routine to cause execution thereof .

when the resource becomes available..

The signal handling arrangement is preferably arranged to maintain a memory
location for indicating the availability of the resource, and the said determining

preferably comprises accessing the memory location.

‘The signal handling arrangement could be further arranged to, when'a sécond
routine begins, the second rodutine being such that execution thereof requires
access to the resource,. store in the:memory location an indicator of a position
" in a stack indicating the address:to which processing control is to return when
the second routine is completed. The signal handling arrangement could be -
arrangedto, when the second routine begins, store at the said position-in.the -
stack an indicator of an address of a routine for signalling the first routine to
initiate execution thereof, whereby. ‘the first Toutine may be automatically:
signalled to initiate execution thereof in response to completion of the second

routine.

- The signal handling arrangement may be further arranged to, in response to
completion of the 'second routine, store in the memory location an indication

that the resource is available.
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The data processing system preferably implements a user-level networking
stack. The data processing system also preferably comprises a library. The

user-level stack may be implemented by means-of the library. . -

The signal handling arrangement cold be implemented at least partly by the
library, - and/or at least partly by the application.

The resource may be non-reentrant.

The application could include the first routine.

According to a second aspect of the present invention there is provided a data
processing system having an application, a first routine, an operating system, .
and. a-signal handling arrangement, wherein the operating system if capable
of being configured to automatically send signals to routines external to the
operating system for initiating execution of the said routines, and wherein the
first routine is such that execution thereof requires access to a resource, the
signal handling arrangement being arranged to: determine whether the
resource is available; and if such determination is negative, delay signals from

the operating system for initiating execution of the first routine.

According to a third aspect of .the present invention there is provided a data
carrier carrying a signal handling arrangement for a data processing system
that has. an application, a-first routine; and an operating system .capable of
being configured .to automatically send. signals to routines external to the
operating system for’initiating execution-of:the said routines, wherein the first
routine is such that execution thereof requires access to a resource, the signal
handling arrangement being arranged to: determine whether the resource is
available; and if such .determination is negative, delay signals from the

operating system for initiating execution of the first routine.

‘The present invention will now be described by way of example with reference -

to the accompanying drawings, in which:
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Figure 18 shows a data processing system; -

Figure 19 shows schematically a series” of events in a data processing
system; and

Figure 20 is a detailed illustration of events for deferring execution of a signal

handling routine.

An exemplary delay mechanism in accordance with an embodiment of the
present invention is illustrated in figure 18. First, an instruction 10 is sent from
the application 1 to the operating system 3 to register at the operating system
a signal handler 1a within the application, to which asynchronous signals are
to be sent at certain time intervals defined in the instruction, or on the
occurrence of events defined in the instruction. This instruction could then be

acknowledged by the operating system.

Figure 19 shows in more detail a series of events associated with the sending
of an asynchronous signal in an embodimeént of the invention. The instruction
10 from the application to the operating system is intercepted 20 by the library
2. The library may be configured to intercept all signals sent from the
application, or it may be cohfigured to recognise indicators, such as file
descriptors, incorporated in signals sent from the application to identify those
it wishes to capture. By intercepting the flow of signals between the
application and the operating system the library is enabled to exert.some
control over the interaction between the application and the operating system.
In the present example, the library modifies the intercepted instruction 10 so
as to cause it to instruct the operating system to send asynchronous.signals
to the library itself, rather than to the application, at the specified instances. In
this way, the library may prevent the automatic execution of the signal handler
1a in response to passing an asynchronous signal from the operating system
and instead. defer the execution of the signal handler until any potential

resource conflict has been removed.

In the preferred embodiment, the modification 20 of the instruction includes

causing a‘signal deferral routine 11 to be registered at the operating system
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instead of the signal handler 1a requested by the application. The signal
deferral routine will then be executed when an asynchronous signal triggered

by the instruction 11 is receivéd at the library.: Lo

The library is configured to make a check, each time it réceives an
asynchronous signal 12, as to whether a routine is currently being executed
which requires access.to the same non-reentrant resource which would be
required for execution of the signal handler. In other words, it checks whether
a deadlock situation could arise if the signal- handler were immediately
executed. In the event that the resource is not available the signal 12 is
delayed until the resource becomes available, and then passed to the signal
handler 1a to trigger execution of the signal handler routine. The resource
may be dedicated to the application 1, so that it is usable only by the library

and the application itself.

A non-reentrant resource will generally be non-reentrant in the sense that the
system cannot safely permit multiple threads to access the resource at once.
.For example, the resource could be a data store that stores a data value that
needs to be read and whose value then needs to be relied upon during a
subsequent operation. One example is where the resource is data that has
been received or that represents data that has been received over a network.
A process that is to utilise that data may need to be able to rely on the data’
not being utilised by another process. In general, the term non-reentrant
resource may be applied to a resource that is treated such that it cannot be
accessed simultaneously by more than one process or routine. A resource.
could be memory space, processing capacity, a network connection, or in
general anything that may be required for a function to be performed in a data
processing system. The term routine could be applied to any.series of

instructions within a data processing system.

. .A simple flag could be maintained to indicate the availability of the. resource:

for example, a bit set to 1 could indicate that the resource is in use while a 0 -
- indicates that it is not in use. However, in the preferred embodiment, the

library maintains-a deferral hook 4 to show the availability of the resource.
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The deferral hook is a memory location, which could be in the ‘operating
system or in any other location, providing that.it is accessible to.the signal
deferral routine so that when the signal deferral routine is called by the..
operating system by means of an asynchronous signal 12 it can access the
deferral hook to determine the availability of the resource. The deferral hook.
is written to at the 'start-and end of any routine which uses-the required

resource, to indicate whether or not the resource is in use.

When the resource is.available, the deferral hook is set to zero; in this case,
the asynchronous signal 12 received at the library will be passed immediately-
to the signal handler.1a. The signal handler will then execute as normal..
However, when the resource is in use, the user-level stack is modified so as
to cause a deferral routine. At the start of any routine requiring access to the-
resource, the deferral hook is set to contain a pointer to a position in the user-,
level stack. The address that was previously stored at that position (i.e. the
return address for the currently executing routine) is moved to a new location,
the “deferred return address”, and is replaced by a pointer to another routine,
the “deferred signal stub”. In this way, when the currently executing routine
completes, the deferréd signal stub will be called. Execution of the deferred
signal stub effects the sending of the signal 12 to the signal handler 1a when
the resource becomes available, and subsequently. causes the processor to

jump to the deferred return address containing.the proper return address.

The steps of the preferred deferral routine are summarised in figure 19 as .
follows: starting from the top of the figure, a registration request 10 is sent.
from the application. ' The library then intercepts the request and. modifies it
(20) before passing it to the operating system (11). In this way, the library has
ensured that asynchronous signals'will be sent directly to it.

Next, when an asynchronous signal 12 is received at the library, the library

inspects the deferral hook 21.
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The lower left portion of figure 19 illustrates the scenario in which the deferral
hook is set to zero. In this case, the asynchronous signal is passed directly to

the signal handler (13) so that the signal handler executes as normal.- .-

. The. lower right portion-of figure 19 illustrates the scenario in which ‘the .
deferral hook is set to.contain. the address of. a.position in the stack which
points to the deferred. signal .stub (denoted simply as “1™in figure 19). This .
stub then executes so that when the current routine ends the asynchronous .

signal is. caused to be passed to the signal-handler in the application (13). .

Figure 20 shows the. process of registering and deferring asynchronous signal - -

. handling in- more detail:

First, when an asynchronous signal handler is.registered with the operating -
system 100, rather than the address of the signal handler.101 that is being
registered being written to the signal handler record 102 in the operating -
" system, the address of a signal deferral routine 107 is written to that location -
‘instead. .. This has the effect. that when an asynchronous signal is transmitted
from the operating system the signal deferral routine will be executed instead . .
of the asynchronous signal handler. ‘The request to register the asynchronous
~signal handler is intercepted by the library and in addition to configuring the

- signal:-handler récord 102 as described above it configures the signal deferral
routine 107 and a.deferred signal stub 108 for addressing the signal handler
101 identified in-the request:

" Second, when a.non-reentrant routine that is 1o cause the signal handlerto be. .
deferred is executed it writes the address 103 of the location 104 on‘the stack: .
105 of its return address to a.deferral hook memory location 106. ‘When the
routine completes it writes zero to location 106. The deferral hook acts as.a

“marker showing whether:.execution of the' asynchronous signal handler.is .to -

be deferred or not. -

Once the system has been configured in this way the signal deferral routine

and a deferred signal stub 108 automatically handle the execution and if
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necessary ‘deferral of the execution of the asynchronous signal handler.
. When the asynchronous signal handler is: called (step 120) the location 102
points to the signal deferral routine. 107, which is then executed. (Step 121).

The signal deferral routine checks the content of the deferral hook 106. (Step

". 122). If the content is'zero‘then the non-reentrant routine is notin use and so

the signal deferral routine ‘calls the asynchronous signal handler 101 (step
123), thus' satisfying the call to ‘the asynchronous signal handler. - If the
content ' is ‘not zero then the execution of the asynchronous signal handler
. must be deferred. .The signal deferral routine reads the content of the stack at
the location 104 ‘indicated by the deferral hook and writes it to a deferred
return address. memory location 109. (Step 124). The signal deferral routine
then stores the location of the deferred signal stub 108 at that location 104 on
the stack. (Step 125). As a result, when the non-reentrant routine.exits the
deferred signal stub 108 will be executed. (Step 126).. The deferred signal
stub calls the -asynchronous signal handler (step 127) and then passes
execution to the address stored in the deferred return address 109. In this
way the asynchronous signal handler:is executed automatically when the non-
reentrant routine exits, and control is. subsequently passed automatically as if

. the routine had exited normally.

- At the start and end of routines using the resource, writing to the deferral hook

may be  performed. by the operating system, in- accordance with prior

~ “instructions from the library.

It will be. understood by the skilled person that the sequence of events

.described.in relation to.the preferred embodiment need not be implemented

" . as.described in' order:to ‘achieve advantages.' Any means for. recording

whether or not a contentious resource is available could enable. embodiments
of the invéntion to delay asynchronous signals when the resource is busy
while permitting them to pass to the signal:handler. when it is free. :n one
embodiment, when an attempt is made to execute a signal handler routine but
the necessary resource is unavailable, an indication could be stored to
indicate that the signal handler is awaiting a call to initiate its” execution.

When the current routine exits, the signal handling arrangement of this
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embodiment could check ‘whether there: are any signal handler routines’
waiting and, if so,. call one of the waiting signal handlers to trigger its.
execution. : :It will be understood that. signal ‘handling arrangements of
embodiments of the ‘invention' could be".implemented in software or in.

hardware,.at the application .or at the library, or at any other suitable location.

It can be seen that embodiments .of the invention can permit less restricted
use of asynchronous signals’in a data processing system. In addition,.in the
preferred embodiment deferred signals are guaranteed to run in the thread in
which they execute since a new thread need not be created to.run the
deferred signal handler because it is run in-the context of and at the time as

the function which is holding the contended resource.

The applicant hereby disclosés in isolation each individual feature described -
herein and any combination of two or more such features, to the extent that.
such features or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge
of a person skilled in-the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without
limitation to the scope of the claims. The applicant indicates that aspects of
the present .invention may consist of any such individual feature or
combination of features. In view of the foregoing description it will be evident
to a person skilled. in the art that various modifications may be made within

the scope of the invention.
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SECTIONF..

PROCESSING NETWORK TRAFFIC

This invention. relates’ to processing network traffic in a data processing

system.

Figure 21 shows a data processing system 1 for sending and receiving data.
over a network 2. The data processing system comprises a base processing

. section 3 and a network interface device 4.

In the ‘hardware domain the base processing section comprises:a. central-
processing unit (CPU) 5, a working miemory 6 and a non-volatile program
store 7. The non-volatile store stores program code which can be loaded into
the memory.6 and executed by the CPU. - The memory 6 can also be used as .

working memory for storing data that is being processed by the program code.

In the software domain the base processing section supports an operating -
system 8 and one.or more application programs 9. The. operating system
operatés in the normal way to support the application programs, and control
access by the applications to hardware resources such as the memory 6 and

~ the network interface device 4.

The network interface device 4 comprises a processor 10 and a memory 11.
which are arranged for processing network traffic being transmitted or
received over the network 2. The network interface device also has a
physical interface 12 for converting to the physical specifications of the -
network. © The: network device enables the data processing system .1 to.
communicate over the network with remote hosts such as host 13. The
network interface device could be implemented in any convenient way:. for
‘instance .as a stand-alone unit, as a plug-in card or directly on a motherboard
of the data processing system 1. However it is implemented, the network

device may conveniently be termed a network interface card (NIC).
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" There is typically a protocol specified for communications over thé network.
The protocol conventionally includes a specification of how traffic data is to be
carried, and also how. control functions are to be implemented. - Control
functions. typically. include error checking, retransmission requests and
responses, flow control and basic network messages such as those for
identifying whether a host is active or reachable. When traffic data is to be -
transmitted from a host that must be done in accordance with the protocol.
That typically-includes encapsulating the traffic data according to the protocol,
for example in packets. of a specified format having suitable error checking- -
data;.transmitting the data in accordance with any flow control messages from
the receiver, and performing any retransmissions of lost or corrupted data as
required in accordance with the protocol. Similarly, when traffic data is to be
received the raw data received from the network must first be processed in
‘accordance with the protocol to check its integrity, request retransmission if
necessary, and.to. reassemble the traffic data in the correct order for.
presentation to the entity in the. receiver that is to handle the traffic data. The
processing of data in accordance with the protocol for transmission or

reception is termed protocol processing. -
Unit 14 is.not present in a conventional system and will not be described here.

A number of routes have been proposed for protocol processing.in a system

- of the type illustrated in figure 21.

~ The. normal route is for protocol processing to be performed by the operating

' system 8. On data transmission an application calls the operating system . .

with a command. that specifies traffic data to be transmitted. In response to
that command the’ operating system performs protocol processing of the traffic -
data and causes it to be ftransmitted via the NIC. Any necessary.

retransmissions are handled automatically .by the operating system once

"+ transmission ‘has .been initiated -by the .command from the application. ‘On

data reception the NIC receives data, writes it to. a pre-defined location in’
memory 6 and then ‘sets an interrupt on the base processing section 3. In

~ response to the interrupt the operating system performs protocol.processing
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of the received data. The received data might not contain traffic data, but if it
does the operating system reassembles the traffic data and makes it available

to the appropriate application.

- The ‘normal route. has a number of disadvantages. One significant
disadvantage is the need for context switching whenever data is received
from the NIC. When the data is received the processor 5 may be executing a -
program thread. That thread must be temporarily suspended and a new
thread executed in order to allow the operating system to process the
received data. Then the original thread is resumed. This switching of threads
significantly reduces the performance of the data processing system. Another
issue is that the use of interrupts and system calls for signalling the operating

- system uses up system resources.

.Another known route which addresses these problems is to perform protocol
processing on the NIC instead of by the operating system. This reduces the
load on the operating system and avoids the need for context switching when
data ‘is to be protocol processed. However, this route introduces. other -
disadvantages, most significantly that applications that are to send and -
receive data by this route cannot use the standard APl (application
programming interface); instead they must use a specific API that enables -
them to communicate specially with the NIC. Also new protocols (such as
Infiniband and IWARP/SDP) are generally required which add significant
complexity to the control and data plane protocols over and above the
standard Internet and Ethernet protocols.. Information on Infiniband is
" available from infinibandta.org. Information on IWARP is available from

rdmaconsortium.arg.

There is therefore a need for an improved means of performing protocol

processing. . .

" According to'the present invention there is provided a data processing system
for receiving data from a network, and processing that data in accordance

with a network protocol to extract traffic data therefrom, the data processing
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system having: a memory; a network interface for receiving the data from the
network and storing it in the memory;. an operating system for supporting one
or more applications; and a protocol processing entity, the protocol processing
entity being arranged to perform protocol processing of data in the memory in ..

response to signalling from an application supported by the operating system.

Preferably the.protocol processing entity is a software entity that runs ata.. - -

higher level than the operating system, most preferably at user level. -

The protocol ‘proceeding entity is conveniently constituted by a function -

library, most preferably a library activated through a dynamic runtime linkage.

Preferably the protocol proceeding entity provides an .application

programming interface (API).

Preferably the memory comprises a plurality of buffers each associated with a

respective endpoint of the data processing system.

Preferably the memory comprises a buffer for storing data indicating events,
and the network interface device is arranged to, on receiving data from the .
network, store it in the memory and also store data indicating a corresponding .

event in the event buffer.

Preferably the protocol processing entity is arranged to perform protocol .

processing of data in the memory in response to signalling from an application

to request whether data is available for -one or more endpoints. . Most = = ..

preferably the said signalling is a select() and/or a poll() call.

Preferably the call is resolved by the data processing system by means of a’
static linkage. Alternatively the call may be resolved by the data processing -

system by means of a dynamic linkage.
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Preferably the ‘protocol processing entity is.arranged to perform protocol:
processing of data in the context of the entity that signalled it to do .so. ‘The ..

-, said entity may be a thread of the application.

Preferablythe network protocol is TCP/IP..: Alternatively it may be UDP/IP or. . .

any other suitable protocol, including non-IP protocols.
- The protocol processing entity is. conveniently an API. .
" The said signalling is preferably a function call. - -

The protocol processing entity preferably supports BSD, Posix or.Winsock . -
hetwork sockets The present invention will .now be described by way of

‘example with reference to the accompanying drawings.

In the drawings:
Figure 21 illustrates the architecture of a data processing system; and

Figure 22 illustrates protocol processing.

The present.invention is applicable to a system of the type illustrated in figure
- 21.

Figure 21 shows a library 14 which implements an APIl. The library provides a
set of functions. that can be called by applications.  The-functions include
~functions for transmitting and receiving data. . The library is not a part of the
© operating "system. _The library runs at user level: i.e. it has user-level

privileges allocated to-it by the operating system.

.. Figure 22 illustrates a scheme for protocol processing. In this scheme "
. memory.space storing the state of ‘a protocol:stack 15 and buffers 16 for
‘holding data before and after protocol processing are assigned in memory 6
of the data processing system. Regions 15 and 16 are assigned by the
operating system as being owned by and accessible to the library 14.  The

library performs protocol processing of data in the buffers 16 in accordance
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with the state of the stack ‘Thus, in‘this systém it is the APl/library 14, not the
operating system or the NIC that performs protocol. processing. This has a

‘number of advantages, as will be identified below.

. Communication between the library and the NIC occurs in a number of ways.
The buffers 16 are of two types: data buffers and -event buffers. The event
buffers are used by the NIC to signal to'the library that events such as the

“receipt of data have occurred. When the NIC wishes to communicate to the
library it can write received data to a data buffer and/or write an event to an
event buffer. . When the library wishes to communicate to the NIC it can pass
a command to the 'NIC. Data that is to be processed can be provided to the

- NIC either as an operand to a command or by writing it to a buffer and issuing

a command to the NIC that points it to that buffer. -

In practice the data processing system may implement a number of logical
endpoints for data. Typically these will be constituted by applications or
threads and will be associated with a feature of the data that is received from
the network for that endpoint. For instance, each endpoint may be allocated a
port number in accordance with the protocol, allowing data received for that
endpoint to be identified by its port number. It is convenient to allocate a

respective data buffer to each endpoint.
The operation of the system will now be described.

When data is received from the network by the NIC 4 the NIC identifies which
endpoint the data is for, and writes the data to the appropriate buffer. - It also
- writes an event to the event buffer. The event is a data unit of a prédefined
format that indicates to the library that data has been received. Alternatively,
an application specified tag may help with upper layer demultiplexing. The

- event may include information Such as the time ‘when the data was received-

-, and the buffer it has been written to.” The event buffer acts to provide a:queue

of events that can be-actioned by the library when required.
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During normal operation the library does not automatically. process received
data in. response to its being written to a buffer or in response to an event.
being added to the event queue. The received data therefore sits in the data
buffer without protocol processing being performed on it. However, when an
application wishes to receive data it signals the library. Normally ‘the
application will first issue a command such as a poll() call to check whether
there is any traffic data available for it. The poll() call will typically specify an
endpoint for. which the application is requesting data; if not it is deemed to
specify all available endpoints. The poll(). call is handled by the library 14. in
response to.that call the library automatically performs protocol processing on
received data that could be for the specified endpoint. It returns an indication
of whether any data is available or not. The application can then either
request available traffic data from the library or read it directly from the
appropriate buffer. Thus, for received data the protocol processing is carried
out by the library 14, at user level,. in response to a request or command

received from an application. It is not driven by the receipt of data.

When commanded by the application the library can identify data that is to be
processed in a number of ways. One option is to scan the event queue for
events that indicate that data is available for the specified endpoint, and
action any such events. An event is actioned by protocol processing the raw
received data to which they relate, and deleting the event from the buffer.
Another option is to action all events in the queue. Another option.is to
protocol process all raw received data in the buffer that relates to the specified

endpoint.

The protocol may have explicit or implicit rules that govern timely processing.
of received data. For examplé; it may be. that if received data is not .
acknowledged within a certain period then the transmitter will retransinit it.” To
comply with these rules the system may be arranged to automatically perform .-
- protocol processing if.a set time limit since the.last protocol processing is
reached. This may be achieved by an application-level timer thread that runs:

on the system, or by a timer to which the operating system is responsive to
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signal the library to perform protocol processing. Further information.on the
implementation of such asystem is disclosed in WO 2005/104475..

When traffic data is to be transmitted the application provides it to the library .
by means of a conventional transmit.command.. The library then:writes the
traffic data to a data buffer, performs protocol processing on it and signals the -
‘NIC to transmit it.

- The protocol" processing. performed when the library is triggered by.an-.
application need not. be limited to the extraction of traffic data from raw .
received data. The ‘protecol processing will preferably also deal. with .the
handling of control data, for instance the sending of acknowledgements or
retransmission requests and handling flow control data. The library may be -
arranged to perform protocol processing for receiving and not transmitting
when it receives a request from an application for received data, or for an ..
indication of whether received data is available for that application.:
Alternatively it may perform both transmit and receive protocol processing ‘at

that point.

The system described ‘above has a number of advantages over prior- art
systems.

The protocol processing (typically TCP/IP and UDP/IP protocol processing).of
raw received data and of traffic. data that is to:be transmitted is performed.in-
response to requests from applications rather-than in response to the receipt .
of data. This can reduce the need for context switching both between user ..
~and:-kernel context or between threads in a user-level library. Multiple blocks .-
-of raw data ".can be received ‘and stored in the data buffers, but protecol
processing need not be performed after each one arrives. Instead, protocol
.processing can be performed. for all those blocks together, when initiated: by ..
an - application’s request for data. - This. agglomeration of the protocol
processing operations also:results in‘a reduction in the number of transfers of -
data between the cache of the processor 5 and the data buffers. The system

can provide these advantages whilst applying the same network protocols,
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packet formats and control plane protocols as would be required to

communicate with the NIC in a prior art system.

- 'Becausé the NIC signals the library using events on the event queue, rather
than by means of interrupts, :the number of interrupts raised by the system

. ‘can be greatly reduced leading to improved application performance.
Since the library runs at user level, there is no need for the applications to use
syscalls:to communicate with it. This can result in improved cache behaviour

for applications..

The APl'implemented-by.the library 14 is preferably the same as that normally

.+ ‘used: by applications to transmit -and receive data in the: environment in..

question.  This avoids the need for the applications to be altered to operate
with the library.. This can be achieved. by remapping of the standard functions
that -are available to an application (such as LIBC in a Linux environment) to
point to the library 14, or by the interception or redirection to the library 14 of
. calls or functions that it needs to provide in order to implement the system

described above.

The library is” preferably not inherently threaded. This means that under
normal circumstances, transport protocol processing will be carried out in the
‘context of the application’s thread which is calling into the transport library.
‘This tends to result in the loading of data into the cache .of the CPU which will
- subsequently process the data just before the processing (by the application)
takes place. This means that the data tends not to make multiple traversals of

the memory |O. plane and so performance can be improved.

The library preferably implements a'interface of the type conventionally known

- .-as “a..sockets interface.. The sockets ‘interface may. comply with - Posix .

‘P1003.1g" or the .like, -or- may be a variant.as .often used on conventional
operating systems such as Linux; Windows and Solaris. - Examples of suitable
interfaces include BSD or BSD-like interfaces and Winsock interfaces. The

library is conveniently implemented as a dynamic runtime library, through a -
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dynamic runtime linkage. In the case of Unix or Unix-like environments such
as Linux the linkage environment may conveniently be. adopted through a.
preload mechanism. In the case of Windows or Windows-like environments.it
may be implemented by the library registering with the system as a WSP -
(winsock service provider).

The network protocol could be any suitable protocol. Examples:include
UDP/IP and TCP/IP.

The present application should be read in conjunction . with . the
applicant/assignee’s co-pending applications.

The applicant hereby discloses in isolation each individual feature described
herein and any combination of two or more such features, to the extent that
such features or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge
of a person skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without
limitation to the scope of the claims. The applicant indicates that aspects of
the present invention may consist. of any such individual feature or
combination of features. In view of the foregoing description it will be evident
to a person skilled in the art that various modifications may be made within
- the scope of the invention.
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SECTION G

FRAGMENTING DATA UNITS

‘This invention relates to data transfer protocols, for example !protocals .

suitable for carrying packets over data networks.

One common example of a protocol stack for data networking involves ‘TCP
(transmission control protocol) or UDP (user datagram protocol) as a transport
protocol, IP (internet. protocol) as a network protocol and Ethernet as a data
link protocol.. In this stack traffic data that is to be transmitted is formed into-
one or more TCP or UDP packets, which are encapsulated in IP packets: The .
IP packets aré sent from ‘a source device which is identified by-a source .
network address to a destination device which is identified by a destination -
network address. . Each device. may support one or more entities that .
generate .or consume ‘the traffic data. For example, a device may .support
multiple applications each of which is required to transmit or receive data
independently of the others. These entities are identified by port numbers.:
The full source point or destination point of the traffic data contained in a

packet is therefore specified by a network address and a port number.. . -

Each TCP. or UDP: packet has a header that includes data that indicates the "
port on the source device from which the traffic data carried as the payload of .
the packet has come (“source port”), and data that indicates the port-on.the
destination device for which the payload of the packet is intended

(“destination port”). The TCP or UDP packet is then encapsulated in'anIP
packet. The IP packet has a header that includes data that indicates the
-address of the source device (“source ‘address”), and data that indicates the:
address of the destination device (“destination address”). This structure is
illustrated in figure 23. * Figure 23 shows an IP packet 40 including: a‘header

41.and a payload 42. The payload 42 contains a UDP packet 43 having a: -
header 44 and a payload 45. The IP packet is fransmitted via Ethernet from.
the source device to the destination device, where the payload is extracted

‘and applied to the appropriate entity according to the specified port number.
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Like  many other. data link protocols, the Ethernet protocol specifies  a

maximum size of packet that can be transmitted over it. In the conventional

TCP/UDP — IP — Ethernet protocol stack this limitation is handled at the IP
‘layer. If the TCP or UDP packet that is passed to the IP layer is toolarge for.
~ transmission .over Ethernet then it is fragmented by the IP. layer into mulitiple -
IP packets.. These are then recombined by the IP layer of the ‘destination
device. Each fragmentary IP packet includes an IP header. The IP header
- specifies 'the destination  address. "and' includes data that enable the
destination. device to identify that the packets have been fragmented:and to

recombine them in. the correct order.  All the fragmentary packets resulting

- from the fragmentation of a common original packet will have a fragmentation

~ identification field set to a common value. A series of fragmentary packets is .
illustrated in figure 24. In figure 24 a UDP packet 50 is split into a number of .
-fragments 51-53 for. transmission .in.a series of IP packets including packets
"~ 54 and 55. Only one of the IP packets (packet 54) includes the UDP header

56. - The: packets might ‘not arrive at the receiver in the same order as they .
were sent in, and the packets might be transmitted out of order: for example

Linux transmits.the fragmentary packets in the reverse order, so that the
“fragmentary packet 54 that contains.the UDP header 56 is transmitted. last.

- In practice, fragmentation does not happen for TCP packets because TCP.
also .includes a'mechanism for avoiding .over-sized packets. UDP, on the
other hand,:does not include. such a~mechanism. Nevertheless some.
applications generate large numbers of over-sized UDP packets which must
be fragmented: at the IP layer..This-is particularly a problem for database
applications, where:the data. originates from-disk access: such data typically -
has. natural.size of 8KB' but may. have to" be sent over Ethernet with the
- common 1500 byte MTU (message transfer unit).

“When a series of fragmented IP:packets- representing a single UDP packet is
received-dt the destination' the fragmentary.packets must be recombined .to
recover the complete UDP packet, -and the traffic data represented by the

. payload .passed to the appropriate receiving entity based on the destination
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port indicated in the UDP packet header. This process is fundamentally -
straightforward, but it' causes significant overhead at the receiver. The -
overhead may not be overwhelming for a kernel stack network.. However, in
the case .of a user-level architecture, where transport stacks are implemented
at user level, such fragmentation makes it difficult for the network interface
hardware to deliver the fragments to the appropriate transport stack. This is
because the delivery information (UDP port number) is only present in the first -
fragment and typical interface hardware would expect to see port information

in each packet.

One way. to solve -this problem would be by means of a hash table on thé
network interface hardware,. which allowed the hardware to map later
- fragments on to the appropriate transport stack. However, uniess the system
- Is able to buffer received fragments this approach would not cope with the
situation where the first fragment of a. UDP packet (the one that contains the.
UDP port number) does not arrive at the receiver before other fragments of
that UDP packet. - Buffering fragments until the first fragment arrived would be
extremely costly in terms of hardware resources. Not buffering introduces a
requirement that fragments must be delivered in order for the hardware to
determine the appropriate user-level transport. For efficiency reasons it is
important to ensure that all the fragments of a single IP packet are delivered
either to the operating system or to the appropriate user-level transport stack.
It-is undesirable to deliver to the wrong user-level transport and it is ‘highly
undesirable to split a packet between the operating system and a user-level

transport.

There are two ways.to recombine the payloads of the fragmentary packets to
. form the UDP packet.- First, the fragmentary packets can be buffered at the IP
layer until all the fragmentary packets that go to form the fragmented UDP
packet have been received. .-Then they can be recombined and the payload of
the UDP packet directed .to the entity identified as the destination port in the -

. UDP header. This method has the disadvantage that a large amount of.

memory may need to be allocated to buffering the fragmentary packets,

especially if multiple fragmented packets are being received at one time. An .
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alternative method is to buffer the fragmentary packets only until the first
fragmentary packet, which contains the UDP header, is received. An entry is
then made in a hash table to map the fragmentation identification' number of
the fragmentary packets on to the destination port indicated in the UDP
header. The payloads of the buffered fragmentary packets are passed to the
receiving entity identified by the destination port, which takes responsibility. for
reordering them. When subsequent fragmentary packets arrive their fragment .
number is checked in the hash table to recover the destination port. and they
‘are directed accordingly. This method has the advantage that the delivery of
the data to the receiving entity can be speeded up. However, it requires all .
received. fragmentary packets to be checked against the hash table, which -
introduces delay, and the facts that reordering of the IP packets. is:pdssible
and Linux even transmits the IP packet that contains the UDP header .last
mean that it might still be necessary to. allocate memory to buffer all‘the
. fragmentary packets.

There is therefore a need to improve the handling of fragmented packets.

“According to one aspect of the present invention there is provided a method
of forming muitiple packets of a first protoco! for carrying data from a packet of
a second protocol, the first and second protocols each defining a data format. .
for packets of the respective protocol according to which each packet thereof
includes a payload and control data including address data indicative of an
intended recipient of the data, the method comprising: dividing the payload of
the packet of the second protocol into two or more fragments; and forming two .
or more packets of the first protocol, each such packet including a single one
of the fragments and at least.some of the address ‘data of the packet of the..

second protocol. -

The step of forming preferably comprises setting the payload of each packet
" . of the first protocol to include the respective one of the fragments.

Preferably the second protocol is User Datagram Protocol.
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Preferably the step of forming comprises. setting the control data of each
packet of the first protocol to include the said some of the address data of the
packet of the second: protocol.

Preferably.:the first protocol is Internet ‘Protocol. and the  step of forming :.
comprises setting option data of each packet of the first protocol to include the

said-somie of the address data of the packet of the second protocol. .-

Preferably the step of forming comprises, for each packet of the first protocol: .
generating intermediate packet data having the. data format defined by the
second: pratocol and including as the address data thereof at least some of
the. address data of the packet of the second protocol, and including as 'the.
payload, data thereof the respective fragment;-and setting the payload of the
respective packet of the first protocol to include the intermediate packet data..

Preferably the second protocol defines certain data content of packets
formatted according to the data format of the second protocol as invalid, and

the intermediate packet data is generated so as to include such invalid data.

Preferably the data content defined as invalid is certain content.of a field of

the control data according to the format of the second protocol. * .

Preferably the step of forming comprises, for each packet of the first protocol:
setting the. said field of the control data of 'the.intermediate packet data to. a
value that is invalid according to the second protocol; and setting'the control
data of the respective packet of the first protocol to include data that would be-
included -in-the said field if the control data of the intermediate packet if the.
intermediate packet data were valid packet data according to the second

protocol.

Preferably the first. protocol is' Internet Protocol and the step of ‘setting the.
control data comprises setting option data of the respective packet of the first

protocol to include data that would be included in the said field if the -control
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data of the intermediate packet if the intermediate packet data were valid

packet data according to the second protocol.

Preferably the field is the length field of the user datagram protocol.

Preferably the said some of the address data .of the packet of the second

. protocol includes a destination port number.

‘Preferably the. said some of the address data of the packet of the second

protocol includes a source port number.. .

According to a second aspect of the present invention there is provided a data
transmitter for forming multiple packets of a first protocol for carrying data
from a packet of a second protocol, the first and second protocols each
defining a data format for packets of the respective protocol according to
which each packet thereof includes a payload and control data including
address data indicative of an intended recipient of the data, the transmitter
comprising. means for: dividing the payload of the packet of the second
protocol into two or more fragments; and forming two or more packets of the
first protocol, each such packet including a single one of the fragments and at

least some of the address data of the packet of the second protocol.

“According to a ‘third aspect of the present invention there is provided a
method of receiving data from multiple -packets of a first protocol each
carrying .data from .a packet of a second protocol, the first and second
protocols' each defining .a data format for packets of the respective protocol
according to which each packet thereof includes a payload and control data
including ‘address ‘data indicative of ‘an intended recipient of the data; the
packets of the first protocol all including a fragment of the payload of the
packet of the second. protocol and at least some of the address data of the
packet of the second protocol; the method comprising allocating at least one.
memory area-to each of a plurality of recéiving entities, and for each packet of
the first protocol:- receiving the packet of the first protocol at a nétwork

processing layer; identifying the said some of the address data of the. packet
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of the second protocol in the packet of the first protocol; in dependence on the
- identified address data of the packet of the second protocol directing at least
some of the payload of the packet: of the first protocol to a memory area
allocated to an entity indicated by the identified address data.

‘According to a fourth aspect of the present invention there is provided a
method of receiving data from multiple packets of a first protocol each
carrying data from a packet of a.second protocol, the first and second
protocols each defining a data format for packets of the respective protocol
according to. which each packet thereof includes a payload and control data
including address data indicative of an intended recipient. of the data, the
packets of the first protocol all including intermediate packet data that has the
structure of a valid packet of the second protocol and that includes control
© data that is invalid according to the second protocol, and each packet of the
first protocol including control data whereby, valid control data according to.
the second protocol can be generated for the intermediate packet data; the
method comprising, for each packet of the first protocol: receiving the pa;:ket
of the first protocol at a first protocol processing layer; extracting the
intermediate packet data from the packet of the first protocol; identifying that-
the intermediate packet data represents an invalid packet of the second
protocol; generating valid control data according to the second protocol for the
intermediate packet data by means of the control data of the packet of the first
protocol; and checking the integrity of the intermediate packet data based on
the content of the intermediate packet data and the generated valid control
data.

» Preferably the step of. checking the integrity comprises verifying a:checksum

over at least some.of the intermediate packet data.-

Preferably the .said invalid control data is a length field for .the intermediate’
“packetdata. = -

According to a fifth aspect of the present invention there is provided' a data

receiver for receiving data from multiple packets of a first protocol .each
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carrying data from..a packet of a. second protocol, the first and second
protocols each defining a data format for packets of the respective protocol -
according to which each packet thereof includes a payload and control data:
including address data indicative of an intended recipient of the datd, the.
packets of the first protocol all having a payload including a fragment of the
payload of the packet of the second protocol and at least some of the address
data of the packet of the second protocol; the receiver comprising: a memory
comprising a plurality of memory areas; a plurality of receiving entities, there
being at least one memory area allocated to each receiving entity; and packet
processing means configured to, for each received packet of the first protocol:
receive the packet of the first protocol at a network protocol layer; identify the -
said some of the .address data. of the packet of the second protocol in the
packet of the first protocol; and in dependence on the identified address data
of the packet of the second protocol direct at least some of the payload of the
packet of the first protocol to memory allocated to an entity indicated by the
identified address data.

According to a sixth aspect of the present invention there is provided a data
receiver for receiving data from multiple packets of a first protocol each
carrying data from a packet of a second protocol, the first and second
protocols each defining a data format for packets of the respective protocol
according to which each packet thereof includes a payload and control data
including address data indicative of an intended recipient of the data, the

- packets of the first protocol all including intermediate packet data that has the
structure of a valid packet of the second protocol and that includes control
data that is invalid according to the second protocol, and each packet of the -
first protocol including control data whereby, valid control data according to
the second protocol can be generated for the intermediate packet data; the
data receiver comprising packet processing means arranged to, for each
packet of the first protocol. receive.the packet of the first protocol at a first -
protocol processirig layer; extract the intermediate packet data ‘from the
" packet of the first protocol; identify that the intermediate packet .data
represents an invalid packet of the second protocol; generate valid control

data according to the second protocol for the intermediate packet data by
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means of the control. data of the packet of the first protocol; and check the
integrity of the intermediate packet data based on the content of the

intermediate packet data and the generated valid control data.

- The present invention will now be described by way of example with reference:

" to the accompanying drawings.

In the drawings:
Figure 23 shows the structure of a UDP/IP packet;
Figure 24 shows the structure of fragmentary UDP/IP packets;
. Figure 25 shows the architecture of a network communication systemi;
and ‘
Figures 26 -and 27 show other structures of fragmentary UDP/IP .
packets.

Figure 25 shows a network communication system comprising a first
communication device 1 and a second communication device 2 connected via
a network 3. Each communication device comprises a network interface card
(NIC) 4, 5 and a host device 6, 7. The host device could for example be a
-server, a personal computer or a dedicated processing or storage device.
Each NIC could take the form of a peripheral card attached to the host device -
or could be integrated .into the host device, for example as a chip or chipset
on the motherboard of the host device. The NIC need not take the form of a
card. The host devices 6, 7 are connected to the network 3 via the NICs 4, 5.
Each host device supports a number of entities 8, 9 which can send or receive
data. Each of those entities is allocated a port number by the respective host
which is unique within that host. Each host has a unique network address in

the network. -

Protocol pracessing and buffering can be split between the NIC and the host
as desired. *'In the system of figure. 25 each entity 8, 9 has one or more
~‘buffers 10, 11 allocated to it. The buffers are located in memory 12, 13 on the
host that supports the respective entity. When data is received by the NIC it

writes that data ‘as promptly as possible fo the buffer on the host that
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corresponds to.the entity that the data is intended for. This can avoid the

need for significant buffering on the NIC. If the position of the received data in-
the fragmented packet is known then the received data may be written to a

corresponding position in the buffer relative to other received fragmentary
packets so that the packet is reconstructed automatically as the packets are

written to the buffer.

The network of figure 25.is an Ethernet network, although the invention is -
applicable to networks that have other transport protocols.

In the system of figure 25 the IP protocol is used at the transport level for
communications between the hosts, and UDP packets can be transmitted =
over it. However, in the system of figure 25 one or more of the protocols is
arranged so that when a UDP packet has to be fragmented all of the resulting
fragmentary packets includes information. from the header. of the UDP packet
that can enable the receiving communication device to decide on receipt of
each fragmentary packet which entity the fragmentary packet is intended for.

In the system of figure 25 this allows the NIC to write the fragmentary packet
immediately to the appropriate buffer on the host without buffering it on the
NIC. Examples of ways in which the protocols can be arranged to achieve .

this will now be described.

IP Option Field

A first way uses the options field specified in IP packet headers according to
RFC 791. The IP protocol allows an IP packet header to include data known
as options.  The format of options is specified.in RFC 791, to which the reader -
is referred for further information. An option is used to incorporate some or all .
of the UDP header of the fragmented UDP packet into the header of the
fragmentary- packets into which it has been fragmented. The option may be-

' an experimental option or an approved option:having a designated. option
number. The use: of the option is illustrated in figure 26. Figure 26 shows a -
fragmentary IP packet formed by the fragmentation of a UDP packet and the

encapsulation of one of the fragments in.an IP packet. The IP.packet 20
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_includes a header 21 and a payload 22.. The header includes the hormal IP.:
header .data” 23, including the packet’s 'source ~address and destination.
address. The. IP packet also includes an- option field 24 which can carry.
further data. The option-field includes the some or all of the header of the
UDP packet whose data.has béen fragmented.

In this method the IP layer of the transmitter and the receiver are configured |
to cooperate using a pre-specified IP :option. When the IP layer: of .the
transmitter is fragmenting a UDP packet it includes some or all of the header
of the UDP packet in the option field of every IP packet into which the UDP
packet has been fragmented. -If the.header of-the UDP packet-is in 'the
payload of the IP packet then the header of the UDP packet could optionally
be omitted from the option field of the IP. packet header of that packet.. The.
data frorm the UDP header preferably includes the source port and/or the

destination port. ..

“ At the receiver, the payload of each 'IP packet can be directed to the
appropriate receiving entity without the UDP packet being reconstructed, and
without the 1P packet whose payload includes the header of the UDP packet

having been received.:

UDP Tunnelling

A second way to arrange the protocols is fo tunnel the fragmented UDP data .

through another intermediate protocol layer.

One way of achieving this is as follows.: An‘original UDP packet that is to be’
fragmented is split into-chunks that will each be transmitted in a respective IP
" packet. Each of those chunks is formed into a UDP packet by the addition of
the header of the original UDP packet, but with the header modified.in some
way that makes'its ‘content invalid. . For example, the length field of-the UDP -
packet header ¢an be set to.a'value less than 8 since RFC 768 states that.for:
-the UDP length field to be valid it must be at least 8 (the length of the UDP

header). These UDP packets are sent via IP to the receiver. On receipt, well-
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* behaved protocol stacks will reject. this UDP. packet. However, protacol.

- stacks that have been adapted to receive.packets according this protocol can. .
interpret it, direct it to the: appropriate receiving.entity based on the content of .= -
the UDP header (e.g. the destination port) and then combine the received . -
data to reconstruct the original UDP packet.

In order to facilitate reconstruction of the UDP packet it is advantageous to .

include in the IP packets information” (“tunnelling information”) that indicates. .

" which original UDP' packet the fragment relates to, and its order in the

fragments. This may be done by modifying the UDP header or payload or the
1P header or payload in a way that is understood by the transmitter and the
receiver. However, it is preferable for it:to be done in a way. that does 'not
hinder the .transmission of the IP. packets by normal means. Oné way. is by .
“including 'the data as an IP option. Figure 27 shows an packet formed
. according to this protocol. It is also best to place the tunnelling information .in
- the same relative position in the header as would be for a valid UDP packet.
This enables network hardware to only need to support one algorithm for the

lookup of UDP address information.

The packet 29 of figure 27 comprises an IP. header 30 including tunnelling
information 31, in this case carried as IP option data; and an IP payload 32.
The IP payload is made up of a UDP header 33 (which is based on the UDP
header of the original UDP packet), a UDP payload 34 (which is a fragment of
the original UDP packet) and. a UDP checksum 35. The structure of the IP.
option in this example is as follows:
- o Option number — specifies the type of the option, and is followed by
~ the tunnelling data . ‘
“e." Option length = specifies: the real length of the fragmentary UDP-
"packet included in this IP packet (i.e. the UDP packet conS|st|ng of
header 33, payload 34 and checksum 35. S
e Fragmeéntation ID-— the sérial number of the fragmentary packet in' -
"the fragmentation of the original packet, starting from 0. -
¢ Flag — can be set to “FRAG_MORE” or to another value
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. Offset — specifies the position of the UDP payload 34 in the original. .
UDP packet . ‘ '

The UDP header~33. is ldentlcal to the header of the original UDP. packet -
except that its length field is set to 5 (which is invalid) and its checksum is set
to 0. The UDP. checksum is calculated as normal for the fragmentary UDP
packet 33,-34. The UDP header 33 is added to all the fragmentary packets,
including the one that contains the original UDP header itself, so that if that
packet were to be ‘delivered to an endpoint which did not-understand the .
present tunnelling protocol, it would be dropped rather than being buffered for
a potentially large period of time at the receiving endpoint while that endpoints

- waits for the other fragmentary packets to arrive.

The fragmentary IP packets may be sent in the order in which their contents
‘appear in the original IP packet, or in another order. They can be
reassembled in the correct order based on the content of an- offset field in. -
each packet which indicates the number of bytes that the content of that
packet is offset from the start of the original UDP packet.

Therefore, when a receiver receives a packet with Fragmentation ID equal to
0 it can start the process of reconstructing a new packet. Each fragment -
apart from the last has its flag set to “FRAG_MORE”. The setting of the flag
to another value indicates that that IP packet is the last to include fragments.
of the onglnal packet. The receiver can begin the reconstitution of a
- fragmented packet whene\rer it receives any fragment from that packet and
can abandon reconstltutlon if all fragments of the packet have not been
recelved after a predetermlned trme although there is no single accepted

' retransmlsslon mechanlsm for [P fragments.

In operatlon an ongrnal UDP packet that is to be fragmented is spllt into
chunks whose s:ze is determlned by the maximum IP packet size and the
‘ reqwred header length in the usual way A fragmentatlon ID not currently ml '
use by the transmlttmg entrty and/or device is selected. Then each of those

fragments is transmitted usmg an IP packet of the form shown in flgure 27.
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As the IP header is valid the packet will be correctly conveyed across the

network.

As the UDP length is' invalid (being less than.8) well behaved stacks
(including Linux 2.4 and Linux 2.6) will reject the packet as being mal-formed.
This . means that the packets are. unlikely to be misinterpreted by a receiver
that does not 'have knowledge of the protocol that is -in use. However, a
receiver that has knowledge of the protocol can use the length field .in-the -
tunnelling data instead of the. length field in the UDP header to decode the .
data as required. Accordingly, it can find the UDP checksum to be valid.

At a receiver that has knowledge of the protocol that is in use, the following

steps can be performed: o '

1. The backet is detected as including tunnelling data and is therefore
rejected from the fast path if the receiver has one.

2. The packet is allocated to be processed according to the present protocol. -

3. The UDP length is checked to make sure it equals 5. Otherwise, the -
packet is rejected. The total length given in the tunnelling data is verified
against the Iength of the UDP packet. If invalid then the packet is rejected.
Otherwise the packet and the tunnelling date are passed to a UDP packet
processing layer. ,

4. The UDP . packet processing layer verifies the checksum of the.
fragmentary UDP packet over the total length given in the tunnelling data.
If invalid then retransmission of the packet is requested, or the packet is
not acknowledged. Otherwise the UDP packet processing layer
reassembles the original UDP packet f'rorri the received fragments.. The.
information in the tunnelling data can be used to direct the payload ito the -
apbrdpriaté receiving entity and to allow the payloads of the fragmentary -
packets to be arranged in order. If the flag field is not equal to .

: “FRAG_'MORE’,’ then' the .original UDP packé’t is deemed to be completed
" and is passed tdthe applicétion layer for processing. "
In a preferred implemeﬁ{étion steps 1 td 3 are performed on the NIC and step
4 is performed on the host.
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UDP packets that are not fragmented, or that are.directed to hosts that do. not
support the protocol are sent as normal. In this way the mechanism does not
“add  any. overhead to non-fragmented fraffic but will tunnel fragmented UDP -
- traffic.. One way to arrange that -the transmitting communication device
. transmits data in a standard manner to destinations that it does not know to.
support the present protocol is by it storing -a look-up table of hosts known to
support the :protocol and. checking: in that: table when a UDP packet is to be.
fragmented. If the destination host is found in the table then the packet is

. sent according to the present protocol; otherwise it is sent as normal: -

The applicant hereby discloses in isolation each' individual feature described .
herein and any combination of two or more such features, to the extent that
such features or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge
of a person skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without
limitation to the scope of the claims. The applicant indicates that aspects of
the present invention may consist of any éuch individual feature or
combination of. features. In view of the foregoing description it will be evident
tb a pe.rson skilled in the art that various'modificationstmay be méde within
the scope of the invention.
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SECTION H

DATA TRANSFER

This invention relates to a system suitable for use.in passing data overa

network or other data channel. .

When data is to be transferred between two -devices over a network, each of -

 the devices must . have a suitable network. interface to allow them to -

communicate :across the channel. The devices.and their network interfaces
use a protocol to form the data that is transmitted over the channel, so that it
can be decoded at.the receiver. The data channel may be considered to be
of to form part of a network, and additional devices may be .connected to the
network. - - '

The Ethernet system is used for many networking applications. Gigabit
Ethernet is a high-speed version of the Ethernet protocol, which is especially
suitable for links that require a large amount of bandwidth, such as links -
betweenv servers or between data processors in the same or different
enciosures. Devices that are to communicate over the Ethernet system are
equipped with network interfaces that are capable of supporting the physical
and logical requirements of the Ethe‘rnet‘system. The physical hardware
component of nétwork_ interfaces are referred to as network interface cards
(NICs), although they need not be in the form of cards: for instance they couid
be in the form of integrated circuits (ICs) and connectors fitted directly on to a
motherboard.

Where data is to be transferred between cooperating pfocessors ina network, '
it is common to implerﬁent a memory-mapped system. In a memory-mapped
system communication between the applications |s achieved by virtue .of . a
portion of one apphcatlons virtual address space being mapped. over the
network on to another application or on to a region of real memory. The -

“holes” in the address space which form the mapping are termed apertures.
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In such a system, transmitting data efficiently presents a number of problems.

One known method for presenting data to a NIC for transmission is to. pass it .
by PIO (programmed. input-output). In PIO the data processor passes the.
data that is to be' transmitted to'the NIC as the. opetand to a transmit.
command. This method is highly inefficient for the transmission of large
amounts of data since all the data that is to be transmitted must first be
. processed by the data processor jtself.

Another known method for presenting data to a NIC is by DMA.'(direct
memory access). 'In DMA the NIC is informed of the physical memory
location(s) from which' data is to be transmitted and reads the data from there
itself when required. One problem with this approach is that it is inefficient for
small amounts.of data since more signalling is needed to transmit that data .
than in the case of PIO access. Another problem is that since the NIC is
accessing the memory directly the memory must be configured in a way that
allows the NIC to work with it efficiently. For example, if the NIC is to transmit
a block of data in the form of a single packet, the block must.be stored
contiguously in physical memory so that the NIC can read it from there in
response to a single DMA command. Another problem is that the physical
areas of memory from'which the NIC can perform DMA are unlikely to be the
same. as those where the data is located before transmission is required.
Therefore, the data must be moved or copied from the initial location(s) to
areas that can be accessed by the NIC..

According to Qne' aspect of the present invention there is provided an -
interface for interfaeing between a receiver and a data processing system, the
data processing system including a‘ memory for storing data, the. interface A
compnsmg a transmlssmn controller responsnve to instructions from the data
processmg system to transmlt data to the recelver the transmission controller‘ -
Ahavmg access to mappmg data defmlng a mapplng between a physical

address space of the memory and a Vlrtual address space and the.

transmission controller being: responsive to an instruction of a first ‘type and -
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" having as an .operand-data to be transmitted .to transmit that data to the
receiver; and responsive to an instruction of a second type and having as an
operand an indication of the location of data in the virtual address.space to
read data from the physical location in the memory that corresponds to the.:

. indicated location and transmit that data to the receiver.

Preferably the instruction of the first type is a programmed input-output-

* instruction.

Preferably the said reading of data responsive to the second instruction is_ -

performed by direct. memory access.

Preferably. the transmission controller i$ responsive to the instruction of the
- second type to access the mapping data to identify the physical locationin the

. memory that corresponds to the indicated location.

Preferably the- mapping data. includes an identification of an entity as being
associated with a virtual address location and the controller is responsive to
the instruction of the second type to verify that an entity that has sent the.
instruction of the second type is associated with the indicated location. .

Preferably the interface is ‘a network interface and is arranged to transmit the

. data to the receiver by means of a network protocol.
Preferably the netwark protocol is TCP/IP.
Preferably\the intéfface is ar‘rajnged'td try’ens‘mi't the data over Ethernet. f
| Preferably the mapping deta is stereq Iocejly te the interface.
'Accordmg to a second aspect of ’the present invention there is provaded a-
ihbrary for a data processmg system |nc|udmg a memory for storing.data and.A "

"having access to an interface for transmlttmg data to a receiver, there being -

mapping data defining a mappmg between a physical address space of the
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memory and a virtual address space, and the library including: a first routine
capable of being called by an application pregram, the first routine being such

as to form an instruction of a first type for the interface, the instruction.of the =
first type having as an operand.data to be transmitted; a second routine -
capable of being called by:an application program, the second routine being
such as to form an.instruction of a second type for the interface, the second
instruction “-having as an operand an' indication. of the location of data in the
virtual address space. :

Preferably the library includes a third routine.capable of being called by an

application program to configure the mapping data.

The library .is preferably capable of operation at user level. The library is.
preferably capable of “ifmplementing a network protocol stack for use in
protocol processing for transmission and or reception of data by the interface.
The library is preferably arranged for operation at user level to implement a

protocol stack for transmission of the data. The stack may be a TCP/IP stack. :

According to a third aspect of the present invention there is provided a data . -

processor having accessible thereto for execution a library as set out above. -

According to a fourth aspect of.the present invention there is provided a data .
carrier storing program data defining a library as set out above.
The present invention will now be described by way of example with reference

to the accompanying drawings.

In the drawings:
figure 28 shows schematically the architecture of a networked systém;
figure 29 illustrates mapping apertures;
f figufe'SO shows éxamples of aperture and buffer tables;
figure 31 sh&ws.an*e'xample of a.queue table; and

figure 32 illustrates reassignment of buffers.
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Figure 28 shows schematically the architecture of a networked system. The
system comprises two data processors 10a, 10b (such as personal computers
or servers), each of which has a network interface 11a, 11b (such as a NIC).
The network interfaces are linked togéther over a data network 12. The data
network could be an Ethernet network (e.g: using Gigabit Ethernet) or could
employ any other suitable protocols. Each data processor has an operating
system 13a, 13b.which includes a kernel 14a, 14b and a device driver 153,
15b for controlling communications between the data processor and its
network interface. The operating system supports applications or processes
16a, 16b running on the data processor. A transport library 17a, 17b provides
the applications/processes with routines. that can be used for controlling
communications over-the network, and supervises communications between
the applications/processes and the operating system. Each data processor
‘has a memory 18a, 18b.

The network interfaces, the device drivers and the transport library cooperate
to allow applications to map blocks of virtual memory of one of the data
processors on to physical memory of the other of the data processors. The
general principles behind such operation are described in WO
2004/025477 and W02004/080005, which should be read in conjunction with
the present application. When such a mapping has been established, one of
the data processors can write to or read from a part of the area of virtual
memory and this will have the effect of writing to or reading from the
corresponding part of the area of physical memory. Such an arrangement is
illustrated in figure 29, where a region of virtual memory 20 in a first data .
processing system, running from virtual memory location V; to virtual memory
location V4, is mapped on to a region of real memory 21 in another data
proceséing system, running from. real memory location Ry to real memory
loéation Ri. If the first data processing system reads from or writes to a
location Vy, in the range from V; to V, that has the effect of reading from or .
writing to the corresponding location Rn in the range from Rg to R.

The operation of the s'ystem to support these mappings will now be described

in more detail.
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As is normal, the operating system of each data processor allocates a unique

- identifying number to each process running on that data processor. ' These

numbers are used to secure the operation of the system, ensuring that data of
one process is not read or altered by another process. The means. of

achieving this in the context of memory mappings will be discussed bélow.

If a process running on one data processor wishes to send data or read data-
using a mapping on to memory of the other data processor it first establishes
the mapping, defining the environment in which that transfer can take place.
The establishment of the mapping involves setting up entries in tables held by
the data processors. Each data processor holds two tables: an aperture table .
and a buffer table, which are managed by its device driver 15. Together the - -
tables define the mappings that are currently established.. Examples of such

tables are shown in figure 30.

The aperture table includes the following data for each mapping:

1. Local aperture index. This is an identifying number for the local aperture,’
which is allocated by the local device driver to be unique for the local data
processor.

2. Local ownership. This indicates the identity of the process running on the
local data processor that is entitled to access the mapping. This will typically
be the process that created the mapping, but the right to access the mapping
could be passed from one process to another provided preferably. that that
handover is performed in an authenticated manner (i.e. with the authorization
of the process passing the right) so as to maintain security.

3. Remote aperture index: This is an identifying number for the aperture,
which is allocated by the remote device driver to be unique for the remote
data brocessor, and is transmitted by the remote data processor to the local
data processor when the mapping is established.’

4, 'Local buffer index(es). This indicates which of the buffers in thelocal
‘buffer table are associated with the aperture. It should be noted that more -
than one local buffer can be associated with an aperture. Where more than

one buffer is associated with an aperture, the associated buffers are listed in
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the entry in the aperture table strictly in the order in which they map on to the
memory space represented by the aperture. instead of explicitly listing all the.’

buffers in an aperture a more compact encoding scheme can-be used by - -

indicating a starting buffer and a. size, it being implied that the aperture is
composed of the indicated buffer and. subsequent buffers  in order up to the
total indicated size. .- -

5. Sequence number. This indicates the serial number of the next packet to

- be processed locally for the aperture. -

The buffer table maps which of the processes is allocated to each buffer and.
holds the following information for each buffer: '
* 1. Buffer index. ‘This is an identifying number for the buffer, which is unique -
for the local data processor. The buffer is identified by this number in.the
buffer table index field of the local aperture table.
~ 2. Ownership. This indicates which local process owns the buffer. .
3. Physical memory address. The buffer occupies a contiguous block of
physical memory, and this number indicates where that block starts. . .
4, Length. This indicates the length of the buffer in memory.

The size of each buffer table entry is most preferably chosen to match the
* page size of the host system: typically 4kb. In that way a contiguous region of
the application’s virtual' address space. which 'is mapped. onto ‘a non-
- “contiguous region ‘of physical memory can be represented by a sequence of.

- buffer table entries. . .

In the example of figure 30,.local aperture 1 is owned by process 8 and maps

" - on to remote-aperture number 5. The local physical memory corresponding to

that aperture consists of XFFF- bytes starting from physical address xB000.. . .- - =

Local aperture number 3 is owned by process number 12 and maps on to

- remote aperture number 1. The local physical memory corresponding to that -
aperture consists of xA10 :bytes starting at xD00O followed by x8FF bytes = .
starting at xA000. Thus a single aperture can be mapped on to two or more -
discontiguous blocks of physical memory. This provides great flexibility in the

transfer of data. For example, if a contiguous block of data at the transmitting



WO 2006/134373 PCT/GB2006/002202
110

“end has to be transmitted to discontiguous locations at the receiver; instead ‘of
the: transmitter having to issue multiple transmit instructions to transmit each -
- block separately, the aperture can be mapped.on to discontiguous blocks at ..
the receiver and then a single transmit instruction for the whole block of data
 can be issued by the transmitting process. - One specific example of a
situation in which this would be useful is when cooperating applications on the

data processors have differently arranged memory allocations.

The entries in the tables are set up when mappings are established. The
buffers allocated to an aperture can be reassigned at one end or the other

without re-establishing the mapping.

The aperture and buffer tables (indicated at.19a, 19b in figure 28) are held in
‘memory 18 local to the device driver that manages them. The tables are
stored in a region.of the memory that cannot be accessed directly by
processes running on the local data processor. This is preferably achieved by
using built-in access control capabilities of the operating system. The
operating system is preferably capable of allocating areas of the memory 18
to processes running on the data processing system, and preventing other
processes running on the same system from accessing that allocated -
memory. In this way direct access to the area of memory that stores the
tables is preferably reserved to the local device driver 15a, 15b" (although
since the operating system is in overall control it can also access the areas if

required). .

It will be appreciated that the tables can be set up in any suitable way; but the -
following. is an example of a process. for setting up a mapping between a
‘process- (Pa) running on a first data.processor (DPa) to a process (Pb)
running on a second data processor (DPb).

.~ 1. Process Pa initiates thé establishment of the mapping by signalling its local

device driver with details of the locations in local physical memory of the ~. = -

buffer(s) that are to be used for the mapping. The device driver checks that

those locations. are owned by Pa.  If they.are it sets up a row in the local -
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buffer table for each of those buffers, and returns to the application the index
allocated to each buffer. The device driver also sets up a transmit queue in
local memory that can be used by the proecéss. for storing instructions defining -
the data. it wants to transmit. The devicé driver informs the network interface:
belonging to DPa of the location of the queue:and the identity of the process
that owns the queue.. That information is stored in a table in memory on the
network interface. An example of such a table is illustrated in figute 31." It -
should be noted that since the device driver (as part of the operating.system)
is trusted, the ownership of the transmit queue by the appropriate process,
and the ownership data passed to the network interface in step 2 below can ..
be trusted.

2. Process Pa signals the device driver with the buffer index(es) of the buffers
that it wants to map over the aperture, and details of the remote aperture on
to which it want to map those buffers. The device driver passes that data to. .
the local network interface, which signals with the remote aperture to establish
the mapping. To allow this to be done, the process provides the following: .
information: network address (e.g. MAC address) of the data processor .
providing the other side of the aperture (DPb), initial sequence number for
serially numbering packets sent over the link, index number of the aperture on
DPb, length of the aperture, ownership data identifying the process on DPa. .
that is to use the aperture. The network interface on DPa then contacts DPb
via' the supplied network address to attempt to set up the mapping. DPb .
checks that it has an aperture with the supplied index number and that its
length matches that supplied by DPa. DPb also receives data identifying the
process initiating the connection and checks with the local process identified
in the ownership bits for the Idcal aperture that it will permit that process on .
DPa to access the aperture. [f that is permitted the network interface of DPb -
signals its device driver to set up the appropriate row in its aperture table by
storing the initial sequence number, remote aperture and remote- ownership
against that aperture.. The network interface of DPb then returns a' success'
message to the network:interface of DPa:- The. network interface. of DPa

informs its device driver; which sets up its aperture table by storing the initial
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sequence number, remote aperture and remote ownership, and signals ‘the
initiating process that the aperture has been set up successfully.

.In order for process Pa.to transmit data to. DPa using the mapping, it can .
eitheruse PIO (programmed input-output) or DMA (direct memory-access). In .
. PIO the CPU (central processing unit) of DPa executes commands to retrieve
data.from. its local ‘memory 'and: supplies that data to the local: network . :
interface for transmission.” The network interface receives the data pushed.to
it by the CPU and transmits it in due’course.- In DMA the local network
“interface accesses the local memory directly to pull data from the memory for:
transmission. To achieve this the CPU transmits an instruction to the network
interface which ' identifies an area in memory that contains data to be
+transmitted. In due course thé network interface actions that .instruction by
reading the data directly from the memory and transmitting it. - It then returns.a
- message to the.CPU to indicate that the transmission is complete. PO is.
advantageous for the transmission of small amounts of data, since it involves
simpler communication.between the CPU and the NIC. DMA is advantageous
for transmission of larger amounts of data since it reduces the load on the
CPU that would otherwise be involved in passing the data to the NIC. It
- should be noted that both these routes can be .available simultaneously to a.
~ process for transmissions. over a single ‘mapping.. Thi$ means that when a ..
process wants to write to a remote location over the network it can. select the
.most efficient - means .in- each. situation:  for instance selecting PIO for
transmissions of short blocks of data, and selecting DMA for transmission of
longer blocks of data.. It is convenient to arrange the system so that for some

or all apertures. not all parts of those -apertures are accessible by PIO. The

+ . rest.of the aperture .can then be. accessed by the: NIC only via DMA. This .-

.. economises on'lO bus’space since 'bus space. only needs to be allocated:for

those parts that are accessible by PIO. "A preferable arrangement is for all
. apertures greater.than ‘a predetermined size to:be treated in this way. A ..
.. preferably arrangement is for apertures.that are being treated in this way to

have only. their first page-sized region accessible by. P1O.



WO 2006/134373 PCT/GB2006/002202
‘ 113

For PIO, process Pa causes the processor of data processor DPa to pass the
data for transmission from local memory to the network interface hardware.
Such transferring can be implemented using conventional P10 and will not be
-described in more detail here. However, on receiving data by PIO. the
network interface makes certain checks before sending the data to the remote
data processor DPb. The data is sent by the process together with an
- Indication of the aperture to which it i$ to be applied and the offset in that'
aperture at which.it is to be applied. Using that data the network interface
checks: . - ‘

a. that the process that has sent the data is identified in the aperture table as
owning the aperture to which the data is to.be applied; ’

b. that the length of the data is not so great as to overrun the end of the
aperture starting from the offset point in the aperture at which it is to be
written.

. If those checks are satisfied then it transmits the data to the remote terminal.
At the remote terminal the the remote NIC looks up the address to issue on its
10 bus in order to store the received data from its buffer table.

For DMA the process adds a transmit .command to its transmit queue. The
transmit command specifies the intended destination of the data and could
‘also include the data.itself or could include:a pointer to the data in memory
(e.g. if DMA (direct memory access) by the network interface is to be used to
transfer the data to the interface). Here the pointer would refer to a buffer
~ table entry and offset, and the transmitter's DMA logic can check that the
process sending the transmit instruction “owns” the buffer table entry to which
the instruction refers. The latter. option provides an efficient way for. the
process to transmit large quantities of data that is stored contiguously in
“physical memory. An example of the transmission and reception process will
now be described.

1. 'Pa adds a transmit command: to its-transmit queue. - The transmit
command specifies: - '
a. Destination device. The identity of the network device (DPb) to

which the data is to be transmitted.
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b. Destination aperture index. The index of the aperture on DPb to. .
which the data is to be applied.
c.. Destination offset.” The offset within that aperture at which the data - .-
is to be applied. ' '
d. Source buffer. The index.of the local buffer from which the data is:
to be transmitted.
" e. Source offset. The offset within that buffer from which the data is to
_be taken. -
f. Length. The length of data to be take from that offset point.

2. The command is taken from the transmit queue by the network intefface of. "~ °
DPa. It could poll the queue periodically, or could be signalled with .an
interrupt wheén there is data on the queue. The network interface of ‘DPa
validates the command by checking the following data using the local buffer. -
. table:

a. that the ownership data for the specified buffer (as stored in the
local buffer table) indicate that the buffer is owned by the same process
as owns the transmit queue from which the command was taken;

b. that the source offset point lies within the buffer (i.e. source offset is
not greater than the length of the buffer); and

c. that the full length of the. data to be transmitted lies within the buffer .
(i.e. source offset plus length is not greater than the length of the
buffer. a . o

If these tests are satisfied then at this point the network interface can

start retrieving data from the buffer and preparing it for transmission. . .

3. The. network interface checks that the ownership data for the specified

‘aperture as stored in the local aperture table indicate that the aperture is . -

owned by the same process as owns the transmit queue from which the

command was taken. .

4. If all the tests are satisfied the network interface forms one or more
packets to transmit the data to the destination. In addition to the usual packet

contents each packet includes fields indicating:
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a. - the identity. of the process that-owns:the transmit queue from which .

the command was taken;

b. ‘the ideritity ‘of the remote aperture to:which the data is to be applied; .-

and

c. a'sequence number specific to-the aperture mapping, allotted in -

numerical order and incremented in the local aperture table after each

-~ packet has been-transmitted. . .

The packet may also indicate the location in the aperture at which the data is
to be'applied. Alternatively the first packet in the set indicates the offset and
the length of data to be sent and the payloads of the subsequent packets in
the set are applied consecutively to the remote aperture following on from the ..
payload of the first. packet; and each packet in the set has a field indicating -
which set it belongs to. ‘ '

5. At the receiver DPb the network interface looks up using its local aperture
- and buffer tables the physical address of the destination offset point.” This
might not lie in the first buffer allocated to the aperture if the destination offset
is greater than the length of the first allocated buffer. Then each packet is
processed in order of its sequence number, irrespective of the order in which
the packets arrived. If a packet is lost then the subsequent packets in the set
are held for a period of time pending retransmission of the lost packet. For.
each packet the following checks are made: .+ « '
a. that if the data from the packet were written to its destination point in
the aperture it would.not extend beyond the end of the aperture-and/or
-the buffers allocated toit; - .. -~ ‘
b. that the ownership data in the packet matches the remote
ownership data for the mapping. = .

. Those checks are intended to ensure that the data from the packet will not be
written into mémory at a location that is hot authorised: they verify that the
ownership data in question is correct for the whole of the region where the
data is to be written. If those chécks are satisfied then the network interface -

- of DPb writes the data to the memory.atthe locations as determined ‘fromthe .

- fables.
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The buffer.table could be split into two: one for use in resolving incoming data,

and one for use in validating the security of outgoing data.

On transmission of data by DMA or PIO the transmitting NIC can add to the
- transmitted packet an indication of the process. (e.g. thread or application) that
has caused the data to be transmitted. That can then be verified at the
receiver  against data in its. aperture table to check that the transmitting

process corresponds to the receiving aperture.

If there is a block of data in the. memory which a process wants to transmit to
a remote data .processor then the process could copy that data into a
previously allocated buffer and then issue a command to transmit that data
from the buffer: However, if the block of data is large then it may be more
efficient to reallocate the process’s buffer(s) so that one of the buffers
encompasses the. block of data that is to be transmitted. This.involves an
. overhead of reallocating the buffers by causing the device driver to remap the
relevant rows of the buffer table and/or the aperture table, but it omits the step
of copying the data from one .part of memory to. another. The use of separate
. buffer and.aperture tables allows this to be done in an efficient way, since the
other parts of the aperture can be left mapped on to the same parts of
..memory as before the reallocation. On reallocation of the buffers for an active
aperture the data is synchronised by the network interface under the control of

the device driver between the two ends. This is illustrated in figure 32.

Figure 32a shows aninitial situation, before reallocation of buffers. In figure
-32a a buffer 30 in memory space .31 is mapped on to an aperture 32 in .

- memory space 33..  Suppose it is desired to transfer a block of data.at a

" . location indicated by shading at 34 in memory 31 to a location 35 in memory

33. This could be done by copying that data into buffer 30. Alternatively, it
- could be done by reallocating the buffers as shown in figure 32b. In figure
- 32b the buffers in.memory. space 31 have -béen reassigned so that the
.aperture 32 excluding .space 35 maps ontothe same parts of memory 31 .as
before, but space 35 riow maps on to a buffer at location 34. This involves
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mapping aperture 32 on to three separate buffers 30a, 30b and 34 in memory

" space 31.

The buffer tables are valuable when used in a non-memory-mapped system. -
(i.e. one in which local memory and remote memory are not mapped on to". -

each other.via apertures).

First, the buffer tables can be used to allow data to be transmitted without  : -
“being copied from one memory location to another to allow transmission to

take place.  If data that is.to be transmitted is stored at a set of contiguous
locations in memory then instead of copying that data to the region of memory :
that is occupied by a pre-existing buffer table, one or more buffer tables can . -
be defined that encompass the locations where the data is currently stored. . .

Then the NIC can be commanded fo transmit the data from those buffer

. tables. This makes the transmission of data more efficient.

+ Second, buffer tables are useful when data is received in the form of packets
- of a data length greater than the page size of the system that is .in use.
- Usually, contiguous memory must be allocated to the receiving process in

order for such packets to be written to memory. However, such packets can
be written to two or more consecutive buffer tables, avoiding the need for the..

receiving process to be allocated contiguous blocks of memory larger than the

page size. This is especially useful in situations when the receiver might not " .. -

know in advance that such large packets will be received.

Third, buffer tables are useful for permissions validation on transmission of

data. When a buffer table is allocated,-the NIC can store a record of which'. -

- process, application or thread that buffer table is allocated to. Then when the " -

NIC receives an instruction to transmit from that buffer table it can verify that
the instruction has come from the same entity as that to which the table is™
. allocated. -Since ‘the buffer table was set up by the .driver, rather. than the
application, it can.-be:trusted.’ The identity of the process, application or - -
thread can be identified from; for instance, the DMA queue that it uses to

command transmission. [n contrast, if a NIC is commanded to transmit data
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from a memory region.that-has not previously been defined to the NIC the NIC
cannot check that the process commanding the transmission is authorised to

access that region.

*.+-On.DMA transmission a'.command can be sent to the NIC to transmit data of a ..
certain length starting from a certain location in a buffer. If that length would
go'beyond the extend of the buffer then the NIC could ignore that subsequent .
.data. However,. instead it preferably ‘continues from the next buffer in -
.sequence:that is allocated to the.same process, thread or application as-the -
- buffer in which the start point is located. In that way the DMA command can -
-be simplified and blocks of data greater than:the buffer size can readily be
- ftransmitted .in"single. packets.. Two routes. can be used to transfer the data in
the reassigned buffer(s) to thé destination. After the reallocation has -been.
. made the process responsible for the reallocation can issue a command to
cause data from the. newly assigned buffer (34 in figure 32a) to be transmitted
to the remote data processor. Alternatively, the device driver could be
arranged to automatically synchronise the aperture after a reassignment has :
been made, with one end of the:aperture taking priority so that its data

overwrites that at the corresponding  locations at the other end of the mapping.

The present invention can be implemented in data processing systems such

as-personal computers. and servers, and also'in other equipment that need to

* . transmit _and/or receive data.such- as dedicated network appliances and-

multimedia terminals. -

"The . techniques 'described ' above :are not. limited to use with network.

interfaces.” For iexample, the above technique of reassigning buffers using a

*buffer table could be ‘used to facilitate”transferring data to other devices such

"as video or sound cards.

-The. tables could be stored. in the same or in different physical memory as
- each other and as'other user-level data in the system. One or'more of the

tables could be held in physical memory on the network interface hardware.
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The applicant hereby discloses in isolation each individual feature described
- herein and any combination of two or more such features, to the extent that
such features.or combinations are capable of being carried out based on the
present specification as a whole in the light of the common general knowledge. .
of a person skilled in the art, irrespective of whether such features or
combinations of features solve any problems disclosed herein, and without
limitation to the scope of the claims. The applicant indicates that aspects of
- the present - invention- may consist of any such individual feature .or . -
combination of features. In view of the foregoing description it will be evident
to a.person skilled in the art that various modifications may be made within

*the scope of the invention. -
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CLAIMS

1. A data processing system arranged for receiving over a network, according
to a data transfer protocol, data directed to any of a plurality of destination
identities, the data processing system comprising:

data storage for storing data received over the network;

a first “processing arrangement for . performing processing in .’
~accordance with the data transfer protocol on received data in the data
. storage, for making the received data available to respective destination
-identities; and *

a response former arranged for: receiving a message requesting a
response indicating the availability of received data to each of a group of
destination identities; and forming such a response;

‘wherein the message former is arranged to, in dependence on
- receiving the said message:

identify received data that is directed to any destination identity that is’
both a member of the group and a member of a subset of the plurality of
destination identities, and on which processing has not yet been performed;

trigger processing by the first processing arrangement in accordance
- with the protocol on only the identified data; and subsequently

form a response based at least partly on the result of the triggered
processing, wherein the response is formed so as to comprise a positive
indication of availability of data for a destination identity of the group ‘if the °
triggered processing caused data to be made available to the . respective
destination identity.

2. A data processing system according to claim 1 wherein the first processing

arrangement is at user level.

3. A data processing system according to.claim 1 or claim 2 further
comprising a second ‘data processing arrangement for performing processing
in accordance with the data transfer protocol on received data in the data

storage other than the said identified data.
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4. A data processing system according to .claim 3 wherein the second
processing arrangement is a part of an operating system of the data
processing system. .

5.. A data. processing system according to claim 3 or claim: 4 further
comprising a data structure, associated with. the processing of the received
" data other ‘than the .identified data, for storing an. indication of: :destination
identities other than the subset.of destination: identities; and corresponding . -

state data.

6. A data processing system according to claim 5 wherein the 'state data -
comprises indications: of availability of received data to respective destination « -

identities.

7. A data processing system according to claim 6 wherein the indications of
availability in the state data are formed based on the result of processing
according to the protocol of received data other than data directed to any of

.the subset of destination identities.

8. A data processing system according to any of claims 3 to 7 wherein the
second . processing arrangement. is dedicated to the processing: of the
received data other than data directed to any of the subset of destination.” - -

identities.

9. A data processing system according to claim 8 wherein the first and .. .:

second processing arrangements are implemented by means of respective -

threads-

10. A data processing system according to claim 8 or claim 9 wherein the

~ dedicated processing is' performed as a background processing -operation. ...

such that other processing operations within the data processing system are - -

not interrupted by the second processing arrangement.
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11.- A data processing system according'to: any preceding claim wherein. the
said subset contains destination identities  which relate to active network

connections.

i 12: A data processing system according to claim 5 or any of claims 6 to 11 as

- dependent on claim 5 wherein.the said response-.is based additionally on the

state’ data in the data structure."

13. A data processing system according to. claim 12 wherein the said-
response is formed so as to comprise a positive indication of availability of
‘data for.a.destination identity of the. group-other than a member of the. subset
if the state ‘data .indicates ‘availability -of :received data to the destination
identity. -

14. .A data processing system according to any preceding claim wherein. the.
response-is formed so as to comprise a positive indication of availability of
-data.for a.destination- identity of thé groupif any processing other than the
triggered processing causes data to be made available to the destination

identity.

-15. A data processing system according:to claim 5 or any of claims 6.to 14-as.

..dependent-on claim.5 wherein the data structure is stored in a cache.

16. A data processing system according to claim 5 or any of claims 6 to 15 as

-. dependent on"claim 5 wherein the data structure is stored in the operating .

©.system. .

17. A data processing system according to any preceding claim, further

arranged to transmit a communication t6 a process running on the data

- ‘processing system in.-the.event that the 'said. response comprises a positive -

- indication :of availability for a destination identity :associated with the process: ..

18. A data processing system according to any preceding claim wherein each

destination identity is associated with a socket.
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.. 19. 'A data processing system according to ‘any preceding claim wherein the

said making the received data available to respective destination identitiés
comprises passing the data from the data storage to one or more buffers
associated with the respective destination identities.-

- 20." A data processing. system according to any preceding claim wherein the
said message is.transmitted by means of a user process running on the data

processing system.

21.. A data processing system.arranged. for. transmitting over a network,
according to'a data transfer protocol, data from any of a plurality of destination. :
identities, the data processing system comprising:

data storage for storing data to be transmitted over the network;

a- first processing  arrangement for performing . processing . in .
accordance with the data transfer protocol on data in the data storage, for
making the data available for transmission over.the network; and

a response former arranged for: receiving a message requesting a
response indicating the availability of data from each of a group of destination
identities for transmission over the network; and forming such a response;

-~ wherein the message  former is. arranged to, in'-dependence on -
receiving the said message:. ‘

identify data in the data storage that is from any destination identity. that
is both a member of the group and a member of a subset of the plurality of
destination identities, and on which processing has not yet been performed:

trigger processing by the first processing arrangement in accordance
with the protocol on only the identified data; and subsequently

form a response based at least partly on the result of the: triggered
processing, wherein the response is formed so as to comprise a positive
indication ofavailability of data for.transmission.for a destination identity of the
group if the triggered processing caused data from the respective destination

identity to be made available for transmission over the network.
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22. A method for processing data received over a network wherein the data is
transmitted -over the network -according to a data transfer protocol and is
directed to any of a plurality of destination ‘identities, the method comprising
the steps of: '

storing data received over the network:

- receiving a message requesting a response indicating the availability of
received data to each of a group of destination'identities; and, in dependence:
on receiving the said message: ‘

identifying received data that is directed to any destination identity that
is both a member of the group and a member of a subset of the plurality of
destination identities, and on which processing has not yet been performed;

triggering -"processing by ‘the first processing arrangement in -
accordance with the data transfer protocol on only the identified data, the
processing being for making the identified data available to respective
destination identities; and subsequently ,

forming the response based at least partly on the result of the triggered
processing, wherein the response is formed so as to comprise a positive
indication of availability of data for a destination identity of the group if the
triggered processing caused data to be made available to the respective
destination identity.

23. A method for processing data to be transmitted over a network wherein
the network is such that data is' transmitted according to a data transfer
protocol from any of a plurality of destination identities, the method comprising
the steps of: ‘ 4

storing data to be transmitted over the network;

receiving a message requesting a response indicating the availability of
data from each of a group of destination idéntities for transmission over the
network; and, in dependence on receiving the said message:

.. identifying data in the data storage that is from- any destination identity’
that is' both a member of the group and a member of a subset of the plurality
- of destination identities; and on which processing has not yet been performed:;-. .
triggering processing by the first processing arrangement in

accordance with the data transfer protocol on only the identified data, the
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processing being for making the identified data available for transmission over’
the network; and subsequently

forming the response based at least partly on the result of the triggered
processing, wherein the response is formed so as to comprise a positive
indication of availability of data for transmission for a destination identity of the
group if the triggered processing caused data from-the respective destination

identity to' be made available for transmission.over the network.

24. A data processing system arranged for receiving over a network;
according to a data transfer protocol, groups of data each directedto any of a.
plurality of destination identities, the data processing system comprising:

a plurality of buffers for storing groups of data received over the:
network; '

- a processing arrangement for performing processing in accordance
with the data transfer protocol on received data in the buffers, for making the
received data available to respective destination identities; and

a controller arranged to, in dependence on the destination identity to
which the group is directed, select for each received group of data, one of the
plurality of buffers in which to store the group of data, and to store the group
in the selected buffer prior to processing of the group by the processing

arrangement in accordance with the data transfer protocol.
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25. An operating system for use in a data processing system comprising an-
application and a library for supporting oné or more functions; wherein the'
operating system is arranged for: - '

receiving from the application an instruction to perform an operation;

determining- whether both of conditions (a) and (b) are true, where:
~ (a)is-that the operation relates to any of the said functions; and
(b) is that the route by which the instruction reached the operating system
does not include the library; and

~if both of the conditions are. determined to be true, passing an

indication of the instruction to the library. - .’

26. An operating system as claimed in claim 25 arranged not to perform the
said operation in response to receiving the instruction if both of the conditions

are determined to be true. .

27. An operating system as claimed in claim 25 or claim 26 arranged to
perform the operation in response to receiving a trigger from the library if both

of the conditions are determined. to be true.

28. An operating system as claimed in any of claims 25 to 27 wherein the
said determining comprises .identifying a file descriptor included in the

instruction.

29. An operating system as claimed in claim 28 wherein the said determining
further comprises determining whether the identified file descriptor relates to

any of the said functions.

30. An operating system as claimed in any of claims 25 to 29 further

arranged for storing a first data structure comprising indications of file -

- * descriptors and state data for each indicated file descriptor.
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31. An operating system as claimed in claim 30 wherein the state data
comprises for each indicated file descriptor an indication of whether the file
descriptor-is.in use by the library.

32. An operating system as claimed in claim 30 or claim 31 wherein the said

determining further comprises accessing the first data structure.

33. An operating system as claimed in any of claims 25 to 32 further -
arranged for storing a second data structure comprising indications of types of
operation and, for each type, an indication of whether the type relates tc any.

of the said. functions.

34. An operating system as claimed in any of claims 25 to 33 wherein. the

said determining comprises identifying the type of the operation.

35. An operating system as claimed in claim 34 as dependent on claim 33
wherein the said determining further comprises accessing the second data

structure.

36. An operating system as claimed in any of claims 25 to 35 wherein the

said functions relate to the transfer of data over-a network.

37. An operating system as claimed in any of claims 25 to 36 wherein the
said determining comprises determining whether one of conditions (a) and (b)
is true and, only if that condition is true, determining whether the other of the

conditions is true.

38. A data processing system comprising an operating system as claimed in
any of claims 25 to 37.

39. ‘A method for forwarding instructions in a data processing system- :. .
comprising an-operating system, an application and a library for supporting

one or more functions, the method comprising the steps of:
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receiving at the operating system an instruction from the application.to .
perform an operation; ,
determining whether both of conditions (a) and (b) are true, where: -
(a) is that the operation relates to any of the said functions; and
(b) is.that the route by which the instruction reached the operating system
does not include the library; and -
if both of the conditions are determined to be true, passmg an .
indication of the instruction to the library. .
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-40. "A data processing system-comprising:.
a data processor for executing .instructions to support one or more
. processes; - o o '
‘memory for storing data;. .
an interface whereby the data processor can transmit data to a remote
© receiver; and
.. a-configuration store storing- definitions of a plurality of areas in the:
memory, each such area comprising a set of contiguous memory locations in
the memory and the configuration store storing an order for each area; .
the interface being responsive to receiving an instruction of a .
predetermined form from the data processor specifying a starting memory
location and a length to, if the specified starting memory location is in one of
the areas defined in the configuration store and the specified length exceeds
the length of the area starting from the specified location to automatically

transmit data from the next area in order as defined in the configuration store.

41. An interface as claimed in claim 40, wherein the configuration store is

local to the interface..

42. An interface as claimed in claim 41, wherein the configuration. store
stores, for each area and identification of an entity as being associated with
that area and the controller is responsive to the instruction of the
predetermined form to verify that an entity that has sent the instruction of the
* second type is associated with the indicated location, and is arranged to
fransmit data from the area responsive to the instruction only. if that

verification is successful.

43. An interface‘as claimed in any of claims 40 o 42, wherein the interface is
responsive to the said instruction to transmit data from the area in which the

starting location is located starting from the specified location.

44. An interface as claimed in any of claims 40 to 43, wherein the interface is
arranged to read data for transmission from the memory by direct memory

access.
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45.  An 'interface as claimed in-any of claims 40 to 44, wherein the .
- configuration’ store indicates .the physical addresses of the areas in the

memory.

46. An interface as claimed in any of claims 40 to 45, having access to
mapping data defining a mapping between a physical address space of the
memory and a virtual address space and wherein the configuration store . .

“indicates the addresses of the areas in the virtual address space.

47. Aninterface as claimed in any of claims 40 to 46, wherein the interface is
a network interface and is arranged to transmit the data to the receiver' by

means of a network protocol.

48. An interface as claimed in claim 47, wherein the network protocol is
TCPI/IP.

49. An interface as claimed in claim. 47 or 48, wherein the interface is
arranged to transmit the data over Ethernet.

50.. A method for transmitting data by means of a data processing system
comprising: a data processor for executing instructions to support one or more
processes; memory for storing data; an interface whereby the data processor
can transmit data to a remote receiver; and a configuration store storing
definitions of a plurality of areas in the memory, each such area comprising a
set of contiguous memory locations in the memory and the configuration store
storing an order for each area; the method comprising:
receiving an instruction of a predetermined form from the data -

processor specifying a starting memory location and a length;

~ in.response to receiving the instruction, if the specified starting memory.
location is in one of the areas defined in the configuration store and the -
specified length.exceeds the length of the area starting from the specified
location automatically transmitting data from the next area in order as defined

in the configuration store.
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51. A method as claimed in claim 50, comprising, in order, the steps prior.to
the said receiving step of: ‘ ‘

identifying a block of data in the memory for transmission;

storing -in the configuration store a definition of an area that
encompasses the said block of data; and -

transmitting to the interface aninstruction of the predetermined form

specifying a starting memory location in that area.

52. A data processing system comprising:

a data processor for executing instructions to support one or more
processes; )

memory for storing data;

an interface whereby the data processor can receive data from a
. remote transmitter; and. .

a configuration store storing definitions of a plurality of areas in the
memory, each such area comprising a set of contiguous memory locations in
the memory and the configuration store storing an order for each area;

the interface being responsive to receiving a block of data from a
remote transmitter for writing to a starting location in one of the areas to, if the
length of the received data exceeds the length of the area starting from the
specified location to automatically write some of the received data to the next

area in order as defined in the configuration store.

53. An interface as claimed in claim 52, wherein the configuration store is

local to the interface.

54. An interface as claimed in claim 53, wherein the configuration ‘store
stores, for each area and identification of an entity as being associated with
that area and the controller is responsive to receiving a block of data together
with an indication of an entity to verify that that entity is associated with the
_indicated location, and is arranged to write data to from the area responsive to

the instruction only if that verification is successful.
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55.. An interface as claimed in any of claims 52 to 54, wherein the interface is
arranged to write data .for transmission .to the memory by direct memory

access.

56. An.interface. as’claimed in any of -.claims 52 to 55, wherein the .
configuration store indicates the physical addresses of the areas-in the . -

memory.

97. An interface as claimed in any of claims 52 to 56, having. access to
mapping data defining a mapping between a physical address space .of the.
memory and a virtual -address space and wherein the configuration store -

indicates the addresses of the areas in the virtual address space.

. 58. An interface as claimed in any of claims 52 to 57, wherein the interface is -
a network interface and is arranged to receive the by means of a network
protocol.

59. An interface as claimed in claim 58, wherein the network protocol is .
TCP/IP.

60. An interface as claimed in claim 58 or. 59, wherein the interface is
arranged to receive the data over Ethernet. -
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61. A data processing system comprising:
~ .a data processor for ‘executing instructions to support two or more
processes;
- memory for storing data;
an interface whereby the data procéssor can transmit data to a remote .-
receiver; and '
a configuration store storing definitions of a plurality of areas in the.
memory, and for each one an identification of a process associated therewith;
‘the interface .being responsive to receiving an instruction of a
predetermined. form from- a process supported by the data processor
specifying data in one of the areas to read the specified data from the area
_and-transmit that data to a remote receiver together with the identification of a

process stored for that area in the configuration store.

62. A data processing system as claimed in claim 61, wherein the

configuration store is local to the interface.

63. A data processing system as claimed in claim 61 or 62; wherein the data
processor implements a plurality of queues for communication between the
processes and the interface, each queue being associated with a respective
process, and the interface is arranged to identify which process an instruction -

is from by the queue on which it has received the instruction.

64. A data processing system as claimed in any of claims 61 to 63, wherein
the interface is arranged to read the data from the area by direct.memory

access.

65. An interface as claimed in any of claims 61 to 64, wherein the interface is .-
a network interface and is arranged to fransmit the data to the receiver by

means of a network protocol.

66. An interface as claimed in claim 65, wherein the network protocol is
TCP/IP.
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67. An interface as claimed -in claim 65 or 66, wherein the interface is

- arranged to transmit the data over Ethernet. .

68. A data processing system comprising:
‘a data processor for:executing instructions to support two or more
processes;
memory for storing data;
an interface whereby the data processor can receive data from a' -
remote receiver; and
- 'a configuration store storing definitions of a plurality of areas in the
~ memory, and for each one an. identification of a process on a remote receiver
associated therewith;
the interface being responsive to receiving from the remote receiver data
directed to one of the areas together with an identification of a process to
check whether that identified process matches the identification of.a process
stored for that one of the areas in the configuration store and only if it does

match to write that data to that configuration store.

69. A data processing system as claimed in claim 68, wherein the

configuration store is local to the interface.

70. A-data processing system as claimed in any of claims 61 to 69, wherein
the interface is arranged to write the data from the area by direct memory

access.

71. An interface as claimed in any of claims 61 to 70, wherein the interface is
a network interface and is arranged to receive the data by means of a network

“protocol.

72. An interfacé as claimed in claim 71, wherein the network protocol is
TCP/IP.

73. An interface as claimed in claim 71 or 72, wherein the interface is

arranged to receive the data over Ethernet.
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74. A signal handling arrangement for a data processing system that has an
application, a first routine, and an operating system capable of being
configured to automatically send signals to routines external to the operating
_ system for initiating execution of the said routines, wherein the first routine is.
such that execution thereof requires access to a resource, the signal handling
arrangement being arranged to:

determine whether the resource is available; and

if such determination is negative, delay signals from the operating

system for initiating execution of the first routine.

- 75: A signal handling arrangement as claimed in claim 74 wherein the signals
from the operating system for initiating execution of the first routine are

asynchronous.

76. A signal handling arrangement as claimed in claim 74 or claim 75 wherein
the said determining comprises determining whether the resource is in use by

an application.

77. A signal handling arrangement as claimed in any of claims 74 to 76
wherein the operating system is capable of being configured by means of
instructions to send signals for initiating execution of the first. routine in .

response to conditions specified in the instructions.

78. A signal handling arrangement as claimed in claim 77 further arranged to.
intercept such instructions sent from an application, modify the instructions,
and pass the modified instructions to the operating system so as to configure
the operating system to send to the signal handling arrangement signals for
initiating execution of the first routine in response to the conditions specified in

the instructions.

79. A signal handling arrangement as claimed in any of claims. 74 to 78
further arranged to, if the determination is negative, signal the first routine to

cause execution thereof when the resource becomes available.
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80. A signal handling arrangement as claimed in any of claims 74 to 79.
further arranged to maintain a memory location for indicating the availability of .
the resource, and wherein ‘the said determining comprises accessing the-

memory location.

81. A signal handling arrangement as claimed in claim 80 further arranged to,
when a second routine: begins, the second routine being such that execution
thereof requires . access to the resource, store in the memory location an -
indicator of a position in a stack indicating the address to which processing

control is to refurn when the second routine is completed.

- 82. A signal handling arrangement as claimed in claim 81 further arranged to,
when the second routine begins, store at the said position in the stack an
indicator of .an address of a routine for signalling the first routine to initiate
.execution. thereof, whereby the first routine may. be. automatically signalled to .

initiate execution thereof in response to completion of the second routine.

83. A signal handling arrangement as claimed in claim 82 further arranged to,
in response to completion of the second routine, store in the memory location

an indication that the resource is available.

- 84. A signal handling arrangement as claimed in any of claims 74 to 83
wherein the data processing system implements a user-level networking
stack.

85. - A signal handling .arrangement as claimed in-any of claims 74 to 84

- wherein the data processing system comprises a library.

86. A signal handling arrangement as claimed in claim 85 as dependent on

claim 84 wherein the user-level stack is implemented by means of the library.

87. 'A signal handling arrangement as claimed in claim 85 or claim 86

implemented at least partly by the library.



WO 2006/134373 PCT/GB2006/002202
137

88. . A signal -handling arrangement as claimed in any of claims 74 to 87
implemented at least partly by the application. -

89. A signal handling arrangement as claimed in any of claims 74 .to 88 . .

wherein the resource is non-reentrant.

90. .A signal handling arrangement as claimed in any of claims 74 to 89

wherein the application includes the first routine.

91.. A data processing system having an application, a first routine, an-
operating system, and a signal handling arrangement, wherein the operating:
system if capable of being configured to automatically send signals to routines
external to the operating system for initiating execution of the said routines,
and wherein the first routine is such that execution thereof requires access to
a resource, the signal handling arrangement being arranged to:

determine whether the resource is available; and

if such determination is negative, delay signals from the o'perating

system for initiating execution of the first routine.

92. A data carrier carrying a signal handling arrangement for a data
processing system that has an application, a first routine, and an operating
system capable of being configured to automatically send signals to routines
external to the operating system for initiating execution of the said routines,
wherein the first routine is such that execution thereof requires access to a
resource, the signal handling arrangement being arranged to:

determine whether the resource is available; and

if such determination is negative, delay signals from the operating

system for initiating execution of the first routine.
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93. . A data processing 'system for receiving data from a network, and .
.processing that data.in accordance with a. network protocol to extract traffic -
data therefrom, the data processing system having:

a memory; R

a network interface for receiving the data from the network and storing
it in the memory;

‘an operating system for supporting one or more applications; and .

a protocol processing entity, the protocol processing entity being -
arranged to perform protocol processing of data in the memory in response fo -

signalling from an.application supported by the operating system. .-

94. A data processing system as claimed in claim 93, wherein the. protocol -
processing entity is a software.entity that runs at a higher level than the .= .

operating system.

95. A data processing system as claimed in claim 94, wherein the protocol

processing entity runs at user level. -

96. A data processing system as claimed in claim 94 or 95, wherein the .

protocol proceeding entity is constituted by a function library.

97. A data processing system as claimed- in any of claims 94 to 96, wherein
the protocol proceeding entity provides an. application programming interface -
(API). : '

98. A data processing system as claimed in any of claims 93 to 97, wherein
the memory comprises a plurality of buffers:each associated with a.respective -

endpoint of the data processing system.

99. A data processing system as claimed in any of claims 93 to 98, wherein .
the memory comprises a buffer for storing data indicating events, and.the" -
network interface device is arranged to, on receiving data from the network,
store it in the memory and also store data indicating a corresponding event in
the event buffer.



WO 2006/134373 PCT/GB2006/002202

139

100. A data‘processing system.as claimed in any of claims 93 to 99, wherein
the protocol processing entity is arranged to perform protocol processing of
data in the memory in response to-signalling from an application to request

whether data is available for one or more endpoints.

101. ‘A data processing system as claimed. in claim 100, wherein the said
- signalling is a select() and/ora poll() call.

102. A data processing system as claimed in any of claims 93.to 101,
wherein the call is resolved.by the data processing system by means of a
static linkage.

103. A data processing system as claimed in any of claims 93 to 101,
wherein the call is resolved by the data processing system by means of a. .
dynamic linkage.

104. A data processing system as claimed in any of claims 93 to 103,
wherein the protocol processing entity is arranged to perform ‘protocol

processing of data in the context of the entity that signalled it to do so.

105.. A data processing system as claimed in claim 104, wherein the said . .

- entity is a.thread of the application. -

106. A data processing system as claimed in any of claims 93 to 105 wherein
the network protocol is TCP/IP..

107. A data processing system as claimed in any of claims 93 to 106, -

- wherein the protocol processing entity is an API.

-108. - A data -processing systém as claimed in any of claims 93 'to 107, .
wherein the protocol processing entity supports” BSD, Posix. or- Winsock

network sockets.
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109. A method of forming multiple packets of a first protocol for carrying data
. from a packet of a second protocol, the first and second protocols ‘each
defining a data.format for ‘packets of the respective protocol according to
which each packet thereof inciudes' a payload and control data including
address data indicative of an intended recipient of the data, the method
comprising:

dividing the payload -of the packet of.the second protocol into two or
more fragments; and

. forming two or more packets of the.first protocol, each such packet -

including.a single one.of the fragments and at least some of the address data

of thé packet of the second protocol.

110. A method as claimed in' claim 109, wherein the step of forming
comprises setting the payload of each packet of the first protocol to include

the respective one of the fragments..

111. A method as claimed in claim 109 or 110, wherein the second protocol

" is User Datagram Protocol.

112. A method as claimed in any of claims 109 to 111, wherein the step of
forming comprises setting the control data of each packet of the first protocol
to include the said.some of the address data of the packet of the second

protocol.

113. A method as claimed in claim 112, wherein the first protocol is Internet
- Protocol and the step of forming comprises setting option data of each packet
-of the first protocol.to-include the said some of the address data of the packet

of the second protocol.

114. A method as claimed in any of claims 109 to 111, wherein the step of °
- forming-comprises, for each packet of the first protocol: .

. Jgenerating .intermediate packet data having the data format defined by -
the second protocol and including as the address data thereof at least some
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of the address data of the packet of the second protocol, and including as the
payload data thereof the respective fragment; and
setting the payload of the respective packet of the first protocol to-

include the intermediate packet data.

115. A method as claimed in claim 114, wherein the second protocol defines
certain data content of packets formatted according to the data format of the
second protocol as invalid, and the intermediate packet data is generated so

as to include such invalid data.

116. A method as claimed in claim 115, wherein the data content defined as
invalid is certain content of a field of the control data according to the format

of the second protocol.

117. A method as claimed in claim 116, wherein the step of forming
comprises, for each packet of the first protocol:

setting the said field of the control data of the intermediate packet data
to a value that is invalid according to the second protocol; and

setting the control data of the respective packet of the first protocol to
include data that would be included in the said field if the control data of the
intermediate packet if the intermediate packet data were valid packet data

according to the second protocol.

118. A method as claimed in claim 117, wherein the first protocol is Internet
Protocol and the step of setting the control data comprises setting option data
of the respective packet of the first protocol to include data that would be
included in the said field if the control data of the intermediate packet if the
intermediate .packet data were valid packet data according to the second

protocol.

119. A method as claimed in any of claims 116 to 118 as dependent on claim

111, wherein the field is the length field of the user datagram protocol.
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120. A method as claimed in any of claims 109 to 119, wherein the said some.
of the address data of the packet of the second protocol includes a destination

port number.

121. A method as claimed in any of claims 109 to 120, wherein the said some -
of the address data of the packet of the second protocol includes a .source

port number.

122. A data transmitter for forming multiple packets of a first protocol for
carrying data from a packet of a second protocol, the first and second
protocols each defining a data format for packets of the respective protocol
according to which each packet thereof includes a payload and control data:
including address data indicative of an intended recipient of the data, the
transmitter comprising means for:

dividing the payload of the packet of the second protocol into two or.
more fragments; and

forming. two or more packets ‘of the first protocol, each such packet -
including a single one of the fragments and at least some of the address data

of the packet of the second protocol.

123. A method of receiving data from mulitiple packets of a first protocol each .
carrying data from a packet of a second protocol, the first and second:
protocols each defining a data format for packets of the respective. protocol -
according to which -each packet thereof includes a payload and control data.
including address data indicative of an intended recipient of the data, the.
packets of the first protocol allincluding a fragment of the payload of the
"packet of the second protocol and at least some of the address data of the -.
packet of the second protocol; the method comprising allocating at least one
memory area to each of a plurality of receiving entities, and for each packet of
the first protocol: '

. receiving the packet of the first protocol at a network processing layer;

-identifying the said some of the address data of the packet of the
second protocol in the packet of the first protocol;
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in dependence on the identified address data of the packet of the
second protocol directing at least some of the payload of the packet of the first
protocol to a memory area allocated to an entity indicated by the: identified

address data.

FE . L. . .
! P . L
[ . . . . Y

- 124. A method of receiving data from multiple packets of a first protocoleach - . . .

carrying data from a packet of a second -protocol, the first and second
protocols each defining a data format for packets of the respective protocol :
according to which each packet theréof includes a payload and control data
including address data indicative of an-intended recipient of the data, the .
packets of the first protocol all including' intermediate packet data.that has the -
structure. of a valid packet of the .second protocol and that includes control -
- data that is invalid according to the second protocol, and each packet of the -
first: protocol including control data whereby, 'valid control data according to
the second protocol can be generated for. the intermediate packet data; the
method comprising, for each packet of the first protocol:
- “'receiving.-the packet of the first protocol at a first protocol processing
layer; - ‘
extracting the intermediate packet data from the packet of the first
protocol;
identifying that the intermediate - packet data represents -an invalid .

packet of the second protocol;’ , '

.+ -generating valid control data according to the .second .protocol for the:
. intermediate packet data by means of the control data of the.packet of the first .
. protocol; and .
. checking the ‘integrity of the intermediate packet data.based on' the

- content of the intermediate packet data and the generated valid.control data. -

125. A method as claimed in claim 124, wherein the step of checking the . .
integrity comprises verifying a checksum ‘over.at least some _of “the:

. intermediate 'packet data.

126. A method as claimed in claim 124 or 125, wherein the said invalid
control data is a length field for the intermediate packet data.
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127. A data receiver for receiving data from multiple packets of a first protocol
- -each carrying data from-a packet of a second protocol, the first and second. -
protocols each defining a data format for packets of the respective protocol
according to which each packet thereof includes a payload and control data
.including address ‘data- indicative of an intended -recipient of the data, the
packets of the first protocol.all having a payload including a fragment: of the
payload of the packet of the second protocol and at least some of the address -
data of the packét of the second protocol; the receiver comprising:
.a memory. comprising.a plurality of memory areas;

-.a plurality..of receiving entities; there. being ‘at least one memory area

- allocated to each receiving entity; and

packet processing ‘means configured to, for each received packet of
the first protocol:

receive the packet of the first protocol at a network protocol layer;

identify the said some of the address data of the packet of the second
protocol in the packet of the first protocol; and

in. dépendence on the identified address data of the packet of the
second protocol direct at least some of the payload of the packet of the first
protocol to memory allocated to an entity indicated by the identified address

. data.

128. A data receiver for receiving data from multiple packets of a first protocol .
each carrying data from a packet of a second protocol, the first and second -
protocols each defining a data format for packets of the respective protocol

according to which each packét thereof includes a payload and control data

" including address.-data ‘indicative of.an intended recipient of the data, the:

.- packets .of the first protocol all including intermediate packet data that has the
structure of a valid packet of the second protocol and that includes control

data that is invalid. according to the second protocol,-and each packet of the

first protocol including control data whereby, valid ‘control data according to.. . -~ =

the second protocol can be generated for the intermediate packet data; the
data receiver comprising packet processing ‘means’ arranged to, for each

packet of the first protocol: -
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receive the packet of the first protocol at a first protocol processing
* layer; :
-extract the- intermediate packet data ‘from the packet of the first"
protocol; . .
[identify that the intermédiate packet data represents an invalid packet.
of the second protocol; .

. - generate 'valid control data according to the second protocol for the
intermediate. packet.data by means of the control data of the packet of the first
protocol; and

check the.integrity of the intermediate packet data based on the

content of the intermediate packet data and the generated valid control data.
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129. An interface for interfacing between a receiver and a data processing’
system, the data processing system including a memory for storing data, the
interface comprising a transmission controller responsive to instructions from
the data processing system to transmit data to the receiver, the transmission
controller having access to mapping data defining a mapping betveen a
physical address space of the memory and a virtual address space ‘and the
transmission controller being:

responsive o ‘an instruction of afirst type and having as an operand
data to be transmitted to transmit that data to the receiver; and

responsive to an instruction of a-second type and having as an:
operand an indication of the location of data ih the virtual address space to
read data from the physical location in the memory that corresponds to the

indicated location and transmit that data to the receiver.

130. An interface as claimed in claim 129, wherein the instruction of the first

type is a programmed input-output instruction.

131. An interface as claimed in claim 129 or 130, wherein the said reading of
data responsive to the second instruction is performed by direct memory

access.

132. An interface as claimed in any of claims 129 to 131, wherein the
transmission controller is responsive to the instruction of the second .type to
access the mapping data to identify the physical location in the memory that . .

corresponds to the indicated location.

133. An interface as claimed in claim 132, wherein the mapping data includes
an identification of an entity as being associated with a virtual address
location and the controller is responsive to the instruction of the second type
to verify that an entity that has sent the instruction of the second type is

associated with the.indicated location.
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134. An interface as claimed in any of claims 129 to 133, wherein the
interface is a network interface and is arranged to transmit the data to the -

receiver by means of a network protocol.

135. An interface as claimed in claim 134, wherein the network protocol is -
TCPIIP. - ’

136. An interface as claimed in claim 134.or 135, wherein the interface is
arranged to transmit the data over Ethernet.

137.. -An interface as claimed in any of claims 129 to 136, wherein :the

mapping data is stored locally to the interface.

138. A library for a data processing system including a memory for storing
data and having access to an interface for transmitting data to a receiver, .
- there being. mapping data defining a mapping between a physical address
space of the memory and a virtual address space, and the library including:

a first routine capable of being called by an application program, the

first routine being such.as to form an instruction of a first type for the interface, *

the instruction of the first type having as an operand data to be transmitted;

a second routine capable of being called by an application program,
the second routine being such as to form an instruction of a second type for
the interface, the second instruction having as an operand an indication.of the -

location of data in the virtual address space.

139. A library as claimed in claim 138, including a third routine capable of -

‘being called by an application program to configure the mapping data. - .

140. A data processor having accessible thereto for execution a library as

claimed in claim 138 or139.

141. A data carrier storing program data defining a library as claimed in.claim .
138 or 139.
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