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(57) Abregé/Abstract:
A distributed, multistage agent for monitoring, diagnosis and maintenance of network devices comprises an input/output interface

for receiving input monitoring and diagnostic data relevant to operation of a first neighboring agent and transmitting output
monitoring and diagnostic date relevant to operation of the host network device to a second neighboring agent. An agent process
analyzes the input data and generates processed data characterizing operation of the host network device, using a local database
which stores expected performance data on operation of said network device. The processed data Is correlated with the expected
data any error Is signaled to the network operator. The agents may be designed as a multiple stage process, the stages being
triggered by the data output by an earlier stage only when needed.
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, ABSTRACT

A d_iStributed, multistage agént. for mOhitoring, diagnosis and maintenance
of netWOr_k'devices comprises an i'npUt/ou_tpu-t interface for receiving input
monitoring an:dt- diagnostic data relev‘ant: to gperation of a first neighboring agent
and tra.nsmitting output monifto:rihg:and 'diagnostic data relevant to operation of
the host network device to a second \neighbo'ring agent. An agent process
analyzes the input d_ata and generates 'proCessed data characterizing operation
of the host,netWork device, using ai_ local database which stores expectéd
performance data on operation of said network device. The processed data is
correlated with-ihe eXpe-cte.d d-ata any error is 'sig_naled to 'the-ne_tWOrk operator.
The agents may bedésigned..as- a m_UI.tible stage process, the stages being
triggered by the data output by an éarl.i\er-_ stage only when needed.
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AGENT BASED ROUTER MONITORING, DIAGNOSTIC AND MAINTENANCE

' Field of the invention ‘
[001] The invention is directed to comrnuni.cation, netwo-rks and in particular to a
system and method for distributed monitoring, diagnostic and maintenance of

network devices.

Background of the Inventlon
[002] Thereis a distinct challenge in monitoring large scale networks and two

fundamental approaches One approach is to use a central system (e.g. a
network management system NMS) that polls all the devuces In the network and
tries to understand what is happenlng ‘Another approach is to distribute the
intelligence between the network devices so that they can self dlagnose

| problems and only report exceptlons rather than the volumes of information that

say everything is still fine.

[003] There is. sngnlf cant nndustry research and development ln area of network
device management but littie in dlstrlbuted router management with intelligent
agents Most networks currently use centralized network management systems
(NMS), and local agents on most network devnces which operate as clients of
the NMS. In thlS case, the local monitoring is enabled by software running on the
‘respective node, for sendlng some data to the central NMS that ultlmately

provides the intelligence and management capabilities.

1004] As network complexity grows it is unltkely that the central systems can
remain competltlve and scale up according to the network growth. The
dlsadvantagesof the current centralized NMS solution a.re, to list a few:

- Centralized moni-toring,diag-nosticsandmaintenance tools require
significant network resources in order to effectively manage the network.
- Generally, only a limited amount of information is gathered from the devices in
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the network, in order to constrain the refsource usage in a large network. As a
result, many problems are not .,detected until after they occur.

- Prevent-?ativ'e maintenance requires volumes of detailed infOrmation to be
processed, the vast majority of which is a result of normal operation. Centralizeg '
systems cannot manage the amount of mformatlon in a large network to offer
significant preventative maintenance capabilities. '

- Central systems require resources to functlon such as the ablllty to
retrieve data from the nodes. When the network IS mlsbehavmg, and when the
mamtenance systems are requured to be operatronal by definition, the resources
may not be available, i.e. the central system may not be able to communlcate ’
with the devrc_es in its network.

- The topology of the network must be known when using centralized
management system solutions. ' '

[005] it is also known to use systems external to a network device that analyze
more deeply a specnflc node behavnor such as routing. While the: external
mechanisms may provide a more ,ln-depth analysus of the device operatlon,- these
systems use-.ektensive cOmputing resources. As a result, equipping a network
- ,deyicewith Suoh a ,complexfmechaniSm Is not economically feasible due to the
limited amount of phyleal re80uroes*-‘available,at the node. In additio-n, the
external systems do not report the problem immediately due to the need of off-
line computatlons there IS NO way to retneve synthetic results at a speed
compatible wrth quick reactlon to a detected anomaly.

[006] Some network devices are enabled with embedded monltormg engines.
However, the existing embedded mechamsms are very rough and too weak to
provrde the network operator with meanmgful information on the behavior of the
host network dewce Such embedded mechanlsms generally oompare counter
values with ﬁxed values and trigger alerts when the threshold Is exceeded.
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[007] 'There is a need to provide a network device (such as a router or a switch)
with an agent for distributed monitoringand d-iagnosis of network operation '
Such an agent er| operate as an mtelhgent drstnbuted agent to filter the data
provided to the NMS thus reducing the network traffic overhead transmltted to

the central management system

[008] There is also a need to provide a network device with a multistage
intelligent monitoring and diagnostic agent which incrementally triggers the
res-ource-oonsuming monitoring and analysis modules at the router as need be.

\ Summary of the Invention
[009] Itis an object of the mventron to provide a system and method for
distributed monitoring, dlagnostlo and maintenance of network devices, that
- alleviate totally or in part the drawbacksof the prior art systems and methods.

[0010] ltis another object of the invention to provide a system and method for

distributed momtormg, dlagnostlc and malntenance of network dev:oes that

' . reduces the network traffic overhead transmttted from the network nodes tothe
‘central management system

[0011] Still another object of the\inventEOn IS to provide a network device with a
mUItistage inte_;tligent monitoring and diagnostic agent which incrementally
trigger-s resouroe-_consuming stages for more in-depth \analysisand diagnostic,
as need be, based on the device behavior. \

[0012] Advantageously, Iooallyf collected network device operational data is
correlated with equivalent d:ata receiyed from neighboring network devices, for

' consolidating the data referringtoa partic_UIar event, so_ that the'network traffic
overhead S significantly reduced. As Wel-l? the invention enables a network
provider with ﬂexsblhty in customnznng the network behavior to particular users, by
using global hlgh level polrcres and rules that may be tailored once particulars



CA 02463562 2004-04-07

about network device operation in the context of the respective network are

known.

[001 3] Use of local agents mrnrmlzes network resource usage, while provrdmg
mtelhgence on estabhshlng the causes of the mlsbehavror when the central
management is out of oommumcatlon,. In addltlon, when the network is unstable,
local agents are capable of observing local phenomena. -

[0014] The invention also allows for real-time monitoring of network devices
against global high level policies and rules to detect problems. By.ﬁproviding
embedded netWork intelligence'at the network device level, the networks can
monitor themselves and adapt to changlng topologles without the need of costly

external mechanlsms

[0015] Use of an embedded intelligent agent enables for both a continuous
monitoring of network device operatlon and an incremental, more in-depth
analysus of the devnce operation. Based on the results of a basic monitoring and
diagnostic stage, various de.grees _o_f _mon-ltonng and dlagnostlcs.ar;e possible, as
desired, or as need be. This e'nables intelligent netWork device reSource
utilization, which are used accordrng to the type/level of monltorlng and
diagnostics stage ' '

[0016] Still another advantage is that the invention works for any type of

network since the agents do not need to know the topology of the network to
function.

Brief Description of the drawings
[0017] The foregorng and other objects, features and advantages of the

invention will be apparent from the followmg more particular descnptlon of the
preferred embodrments as allustrated in the appended drawings, where:
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Figure 1 shows the main umts of a momtonng dlagnostlcs and ‘
maintenance agent accordlng to an embodlment of the invention;
- Figure 2 shows operatlon of the agent of Figure 1; and -

Figure 3 nllustrates an embodlment of a multi-stage monitoring and

analysis agent. .

Detai‘ledDescription |
[0018] Figure 1 shows the mam units of a monltonng, dragnostlcs and
maintenance agent mechanlsm 1 (herein called agent) accordlng to an
embodiment of the invention. Agent 1 is embedded in an existing network device
(router or switch) and Is always present. The agents descnbed here are not just
client agents, but rather they are in a client-server relationship with all
. nelghbonng agents they communlcate w:th A nelghbonng agent here is an
agent located on a network device phys:cally connected to the device hosting the
agent under consnderat:on . |

[0019] Each age_nt exchanges with neighboring agents data rele\;'/ant to the
network device operation, forenab,ling detection or faulty operation and also for
enabling con.solidation of messaging with the NMS (network management
system). In thts specification, ,the,_tertn ‘data’ |s used to specify any type of -

: information relﬁevantto operation of the router, including performance monitoring
data, messaging,; alarms,e.tc. It is to'be‘understood that this data is not limited to
the above examples, but can be any type of information that the networkprov-ider
or user may wish to be considered. ~ Also, in this specification the network device
- may be referred as a router; -iit is to be u_nderstood that the invention is applicable
to network devices .operating at Iayer-2and above. '

[0020] By diatributing the tasks 'of monitc_’)ring, diagnostics and maintenance
between routers, the NMS_tas.ksare- reduced, enabling more effici.ent and faster
management of the network, whijl;e the ove.rhead messaging between the NMS
and the routers diminishessign-ificantl_y. In addition, an agent 1 does not need to
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know the network topology; rather; it can‘disoover and 'report, the network .
topology, which makes it very well suited to mobile and ad-hoc networks.

[0021] In order to enable communication w:th other agents agent 1 is provrded_
with a receiver 6 and a transmltter 18. Preferably, the agent 1 also uses
decryptlon and encryptlon units 7 and respectlvely 16 for data authentication

necessary for security reasons.

[0022] For the forward direction, agent 1 receives monitoring and diagnostics
data from other agents via the receive block 6 using the norrnal networfk
communication gp.rotocol_s, such as IP. The decryption block 7 authenticates and
decrypts the data which is then placed 'intoi anagent request queue 8.

_ [0023] The agent process 10 contlnuously monitors the agent request queue 9
-and processes the data i in the order establlshed by the queue 9, at the first
available opportunity. When a request E taken for processing, the agent process
10 decodes the data and apphes the Ioglc requested by that specific data, after
consultmg a rule base 15 and a pollcy database 20. The rule base 15 includes a
plurahty of rules that defme the correct Operatlon of the router. The router pohcy
database 20 rnalntalns a plura-hty of policies applicable to the respectrve

“particular router.

[0024] Variours methods of detecting router behaviors may be envisaged and
provided in th-e rule base 15.androUter poli;cy database 20, respectively.
Statistics may also be cotl-ected..for_enabling theNMS/ope'rator toi'detect certain
systematic abnormalities or pot‘ential for errors, '-in order to advise therespective
network provrder or user of the problem. For example, such statlstics may
Identlfy the router responsible with the worst routmg practices, enabling the
provrder/user to take any surtable correctlve measures. '
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[0025] The agen;t proc,ess10'_forward-s the intormat-ion relevant to the respective
data, hereinafter called the'proc’:es_seddata, to a correlation module 12. Module
12 correlates this processed data'with equivalent data stored in a local database
25 to detect any. mconsustencres The accuracy of the detection must be
suﬁrcrent to provrde the NMS/operator with enough relevant information.

[0026] ‘The data output by correlatlon module 12, hereinafter called the
correlated data, and that do not specnfy errors IS forwarded ontoa next hop
selector 14 to contmue through the network Next hop selector 14 chooses a

| nelghbonng deylce (router,,swrtch) and implicitly the respectlvenerghbonng
agent to consult. Preferably, 'thi_sSelection is performed via a random path
selection or random multipte path selectionmechanism. A variety-;‘of next hop
selection mechanisms can be used the invention is not limited to any particular
such mechanrsm After the next hop device is identified, the data IS encrypted in
encryption block 16 so that tt can be forward to the nextagentin a secure
manner and then transmitted to the next agent using transmitter 1_8.

{00271 If there is a problem,-_an errorgeneration module 13 is consulted to send
an error message to the central management- system. The error rnessage may
contain a sumple iIndication of an error or may provide additional lnformatlon on
the particulars of the error, with vanous degrees of sophrstlcatron Before
transmission at 18, the error lnformatlon s preferably encrypted at shown at 16.

[0028] Figure 2 shows the 'd'istri.buted agent at work. In this example, the
network devices are routers denoted with— R1-R3. The dotted lines indicate a
“traveling” agent-30 thereby the routers exchange their operational data with a
neighboring router In this exarnple data from agent 1 hosted on router R1
travels to nelghbonng agent 2 hosted on router R2, etc. As discussed previously,
R2 is the next hop from R1, selected by the agent 1 on R1 using the respective
selection mechanrsm 14 (see Figure 1). lf any of the agents 1-5 detects an error,
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the error message is transmitted to the central management so that the operator
may take apprOpnate action. ‘

[0029] As an examole,. let's assume that the functionality that is monitored and
analyzed by the agent 1 is the routing"'behavior of the routersin sub-network 100
of Figure 2. Parttcularly, let us assume that the BGP (border gateway protocol)
routing table contents and evolution is of lnterest BGP is a routing protoco!
whose aim is to ;exchange routing (preﬁxes + next hop, etc...) information
between autonomous systems (A'S’s) An autonomous system or routing- domain
is a group of mternet protocol (IP) routers or label switching routers (LSRs)
exchangmg routmg information using a common routing protocol such as IGP
(Interior Gateway Protocol) and controlled by a common network administrator
on behalf of a single admmtstratlve entity. An autonomous system shares routing
information wnth other autonomous systems usmg the BGP

[0030] The primary objective 'in this case is to give operators the most pertinent
information on any erroneous, abnormal or suspicious routing table content. For
example suspnmous or error source behavxors could be lack of aggregation, non-
conformance to RIR's aIIocat:on pohcnes multl-hommg (addressrng scheme in IS-
IS routing that supports asstgnment of m,ulttple area addresses), etc.

[0031] Each router R1-R5 of the sub-network 100 is equtpped with a respectlve
agent 1-5, the agents monltorlng and analyzmg In this exampile, the routmg
behavior of the router R1. As mdrcated above the agents 1-5 on R1-R5 perform
. the respectlve local analysns of the BGP routlng table content and evolutlon
usmg the rule base 15 and the router pollcy database 20. Then, the agents also
perform the correlatton wnth the respectlve routlng data received from the

_ nelghbormg agents and transmlt any error detected as a result of the correlation
to the NMS.
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[0032] However, some of the tasks performed by the agent may be more
resource consumlng than others For example early analysis showed that rt IS
unreahstlc in terms of avallable resources to analyze BGP messages to detect
susoncuous bohaylors. The growth of the routing table size is not always caused
by the growth of ?the- network, but also comes from usual practices in BGP
“configuration. Although these conflguratson pollcuss are locally relevant, they
often impact the entire network (lnternet) since the BGP does not offer any
efficient mechamsm to restnct diffusion ofa route '

[0033] The objective of the embedded routing monitoring of this example is to
detect lack of aggregation, multi-homing and load balancing with a view to
reducing the content of the forwarding information base (FIB). Also, the

- embedded routing monitoring in this 'example allows operators to have a “real-
tlme view of the behavior of the respechve routers and AS’s. In other words,
each embedded agent may provrde a local view of the BGF’ behavnors itis to be -
' noted that detectton of such cases does not necessarnly means an error in
operatlon but could signal a mode of operatlon due to application of various vahd
BGP policies. ThIS allows a better use of hardware resources, which are
expensuve and cntlcal in the context of high- speed networks While waste
coming from lack of aggregatlon can be easily fixed, this is not the case for load
balancing or multl-hommg. Up to now, all of these practlces are not only_

tolerated, but they are also e.Xpor-ted«in the whole Internet.

[0034] F urthermore, the a'g.ents may be d-es.tgened to monitor and analyze the
router behavior in a multiple stage process, the stages _being triggered by the
data output by‘an e\arlier stage onliywhen needed. For example, the first
monitoring and analysis ;stage cOn-ti_nuously runs to fperform basic tasks, selected
' to consume low rcuter resources The output of the fi rst stage is’used to trigger
a second stage based on the type and level of error or abnormahty detected by
the first stage if any. Slnce the analysrs performed in the second stage is
specialized and more complex than that of the basic stage, the cost of operating
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~ this stage S high,er due to higher resource consumption. The cost of operating
the agent may be reduced since the .se_con-d stage operates only if hecsssary '(as
ore-set by the network provider or uSer) and based on the output of the first
stage. Addltlonal specialized and more complex stages may also be used this
architecture can be extended to any level. ‘

| [0035] Figure 3 shows a two-stage mechamsm In this example the first stage
40 provrdes global monitoring, which as mdrcated above uses fewer resources
_and runs contmuously The output 35 of stage 40 triggers the second stage 50,
using e.g. pre-set thresholds. Stage 50 performs.specrf C analysrs-of data 35.
and as such is rnore resou.-rceCOnsu.ming; it al_-s'ooperates on a subset of data

~ identified during the first'sta.ge.. The o.perator may receiveerror messages from
the first stage directly, or from both the first and the second stage.

- [0036] Various methods may be used to perform the analysis of e.g. the routing
data, such as monitoring prefix repartrtlon by size, or detection of preftx non-
conformance wrth allocation polrcres etc. If any of the results of stage 40
indicates routrag table abnormalities, the suspicious data is provnded to stage 50,
for in-depth analysis. Agair\, th—e—re are various methods_available in this second
stage, such as addreSS fragmentation count,determining ‘lack of aggrega_tion'
rate, load .bala;hcing or multi-homing, etc. These m'ethods are describ-ed briefly
next.

[0037] Load baI-an\Cing is characterized by the fact that a route advertised for a
prefix has the same origin as a route for a.neighboring prefix, but the paths for
these prefixes are different TwoprefiXes are considered as neighbors if the sets
of the respectrve covered addresses are adjacent Therefore, load balancing is

- detected if there exrsts a prefix Pb nelghbor with a prefix Pa, or Pb covers Pa,
such that the respectlve routes have the same orrgm but distinct physrcal paths.

10
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[0038] Multu homlng IS charactenzed by the fact that a preflx IS advertlsed by a
-network device through several provrders In fact the example considers a

' provrder aggregate-able allocated preﬁxes approximation, which is Justrfred by
the way the preflxes are al_located to independent providers in IPv4. With thrs
approximation multi-homing -creates ‘holes’ in the. -ro-uting-base because the . |
customer advertlses its prefixes separately from the prefix of its provider. A ‘hole’
IS a prefrx whose route has drfferent characterlstlcs (at least the orlgln of the
path) than the route of its covering prefix. There should be no hole for slngle-—
homed pret' Xes, because the customer doesn t need to announce this pret" xes

"beyond its provrder Therefore, mul’u-hommg is detected if there exists a preﬂx
Pb covering Pa, and having different. ' '

[0039] Lack of aggregatron IS charactenzed by the fact that a preﬁx IS advertlsed
bya network device with the same charactenstlcs (mainly the physrcal path) as a'
“neighbor and aggregate-able preftx Therefore lack of aggregation for a prefix
X/n is detected I the bit of level n for Xis1 and there exists a NLRI Y/n (Y being
X wrth bit level n = 0) such that the physrcal paths for the best routes are similar.

11
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WE CLAIM: | | |
1. An a"gent based system for monitoring, diagnostic and maintenance
resident on a ne_twork device, oom-prising: o .

\ an input/output interfac\e' for'-reoeiying_ input monitori-ng and diagnostic data
relevant to operation of a first \'nei'g‘hboring’ ageint and transmitting output
monitoring and dlagnostrc data relevant to operation of said network device to a
second neighboring agent; ‘

an agent process for analyzing‘said‘inputdata and generat_ing processed
data characterizing operation of said network devnce o

a local database for stonng expected performance data on operatlon of
said network devlce for enabling said correlatlon unit to detect basic an error in
operation of said network device; and | ' '

a correlatron unit for correlattng said processed data with expected data

and assembllng sard output data

2. The agent of claim 1, furth-er comprising 2 next hop selector for
choosing said second neighboring agent.

3. The agent of claim 1, further comprasmg an error generator for
'generatlng an error message whenever said processed data is drfferent from said

“expected data.

4. The agent of claim 3, wherein said error generator provides additional

information on the particUlars of an error.
5. The agent of claim 1, further compri-'sing..,a_n agent request queue at the
input side of said agent processor that organizes said input data in a queue

according to a preset rule.

6. The agentof claim 1, further:comprising means for storing a plurality of
rules for defining the correct operation of said network device. ‘

12
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7. The agent of claim 1 further comprlsmg means for storlng a plurality of
poIIC|es appltcable to sald parttcular network devnce

~ 8. The agent of claim 1,_whereinsaid_ local database further collects
statistics for enagbling said correlation unit to detect certain systematic
abnormalities in the operation of said network device.

8. The agent of clalm 1, whereln said input-output interface compnses a
receiver for receiving said mput data from said first agent and a transmitter for

transmitfing sand\ output data to said second .agent..

10. The agent of claim-"‘t wherein said input—output interfacehompri-ses
. decryptlon means for decrypting said tnput data recelved from said first agent
and encryptlon means for encodmg said output data before transmission to said

second agent.

11. The agent of claim 2,' wherein said next hop selector includes random

path selection mechanism.

12. The agent of claim 2,-wherein said next hop selector includes a

random multiple path selection mechanism.

13. An agent based _methodfOr monitoring performance of a network -
device, comprising: , ' . '

a) prowdmg a network deVIce with an embedded agent, connected to a
first neighboring agent over an mcommg transm|SS|on path for receiving input
monitoring and dtagnostlc data re|evant to operatton of said first neighboring
agent; | '

13
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b) establ'ishing an outgoingtransmissionpath from said network device to
a second neighboring agent- for transmitting "output monitoring and diagnostic
data relevant to Operatlon of said network device; '
c) at sald embedded agent analyzrng said input data and generating
processed data charactenzmg opera-tlon of said network device;
' d) correlatlng said processed data with expected data available at sald
network dewce and assemblmg said output data.

14. The method of claim 13, wherein step c) compriseS'

arranglng said input data in a queue at the mput of an agent process

veritying sald iInput data agalnst one or more rules for defining the correct
operation of sard network devrce

venfylng sard mput data agalnst one or more pohcres applicable to said
particular network device; and

generatmg said processed data to provade mformatron about 0perat|on of
~said network dev;ce,m the context of operation of a flrst neighboring network
device hosting said first neighboring_ agent. - o

| 15. The m-ethodof claim 13, Where'in step d) comprises storing expected
performance data on operatron of sald network devrce and correlating sard
processed data with expected data and assemblmg said output data.

16. An erhbedded agent for monitorin-g_- operation of a network device
comprising: ‘ i | o

a first stage for determmlng bas:c errors in operatron of said network
" device based on a pluralrty of thresholds for each type and level of eIrors; and

a second stage specralrzed for determrmng complex errors in operatron of
said network dewce . .

wherein sa id first stageruns _continu'o'usly_, and said second stage is
triggered by 'said éfirststage Wheneye.r one of said thresholds is violated.

14
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