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(57) ABSTRACT

Embodiments are provided for securely visualizing and rout-
ing digital signatures in an electronic document generated by
an application program executing on a computer system. The
application program may generate an electronic document for
receiving a signature graphic, and calculate a hash value from
the electronic document and the signature graphic, and create
a cryptographic signature from the hash value using a cryp-
tographic encryption method. The electronic document is
digitally signed by embedding the cryptographic signature
therein. The application program may further collect and
route digital signatures by automatically collecting signa-
tures from individual signers, one-by-one, and identify the
appropriate signature line for each signer to sign. The appli-
cation program may further generate a user interface for
creating and collecting digital signatures.
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NATURAL VISUALIZATION AND ROUTING
OF DIGITAL SIGNATURES

BACKGROUND

[0001] Many software applications allow users to digitally
sign electronic documents as a means to make paper-based
signatures more secure. Typically, digital signatures include a
digital code that can be attached to an electronic document to
uniquely identify the author. Like a written signature, the
purpose of a digital signature is to guarantee that the indi-
vidual signing (and subsequently sending the document to
others) is who he or she claims to be. Typically, users may
“sign” an electronic document by clicking a “sign” button in
an application program user interface to apply the digital
signature. The applied digital signature may include an iden-
tification of the name of the signer (e.g., “Signed by . . . ) as
well as the date and time the signature was received by the
application program. If an electronic document is to be signed
by multiple signers, copies of the document may be e-mailed
to each signer for receiving their signatures.

[0002] Current methods of applying and collecting digital
signatures however, suffer from several drawbacks. One
drawback in the application of digital signatures is that many
application programs do not allow the use of natural signature
graphics (i.e., script or handwritten signatures) when digitally
signing electronic documents. While some application pro-
grams do allow for a user to copy and paste digital signatures
directly into an electronic document, these signatures are not
cryptographically secure as the application programs allow
anyone to easily replace the signature graphic of the original
signer with that of another user. One drawback with the col-
lection of digital signatures is that current methods of sending
out multiple copies of an electronic document to multiple
signers incur problems with managing the various versions of
the document, merging edits to the document (different sign-
ers may edit the document differently), and finding the posi-
tion on the document where the document author intended
each signer to sign (the signer may need to read through lines
of'text to find the appropriate place for receiving their signa-
ture). Currently, these problems must be addressed manually
resulting in wasted time and resources in collecting all of the
signatures. [t is with respect to these considerations and oth-
ers that the various embodiments of the present invention
have been made.

SUMMARY

[0003] This summary is provided to introduce a selection of
concepts in a simplified form that are further described below
in the Detailed Description. This summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended as an aid in determining the
scope of the claimed subject matter.

[0004] Embodiments are provided for securely visualizing
and routing digital signatures in an electronic document gen-
erated by an application program executing on a computer
system. The application program may generate an electronic
document for receiving a signature graphic. A hash value may
then be calculated from the electronic document including the
signature graphic. A digital signature object may be generated
which includes the hash value and cryptographic data. The
digital signature object may be embedded in the electronic
document as a cryptographic signature. The electronic docu-
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ment including the signature graphic and the digital signature
object may then be displayed to a user as a digital signature.
[0005] In another embodiment, the application program
may collect multiple digital signatures in an electronic docu-
ment for routing to individual signers, one-by-one. The appli-
cation program may send a link to an electronic document to
only one current signer identified by an unsigned signature
line from among multiple signature lines available for receiv-
ing a digital signature in the electronic document. The appli-
cation program may further automatically select, from among
the multiple signature lines, the unsigned signature line for
receiving the digital signature from the current signer receiv-
ing the link to the electronic document. The selected unsigned
signature line is then made available for the current signer to
sign. Once the current signer’s signature is received, the
application program may send the link to the electronic docu-
ment to other signers for signing the document, one-by-one,
until each of the signatures for the electronic document has
been received.

[0006] Inyetanother embodiment, the application program
may be utilized to display a user interface for generating and
validating signature data for securely visualizing digital sig-
natures in an electronic document. The application program
may display a first window for receiving a signature graphic
or digital signature associated with a signer of the electronic
document. The application program may further displaying
the received signature graphic in the first window, validate the
received signature graphic against a digital signature object
embedded in the electronic document, and display a second
window for defining the display of a plurality of signature line
properties for one or more signature lines displayed in the
electronic document. The signature line properties may
include signature data which may further include a name of
the signer of the electronic document, a title of the signer of
the electronic document, or an electronic mail address asso-
ciated with the signer of the electronic document. The appli-
cation program may further display, in the second window
appearance options for displaying the signature graphic in the
electronic document. The appearance options may include a
first option for displaying the signature graphic over the sig-
nature line, a second option for displaying the signature
graphic as a stamp compatible with an Eastern signature
format, and a third option for displaying a date that the elec-
tronic document was signed. The application program may
further display a third window for defining signature proper-
ties for the electronic document. The signature properties
may include user-selectable selectable options including: a
first option for signing the entire electronic document, a sec-
ond option for signing one or more identified portions of the
electronic document, a third option for co-signing multiple
signature lines in the electronic document, and a fourth option
for counter-signing multiple signatures lines in the electronic
document.

[0007] These and other features and advantages will be
apparent from a reading of the following detailed description
and a review of the associated drawings. It is to be understood
that both the foregoing general description and the following
detailed description are illustrative only and are not restrictive
of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG.1 is a block diagram illustrating the creation of
secure digital signatures using a signature graphic, in accor-
dance with various embodiments;
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[0009] FIG. 2 is a block diagram illustrating a computing
environment which may be utilized for the visualization and
routing of digital signatures, in accordance with various
embodiments;

[0010] FIG. 3 is a flow diagram illustrating a routine for
securely visualizing digital signatures in an electronic docu-
ment generated by an application program, in accordance
with one embodiment;

[0011] FIG. 4 is a flow diagram illustrating a routine for
collecting digital signatures for routing through an applica-
tion program executing on a computer system, in accordance
with an embodiment;

[0012] FIG. 5 is a flow diagram illustrating a routine for
collecting digital signatures for routing through an applica-
tion program executing on a computer system, in accordance
with an alternative embodiment;

[0013] FIG. 6 is a computer screen display of an electronic
document which may be utilized for collecting digital signa-
tures in an electronic document, in accordance with an
embodiment;

[0014] FIG.7isatree diagram illustrating a visual layout of
an electronic document which is utilized to specify signature
lines for receiving digital signatures from multiple signers
during the collection of digital signatures in the electronic
document, in accordance with an embodiment;

[0015] FIG. 8 is a computer screen display of a user inter-
face which may be utilized to receive a signature graphic for
digitally signing an electronic document, in accordance with
an embodiment;

[0016] FIG. 9 is a computer screen display of a user inter-
face which may be utilized to validate a digital signature in an
electronic document, in accordance with an embodiment;
[0017] FIG. 10 is a computer screen display of a user inter-
face which may be utilized to invalidate a digital signature in
an electronic document, in accordance with an embodiment;
[0018] FIG. 11 is a computer screen display of a user inter-
face which may be utilized to receive signature line properties
which may be utilized in the collection and routing of digital
signatures, in accordance with an embodiment;

[0019] FIG. 12 is a computer screen display of a user inter-
face which may be utilized to define the appearance of a
digital signature in an electronic document, in accordance
with an embodiment; and

[0020] FIG. 13 is a computer screen display of a user inter-
face which may be utilized to specify portions of an electronic
document for receiving digital signatures and to specify the
interaction between multiple digital signatures in an elec-
tronic document, in accordance with an embodiment.

DETAILED DESCRIPTION

[0021] Embodiments are provided for securely visualizing
and routing digital signatures in an electronic document gen-
erated by an application program executing on a computer
system. The application program may generate an electronic
document for receiving a signature graphic. A hash value may
then be calculated from the electronic document including the
signature graphic. A digital signature object may be generated
which includes the hash value and cryptographic data. The
digital signature object may be embedded in the electronic
document as a cryptographic signature. The electronic docu-
ment including the signature graphic and the digital signature
object may then be displayed to a user as a digital signature.
[0022] In another embodiment, the application program
may collect multiple digital signatures in an electronic docu-
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ment for routing to individual signers, one-by-one. The appli-
cation program may send a link to an electronic document to
only one current signer identified by an unsigned signature
line from among multiple signature lines available for receiv-
ing a digital signature in the electronic document. The appli-
cation program may further automatically select, from among
the multiple signature lines, the unsigned signature line for
receiving the digital signature from the current signer receiv-
ing the link to the electronic document. The selected unsigned
signature line is then made available for the current signer to
sign. Once the current signer’s signature is received, the
application program may send the link to the electronic docu-
ment to other signers for signing the document, one-by-one,
until each of the signatures for the electronic document has
been received.

[0023] Inyetanother embodiment, the application program
may be utilized to display a user interface for generating and
validating signature data for securely visualizing digital sig-
natures in an electronic document. The application program
may display a first window for receiving a signature graphic
or digital signature associated with a signer of the electronic
document. The application program may further displaying
the received signature graphic in the first window, validate the
received signature graphic against a digital signature object
embedded in the electronic document, and display a second
window for defining the display of a plurality of signature line
properties for one or more signature lines displayed in the
electronic document. The signature line properties may
include signature data which may further include a name of
the signer of the electronic document, a title of the signer of
the electronic document, or an electronic mail address asso-
ciated with the signer of the electronic document. The appli-
cation program may further display, in the second window
appearance options for displaying the signature graphic in the
electronic document. The appearance options may include a
first option for displaying the signature graphic over the sig-
nature line, a second option for displaying the signature
graphic as a stamp compatible with an Eastern signature
format, and a third option for displaying a date that the elec-
tronic document was signed. The application program may
further display a third window for defining signature proper-
ties for the electronic document. The signature properties
may include user-selectable selectable options including: a
first option for signing the entire electronic document, a sec-
ond option for signing one or more identified portions of the
electronic document, a third option for co-signing multiple
signature lines in the electronic document, and a fourth option
for counter-signing multiple signatures lines in the electronic
document. Referring now to the drawings, in which like
numerals represent like elements, various illustrative
embodiments will now be described.

[0024] FIG.1is a block diagram illustrating the interaction
between various software components for generating a secure
digitally signed electronic document having a natural signa-
ture (signature graphic), in accordance with various embodi-
ments. The software components include an electronic docu-
ment 60 which includes a signature graphic 62. As defined
herein, the signature graphic 62 may include, without limita-
tion, a handwritten signature (which may be received on a
pen-based or tablet computing device) or a computer-based
typewritten signature font. In accordance with various
embodiments, the signature graphic may also be either in a
Western signature format or an Eastern signature format. It
will be appreciated that signatures in Western signature for-
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mats, such as those used in the United States, are typically
generated by scribbling or typing a series of characters in a
left to right manner while Eastern signature formats, such as
those used in Japan, are typically generated using a picture
graphic such as a Hanko stamp (colloquially known as a
“chop”).

[0025] The software components further include a hash
calculation module 64 for generating a hash value 66 from the
electronic document 60 and the signature graphic 62. As
should be understood by those skilled in the art, a hash value
may be an alphanumeric value generated by a formula from
input data in such a way that it is extremely unlikely that some
other input data will produce the same hash value. Various
methods for generating hash values are well-known to those
skilled in the art, and therefore are not discussed in further
detail herein.

[0026] The software components further include crypto-
graphic data 70 which includes private key data 72, public key
data 74, and digital certificate data 76. As known to those
skilled in the art, various cryptographic encryption methods
allow for the encryption of data using a public key infrastruc-
ture (“PKI”) for verifying and authenticating the validity of
data. The PKI infrastructure may include a private key, a
public key, and a digital certificate. In accordance with vari-
ous embodiments, the private key data 72 may be utilized to
encrypt the hash value 66 while the public key data 74 and the
digital certificate data 76 may be added to the encrypted hash
value 66 to create a digital signature object 78 which, as will
bedescribed in greater detail below in the discussion of FIGS.
2-3, may be used to verify and authenticate a digital signature
against a signature graphic in an electronic document. The
digital signature object 78 may also be embedded in the
electronic document 60 as a cryptographic signature. It will
be appreciate that the embedded digital signature object 78
and the signature graphic 62 form the digital signature for the
electronic document 60.

Exemplary Operating Environment

[0027] Referring now to FIG. 2, the following discussion is
intended to provide a brief, general description of a suitable
computing environment in which various illustrative embodi-
ments may be implemented. While various embodiments will
be described in the general context of program modules that
execute in conjunction with program modules that run on an
operating system on a personal computer, those skilled in the
art will recognize that the various embodiments may also be
implemented in combination with other types of computer
systems and program modules.

[0028] Generally, program modules include routines, pro-
grams, components, data structures, and other types of struc-
tures that perform particular tasks or implement particular
abstract data types. Moreover, those skilled in the art will
appreciate that the various embodiments may be practiced
with other computer system configurations, including hand-
held devices, multiprocessor systems, microprocessor-based
or programmable consumer electronics, minicomputers,
mainframe computers, and the like. The various embodi-
ments may also be practiced in distributed computing envi-
ronments where tasks are performed by remote processing
devices that are linked through a communications network. In
a distributed computing environment, program modules may
be located in both local and remote memory storage devices.
[0029] FIG. 2 shows the computer 2 which may include a
general purpose desktop, laptop, handheld, tablet, or other
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type of computer capable of executing one or more applica-
tion programs. The computer 2 includes at least one central
processing unit 8 (“CPU”), a system memory 12, including a
random access memory 18 (“RAM”) and a read-only
memory (“ROM”) 20, and a system bus 10 that couples the
memory to the CPU 8. A basic input/output system containing
the basic routines that help to transfer information between
elements within the computer, such as during startup, is
stored in the ROM 20.

[0030] The computer 2 further includes a mass storage
device 14 for storing an operating system 32, an application
program 50, the electronic document 60, the cryptographic
data 70, and metadata 80. The metadata 80 may include
e-mail addresses 82, titles 84, and signer names 86. As will be
described in greater detail below, the metadata 80 may be
used to facilitate the collection and routing of digital signa-
tures in accordance with various embodiments.

[0031] Inaccordance with various embodiments, the oper-
ating system 32 may be suitable for controlling the operation
of a networked personal computer, such as the WINDOWS
operating systems from MICROSOFT CORPORATION of
Redmond, Wash. The application program 50 may comprise
various productivity application programs including, but not
limited to, word processing application programs, spread-
sheet application programs and information gathering pro-
grams which are used in the creation and routing (e.g., via
electronic mail) electronic documents. In accordance with
various embodiments (which will be described in greater
detail in the discussion of FIGS. 2-13), the application pro-
gram 50 may be utilized to securely generate and visualize
digital signatures in an electronic document, collect multiple
digital signatures in an electronic document for routing to
individual signers, and display a user interface for generating
and validating signature data for securely visualizing digital
signatures in an electronic document.

[0032] The mass storage device 14 is connected to the CPU
8 through a mass storage controller (not shown) connected to
the bus 10. The mass storage device 14 and its associated
computer-readable media provide non-volatile storage for the
computer 2. Although the description of computer-readable
media contained herein refers to a mass storage device, such
as a hard disk or CD-ROM drive, it should be appreciated by
those skilled in the art that computer-readable media can be
any available media that can be accessed or utilized by the
computer 2. By way of example, and not limitation, com-
puter-readable media may comprise computer storage media
and communication media.

[0033] Computer storage media includes volatile and non-
volatile, removable and non-removable hardware storage
media implemented in any physical method or technology for
the storage of information such as computer-readable instruc-
tions, data structures, program modules or other data. Com-
puter storage media includes, but is not limited to, RAM,
ROM, EPROM, EEPROM, flash memory or other solid state
memory technology, CD-ROM, digital versatile disks
(“DVD”), or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, which can be used to store the desired information
and which can be accessed by the computer 2. Communica-
tion media typically embodies computer-readable instruc-
tions, data structures, program modules or other data in a
modulated data signal such as a carrier wave or other transport
mechanism and includes any information delivery media. The
term “modulated data signal” means a signal that has one or
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more of its characteristics set or changed in such a manner as
to encode information in the signal. By way of example, and
not limitation, communication media includes wired media
such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared, and other wire-
less media. Combinations of any of the above should also be
included within the scope of computer-readable media. Com-
puter-readable media may also be referred to as a computer
program product.

[0034] According to various embodiments of the invention,
the computer 2 may operate in a networked environment
using logical connections to remote computers through a
network 4, such as a local network or a wide area network
(e.g., the Internet), for example. The computer 2 may connect
to the network 4 through a network interface unit 16 con-
nected to the bus 10. It should be appreciated by those skilled
in the art that when operating in a networked environment, the
computer 2 may be in communication with one or more
remote servers hosting a shared services platform such as the
SHAREPOINT SERVER platform from Microsoft Corpora-
tion of Redmond, Wash. It should be appreciated that the
network interface unit 16 may also be utilized to connect to
other types of networks and remote computing systems. The
computer 2 may also include an input/output controller 22 for
receiving and processing input from a number of input types,
including a keyboard, mouse, pen, stylus, finger, and/or other
means. Similarly, an input/output controller 22 may provide
output to a display device 70, a printer, or other type of output
device. Additionally, a touch screen can serve as an input and
an output mechanism.

[0035] FIG. 3 is a flow diagram 3 illustrating a routine 300
for securely visualizing digital signatures in an electronic
document generated by an application program, in accor-
dance with an embodiment; When reading the discussion of
the routines presented herein, it should be appreciated that the
logical operations of various embodiments of the present
invention are implemented (1) as a sequence of computer
implemented acts or program modules running on a comput-
ing system and/or (2) as interconnected machine logical cir-
cuits or circuit modules within the computing system. The
implementation is a matter of choice dependent on the per-
formance requirements of the computing system implement-
ing the invention. Accordingly, the logical operations illus-
trated in FIGS. 3-5 and making up the various embodiments
described herein are referred to variously as operations, struc-
tural devices, acts or modules. It will be recognized by one
skilled in the art that these operations, structural devices, acts
and modules may be implemented in software, in firmware, in
special purpose digital logical, and any combination thereof
without deviating from the spirit and scope of the present
invention as recited within the claims set forth herein.

[0036] The routine 300 begins at operation 305, where the
application program 50 executing on the computer 2 receives
a signature graphic (such as the signature graphic 62 dis-
cussed above with respect to FIG. 1) in the electronic docu-
ment 60. It should be understood that, in accordance with
various embodiments, the application program 50 may be
configured to allow a user to enter a signature graphic directly
over a signature line already present in the electronic docu-
ment or alternatively, generate a user interface for inserting
one or more types of signature graphics in the electronic
document 60. For example, a user of the application program
50 may directly write his or signature above a signature line in
the electronic document 60 using a pen, stylus, or touchscreen
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input device connected to or integrated with a tablet com-
puter. Alternatively, the user may use the user interface to
enter a typewritten signature (e.g., in a signature font) or
retrieve a previously stored image file comprising a signature
stored on the computer 2 which may then be entered into the
electronic document 60 as a signature graphic. An illustrative
user interface for entering a signature in accordance with an
embodiment is shown in FIG. 8 and will be discussed in
greater detail below.

[0037] From operation 305, the routine 300 continues to
operation 310, where the application program 50 determines
whether the signature graphic entered into the electronic
document 60 is in a compatible file format for the hash cal-
culation module 64 (discussed above with respect to FIG. 1).
For example, the hash calculation module 64 may be config-
ured to receive a signature graphic as a Portable Network
Graphics (“PNG”) image file. If at operation 310, the appli-
cation program 50 determines that the signature graphic is not
in a compatible file format, then the routine 300 continues to
operation 315 where the application program 50 converts the
signature graphic into a compatible file format for inputting
into the hash calculation module 64. Various methods for
converting images into different image file formats are well-
known to those skilled in the art, and therefore are not dis-
cussed in further detail herein. From operation 315, the rou-
tine 300 continues to operation 320. If however, at operation
310, the application program 50 determines that the signature
graphic is in a compatible file format, then the routine 300
branches from operation 310 to operation 320.

[0038] At operation 320, the application program 50 calcu-
lates a hash value from the electronic document 60 including
the inserted signature graphic. For example, the application
program 50 may configured with the hash calculation module
64 (discussed above with respect to FIG. 1) and may utilize
the hash calculation module 64 to receive the electronic docu-
ment 60 (including the signature graphic) as an input and
calculate an alphanumeric hash value from the received input.

[0039] From operation 320, the routine 300 continues to
operation 325 where the application program 50 encrypts the
hash value with private key cryptographic data, such as the
private key data 72 discussed above with respect to FIG. 1.

[0040] From operation 325, the routine 300 continues to
operation 330 where the application program 50 adds digital
certificate and public key cryptographic data (such as the
digital certificate data 78 and the public key data 76 discussed
above with respect to FIG. 1) to the encrypted hash value
generated at operation 325 in order to generate a digital sig-
nature object (such as the digital signature object 78 dis-
cussed above with respect to FIG. 1).

[0041] From operation 330, the routine 300 continues to
operation 335 where the application program 50 embeds the
digital signature object into the electronic document 60. It
will be appreciated that the digital signature object may be
embedded into the electronic document 60 as hidden program
code which is not seen by a user viewing the electronic
document 60. As discussed above in the description of FIG. 1,
the digital signature object may represent a cryptographic
signature which is paired along with the currently displayed
signature graphic in the electronic document to create a cryp-
tographically secure digital signature.

[0042] From operation 335, the routine 300 continues to
operation 340 where the application program 50 displays the
digitally signed electronic document 60 to a user.
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[0043] From operation 340, the routine 300 continues to
operation 345 where the application program 50 verifies or
validates the digital signature by comparing a new or subse-
quent hash value calculated from the electronic document 60
to the hash value used in the digital signature object generated
at operation 330. In particular, the application program 50
may be utilized to determine if the signature graphic in the
electronic document 60 has been modified and if so, use a
hash value calculated from the modified signature graphic
invalidate the digitally signed document.

[0044] From operation 345, the routine 300 continues to
operation 350, where the application program 50 determines
whether a hash value calculated from a currently displayed
signature graphic in the electronic document 60 matches a
previously calculated hash value used in determining the
digital signature object currently embedded in the electronic
document 60. In particular, the application program 50 may
be configured to utilize the unencrypted hash value used to
create the digital signature object and compare that value to a
hash value generated from a currently displayed signature
graphic in the electronic document 60. If, at operation 350,
the application program 50 determines that the hash values
match, then the routine 300 continues to operation 355 where
the application program 50 validates the digital signature as
authentic (i.e., the signature graphic currently displayed in the
electronic document 60 is the same as the signature graphic
utilized in generating the digital signature object). [fhowever,
at operation 350, the application program 50 determines that
the hash values do not match, then the routine 300 branches
from operation 350 to operation 360.

[0045] Atoperation 360, the application program 50 invali-
dates the digital signature as having been modified. It will be
appreciated that a digital signature may be modified when a
user modifies or changes a signature graphic utilized to gen-
erate the digital signature object or cryptographic signature in
an electronic document. For example, if a signer subsequent
to the original signer of the digitally signed electronic docu-
ment 60 modifies the signature graphic displayed in the docu-
ment in an effort to pose as the original signer (e.g., by
replacing the original signature graphic with the subsequent
user’s signature graphic), the calculated hash value for the
modified signature graphic will be different than that calcu-
lated for the original signer. As a result, the hash values will
not match and the digital signature for the document will be
invalidated. In accordance with an embodiment, the applica-
tion program 50 may be configured to generate a user inter-
face for displaying to a user whether or not a digitally signed
document is valid. An illustrative user interface showing a
successful validation of a digital signature is shown in FIG. 9
and will be discussed in greater detail below. Similarly, an
illustrative user interface showing an invalidation of a digital
signature is shown in FIG. 10 which will also be discussed in
greater detail below. From operations 355 and 360, the rou-
tine 300 then ends.

[0046] FIG.4isaflow diagram illustrating a routine 400 for
collecting digital signatures for routing through an applica-
tion program executing on a computer system, in accordance
with an embodiment. The routine 400 begins at operation
405, where the application program 50 executing on the com-
puter 2 converts an electronic document (e.g., the electronic
document 600 shown in FIG. 6) containing multiple signature
lines into a markup language node tree. An illustrative com-
puter screen display illustrating an electronic document with
multiple signature lines is shown in FIG. 6 and will be dis-
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cussed in greater detail below. An illustrative markup lan-
guage node tree is shown in FIG. 7 which will also be dis-
cussed in greater detail below. In particular, the application
program 50 may be configured to convert the electronic docu-
ment into one of a number of markup language formats
including, but not limited to, the hypertext markup language
(“HTML”) and the extensible markup language (“XML”)
formats. Once the electronic document has been converted
into a markup language format, the application program 50
may organize the converted markup language into a node tree.
For example, and as will be understood by those skilled in the
art, various markup languages including HTML and XML
comprise nodes which by definition conform to a tree struc-
ture. In accordance with an embodiment, the application pro-
gram 50 may be configured to map the visual layout of the
electronic document into a tree layout of nodes that may be
traversed using graph-theoretic methods. As will be discussed
in greater detail herein, the tree layout may be utilized to
determine an order for collecting digital signatures in an
electronic document.

[0047] From operation 405, the routine 400 continues to
operation 410, where the application program 50 traverses the
nodes in the node tree to determine a visual layout of the
signature lines in the electronic document. In particular, the
application program 50 may be configured to perform a pre-
order traversal of the node tree which may include a visual
left-to-right traversal or a right-to-left traversal. As will be
understood by those skilled in the art, in accordance with one
embodiment, the pre-order traversal may be performed by
accessing an HTML document object model (“DOM”). It will
further be understood that the pre-order traversal may be the
same as a depth-first search of a DOM except that the search
doesn’t terminate until the entire tree is examined.

[0048] From operation 410, the routine 400 continues to
operation 415, where the application program 50 assigns a
number to each node corresponding to the visual layout of the
signature lines in the electronic document. In particular, as the
node tree is traversed, the application program 50 may keep a
count of the order in which each node (corresponding to a
signature line) is visually displayed. It should be understood
that in accordance with various embodiments, the operations
405-415 discussed above may be performed as the electronic
document is being authored but prior to any signatures being
received.

[0049] From operation 415, the routine 400 continues to
operation 420 where the application program 50 sends a link
to the electronic document to a current signer in the electronic
document for receiving a digital signature. In particular, the
application program 50 may be configured to collect signa-
tures for the electronic document by e-mailing a uniform
resource locator (“URL”) for accessing the electronic docu-
ment to each signer, one signer at a time, who has not yet
digitally signed the electronic document (i.e., the current
signer) in the order determined in operation 415.

[0050] From operation 420, the routine 400 continues to
operation 425 where the application program 50 traverses the
visual layout of signature lines in the node tree for previously
received digital signatures in order to determine a correct
signature line for receiving a digital signature for the current
signer.

[0051] From operation 425, the routine 400 continues to
operation 430 where the application program 50 selects the
first unsigned signature line in the electronic document as the
signature line for digitally signing by the current signer. In
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particular, the application program 50 may be configured to
display a visual indicator (such as an icon) in the electronic
document to identify the selected signature line for the receiv-
ing the digital signature of the current signer.

[0052] From operation 430, the routine 400 continues to
operation 435 where the application program 50 receives the
digital signature of the current signer. In accordance with
various embodiments, the digital signature may be received
using the routine 300 described above with respect to FIG. 3.
[0053] From operation 435, the routine 400 continues to
operation 440 where the application program 50 determines if
more unsigned signature lines are present in the electronic
document. If, at operation 440, the application program deter-
mines that more signature lines in the electronic document
remain unsigned, then the routine 400 continues to operation
445 where the routine 400 returns to operation 420 where the
link to the electronic document is sent to the next signer
identified by the next or higher numbered signature line in the
visual layout of signature lines in the node tree as compared to
the previously signed signature line in the electronic docu-
ment. If however, at operation 440, the application program
50 determines that all of the signature lines in the electronic
document have been signed, then the routine 400 then ends.
[0054] FIG.5isaflow diagram illustrating a routine 500 for
collecting digital signatures for routing through an applica-
tion program executing on a computer system, in accordance
with an alternative embodiment. The routine 500 begins at
operation 505, where the application program 50 executing
on the computer 2 receives metadata (such as the metadata 80
discussed with respect to FIG. 2) for appending to multiple
signature lines in an electronic document (e.g., the electronic
document 600 shown in FIG. 6). In particular, the application
program 50 may be configured to append the metadata 80 to
specify the intended signer name, e-mail address, and title for
each signature line in an electronic document generated to
collect signatures from multiple signers. As will be described
in greater detail below, the metadata 80 may also be utilized to
infer a signature line (i.e., position inference) for each signer
to sign upon receiving the electronic document. It should be
understood that in accordance with various embodiments, the
operation 505 discussed above may be performed as the elec-
tronic document is being authored but prior to any signatures
being received.

[0055] From operation 505, the routine 500 continues to
operation 510, where the application program 50 sends a link
to the electronic document to a current signer in the electronic
document for receiving a digital signature. In particular, the
application program 50 may be configured to collect signa-
tures for the electronic document by e-mailing a uniform
resource locator (“URL”) for accessing the electronic docu-
ment to each signer, one signer at a time, who has not yet
digitally signed the electronic document (i.e., the current
signer is the recipient of the link to the electronic document).
[0056] From operation 510, the routine 500 continues to
operation 515 where the application program 50 selects an
identifier contained within the metadata 80 for each signature
line in the electronic document. In particular, the application
program 50 my be configured to select or retrieve e-mail
addresses 82, titles 84, and signer names 86 from the metadata
80 shown in FIG. 2.

[0057] From operation 515, the routine 500 continues to
operation 520 where the application program 50 selects a
signature line having an identifier matching an e-mail address
or a title determined for the current signer (i.e., the signer
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receiving the link to the electronic document at operation
510). In particular, in accordance with an embodiment, the
application program 50 may be configured to compare the
e-mail address used to send the link to the electronic docu-
ment for receiving a digital signature to an e-mail address in
the e-mail addresses 82 metadata for each of the signature
lines in the electronic document. The signature line in the
electronic document which matches the e-mail address of the
current signer may be selected as the signature line for receiv-
ing the digital signature. In accordance with another embodi-
ment, the application program 50 may be configured to select
a signature line based on an organizational hierarchy by using
the titles 84 metadata. In particular, the application program
50 may be configured to compare the title (e.g., general man-
ager, program manager, etc.) of the current signer to the titles
in the titles 84 metadata appended to the signature lines in the
electronic document. The signature line which matches the
current signer’s title may then be selected as the signature line
for receiving the digital signature of the current signer. In
accordance with an embodiment, the title for the current
signer may be obtained by accessing a network directory
lookup service such as the ACTIVE DIRECTORY directory
service from Microsoft Corporation of Redmond, Wash. For
example, a user identification (e.g., the current signer’s ini-
tials) for the current signer for using the application program
50 on the computer 2 may be utilized by the application
program 50 to access directory service information about the
current signer including the current signer’s title in an orga-
nizational hierarchy. It will be appreciated that by selecting a
signature line based on the titles 84 metadata, the electronic
document may be authored with signature lines which do not
specify any signer names. In accordance with yet another
embodiment, the application program 50 may be configured
to select a signature line based on the current signer’s name
using the signer names 86 metadata. In particular, the appli-
cation program 50 may be configured to convert the singer
names 86 metadata appended to the signature lines e-mail
addresses using the network directory lookup service. The
application program 50 may then select the signature line in
the electronic document which matches the e-mail address
used to send the link to the electronic document to the current
signer. In accordance with various embodiments, the signa-
ture line may be identified to the current signer by configuring
the application program 50 to display a visual indicator (such
as an icon) in the electronic document to identify the selected
signature line for the receiving the digital signature of the
current signer.

[0058] From operation 520, the routine 500 continues to
operation 525 where the application program 50 receives the
digital signature of the current signer. In accordance with
various embodiments, the digital signature may be received
using the routine 300 described above with respect to FIG. 3.
[0059] From operation 525, the routine 500 continues to
operation 530 where the application program 50 determines if
more unsigned signature lines are present in the electronic
document. If, at operation 530, the application program deter-
mines that more signature lines in the electronic document
remain unsigned, then the routine 500 continues to operation
535 where the routine 500 returns to operation 510 where the
link to the electronic document is sent to another signer. If
however, at operation 530, the application program 50 deter-
mines that all ofthe signature lines in the electronic document
have been signed, then the routine 500 then ends.



US 2010/0100743 Al

[0060] FIG. 6 is a computer screen display of an electronic
document 600 generated by the application program 50
which may be utilized for collecting digital signatures, in
accordance with an embodiment. The electronic document
600 includes signature sections 610, 620, 630, 640, 650, 660,
and 670 for collecting multiple digital signatures. Each of the
signature sections 610, 620, 640, 650, 660, and 670 displays
atitle for the intended signer, a signature line, and an intended
signer name. The signature section 630 displays a signature
line for receiving a signature in an Eastern signature format
(such as a Hanko stamp). It should be understood that in
accordance with alternative embodiments, the signature sec-
tions 610, 620, 640, 650, 660, and 670 may only display a title
for each intended signer without displaying the intended
signer name. In these embodiments, digital signatures may be
collected from the intended signers by using an organiza-
tional hierarchy as discussed above with respect to operation
520 of FIG. 5. The electronic document 600 also displays a
user control 615. In accordance with various embodiments,
the user control 615 may be selected by a signer to open a user
interface to enter a signature graphic to be displayed on a
signature line and to further digitally sign the electronic docu-
ment. An illustrative user interface for signing the electronic
document 600 is shown in FIG. 8 which will be discussed in
greater detail below.

[0061] FIG. 7 is a tree diagram 700 illustrating a visual
layout of an electronic document which is utilized to specify
signature lines for receiving digital signatures from multiple
signers during the collection of digital signatures in the elec-
tronic document, in accordance with an embodiment. As dis-
cussed above in the discussion of FIG. 4, the application
program 50 may be configured to convert an electronic docu-
ment (e.g., the electronic document 600 shown in FIG. 6)
containing multiple signature lines into markup language
according to a markup language format (e.g., HTML or
XML). The markup language may then be organized into the
tree diagram 700 by the application program 50. For example,
the electronic document 600 may be converted into HTML as
shown below:

<table style="width: 100%">

<tr>
<td>1</td>
<td>2</td>
<td rowspan="2">3</td>
<ftr>
<tr>
<td>4</td>
<td>5</td>
<ftr>
<tr>
<td colspan="2">6</td>
<td>7</td>
<ftr>
<ftable>

[0062] The tree diagram 700 consists of nodes 705, 710,
715, 720, 725, 730, 735, 740, 745, 750, and 755, each of
which is mapped to the HTML code shown above. The tree
diagram 700 provides a visual layout of the electronic docu-
ment 600 that may be traversed using graph-theoretic meth-
ods and may be utilized to determine an order for collecting
digital signatures as discussed above with respect to FIG. 4.
[0063] FIG. 8 is a computer screen display of a user inter-
face 800, generated by the application program 50, which
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may be utilized to receive a signature graphic for digitally
signing an electronic document, in accordance with an
embodiment. The user interface 800 includes a signature box
810 for a signer to type in a signature to be used as the
signature graphic. The user interface 800 also includes a user
control 820 for a signer to retrieve a previously stored image
file to be used as the signature graphic. The user interface 800
also includes a Sign button 830 for digitally signing an elec-
tronic document using the selected signature graphic.
[0064] FIG. 9 is a computer screen display of a user inter-
face 900, generated by the application program 50, which
may be utilized to validate a digital signature in an electronic
document, in accordance with an embodiment. The user inter-
face 900 displays a validation message 910 for a signature
graphic 910 which has been applied to an electronic docu-
ment for digitally signing the electronic document. In accor-
dance with an embodiment, the user interface 900 displaying
the validation message 910 may be generated by the applica-
tion program 50 upon the completion of the validation opera-
tion 355 discussed above with respect to FIG. 3.

[0065] FIG. 10 is a computer screen display of a user inter-
face 1000, generated by the application program 50, which
may be utilized to invalidate a digital signature in an elec-
tronic document, in accordance with an embodiment. The
user interface 1000 displays a validation message 1010 for a
signature graphic which has been applied to an electronic
document for digitally signing the electronic document. In
accordance with an embodiment, the user interface 1000 dis-
playing the validation message 1010 may be generated by the
application program 50 upon the completion of the invalida-
tion operation 360 discussed above with respect to FIG. 3.
[0066] FIG. 11 is a computer screen display of a user inter-
face 1100, generated by the application program 50, which
may beutilized to receive signature line properties which may
be utilized in the collection and routing of digital signatures,
in accordance with an embodiment. The user interface 100
includes a General tab 1111, and input boxes 1120, 1130, and
1140 for receiving a Singer name, a Signer title, and a Signer
e-mail address. The input boxes 1120, 1130, and 1140 may be
utilized by the author of an electronic document to create the
metadata 80 which is appended to signature lines to specify
the intended signer name, e-mail address, and title for each
signature line in the electronic document. As discussed above
with respectto FIG. 5, the metadata 80 may be utilized to infer
a signature line (i.e., position inference) for each signer to
sign upon receiving the electronic document.

[0067] FIG. 12 is a computer screen display of a user inter-
face 1200, generated by the application program 50, which
may be utilized to define the appearance of a digital signature
in an electronic document, in accordance with an embodi-
ment. The user interface 1200 includes a Display tab 1210, an
Appearance checkbox 1120 for showing a signed date, an
Appearance radio or option button 1230 for showing a signa-
ture line, and an Appearance radio or option button 1240 for
showing a stamp for signing an electronic document in an
Eastern signature format.

[0068] FIG. 13 is a computer screen display of a user inter-
face 1300, generated by the application program 50, which
may be utilized to specity portions of an electronic document
for receiving digital signatures and to specify the interaction
between multiple digital signatures in an electronic docu-
ment, in accordance with an embodiment. The user interface
1300 includes a Signature properties tab 1310 and radio or
option buttons 1320 and 1330 which may be selected to
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specify signing an entire electronic document (e.g., a form) or
signing parts of the electronic document. The user interface
1300 further includes input boxes 1332, 1334, and 1336
which may be utilized to specify the parts of the electronic
document to be signed. In particular, the input box 1332 may
beutilized to type in a name for the data that can be signed, the
input box 1334 may be utilized to specify fields and groups in
the electronic document to be signed, and input box 1336 may
be utilized to specify a group for storing digital signatures.
The user interface 1300 further includes radio or option but-
tons 1340 and 1342 which may be selected to specify how
multiple digital signatures received in an electronic document
may interact. In particular, the radio or option button 1340
may be selected to specity that all of the digital signatures are
independent of one another (i.e., a co-signing arrangement)
while the radio or option button 1342 may be selected to
specify that each digital signature sings the previous digital
signature (i.e., a counter-signing arrangement).

[0069] Although the invention has been described in con-
nection with various illustrative embodiments, those of ordi-
nary skill in the art will understand that many modifications
can be made thereto within the scope of the claims that follow.
Accordingly, it is not intended that the scope of the invention
in any way be limited by the above description, but instead be
determined entirely by reference to the claims that follow.

What is claimed is:

1. A computer-implemented method for securely visualiz-
ing digital signatures in an electronic document generated by
an application program executing on a computer system,
comprising:

receiving, in the electronic document, at least one signature

graphic;

calculating a hash value from the electronic document

including the at least one signature graphic;

generating a digital signature object comprising the hash

value and cryptographic data, the digital signature object
comprising a cryptographic signature;

embedding the digital signature object in the electronic

document; and

displaying the electronic document comprising the at least

one signature graphic and the digital signature object as
a digital signature.

2. The method of claim 1, wherein receiving at least one
signature graphic comprises receiving a signature graphic file
stored in the computer system.

3. The method of claim 1, wherein receiving at least one
signature graphic comprises receiving at least one typed char-
acter in a signature font in the user interface from a user.

4. The method of claim 1, wherein receiving at least one
signature graphic comprises, in substantially real-time, a
handwritten signature from a user.

5. The method of claim 1, wherein receiving, in the elec-
tronic document, at least one signature graphic comprises
receiving a signature in at least one of a Western signature
format and an Eastern signature format.

6. The method of claim 1, wherein generating a digital
signature object comprising the hash value and cryptographic
data comprises:

encrypting the hash value using private key cryptographic

data; and

adding one or more of the following to the encrypted hash

value: digital certificate cryptographic data and public
key cryptographic data.

Apr. 22,2010

7. The method of claim 1 further comprising:

prior to calculating the hash value, determining whether
the at least one signature graphic is in a compatible
graphic file format; and

if it is determined that the at least one signature graphic is
not in a compatible graphic file format, then converting
the at least one signature graphic into the compatible
graphic file format.

8. The method of claim 1 further comprising:

comparing a new hash value calculated from the electronic
document and the signature graphic to the hash value in
the digital signature object;

if the compared hash values match, then validating the
digital signature; and

ifthe compared hash values do not match, then invalidating
the digital signature.

9. A computer-implemented method for collecting digital
signatures for routing through an application program execut-
ing on a computer system, comprising:

(a) sending a link to an electronic document to only one
current signer identified by an unsigned signature line
among a plurality of signature lines for receiving a digi-
tal signature, wherein the electronic document is gener-
ated by the application program;

(b) automatically selecting, from among the plurality of
signature lines, the unsigned signature line for receiving
the digital signature from the current signer,

(c) receiving the digital signature of the current signer in
the selected unsigned signature line;

(d) upon receiving the digital signature of the current
signer, repeating the operations (a)-(c) for each of the
plurality of signature lines in the electronic document
until digital signatures have been received for each ofthe
plurality of signature lines.

10. The method of claim 9 further comprising, prior to
sending the link to the electronic document, receiving meta-
data for appending to each of the plurality of signature lines in
the electronic document, the metadata comprising one or
more of the following identifiers: a signer name, an electronic
mail address of the signer, and a title of the signer.

11. The method of claim 10, wherein automatically select-
ing the unsigned signature line for receiving the digital sig-
nature from the current signer comprises:

selecting an identifier contained within the metadata for
each of the plurality of signature lines in the electronic
document; and

selecting a signature line from among the plurality of sig-
nature lines having an identifier which matches at least
one of an electronic mail address or a title determined for
the current signer as the unsigned signature line for
receiving the digital signature from the current signer.

12. The method of claim 9, prior to sending the link to the
electronic document, further comprising:

converting the electronic document into a tree comprising
a plurality of markup language nodes containing the
plurality of signature lines, the tree representing a visual
layout of the plurality of signature lines in the electronic
document;

traversing the markup language nodes to determine a visual
order of each of the plurality of signature lines; and

assigning a number to each of the plurality of markup
language nodes corresponding to the visual order.

13. The method of claim 12, wherein assigning a number to

each of the plurality of markup language nodes correspond-
ing to the visual order comprises assigning each number to the
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plurality of markup language nodes in at least one of a left-
to-right visual order and a right-to-left visual order.

14. The method of claim 12, wherein automatically select-
ing the unsigned signature line for receiving the digital sig-
nature from the current signer comprises:

traversing the visual layout of the plurality of signature

lines in the electronic document for previously received
digital signatures; and

selecting the first unsigned signature line as the unsigned

signature line for receiving the digital signature from the
current signer.

15. A computer-readable storage medium comprising
computer executable instructions which, when executed on a
computer, will cause the computer to perform a method of
displaying on a display device a user interface for generating
and validating signature data for securely visualizing digital
signatures in an electronic document, the method comprising:

displaying a first window for receiving a signature graphic

associated with a signer of the electronic document;
displaying the received signature graphic in the first win-
dow;

validating the received signature graphic against a digital

signature object embedded in the electronic document;

displaying a second window for defining the display of a

plurality of signature line properties for at least one
signature line displayed in the electronic document, the
signature line properties comprising:
signature data comprising one or more of the following:
a name of the signer of the electronic document;
a title of the signer of the electronic document; and
an electronic mail address associated with the signer
of the electronic document;
appearance options for displaying the signature graphic
in the electronic document, the appearance options
comprising one or more of the following:
a first option for displaying the signature graphic over
the at least one signature line;
a second option for displaying the signature graphic
as a stamp when the signature graphic comprises an
Eastern signature format; and
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a third option for displaying a date that the electronic

document was signed; and
displaying a third window for defining a plurality of

signature properties for the electronic document, the

signature properties comprising one or more of the

following selectable options:

a first option for signing the entire electronic docu-
ment;

a second option for signing one or more identified
portions of the electronic document;

a third option for co-signing a plurality of signature
lines in the electronic document; and

a fourth option for counter-signing a plurality of sig-
natures lines in the electronic document.

16. The computer-readable storage medium of claim 15,
wherein receiving a signature graphic comprises receiving a
signature graphic file stored in the computer.

17. The computer-readable storage medium of claim 15,
wherein receiving a signature graphic comprises receiving at
least one typed character in a typographical font.

18. The computer-readable storage medium of claim 15,
wherein receiving a signature graphic comprises receiving a
signature graphic in at least one of a Western signature format
and an Eastern signature format.

19. The computer-readable medium of claim 15, wherein
the digital signature object embedded in the electronic docu-
ment comprises an encrypted hash value generated from the
electronic document, the signature graphic, and private key
cryptographic data, wherein the encrypted hash value is
summed with digital certificate cryptographic data and public
key cryptographic data to generate the digital signature
object.

20. The computer-readable medium of claim 15, wherein
the identified portions of the electronic document comprise
one or more of the following: received user-named data in the
electronic document, received user-identified fields and
groups in the electronic document, and a received user group
name for storing digital signatures received in the electronic
document.



