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Redundancy Coding Stripe Based on Internal Addresses of

Storage Devices

BACKGROUND
5 6001} The present technology relates to non-volatile memory systems.
[0602] Semiconductor memory devices have become more popular for use in various

clectronic devices. For example, non-volatide semiconductor memory is used in celludar
telephones, digital cameras, personal digital assistants, mobile computing devices, non-

mobile computing devices, sohd state drives, and other devices.

16 {0053 A charge-storing material such as a conductive floating gate or a noop-
conductive charge-trapping matenal can be used in some types of memory cells o store a
charge which represents a data state. The memory cell may be a transistor in which the
charge-storing material may reside between a channel and a control gate. The charge-storing
matertal may be insulated from both the channel and the control gate. The charge-storing

15 matenal can be arranged vertically in a three-dimensional (3D} stacked memory structure, or
horizontally in a two-dimensional (2B) memory structure. One example of a 3D memory
structure is the Bit Cost Scalable (Bi€S) architecture which comprises a stack of alternating

conductive and diclectric lavers.

(6064} Some types of memory cells may be programmed by altering the charge in the
20 charge-stonng material, thereby altering the threshold voltage (Vth) of the memory cell
transistor.  In one technigue, a program voltage is applied to the control gate with a low
voltage 1n the chamnel o add charge to the charge-stormg matenal.  After applving the
program voltage, the memory cell’s threshold voltage is tested by applving a verify voltage to
the control gate, and festing whether the memory cell conducts a significant current.
25 Additional program voltages may be applied to control gate, followed by vernify voltages,

unti} the memory cell’s threshold current is within a target range.
[G005] Other types of memory cells can be programmed to different resistance levels.
For example, resistive random access memory (ReRAM) can be reversibly switched between

a high resistance state and a low resistance data state. In some memory cells, a ReRAM ccll
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can be reversibly switched between more than two different resistance states. Fach resistance

state can correspond to a range of resistances.

BRIEF DESCRIPTION OF THE DRAWINGS

EEEY So that the present disclosure can be understood 1n greater detail, a more
particolar description may be had by reference to the features of various embodiments, some
of which are illustrated in the appended drawings. The appended drawings, however, merely
tlustrate the more pertinent features of the present disclosure and are therefore not to be

considered limiting, for the description may admit to other effective features.

[6607] FIG. 1A 1s a block diagram illustrating a distributed computing system that
includes a non-volatile memory system, 1n accordance with some embodiments.
[GB08] FIG. 1B is a block diagram illustrating a distributed computing system that

includes one or non-volatile storage devices, in accordance with some embodiments.
[6609] FIG. 2A is a block diagram of an cxample storage device in which
embodiments may be practiced.

[0618] FIG. 2B 1s a block diagram of the example storage device, depicting additional

detatls of a controller 122 of FIG. ZA.

6811} FIG. 2C depicts an exemplary structure of memory cell array.
6012} FIG. 3 is a block diagram illustrating an implementation of a main controller,

in accordance with some embodiments.

[0613] FIG. 415 a block diagram of one embodiment of 3 manager system.

3014} FIG. SA is an example of a redundancy coding stripe.

[6615] FIG. 5B depicts an example of one entry in a stripe map.

6616} FIG. 5C depicts an example of a conventional system having a large wriie

serialization table external to the storage device.

G817} FIG. 5D is a block diagram of one embodiment of a non-volatile storage

device that obviates a need for a write serialization table exiernal to the storage device.
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3618} FIG. 6 is a flowchart of one embodiment of a process 600 of operating a non-
volatile storage system,

{6619} FIG. 7 provides further details of one embodiment of physical and logical
addresses of erase blocks.

[6620] FIG. 7A depicts further details of entry 704-2 from FIG. 7, showing offsets
716-1 through 716-m.

6621} FIG. 7B depicts one example of redundancy stripes for based on entries in ong
embodiment of an erase block virtualization data structore.

3622} FIG. 7C depicts one embodiment in which cach chunk of a redundancy stripe

is a single data block.

6623} FIG. 7D is another example of redundancy coding stripes.
106624} FIG. 8 1 a flowchart of ong embodiment of a process of recovering lost data

for an ELBA using chunks in a redundancy stripe.
[3625] FIG. 9 illustrates a schematic diagram of an example computer system.

6626} In accordance with common practice the various features illustrated in the
drawings mayv not be drawn to scale. Accordingly, the dimensions of the vanous features
may be arbitrarily expanded or reduced for clanity. In addition, some of the drawings may
not depict all of the components of a given system, method or device. Finally, like reference

numerals may be used to denote like features throughout the specification and figures.
DETAILED DESCRIPTION

16627} The present technology pertains to operating non-volatile memory systems.
Technology disclosed herein cfficiently uses memory available in non-volatile storage

devices in a non-volatile memory system.

[6628] In some embodiments, a host {or alternatively “main controller” that may be
external to non-volatile storage devices within a system) has data collection logic configured
to collect enough data {(e.g., random writes) to fill an entive chunk of a redundancy coding
stripe. The host may further have command logic configured to issue a command to write the

entire chunk together in a selected non-volatile storage device. For example, the entire chunk
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might be written in the same erase block. The sclected non-volatile storage device may
return an internal address at which the entire chunk was written. The host may store a stripe
map that identifics the internal addresses at which ecach chunk of the redundancy coding

stripe was stored.

6029} Herein, a “physical address™ 18 a hardware address (which is typically within a
non-volatile storage device}. Thus, a physical address is an address of a physical location.
The term “logical address,” as used herein, is a pointer to a physical address. Herein, an
“mternal logical address” 1s a logical address in an address space ot a non-volatile storage
device that stores data associated with the logical address. The term “external logical
address,” as used herein, is a logical address in an address space external to a non-volatile
storage device that stores the data associated with the external logical address. As one
example, the external logical address could be an address in an address space of a host that
requests that data associated with the external logical address be stored in the non-volatile
storage device. Herein, an “internal address” is an address in an address space of a non-
volatile storage device. Two cxamples of internal addresses are intemal logical addresses and

physical addresses.

16834 Herein, “random writes” refors to a sequence of writes that do not have
sequential addresses. For example, a host may issue a sequence of wriie commands in which
the logical addresses are scattered. A sequence of random writes may thus comprise random
external logical addresses. In contrast, “sequential writes,” as the term is used herem, refers
to a sequence of writes that do have sequential addresses. For example, a host may issue a

sequence of write commands in which the logical addresses are ordered sequentially,

{6631} In some embodiments, non-volatile storage may be used to store data using
redundant data-based protection schemes, sometimes called redundancy coding.  One
example of redundancy coding is commonly referred to as RAID (redundant amay of
independent disksy. Numerous types or levels of redundancy coding and RAID are well
known, and the present disclosure dogs not presume to fully describe all types or levels of

Redundancy Coding and RAID.
[6632] In one embodiment, a host (or aliematively “main controller” that may be
external to non-volatile storage devices) has collection logic configured to collect enough

data {¢.g , random writes) to fill an entire chunk of a redundancy coding stripc. The host may



10

20

N
(4

30

WO 2019/070432 PCT/US2018/052376

further have command logic configured fo issue a command to write the entire chunk in a
selected non-volatile storage device. The selected non-volatile storage device may return an
mternal address at which the entire chunk was writien. In one embodiment, the entire chunk
is written to a physically contiguous region of memory cells. For example, the physically
contiguous region could be all or a portion of an erase block. The internal address is not
necessarily a physical address.  In one embodiment, this mternal address will, however,
remain fixed in the cvent that the non-volatile storage device were to move the chunk to
another physical location. Herein, an intemal address that will remain fixed even if the non-
volatile storage device were to move the data to another physical location is referred to as a
“fixed mtemal address.” Thus, if the host s to later send a request to the storage device for
data stored at the fixed internal address, the storage device will return the data even if the data
was physically move to a different physical address. In one embodiment, the fixed internal

address is an internal logical address.

[6633] The host {or altematively main controlier) may repeat the collection of data
for other chunks of the redundancy coding stripe, and issue writes to other non-volatile
storage devices. The host may thus obtain an internal address of a where each chunk was
written i each of the non-volatile storage devices. The host may also compute a redundancy
code for the redundancy coding stripe.  An example of the redundancy code is one or more
parity chunks based on the chunks written to the non-volatile storage devices. The host may
forward a write command to write a chunk of the redundancy code m a selected non-volatile
storage device. The selected non-volatile storage device may retum an mmternal address of
wherein the chunk of redundancy code was written. In one embodiment, the entire chunk is
written to a physically contiguous region of memory cells. For example, the physically
contiguous region could be all or a portion of an erase block. If the redundancy code has

more than one chunk, the host may repeat this for other chunks of the redundancy code.

3034} The non-volatile storage svstem may further have redundancy coding logic
configared to compose a redundancy coding stripe from the chunk of data on each of the non-
volatile storage devices, as well as the chunk of redundancy code in the one or more non-
volatile storage devices. In one embodiment, the host {or alternatively “main controller”™)
stores a redundancy siripe map that includes each of the internal addresses that the non-

volatile storage devices provided in response to the requests to write the chunks. In one
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embodiment, the redundancy stripe map mayv identify an crase block of each of the non-

volatile storage devices.

[6835] Note that a non-volatile storage device could move its chunk of the
redundancy coding stripe to a different physical region on its own volition {without notifying
the host or main controller). For example, the non-volatile storage device could perform
wear-leveling, in which all of the data containing in a block containing the chunk is written fo
another region {c.g., block). The non-volatile storage device may maintain a mapping
between an “imternal logical address”™ of blocks and a “physical address™ of blocks. When the
data 13 moved from one block to another, the physical address is updated, but the internal
logical address remains the same, 1o one embodiment. As noted, this is referred to hereinas a
“fixed mitemal address.” The internal address that the non-volatile storage device reports to
the host may be the internal logical address. Thus, note that the host (or main controller) is
able to mamtain a redundancy stripe map that defines each redundancy stripe, even if a non-

volatile storage device were to physically move its chunk in one of the redundancy stripes.

[6636] Some memory systems, comprising muliiple non-volatile storage devices,
employ a log structured type of organization for storing data in non-volatile storage. A log-
structured organization may convert write data from a host that have “temporal locality™ {ie.,
are performed close together 1n time) to a lavout that has “spatial locality” on the non-volatile
storage, even though the data may not be spatially local in the host address space. For
oxample, random writes from the host may be written to the non-volatile storage sequentially
in terms of physical location. Soch a log structured type of organization may increase the

performance of the non-volatile storage. For example, write amplification may be reduced.

{6637} One possible way to implement a log structured organization in a system with
ouidtiple non-volatile storage devices is for logic exiemal to the nov-volatile storage device
within the svstem {e.z., solid state drive) to maintain a table that maps from one address
space {e.g.,

virtual address space) to another address space {eg

=l

external fogical address
space). As an example, random writes in the virtual address space that occur at about the
some point in time may be mapped to a sequence in the external logical address space. For
the sake of discussion, the addresses will be referred to as “block addresses.” Thus, the table

may map virtual block addresses (VBAs) in the virtual address space to external logical block
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addresses (extemal LBAs) in the external logical address space. Such a mapping table may

be referred to herein as a “wnie-sertalization” mapping table.

{0838} One or more write commands may be sent to the non-volatile storage to write
data at the sequence of external LBAs. Some non-volatile storage devices may map between
the external LBA to an intemal address, which may define a physical location in the non-
volatile storage device. For example, the non-volatile storage device may have a data
structure {c.g., logical to physical translation table) that maps external LBAs to physical
block addresses (PBAs) in the non-volatile storage device. Note that some non-volatie
storage devices may have an additional “internal logical address™ (internal LBA) between the
external LBA and the PBA. Thus, some non-volatile storage devices mav map from an

extenal LBA 1o an internal LBA, and also map from the intemal LBA to a PBA.

13639} However, 1n the system environment with multiple storage devices providing a
large aggregate storage capacity, such a log structured type of organization may require a
large crash-safc mapping table to map from the vutual address space to the external logical
address space. For example, a large crash-safe mapping table may be needed to map from
VBAs to external LBAs. Stonng such a table 1n the non-volatile storage memory cells of the
non-volatile storage device may negatively impact performance of the non-volatile storage
device. Une possible option is to store the mapping table in dynamic RAM (DRAM).
However, given the size of the table, the cost of the DRAM could be considerable. For
cxample, the table might need five bytes per 4k page of storage. For example, for 1PB of

storage the table may require >1TB of DRAM.

160448 Additionally, the VBA to external LBA mapping may require garbage

collection and/or data compaction. However, garbage collection may be resource intensive.

For example, garbage collection can consume muitiple CPU cores and many GBs of memory.
Data compaction performs data movements via reading and then writing data blocks, hence
all write amplification becomes fully visible on the data bus. Finally, panty computation
additionally puts significant load on multiple CPU cores, memory bandwidth and CPU
caches (via trashing them). Especially the memory bandwidth overhead s significant,

because usually 1t is the most scarce system resource for storage applications.

G041} Embodiments disclosed hercin leverage internal capabilitics of non-volatile

storage devices to implement efficient logic structunng in a storage system environment. In
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one embodiment, logical to phyvsical mapping tables in non-volatile storage devices are
exploited to offlcad a host-based or storage system controller-based wnite-sertalization
mapping table. This significantly reduces the large memory requirement at the system/host
level. By leveraging storage device-supported optimizations, the host software or the storage
5 system controller could be simpler and more resources can be freed to perform compute
tasks, providing significantly more performance at less cost. The entire system: becomes
more scalable, as the performance of write serialization mapping could be scaled linearly

with the number of storage dovices.

[0042] Certain embodiments of the invention can provide advantages in NVMe Gver
10 Fabric {(NVMeOF) storage platforms {gg., NVMcOF Intelligent Platform), because
NYMeOF allows building of highly cfficient NVMeOF controllers, which can perform tens
of mullions IOPS m silicone. In this context, a storage controiler, however, cannot perform
RAID-related tasks without significant loss of efficiency, hence becoming a single
bottleneck.  Offloading redundancy tasks to the storage devices would allow adding
15 RAlD/erasure coding functionality into NVMeOF storage platforms without significant loss
of performance scalability. As result, it would be possible to build highly efficient NVMeOF
storage platforms, which can withstand, for instance, two drive failares with just 10% storage
overhead {(20-+2 RAID), while having performance of 10M IOPS or more on small blocks
random writes with very limited cost increment, as compared to direct attached storage

20 (DAS) storage devices of the same aggregate capacity and performance.

[6043] In one embodiment a non-volatile storage device has mapping logic
configured to map extermnal LBAs in write requests that are received sequentially in time fo
sequential addresses i an intemal address space of the non-volatile storage device. The
mapping logic may be configured to store the mapping in the non-transitory storage. As ong
25  example, the mapping logic could store a logical to physical translation table n non-
transitory storage. In one embodument, mapping logic of a given non-volatile storage device
is configured to map random external logical addresses in write requests that are received
sequentially in time at the given non-volatile storage device to physically contiguous
locations in the given non-volatile storage device. In one cmbodiment, mapping logic of a
30 g@ven non-~volatile storage device is contigured to map random external logical addresses in
wrtte requests that are received sequentially in time at the given non-volatile storage device to

sequential internal addeesses of the given non-volatile storage device,
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3644} FIG. 1A is a block diagram illustrating a distributed system 102 that includes
an implementation of a non-volatile memory system 100, coupled over a network 101 to a
host system 115 (sometimes called host computer svstem, host device, or host} in accordance
with some crbodiments. Note that there may be more than one host system 115 connected
to the non-volatile memory system 100, Noun-volatile memory system 100 includes non-
volatile storage devices 120-1 to 120-m {also sometimes called an information storage

device, or a data storage device, or a memory device).

06645} In some embodiments, storage devices 120 mnclude any number (1.e., one or
more) of memory devices including, without himitation, persistent memory or non-volatile
semiconductor memory devices, such as flash memory device{s). For example, flash
memary device(s) can be configured for enterprise storage suitable for applications such as
cloud computing, for database applications, primary and/or secondary storage, or for caching
data stored (or to be stored} i secondary storage, such as hard disk drives. Additionally
and/or alternatively, flash memory device{(s} can also be configured for relatively smaller-
scale applications such as personal flash drives or hard-disk replacements for personal,

laptop, and tablet computers.

0844} Storage devices 120 include a memory structure 126, In one embodiment, the
memory structure 126 contams flash memory cells {¢.g., NAND or NOR). However, the
memory structure 126 1s not imited to flash memory cells.  Other examples for memory
structure 126 include resistive random access memory {("ReRAM™), ferroelectric random

access memory {("FRAM™), and magnetoresistive random access memory {(“MRAM™}.

16647} The memory structure 126 can be two-dimensional (2D} or three-dimensional
(3D} The memory structure may comprise one or more arrays of memory cells. The
memory struciure may comprise a monolithic 3D memory strocture in which multple
memory levels are formed above (and not in) a single substrate, such as a wafer, with no
intervening substrates. The memory structure 126 may comprise any type of non-volatile
memory that is monolithically formed 10 one or more physical levels of arrays of memory
cells having an active arca disposed above a silicon substrate. The memory structure may be
in a non-volatile memory device having circuitry associated with the operation of the

memory cells, whether the associated circuttry is above or within the substrate.
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16048} In FIG. 1A, bost system 115 is coupled to a main storage controller 130 of
non-volatile storage system 100 through network 101, However, in some embodiments host
system 115 includes a storage controller, or a portion of main storage controller 130, as a
component and/or as a subsystem. For example, in some embodiments, some or all of the
functionality of storage controller 130 1s implemented by software or hardware within host
system 115, Within the illustrative non-volatile memory system 100, a main controller 130 s
coupled to network 101 and to one or more storage devices 120 through connections 135,
Main controller 130 is a controller for controlling access to storage devices 120 and hi-
directional processing of read and write commands and associated data between networked
host systemm 115 and storage devices 120, such as solid state disk drives (85Ds). The
coniroller 130 may be a non-volatile memory express {(NVMe) controller, a Redundancy
Coding controller (¢ g, a redundant array of independent disks (RAID) controller), or another
type of CPU or processor for controlling access to non-volatile storage devices. In some
embodiments, however, controller 130 and storage devices 120 are included in the same
device {(ie. an integrated device) as components thereof  Furthermore, in some
embodiments, storage devices 120 are embedded in a host device {(e.g.. computer system
115), such as a mobile device, tablet, other computer or computer controlled device, and the

methods described herein are performed, at least in part, by the embedded storage controller.

G049} In FIG. 1A, the main controller 130 includes a redundancy coding module
136. However, redundancy coding module 136 could be located in one of the storage devices
120 or host 115, The redundancy coding module 136 may be configured to compose
redundancy coding stripes.  In one cmbodiment, each of the wdundancy coding stripes is
formed from a chunk of data on cach of the non-volatile storage devices 120. In one
embodiment, each of the redundancy codimg stripes 1s formed based on internal addresses at
which the non-volatile storage devices 120 reported chunks of the stripes were stored. For
cxample, the main controller 130 or host 1135 could store a redundancy stripe map that
containg, for each redundancy coding stripe, the internal addresses at which each chunk of a
redundancy coding stripe was stored.

6650} Host computer svstem 115 may be any suitable computer device, such as a
computer, a laptop computer, a tablet device, a netbook, an internet kiosk, a personal digital
assistant, a mobile phone, a smart phone, a gaming device, a computer server, or any other

computing device. In some embodiments, host system 115 is a server system, such as a

10
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server system i a data center. In some embodunents, a host svstem 115 includes one or
more processors, one or more types of memory, a display and/or other user interface
components such as a keyboard, a touch-screen display, a mouse, a track-pad, a digital
camera, and/or any number of supplemerntal /0 devices o add functionality to host computer
5  systern 115, In some embodiments, host computer system 115 does not have a display and

other user interface components.

16051} The storage devices 120 cach mclude a memory structure 126 and an address
mapping module 150, The address mapping modale 150 may be configured to translate (or
map) an address from an address space of the host 115 or an address space mamtained by the
10 main controller 130 at the system level (an external address space, as it is external to the
storage device) to an internal address space of the storage device 120, The address mapping
module mayv also be configured to store the mapping in non-transitory storage. In one
embodiment, the non-transitory storage 1s BRAM.  As one example, the address mapping
module 150 could inclode an external logical address to physical address translation table,
15 which may map from an cxtemal logical address provided by the main controller 130 10 a
physical address of the storage device 120, In one embodiment, the mapping module 150
maps from an external logical address to an mtemal logical address, as well as from the
internal logical address to a physical address. Thus, the external logical address may be
mapped to the physical address, via the internal logical address.  In one embodiment, the
20 mam controller 130 {ranslates an address space used by the host 115 (virtual block addresses)
to the external logical address space the controller 130 provides to the mdividual storage
devices 120, In certain embodiments where the host communicates with the storage devices
120 without a main controller, the translation of virtual block address to extemal logical

address can be performed by the host.

25 j00s2] FIG. 1B depicts another example system 104 in which embodiments may be
practiced. In FIG. 1B, host system 113 is in communication with the storage devices 120
thorough network{s} 101 and connections 135, Network 101 and connections 135 are
sometimes called data connections, but typically convey commands in addition to data, and
optionallv convev metadata, crror correction information and/or other information n addition

30 to data values to be stored in storage devices 120 and data values read from storage devices
120. In FIG. 1B, the host system 115 inchudes a redundancy coding module 136. However,

redundancy coding module 136 could be located 1n one of the storage devices 120.

11
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16053} FIG. 2A 15 a block diagram of an example storage device 120 in which
embodiments may be practiced. The storage device 120 may include one or more memory
die 108. The memory dic 108 includes a memory stracture 126 of memory cells, such as an
array of memory cells, control circuitry 110, and read/write circuits 128, The memory
structure 126 1s addressable by word lines via a row decoder 124 and by bit lines via a
column decoder 132, The read/write circuits 128 include multiple sense blocks 51, 52, . 33
{sensing circuitry}y and allow a page of memory cells to be read or programmed i parallel.
Tvpically a controlier 122 is included in the same memory systern 100 {e.g, a removable
storage card) as the one or more memory die 108, The controller may be separate from the
memory dic. Commands and data are transferred between the controller and the one or more

memory dic 198 via lines 113,

[B054] The memory structure can be 2D or 3D, The memory structure mav comprise
one or more array of memory cells inchuding a 3D amay.  The memory struchire may
comprise a monolithic 31 memory stracture in which multiple memory levels are formed
above {and not in) a single substirate, such as a wafer, with no intervening substrates. The
memory structure may comprise any type of non-volatile memory that is monolithically
formed in onc or more physical levels of arrays of memory cells having an active area
disposed above a silicon substrate. The memory structure mayv be in a non-volatile memory
device having circuitry assoctated with the operation of the memory cells, whether the

associated circuitry is above or within the substrate.

[6055] The control circuitry 110 cooperates with the read/write circuits 128 to
perform memory operations on the memory structure 126, and includes a state machine 112,
an on-chip address decoder 114 and a power control module 116, The state machine 112
provides chip-level control of memory operations. A storage region 113 may be provided,
¢.g., for operational parameters and softwarc/code. In one embodiment, the state machine is
programmable by the software. In other embodiments, the state machine does not use

software and is completely implemented in hardware (e.g., electrical circuits).

6656} The on-chip address decoder 114 provides an address interface between that
used by the host or a memory controller to the hardware address used by the decoders 124
and 132, The power control module 116 controls the power and voltages supplied to word

lines, select gate hines, bit lines and scurce lines during embodiments of memory operations.
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It can include drivers for word lines, SGS and SGD transistors and source lines. The sense

blocks can mnclude bit line drivers, in one approach.

{6057} In some unplementations, some of the components can be combined. In

various designs, one or more of the components {(alone or in combmation}, other than

(]

memory structure 126, can be thought of as at least one control circuit which 1s configured to
perform the techniques deseribed herein meluding the steps of the processes described herein.
For example, a control circuit may mnelude anv one of, or a combination of, control circuitry
110, state machine 112, decoders 114 and 132, power control module 116, sense biocks 31,
52, ..., 53, read/write circuoits 128, controller 122, and so forth. The control circuit may also

10 be referred to as a managing circuit,

[B058] The off-chip controller 122 (which in one embodiment is an electrical civeuit)
may comprise a processor 122¢) storage devices (memory) such as ROM 1223 and RAM
122b. In some cmbodiments, the RAM 122b is used to store onc or more address mapping
data structures {such as, but not limited to, an address mapping table). In general, an address
15 mapping data structure maps between two addresses.  In one embodiment, an address
mapping data structure maps between an external logical address and an internal logical
address. In one embodiment, an address mapping structure maps between an nternal logical
address and a physical address. Examples of address mapping data structures include, but are

not limited to, address translation tables, B-trees, and log-structured merge trecs.

20 [0039) In some embodiments, storage device area 126a is used to persist a copy of an
address mapping data structure. Note that the persisted copy could be an address mapping
data structure from this storage device 120 or another storage device 120. Thus, the persisted
copy could be used in that event that another storage device 120 could not access its copy of

its address mapping data structure in, for example, tts RAM 122b (or another location).

25 |00608] A memory interface 122d mayv also be provided. The memory interface, in
communication with ROM. RAM and processor, is an electrical circuit that provides an
clectrical interface between controller and memory die. For example, the memory interface
can change the tormat or timing of signals, provide a bufter, isolate from surges, latch /O
and so forth. The processor can issue commands to the control circuitry 110 {or any other

30 component of the memory die) via the memory mterface 1224
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16061} The storage device comprises code such as a set of instructions, and the
processor is operable to execuie the set of instructions to provide the functionality described
herein.  Alternatively or additionally, the processor can access code from a storage device
126a of the memory structure, such as a reserved area of memory cells 1n one or more word

lines.

[6062] For example, code can be used by the controller to access the memory
structure such as for programming, read and crase operations. The code can mclude boot
code and control code (e.g., a set of instructions}). The boot code is software that imtializes
the controller during a booting or startup process and enables the controlier to access the
memory structure. The code can be used by the controller to control one or more memory
structures. Upon being powered up, the processor 122¢ fetches the boot code from the ROM
122a or storage device arca 126a for execution, and the boot code mitializes the svstem
components and loads the control code nto the RAM 122b. Once the control code 1s loaded
into the RAM, it ts executed by the processor. The control code includes drivers to perform
basic tasks such as controlling and allocating memory, prioritizing the processing of

mstructions, and controlling mput and output ports.

106863} Generally, the control code can include instructions to perform the functiong
described herein including the steps of the flowcharts discussed further below, and provide
the voltage waveforms including those discussed further below. A control circuit can be

configured to exccute the instructions to perform the functions described hersin.

16064} The memory celis can be formed from passive and/or active elements, in any
combinations. By way of non-himiting example, passive semiconductor memory clements
mnclude ReRAM device elements, which in some embodiments include a resistivity switching
storage cloment, such as an anti-fuse or phase change material, and optionally a steering
clement, such as a diode or transistor. Further by way of non-hmiting example, active
semiconductor memory clements inclede EEPROM and flash memory device elements,
which in some embodiments include elements containing a charge storage region, such as a

floating gate, conductive nanoparticles, or a charge storage diclectric matenal.

186065} Multiple memory elements may be configured so that they are connected in
series or so that cach clement is individually accessible. By way of non-limiting example,

flash memorv devices in a NAND configuration (NAND memory) typically contain memory
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clements connected in scries. A NAND siring 15 an example of a sct of serics-connected

transistors comprising memory cells and SG transistors.

10864} A NAND memory array may be configured so that the array is composed of

multiple strings of memory 1n which a string 18 composed of multiple memory clements

(]

sharing a single bit line and accessed as a group. Aliernatively, memory clements may be
configured so that cach element is individually accessible, eg., a NOR memory array.
NAND and NOR memory configurations are examples, and memory clements may be

otherwise configured.

16867} Associated circuitry is typically required for operation of the memory
10 clements and for comnunication with the memory clements. As non-limiting cxamples,
memory devices may have circuitry used for controlling and driving memory clements to
accomplish functions such as programming and reading. This assoctated circuitry may be on
the same substrate as the memory elements and/or on a separate substrate. For example, a
controller for memory read~write operations mayv be located on a separate controlier chip

15 and/or on the same subsirate as the memory elements.

G063} FIG. 2B is a block diagram of the example storage device 120, depicting
additional details of the controller 122, In one embodiment, the controller 122 1s a flash
controller. As used herein, a memory controller is a device that manages data stored in
memory. A memory controller may communicate with a host, such as a computer or
20 electronic device. Note that in the context of the various embodiments described herein, the
“host” 1n the description of FIG. 2B may refer to a controller of a storage svstem, such as the
main controller 130 shown in FIG. 1A, However, there may be an intermediary between the
memory controller and host. A memory controller can have various functionality in addition
to the specific functionality described herein. For example, the memory controller can format
25 the memory to ensure the memory is operating properly, map out bad memory cells, and
allocate spare memory cells to be substituted for future failed cells. Some part of the spare
cells can be used to hold firmware to operate the memory controller and implement other
features. In operation, when a host needs to read data from or write data to the memory, it
will communicate with the memory controller. If the host provides a logical address to which
30 data 13 to be read/written, the memory controller can convert the logical address meeived

from the host to a physical address in the memory. (Alternatively, the host can provide the
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physical address).  The flash memory controlicr can also perforn various memory
management functions, such as, but not hmuted to, wear leveling {(distributing writes to avoid
wearing out specific blocks of memory that would otherwise be repeatedly written to) and
garbage collection {after a block is full, moving only the valid pages of data to a new block,

5 sothe full block can be erased and reused).

[6069] The mterface between the controller 122 and non-volatile memory dic 108
mayv be any suttable interface. In one embodiment, memory system 100 may be a card based
system, such as a secure digital (SD) or a micro secure digital {(micro-SD) card. In an
alternate embodiment, the memory system may be part of an embedded memory system. For
10 example, the memory may be embedded within the host, such as in the form of a solid state

disk (88D) drive installed in a personal computer.

13670} In some embodiments, the storage device 120 includes a single channel
between the controller 122 and the non-volatile memory die 108, the subject matter deseribed

herein is not limited to having a single memory channel.

15 (6071 The controller 122 includes a front end module 208 that interfaces with a host,
a back end module 210 that interfaces with the one or more non-volatile memory die 108, and

various other modules that perform functions which will now be described in detail.

[6672] The components of the controller may take the form of a packaged functional
hardware unit {¢.g., an electrical cirouit) designed for use with other components, a portion of
20 a program code {c.g., software or tfimware) executable by a processor, ¢.g., microprocessor,
or processing cireuitry that usually performs a particular function of related functions, or a
self~contained hardware or software component that interfaces with a larger system, for
cxample. For example, cach module may include an Application Specific Integrated Circuit
{ASIC), a Field Programmable Gate Array (FPGA), a circuit, a digital ogic circuit, an analog
25 circutt, a combination of discrete circuits, gates, or any other type of hardwarg or
combination thereof. Altematively or in addition, each module may include software stored
in a processor readable device (¢.g., memory) to program a processor for the controller to
perform the functions described herein. The architecture depicted in FIG. 2B 15 one example
mnplementation that may {or may not} use the components of the controller 122 depicted in

30 FIG 2A {e.g.. RAM, ROM, processor, interface).
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16073} The controller 122 may include recondition circuitry 212, which is used for
reconditioning memory cells or blocks of memory.  The reconditioning may include
refreshing data in its current location or reprogramming data into a new word line or block as

part of performing erratic word line maintenance, as described helow.

3874} Referning again to modules of the controlier 122, a buffer manager/bus
controlier 214 manages buffers in random access memory {(RAM) 216 and controls the
mternal bus arbitration of Controller 122, The RAM may include DRAM and/or SRAM.
DRAM or Dynamic Random Access Memory 1s a type of semiconductor memory in which
the memory 13 stored in the form of 8 charge. Each memory cell in a DRAM 1s made of a
transistor and a capacitor. The data s stored in the capacitor. Capacitors loose charge due to
leakage and hence DRAMSs arc volatile devices. To keep the data in the memory, the device
must be regularly refreshed.  In contrast, SRAM or Static Random Access Memory will

retain a value as long as power 1s supphied.

16075} A read only memory (ROM) 218 stores system boot code.  Although
ithustrated 1 FIG. 2B as bemg located separately from the controller, in other embodiments,
one or both of the RAM 216 and ROM 218 may be located within the controller. I vet other
cmbodiments, portions of RAM and ROM may be located both within the controlier 122 and
outside the controller. Further, in some implementations, the controller 122, RAM 216, and

ROM 218 may be located on separate semiconductor dic.

16076} Front end module 208 includes a host imierface 220 and a physical layer
interface (PHY) 222 that provide the clectrical interface with the host or next level storage
controller. Note that the host iterface 220 is used to communicate with main controller 130,
in ong embodiment. The choice of the type of host interface 220 can depend on the type of
memory being used. Examples of host interfaces 220 include, but are not lunited to, SATA,
SATA Express, SAS, Fibre Channel, USB, PCle, and NVMe. The host interface 220

typically factitates transfer for data, control signals, and timing signals.

{6677} Back end module 210 mncludes an error correction controller (ECC) engine
224 that encodes the data bvtes received from the host, and decodes and error corrects the
data bytes read from the non-volatile memory. The HCC engine 224 has one or more
decoders 244 and one or more cncoders 256, In one embodiment, the ECC engine 224

comprises a low-density parity check (LDPC) decoder. In one emabodiment, the decoders 244
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include a hard decoder and a soft decoder. An cuiput of one or more decoders 244 may be

provided to the host.

[GO7E] A command sequencer 226 generates command sequences, such as program
and erase command scquences, 1o be fransmitted to non-volatile memory die 108. A RAID
(Redundant Array of Independent Dies) module 228 manages generation of RAID parnity and
recovery of failed data. The RAID parity may be used as an additional level of integrity
protection for the data being written into the memory system 100, In some cases, the RAID
module 228 may be a part of the HCC engime 224. Note that the RAID parity may be added
as an extra die or dies as implied by the common name, but it may alsc be added within the
existing die, €.g. as an extra plane, or extra block, or extra word lines within a block. A
memory interface 230 provides the command sequences to non-volatile memory die 108 and
receives status information from the non-volatile memory dic. A control layer 232 controls

the overall operation of back end module 210.

[6679] Adduiional components of storage device 120 include media management
laver 238, which performs wear leveling of memory cells of non-volatile memory die 108,
The memory system also includes other discrete components 240, such as external electrical
interfaces, external RAM, resistors, capacitors, or other components that may mterface with
Controller 122, In altemnative embodiments, one or more of the physical laver mterface 222,
RAID module 228, media management layer 238 and buffer management/bus controller 214

are optional components that are not necessary in the Controller 122,

[6086] The Media Management Layer (MML) 238 may be integrated as part of the
management that may handle errors and interfacing with the host, or the main controller 130.
In one embodiment, MML 238 1s a Flash Translation Layer (FTL), and corresponds to the
address mapping module 150-1 to 150-m depicted in the carlier figures. MML may be a
module i flash management and may be responsible for the miemals of NAND
management. In particular, the MML 238 may inchude an algorithm in the memory device
firmyware which translates writes from the host into writes to the memory structure 126, ¢.g.,
flash memory, of dic 108, The MML 238 may be needed because: 1) the flash memory may
have limited endurance; 2) the flash memory may only be writien in multiples of pages;
and/or 3} the flash memory may not be written unless it is erased as a block. The MML 238

understands these potential Lmutations of the flash memory which may not be visible to the
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host. Accordinglv, the MMIL 238 attempts to translate the writes from host into writes into
the flash memory. Ermatic bits may be identified and recorded using the MML 238, This
recording of erratic bits can be used for evaluating the health of blocks and/or word hines (the
memary cells on the word lines). The MML 238, which corresponds to the address mapping
module 150 of FIG. 1A, in onc embodiment is configured to map between an external
address in commands received via host interface 220 to an internal address used by the device
126, The MML 238 is configured to store one or more address mapping structure in non-
transitory storage. in one embodiment. Examples of non-transitory storage include, but are
not hmited to, RAM 216, ROM 218, and non-volatile memory cells in the non-volatile

memory dic 108,

[G081] The controller 122 may interface with one or more memory dics 108, In one
embodiment, the controller and muluple memory dies {(together comprising the memory
system 100} implement a solid state drive (88D}, which can emulate, replace or be used
instead of a hard disk drive inside a host, as a network-attached storage (NAS) device, and so

forth. Additionally, the S8D need not be made to work as a hard drive.

[0082] FIG, 2C depicts an exemplary stracture of memory cell array 126, In one
cmbodiment, the array of memory celis is divided into M blocks of memory cells. The block
is the unit of erase. That is, each block contains the minimum number of memory cells that
are erased together. Each block is tyvpically divided into a number of pages. A page is a unit
of programming. Une or more pages of dafa are typically stored in one row of memory cells.
A page can store ong or more sectors. A sector mcludes vser data and overbead data.
Overhead data typically includes parity bits of an Error Correction Code (ECC) that have
been calculated from the user data of the sector. A portion of the controller calculates the
ECC parity when data is being programmed into the array, and also checks it when data is
being read from the array. Alternatively, the ECCs and/or other overhead data are stored in
different pages, or even different blocks, than the user data to which they pertam. Note that
the term “erase block™ is used herein to refers to the minimum number of memory cells that
are erased together. Thus, the blocks in FIG. 2C are one embodiment of erase blocks. An
crase block may countain “data blocks.” In some embodiments, a data block 1s formed by onc
or more pages. A data block may comprise a contiguous group of memory cells.

[0801] FIG. 2C also shows more details of block 1 of memory array 126, Block 1 includes

X+1 bit lines and X+1 NAND strings. Block 1 also includes 64 data word lines (WLO-WL63),
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2 dummy word lines (WL _d0 and WL _d1), a drain side sclect hine (SGD) and a source side
select line (8G5). One terminal of cach NAND string is connected to a corresponding bit line
via a drain select gate (connected to select line 5GD), and another terminal 1s connected to
the source line via a source select gate {connected to select line SGS). Because there are
sixty four data word lines and two dummy word lines, each NAND string includes sixty four
data memory cells and two dummy memory cells. In other embodiments, the NAND strings
can have more or fewer than 64 data memory cclls and more or fewer dummy memory cells.
Data memory cells can store user or system data. Dummy memory cells are tvpically not
used to store user or system data. Some embodiments do not include dummy memory cells,

{6002} FIG. 3 1s a block diagram illustrating an implementation of a main controller 130, in
accordance with some embodiments. In some embodiments, main controller 130 includes
one or more processors 300, somenimes called CPUs, or hardware processors, or
microcontrollers; host interface 302 for coupling main controller 130 to one or more host
systems 115 (FIG. 1A or 1B}); bus interface 304 for coupling main controlier to one or more
communication busses {¢.g., connections 135, FIG. 1A or 1B); memory 306 (sometimes
herein called controller memoryy;, and one or more communication buses 308 for
mterconnecting these components. Commumication buses 308 optionally nclude circuitry
(sometimes called a chipset) that interconnects and controls communications between system

components.

16083} Main controller 130 gencrally facilitates getting data into and out of non-
volatile memory m storage devices 120, Main controller 130 exchanges data over network
101 with host systems 115 via host interface 302. In some embodiments, main controlier 130
may include a Redundancy Coding controller {e.g.. a RAID controllery for storing and
accessing data in an array of storage devices {e.g., storage devices 120}, The one or more
processors 300 execute modules, programs and/or instructions stored in mcemory 306 and
thereby perform processing operations. In some embodiments, the one or more processors
300 are coupled to storage devices 120 by communication buses 308. In other embodiments
the coupling is indirect through, for example, bus interface 304, such as a PCI Express-based
bus mterface (e.g., NVMe). Other bus interfaces, including a SATA or SAS bus nterface

may also be used.

{6084} Memory 306 includes high-speed random access memory, such as DRAM,

SRAM, DDR RAM or other random access solid state memory devices, and may include
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non-volatile memorv, such as one or more magnetic disk storage devices, optical disk storage
devices, flash memory devices, or other non-volatile solid state storage devices. Memgory 306
optionally includes one or more storage devices remotely located from processor(s) 300.
Memory 306, or altemately the non-volatile memory device(s) within memory 306,
comprises a non-transitory computer readable storage medium.  In some cmbodiments,
memory 306, or the computer readable storage medim of memory 306 stores the following
programs, modules, and data structures, or a subset or superset thereof: communications
module 310, one or more host command queues 330; translation tables 340; RDMA engines
350; RBMA mcoming queue 360 and RDMA outgoing queue 370; and/or SSD buffer status
information table or data structure 380, Some of these engines/modules can be implemented

in hardware circuitry and/or a combination of firmware/software and hardware circuitry.

3085} Communications module 310 may be used for communicating with other
components, such as storage devices 120, and host computer systems 115, Bus control
module 315 may be used for executing bus protocols and transferring data over busses

hetween components.

0086} Host command processing modale 320 may receive read and write commands
from host gystern 113, allocate storage buffers in storage devices, and translaie the host
commands nto storage device commands to facilitate remote DMA transfers of data
corresponding to the read and write commands between host bufters on host systems 115 and
storage buffers on associated storage devices 120, To facilitate the translation of host
commands, host command processing module 320 may include a host command to S5D
command translation module 324, which converts host write and read commands into
commands suitable for execution by storage device 120, and optionally facilitates virtualizing
addresses embedded in the host commands. Host command processing module 3206 may
further include a host command execution module 328 that facilitates cxecuting received host
commands, for example by setling up and executing remote DMA data transfers, and sending

translated storage device commands to respective storage devices 120 for execution.

{6687} The one or more host command queucs 330 may be used fo track commands

recetved from host 1135 and their associated translated commands,
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3688} Translation tables 340 may be used in some ombodiments to translate
addresses or name spaces in the received host commands into storage device identifiers or

storage device addresses.

{3089} RDMA engines 350 mayv be used in some embodiments to transfer data
between a host buffer and one or more allocated storage butters associated with one or more
storage devices 120, The RDMA engines 330 in some combodiments use translated
commands, addresses and/or buffor pointers associated with translated commands to
accomplish remote direct memory access (RDMA) operations; each RDMA engine 350, once
configured with pointers to host and storage device buffers and a counter or other indicator of
the quantity of data to be transferred, transfers data between designated host buffers and

storage butfers independently of the one or maore processors 300.

(3096} RDMA incoming gueue 360 and RDMA outgommg gueue 370 may be used o
facilitate RDMA operations. Host command processing module 320 and RDMA engines 350
may use RDMA incoming queue 350 and RDMA outgoing queue 370 to keep track of read
operations and write operations that bave not vet completed, 0 accordance with some

embodiments.

G831} S8D buffor status information table or data structure 380 may be used to
facihitate the allocation of storage buffers in storage device 120, host command processing
module 320 uses an SSD or storage device status nformation table or data structure 380 to
keep track of which storage buffers bhave been allocated and which are available for

allocation, in accordance with some embodiments.

16692} In some embodiments, memaory 306 of man controlier 130 also inchides one
or more RDMA buffers 382, for temporarily storing data or information being transferred

between a host and an S5 or storage device.

16093} Optionally, memory 306 of main controller 130 further includes redundancy
coding module 136 for determuning the non-volatile storage devices 120 m which to store
data and party wmformation for any given write command or set of wriie commands, for
example when using a particular Redundancy Coding level {e.g., any predefined RAID level
such as RAIDO to RAID6, RAIDIO, RAIDOL, and so on). In some embodiments,
redundancy coding module 136 works in conjunction with a stripe map 352 or stripe function

for determining the particular storage devices in which to store data and party when
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performing anv specified write operation or set of write operations. In some embodiments,
main controller 130, when sending a panty generation command to a particular storage
device 120, to generate parity data for specified data, also provides to that storage device a
stripe map or other data structure so that the storage device knows which other storage device

to forward the specified data to for storage.

[6094] In some embodiments, memory 306 of main controlier 130 further includes a
data recovery module 390, for recovering data when a storage device 120 fails or more
generally when the data m a portion of a siripe cannot be read from the mformation stored in

the storage device 120 storing that portion of the stripe.

[G035] Fach of the above identified clements may be stored in one or more of the
previously mentioned memory devices that together form memory 306, and corresponds to a
set of mstructions and data for performing a function described above. The above identified
modules or programs {i.¢., sets of mstructions) need not be mplemented as separate software
programs, procedures or modules, and thus various subsets of these modules may be
combined or otherwise re-arranged in various embodiments. In some embodiments, memory
306 may store a subset of the modides and data stractures identified above. Furthermore,
memory 306 may store additional modules and data structures not described above. In some
embodiments, the programs, modules, and data structures stored in memory 306, or the
computer readable storage medium of memory 306, provide mstructions for implementing

respective operations in the methods descnbed below with reference to Figures 4, 6, and &,

3696} Although FIG. 3 shows a main controller 130, FIG. 3 15 mtended more as a
funcuional description of the various features which may be present in a main controller, or
non-volatile memory controller, than as a structural schematic of the embodiments described
hercin. In practice, and as recognized by those of ordinary skill in the art, items shown
separately could be combined and some 1tems could be separated. Further, as noted above, in
some embodiments, one or more modules of main controller 130 are implemented by one or

more modules of host computer system 115, or as part of a storage device 120,

{6697} FIG. 4 15 a block diagram of one embodiment of a manager system 400.
Manager system 400 i3, in one embodiment, part of main controller 130 in FIG. 1A
Manager svstem 400 is, in another embodiment, part of host 115 in FIG. 1B. However, the

manager system 400 is not himited to thereto. Manager system 400 includes data collecting
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module 402, conunand module 404, communication interface 406, redundancy coding
module 416, data recovery module 418, drive virtualization logic 408, dnive virtualization

table 410, stripe map 422, and forward map cache 424,

6098} In some embodiments, the manager system 400 may collect data for chunks in
a redundancy coding stripe. Referning briefly to FIG. 3A, a redundancy coding stripe 512 1s
depicted. The redundancy coding stripc 512 contains “m” chunks of data 504{0} through
504(m-1). In onc embodiment, cach chunk 504 1s written to a different non-volatile storage
device 120. One or more of the chunks may contain a redundancy code (e.g., parity chunk
for the stripe). The data for chunk 504(0) is represented by data blocks 506(0} through
506(n-1).

3099} Each data block 506 1s associated with an external logical block address
(ELBA). For example, data block 306{0) is associated with ELBA 0, data block 506(1}) s
assoctated with ELBA 1, and data block 306{(n-1) is associated with ELBA n-1. The ELBAs
for a chunk 504 may be random addresses. As defined hercm, random addresses are not
ordered sequentially. In other words, the data for a given chunk may be random data.
However, the data in a chunk could be sequential mstead of being random. That 1s, the
ELBASs 506 could be ordered sequentially. It is possible that for some chunks 504 the data is
random and for other chunks the data 1s sequential. It is possible that within a chunk 504

some of the data is random and some is sequential.

65106 Referring agamn to FIG. 4, the data collection module 402 may be configured
to collect data for chunks i a redundancy coding stripe. The command module 404 may be
configured to send a command to write a chunk of data of a redvndancy coding stripe in a
selected non-volatile storage device 120, The command may indicate that the entire chunk i
to be writien i a contiguous group of memory cells, such as in an entire crase block or a

contiguous portion of an erase block.

66101 ] In some embodiments, the selected non-volatile storage device 120 returns an
internal address at which the chunk was stored. This mayv be what 15 referred to hercin as a
“fixed internal address.” As discussed above, the fixed internal address may be an address 1o
an address space of the non-volatile storage device 120 (as opposed to, for example, an
ELBA} Moreover, if the manager 400 later sends a request to read a chunk of data at the

fixed internal address, the selected non-volatile storage device 120 will retum the chunk of
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data that it stored when it provided the fixed mternal address, even if the selected non-~volatile
storage device 120 physically moved the data to another location n the selected non-volatile
storage device 120, The communication interface 406 may be configured to receive the fixed
internal address. The manager 400 may save the fixed intemal address in the event that the

manager wishes to obtain or modity the data chunk.

[66102] The redundancy coding module 416 mayv be configured to compose
redundancy coding stripes. The redundancy coding module 416 stores a stripe map 422 in
non-transttory storage, in one embodiment. FIG. 5B depicts an example of one entry Sld ina
stripe map 422. The entry 514 contaims a redundancy stripe identifier 515, which in this case
is “stripe 1.7 The entry 514 contains an internal logical block address (1LBA) 516 for each
chunk of the stripe (Stripe 1. For example, ILBA 516(0) is the internal address for chunk
504¢0) that 1s stored on storage device 120(1). In one embodiment, the TLBA references the

internal erase block of the particular storage device to which the data was written.

66103} The data recovery module 418 may be configured to recover a chunk of data
of a redundancy coding stripe based on other chunks of the redundancy coding stripe. In one
embodiment, the data recovery module 418 accesses a persistent version of a forward map
that is stored i non-volatie storage of a storage device 120 to assist in data recovery.

Further details are discussed below.

[36104] In some embodiments, there 1s a virtual address space that may contain virtual
block addresses (VBAs). A virtual block address has an ELBA and one or more drive bits, in
one embodiment.  In one embodiment, the drve virtualization table (DVT) 410 contains a
mapping from the VBA to one of the storage devices 1200 When a write to a VBA is
reccived, the drive virtualization modale 408 may determine a storage device 120 to which
the write should be sent. The drive virtualization module 408 may create (or update) an entry
in the DVT 410 that links the VBA to a unigue identifier for the storage device 120, Inone
embodiment, the DVT 410 includes an address mapping table that maps from VBA v a
storage device. Note that this unique identifier i1s not necessarily the drive bits in the VBA,
However, one option 18 to simply use the drive bits in the VBA to identify the storage device

120 o be writien.

(681 05] The forward map cache 424 may contain a copy of a portion of the forward

map, which maps VBA to stripe ID (51D}, The forward map, in onc embodiment, is a table
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of SH3 cniries, indexed by VBA and used in error recovery, as will be explained later. For
example, a read at a VBA may return an error, and the VBA triggering the error may then be
ased as an index to look up the SID in the forward map, and thus the stripe containing the
crror can be located. With the stripe located, the error recovery can thus be nitiated, with the
help of the siripe map to be described later. Because the forward map is only needed for

error handling, in one embodiment only a portion of it 18 cached.

66106} In some embodiments, modules 402, 404, 416 and/or 418 may be stored in
non-transitory storage (such as memory 306 in FIG. 3 or storage 910 or working memory 940
in FIG. 9) and may correspond to a set of instructions and data for performing a function
described above. These instructions may be exccuted on a processor {e.g., CPU 300 in FIG.
3 or processor 990 in FIG. 9). The above identified modules or programs (c.g., sets of
nstructions) need not be implemented as separate software programs, procedures or modules,
and thus varions subsets of these modules may be combined or otherwise re-arranged in
various embodiments. In some embodiments, the programs, modules, and data structures
provide instructions for implementing respective operations in the methods described below

with reference to Figures 6 and 8.

[G0167] Some embodiments obviate the need for a large crash-safe write seriabization
table external to the storage devices 120 within a storage system such as storage system 100
wn FIG. 1A, FIG. 5C depicts an example of a conventional system having a large write
serialization table 524 external to the storage devices 120. The large write serialization table
524 could be in a host system or a main controler of a storage system coupled to a host
system, for example. The host/main controller 520 has write scnalization logic 322 that s
contigured to serialize random virtual block addresses (VBAS) into senal external logical
block addresses (LBAs). Mote that VBAs and ELBAs are for writes to be performed in the
storage devices 120, For example, VBAs that are spread randomly across a virtual address
space spanming storage devices 120, but that are for writes that occur sequentially n time,
may be converted to a seqacnce of external LBAs. The sequence of external LBAs may be
sent to the storage devices 120, The write senalization logic 502 stores a mapping from the

VBAs to LBAs in the write senalization table 504.

[06108] Note that the write serialization table 524 may need to be extremely large in a

storage system with many storage devices.  For example, a conventional write serialization
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table 524 may neced five bytes per everv 4 KB stored in the non-volatile storage devices
{assuming 4 KB page sizes). For example, if the non-volatile siorage devices have an
ageregate capacity of 1 petabyte {(PB), the write serialization table 524 may need 1o be over |
terabyte (TB) in size. The cost to store the write scralization table 524 in DRAM in the host

could be extrerely high.

[66109] Embodiments disclosed herem obviate the need to have a write serialization
table 524 external to the storage device 120, Instead, in some embodiments, the mapping
associated with the write serialization 1s off-loaded to the storage devices 120, FIG. 5D s a
block diagram of onc embodiment of a configuration of a host/main controller with a
plurality of non-volatile storage devices 120 that obviates a need for a write serialization table
extemnal to the storage device 120, As shown, the manager 400 is performing the task of
write senialization, where a number of VBAsg (VBA-1, VBA-2, VB3, sic.} for writes to be
performed sequentially in time are being serialized mto a stripe 442, The manager may use a
focal memory buffer (¢.g.. non-volatile memory) to temporarily siore the VBAs to be written
0 the stripe as it is being built. The strpe 442 is to be eventually written into storage devices
120, with mdividual chunks spread across the devices, and respectively at certain external
LBAs of those devices. This task may be performed by the redundancy coding module 416

that was previously shown 1 FIG. 4.

{66116} Rather than maintaining a large mapping of VBAs to external LBAs as shown
in FIG. 5C, the manager 400 adopts a different process to execute and track the senalized
writes. Take the example of VBA-1, VBA-! is fed to a function 440 that extracts the exteraal
LBA to be sent to the storage device for writing the VBA-1. The function to extract the
external LBA from the VBA can be implemented m a mumber of ways, and can mclude a bit
selection or a hash function. The same VBA-1 is also assigned, by virtue of the wnie
scrialization process, a device 1D to ensure writes for the stripe are eventually spread across
the storage devices. Thus, another VBA 1n the stripe may be assigned to be written to a
different device, hence a different device 1D,

66111} In this case, fet’s assume VBA-1 is assigned the device D for storage device
120-1. The DVT, which uses VBA as an index to eniries of device 1D, 15 thus updated to
reflect this VBA-device 1D pairing, and now, with {1} the device ID wdentifving storage

device 120-1, and (2) the external LBA having been extracted from VBA-1, the data for
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VBA-1 has a completc write destination and can be sent to the storage device 120-1 for
writing. The manager 400 may in this mamer send write requests to the storage devices 120,
for all the chunks m the stripe including any calculated panty chunk(s). To later read the
same VBA-1, a simple lookup to the DVT will yield the assigned device 1D, which along

with the extracted LBA from the VBA-1, will allow access to the same data.

[66112] In addition to the BVT 410, the forward map 534 is also updated as part of the
write process to reflect that VBA-1 belongs to the stripe being constructed. Note that one or
more of the storage devices 120 may store a copy of the forward map 534, However, it 1s not
required for all storage devices 120 to store a copy of the forward map 534, In one
embodiment, two storage devices 120 store a copy of the forward map 534, In one
cmbodiment, the forward map 334 is stored in non-volatile storage {¢.g., in memory celis in
array 126) on the non-volatile storage device 120, Hence, the entire forward map 534 is not
required to be stored in DRAM of the manager 400 or storage device 120. The forward map
534 may be mplemented in a variety of manners mclading, but are not limited to, an address

transiation table, a B-tree, or a log-~structured merge tree.

[Be113] As noted above, in one embodiment, a portion of the forward map 534 is
cached 424 1o a memory local to the manager 400, In this example, the SID (Stripe ID) entry
slot corresponding to VBA-1 index 1s updated to contain the SID value assigned to the stripe
442 that is being constructed. Likewise, the slots indexed by other ¥YBAs i the stripe, ¢.g.,

VBA-Z and VBA-3, will also be assigned the SID for stripe 442.

66114} A sequence of the wate requests have extemal LBAs, which may be random.
For example, a sequence of the external LBAs may be randomly distributed in an address
space of the host, as well as the storage devices themselves. The address mapping module
150 1n the storage device 120 (example device 120-1 as shown) sequentializes the randomly
distributed external LBAs, in one embodiment. In one embodiment, the mapping module 150
is configured to map random external LBAs in the write requests from the manager 400 that
are received sequentially in time to sequential indernal addresses {e.g., mtemal block
addresses {(BAs). In one embodiment, the mapping module 150 1s configured to map random
external LBAs n a request 1o write a chunk of data to sequential internal addresses {e.g.,
nternal block addresses (BAs)). In one embodiment, the mapping module 150 18 configured

to map random external LBAg in the write requests that are received sequentially in time to
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physically scquential locations in the storage device 120, In one embodiment, the mapping
modele 150 is configured to map random external LBAs in a request to write a chunk of data
to physically sequential locations in the storage device 120, In one embodiment, the
scquential internal addresses are within the same crase block. The sequential internal
addresses arc physical addresses, in one embodiment. The sequential mternal addresses are
internal logical addresses, in one embodiment. The address mapping module 130 may be
configured to store the mapping of random external LBAs to sequential internal LBAs in the

address mapping storage 550.

160115} The writing logic 552 may be configured to write the random writes n a
contiguous region {such as all or a portion of an erase block). Note that the wating logic 552
may work in combination with the address mapping module 150, such that the random writes
are written serially in the erase block. Senal writing in this context means that data blocks
within the erase block are written in order of their physical addresses. The writing logic 552
may be implemented by elements including, but not limited to, one or more of state machine
112, on-chip address decoder 114, power control 116, read/wrnite circutts 128, decoders 124,

132,

{60116} In some embodiments, the writing logic 352 is configured fo move a chunk of
data that is stored n a first contiguous region {¢.g., first erase block} to a second contiguous
region {¢.g., second erase block) in the non-volatile storage device 120, This move may be
for a varicty of reasons including, but not limited to, wear leveling. The chunk may have the
same internal fogical address {¢.g., ILBA) before and after the move. The address mapping
module 150 may be configured to update, in the address mapping storage 550, a mapping of
the mnternal logical address from the first contiguous region to the second contiguous region.
For example. the mapping of the internal logical address could be changed from the first
crase block (or some other unit) to the second erase block {or some other unit). Note that
keeping the intemal logical address the same after the move 1s an example of a “fixed intemal
address.”

160117} The intemal address providing module 554 of storage device 120 is configured
to provide an internal address at which the chunk of data was written, 1 one embodiment. In
ong embodiment, the internal address 15 a fixed miernal address, which means that manager

400 can access the chunk of data written using the internal address, regardiess of internal data
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movement that may be executed by the storage device 120, This intemal address could be
provided to the manager 400 to update the stripe map 422, In this case, the entry indexed by
the SID assigned to the siripe map 422 would be updated to reflect that a first chunk of stripe
422 has been written at the imtermmal address returned by storage device 1200 In one
cmbodiment, the returned internal address references the crase block at which VBA-1 was
written. The stripe map, as further explained later, will facilitate error handling by enabling
the manager 400 to access the chunks of a stripe if a device failure occurs. In addition, the
stripe map also allows for the manager 400 to initiate garbage collection in a coordinated
manner among the storage devices 120, since the manager 400 now can see what erase blocks
are involved on a per stripe level. Valid data from erase blocks can then be garbage collected

with respect to the stripe to which they belong.

[68118] One or more of the non-volatile storage devices 120 may store a copy of the
stripe map 422, which may be provided by the manager 400, In one embodiment, a copy of
the stripe map 422 is stored in non-volatile storage {¢.g.. in memory cells in array 126) on the
non-volatile storage device 120. Therefore, if the copy of the stripe map 422 that is on the

manager 400 1s lost, #t may be retrieved from the non-volatile storage device 120.

68119} One or more of the non-volatile storage devices 120 may store a copy of the
DVT 410, which may be provided by the manager 400. In one embodiment, a copy of the
DVT 410 is stored in non-volatile storage (¢.g., in memory cells in array 126} on the non-
volatile storage device 120, Therefore, if the copy of the DVT 410 that is on the manager

400 1s lost, it mav be retrieved from the non-volatile storage device 120,

[GG126] FIG. 6 1s a flowchart of one embodiment of a process 600 of operating a non-
volatile storage system. The process 600 may be practiced in system 102 of FIG, 1A or 104
of FIG. 1B, but is not limited thereto. Some of the steps of process 600 may be practiced by
manager system 400, as will be discussed in connection with various steps. Some of the steps
of process 600 may be practiced in a non-volatile storage device 120, as will be discussed in

connection with various steps.

160121} Step 602 meludes the manager 400 collecting data for a chunk m a redundancy
coding stripe. This data may all random data, all sequential data, or some combination of
random and sequential data. In at lcast some cases, the data is all random data. In one

cmbodiment, step 602 is performed by data collecting module 402.
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160122} Step 604 meludes the manager 400 sending a command that the chunk of data
be written 1n a selected non-volatile storage device 120, In one embodiment, the command
mstructs the non-volatile storage device 120 to write the entire chunk in a contiguous region.
In one embodiment, the command instructs the non-volatile storage device 120 to write the
entire chunk i an crase block. In one embodiment, the chunk is the size of an erase block.
However, the chunk could be smaller than an erase block. Also, the chunk could be larger

than an erase block. In one embodiment, step 604 1s performed by command module 404,

66123} Step 606 includes the selected non-volatile storage device 120 receiving the
command to write the chunk of data. In one embodiment, host interface 220 in front end

module (see FIG. 2B) receives the command.

01 24] Step 608 ncludes the selected non-volatile storage device 120 wrniting the
chunk of data. In one embodiment, the selected non-volatile storage device 120 writes the
entire chunk within an erase block. The chunk may completely fill the erase block, but this is
not required.  In some cases, the chunk may substantially fill the erase block. In one
embodiment, the selected non-volatile storage device 120 writes the entire chunk within a
contiguous group of non-volatile memory cells.  The contiguous group of non-volatile
memory cells have a contiguous range of physical addresses, in one embodiment. In one

embodiment, writing logic 552 performs step 608,

160125} Step 610 meludes the sclected non-volatile storage device 120 providing an
internal address at which the chunk was written. In one embodiment, this 15 an address of an
crase block. This could be the actual physical address of the erase block, but is not required
to be. In one embodiment, this is a logical address of the erase block. In one embodiment,

miternal address providing modale 554 performs step 610.

081 26] FIG. 7 provides further details of one embodiment of physical and logical
addresses of erase blocks. Note that the intemal address is not necessarily the address of an
crase block. For example, the intemal address could be based on an offset within an crase
block. Offsets within crase blocks are also discussed m connection with FIG. 7. Note that

the mternal address may be a fixed internal address.
{60127} Returning again to the discussion of process 600, step 612 is a determination
of whether the redundancy stripe 1s filled. Here, a full stripe means full with data excluding

the redundancy code (¢.g., paritv). The next time through the process 600, the manager 400
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may select a different non-volatile storage device 120 to write a chunk a data. When the
stripe s foll {excluding the redundancy code), then the manager 400 may compute the
redundancy code, in step 614, Steps 614-610 may be repeated to store the redundancy code
chunk to one of the non-volatile storage devices 120, Note that there could be more than one
redundancy code chunk (stored to more than onc non-volatile storage device). In one

embodiment, redundancy coding module 416 performs step 612.

66128} Step 618 includes storing redundancy mformation in a stripe map 422, Step
618 mav be based on the mtemal addresses at which the chunks were written. FIG. 3B
depicts an example entry for a stripe map 422, If the 5ID 15 “127, then 12 may be written to
the redundancy stripe identifier 515, The example stripe map entry is consistent with the
cxample redundancy stripe 502 in FIG. 5A. In this example, there is one intemal address 516
for each chunk. For example, internal address 516¢0} 1s for chunk 504(0), mtemal address
516(1} 1s for chunk 504(1), and internal address 516{m-1) 1s for chunk 504{m-1}. The
internal addresses 516 refer to those retumed by the storage devices in step 610, In one

embodiment, redundancy coding module 416 performs step 618,

[06129] Step 620 is updating the forward map 534, Using the current VBA ag in
index, the value of the $ID is written into the slot indexed by the VBA, in one embodiment.
For example, if the current 51D 15 ©12,7 and two VBAs, VBA “17 and VBA “10” are in the
stripe, then the value “127 1s written into the slot indexed by VBA “17 and also into the slot
indexed by VBA “10.7 In step 620, the forward map cache 424 on manager 400 may be
updated. Also, the persisient copies of the forward map 534 on the storage devices 120 may
be updated by the manager 400 writing directly 1o the appropriate storage device 120, As
noted above, the copies of the forward map 534 on the storage devices 120 may be stored in

non-volatile storage such as array 126,

(81 36] FIG. 7 depicts one embodiment of a non-volatile memory system 700, The
system 700 has a manager 400 and a number of non-volatile storage devices 120-1 through
120-m. In one embodiment, the non-volatile memory system 700 cbviates the need for a
large write senalization table extemal to the storage devices 120, In geueral, the manager
400 may start with a virtual block address (VBA) 720 received from, for example, a software
application {not depicted i FIG. 7). The VBA 720 mchides an external LBA 722 and drive

bits 724, in this example. The drive bits 724 are one or more bits that are in addition to the
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external LBA 722, The manager 400 may pass the external LBA to onc of the storage
devices 120, as will be explained more fully below. However, the dnve bits do not
necessarily point to one of the storage devices 120, A possible reason for this is that the
manager 400 may load balance writes across the storage devices 120, Anocther possible
reason is that the manager 400 may sclect storage devices to write to in order 1o compose
redundancy stripes. MNote that addresses are referred to as “block™ addresses in FIG, 7 for
purpose of ilustration. A block may be any size. In one embodiment, the manager 400

specifies the block size for write and/or read operations.

(60131} In one embodiment, the drive virtualization table 410 contains a mapping from
the VBA 720 to ong of the storage devices 120, When a write tc a VBA is received, the drive
virtualization module 408 may deternune a storage device 120 to which the write should be
sent. The drive virtualization module 408 may create (or update) an entry in the drive
virtualization data structure 410 that hnks the VBA o a unique identifier for the storage
device 120. In one embodiment, the drive virtualization data structure 410 includes an
address mapping table that maps from VBA to address of a storage device. Note that this
unique identifier 18 not necessarily the drive bits n the VBA. However, one option 1s to

simply use the drive bits in the VBA (o identify the storage device 120 to be written.

[66132] Each storage device 120 has an address mapping module 150, external LBA
(ELBA) to mternal LBA (ILBA) mappmg structure 730, an erase block virtualization
structure 702, and a number of erase blocks 714-1 through 714-m, in one ¢mbodiment
Arrow 705 represents a mapping from an external logical address to an internal logical
address. Arrow 707 vepresents a mapping from the internal Jogical address to a physical
address. The erase block wvirtualization structure 702 is not required. Thus, in one

cembodiment, mapping goes direcily from an extemal logical address to a physical address.

[36133] The ELBA to ILBA mappmg structure 750 could nclude a table, B-tree, etc.
The erase block virtualization structure 702 could mclude a table, B-tree, ete. Such mapping
structures 702, 750 may be stored in non-transitory storage within a non-volatile storage
device 120, The mapping structures 702, 750 mayv be stored in volatile or non-volatile
storage. Note that the storage devices 120 may employ a common miomal addressing

scheme.
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160134} In one crabodiment, cach crase block contains a group of non-volatile memory
cells that are crased as one unit. An erase block is the smallest anit of memory cells that are
crased, 1in one embodiment. Each of the erase blocks 714 has a mumber of data blocks 706-1
through 706-m. In onc embodiment of step 608, the storage device 120 writes units {(c.g.,
blocks) of the chunk to data blocks in a sequential order. For example, the data blacks 706
are written in order of their physical addresses, in one embodiment. In one embodiment, the
size of the data blocks 706 is dictated by the manager 400. For example, the host 115 may

specify the amount of data to be written or read for a given ELBA.

[06135] The erase block virtwalization data structurg 702 has entries 704-1 through
704-n, each of which points to one erase block 714, The arrow from entry 704-2 to erase
block 714-2 in storage device 120-2 represents one such pointer. Each of the entries 704 has
offsets, in one embodiment. FIG. 7A depicts further details of entry 704-2, showing offsets
716-1 through 716-m. Each offsct 716 reforences one of the data blocks 706-1 through 706-
m in erase block 714-2. Note that the entry 704-2 could be made to point to a different
physical erase block 714, in which case the offsets 716 will then reference the data blocks

706 in the new erase block 714,

{08136} In one embodiment, an ILBA is a specific entry and offset in the erase block
virtualization data structure 702, Fach of the offsets 1o the erase block virtualization data
structure 702 may reference a specific data block 706, FHach data block 706 may have a
physical block address {(PBA). Thus, cach ILBA may reference a specific PBA. In the event
that the storage device 120 moves the data o a data block 706 to ancther data block, the

address mapping module 150 may update {LBA.

06137} Note that in some embodiments data for a VBA 720 is read from a storage
device 120 by the storage device 120 using the address mapping module 150, mapping
structure 750, and erase block virtnalization structure 702, For example, the manager 400
may start with a VBA 720, and extract an external EBA 722 As noted in the discussion of
Figare 5D, the manager 400 may use the VBA 720 to lookup the device 1D 1w the DVT 410,
Thus, the manager 400 may send the ELBA 722 to the correct storage device 120 that stores
the data for the VBA 720. Once the storage device 120 receives the ELBA 722, the storage
device 120 may use address mapping module 130, mapping structure 750, and erase block

virfualization structure 702 to locate the data for the ELBA 722, Note that m some
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embodiments, a copy of mapping structure 750, and erase block virtualization structure 702
are maintained in RAM 122b on controller 122, Also note that it is not required to use the
forward map 534 for a normal read. This allows the forward map 534 to be maintained in the
memory structure 126, thereby frecing up a portion of RAM 122b, in some embodiments. In
some cmbodiments, the forward map 534 is used in data recovery. Figure 8 has further

details of embodiments of using the forward map 534 1n data recovery.

160138} FIG. 7B depicts one cxample of redundancy stripes based on entries in one
embodiment of an erase block virtualization data structure 702, A number of redundancy
stripes 710-1 through 710-n are depicted. Each redundancy stripe 710 is formed from one
chunk of data on each non-volatile storage device 120-1, 120-2, 120-m. In this example,
there arc three non-volatile storage devices 120, but there could be more or fewer
Redundancy stripe 710-1 is formed based on entry 704-1 on storage device 120-1, entry 704-
27 on storage device 120-2 and entry 704-7 on storage deviee 120-m.  In one embodiment,
the entries 704 are the internal addresses provided by the storage devices 120 in step 610 of
process 600, Thus, in one embodiment, the manager 400 stores these entries in a stripe map
422, FIG. TA shows two other example redundancy stripes 710, Redundancy stripe 710-2 is
formed based on entry 704-2 on storage device 120-1, entry 704-11 on storage device 120-2
and entrv 704-29 on storage device 120-m. Reduandancy stripe 710-n is formed based on
entry 704-n on storage device 120-1, entry 704-36 on storage device 120-2 and entry 704-87
on storage device 120-m. FEach of the entries 704 points to an erase block, m one
embodiment. In this example, cach chunk is one erase block n size. However, a chunk

could be larger or smaller than ong ¢rase block in size.

66139} FIG. 7C depicts one embodiment in which each chunk of a redundancy stripe
710 is a single data block 706, FIG. 7C depicts a portion of an erase block virtualization data
structure 702 on throe differont storage devices 120-1, 120-2, and 120-m. In particular one
entry 704 13 depicted for each storage device. Entry 704-2-1 1s depicted for storage device
120-1, entry 704-2-2 1s depicted for storage device 120-3, and entry 704-2-m 1s depicted for
storage device 120-m. Recall that, in one embodiment, each entry 704 points tc one erase
block 714. Several offsets 716 arc depicted in each entry 704, Recall that from FIG. 7A that

cach offset 716 may point to one data block 706.
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160140] FIG. 7C shows redundancy coding stripe 710-2-1 formed from offset 716~1 of
entry 704-2-1 on storage device 120-1, offset 716-20 of entry 704-2-2 on storage device 120-
1, and offset 716-33 of entry 704-2-m on storage device 120-m. Thus, i this example, the
redundancy coding stripe 710-2-1 is formed from different offsets into the entryv. This means
that the redundancy coding stripe 710 may be formed from different physical locations in the
erase blocks 714, However, it 1s also possible that the offset 716 for a given redundancy

coding stripe 710 1s the same on each storage device 120

66141} In ong embodiment, when a storage device 120 1s requested to write a chunk
of data in process 600, the storage device 120 retums an address that corresponds to an offset
716 1 an entry 704. For cxample. the storage device 120 may retum an ILBA (where the
ILBA 1s not required to point to the beginning an erase block 714). This allows the manager
400 to compose a siripe map 422 at the granulanty of one data block 706, Note that if the
storage device 120 were to move the chunk of data that was originally stored in the data
block {on ifs own volition), the storage device 120 may update the mapping in the erase block
virtualization data structure 702 such that the internal address that 1t retumed will now point
to where the chunk of data has been moved. This movement could be to another erase block

714, or to a different data block 706 within an erase block 714.

681431 FIG. 7D 15 vet another example of redundancy coding stripes 710, In this
example, cach redundancy coding stripe 710 has a chunk size of four data blocks 706 (due to
the correspondence between the offscts 716 and data blocks 706, as depicted m FIG. 7A).
For example, offsets 716-1, 716-2, 716-3 and 716-4 could describe one chunk for redundancy
coding stripe 710-al, as depicted m FIG. 7D In one embodiment, the storage device 120
returns an ILBA for the beginming of the chunk, in step 610 of process 600, For example,
when writing a chunk for redundancy coding stripe 710-al, storage device 120-1 may return
an ILBA for entry 704-2-1 at offset 716-1; when writing a chunk for redundancy coding
stripe 710-a2, storage device 120-1 may retum an ILBA for entry 704-2-1 at offset 716-5,
The storage device 120 may return the ILBA to the manager 400, The manager 400 may use
these 1L.BAs to compose a stripe map 422. o the example of FIG. 7D, cach storage device
120 uses the same offscts for a given chunk (but possible different eniries). However, it is
not required that the same offsets be used for each chunk of a given redundancy coding stripe

710.
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66143} Note that n the example of FIG. 7D, the offsets within each data chunk are
ordered sequentially. In one embodiment, various offsets 716 correspond to random writes.
The non-volatile storage device 120 orders these random writes sequentially in ong
embodiment. Note that the offsets 716 may be sequential. Hence, the internal addresses may

be sequential.

[66144] FIG. % is a flowchart of ong embodiment of a process 800 of recovering lost
data for a VBA using chunks in a redundancy stripe. The process 800 can be used to recover
data if an attempt o read data on a storage device 120 for some VBA fails, without the entire
storage device 120 faithng. This process 800 can also be used to recover data if one of the
storage devices 120 fails. In process 300, an example will be discussed in which there are
three “surviving storages devices” with data at some VBA lost for one storage device 120,
For simplicity, just one VBA 1s discussed, but process 800 can be used to recover data for
many VBAs. In one embodiment, process 800 is performed by data recovery module 418 in
manager 400. In one embodiment, process 300 1s used when process 600 was used to store a
stripe map. {n one embodiment, process 800 is used when process 600 was used to store a
stripe map 422 that identifies internal addresses of chunks that were provided by storage
devices 120 1 step 610 of process 600, In one embodiment, process 800 is used when

process 600 was used to update a forward map 534,

[30145] Step 802 1s to read a copy of the forward map 534 to retrieve the SID for the
VBA. The manager 400 may read one of the copies of the forward map 534 stored in one of
the storage devices 120. In some cases, the forward map cache 424 mayv contain the SID for
the VBA, m which case a read of a storage device 120 is not needed. Note that if a storage
device 120 has failed, SIDs for many VBAs may be retricved n step 802, Steps 804-814

may be performed for each 51D

381 46] Step 804 1s 1o use the stripe map 422 to retrieve the imternal addresses of the
chunks for the SID. With reference to the example of Figure 5B, the internal addresses ILBA
0, ILBA 1 .. ILBA m-1 may be accessed. Note that the stape map 422 on the manager 400
may be accessed in step 804,

106147} Step 806 mcludes requesting chunks of the redundancy stnpe from cach
surviving storage device 120, For the sake of example, there are three surviving storage

devices 120-1, 120-2, and 120-m. As onec example, the manager 400 sends a request to
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storage device 120-1 for a chunk of data at ILBA 516(0), sends a request to storage device
120-1 for a chunk of data at ILBA 516¢1}, and sends a request to storage device 120-m fora

chunk of data at ILBA 516{(m-1).

[38148] Step 808 includes the surviving storage devices (e.g., 120-1, 120-2, and 120-
m} accessing mapping data structures to access data at the ILBAs. In the present example,
storage device 120-1 determings where the data for ILBA 316(0) s physically stored. In the
prosent example, storage device 120-2 determines where the data for TLBA 516(1) s
physically stored. In the present example, storage device 120-m determunes where the data

for ILBA 516{m-1) is physically stored.

[G8149] In step 810, the surviving storage devices return the data for the requested
wnternal addresses to the manager 400.

160150] Step 812 includes computing the lost data from the data chunks retumed in
step 810,

{68151} Step #14 includes restonng the lost data. The data might be restored to

storage device 120-3 {(which lost the data), or restored to some other storage device 120,

[B6152] FIG. 9 dhustrates a schematic diagram of a computer system 900 that may be
used to mplement one embodiment of host 115, main controller 130, or manager 400. The
computing system 900 includes a storage device 910 such as a hard disk or portable media, a
network interface 920 tfor commumnicating with other computing svstems, a processor 930 for
executing software instructions, a working memory 940 such as RAM for storing the
software instractions after they are loaded from the storage device 310, for mmstance, and a
user interface display 950 such as one or more video monitors. The processor 990 may be
implemented as one or more CPU chips, cores {¢.g., a multi-core processor), FPGAs, ASICs,
and/or DSPs, and/or may be part of one or more ASICs. A user mterface can be provided as
one or more monitors. The storage device 910 and working memory 940 may be considered
to be a tangible, non-transitory processor- or computer-readable storage device having
processor readable code embodied thereon tor programming the processor 930 to perform
methods for providing the functionality discossed herein. The aser interface display 950 can
use any known display scheme, whether graphical, tabular or the like. In addition tc an on-

screen display, an output such as a hard copy such from a printer can be provided.
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66153} In some embodiments, data collecting module 402, command module 4040,
redundancy coding module 416, data recovery module 418, and/or dnve wirtualization
modele 408 arc implemented by executing instructions on processor 990, The instructions
may be stored in storage 910 or working memory 940, Thus, at lcast some steps in process

600 or 800 may be implemented by executing instructions on processor 9940,

[66134] A first embodiment disclosed herein includes a svstem comprising. non-
transitory storage; a data collecting module configured to collect, for cach chunk of a
redundancy coding stripe, data for the chunk; a command module contigured to issue a
command to write the data for the chunk of the redundancy coding stripe in a selected of a
plurality of non-volatile storage devices; an interface configured to receive, for cach chunk of
the redundancy coding stripe, an internal addwess of the chunk i the selected non-volatile
storage device; and a redundancy coding module configured to store mto the non~transitory
storage a redundancy stripe map having a redundancy stripe identifier and the internal

addresses in the non-volatile storage devices for the chunks of the redundancy coding stripe.

[66155] In a second embodiment, and in accordance with the first embodiment, the
system further includes an data recovery module configured to send a request to a first of the
non-volatile storage devices for a chunk of the redundancy coding stripe, the request specifies
the mternal address of the chunk.

36156} In a third embodiment, and in accordance with the first or second
embodiments, the system further includes logic configured to instruct at least one of the
plurality of non-volatile storage devices fo store, into non-volatile storage, a forward map that
maps from virtual addresses to redandancy stripe wentifiers.

[G8157] In a fourth embodiment, and in accordance with the third embodiment, the
data recovery module 1s further configured to: read the forward map from the non-volatile
storage on a non-volatile storage device to retrieve a redundancy stripe identifier for a virtual
address; use the retrioved redundancy stripe identifier to retrigve internal addresses m the
redundancy stripe map; and request chunks of data from ones of the non-volatile storage
devices, the requests for the chunks specifving the retricved internal addresses.

[08158] In a fifth embodiment, and in accordance with the first through fourth
embodiments, each of the chunks of data comprise a plurality of blocks of random data each

with an external logical address. A first of the non-volatile storage devices comprises: an
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address mapping module configured to map the extemal logical addresses associated with a
chunk of data to sequential internal addresses in the first non-volatile storage device; and

store the mapping in non-transitory storage i the first non-volatile storage device.

381 59] In a sixth embodiment, and i accordance with the first through fifth

(]

embodiments, a first of the non-volatile storage devices comprises: writing logic configured
to write the entire chunk of the redundancy coding stripe to a contiguous region of non-
volatile memory cclis in the first non-volatile storage device; and address providing logic
configured to provide, to the interface, an mternal address at which the chunk was writien in

the first non-volatile storage device.

10 (00166 In a seventh embodiment, and in accordance with the first through sixth
embodiments, the imternal address that a first of the plurality of non-volatile storage devices

provides for a first chunk in the redundancy coding stripe is a first intermal logical address.

66161} In an cighth embodiment, and in accordance with the first through seventh
embodiments, the first non-volatile storage device further comprises: non-transitory storage;
15 writing logic configured to move the first chunk that is stored in a first contiguous region in
the first non-volatile storage device to a second contiguous region in the first non-volatile
storage device; and an address mapping module configured to update, in the non~transitory
storage, a mapping of the first mternal logical address from the first contiguous region to the

second contigaous region.

20 j0s162) In a ninth embodiment, and m accordance with the ecighth embodiment, the
first contigaous region is all or a portion of a first erase block m the first non-volatile storage
device, wherein the second contiguous region is all or a portion of a second erase block in the

first non-volatile storage device.

{36163 In a tenth embodiment, and m accordance with the first through ninth
25 embodiments, cach of the chunks of data comprise a plarality of blocks of random data cach
with an external logical block address. The system further comprises drive virtualization
logic configured to: for each virtual block address associated with one of the external logical
block addresses sent in a write request to one of the plurality of non-~volatile storage devices,
convert the virtual block address to one of the exiernal logical block addresses and an

30 dentifier of one of the plurality of non-volatile storage devices.

40
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66164} In an cleventh embodiment, and in accordance with the first through tenth
embodiments, the command to write the data for the chunk of the redundancy coding stripe
in the selected one of the plurality of non-volatile storage devices instructs the selected non-

volatile storage device to write the entire chunk within all or a portion of an erase block.

[38165] One embodiment disclosed herein includes a method comprising: receiving, at
cach of a plurality of non-volatile storage devices, a request to write a chunk of a redundancy
coding stripe, writing, by cach of the non-volatile storage devices, the entire chunk to a
contiguous region of non-volatile memory cells 1n the respective non-volatile storage device;
providing, by each of the non-volatile storage devices, a fixed intemal address of the chunk in
an internal address space of the respective non-volatile storage device; and storing a
redundancy stripe map into non-transitory storage, the redundancy stripe map having a
redundancy stripe identificr and the fixed intermmal addresses for the chunks for the

redundancy coding stripe.

36166} Oue embodiment disclosed hercin includes a non-volatile storage system
comprising: non-transitory storage; data collecting means for collecting random writes for
cach chunk of a redundancy coding stripe; command means for sending, to each of a plurality
of non-volatile storage devices, a command to write one of the chunks of random writes
within a contiguous region of the non-volatile storage device; writing means for writing each
respective chunk of the redundancy coding siripe in a contiguous region of non-volatile
memory cells in ¢ach respective non-volatile storage device, address providing means for
providing, for each of the chunks, an internal address at which the chunk was writien in the
respective non-volatile storage device; and redundancy coding means for storing into the non-
transitory storage a redundancy stripe map having a redundancy stripe identifier and the
internal addresses for the chunks for the redundancy coding stape.

[68167] In one embodiment, the data collecting means mcludes one or more of data
collecting module 402, CPUs 300, memory 306, processor 990, working memory 940 and/or

storage 910, but 1s not limited thereto.

66168} In one embodiment, the command means includes one or more of data
command module 404, CPUs 300, memory 306, processor 990, working memory 940 and/or

storage 910, but is not himited thereto.
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66163} In one embodiment, the writing means includes one or more of writing logic
552, state machine 112, on-chip address decoder 114, power control 116, read/write circuits

128, decoders 124, 132, but is not limited thereto.

81 76] In one embodiment, the address providing means includes one or more of data

(]

wnternal address providing module 554, front end module 208, host interface 220, PHY 222,

but 15 not limited thereto.

66171} In one embodiment, the redundancy coding means ncludes one or more of
redundancy coding module 416, CPUs 300, memory 306, processor 990, working memory

840 and/or storage 910, but is not limited thereto.

10 [¢6172] Numerous details are descenbed heremn to provide a thorough understanding of
the example implementations illustrated in the accompanving drawings. However, some
embodiments may be practiced without many of the specific details, and the scope of the
claims is only limited by thosc features and aspects specifically recited in the claims.
Farthermore, well-known methods, components, and circuits have not been described m

15 exhaustive detail so as not to unnecessanly obscurs more pertinent aspects of the

tmplementations descnibed herein.

[36173] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the claims. As used in the description
of the crobodiments and the appended claims, the smgular forms “a,” “an,” and “the” arc
20 intended to include the plural forms as well, unless the context clearly imdicates otherwise. It
will also be understood that the term “and/or” as used herein refers to and encompasses any
and all possible combinations of one or more of the associated histed sems. It will be further
understood that the terms “comprises” and/or “comprising,” when used in this specification,
specify the presence of stated features, iniegers, steps, operations, elements, and/or
25 components, but do not preclude the presence or addition of one or more other features,

integers, steps, operations, elements, components, and/or groups thereof

160174} As used bherein, the term i may be construed to mean “when” or “upon” or
“in response to determining” or “in accordance with a determiunation” or “in response to
detecting,” that a stated condition precedent is true, depending on the context. Similarly, the
30 phrase “if it is determined {that a stated condition precedent s true]” or *4f {a stated condition

precedent is true]” or “when [a stated condition precedent s true]” may be construed {o mean
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“upon determining” or “in response to determuining” or “in accordance with a deternunation”
or “upon detecting” or “in response to detecting” that the stated condition precedent is true,
depending on the context.

[68175] For purposes of this document, reterence in the specification to “an

BRI

(]

embodiment,” “one embodiment,” “some embodiments,” or “another embodiment” may be

used to describe different ernbodiments or the same embodiment.

66176} For purposes of this document, a connection may be a direct connection or an
ndirect connection {(¢.g., via one or more others parts). In some cases, when an element is
referred to as being connected or coupled io another clement, the element may be directly
10 connected to the other element or indirectly connected to the other clement via micrvening
clements. When an clement 1s referred to as being directly connected to another clement, then
there are no mtervening elements between the element and the other element. Two devices
are “in communication” if they are directly or indirectly connected so that they can

communicate electronic signals between them.

15 [68177] For purposes of this document, the term “based on” may be read as “based at

least in part on.”

166178} For purposes of this document, without additional context, use of numernical
terms such as a “first” object, a “second™ object, and a “third” object may not mimply an
ordering of objects, but may instead be used for identification purposes to identify different

20 objects.
168179} For purposes of this document, the term “set” of objects may refer to a “set” of
one or more of the objects.
130180} The foregoing description, for purpose of esplanation, has been described with

reference to specific implementations. However, the illustrative discussions above are not

[
L

intended to be eoxhaustive or to lmit the claims to the precise forms disclosed. Many
modifications and vanations are possible m view of the above ieachings. The
implementations werg chosen and described in order to best explain principles of operation

and practical apphications, to thereby enable others shilled i the art
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What 15 claimed 15

1. A system comprising:

non-transitory storage;

a data collecting module configured to collect, for each chunk of a redundancy coding
stripe, data for the chonk;

a command module configured 1o issuc a command to write the data for the chunk of
the redundancy coding stripe m a selected of a plurality of non-volatile storage devices;

an interface configured to receive, for cach chunk of the redundancy coding stripe, an
internal address of the chunk in the selected non-volatile storage device; and

a redundancy coding module configured to store into the non-transitory storage a
redundancy stripe map having a redundancy siripe idenuifier and the internal addresses in the

non-volatile storage devices for the chunks of the redundancy coding stripe.

2. The system of claim 1, further comprising a data recovery module configured to:
send a request to a first of the non-volatile storage devices for a chunk of the

redundancy coding stripe, the request specifies the internal address of the chunk.

3. The system of claim 1, further comprising logic configured to instruct at least one of

the plurality of non-volatile storage devices to store, into non-volatile storage, a forward map

that maps from virtual addresses to redundancy stripe identifiers.

4, The system of claim 3, further comprising a data recovery module configured to:

read the forward map from the non-volatile storage on a non-volatile storage device 1o
retrieve a redundancy stape identifier for a virtual address;

use the retneved redundancy stripe identifier to retrieve internal addresses in the
redundancy stripe map; and

request chunks of data from ones of the non-volatile storage devices, the requests for

the chunks specifying the retrieved mternal addresses.
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5. The system of claim 1, wherein cach of the chunks of data comprise a plurality of
blocks of random data each with an external logical address, and wherein a first of the non-
volatile storage devices comprises:
an address mapping module configured to:

map the cxternal logical addresses associated with a chunk of data to
sequential internal addresses in the first non-volatile storage device; and

store the mapping in non-transitory storage in the first non-volatile storage

device.

6. The system of claim 1, wherein a first of the non-volatile storage devices comprises:
writing logic configured to wiite the entire chunk of the redundancy coding stripe to a

contiguous region of non-volatile memory cclls in the first non-volatile storage device; and

address providing logic configured to provide, to the interface, an internal address at

which the chunk was written in the first non-volatile storage device.

7. The systern of claim 1, wherein the internal address that a first of the plurality of non-
volatile storage devices provides for a first chunk in the redundancy coding stripe 15 a first

mnternal logical address.

8. The system of claim 7, wherein the first non-volatile storage device further comprises:

non-transitory storage;

writing logic configured to move the first chunk that 15 stored in a first contiguous
region in the first non-volatile storage device to a second contiguous region in the first non-
volatile storage device; and

an address mapping module configured to update, in the non-transitory storage, a
mapping of the first internal logical address from the first contiguous region {o the second

contiguous region.
9. The system of claim 8, wherein the first contiguous region is all or a portion of a first

cras¢ block in the first non-volatile storage device, wherein the second contiguous region is

all or a portion of a second crase block in the first non-volatile storage device.
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19. The system of claim 1, wherein cach of the chunks of data comprise a plurality of
blocks of random data each with an external logical block address, and further comprising
drive virtualization logic configured to:

for cach virtual block address associated with one of the extemnal logical block
addresses sent in a write request to one of the plurality of non-volatile storage devices,
convert the virtual block address to one of the external logical block addresses and an

identifier of one of the plurality of non-volatile storage devices.

11, The system of claim 1, wherein the command to write the data for the chunk of the
redundancy coding stripe in the selected one of the plarality of non-volatile storage devices
instructs the selected non-volatile storage device to write the entire chunk within all or a

portion of an crase block.

12. A method comprising:

receiving, at each of a plurality of non-volatile storage devices, a request to write a
chunk of a redundancy coding stripe;

writing, by each of the non-volatile storage devices, the entire chunk to a contiguous
region of non-volatile memory cells in the respective non-volatile storage device;

providing, by cach of the non-volatile storage devices, a fixed intemal address of the
chunk in an mtemal address space of the respective non-volatile storage device; and

storing a redundancy stripe map o non-fransifory storage, the redundancy stripe
map having a redundancy stripe identifier and the fixed internal addresses for the chunks for

the redundancy coding stripe.

13. The method of claim 12, further comprising:
sending a request to a first of the non-volatile storage devices for a chunk of the

redundancy coding stripe, the request specifics the fixed intemal address of the chunk.

14. The method of claim 13, further comprising:
instructing at least one of the plurality of non-volatile storage devices to store, into
non-volatile storage, a forward map that maps from virtual addresses to redundancy stripe

identifiers.
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15 The method of claim 14, further comprising:

reading the forward map from the non-volatile storage on a non-volatile storage
device to retrieve a redundancy stripe identifier for a virtual address;

using the retricved redundancy stripe identifier to retricve internal addresses in the
redundancy stripe map; and

requesting chunks of data from ones of the non-volatile storage devices, the requests

for the chunks specifying the retrieved mtemal addresses.

16, The method of claim 12, further comprising:

coliccting, by a manager system, random writes for each of the chunks of the
redundancy coding stripe; and

sending, by the manager system, commands to write all of the random writes for cach

of the chunks in a contiguous region on each of the non-volatile storage devices.

17, The method of claim 16, wherein the contiguous region is an crase block.
18. A non-volatle storage system comprising:

non-transitory storage,

data collecting means for collecting random writes for each chunk of a redundancy
coding stripe;

command means for sending, to each of a plurality of non-volatile storage devices. a
command to write one of the chunks of random writes within a contiguous region of the non-
volatile storage device;

writing means for writing cach respective chunk of the redandancy coding stripe in a
contiguous region of non-volatile memory cells in each respective non-volatile storage
device;

address providing means for providing, for each of the chunks, an miemal address at
which the chumk was written in the respective non-volatile storage device; and

redundancy coding means for storing into the non-transitory storage a redundancy
stripe map having a redundancy stripe identifier and the internal addresses for the chunks for

the redundancy coding stripe.
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19. The non-volatile storage system of claim 18, wherein the writing means is further for:
writing a forward map to non-volatile memory on a first of the non-volatile storage

devices, the forward map translating from virtual addresses to redundaney stripe identifiers.

24 The non-volatile storage system of claim 19, further comprising data recovery means
for:

reading the forward map from the non-volatile storage on the first non-volatile storage
device to retrieve a redundancy stripe dentifier for a virtual address;

using the retricved redundancy stripe identificr to retrieve internal addresses in the
redundancy stripe map;

requesting chunks of data from ones of the non-volatile storage devices, the requests
for the chunks specifying the retrieved mteral addresses; and

recovering a chunk of a redundancy coding stripe based on chunks returned from the
ones of the non-volatile storage devices in response to the requests specifying the retrigved

internal addresses.
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