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(57) ABSTRACT 

The invention relates to a P2P traffic management apparatus 
and method. A P2P flow agent monitors an executed applica 
tion program to extract a P2P application program, adds 
application identifiers to packets generated by the application 
program according to a set policy, and transmits the packets. 
In this case, a P2P security gateway monitors the inflowing 
packets from the P2P flow agent to extract packets having the 
application identifiers, uses the extracted application identi 
fiers to inquire and acquire a related policy, and controls the 
packets according to the acquired policy. 
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FIG. 1 
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FIG 2 
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FIG 3 
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FIG 4 
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FIG 5 
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FIG 6 
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FIG 7 
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APPARATUS AND METHOD FOR 
MANAGING P2P TRAFFIC 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The present invention relates to a P2P traffic man 
agement apparatus and method, and more particularly, to 
detecting harmful P2P traffic and control thereof based on a 
cooperation model between a P2P security gateway and a P2P 
flow agent to recognize encrypted packets exchanged through 
a peer-to-peer (hereinafter, simply referred to as P2P) appli 
cation service or application program on a network or selec 
tively pass, intercept, and control P2P traffic according to a 
domain policy based on a determination whether information 
is harmful or illegal. 
0003. This work was supported by the IT R&D program of 
MIC/IITA 2005-S-090-03, Development of P2P Network 
Security Technology based on Wired/Wireless IPv6 Net 
work. 
0004 2. Description of the Related Art 
0005. An existing P2P network has been researched and 
used as technical means that uses distributed computing 
resources (computers or logical resources, such as files and 
Software) and enables easy sharing of multimedia resources, 
Such as files, music, and moving pictures, provided by a 
file-sharing service such as Napster, BearShare, LimeWire, 
Morphias, Winee, Pruna, and E-Donkey in terms of com 
merce, or Gnutella, Kazaa, BitTorrent, Pastry, and Chord in 
terms of research. The P2P network is supported by many 
people and attracts universal subscribers. Further, the P2P 
network is used to construct a large-scale computing system 
using various distributed resources, such as a process cycle, a 
storage space, and a database, for experimental purposes, 
such as SATI(a)HOME. 
0006. However, in recent years, among P2P frameworks, 
which provide hybrid P2P architecture that includes a server 
in pure P2P architecture, a P2P VoIP service, such as Kazaa 
based SKYPE, and a P2P streaming service, such as JOOST. 
which represents the next-generation TV, are provided 
through the Internet. Accordingly, it is increasingly required 
to convert recognition for a P2P network application, which 
has been used for sharing music files in an MP3 format, or a 
messaging service. 
0007 As such, P2P application services or application 
programs may be generally defined as network applications 
that communicate with each other using a P2P network pro 
tocol or participate in a network that is composed of peers 
each serving as both a client and a service or network appli 
cations that operate on the basis of a P2P framework, such as 
JXTA of Sun Microsystems. The P2P application services or 
application programs may be used for various purposes. Such 
as file sharing, VoIP moving picture streaming, and distrib 
uted computing, according to application objects under Vari 
ous network scales. 
0008. In the P2P application services or application pro 
grams, according to circumstances, a computer that partici 
pates in a P2P network is called a node, a peer, or a host 
without discriminating terms used in existing computer sci 
ence or network field. However, it is preferable that the com 
puter be referred to as the peer, because a characteristic of a 
P2P technology is that it has two functions of providing and 
using a service without a central server. 
0009. The P2P network has unique security requirements 
(White Washing, ID Spoofing, Sybil Attack, Eclipse Attack, 
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Storage & Retrieval Attack, and Privacy Violation) of only the 
P2P network due to not only security vulnerability (Man-in 
the-middle-attack, Denial of Service, Insertion of Virus, 
Warm, Spyware, and Spamming) that may be considered in 
an existing distributed computing environment but also free 
participation and withdrawal of peers, non-limited generation 
of new IDs at low costs, and absence of a peer identifier 
verification structure. 
0010. However, the most severe risk to security vulner 
ability in the 2P network may be the result of the circulation 
of large P2P traffic (in particular, P2P network used to share 
files). A P2P file share network has been rapidly developed to 
such a degree that the traffic amount of the P2P file share 
network occupies 60 to 80% of the total amount of network 
traffic. In recent years, Cisco Systems Inc. expresses that it 
has anticipated that the amount of P2P traffic in 2011 will be 
at least four times larger than the amount of the current traffic, 
through a report in 2007. This means that most of the network 
equipment constituting the Internet consumes a large amount 
of processing capabilities while processing P2P network traf 
fic. Due to the increase in the amount of network traffic, 
network bottleneck or congestion frequently occurs. It has 
been reported that most of the Internet service providers (ISP) 
incura large amount of cost loss due to P2P traffic processing. 
If the P2P users increase and a large amount of application 
services are provided on the basis of the P2P network, the 
problem will become severe. 
0011. In particular, in recent years, application services 
and application programs using a P2P network are forming a 
new content circulation structure or a content delivery net 
work. As a result, security requirements, such as detection 
and prevention of circulation of illegal materials, propagation 
of secret materials, and transmission of attached files includ 
ing malicious codes, are increased, and a P2P technology is 
actively used as a basic network model to perform various 
application services. Subsequently, it is anticipated that the 
Internet traffic share will increase as compared with the 
related art, and thus, security countermeasure is needed. 
0012. In regards to these problems, as a heuristic scheme 
for resolving traffic congestion or bottleneck caused by a 
general network application service, a “methodology based 
on traffic volume threshold and time threshold has been 
applied to network equipment (Firewall, Intrusion Detection 
System (IDS), and Intrusion Prevention System (IPS). In the 
case of the P2P network, the technology standard (protocol or 
framework) and a network State that is generated at the time of 
actually operating a service are very varied, and thus the 
methodology is not preferable as a method of detecting harm 
ful P2P traffic or recognizing a P2P application service and 
controlling it. 
0013 Methodologies to selectively detect network traffic 
and control it may be classified into six methodologies 
including the above-described methodology. In the case of 
commercially used network security equipment, Such as the 
current IDS and IPS, an attempt to adopt “signature' or a 
methodology similar to the signature to shutdown a P2P 
network has been made. 
0014 First, a description is given of a packet inspection 
methodology. The packet inspection methodology may be 
divided into “stateless packet inspection' and “stateful packet 
inspection'. In the case of the stateless packet inspection, 
individual packets are determined on the basis of a specific 
field value of a header or a service port for each of the 
inflowing packets. In this case, since the packets are individu 
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ally determined, a network failure that can be determined 
only when combining a plurality of packets cannot be 
detected, and it is disadvantageous to port shifting and a 
random port, which are frequently used in a P2P application 
service. The stateful packet inspection means a method in 
which traffic passing through network equipment is inspected 
on the basis of the signature that is generated through work, 
Such as reverse engineering or packet technology standard 
analysis for traffic in advance, such that specific network 
traffic can be discriminated. In order to compare a signature 
database and types of inflowing packets, both headers of 
packets and payload need to be checked (even if comparison 
work is performed on only a layer 7). As a result, a large 
amount of overhead is generated in network equipment. A 
separate signature is required for each network application 
service, and a large amount of time and cost are required 
during an analysis process for generating one signature. 
0015 The packet inspection is based on a regular pattern, 
while a heuristic methodology is based on an operation char 
acteristic of a network application service or traffic behavior 
of traffic generated by the network application service. This 
method may be classified into two methods, “flow level 
behavior” and “transaction level behavior. The flow level 
behavior is a method in which specific P2P traffic is detected 
on the basis of experimental statistics, such as averages, dis 
tributions, and deviations of “inter-arrival time, inter-packet 
difference, duration of flow, and packet size of packets. The 
transaction level behavior is a methodology in which a char 
acteristic is extracted from a transition status of an attribute of 
each packet, Such as a packet size or a flow direction, to 
recognize P2P traffic. However, according to the above-de 
scribed two heuristic methodologies, if a size of a P2P net 
work is large, a monitoring period is long, or a large amount 
of geographically distributed peers are experimented, it is 
possible to extract statistics that are suitable for P2P traffic 
detection, and the network state is considerably variable 
according to a non-predicted behavior pattern that are caused 
by peers that constitute the network. As a result, it is difficult 
to secure the P2P traffic detection. The corresponding meth 
odologies have technical leadership, but are only exemplified 
in a document research on a small P2P network that was 
performed by some researchers. For this reason, it is addi 
tionally required to actively and systematically verify effec 
tiveness of the methodologies, and thus an application of the 
methodologies to commercially used network equipment is 
not considered. 
0016. As the sixth methodology, fragmentary detection 
rules based on "peer behavior” (in particular, a size of a UDP 
packet or the number of times of connection, and a connection 
method (IP addresses and the number of ports)) are sug 
gested. However, the preferred embodiment of this method 
ology does not exist, and as a result, clear result data for 
detection that is implemented by the embodiment does not 
exist. 

0017 For reference, each of the above-described method 
ologies may be merged with other methodologies and indi 
vidually extended to include a heuristic characteristic. Tech 
nical discriminations and definitions may be made using 
another method. 

0018. However, according to the above-described meth 
odologies, it is not possible to provide universally stabilized 
and significant P2P traffic detection due to the different tech 
nical standards of most of commercially used P2P networks 
and variations generated at the time of operation. In particu 
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lar, an encrypted P2P packet becomes the main reason why it 
becomes difficult to detect P2P traffic or a P2P application 
service. In general, P2P application services, such as SKYPE, 
BitTorrent, and JOOST, follow the technical standard that is 
used to encryptand transmit all data packets including control 
or signal packets. For this reason, when existing simple 
matching methods or methodologies depending on the stan 
dardized pattern are used, it is not possible to inspect the 
packets, and thus it is difficult to discriminate P2P traffic. A 
methodology based on experimental heuristic is insufficient 
in effectiveness verification through a large amount of experi 
mental examples, and analyzes only an external characteristic 
or type of a fragmental packet transmission rather than direct 
analysis on the payload. Embodiments of the methodology 
are not suggested. 
0019. In consideration of the above-described problems, 
except for the methodology based on peer behavior, most of 
the existing methods generally analyze the packets on the 
network and control the inflow of the traffic. Accordingly, as 
a main method of controlling P2P traffic, only a specific 
methodology, Such as “a model based on interaction between 
peers and network equipment, will be able to detect 
encrypted P2P packets and control it. 

SUMMARY OF THE INVENTION 

0020. Accordingly, the invention has been made to solve 
the above-described problems, and it is an object of the inven 
tion to provide a P2P traffic management apparatus and 
method that is capable of selectively recognizing and control 
ling a P2P application service or application program that 
generates encrypted P2P packets where an inspection on a 
header or payload is impossible and transmits and receives 
the packets. 
0021. According to an aspect of the invention, there is 
provided a P2P traffic management system that manages P2P 
traffic on a network through which encrypted P2P traffic is 
exchanged. The P2P traffic management system includes P2P 
flow agents, each of which monitors an executed application 
program to extract a P2P application program, adds applica 
tion identifiers to packets generated by the application pro 
gram according to a policy set for the extracted P2P applica 
tion program, and transmits the packets; and P2P security 
gateways that monitor the inflowing packets from the P2P 
flow agents to extract packets having the application identi 
fiers, use the extracted application identifiers to inquire and 
acquire a related policy, and control the packets according to 
the acquired policy. 
0022. The P2P traffic management system according to 
the aspect of the invention may further include a live policy 
update server that detects a new policy input from a domain 
manager and provides the detected new policy and operation 
rules to the P2P security gateways. 
0023 The detected new policy may be provided to the 
security gateways using one of the following methods: a first 
live policy update method in which the live policy update 
server transmits the detected new policy to at least one P2P 
security gateway on the network; and a second live policy 
update method in which the live policy update server trans 
mits the detected new policy to one P2P security gateway, and 
one P2P security gateway receives the detected new policy 
and transmits the new policy to the other P2P security gate 
ways on the network. 
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0024. The control on the packets may be at least one of 
selective passage, bandwidth restriction, discard, priority 
change, and service discrimination of the packets. 
0025. In the case of the selective passage and bandwidth 
restriction of the packets, the application identification infor 
mation may be removed or unencapsulated from the packets, 
and the packets may be transmitted to the network. 
0026. When detecting the execution of the P2P application 
program, each of the P2P flow agents may use process execu 
tion information of the P2P application program to acquire 
P2P application program information, use the acquired P2P 
application program information to inquire a related policy 
item, and, when an attempt to generate and transmit the pack 
ets is detected from a process of the P2P application program, 
control the packets according to the acquired policy. 
0027. Each of the P2P security gateways may include a 
live policy update unit that receives a policy item from the live 
policy update server, verifies whether the received policy item 
is new and a version thereof conflicts with that of an existing 
policy, and updates data stored in a policy storage according 
to a verified result. 
0028. The live policy update server may receive the new 
policy input from the domain manager, check whether the 
received new policy violates an existing basic policy, set the 
input new policy as a new basic policy according to a checked 
result, determine which one of the first live policy update 
method or the second live policy update method is used to 
update the policy, and transmit the new policy to the P2P 
security gateways using the determined update method. 
0029 When receiving the new policy from the live policy 
update server using the second live policy update method, 
each of the P2P security gateways may transmit the new 
policy to the other P2P security gateways on the network 
through a P2P method, and each of the other P2P security 
gateways on the network receive the new policy, Verify a 
version of the received new policy and whether the version 
thereof conflicts with that of the existing policy, and update 
data stored in an internal policy storage module according to 
a verified result. 
0030 Each of the P2P security gateways may confirm 
whether a new policy item is properly applied, determine 
whether the new policy item needs to be applied to the P2P 
flow agents, simplify and convert the version of the new 
policy into a version for the P2P flow agents when it is 
determined that the new policy item needs to be applied to the 
P2P flow agents, and transmit the version-converted policy to 
the P2P flow agents. 
0031. Each of the P2P flow agents may receive the policy 
from the P2P security gateways, verify a format and version 
of the received policy and whether the new policy conflicts 
with the existing policy, include the verified policy in the 
operation, and notify the P2P security gateways of whether 
the policy verification is completed. 
0032. According to another aspect of the invention, there 

is provided a P2P flow agent that operates in connection with 
a P2P security gateway to manage P2P traffic on a network 
through which encrypted P2P traffic is exchanged. In this 
case, the P2P flow agent monitors an executed application 
program to extract a P2P application program, and adds an 
application identifier to each of packets generated by the 
application program according to apolicy set for the extracted 
P2P application program. 
0033. The P2P flow agent according to another aspect of 
the invention may include an application installation detec 
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tion module that detects installation of a new P2P application 
program; an application information management module 
that stores the detected new P2P application program and 
inquires and returns information related to the previously 
installed P2P application program; and an application execu 
tion monitor module that monitors whether the P2P applica 
tion program is executed and packet generation and reports a 
monitored result. The P2P flow agent according to another 
aspect of the invention may further include a P2P packet 
control unit that intercepts, when the detection of packet 
generation is reported from the application execution monitor 
module, the generated packets, controls the packets accord 
ing to a related policy item, and transmits the controlled 
packets to the P2P security gateway. 
0034. According to still another aspect of the invention, 
there is provided a P2P security gateway that operates in 
connection with a P2P flow agent to manage P2P traffic on a 
network through which encrypted P2P traffic is exchanged. In 
this case, the P2P security gateway monitors inflowing pack 
ets from the P2P flow agent to extract packets having appli 
cation identifiers, uses the extracted application identifiers to 
inquire and acquire a related policy, and controls the packets 
according to the acquired policy. 
0035. The P2P security gateway according to still another 
aspect of the invention may include a P2P packet control unit 
that receives the controlled P2P packets from the P2P flow 
agent, extracts the application identifiers and related informa 
tion from the received P2P packets to determine whether the 
P2P packets are P2P traffic, uses the extracted application 
identifiers and related information to inquire and acquire the 
related policy, and performs P2P packet filtering control on 
the packets according to the acquired policy; and a live policy 
update unit that receives a policy item from a live policy 
update server on the network, verifies whether the received 
policy item is new and a version thereof conflicts with that of 
an existing policy, and updates data stored in a policy storage 
according to a verified result. 
0036. According to a further aspect of the invention, there 

is provided a P2P traffic management method that manages 
P2P traffic on a network through which encrypted P2P traffic 
is exchanged. The P2P traffic management method includes 
allowing a P2P flow agent to monitor an executed application 
program to extract a P2P application program, to add appli 
cation identifiers to packets generated by the application pro 
gram according to a policy set for the extracted P2P applica 
tion program, and to transmit the packets; and allowing a P2P 
security gateway to monitor the inflowing packets from the 
P2P flow agent to extract packets having the application iden 
tifiers, to use the extracted application identifiers to inquire 
and acquire a related policy, and to control the packets accord 
ing to the acquired policy. 
0037 According to the aspects of the invention, a coop 
eration model between a P2P security gateway and a P2P flow 
agent is used to detect encrypted traffic that is generated by a 
general application service or application program using vari 
ous P2P networks and P2P architectures, and the encrypted 
traffic is controlled according to the policy. As a result, since 
it is not necessary to observe payload or a header of the P2P 
packet and analyze it, overhead can be considerably reduced 
as compared with a methodology depending on an IP packet 
filtering method, and it is possible to reduce time and cost loss 
due to separate signature analysis and development according 
to a P2P application. Further, it is possible to minimize erro 
neous detections according to the possibility of a quantitative 
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numerical value being changed, which is contained in a meth 
odology based on flow analysis statistics. Therefore, it is 
possible to securely control the P2P application. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0038 FIG. 1 is a diagram illustrating a configuration of a 
P2P network to which the invention is applied, which shows 
an entire P2P security service structure while focusing on a 
P2P security service domain; 
0039 FIG. 2 is a diagram illustrating the association rela 
tion and interaction between components shown in FIG. 1; 
0040 FIG. 3 is a diagram illustrating a live policy update 
method based on a central server to update a policy according 
to a preferred embodiment of the invention in real time; 
0041 FIG. 4 is a diagram illustrating a live policy update 
method based on a P2P network to update a policy according 
to a preferred embodiment of the invention in real time; 
0042 FIG. 5 is a block diagram illustrating the detailed 
configuration of a P2P flow agent and a P2P security gateway 
according to an embodiment of the invention; 
0043 FIG. 6 is a diagram illustrating a process of applying 
a basic policy in a P2P flow agent according to an embodi 
ment of the invention; 
0044 FIG. 7 is a diagram illustrating a process of recog 
nizing a P2P application program, correcting a P2P packet, 
and transmitting the P2P packet through a real-time monitor 
ing procedure between a P2P flow agent and a P2P security 
gateway in accordance with an embodiment of the invention; 
004.5 FIG.8 is a flowchart illustrating a P2P traffic control 
process through P2P application packet detection between a 
P2P flow agent and a P2P security gateway in accordance 
with an embodiment of the invention while focusing on the 
operation of the P2P security gateway; and 
0046 FIG. 9 is a flowchart illustrating the operation of a 
P2P live policy update process according to an embodiment 
of the invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0047. The invention is different from a method and appa 
ratus according to the related art for providing a P2P traffic 
detection method using only P2P network packet analysis. 
Specifically, in this invention, a P2P flow agent is mounted on 
a peer side and a P2P security gateway is installed on a 
network, an installation and operation of a P2P application 
program and service is recognized through a link between the 
P2P flow agent and the P2P security gateway, P2P traffic is 
detected on the basis of a cooperation model at the time of 
generating and transmitting packets, and a procedure of con 
trolling P2P traffic is effectively performed according to a 
policy, thereby easily achieving detection and control of 
encrypted P2P traffic corresponding to an object of the inven 
tion. 
0048. Hereinafter, the preferred embodiments of the 
invention will be described in detail with reference to the 
accompanying drawings. 
0049 First, a network configuration and a P2P security 
service structure to which the invention is applied will be 
described in detail with reference to FIGS. 1 to 3. 
0050 FIG. 1 is a diagram illustrating a configuration of a 
P2P network to which the invention is applied, which shows 
an entire P2P security service structure while focusing on a 
P2P security service domain. 
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0051 A P2P network according to an embodiment of the 
invention includes a live policy update server 100, P2P secu 
rity gateways 200, a domain manager 300, and at least one 
P2P flow agent 400 that constitutes a P2P security service 
domain. 
0.052 Each of peers that exist on one logical P2P security 
service domain is mounted with a P2P flow agent service 
(software module), and gateway network equipment is pro 
vided with a P2P security gateway daemon (software mod 
ule). Referring to FIG.1, the live policy update server 100, the 
domain manager 300, and the P2P security service domain 
are connected to each other on the basis of the P2P security 
gateway 200. This relationship has a structural characteristic 
that can be comprehensively applied to each of the P2P secu 
rity gateways 200 that are geographically distributed on the 
basis of the Internet. 
0053. In this case, the P2P security service domain may 
have various meanings. That is, the P2P security service 
domain may be a work group that constitutes an office net 
work, a Subnetwork that is discriminated by a Subnet mask, an 
arbitrary network of a small unit that is composed of Ethernet, 
a logical unit network region where the same policy is 
applied, a group of peers that are disposed at locations physi 
cally adjacent to each other, or a subnetwork of a P2P service 
network. 
0054 As can be known from the present network configu 
ration, except for the case of managing the network equip 
ment or updating a policy, it is assumed that a separate central 
server does not exist in the P2P service. That is, the P2P flow 
agent 400 functions as a servant that actually participates in a 
P2P network and uses a general P2P application service. The 
P2P security gateway 200 as network equipment detects and 
controls P2P traffic that is generated when using a P2P appli 
cation service. The live policy update server 100 and the 
domain manager 300 function as a management domain that 
controls the operation of the P2P security gateway 200 
according to a network environment and a condition change 
of a P2P application service. 
0055 FIG. 2 is a diagram illustrating the association rela 
tion and interaction between components shown in FIG. 1. 
0056. In FIG. 2, a P2P security policy domain, a P2P 
security service domain, and a P2P security management 
domain mainly exist. 
0057 First, the P2P security policy domain includes the 
live policy update server 100 and the domain manager 300. 
The P2P security service domain includes a peer that is 
mounted with the P2P flow agent 400, and the P2P security 
management domain includes the P2P security gateway 200. 
0.058 Hereinafter, a description is given of the operation 
that each of the components functions in connection with the 
other components connected to the network in order to rec 
ognize a P2P application service and detect/control traffic, 
and a result thereof, when each of the components performs 
an individual function. 
0059. The domain manager 300 determines a local net 
work service rule that is operated by one P2P security gate 
way 200, and applies a determined policy to individual net 
work equipment. The domain manager 300 may have access 
to the P2P security gateway 200 to change a policy of the P2P 
security gateway 200 or maintain/repair a system. Access 
authentication and authority verification items are based on a 
general method of network security and computer Science. 
However, the invention is not limited thereto, and various 
methods may be used. 
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0060. In order to determine policies of various local net 
works observed by at least one P2P security gateway 200 and 
applies the policies to the P2P security gateway 200 on an 
entire network according to a network situation, the domain 
manager 300 provides a description of a corresponding policy 
to the live policy update server 100. If the live policy update 
server 100 is instructed to propagate a new or updated policy 
item, the live policy update server 100 has access to each of 
P2P security gateways and informs each P2P security gate 
way that the policy item is updated and transmits a related 
specification to each P2P security gateway. The method of 
updating a policy will be described in detail below with 
reference to FIGS. 3, 4, and 9. 
0061. The P2P security gateway 200 is mounted with 
policy and operation items that are capable of detecting and 
controlling P2P traffic. The P2P security gateway 200 func 
tions as a P2P security management domain that detects Secu 
rity vulnerability, which may occur due to traffic generally 
generated by a P2P application service, and resolves a prob 
lem of the security vulnerability. 
0062 Hereinafter, specific policy application will be 
described. 
0063. In order for the P2P security gateway 200 to 
Smoothly operate on the basis of the applied policy, previous 
adjustment is needed, such that the P2P security gateway 200 
can share the same operation rule with the P2P flow agent 400 
located at the P2P security service domain to cooperate with 
each other. The previous adjustment may be performed when 
the policy and operation rules mounted on the P2P security 
gateway 200 are changed, and may be dynamically made 
according to a P2P network operation characteristic. 
0064. Finally, P2P packets that are generated by a P2P 
application service of a peer are transmitted to the P2P secu 
rity gateway through the P2P flow agent 400, and the P2P 
security gateway 200 may perform a procedure. Such as pas 
sage 250, bandwidth restriction 252, and discard 254, accord 
ing to a mounted policy. 
0065. A category of applicable packet control procedures 

is not limited to the above-described example, and various 
packet control procedures may be designed by policy devel 
opers and network operation planers and used. 
0066 FIG. 3 is a diagram illustrating a live policy update 
method based on a central server to update a policy according 
to a preferred embodiment of the invention in real time. 
0067 Referring to FIG. 3, when a new policy and opera 
tion rules are transmitted from the domain manager 300 to the 
live policy update server 100, the live policy update server 
100 detects the transmission, and transmits the new or 
updated policy to the P2P security gateway 200 in charge of 
each P2P service domain immediately or at a predetermined 
policy update time. 
0068 Accordingly, a live policy update model according 

to this embodiment has a characteristic in that the updated 
time and cost are determined according to the size of data and 
the number of the P2P security gateways 200 to be updated, 
which are needed to be transmitted when a policy is updated. 
0069. In this case, a live policy update model according to 
a modification shown in FIG. 4 may be additionally consid 
ered. 
0070 FIG. 4 shows a live policy update method based on 
a P2P network to update a policy according to a preferred 
embodiment of the invention in real time. 
0071. In the policy update method according to the related 

art, as shown in FIG.3, a policy or data updated depending on 
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the central live policy update server 100 is transmitted, while 
in a policy update method according to this embodiment, as 
shown in FIG. 4, corresponding policy or data is transmitted 
by a P2P method from network equipment including previ 
ously updated policy or data, that is, a P2P security gateway 
200-1 to the other P2P security gateways 200-2, 200-3, and 
200-4 where an update operation is not made. 
0072 The communication, which is used to update a 
policy between the P2P security gateways 200, may be per 
formed Such that it does not create an unnecessary channel 
structure, Such as infinite data propagation and loop, using a 
numerical value, such as TTL (Time-To-Live). In order to 
perform mutual authentication, a separate central authentica 
tion server may be installed or a self-generated cryptography 
key and a trust model. Such as Web-of-Trust passing through 
a third party, may be used. However, the invention is not 
limited thereto. 
0073. A process of causing the P2P security gateway 330b 
to check a policy version of each of the other P2P security 
gateways 200-2, 200-3, and 200-4 to update its policy to the 
newest policy and a live policy update process based on a P2P 
network between the P2P security gateways may be per 
formed on the basis of a general network policy update 
method. 
0074 Thus, the invention may provide an advantage in 
operation in that one of the two models may be selected in 
consideration of the network situation and costs and the live 
policy update process may be performed. 
0075. Until now, the technical characteristic of the inven 
tion has been schematically described while focusing on the 
network configuration to which the invention is applied. 
(0076) Next, the detailed structures of the P2P flow agent 
and the P2P security gateway of the network components will 
be described with reference to FIG. 5. 
0077 FIG. 5 is a block diagram illustrating the detailed 
configuration of a P2P flow agent and a P2P security gateway 
according to an embodiment of the invention. 
(0078. The P2P security gateway 200 according to the 
embodiment of the invention as a link system is connected to 
an external policy management system 500. The P2P flow 
agent 400 mainly includes a P2P application management 
unit 410, a P2P application policy update unit 420, and a P2P 
packet control unit 430. 
007.9 The P2P application management unit 410 recog 
nizes a newly installed P2P application program and service 
through an application installation detection module 410a. 
The P2P application management unit 410 extracts informa 
tion on the completely installed P2P application program 
from a registry and a program setting file through an applica 
tion information management module 410b, stores the infor 
mation, and manages the information. 
0080. If detecting the execution of the P2P application 
program while monitoring the execution of the P2P applica 
tion program, an application execution monitor module 410c 
requests the application information management module 
410b for the information on the P2P application program. The 
application execution monitor module 410c transmits a 
request result to an application policy management and Stor 
age module 420b of the P2P application policy update unit 
420 and inquires a policy item suitable for the executed P2P 
application program. 
I0081. In order to control packets that are generated by the 
corresponding P2P application program on the basis of the 
inquired policy item, a packet correction module 430a of the 
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P2P packet control unit 430 adds identification information 
on the P2P application program, for example, a P2P applica 
tion program name, a program identification code, a userID, 
and a peer ID, to an IP option field of each packet or corrects 
the packets by a method of encapsulating each original packet 
with a separate head including P2P application identification 
information in the P2P flow agent 400. A packet transmission 
module 430b transmits the corrected packets to the P2P secu 
rity gateway 200. 
0082. The P2P security gateway 200 mainly includes a 
connection unit for management 210, a live policy update unit 
220, a P2P flow agent management unit 230, and a P2P packet 
control unit 240. 
I0083. The packets that are received from the P2P flow 
agent 400 are first transmitted to a flow agent connection 
module 24.0a of the P2P packet control unit 240, and P2P 
application identification information of the corresponding 
packets is detected through a packet monitor module 240b. 
The extracted identification information is inquired to a 
policy storage module 220b of the live policy update unit 220. 
According to the inquired result, through a packet filter mod 
ule 240c, a proper policy is applied (passage, bandwidth 
restriction, interception, priority change, or service discrimi 
nation). 
I0084. Then, a P2P manager system 510 of the external 
policy management system 500 may have access to the P2P 
security gateway 200 using two methods according to a man 
agement object. First, the P2P manager system 510 may be 
directly connected to a console connection module 210a of 
the connection unit for management 210, and check items 
necessary for application of the P2P security gateway 200 in 
a command line environment or change the items and apply 
the changed items. Second, the P2P manager system 510 may 
use a web protocol according to the related art, such HTTP or 
HTTPS, to be connected to a web server module 210b of the 
connection unit for management 210. The P2P manager sys 
tem 510 may maintain the connection and read operation and 
management information of the P2P security gateway 200 
through an access and control information report module 
210c. 

0085 Meanwhile, if a new policy item that is designed and 
created by the P2P manager system 510 of the external policy 
management system 500 is transmitted to the P2P live policy 
update server 520, the P2P live policy update server 520 
updates the policy used in the P2P security gateway with the 
changed policy. Then, the P2P live policy update server 520 is 
connected to the live policy update unit 220, such that the 
changed policy is used for the P2P application detection and 
traffic control. After receiving the new policy item, the live 
policy management module 220a confirms a policy version 
and transmits a corresponding item to the policy storage 
module 220b. The policy storage module 220b stores and 
manages the corresponding item. When it is required to 
inquire the corresponding item, the policy storage module 
220b provides the related result. 
I0086. When the P2P security gateway 200 needs to apply 
the same changed policy item to the P2P flow agent 400, the 
security gateway connection module 420a of the P2P appli 
cation policy update unit 420 sets separate connection with a 
flow agent policy management module 230a of the P2P flow 
agent management unit 230, and transmits the related policy 
item that is corrected to be suitable for the P2P flow agent 400. 
Preferably, this process is performed on the basis of a push 
model according to the determination from the P2P security 
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gateway 200 or a pull model where the P2P flow agent peri 
odically performs polling and detects a policy update period. 
Hereinafter, the application policy management and storage 
module 420b confirms that the corresponding policy is a 
policy to be newly applied through a verification procedure, 
Such as version checking, and stores the corresponding 
policy. In addition, the application policy management and 
storage module 420b includes the corresponding policy in the 
operation of the P2P flow agent 400. 
I0087 Further, it is preferable that the new policy be 
updated in real time and included in the operation of the P2P 
security gateway 200 and the P2P flow agent 400 in real time. 
I0088. In this case, as the preferred embodiment of the P2P 
flow agent 400 and the P2P security gateway 200 that are 
mainly used to implement a method of detecting harmful P2P 
traffic on the basis of a cooperation model between the P2P 
security gateway and the P2P flow agent and a control method 
thereof, the detailed blocks shown in FIG.5 are not limited to 
the above description. According to separate requirements 
from the network designer or the policy manager, segmented 
or various modules may be additionally mounted and indi 
vidual modules may be integrated into one large module that 
manages various module functions. 
I0089. Hereinafter, the operation flow of the P2P traffic 
management method according to the embodiment of the 
invention will be described. A description is not given of a 
technical portion that can be generally understood to mainly 
describe the operation characteristics of the invention. 
I0090 FIG. 6 is a diagram illustrating a process of applying 
a basic policy in a P2P flow agent according to an embodi 
ment of the invention. 
0091 Specifically, FIG. 6 shows a process in which a first 
peer recognizes a newly registered P2P program and stores 
and manages information on the P2P program, and applies a 
basic policy. 
0092. When the P2P flow agent service starts (S601), a 
new registration of a process is monitored (S602). When it is 
determined that an application program is being newly 
installed (Yes of S603), the P2P application program instal 
lation is detected (S604), and the process enters a waiting 
state until the new application program is completely 
installed (S605). If the new application program is com 
pletely installed, a related setting item that is written in an 
operating system when installing the corresponding applica 
tion program is tracked and stored (S606). Then, an arbitrary 
application identifier is provided and a basic policy is applied 
(S607). 
0093. According to the preferred embodiment of the 
invention, the procedure shown in FIG. 6 is continuously 
performed until the P2P flow agent service is completed. 
0094 FIG. 7 is a diagram illustrating a process of recog 
nizing a P2P program, correcting a P2P packet, and transmit 
ting the P2P packet through a real-time monitoring procedure 
between a P2P flow agent and a P2P security gateway in 
accordance with an embodiment of the invention. 

(0095. If the P2P flow agent service starts (S701), the P2P 
flow agent 400 monitors the executed program in real time 
(S702). When it is determined that the P2P application is 
being executed (Yes of S703), the P2P flow agent 400 inquires 
and acquires real-time execution information (for example, a 
process name, a process ID, a network bandwidth to be used, 
and a CPU share) for the corresponding process (S704). On 
the basis of the acquired information, the P2P flow agent 400 
inquires information that is acquired when installing the P2P 
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application program and then stored (S705), which is a pro 
cedure that is needed to detect whether the executed process 
is an instance of the P2P application program. 
0096. At this time, when the information for the process 
exists (Yes of S706), it is inquired whether a P2P application 
policy related to the corresponding process exists or not 
(S707). Whether the P2P application policy exists or not is 
determined (S708), and when it is determined that the P2P 
application policy exists (Yes of S708), the corresponding 
P2P application policy is acquired (S709). When it is deter 
mined that the P2P application policy does not exist, basic 
policy application is determined and the basic policy is 
acquired (S710). The P2P flow agent determines whether the 
P2P application program attempts to transmit the packet to 
the network (S711). When an attempt to transmit the P2P 
packet is detected (S712), the P2P flow agent intercepts the 
corresponding P2P packet, and performs a correction opera 
tion. For example, the P2P flow agent adds, to the packet, 
information that can discriminate the P2P application on the 
basis of the acquired policy item until the application is com 
pleted (S713). 
0097. Preferably, the procedure according to this embodi 
ment is continuously performed until the P2P flow agent 
service is completed. 
0098 FIG.8 is a flowchart illustrating a P2P traffic control 
process through P2P application packet detection between a 
P2P flow agent and a P2P security gateway in accordance 
with an embodiment of the invention while focusing on the 
operation of the P2P security gateway. 
0099 First, when the P2P security gateway daemon starts 
(S801), packets, which inflow into the P2P flow agent, are 
monitored in real time (S802). If a packet that includes a P2P 
application identifier is discovered (Yes of S803), P2P appli 
cation-related information is extracted from the correspond 
ing packet (S804). The P2P live policy is inquired using the 
P2P application identifier included in the P2P application 
related information (S805), and whether the P2P live policy 
exists is determined (S806). If the P2P live policy exists (Yes 
of S806), the corresponding P2P live policy is acquired 
(S810). In contrast, if the P2P live policy does not exist (No of 
S806), the policy update setting is confirmed in order to 
acquire the related policy (S807). When the update is pos 
sible, the P2P live policy update server 100 is requested for a 
new policy item including an operation and control guide on 
the P2P application program (S809). However, if the update is 
impossible or the P2P live policy update server 100 cannot 
provide the proper new policy item, basic policy application 
is determined (S808), and the basic policy is acquired as the 
P2P live policy (S810). 
0100 Next, the policy, such as the packet passage (S812), 
the bandwidth restriction (S813), and the packet discard 
(S814), may be applied according to the kind of acquired 
policy (S811). In particular, in the case of the packet passage 
(S812) or the bandwidth restriction (S813), the information 
related to the P2P application identification is removed or 
unencapsulated from the transmitted packet, thereby allow 
ing the packet to be transmitted to a destination through a 
general network, such as the Internet (S815). 
0101 Meanwhile, even after the above-described pro 
cesses, when the P2P security gateway daemon is continu 
ously performed (No of S816), the above-described processes 
are preferably repeated. 
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0102 FIG. 9 is a flowchart illustrating the operation of a 
P2P live policy update process according to an embodiment 
of the invention. 

(0103. In this embodiment, it is assumed that the P2P secu 
rity gateway 200 and the P2P flow agent 400 receive the new 
policy item and update the policy. 
0104. If the policy change item is generated in the P2P live 
policy update server 100 (S901), an update method selection 
procedure is progressed (S902). As the update method, a live 
policy update method (S903) based on a central server 
through a P2P live policy update server or a live policy update 
method (S904) based on a P2P network through mutual con 
nection between a plurality of P2P security gateways may be 
used. The new policy is acquired by using the selected update 
method (S903 or S904). 
0105. In this case, the selection of the update method may 
be determined by the network manager in consideration of an 
OPEX (Operation Expenditure) and a CAPEX (Capital 
Expenditure) when maintaining and repairing the P2P service 
network. Alternatively, the selection of the update method 
may be determined according to a separate algorithm based 
on a scale of a P2P security gateway that constitutes a P2P 
security management domain. 
0106 Before applying the new policy that is acquired by 
one of the two methods, the P2P security gateway 200 
inspects whether the new policy conflicts with the existing 
policy (S905). If the new policy conflicts with the existing 
policy, the existing policy is maintained (S906). If the new 
policy does not conflict with the existing policy, the received 
new policy item is transmitted to the policy storage of the P2P 
security gateway 200 to inform that the policy conflict inspec 
tion is completed, and request the update (S907). In this case, 
the new policy that is stored in the policy storage is applied to 
the P2P security gateway daemon in real time (S908), such 
that the new policy is included in the operation. 
0107. When the P2P security gateway determines that the 
received new policy item needs to be transmitted to other P2P 
security gateways adjacent to the corresponding P2P security 
gateway (Yes of S909), the P2P security gateway sets con 
nection with the adjacent P2P security gateways in a one-to 
one relation, and performs a verification procedure of a policy 
version in advance. When a problem does not occur in the 
verification procedure, the P2P security gateway attempts to 
transmit the policy item (S911). Each of the adjacent P2P 
security gateways that receive the new policy item repeats the 
above-described procedure and updates the policy stored in 
the storage with the new policy. If the P2P security gateway at 
the reception side is a final peer that performs the policy 
update propagation, the policy update propagation using the 
P2P method will end at this point of time. 
0.108 If the new policy item does not need to be transmit 
ted to the adjacent P2P security gateways (No of S909), it is 
determined whether the policy item mounted in the P2P flow 
agent needs to be changed (S910) When the update is needed 
(Yes of S910), the P2P security gateway is connected to the 
P2P flow agent (S912), and requests the P2P flow agent to add 
or update the P2P application management information and 
new policy (S913). When the policy change of the P2P flow 
agent is not needed (No of S910), the P2P policy update 
process ends. 
0109 The above-described process may start upon a direct 
request from the P2P live policy update server, be made 
according to the predetermined periodic update time, or start 
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through the confirmation on whether the policy of the P2P 
security gateway is periodically updated. However, the inven 
tion is not limited thereto. 

What is claimed is: 
1. A P2P traffic management system that manages P2P 

traffic on a network through which encrypted P2P traffic is 
exchanged, the P2P traffic management system comprising: 
P2P flow agents, each of which monitors an executed appli 

cation program to extract a P2P application program, 
adds application identifiers to packets generated by the 
application program according to a policy set for the 
extracted P2P application program, and transmits the 
packets; and 

P2P security gateways that monitor the inflowing packets 
from the P2P flow agents to extract packets including the 
application identifiers, use the extracted application 
identifiers to inquire and acquire a related policy, and 
control the packets according to the acquired policy. 

2. The P2P traffic management system of claim 1, further 
comprising: 

a live policy update server that detects a new policy input 
from a domain manager and provides the detected new 
policy and operation rules to the P2P security gateways. 

3. The P2P traffic management system of claim 2, 
wherein the detected new policy is provided to the security 

gateways using one of the following methods: 
a first live policy update method in which the live policy 

update server transmits the detected new policy to at 
least one P2P security gateway on the network; and 

a second live policy update method in which the live policy 
update server transmits the detected new policy to one 
P2P security gateway, and one P2P security gateway 
receives the detected new policy and transmits the new 
policy to the other P2P security gateways on the net 
work. 

4. The P2P traffic management system of claim 1, 
wherein the control on the packets is at least one of selec 

tive passage, bandwidth restriction, discard, priority 
change, and service discrimination of the packets. 

5. The P2P traffic management system of claim 4, 
wherein, in the case of the selective passage and bandwidth 

restriction of the packets, the application identifier infor 
mation is removed or unencapsulated from the packets, 
and the packets are transmitted to the network. 

6. The P2P traffic management system of claim 1, 
wherein, when detecting the execution of the P2P applica 

tion program, each of the P2P flow agents uses process 
execution information of the P2P application program to 
acquire P2P application program information, uses the 
acquired P2P application program information to 
inquire a related policy item, and, each of the P2P flow 
agents controls the packets according to the acquired 
policy when the P2P flow agents an attempt to generate 
and transmit the packets from a process of the P2P 
application program. 

7. The P2P traffic management system of claim 2, 
wherein each of the P2P security gateways includes: 
alive policy update unit that receives a policy item from the 

live policy update server, verifies whether the received 
policy item is new and a version thereof conflicts with 
that of an existing policy, and updates data stored in a 
policy storage according to a verified result. 
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8. The P2P traffic management system of claim 3, 
wherein the live policy update server receives the new 

policy input from the domain manager, checks whether 
the received new policy violates an existing basic policy, 
sets the input new policy as a new basic policy according 
to a checked result, determines which one of the first live 
policy update method or the second live policy update 
method is used to update the policy, and transmits the 
new policy to the P2P security gateways using the deter 
mined update method. 

9. The P2P traffic management system of claim 8. 
wherein, when receiving the new policy from the live 

policy update server using the second live policy update 
method, each of the P2P security gateways transmits the 
new policy to the other P2P security gateways on the 
network through a P2P method, and 

each of the other P2P security gateways on the network 
receives the new policy, verifies a version of the received 
new policy and whether the version thereof conflicts 
with that of the existing policy, and updates data stored 
in an internal policy storage module according to a veri 
fied result. 

10. The P2P traffic management system of claim 9. 
wherein each of the P2P security gateways confirms 

whether a new policy item is properly applied, deter 
mines whether the new policy item needs to be applied to 
the P2P flow agents, simplifies and converts the version 
of the new policy into a version for the P2P flow agents 
when it is determined that the new policy item needs to 
be applied to the P2P flow agents, and transmits the 
version-converted policy to the P2P flow agents. 

11. A P2P flow agent that operates in connection with a P2P 
security gateway to manage P2P traffic on a network through 
which encrypted P2P traffic is exchanged, 

wherein the P2P flow agent monitors an executed applica 
tion program to extract a P2P application program, and 
adds an application identifier to each of packets gener 
ated by the application program according to a policy set 
for the extracted P2P application program. 

12. The P2P flow agent of claim 11, comprising: 
an application installation detection module that detects 

installation of a new P2P application program; 
an application information management module that stores 

the detected new P2P application program and inquires 
and returns information related to the previously 
installed P2P application program; and 

an application execution monitor module that monitors 
whether the P2P application program is executed and 
packet generation and reports a monitored result. 

13. The P2P flow agent of claim 12, further comprising: 
a P2P packet control unit that intercepts the generated 

packets when the detection of packet generation is 
reported from the application execution monitor mod 
ule, controls the packets according to a related policy 
item, and transmits the controlled packets to the P2P 
security gateway. 

14. A P2P security gateway that operates in connection 
with a P2P flow agent to manage P2P traffic on a network 
through which encrypted P2P traffic is exchanged, 

wherein the P2P security gateway monitors inflowing 
packets from the P2P flow agent to extract packets hav 
ing application identifiers, uses the extracted application 
identifiers to inquire and acquire a related policy, and 
controls the packets according to the acquired policy. 
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15. The P2P security gateway of claim 14, comprising: 
a P2P packet control unit that receives the controlled P2P 

packets from the P2P flow agent, extracts the application 
identifiers and related information from the received 
P2P packets to determine whether the P2P packets are 
P2P traffic, uses the extracted application identifiers and 
related information to inquire and acquire the related 
policy, and performs P2P packet filtering control on the 
packets according to the acquired policy; and 

a live policy update unit that receives a policy item from a 
live policy update server on the network, verifies 
whether the received policy item is new and a version 
thereof conflicts with that of an existing policy, and 
updates data stored in a policy storage according to a 
verified result. 

16. A P2P traffic management method that manages P2P 
traffic on a network through which encrypted P2P traffic is 
exchanged, the P2P traffic management method comprising: 

allowing a P2P flow agent to monitor an executed applica 
tion program to extract a P2P application program, to 
add application identifiers to packets generated by the 
application program according to a policy set for the 
extracted P2P application program, and to transmit the 
packets; and 

allowing a P2P security gateway to monitor the inflowing 
packets from the P2P flow agent to extract packets hav 
ing the application identifiers, to use the extracted appli 
cation identifiers to inquire and acquire a related policy, 
and to control the packets according to the acquired 
policy. 

17. The P2P traffic management method of claim 16, 
wherein the allowing of the P2P flow agent to add the 

application identifiers to the packets and transmit the 
packets includes: 
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when the P2P flow agent detects the execution of the P2P 
application program, allowing the P2P flow agent to use 
process execution information of the P2P application 
program to acquire P2P application program informa 
tion, and to use the acquired P2P application program 
information to inquire the related policy; and 

when the P2P flow agent detects an attempt to generate and 
transmit the packets from a process of the P2P applica 
tion program, allowing the P2P flow agent to control the 
packets according to the inquired policy. 

18. The P2P traffic management method of claim 16, fur 
ther comprising: 

allowing a live policy update server to detect a new policy 
input from a domain manager and to provide the 
detected new policy and operation rules to the P2P secu 
rity gateway. 

19. The P2P traffic management method of claim 18, fur 
ther comprising: 

allowing the P2P security gateway to receive a policy item 
from the live policy update server and to verify whether 
the received policy item is new and a version thereof 
conflicts with that of an existing policy; and 

allowing the P2P security gateway to update data stored in 
a policy storage of the P2P security gateway according 
to a verified result. 

20. The P2P traffic management method of claim 18, fur 
ther comprising: 

allowing the live policy update server to receive the new 
policy input from the domain manager, to check whether 
the received new policy violets an existing basic policy, 
to set the input new policy as a new basic policy accord 
ing to a checked result, and to transmit the new policy to 
the P2P security gateway. 
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