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— (57) Abstract: A method of sharing private and/or sensitive data from plurality of data providers to a data user, the data user having a
private key and a public key, the method comprising the steps of providing a first data set and encrypting the first data set at a terminal
of a first data provider with a collective public key, providing a second data set and encrypting the second data set at a terminal of a
second data provider with the collective public key, sending the encrypted data to a server from the plurality of servers, the plurality of
servers forming together a collective and decentralized authority, decentralized aggregating the encrypted data of the first and second

0 0 data providers by the plurality of servers, based on the homomorphic encryption scheme, to compute a first encrypted aggregated data
set, modifying the encryption of the first encrypted aggregated data set from the encryption based on the collective public key to an
encryption based on the public key of the data user to generate a second encrypted aggregated data set.
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SYSTEM AND METHOD FOR PROVIDING A COLLECTIVE
DECENTRALIZED AUTHORITY FOR SHARING SENSITIVE DATA

FIELD OF THE INVENTION

(0001) The present invention relates to the field of cryptography, more particularly to the

field of decentralized and collective cryptography for privacy-conscious data sharing.

BACKGROUND

(0002) Research effort has been put into components useful for privacy-preserving data

sharing and secure multi-party computation. For example, Duan et al. provide a practical

framework for privacy -preserving data mining. Duan Y., Canny J., Zhan J., "Efficient

privacy-preserving association rule mining: P4P style." In Computational Intelligence and

Data Mining, 2007. CIDM 2007. IEEE Symposium on 2007, March 1, pp. 654-660. They

consider a server and a number of privacy peers who help the server with the computations

and who provide privacy. As it is a server-based system, it is prone to weakest-link security

in that if the server fails, the system fails. Furthermore, they assume a weak adversary model

in which all entities follow protocol, i.e., are semi-honest.

(0003) Other authors have described building blocks for implementing statistical

computing on distributed health data and implement several common statistical algorithms.

See for example, M. A. Hailemichael, K. Y. Yigzaw, and J . G. Bellika, "Emnet: a system for

privacy-preserving statistical computing on distributed health data", in Proceedings of the

13th Scandinavian Conference on Health Informatics. IEEE, 2015. However, they also

consider a relatively weak adversary model where the health institutions in charge of storing

and computing are fully trusted. Furthermore, they do not make use of any cryptographic

tools, only some basic blinding. Zamani et al. present a secure multi-party computation that

protects against a malicious adversary corrupting a fraction of the parties involved. M.

Zamani, M. Movahedi, and J . Saia, "Millions of millionaires: Multiparty computation in large

networks." IACR Cryptology ePrint Archive, vol. 2014, p. 149, 2014. In their work, the



values are shared among parties using verifiable secret sharing and the computations are split

into components that can be performed by different quorums. Thus patients are not masters

of their own data. Maffei et al. introduce a cryptographic system that protects the secrecy and

integrity of data outsourced to a cloud with respect to both an untrusted server and malicious

clients. M. Maffei, G. Malavolta, M. Reinert, and D. Schroder, "Privacy and access control

for outsourced personal records", in Security and Privacy (SP), 2015 IEEE Symposium.

IEEE, 2015, pp. 341-358. As in many applications, they consider a central storage (the cloud)

for all the data. Moreover, Khan et al. built a P2P network that supports integrity and

confidentiality labeling of data. S. M. Khan and K. W. Hamlen, "Penny: Secure,

decentralized data management." International Journal of Network Security, vol. 16, no. 5,

pp. 340-354, 2014. Their system permits peers to publish data without revealing their

ownership of the data. However, there is no possibility of using the data for studies. Further

effort has been put into privately computing disease risks. See for example, J . W. Bos, K.

Lauter, and M. Naehrig, "Private predictive analysis on encrypted medical data," Journal of

biomedical informatics, vol. 50, pp. 234-243, 2014. Although these methods are important,

they are only predictive and therefore are different from the aspects of the present invention.

(0004) Despite all the above-described advances in the field of privacy preserving

data sharing, still further improvements and novel solutions are desired that enable secure

computations on sensitive data with trust distributed among multiple entities and data spread

across multiple data providers while preserving the privacy of the data providers willing to

share data.

SUMMARY

(0005) According to one aspect of the present invention, a method of sharing private

and/or sensitive data from a plurality of data providers with a data user is provided, the data

user having a private key and a public key. Preferably, the method includes the steps of



providing a first data set and encrypting the first data set at a terminal of a first data provider

with a collective public key, providing a second data set and encrypting the second data set at

a terminal of a second data provider with the collective public key, the encrypting being

based on a homomorphic encryption scheme, sending the encrypted data from the first and

second data provider terminals to a server from a plurality of servers, the plurality of servers

forming together a collective and decentralized authority for sharing and computing on at

least one of private and sensitive data, and decentralized aggregating the encrypted data of

the first and second data providers by the plurality of servers, based on the homomorphic

encryption scheme, to compute a first encrypted aggregated data set.

(0006) In addition, the method further preferably includes the steps of modifying the

encryption of the first encrypted aggregated data set from the encryption based on the

collective public key to an encryption based on the public key of the data user, the modifying

performed collectively with the plurality of servers, to generate a second encrypted

aggregated data set; sending the second encrypted aggregated data set to the data user; and

decrypting the second encrypted aggregated data set at the data user terminal with the private

key of the data user.

(0007) According to another aspect of the present invention, a system for sharing private

and/or sensitive data from a plurality of data providers with a data user is provided, the data

user having a private key and a public key. Preferably, the system includes a plurality of

terminals, each terminal associated with a respective data provider, a plurality of servers, the

plurality of servers forming together a collective and decentralized authority for sharing and

computing on at least one of private and sensitive data, and a data user terminal of a data

user. Moreover, preferably, a first terminal of a first data provider is configured to provide a

first data set, to encrypt the first data set with a collective public key based on a

homomorphic encryption scheme, and to send first encrypted data to a server of the plurality



of servers, and a second terminal of a second data provider is configured to provide a second

data set, to encrypt the second data set with the collective public key based on the

homomorphic encryption scheme, and to send second encrypted data to a server of the

plurality of servers.

(0008) In addition, preferably, the plurality of servers are configured to at least one of

group and aggregate in a decentralized fashion the encrypted data of the first and second data

providers based on the homomorphic encryption scheme, to compute a first encrypted

aggregated data set, to collectively modify the encryption of the first encrypted aggregated

data set from the encryption based on the collective public key to an encryption based on the

public key of the data user, to generate a second encrypted aggregated data set, and to send

the second encrypted aggregated data set to a terminal of the data user, and the data user

terminal is configured to decrypt the second encrypted aggregated data set with the private

key of the data user.

(0009) According to yet another aspect of the present invention, a system including a

plurality of servers for sharing private and/or sensitive data from a plurality of data providers

with a data user terminal of a data user is provided, the data user having a private key and a

public key, the plurality of servers forming together a collective and decentralized authority

for sharing and computing on at least one of private and sensitive data. Preferably, a first

terminal of a first data provider is configured to provide a first data set, to encrypt the first

data set with a collective public key based on a homomorphic encryption scheme, and to send

first encrypted data to a server of the plurality of servers, and a second terminal of a second

data provider is configured to provide a second data set, to encrypt the second data set with

the collective public key based on the homomorphic encryption scheme, and to send second

encrypted data to a server of the plurality of servers.



(00010) Moreover, preferably, the plurality of servers are configured to group and/or

aggregate in a decentralized fashion the encrypted data of the first and second data providers

based on the homomorphic encryption scheme to compute a first encrypted aggregated data

set, to collectively modify the encryption of the first encrypted aggregated data set from the

encryption based on the collective public key to an encryption based on the public key of the

data user to generate a second encrypted aggregated data set, and to send the second

encrypted aggregated data set to the terminal of the data user, and the data user terminal

decrypts the second encrypted aggregated data set with the private key of the data user.

(0001 1) The above and other objects, features and advantages of the present invention and

the manner of realizing them will become more apparent, and the invention itself will best be

understood from a study of the following description with reference to the attached drawings

showing some preferred embodiments of the invention.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

(00012) The accompanying drawings, which are incorporated herein and constitute part of

this specification, illustrate the presently preferred embodiments of the invention, and

together with the general description given above and the detailed description given below,

serve to explain features of the invention.

(00013) FIG. 1 shows a schematic representation for an exemplary system 100 to provide

for a collective and decentralized authority CA, according to one aspect of the present

invention;

(00014) FIG. 2 shows a flow chart illustrating the different elements of a method 200

described below that can be performed on system 100;

(00015) FIG. 3 shows a schematic representation of method 300 when the data providers

receive a query from a data user; and



(00016) FIG. 4 shows a schematic representation of an exemplary computer system, using

two servers as the collective authority, according to another aspect of the present invention.

(00017) Herein, identical reference numerals are used, where possible, to designate

identical elements that are common to the figures. Also, the images are simplified for

illustration purposes and may not be depicted to scale.

BRIEF DESCRIPTION OF THE SEVERAL EMBODIMENTS

(00018) As shown schematically in FIG. 1, a system 100 is provided for sharing private

and/or sensitive data from a plurality of data providers DPi to DPn, for example but not

limited to a first and second data provider DPi, DP2, with one or more data users DUi to DUk

which will ultimately receive data from the data providers DP, for example one data user

DUi. Also, a corresponding method is provided. Data user DUi has a private key and a

public key for data decryption and encryption, respectively. System 100 includes a plurality

of terminals, each terminal associated with a respective data provider DPi to DPn, a plurality

of servers Si to Sm, the plurality of servers forming together a collective and decentralized

authority CA for sharing and computing on at least one of private and sensitive data, and a

data user terminal of a data user DUi. Moreover, the collective authority is associated with a

collective public key K which is defined as a cryptographic public key made from the

aggregation of the public keys of all the servers Si to Sm that form the collective authority

CA. In the case where Ki denominates a public key from server Si and we use additive

notation, the collective public key K for encryption corresponds to Ki + .. . + Km where m is

the number of servers in the collective authority CA.

(00019) For description purposes, the above terminology will be used. It is noted that the

terminology used is only exemplary, and shall not be in any way limiting the scope of what

one of ordinary skill in the art of encryption would understand from these descriptive

elements. For example, a data provider DP is defined to be one or more entities that provide



data to the system 100 for privacy-conscious data sharing, in other words, entities that are

willing to share their data. A data provider DP can also hold, store, or otherwise have access

to the data of several entities. As a non-limiting example, data providers DP can include

terminals, computers, workstations, mobile phones, smart phones, tablets, databases, or any

other electronic communication and data processing device that is operated by data providers

DP. Within this specification, as a non-limiting example, reference is made to an application

in the medical field, where medical data from data providers DP would benefit data users DU

from sharing, but the medical data must remain confidential in order to protect the privacy of

those who the data pertains to. In this medical application field, data providers DP can be for

example but not limited to prospective or actual patients, people with medical insurance,

hospitals, research institutions, doctors and nurses. In the field of taxation, data providers DP

can be tax payers or tax paying entities, such as corporations that are willing to share data

with a data user DU.

(00020) A data user DU is defined as an entity that wants to use the data provided by the

data providers DP. Data user DU is the one that can provide all data providers with a query

indicating what research will be undertaken by the collective authority CA on data that will

be provided by data providers DPi to DPn. Data user DU is also the entity that will receive

the encrypted output of the computation made by collective authority CA that includes the

plurality of servers Si to Sm, and is the only entity that will be able to decrypt it. In the

medical application field, the data user DU could be a medical or pharmaceutical researcher.

In the tax application field, it could be a tax authority.

(00021) A server S is defined as an entity taking part in the decentralized collective

authority CA, which includes a plurality of servers Si to Sm. Its role in system 100 is to

contribute to the distributed and secure computations on encrypted data. In the medical

application field, a server S could be located at a hospital, research institution, university, etc.



It can also be a set of cloud servers that are not under control of either data provider DP and

data user DU. Decentralized aggregating is defined as a method step or an action within

system 100 of aggregating encrypted data among the decentralized collective authority CA

that can be formed by the plurality of servers Si to Sm, as further explained below.

(00022) Grouping attributes are defined as categorical attributes belonging to data

providers or the entities whose data is held by a data provider. Data providers can be

grouped together according to these attributes. In the medical application field, examples of

grouping attributes can be gender, age category, ethnicity, etc. In the tax application field,

aggregating attributes can be different categorical entries of a tax form. Aggregating

attributes are defined as numerical attributes belonging to data providers DP or the entities

whose data is held, stored, or otherwise made available by a data provider DP. These

attributes will be aggregated, for example according to the grouping attributes, if these exist.

In the medical application field, aggregating attributes can take binary values indicating the

presence or absence of a disease, treatments or specific genomic variations.

(00023) As shown in FIG. 1, sensitive and/or private data or information mi to mn is

associated with data providers DPi to DPn, respectively, each of which can be located in

multiple databases, memory devices, or terminals that may be held in different geographical

locations. Computations can be made by multiple servers, for example but not limited to

generic computing devices referred to as servers, shown as servers Si to Sm. These servers Si

to Sm form the collective and decentralized authority CA and allow the trust that any entity

must have in system 100 to be split amongst all of the servers Si to Sm. This means that data

user DUi to DUk does not need to trust any given server Si to Sm as it only needs to trust that

there exists at least one honest or semi-honest server.

(00024) A data user, for example DUi, can send a query Qi to any one of the servers Si to

Sm. The server that receives query Qi will broadcast query Qi to all the other servers from



the plurality of servers in the collective authority CA. Next, the plurality of servers Si to Sm

will send the query Qi to a subset of the data providers DPi to DPn in such a way that all data

providers DPi to DPn receive the query. At this point, all data providers DPi to DPn that

participate in the query should have received the query Qi. Each data provider DPi to DPn

will then find, enter, or otherwise make available its data relevant to the query Qi, and

encrypt the data under the collective public key K of collective authority CA as explained

further below, and send the encrypted data back to exactly one of the servers from the

plurality of servers Si to Sm. The servers Si to Sm will then compute on the encrypted data

they have received from the data providers DPi to DPn. Once each server Si to Sm of

collective authority CA has done this computation, all servers Si to Sm will aggregate their

results, still using encrypted data. Once all the data has been aggregated, a result to the query

exists in encrypted form, as the first encrypted aggregated data. Before this result is sent

back to the data user DUi who issued the query Qi, the first encrypted aggregated data as an

aggregated result must be transformed into a ciphertext that can be decrypted by that data

user DUi, i.e., it must be encrypted under the public key of the data user DUi. This is

referred to as key switching, or as a modification of the encryption. Once this transformation

or modification is done, the new ciphertext, for example a query result encrypted under the

public key of the data user DUi, the second encrypted aggregated data, is sent to the data user

DUi who can decrypt the second encrypted aggregated data using its private key.

(00025) In a situation where at least one server out of the plurality of servers Si to Sm is

honest or semi-honest, system 100 is configured to preserve confidentiality of the data

coming from the n data providers DP, and the data is always in encrypted form and cannot be

decrypted unless every single one of the server Si to Sm decides to collude and decrypt.

Semi-honest signifies that the server will follow the method, but may also perform other

types of computations to gather information based on the data. In addition, system 100 is



configured to guarantee integrity of the computations on the encrypted data, more precisely

the computations on the encrypted data can be verified without revealing anything about the

underlying data.

(00026) System 100 and corresponding method can be used for many different application

fields, in the context of secure sharing of at least one of private and sensitive data from a

plurality of data providers DP. For example, as discussed above, one application field is that

of a medical data query. For example, a health care provider, research institution, university,

pharmaceutical company as a data user DU would like to perform a survey and obtain

separate answers for patients in different groups, the individual patients and/or hospitals

being the data providers DP. For this, a survey can be made including grouping and

aggregating attributes. The grouping attributes can characterize each data provider or entity

represented by a data provider, e.g., by demographics. They are categorical variables that can

take multiple values. In this context, the aggregating attributes are the survey questions, the

answers to which can be binary values. As an example, the grouping attributes might be age

and gender where age can take values 1 through 5, corresponding to [0-20], [21-40], [41-60],

[61-80], [81 and above] and gender can take values 1 or 2, corresponding to male and female,

respectively. When responding to a query of this sort, a female in the 61-80 age category's

grouping attributes would be 2 (2nd gender group) and 4 (4th age group). If there are 2

questions in the survey, each of which can take answers yes (1) or no (0) and this

participant's answers are "yes" and "yes", her aggregating attributes would be 1 and 1. Her

survey response would therefore be (2, 4, 1, 1).

(00027) As another example, system 100 can be used for secure national or international

census and polling. In this application field, the grouping attributes could be demographic

descriptions of each person/household such as age category, education, religion or income.

Aggregating attributes can be the number of people living in each household, the number of



rooms in the household or other attributes taking binary or other numerical values, for

example yes or no questions. The aggregating attributes can also be presented as multiple-

choice questions.

(00028) Moreover, another example would be a cryptographic word count. System 100

allows a private version of the traditional Word Count example of the MapReduce model. In

this case, the grouping attributes are the words that are to be counted. As they are encrypted

they will remain confidential. The aggregating attributes are the number of such words, i.e.,

the counts. These too remain confidential until the data user decrypts the second encrypted

aggregated data set, i.e. once the data users DU have received and decrypted the data for a

respective query Q. In system 100, the "Map" phase of MapReduce is the Distributed

Deterministic Hashing and the "Reduce" phase is the Private Aggregation. These steps are

explained further below.

(00029) Next, different steps of the method are explained that can be performed on system

100. As shown in FIG. 1 and discussed above, a set of m servers Si, . . ., Sm and n data

providers DPi, . . ., DPn are provided. Together, servers Si, . . ., Sm form a collective authority

CA. The goal is to enable sensitive data sharing while preserving the privacy of n data

providers DPi, . . ., DPn. In this context, there is also a set of k data users DUi, . . ., DUk that

can provide respective queries Q and receive the corresponding aggregate answers. These

are entities who would like to obtain some information about the combined responses of the n

data providers. A respective data user DU will create a query Q and send to all data providers

DP that are participating in the query, via the collective authority CA. The query Q can

either be in clear or encrypted under each public key of the data provider DP. It is assumed

that the public keys of the data providers are known to the data users or can be obtained

through standard Public Key Infrastructure (PKI). If the query is encrypted, the data

providers DP will decrypt it using their private keys. Data providers DU will send their data



responses, encrypted under the collective public key, to one of the servers. The encryption

scheme that uses the collective public key K has homomorphic properties. This means that

any linear combination of ciphertexts is the same as the linear combination of the plaintexts

that is then encrypted: Enc(aml+bm2) = aEnc(ml) + bEnc(m2), where the function Enc() is a

homomorphic encryption function. The method is explained with reference to the ElGamal

encryption scheme on elliptic curves as one such example of a homomorphic encryption

scheme. See Taher Elgamal, "A Public-Key Cryptosystem and a Signature Scheme Based on

Discrete Logarithms," IEEE Transactions on Information Theory, Vol. 31 (4), pp. 469-472,

1985, this publication being herewith incorporated by reference. Also, a data provider DP

communicates only with the servers Si, . . ., Sm of collective authority CA, and does not

directly communicate with other data providers DP, thus preserving its anonymity with

respect to any one of the other data providers.

(00030) Next, the method of encryption 200 that is performed with system 100 is

explained in more detail, as schematically represented in FIG. 2. The method includes the

step ST1 of encryption under the collective public key K, step ST2 of local aggregation, the

step ST3 of shuffling, the step ST4 of distributed deterministic hashing, a step ST5 of private

aggregation, a step ST6 of key switching, and a step ST7 of decryption using the private key

of a data user, these method steps being performed by system 100. Steps ST2 to ST4 are

optional steps, and are therefore indicated in dotted lines in FIG 2. We distribute the trust

that any entity must have in system 100 among a number of servers Si, hereinafter referenced

as server i . This means that instead of needing to trust only one server, any entity must only

trust one server among m. In the following passages, it is assumed servers Si have chosen

public cryptographic parameters. For illustrative purposes, an additive and commutative

group G and a generator of that group, e.g., an elliptic curve with a base point B. More



precisely, each server Si knows the group G and knows the base point B and these are the

same for each server.

(0003 1) The first step of method 200 is the encryption of the data under the collective

public key K, at step ST 1. In this step, each server i that takes part in the collective authority

CA generates a private key ki and computes the corresponding public key Ki as Ki = ki B.

Each server i then computes the collective public key as K = Ki + ... + Km. K can be

computed by any distributed key generation algorithm. Generically, it is assumed that data

provider DPj, hereinafter referred to as data provider j , is willing to share some information

or data mj. Data provider DPj generates a random number and ElGamal encrypts mj so as

to produce a probabilistic ciphertext tuple (Ci j,C2j) = ( Β , mj + Κ) . This ciphertext tuple is

then sent to one of the servers S of the collective authority CA. At this point, generically,

there are two transformations that can be applied to the ciphertext tuple by the CA. The first

transformation consists of switching the encryption of a message using the collective key K

to one using a public key Ui. This is used in the Key Switching step ST6. The public keys of

the data providers DP, servers S, and data user DU are assumed to be known and can be used

for this purpose, but it is also possible to use standard PKI. The second transformation is

used in step ST4 consists in switching between, for example, the probabilistic ElGamal

encryption scheme to a deterministic encryption scheme. These transformations are

described below as a non-limiting example, using the additive ElGamal over elliptic curve

notation.

(00032) The key switching protocol performed by step ST6 of method 200, also referred

to as the step of modifying the encryption in the method, is performed as follows. Each

server i will generate a fresh random nonce for data provider 1which we denote vy and, in a

collective and sequential manner, modify the ciphertext tuple as described below. Note that

in what follows the collective fresh nonce for data provider 1is vi = ν ι,ι+ . . . + vm,i and we



assume here that the public key Ui from data user 1is known to each server of the collective

authority CA. Starting from (Ci j,C2j) = ( Β , m ,+ Κ ), each server will partially and

sequentially modify the ciphertext as follows and then send their modified ciphertexts to the

next server in the CA. When server i receives the modified ciphertext C _ , 2,i-i ) f om

server i-1 , where we denote ( l 0, 2,o) = (0, C2j), the respective server i stores the ephemeral

key Β and computes (C i , 2 l) using

= + v l B (1)

and

2,i = ¾ - ( r B)ki + v U = 2 _ - r K + v U (2)

Finally, the last server of collective authority CA that receives the modified ciphertext

removes Β from the left hand side of the ciphertext tuple. Once all of these computations

are done, a new ciphertext is obtained, corresponding to the data mj encrypted under the

public key Ui, f , inal ) = (viB, mj + viUi) of data user Ui from the original ciphertext

(Ci , C2j) = ( Β , mj + Κ ), corresponding to the same data mj encrypted under the collective

key K. At this point the ciphertext f , inal ) can be decrypted only by data user 1

who has the private key ui. This is done for each one of the grouping and attributes,

producing the second encrypted aggregated data set.

(00033) Moreover, the method 200 can include a step of shuffling ST3. This step is

optional, and an exemplary shuffling protocol that can be used in this step is described by

Andrew Neff. C. A. Neff, "A verifiable secret shuffle and its application to e-voting," in

Proceedings of the 8th ACM conference on Computer and Communications Security. ACM,

200 1, pp. 116-125, this reference being herewith incorporated by reference. Step ST3 can

take as input a number of sequences of ElGamal ciphertext pairs, corresponding to a number

of sequences of encrypted messages, and produces a shuffled number of sequences of

ElGamal pairs. The output sequence corresponds to the same sequence of encrypted



messages, in a different order and re-randomized, i.e., with different randomization terms.

The difference between the input and output is indistinguishable from randomness.

(00034) Next, method 200 can perform a step ST4 of distributed deterministic hashing.

This step is also optional, and can be considered another type of encryption in a broad sense.

For this step, each server i will generate a short-term secret Si. In other words, Si will be the

same for each data provider j for a given short time period. The reason we move from a

probabilistic encryption scheme to a deterministic encryption scheme is in order to enable the

comparison of ciphertexts. In fact, with deterministic encryption, the same plaintext will be

mapped to the same ciphertext. The collective short-term secret is denoted by s Sl . . . Sm.

In order to avoid statistical attacks on the deterministic ciphertexts, we recommend the short-

term secret Si to be different for each query. Starting from (Ci j,C2j) = ( Β , m ,+ Κ ), in step

ST4, each server will partially and sequentially modify the ciphertext as follows. When

server i receives the modified ciphertext ( - , 2,i-i) fr° m server i- 1, where we denote

( o 2 0) = (Ci , C2j), it will compute C , 2,i) using

and

Ci,i = C^i^si (4)

Once these computations are done, we obtain the new ciphertext, corresponding to the data

mj deterministically encrypted, C2 n a i = mjs from the original ciphertext (Ci , C2j) = (rjB,

mj + Κ ), corresponding to the same data mj probabilistically encrypted. In step ST4, this is

done for each one of the grouping attributes. The security is ensured by choosing new secret

keys for the deterministic encryption for each new query. This way, at each query, the same

plaintexts will be mapped to different ciphertexts, enabling us to compare ciphertexts for the

query round only.



(00035) Step ST2, or Local Aggregation, is an optional step of method 200 that consists in

homomorphically summing all ciphertexts held by each data provider, when possible. Thus a

data provider will send only one, potentially aggregate, response to the collective authority

CA.

(00036) Step ST5, or Private Aggregation, consists in the collective authority

homomorphically summing all of their encrypted responses. If there are grouping attributes

involved, the summing happens for each group separately. This can be done efficiently by

using a tree structure for the CA.

(00037) Step ST7 of method 200 consists in the data user decrypting the query result for

each group, in other words decrypting the second encrypted aggregated data set. Given an

ElGamal pair (rB, m+rU) where U is the public key of the data user, data user will use the

corresponding private key u to decrypt the ciphertext set by computing

(rB)u = rU (5)

and

m + r U —r U = m (6)

This is done for each one of the grouping and aggregating attributes of the second encrypted

aggregated data set. For steps ST4 and ST6, as long as one server remains honest or semi-

honest, the plaintext mj cannot be decrypted. Furthermore, each step in ST2, ST3, ST4, ST5

and ST6 can be proved with cryptographic zero-knowledge proofs.

(00038) Using the cryptographic zero-knowledge proofs exemplarily described by

Camenisch et al, it can be guaranteed that a computation coming from any server is correct,

i.e., that this server followed protocol. J . Camenisch and M. Stadler, "Proof systems for

general statements about discrete logarithms," Technical Report, No. 260, 1997, this

publication being herewith incorporated by reference. If a server fails to produce a correct



proof, it can be identified and potentially excluded from future computations. This can be

performed by a separate step that redefines the centralized authority CA.

For example, the proofs can be used to guarantee that each server did the Distributed

Deterministic Hashing protocol of step ST4 correctly. This means that server i used the

correct ki to remove its ElGamal contribution, when relevant, and similarly that the server i

used the same Si for each data provider j for a given query Q. Also, it is possible that a step is

performed by method 200 that allows certain entities to verify the correctness of the proofs of

any server, for example by a supervisory authority. For example, such step could provide a

message or notification, for example in the form of a web page, bulletin board, email

message, that includes all of the ciphertexts and the corresponding proofs.

(00039) Next, based on FIG. 3, the entire method 300 for sharing at least one of private

and sensitive data is explained. First, in a step SMI the data user DU sends its query Q,

including the grouping and aggregating attributes, to any one of the servers S in the collective

authority CA. This server broadcasts this information in a step SM2 to all the other servers.

Next, the servers can send the information the data providers in a step SM3.

(00040) Thereafter, the data providers gather the data relative to the query Q, also referred

to as a data set, for two data providers the first and second data set, in a step SM4. In this

step, data users can enter the data set with respect to query Q, or that data set can be

automatically gathered from a data storage device of data users. Next, the encryption is

performed, as explained with respect to method 200 that is schematically shown in FIG. 2.

Using a homomorphic encryption scheme, for example but not limited to ElGamal, the data

providers DP encrypt their information using the collective key K of collective authority CA

in step ST1. For example, if data provider X's response to a query is A, the ElGamal

encryption will be the tuple (rB, A + rK) where B is a public base point and r is a fresh

random number chosen by data provider X. If a data provider has several encrypted entries,



it can aggregate them before proceeding to the next steps, as shown with step ST2 of method

200. This aggregation is optional and is referred to as Local Aggregation. It utilizes the

homomorphic properties of the encryption scheme. Thereafter, each data provider will send

its information back to the collective authority.

(00041) If the grouping attributes are encrypted, the collective authority CA will use the

cryptographic shuffle in order to break the link between the data providers and their data,

with the optional step ST3. Moreover, if the grouping attributes are encrypted, the

probabilistic encryption of the grouping attributes will be collectively transformed into

deterministic encryptions as described previously in the Distributed Deterministic Hashing

protocol, with the step ST4. Once this is done, each data provider will have a deterministic

encryption of its grouping attributes. At each step of the method, the servers of the collective

authority CA can produce cryptographic zero-knowledge proofs of correctness that ensure

that they have computed correctly.

(00042) Next, each server can now group the data of the data providers based on these

deterministically encrypted grouping attributes if they were initially encrypted or based on

the clear text grouping attributes if not. For each group, the servers will aggregate the

encrypted aggregating attributes using the homomorphic properties of the cryptosystem in

step ST4. Thereafter, each server will send its aggregated aggregating attributes and

corresponding grouping attributes to the next server in the collective authority CA, to

generate the first encrypted aggregated data set in step ST5. It can be assumed, for this step,

that the servers are organized in a loop or circuit, and the attributes can be passed around

from server to server of the collective authority. This happens until the end of the loop. At

this point, the last server in the loop has deterministically encrypted groups, along with the

corresponding aggregated information relative to the query (per group).



(00043) Next, the probabilistic encryption of the aggregating and grouping attributes will

go through the collective key switching protocol in step ST6 in order to be transformed into a

probabilistic encryption of the same results under the public key of the data user. This step

transforms the first encrypted aggregated data set into a second encrypted aggregated data

set. At this point, the data user can decrypt the grouping attributes and the corresponding

aggregated aggregating attributes in order to obtain the result of its query for each group.

(00044) Another aspect of the method is the removal or addition of one or more servers S

to the collective authority CA, to enable a dynamic collective authority CA. In certain

circumstances, adding or removing a server S from collective authority CA is desired. On

one hand, adding more servers to CA strengthens the privacy guarantees. On the other hand,

in a case where a server misbehaves and is caught cheating, for example through the use of

zero-knowledge proofs, removing the cheating server from the collective authority CA can

preserve privacy guarantees. Next, the steps of a method are described that allow the system

to adapt to the addition of a new server to the collective authority CA, and to adapt to the

removal of a server form the collective authority CA. For the description below, server

designates the server that needs to be added or removed. Any data provider DP that stored

data encrypted using the previous collective key K pre v must perform some steps of a protocol

to have its data encrypted under the new collective key Knew. Data encryption under the new

collective key Knew is necessary for the system to work with the new collective authority CA

resulting from the addition/removal of the When adding to the

collective authority CA that includes servers Si, . . . , Sm-i, the previous collective key is

defined as K pre v = K i + . . . + K m - i and the new collective key is defined as Knew = K i + . . . +

Km. When removing server S m from collective authority CA including servers S i , . . . , Sm,

the previous collective key is defined as K pre v = K i + . . . + K m and the new collective key is

defined as Knew = K i + . . . + Km-i.



(00045) When the server Sm is added/removed to/from the collective authority CA, the

encryption of data of the data providers DP under the previous key Kprev must be updated to

account for the new collective key Knew. In general, starting from a message m of a data

provider DP encrypted under Kprev, (Ci, C2) = (rB,m + rKprev), its encryption is updated by

adding/removing the contribution of to the encryption. The added/removed server

Sm multiplies Ci by its private key km and adds/removes the result to/from C 2

C2 = m + rKprev ± Cikm = m + rKprev ± rKm = m + rKnew (7)

The result of these calculations is the new ciphertext tuple (C , C2 ) = (rB, m + rKnew)

corresponding to the same message m encrypted under the new public key Knew of the

collective authority CA. Similarly, to each step in ST2, ST3, ST4, ST5 and ST6, correct

addition/removal of the server Sm can be proved and verified through zero-knowledge proofs.

Therefore, it is possible to expand the collective authority CA and update the corresponding

encryptions without needing to decrypt any of the ciphertexts. This protocol is time

consuming, and consequently, it should only be performed when needed to expand/reduce the

collective authority CA, for example if the strengthening of the privacy protection is required

or if one or multiple servers of the collective authority misbehave.

(00046) If a data provider DP has an offline backup of its data in clear text, in a variant, it

is possible that data provider DP can choose to directly re-encrypt the data with the new

public key Knew of collective authority. In such circumstance, it is not necessary to execute

the method steps of the protocol described above. This could enhance the performance of the

system by reducing communication and computation cost and by distributing the workload

between data providers DP and servers S. Nevertheless, it cannot be assumed that all data

providers DP keep an offline unencrypted backup of their data or that S V being

removed from the collective authority CA, would be willing to help in this process.



(00047) In these circumstances, a threshold t (out of m - 1) of servers S of the collective

authority CA can be used to reconstruct the secret key of that is being removed

through the use of a (t, m - l)-verifiable secret sharing scheme. Such scheme is described in

the publication from Benny Chor et al, "Verifiable secret sharing and achieving simultaneity

in the presence of faults," 26th Annual Symposium on Foundations of Computer Science,

IEEE, pages 383-395, 1985, this references being herewith incorporated by reference. In

such a scheme, a potentially dishonest dealer can share the secret of server Sm, say km, among

the m - 1 remaining servers in such a way that any t honest servers can reconstruct km but

any subset of t-1 servers learn nothing about km. This weakens the threat to the collective

authority CA but enhances the dynamics of the collective authority CA by enabling it to

discard a server behaving badly. In fact, by using a (t, m-l)-verifiable secret sharing scheme,

the security of the scheme is guaranteed as long as t of m servers are honest instead of 1 in an

anytrust model. This secret sharing must be done for all servers when they join the collective

authority CA. In this way, when server Sm is being removed from the collective authority

VA, the corresponding private key can be reconstructed and the computations shown above

can be done by the remaining servers Si, . . ., Sm-i of the collective authority CA.

(00048) FIG. 4 shows a schematic representation of an exemplary computer system 100,

implemented with different hardware devices, using two servers Si and S2 as the collective

authority CA, according to another aspect of the present invention. The use of only two

servers S for collective authority is only exemplary, and many more servers can be used. In

the example shown, there is one data user DU that provides for a query Q with grouping and

aggregating attributes. Data user DU is connected via a local intranet to network N to access

and communicate with servers of collective authority CA. Also, there are three data

providers DPi to DP3 that are each connected via an intranet, mobile network, or wireless

network INi to IN3 to a network N . Network N can be used by servers Si and S2 to pass data



among each other. Data provider DPi is shown to be a tablet with a subscriber identity

module (SIM), and data provider DP2 is shown to be a smart phone with another SIM.

Moreover, data provider DP3 is connected to a local database, and is shown to be a laptop

computer. Data providers DPi to DP3, data user DU, and servers Si to S2 are equipped with

hardware processors to perform data processing, and are also equipped with local storage

memory. Also, a non-transitory computer readable medium can be provided, the computer

readable medium having computer instructions recorded thereon. The computer instructions

can be configured to perform methods 200, 300, when executed by hardware processors of

the devices of system 100. In an example, to send the data between data user DU and the

collective authority CA, to send data between data providers DPi to DP3 to the CA, and to

send data between servers Si and S2 the TCP/IP communication protocol can be used, or

other network communication protocols, such as but not limited to UDP, IPX/SPX.

(00049) While the invention has been disclosed with reference to certain preferred

embodiments, numerous modifications, alterations, and changes to the described

embodiments, and equivalents thereof, are possible without departing from the sphere and

scope of the invention. Accordingly, it is intended that the invention not be limited to the

described embodiments, and be given the broadest reasonable interpretation in accordance

with the language of the appended claims.



CLAIMS

1. A method of sharing private and/or sensitive data from plurality of data

providers to a data user, the data user having a private key and a public key, the method

comprising the steps of:

providing a first data set and encrypting the first data set at a terminal of a first

data provider with a collective public key, providing a second data set and encrypting the

second data set at a terminal of a second data provider with the collective public key, the

encrypting being based on a homomorphic encryption scheme;

sending the encrypted data from the first and second data provider terminals to a

server from the plurality of servers, the plurality of servers forming together a collective and

decentralized authority for sharing and computing on at least one of private and sensitive

data;

decentralized aggregating the encrypted data of the first and second data

providers by the plurality of servers, based on the homomorphic encryption scheme, to

compute a first encrypted aggregated data set;

modifying the encryption of the first encrypted aggregated data set from the

encryption based on the collective public key to an encryption based on the public key of the

data user, the modifying performed collectively with the plurality of servers, to generate a

second encrypted aggregated data set;

sending the second encrypted aggregated data set to the data user; and

decrypting the second encrypted aggregated data set at the data user terminal with

the private key of the data user.

2. The method according to claim 1, further comprising the step of:



collectively generating the collective public key with the plurality of servers.

3. The method according to claim 1, wherein the plurality of servers includes a

first server and a second server,

wherein the first server is associated with a first portion of the collective public

key, and the second server is associated with a second portion of the collective public key,

the first and second portion being independent, and

wherein the step of modifying the encrypting includes:

(i) partially decrypting by the first server the first encrypted aggregated data set

with the first portion of the collective public key, and partially encrypting by the first server

the first encrypted aggregated data set with the public key of the data user; and

(ii) partially decrypting by the second server a result of step (i) with the second

portion of the collective public key, and partially encrypting the result of step (i) by the

second server with the public key of the data user to generate the second encrypted

aggregated data set.

4. The method according to claim 1, further comprising the step of:

deterministic encrypting of the first and second data set by the plurality of servers

by passing the first and second data set through each one of the plurality of servers, before

the step of decentralized aggregating.

5. The method according to claim 4, wherein the first and second data sets

includes grouping attributes and aggregating attributes,

wherein the deterministic encrypting includes:



(i) partially decrypting the grouping attributes of the first and second data sets

with a first secret associated with the first server, and multiplying a result of the partially

decrypting of the first and second data sets with a first ephemeral secret, to generate partially

deterministically encrypted data; and

(ii) partially decrypting the grouping attributes of the first and second data sets

with a second secret associated with the second server, and multiplying a result of the

partially decrypting of the first and second data sets with a second ephemeral secret, to

generate deterministically encrypted data, after providing the partially deterministically

encrypted data to the second server.

6. The method according to claim 1, further comprising the steps of:

sending a query from the data user terminal of the data user to a server from the

plurality of servers;

broadcasting the query from the server to remaining ones of the plurality of

servers; and

sending the query to at least one of the first and second data provider terminals,

wherein the step of providing the first and second data set is based on information

of the query.

7. The method according to claim 1, further comprising the step of:

establishing a cryptographic proof by each one of the plurality of servers, after

the step of sending the encrypted data, the cryptographic proof guaranteeing an integrity of at

least one of the step of the decentralized aggregating and the step of the modifying the

encryption performed at the respective server.



8. The method according to claim 1, further comprising the step of:

cryptographic shuffling of the first and second data sets of the first and second

data providers, respectively, collectively at the plurality of servers by using the collective

public key.

9. The method according to claim 1, further comprising the step of:

adding or removing a server to the plurality of servers that form the collective

authority and updating an encryption by adding a contribution of the added or removed server

to recompute the first encrypted aggregated data set based on the homomorphic encryption

scheme.

10. A system for sharing private and/or sensitive data from plurality of data

providers to a data user, the data user having a private key and a public key, the system

comprising:

a plurality of terminals, each terminal associated with a respective data provider;

a plurality of servers, the plurality of servers forming together a collective and

decentralized authority for sharing and computing on at least one of private and sensitive

data; and

a data user terminal of a data user, wherein

a first terminal of a first data provider is configured to provide a first data set, to

encrypt the first data set with a collective public key based on a homomorphic encryption

scheme, and to send first encrypted data to a server of the plurality of servers;

a second terminal of a second data provider is configured to provide a second

data set, to encrypt the second data set with the collective public key based on the



homomorphic encryption scheme, and to send second encrypted data to a server of the

plurality of servers;

the plurality of servers are configured to aggregate in a decentralized fashion the

encrypted data of the first and second data providers based on the homomorphic encryption

scheme to compute a first encrypted aggregated data set, to collectively modify the

encryption of the first encrypted aggregated data set from the encryption based on the

collective public key to an encryption based on the public key of the data user to generate a

second encrypted aggregated data set, and to send the second encrypted aggregated data set to

a terminal of the data user; and

the data user terminal is configured to decrypt the second encrypted aggregated

data set with the private key of the data user.

11. The system according to claim 10, wherein the plurality of servers are

further configured to collectively generate the collective public key.

12. The system according to claim 10, wherein the plurality of servers include a

first server and a second server,

wherein the first server is associated with a first portion of the collective public

key, and the second server is associated with a second portion of the collective public key,

the first and second portion being independent, and

wherein the first server is configured to partially decrypt the first encrypted

aggregated data set with the first portion of the collective public key, and partially encrypt the

first encrypted aggregated data set with the public key of the data user, and

wherein the second server is configured to partially decrypt a result of the partial

encryption or decryption of the first server with the second portion of the collective public



key, and partially encrypt the result of the partial encryption or decryption of the first server

with the public key of the data user to generate the second encrypted aggregated data set.

13. The system according to claim 10, wherein the plurality of servers are

further configured to:

deterministically encrypt the first and second data set by passing the first and

second data set through each one of the plurality of servers, before the aggregating in the

decentralized fashion by the plurality of servers.

14. The system according to claim 13, wherein the first and second data sets

include grouping attributes and aggregating attributes, wherein

for the deterministic encrypting, the first server is configured to

(i) partially decrypt the grouping attributes of the first and second data sets with a

first secret associated with the first server, and multiplying a result of the partially decrypting

of the first and second data sets with a first ephemeral secret, to generate partially

deterministically encrypted data; and

for the deterministic encrypting, the second server is configured to

(ii) partially decrypt the grouping attributes of the first and second data sets with

a second secret associated with the second server, and multiplying a result of the partially

decrypting of the first and second data sets with a second ephemeral secret, to generate

deterministically encrypted data, after the first server provides the partially deterministically

encrypted data to the second server.

15. The system according to claim 10, wherein the data user terminal is further

configured to:



send a query to a server from the plurality of servers,

wherein the server broadcasting the query to remaining ones of the plurality of

servers, and the plurality of servers then send the query to at least one of the first and second

data provider terminals, and

wherein the providing the first and second data set at the first and second data

provider terminals, respectively, is based on information of the query.

16. The system according to claim 10, wherein each one of the plurality of

servers is configured to establish a cryptographic proof, after the sending of the encrypted

data by at least one of the first and second data provider terminals, the cryptographic proof

guaranteeing an integrity of at least one of the decentralized aggregating by the plurality of

servers, and the modifying the encryption performed at the respective server of the plurality

of servers.

17. The system according to claim 10, wherein the plurality of servers are

configured to collectively cryptographic shuffle the first and second data sets of the first and

second data provider terminals, respectively, by using the collective public key.

18. The system according to claim 10, wherein the plurality of servers are

configured to add or remove a server to expand or reduce the collective authority and to

update an encryption by adding a contribution of the added or removed server to recompute

the first encrypted aggregated data set based on the homomorphic encryption scheme.

19. A system including a plurality of servers for sharing private and/or sensitive

data from plurality of data providers to a data user terminal of a data user, the data user



having a private key and a public key, the plurality of servers forming together a collective

and decentralized authority for sharing and computing on at least one of private and sensitive

data,

a first terminal of a first data provider configured to provide a first data set, to

encrypt the first data set with a collective public key based on a homomorphic encryption

scheme, and to send first encrypted data to a server of the plurality of servers, and

a second terminal of a second data provider is configured to provide a second

data set, to encrypt the second data set with the collective public key based on the

homomorphic encryption scheme, and to send second encrypted data to a server of the

plurality of servers,

wherein the plurality of servers are configured to aggregate in a decentralized

fashion the encrypted data of the first and second data providers based on the homomorphic

encryption scheme to compute a first encrypted aggregated data set, to collectively modify

the encryption of the first encrypted aggregated data set from the encryption based on the

collective public key to an encryption based on the public key of the data user to generate a

second encrypted aggregated data set, and to send the second encrypted aggregated data set to

the terminal of the data user, and

the data user terminal decrypts the second encrypted aggregated data set with the

private key of the data user.
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