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INTRODUCING ENCRYPTION, AUTHENTICATION, AND AUTHORIZATION
INTO A PUBLICATION AND SUBSCRIPTION ENGINE

Field of the Invention

The present invention relates to the electrical, electronic and computer arts, and,

more particularly, to security features and the like.

Background of the Invention

Publish/Subscribe 1s a method by which data is organized on topics, such that
publishers publish on topics and subscribers subscribe to them. Typically, all messages
published by a publisher on a topic are received by all subscribers to that topic. In at least
some instances, publishers and subscribers are unaware of each other’s identities,
allowing a very flexible form of communication. A range of current products, dedicated
to different market areas, support the publish/subscribe (“pub/sub’) abstraction. In
particular, the WebSphere® MQ (WSMQ) network communication software product,
available from International Business Machines Corporation, Armonk, NY, USA, is a
large system supporting a sophisticated set of operations such as fail over, transactional
semantic, and non-repudiation, suitable for use in data server centers, for example, for
handling banking transactions.

On the other hand, MQ Telemetry Transport (MQTT) is a light weight pub/sub
mechanism suitable for use on low-level devices. In MQTT, clients (either publishers or
subscribers) connect to a broker (such as IBM MicroBroker software). The broker then
supports the pub/sub abstraction. MQTT supports both a “push” and “pull” model of
pub/sub. The push model is as described in the previous paragraph. In the pull model,
publishers publish to named queues and subscribers explicitly remove messages from
those queues. In the push model, 0 to N subscribers may receive a given message, while

in the pull model exactly one does.
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Summary of the Invention
Principles of the invention provide techniques for introducing encryption,

authentication, and authorization into a publication and subscription engine. In one
aspect, an exemplary method (which can be computer-implemented) for controlling
interactions between a publication-subscription engine and a plurality of clients includes
the step of deploying a plurality of protocol stacks, each of the protocol stacks
comprising a plurality of composable protocol modules, each of the composable protocol
modules implementing common interfaces. Additional steps include detecting that a first
given one of the plurality of clients wishes to connect to the publication-subscription
engine; and determining whether the first given one of the plurality of clients 1s to be
connected 1n a secure manner. Responsive to determining that the first given one of the
plurality of clients 1s to be connected in the secure manner, an additional step includes
instantiating an encrypted instance of a first appropriate one of the plurality of protocol
stacks to effectuate the secure connection. Further steps include authenticating the first
given one of the plurality of clients; and authorizing the first given one of the plurality of
clients.

One or more embodiments of the invention or elements thereof can be
implemented in the form of a computer product including a tangible computer readable
storage medium with computer usable program code for performing the method steps
indicated. Furthermore, one or more embodiments of the invention or elements thereof
can be implemented in the form of an apparatus including a memory and at least one
processor that 1s coupled to the memory and operative to perform exemplary method
steps. Yet further, in another aspect, one or more embodiments of the invention or
elements thereof can be implemented in the form of means for carrying out one or more
of the method steps described herein; the means can include (1) hardware module(s), (i1)
software module(s), or (11) a combination of hardware and software modules; any of (1)-
(1n1) implement the specific techniques set forth herein, and the software modules are
stored 1n a tangible computer-readable storage medium (or multiple such media).

One or more embodiments of the invention may offer one or more of the

following technical benefits:
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e ability to dynamically repudiate the access rights of a client on a given topic while
preserving the semantic of the MQTT protocol;
e ability to support multiple different authentication mechanism from multiple

clients simultaneously.

These and other features, aspects and advantages of the present invention will

become apparent from the following detailed description of illustrative embodiments

thereof, which is to be read in connection with the accompanying drawings.

Brief Description of the Drawings

FIG. 1 shows composable protocol stacks, according to an aspect of the invention;

FIG. 2 1s a flow chart of dynamic protocol composition, according to another
aspect of the invention;

FIG. 3 depicts authentication using layer-specific information, according to still
another aspect of the invention;

FIG. 4 1s a tlow chart of layer-based authentication, according to yet another
aspect of the invention;

FIG. 5 1s a tlow chart of an authorization mechanism, according to a further
aspect of the invention;

FIG. 6 shows maintaining message flow by removing the message body,
according to an even further aspect of the invention;

FIG. 7 1s a block diagram of a non-limiting exemplary embodiment, according to
an additional aspect of the invention; and

FIG. 8 depicts a computer system that may be useful in implementing one or more

aspects and/or elements of the invention.

Detailed Description of Preferred Embodiments

Aspects of the invention enable users of a publish/subscribe mechanism to be
authenticated and authorized simply and efficiently. Discussion will be had herein with

regard to reading and writing from fopics, to describe the push model, and reading and
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writing from queues, to describe the pull model. Topics and queues are hierarchically
named within the publication/subscription engine, also referred to herein as the broker.

Light weight pub/sub mechanisms, such as MQTT, are typically designed to run
on low-end devices, so they do not support the wide range of operations of network
communication software products such as WSMQ. In MQTTv3, anyone can connect to a
broker and publish and/or subscribe to any topic. In MQTTv4, a password was
introduced 1n the protocol, but the MicroBroker software ignored it. These facts are
illustrative of situations that can be advantageously addressed with aspects of the
invention.

By way of a non-limiting example, in terms of applicability to light weight
mechanisms on low end devices, in a network where there may be hundreds or thousands
of devices (for example a sensor network), 1t may not make sense to store a password or
certificate on each device, as this i1s quite a large management burden. Instead,
authentication could be performed using other information, on the MAC address of the
card, or the latency in the time 1t takes to communicate with the sensors, or any other
aspect.

Aspects of the 1nvention implement a full range of security features for
lightweight pub/sub mechanisms; such features may advantageously be introduced into a
simple pub/sub broker without compromising efficiency.

Security 1s a large field covering many diverse activities. Encryption ensures that
a third party cannot observe the content of the information being carried across an
unprotected channel. Authentication ensures that one party in a communication exchange
can identify itself securely to another. Authorization ensures that an identified party is
authorized to perform a particular operation. Some applications require that all
communication to and from the broker be encrypted, that all parties be authenticated, and
that read and writes to topics and queues be authorized.

Non-limiting examples follow of how such features can be introduced into the

lightweight publication and subscription engine (broker).
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Encryption

The techniques of ensuring encryption are well known per se to those versed 1n
the art. In particular the Transport Layer Security/Secure Sockets Layer (TLS/SSL)
protocol is a widely used implementation of Diffie-Hellman key exchange. Aspects of the
invention, in regard to encryption, address techniques by which encryption can be
activated and deactivated. With reference to FIG. 1, the broker 102 can be used in both
secure and non-secure mode. The latter 1s more efficient, as encryption is
computationally demanding. One or more embodiments of the invention employ
composable protocol modules, to allow a system administrator to determine when and for
which clients encryption should be used. In this model, different layers in the protocol
stack are connected together like a child’s interlocking toy blocks, by ensuring that all
protocol modules, regardless of their location in the stack, implement the same interfaces.
This enables simple composition of one or more encrypted stacks 104 by joining an SSL
module 106 with the MQTT module 108, and a clear text (non-encrypted) stack 110 by
joining a TCP module 112 with MQTT 108. The MQTT module 108 1s 1dentical in both
cases. The MQTT modules are non-limiting examples of composable protocol modules.

FIG. 2 shows a flow-chart 200 of how stacks are dynamically composed. A
protocol stack 1s generated by resolving module after module, until the stack 1s complete.
The stack 1s then deployed and ready to use. When a new client connects, the
corresponding stack 1s instantiated based on the global security setting. In particular, as
per decision block 202 and blocks 204 and 206, continue adding modules until a stack i1s
complete; then, deploy the stack. As per decision block 208, repeat the process if there
are more stacks to be completed (“Y” branch). In block 210, the user connects and
control flows to decision block 212, where a determination 1s made whether the stack 1s
to be secure, as per the global security setting. If secure (“Y” branch), the secure stack i1s

instantiated 1n block 214, while if un-secure (“N” branch), the un-secure stack 1is

instantiated in block 216.
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Authentication

With reference to FIG. 3, 1n the simplest possible authentication mechanism, a
password 1s sent from the client to the broker, and the broker authenticates the client if 1t
corresponds to the recorded password for that client. Another common technique of
authenticating clients 1s through the use of certificates signed by a trusted entity that only
the client can possess. There are many different ways a client can be authenticated and
these are appropriate in different contexts. This i1s taken into account in the standard
JAAS (Java Authentication and Authorization System), as multiple different techniques
of achieving authentication can be combined using administrator-defined rules. However,
the technique by which the authentication information 1s gathered and made available is
not defined by JAAS. In the context of the broker, define a general purpose i1dentity
object 330 that every level in the composable protocol stack contributes to. This object
330 1s provided to JAAS authentication context 332. So, for example, the network layer
can 1dentify the internet protocol (IP) address of the client, a contact layer can give a
thumb print, the secure socket layer (SSL) the supplied certificate, and the MQTT layer
the password. This retains the flexibility of the stack, while allowing rules such as “those
clients whose IP address 1s other than a trusted address, must supply a certificate to be
authenticated.”

FIG. 4 shows the process, in flow chart 400, of how identity information 1is
gathered and how authentication is then executed based on that information. In block
402, the user connects and N 1s initialized at zero. In block 404, establish a connection at
module N. In block 406, extract identity information of the module. In decision block
408, determine whether the top of the module stack has been reached; if not (“N’* branch),
increment N in block 410 and return to block 404. Conversely, if the top of the module
stack has been reached (“Y” branch), retrieve authentication rules from the repository in
block 412 and authenticate in block 414, based upon a set of rules and a set of identity
items. In decision block 416, determine if the user has been authenticated; 1f so (“Y”

branch), allow access to the broker 102, as per block 420; if not (“N”° branch), disconnect

the user, as per block 418.



10

15

20

25

30

CA 02741121 2011-04-19
WO 2010/093375 PCT/US2009/042286

Authorization

JAAS also supplies an authorization mechanism, but this 1s 1inappropriate for the
broker 102, as 1t authorizes a client to execute a piece of code. In consequence, the code
base must reflect different authorization levels. This 1s neither conducive to efficiency
nor to code simplicity. One or more embodiments of the invention employ a novel
schema, which reuses the topic and queue naming schema to define the capability set for

a client.

A resource (either queue or topic) name 1s structured hierarchically. This allows
the use of wild card operations. Wild cards can only be used on subscriptions requests, as
it does not make sense to publish on a wild card.

For example, one topic might be Europe/Switzerland/Zurich and another topic
might be  Europe/Switzerland/Geneva.  Subscribers  who  subscribed to
Europe/Switzerland/# would then receive all publications on any city in Switzerland.

It 1s possible to define four basic operations that a client can perform:

e Write to a topic
e Read from a topic
e Write to a Queue

e Read from a Queue

For each of these, define the capabilities of the client as a set of potentially wild-
carded names. So, for example, a client might be given read access to Europe/# but write
access to Europe/Switzerland/# and Europe/France/Paris.

FIG. 5 shows the basic authorization procedure as a flow chart 500. The operation
that a client wants to perform on a resource 1s checked against the capabilities that that
client has. If the client lacks the capability to perform the operation, then authorization
fails and the operation 1s not executed. Otherwise, the client will proceed. In particular,
in block 502, obtain operation identifier p: to determine what operation the client wants
to perform on a resource r: obtained in block 504. The user identifier #: and environment
e: are obtained 1n blocks 506 and 308, respectively. The set of capabilities C

corresponding to the client are retrieved in block 510, and in decision block 512, a
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determination 1s made whether the desired operation identifier p:, resource r:, user u:,
and environment e are contained 1n the retrieved capabilities C of the client. If so (“Y”
branch), authorization 1s successtul, as indicated at block 516, while 1f not (“N” branch),
authorization fails, as at block 514.

Each time a client creates a publication or subscription right within the broker, the
supplied name 1s matched against the capability set of the client for the appropriate
operation. The supplied name should be a branch in the set of trees defined in the
capability set. As both the supplied name and the capability set may be wild carded, use

the following technique, expressed in pseudo-code:

Match(Name, Capability) .
[F Name.isEmpty() AND Capability.isEmpty() RETURN True
IF Capability.head () == “#”
WHILE (Capability.tail().head() !'= Name.head())
Name = Name.tail();
[F (Capability.head() == Name.head()) RETURN Match(Name.tail(),Capability.tail());
RETURN False;

The technique 1s described recursively, but an equivalent and more efficient
version can be implemented imperatively through the use of stacks. The stack-based
approach allows 1,000,000 distinct capabilities with 20 levels in the naming hierarchy to
be matched against a 20 level name 1n less than 1 ms on the target architecture (for
example, a low-end server or personal computer (PC)). In the stack based approach, the
"Capability” and "Name" are both used to generate a stack, containing distinct layers 1n
the naming tree as well as wild cards. Both stacks are popped, and as long as the head
elements match, the process continues. The semantic is the same as in the recursive call,
but no recursion i1s used. Recursion 1s elegant for describing the process, but 1s not
typically very efficient.

In some instances, 1t may be necessary to occasionally revoke capabilities on
resources. It may be the case that the client was authenticated and has access to the

resource before the right 1s revoked. In order to handle this case, distinguish between
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chients whose capabilities have and have not been changed since the start of the
interaction with the broker; those that have not been changed using the normal protocol
stack, but as to those that have been changed, a new module is added dynamically. This
module checks, on a per-message basis, the capability set of the client, using the

technique described above in pseudo-code.

Reterence should now be had to FIG. 6. MQTT had different modes of
interaction, some of which require that messages be acknowledged. The MQTT protocol
has no provision for capabilities set. Simply dropping a message for which a client no
longer had the appropriate rights would cause problems in the interaction with the MQTT
modules, if the client was expected to acknowledge the message. This can be addressed,
not by dropping the message, but simply removing its payload and adding an error flag
into the header. A well-behaved receiver of such a message is then expected to
disconnect from the resource. A badly behaved receiver may not disconnect, but would
gain no benefit from so doing. Thus, as seen in FIG. 6, authorized publisher 650 submits
publication message 652 with body 654 to broker 102, which acknowledges same with a
publication acknowledgement 656. Message 652 with body 654 is sent to authorized
subscriber 658, which return acknowledgement 656. Message 652 without body 654 is
sent to non-authorized subscriber 660, which return acknowledgement 656.

One or more embodiments of the invention thus employ a dynamically

composable protocol module stack to enable security within a messaging system such

that:

1. the protocol modules, regardless of their nature, have a common interface,
allowing them to be composed together to form a complete stack in arbitrary ways
2. the set of possible stacks are decided at configuration time

3. the system decides the most appropriate stack to use for a given client based on

security requirements

4. one stack has an encrypted transport layer and the other does not.

In at least some 1nstances, each protocol module supplies information about the

remote client to an entity created at connection establishment, including:
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1. the MAC address of the sender
2. the IP subnet and port of the sender
3. a certificate added by the sender
4. the password and user name of the sender.

Furthermore, in one or more embodiments, the information supplied by the
protocol modules 1s used as part of the authentication process. Yet further, in at least
some cases, use the name of the topics and/or queues to establish a capability set, in
which read/write access 1s assigned to topics and/or queues using a set of names, such
that an attempt in the control path to create a connection to a named topic/queue must
'match’ the corresponding set of capabilities. Preferably, both: (1) the capability set and
(1) the named topic and/or queue may use wild cards.

In one or more instances, a new filter module i1s dynamically added in the data
path of a client whose capabilities have been revoked, such that each message 1s checked
to see 1f 1t 1s still authorized. This beneficially allows the checking to be carried out on a
per-message basis in the case that the client’s capability is reduced while a session is still
active. In at least some cases, the filter removes the content of the message but adds an
error flag to allow the normal protocol interaction to continue.

FIG. 7 depicts a preferred but non-limiting embodiment of a system, according to
an aspect of the invention, in the form of a block diagram. Secure pub/sub client 754 and
standard pub/sub client 756 wish to interact with pub/sub engine 102. Clients 754, 756
interact with communication manager 701, over network 752. Such interaction is
facilitated by network layer 702. Communication manager 701 includes secure protocol
anchor 703, standard protocol anchor 705, and a repository of protocol stack definitions
750. Network layer 702 routes interactions from secure client 754 to secure protocol
anchor 703, which retrieves appropriate protocol stack definitions from repository 750, to
instantiate an instance of a secure client stack 104. Network layer 702 also routes
interactions from standard client 756 to standard protocol anchor 705, which retrieves
appropriate protocol stack definitions from repository 750 to instantiate an instance of a

standard client stack 110. Stacks 104, 110 include elements 106, 108, 112 as described

10
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with regard to FIG. 1. Access of both the standard and secure clients to engine 102 is
controlled by secure broker login context 704, including authentication manager 706 and
authorization manager 707.

In view of the discussion th‘us far, it will be appreciated that, in general terms, one
aspect of the invention i1s a method for controlling interactions between a publication-
subscription engine 102 and a plurality of clients, such as clients 650, 658, 660, 754, 756.
The method includes the step of deploying a plurality of protocol stacks, as per blocks
202-208 ot FIG. 2. Each of the protocol stacks includes a plurality of composable
protocol modules 108. Each of the composable protocol modules implements common
interfaces. This step can be carried out, for example, using communication manager 701
in FIG. 7. Additional steps include detecting that a first given one of the plurality of
clients wishes to connect to the publication-subscription engine, as in block 210, and
determining whether the first given one of the plurality of clients is to be connected in a
secure manner, as in block 212. These steps can be carried out, for example, using
network layer 702 in FIG. 7.

A fturther step, as per the “Y” branch of decision block 212, is, responsive to
determining that the first given one of the plurality of clients is to be connected in the
secure manner, instantiating an encrypted instance of a first appropriate one of the
plurality of protocol stacks (represented by one of the stacks 104) to effectuate the secure
connection. This step can be carried out, for example, using secure protocol anchor 703
in FIG. 7. Further steps include authenticating the first given one of the plurality of
clients (for example, as described with regard to FIGS. 3 and 4); and authorizing the first
given one of the plurality of clients (for example, as described with regard to FIG. 5).
These steps can be carried out, for example, using secure broker login context 704 in
FIG. 7.

In one or more 1nstances, an additional step includes detecting that a second given
one of the plurality of clients wishes to connect to the publication-subscription engine
(repeating block 210). Further additional steps can include determining whether the
second given one of the plurality of clients i1s to be connected in the secure manner, by
repeating block 212, and, responsive to determining that the second given one of the

plurality of clients 1s not to be connected in the secure manner (“N” branch of block 212),

11
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instantiating a clear-text instance (represented by one of the stacks 110) of a second
appropriate one of the plurality of protocol stacks to effectuate the non-secure
connection, as per block 216. Step 216 can be carried out, for example, using Standard
Protocol Anchor 705 in FIG. 7; the repeated steps can be carried out using the same
modules or blocks as previously described. The second given one of the plurality of
clients can be authenticated and authorized.

Preterably, the instantiating of the encrypted instance of the first appropriate one
of the plurality of protocol stacks to effectuate the secure connection includes joining
secure socket layer (or similar) modules 106 with the composable protocol modules 108
in the first appropriate one of the plurality of protocol stacks, using the common
interfaces; and the instantiating of the clear-text instance of the second appropriate one of
the plurality of protocol stacks to effectuate the non-secure connection comprises joining
transfer control protocol (or similar) modules 112 with the composable protocol modules
108 1n the second appropriate one of the plurality of protocol stacks, using the common
Iinterfaces. These steps can be carried out, for example, using communication manager
701 in FIG. 7.

The authenticating of the first given one of the plurality of clients can include, for
example, extracting 1dentity information for each of the composable protocol modules in
the instantiated encrypted instance of the first appropriate one of the plurality of protocol
stacks, as shown at blocks 402-410, as well as building a general purpose identity object
330 based upon the extracted identity information. These steps can be carried out, for
example, using secure broker login context 704 in FIG. 7. Further possible steps include
supplying the general purpose identity object 330 to the publication-subscription engine
102 (for example, to JAAS authentication context 332 thereof); and authenticating the
first given one of the plurality of clients when the general purpose identity object 332
matches appropriate authentication rules, as per blocks 412-420. These steps can be
carried out, for example, using authentication manager 706 in FIG. 7.

With reference again to FIG. 5, as per blocks 502-508, the first given one of the
plurality of clients can be associated with a user u:, u: being a user identifier. Further, the
authorizing of the first given one of the plurality of clients can include determining that

the first given one of the plurality of clients wishes to perform an operation designated by
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p., p: being an operation identifier; and determining that the operation is desired to be

carried out 1n an environment e. 1n connection with a resource ., r: being a resource
identifier. As in block 510, an additional possible step includes retrieving a set of
capabilities, C, associated with the first given one of the plurality of clients. Blocks 512-
516 indicate authorizing the first given one of the plurality of clients when the parameters
u:, r:, p:,and e: are contained in C. Resource identifier . can identify, for example, one
of a topic and a queue. Operation identifier p: can identify, for example, one of a read
operation and a write operation. These steps can be carried out, for example, using

authorization manager 707 in FIG. 7.

Recalling the description of FIG. 6, 1n some cases, an additional step includes
detecting that, subsequent to the authorizing the first given one of the plurality of clients,
the first given one of the plurality of clients 660 has had a change in the set of
capabilities, C, associated with the first given one of the plurality of clients. This can be
carried out, for example, with authorization manager 707. When it is detected (for
example, by the authorization manager 707) that the first given one of the plurality of
clients wishes to perform another operation, which is not permitted by the changed set of
capabilities; drop the payload 654 of a message 652 associated with the non-permitted
operation and place an error flag into a header of the message associated with the non-
permitted operation. The payload can be dropped, for example, by MQTT protocol
module 108.

Exemplary System and Article of Manufacture Details

A variety of techniques, utilizing dedicated hardware, general purpose processors,
firmware, software, or a combination of the foregoing may be employed to implement the
present invention or components thereof. One or more embodiments of the invention, or
clements thereof, can be implemented in the form of a computer product including a
computer usable medium with computer usable program code for performing the method
steps indicated. Furthermore, one or more embodiments of the invention, or elements
thereot, can be implemented in the form of an apparatus including a memory and at least

one processor that 1s coupled to the memory and operative to perform exemplary method

steps.
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One or more embodiments can make use of software running on a general
purpose computer or workstation. With reference to FIG. 8, such an implementation
might employ, for example, a processor 802, a memory 804, and an input/output interface
formed, for example, by a display 806 and a keyboard 808. The term “processor” as used
herein 1s intended to include any processing device, such as, for example, one that
includes a CPU (central processing unit) and/or other forms of processing
circuitry. Further, the term “processor” may refer to more than one individual
processor. The term “memory” i1s intended to include memory associated with a
processor or CPU, such as, for example, RAM (random access memory), ROM (read
only memory), a fixed memory device (for example, hard drive), a removable memory
device (for example, diskette), a flash memory and the like. In addition, the phrase
“input/output interface™ as used herein, 1s intended to include, for example, one or more
mechanisms for inputting data to the processing unit (for example, mouse), and one or
more mechanisms for providing results associated with the processing unit (for example,
printer). The processor 802, memory 804, and input/output interface such as display 806
and keyboard 808 can be interconnected, for example, via bus 810 as part of a data
processing unit 812. Suitable interconnections, for example via bus 810, can also be
provided to a network interface 814, such as a network card, which can be provided to
interface with a computer network, and to a media interface 816, such as a diskette or
CD-ROM drive, which can be provided to interface with media 818.

Accordingly, computer software including instructions or code for performing the
methodologies of the invention, as described herein, may be stored in one or more of the
associated memory devices (for example, ROM, fixed or removable memory) and, when
ready to be utilized, loaded in part or in whole (for example, into RAM) and executed by
a CPU. Such software could include, but 1s not limited to, firmware, resident software,
microcode, and the like.

Furthermore, the invention can take the form of a computer program product
accessible from a computer-usable or computer-readable medium (for example, media
818) providing program code for use by or in connection with a computer or any
instruction execution system. For the purposes of this description, a computer usable or

computer readable medium can be any apparatus for use by or in connection with the
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instruction execution system, apparatus, or device. The medium can store program code
to execute one or more method steps set forth herein.

The medium can be an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system (or apparatus or device) or a propagation medium. Examples of a
tangible computer-readable storage medium include a semiconductor or solid-state
memory (for example memory 804), magnetic tape, a removable computer diskette (for
example media 818), a random access memory (RAM), a read-only memory (ROM), a
rigid magnetic disk and an optical disk (but exclude a propagation medium). Current
examples of optical disks include compact disk-read only memory (CD-ROM), compact
disk-read/write (CD-R/W) and DVD.

A data processing system suitable for storing and/or executing program code will
include at least one processor 802 coupled directly or indirectly to memory elements 804
through a system bus 810. The memory elements can include local memory employed
during actual execution of the program code, bulk storage, and cache memories which
provide temporary storage of at least some program code in order to reduce the number
of times code must be retrieved from bulk storage during execution.

Input/output or I/O devices (including but not limited to keyboards 808, displays
806, pointing devices, and the like) can be coupled to the system either directly (such as
via bus 810) or through intervening I/O controllers (omitted for clarity).

Network adapters such as network interface 814 may also be coupled to the
system to enable the data processing system to become coupled to other data processing
systems or remote printers or storage devices through intervening private or public
networks. Modems, cable modem and Ethernet cards are just a few of the currently
available types of network adapters.

As used herein, including the claims, a “server” includes a physical data
processing system (for example, system 812 as shown in FIG. 8) running a server
program. It will be understood that such a physical server may or may not include a
display and keyboard.

Computer program code for carrying out operations of the present invention may
be written 1n any combination of one or more programming languages, including an

object oriented programming language such as Java, Smalltalk, C++ or the like and
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conventional procedural programming languages, such as the "C" programming language
or similar programming languages. The program code may execute entirely on the user's
computer, partly on the user's computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be connected to the user’s
computer through any type of network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an external computer (for
example, through the Internet using an Internet Service Provider).

Embodiments of the invention have been described herein with reference to
flowchart 1llustrations and/or block diagrams of methods, apparatus (systems) and
computer program products. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of blocks in the flowchart
1llustrations and/or block diagrams, can be implemented by computer program
instructions. These computer program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions, which execute via
the processor of the computer or other programmable data processing apparatus, create
means for implementing the functions/acts specified in the flowchart and/or block
diagram block or blocks.

These computer program instructions may also be stored in a tangible computer-
readable storage medium that can direct a computer or other programmable data
processing apparatus to function in a particular manner, such that the instructions stored
in the computer-readable medium produce an article of manufacture including instruction
means which implement the function/act specified in the flowchart and/or block diagram
block or blocks. The computer program instructions may also be loaded onto a computer
or other programmable data processing apparatus to cause a series of operational steps to
be performed on the computer or other programmable apparatus to produce a computer
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide processes for implementing the functions/acts specified

in the flowchart and/or block diagram block or blocks.
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The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and
computer program products according to various embodiments of the present invention.
In this regard, each block in the tlowchart or block diagrams may represent a module,
segment, or portion of code, which comprises one or more executable instructions for
implementing the specified logical function(s). It should also be noted that, in some
alternative implementations, the functions noted in the block may occur out of the order
noted in the figures. For example, two blocks shown in succession may, in fact, be
executed substantially concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It will also be noted that each
block of the block diagrams and/or flowchart 1llustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be implemented by special purpose
hardware-based systems that perform the specified functions or acts, or combinations of
special purpose hardware and computer instructions.

Furthermore, 1t should be noted that any of the methods described herein can
include an additional step of providing a system comprising distinct software modules
embodied on a tangible computer readable storage medium; the modules can include any
or all of the components shown 1n FIG. 7 (for example, blocks 102, 104, 106, 108, 110,
112, 701-707, 750; block 750 could include, for example, entries 1n a database). The
method steps can then be carried out using the distinct software modules and/or sub-
modules of the system, as described above, executing on a hardware processor. Further,
a computer program product can include a tangible computer-readable storage medium
with code adapted to be executed to carry out one or more method steps described herein,
including the provision of the system with the distinct software modules.

In any case, 1t should be understood that the components 1llustrated herein may be
implemented i1n various forms of hardware, software, or combinations thereof; for
example, application specific integrated circuit(s) (ASICS), functional circuitry, one or
more appropriately programmed general purpose digital computers with associated
memory, and the like. Given the teachings of the invention provided herein, one of

ordinary skill in the related art will be able to contemplate other implementations of the

components of the invention.
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It will be appreciated and should be understood that the exemplary embodiments

of the invention described above can be implemented in a number of different fashions.

Given the teachings of the invention provided herein, one of ordinary skill in the related

art will be able to contemplate other implementations of the invention. Indeed, although

illustrative embodiments of the present invention have been described herein with

reference to the accompanying drawings, it is to be understood that the invention is not

limited to those precise embodiments, and that various other changes and moditications

may be made by one skilled in the art without departing from the scope or spirit of the

Invention.
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Claims

What 1s claimed 1is:
1. A method for controlling interactions between a publication-subscription engine
and a plurality of clients, said method comprising the steps of:

deploying a plurality of protocol stacks, each of said protocol stacks comprising a
plurality of composable protocol modules, each of said composable protocol modules
implementing common interfaces;

detecting that a first given one of said plurality of clients wishes to connect to said
publication-subscription engine;

determining whether said first given one of said plurality of clients is to be
connected 1n a secure manner;

responsive to determining that said first given one of said plurality of clients is to
be connected in said secure manner, instantiating an encrypted instance of a first
appropriate one of said plurality of protocol stacks to effectuate said secure connection;

authenticating said first given one of said plurality of clients; and

authorizing said first given one of said plurality of clients.

2. The method of Claim 1, further comprising:

detecting that a second given one of said plurality of clients wishes to connect to
sald publication-subscription engine;

determining whether said second given one of said plurality of clients is to be
connected 1n said secure manner;

responsive to determining that said second given one of said plurality of clients is
not to be connected in said secure manner, instantiating a clear-text instance of a second
appropriate one of said plurality of protocol stacks to effectuate said non-secure
connection;

authenticating said second given one of said plurality of clients; and

authorizing said second given one of said plurality of clients.

3. The method of Claim 2, further comprising:
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providing a system, wherein said system comprises distinct software modules,
each of said distinct software modules being embodied on a tangible computer-readable
recordable storage medium, and wherein said distinct software modules comprise a
communication manager module, a network layer module, a secure protocol anchor
module, a standard protocol anchor module, and a secure broker login context module;

wherein:

said deploying of said plurality of protocol stacks is carried out by said
communication manager module executing on a hardware processor;

sald detecting that said first and second given ones of said plurality of clients wish
to connect to said publication-subscription engine 1s carried out by said network layer
module executing on said hardware processor;

said determining whether said first and second given ones of said plurality of
clients are to be connected 1n said secure manner 1s carried out by said network layer

module executing on said hardware processor;

sald instantiating of said encrypted instance of said first appropriate one of said
plurality of protocol stacks is carried out by said secure protocol anchor module

executing on said hardware processor;

said authenticating of said first and second given ones of said plurality of clients

is carried out by said secure broker login context module executing on said hardware

Processor;
said authorizing of said first and second given ones of said plurality of clients 1s

carried out by said secure broker login context module executing on said hardware

processor; and

sald instantiating of said clear-text instance of said second appropnate one of said
plurality of protocol stacks is carried out by said standard protocol anchor module

executing on said hardware processor.

4. The method of Claim 3, wherein:

said instantiating of said encrypted instance of said first appropriate one of said
plurality of protocol stacks to effectuate said secure connection comprises said

communication manager module, executing on said hardware processor, joining secure
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socket layer modules with said composable protocol modules 1n said first appropriate one
of said plurality of protocol stacks, using said common intertaces; and

said instantiating of said clear-text instance of said second appropriate one of said
plurality of protocol stacks to effectuate said non-secure connection comprises said
communication manager module, executing on said hardware processor, joining transfer
control protocol modules with said composable protocol modules in said second

appropriate one of said plurality of protocol stacks, using said common 1interfaces.

5. The method of Claim 3, wherein said distinct software modules further comprise
an authentication manager module, said authentication manager module being part of said
secure broker login context module, and wherein said authenticating of said first given
one of said plurality of clients comprises:

extracting identity information for each of said composable protocol modules in
said instantiated encrypted instance of said first appropriate one of said plurality of
protocol stacks, using said secure broker login context module executing on said

hardware processor;

building a general purpose identity object based upon said extracted identity
information, using said secure broker login context module executing on said hardware
Processor;

supplying said general purpose identity object to said publication-subscription
engine, using saild authentication manager module executing on said hardware processor;

and

authenticating said first given one of said plurality of clients when said general
purpose identity object matches appropriate authentication rules, using said

authentication manager module executing on said hardware processor.

6. The method of Claim 3, wherein said distinct software modules further comprise
an authorization manager module, said authorization manager module being part of said

secure broker login context module, and wherein:

said first given one of said plurality of clients 1s associated with a user u:, u: being

a user 1dentifier; and
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said authorizing of said first given one of said plurality of clients comprises
carrying out the following sub-steps, with said authorization manager module executing

on said hardware processor:

determining that said first given one of said plurality of clients wishes to

perform an operation designated by p., p: being an operation 1dentifier;

determining that said operation 1s desired to be carried out in an
environment e. in connection with a resource r., r. being a resource identifier;

retrieving a set of capabilities, C, associated with said first given one of

said plurality of clients; and

authorizing said first given one of said plurality of clients when said

parameters u., r., p:, and e: are contained in C.

7. The method of Claim 6, wherein said resource identifier »: identifies one of a

topic and a queue.

8. The method of Claim 6, wherein said operation identifier p: identifies one of a

read operation and a write operation.

9. The method of Claim 6, further comprising;:

detecting, with said authorization manager module executing on said hardware
processor, that, subsequent to said authorizing of said first given one of said plurality of
clients, said first given one of said plurality of chients has had a change in said set of
capabilities, C, associated with said first given one of said plurality of clients;

detecting, with said authorization manager module executing on said hardware
processor, that said first given one of said plurality of clients wishes to perform another
operation, which is not permitted by said changed set of capabilities; and

responsive to detecting that said first given one of said plurality of clients wishes
to perform said non-permitted operation, dropping, with said a given one of said
composable protocol modules, a payload of a message associated with said non-permitted

operation and placing an error flag into a header of said message associated with said

non-permitted operation.
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10. The method of Claim 3, wherein:
said instantiating of said encrypted instance of said first appropriate one of said
plurality of protocol stacks to effectuate said secure connection comprises said
communication manager module, executing on said hardware processor, joining secure
socket layer modules with said composable protocol modules in said first appropriate one
of said plurality of protocol stacks, using said common interfaces; and
said instantiating of said clear-text instance of said second appropriate one of said
plurality of protocol stacks to effectuate said non-secure connection comprises said
communication manager module, executing on said hardware processor, joining transfer
control protocol modules with said composable protocol modules in said second
appropriate one of said plurality of protocol stacks, using said common interfaces;
said distinct software modules further comprise an authentication manager
module, said authentication manager module being part of said secure broker login
context module;
said authenticating of said first given one of said plurality of clients comprises:
extracting 1dentity information for each of said composable protocol
modules 1n said instantiated encrypted instance of said first appropriate one of said
plurality of protocol stacks, using said secure broker login context module executing on
said hardware processor;
building a general purpose identity object based upon said extracted
1dentity information, using said secure broker login context module executing on said
hardware processor;
supplying said general purpose identity object to said publication-
subscription engine, using said authentication manager module executing on said
hardware processor; and
authenticating said first given one of said plurality of clients when said
general purpose 1dentity object matches appropriate authentication rules, using said
authentication manager module executing on said hardware processor;
said distinct software modules further comprise an authorization manager modaule,

said authorization manager module being part of said secure broker login context module;
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said first given one of said plurality of clients 1s associated with a user u., u. being

a user identifier; and

said authorizing of said first given one of said plurality of clients comprises

carrying out the following sub-steps, with said authorization manager module executing

on said hardware processor:

determining that said first given one of said plurality of clients wishes to

perform an operation designated by p., p. being an operation identifier;

determining that said operation i1s desired to be carried out i1n an
environment e in connection with a resource r., r: being a resource identifier;

retrieving a set of capabilities, C, associated with said first given one of
said plurality of clients; and

authorizing said first given one of said plurality of clients when said

parameters u., r., p:, and e: are contained in C.

11. A computer program product comprising a tangible computer readable recordable
storage medium including computer usable program code for controlling interactions
between a publication-subscription engine and a plurality of clients, said computer
program product including:

computer usable program code for deploying a plurality of protocol stacks, each
of said protocol stacks comprising a plurality of composable protocol modules, each of
said composable protocol modules implementing common interfaces;

computer usable program code for detecting that a first given one of said plurality
of clients wishes to connect to said publication-subscription engine;

computer usable program code for determining whether said first given one of

said plurality of clients 1s to be connected in a secure manner;

computer usable program code for, responsive to determining that said first given
one of said plurality of clients is to be connected in said secure manner, instantiating an

encrypted instance of a first appropriate one of said plurality of protocol stacks to

effectuate said secure connection;

computer usable program code for authenticating said first given one of said

plurality of clients; and
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computer usable program code for authorizing said first given one of said

plurality of clients.

12.  The computer program product of Claim 11, further comprising:

computer usable program code for detecting that a second given one of said
plurality of clients wishes to connect to said publication-subscription engine;

computer usable program code for determining whether said second given one of
said plurality of clients 1s to be connected 1n said secure manner;

computer usable program code for, responsive to determining that said second
given one of said plurality of clients 1s not to be connected in said secure manner,
Instantiating a clear-text instance of a second appropriate one of said plurality of protocol
stacks to effectuate said non-secure connection;

computer usable program code for authenticating said second given one of said

plurality of clients; and

computer usable program code for authorizing said second given one of said

plurality of clients.

13.  The computer program product of Claim 11, wherein said computer usable
program code for controlling interactions between said publication-subscription engine
and said plurality of clients comprises distinct software modules, said distinct software
modules comprising a communication manager module, a network layer module, a secure

protocol anchor module, a standard protocol anchor module, and a secure broker login
context module;

wherein:

saild communication manager module comprises said computer usable program
code for deploying said plurality of protocol stacks;

sald network layer module comprises said computer usable program code for
detecting that said first and second given ones of said plurality of clients wish to connect
to said publication-subscription engine and said computer usable program code for

determining whether said first and second given ones of said plurality of clients are to be

connected 1n said secure manner:;
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said secure protocol anchor module comprises said computer usable program code

for instantiating said encrypted instance of said first appropriate one of said plurality of

protocol stacks;

said secure broker login context module comprises said computer usable program
code for authenticating of said first and second given ones of said plurality of clients and

said computer usable program code for authorizing of said first and second given ones of

said plurality of clients; and

said standard protocol anchor module comprising said computer usable program
code for instantiating said clear-text instance of said second appropriate one of said

plurality of protocol stacks.

14.  The computer program product of Claim 13, wherein:

said computer usable program code for instantiating said encrypted instance of
said first appropriate one of said plurality of protocol stacks to effectuate said secure
connection comprises computer usable program code for joining secure socket layer
modules with said composable protocol modules in said first appropriate one of said
plurality of protocol stacks, using said common interfaces; and

said computer usable program code for instantiating said clear-text instance of
said second appropriate one of said plurality of protocol stacks to effectuate said non-

secure connection comprises computer usable program code for joining transfer control
protocol modules with said composable protocol modules in said second appropriate one

of said plurality of protocol stacks, using said common interfaces.

15. The computer program product of Claim 13, wherein said distinct software

modules further comprise:

an authentication manager module, said authentication manager module being

part of said secure broker login context module; and

an authorization manager module, said authorization manager module being part

of said secure broker login context module; and

wherein:
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said computer usable program code for authenticating of said first given one of
said plurality of clients comprises:
computer usable program code for extracting identity information for each
of said composable protocol modules 1n said instantiated encrypted instance of said first
appropriate one of said plurality of protocol stacks;
computer usable program code for building a general purpose identity
object based upon said extracted identity information; and
said authentication manager module, said authentication manager module
comprising:
computer usable program code for supplying said general purpose
1dentity object to said publication-subscription engine; and
computer usable program code for authenticating said first given
one of said plurality of clients when said general purpose i1dentity object matches
appropriate authentication rules;
said first given one of said plurality of clients 1s associated with a user u., u: being
a user identifier; and
sald authorization manager module comprises said computer usable program code
for authorizing said first given one of said plurality of clients, said authorization manager
module comprising:
computer usable program code for determining that said first given
one of said plurality of clients wishes to perform an operation designated by p., p. being

an operation identifier;

computer usable program code for determining that said operation
is desired to be carried out in an environment e¢: in connection with a resource ., r. being

a resource 1denftifier;

computer usable program code for retrieving a set of capabilities,

C, associated with said first given one of said plurality of clients; and

computer usable program code for authorizing said first given one

of said plurality of clients when said parameters u., r:, p., and e. are contained in C.
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16. An apparatus for controlling interactions between a publication-subscription
engine and a plurality of clients, said apparatus comprising:
a memory; and
at least one processor, coupled to said memory, and operative to:
deploy a plurality of protocol stacks, each of said protocol stacks
comprising a plurality of composable protocol modules, each of said composable
protocol modules implementing common interfaces;
detect that a first given one of said plurality of clients wishes to connect to
said publication-subscription engine;
determine whether said first given one of said plurality of clients is to be

connected in a secure manner;
responsive to determining that said first given one of said plurality of
clients is to be connected in said secure manner, instantiate an encrypted instance of a

first appropriatc one of said plurality of protocol stacks to effectuate said secure

connection;

authenticate said first given one of said plurality of clients; and

authorize said first given one of said plurality of clients.
17.  The apparatus of Claim 16, wherein said at least one processor 1s further operative
to:

detect that a second given one of said plurality of clients wishes to connect to said
publication-subscription engine;
determine whether said second given one of said plurality of clients is to be

connected 1n said secure mannet;
responsive to determining that said second given one of said plurality of clients 1s

not to be connected in said secure manner, instantiate a clear-text instance of a second

appropriate one of said plurality of protocol stacks to effectuate said non-secure

connection;
authenticate said second given one of said plurality of clients; and

authorize said second given one of said plurality of clients.
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18.  The apparatus of Claim 17, further comprising a tangible computer-readable
recordable storage medium having distinct software modules embodied thereon, said
distinct software modules comprising a communication manager module, a network layer
module, a secure protocol anchor module, a standard protocol anchor module, and a
secure broker login context module;

wherein:

said deploying of said plurality of protocol stacks 1s carried out by said
communication manager module executing on a said at least one processor;

said detecting that said first and second given ones of said plurality of clients wish
to connect to said publication-subscription engine is carried out by said network layer
module executing on said at least one processor;

said determining whether said first and second given ones of said plurality of
clients are to be connected in said secure manner 1s carried out by said network layer
module executing on said at least one processor;

said instantiating of said encrypted instance of said first appropriate one of said
plurality of protocol stacks is carried out by said secure protocol anchor module
executing on said at least one processor;

said authenticating of said first and second given ones of said plurality of clients
is carried out by said secure broker login context module executing on said at least one
processor;

said authorizing of said first and second given ones of said plurality of clients is
carried out by said secure broker login context module executing on said at least one
processor; and

sald instantiating of said clear-text instance of said second appropriate one ot said
plurality of protocol stacks is carried out by said standard protocol anchor module

executing on said at least one processor.
19.  The apparatus of Claim 18, wherein:

said at least one processor is operable to instantiate said encrypted instance of said

first appropriate one of said plurality of protocol stacks by joining secure socket layer
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modules with said composable protocol modules in said first appropriate one of said
plurality of protocol stacks, using said common interfaces; and

said at least one processor is operable to instantiate said clear-text instance of said
second appropriate one of said plurality of protocol stacks by joining transfer control
protocol modules with said composable protocol modules in said second appropriate one

of said plurality of protocol stacks, using said common interfaces.

20.  The apparatus of Claim 18, wherein said distinct software modules further
COMprise:
an authentication manager module, said authentication manager module being
part of said secure broker login context module; and
an authorization manager module, said authorization manager module being part
of said secure broker login context module; and
wherein:
said at least one processor is operative to authenticate said first given one of said
plurality of clients by:
extracting identity information for each of said composable protocol
modules in said instantiated encrypted instance of said first appropriate one of said
plurality of protocol stacks;
building a general purpose identity object based upon said extracted
identity information; and
using said authentication manager module to:
supply said general purpose identity object to said publication-
subscription engine; and
authenticate said first given one of said plurality of clients when
said general purpose identity object matches appropriate authentication rules;
said first given one of said plurality of clients is associated with a user u., u. being
a user identifier; and
said at least one processor is operative to authorize said first given one of said

plurality of clients by executing said authorization manager module to:
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determine that said first given one of said plurality of clients wishes to
perform an operation designated by p:, p: being an operation identifier;

determine that said operation is desired to be carried out in an environment
e. in connection with a resource r:, r. being a resource identifier;

retrieve a set of capabilities, C, associated with said first given one of said
plurality of clients; and

authorize said first given one of said plurality of clients when said

parameters u., r., p:, and e: are contained in C.

21. An apparatus for controlling interactions between a publication-subscription
engine and a plurality of clients, said apparatus comprising:

means for deploying a plurality of protocol stacks, each of said protocol stacks
comprising a plurality of composable protocol modules, each of said composable
protocol modules implementing common interfaces;

means for detecting that a first given one of said plurality of clients wishes to
connect to said publication-subscription engine;

means for determining whether said first given one of said plurality of clients 1s to
be connected 1n a secure manner;

means for, responsive to determining that said first given one of said plurality of
clients is to be connected in said secure manner, instantiating an encrypted instance of a
first appropriate one of said plurality of protocol stacks to effectuate said secure
connection;

means for authenticating said first given one of said plurality of clients; and

means for authorizing said first given one of said plurality of clients.
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