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Description
Technical Field

[0001] Thisinvention relates generally to information .
retrieval in a computer network. More particularly, the
invention relates to a novel method of hosting and dis-
tributing content on the Internetthat addresses the prob-
lems of Internet Service Providers (ISPs) and Internet
Content Providers.

Description of the Related Art

[0002] The World Wide Web is the Intemet’s multime-
dia information retrieval system. In the Web environ-
ment, client machines effect transactions to Web serv-
ers using the Hypertext Transfer Protocol (HTTP), which
is a known application protocol providing users access
to files (e.g., text, graphics, images, sound, video, etc.)
using a standard page description language known as
Hyperext Markup Language (HTML). HTML provides
basic document formatting and allows the developer to
specify "links" to other servers and files. In the Internet
paradigm, a network path to a server is identified by a
so-called Uniform Resource Locator (URL) having a
special syntax for defining a network connection. Use of
an HTML-compatible browser (e.g., Netscape Naviga-
tor or Microsoft Internet Explorer) at a client machine
involves specification of a link via the URL. In response,
the client makes a request to the server identified in the
link and, in return, receives a document or other object
formatted according to HTML. A collection of documents
supported on a Web server is sometimes referred to as
a Web site.

[0003] Itis well known in the prior art for a Web site
to mirror its content at another server. Indeed, at
present, the only method for a Content Provider to place
its content closer to its readers is to build copies of its
Web site on machines that are located at Web hosting
farms in different locations domestically and internation-
ally. These copies of Web sites are known as mirror
sites. Unfortunately, mirror sites place unnecessary
economic and operational burdens on Content Provid-
ers, and they do not offer economies of scale. Econom-
ically, the overall cost to a Content Provider with one
primary site and one mirror site is more than twice the
cost of a single primary site. This additional cost is the
result of two factors: (1) the Content Provider must con-
tract with a separate hosting facility for each mimor site,
and (2) the Content Provider must incur additional over-
head expenses associated with keeping the mirror sites
synchronized.

[0004] In an effort to address problems associated
with mirroring, companies such as Cisco, Resonate,
Bright Tiger, F5 Labs and Alteon, are developing soft-
ware and hardware that will help keep mirror sites syn-
chronized and load balanced. Alithough these mecha-
nisms are helpful to the Content Provider, they fail to
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address the underlying problem of scalability. Even if a
Content Provider is willing to incur the costs associated
with mirroring, the technology itself will not scale beyond
afew (i.e., less than 10) Web sites.

[0005] in addition to these economic and scalability
issues, mirroring also entails operational difficulties. A
Content Provider that uses a mirror site must not only
lease and manage physical space in distant locations,
but it must also buy and maintain the software or hard-
ware that synchronizes and load balances the sites.
Current solutions require Content Providers to supply
personnel, technology and other items necessary to
maintain multiple Web sites. In summary, mirroring re-
quires Centent Providers to waste economic and other
resources on functions that are not relevant to their core
business of creating content.

[0006] Moreover, Content Providers also desire to re-
tain control of their content. Today, some ISPs are in-
stalling caching hardware that interrupts the link be-
tween the Content Providerand the end-user. The effect
of such caching can produce devastating results to the
Content Provider, including (1) preventing the Content
Provider from obtaining accurate hit counts on its Web
pages (thereby decreasing revenue from advertisers),
(2) preventing the Content Provider from tailoring con-
tent and advertising to specific audiences (which se-
verely limits the effectiveness of the Content Provider's
Web page), and (3) providing outdated information to its
customers (which can lead to a frustrated and angry end
user).

[0007] There remains a significant need in the art to
provide a decentralized hosing solution that enables us-
ers to obtain Internet content on a more efficient basis
(i.e., without burdening network resources unnecessar-
ily) and that likewise enables the Content Provider to
maintain control over its content.

[0008] The present invention solves these and other
problems associated with the prior art.

[0009] EP-A2-0 817 444 discloses a system for do-
main name resolution that provides domain name res-
olution of a domain name to an IP address based upon
one or more predetermined criteria, for example, infor-
mation abouta sender of a request, or information about
anintended recipient of the request. In one embodiment
described therein, a destination lookup name resoiver
is used to resolve a destination URL to a local server
comprising a service location name resolver. The serv-
ice location name resolverthen resolves the destination
address to a most appropriate destination host. The res-
olution process of this embodiment is also based upon
one or more predetermined criteria, such as a source
address, a requested destination address, and request-
ed content, including the type of request made or service
requested.

BRIEF SUMMARY OF THE INVENTION

[0010] it is a general object of the present invention
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as claimed, to provide a computer network comprising
a large number of widely deployed Internet servers that
form an organic, massively fauli-tolerant infrastructure
designed to serve Web content efficiently, effectively,
and reliably to end users.

[0011] Another more general object of the present in-
vention is to provide a fundamentally new and better
method to distribute Web-based content. The inventive
architecture provides a method for intelligently routing
and replicating content over a large network of distrib-
uted servers, preferably with no centralised control.
[0012] Another object of the present invention is to
provide a network architecture that moves content dose
to the user. The inventive architecture allows Web sites
to develop large audiences without worrying about
building a massive infrastructure to handle the associ-
ated traffic.

[0013] Still another object of the present invention is
to provide a fault-tolerant network for distributing Web
content. The network architecture is used to speed-up
the delivery of richer Web pages, and it allows Content
Providers with large audiences to serve them reliably
and economically, preferably from servers located dose
to end users.

[0014] Afurtherfeature of the present invention is the
ability to distribute and manage content over a large net-
work without disrupting the Content Provider's direct re-
lationship with the end user.

[0015] Yet another feature of the present invention is
to provide a distributed scalable infrastructure for the in-
ternet that shifts the burden of Web content distribution
from the Content Provider to a network of preferably
hundreds of hosting servers deployed, for example, on
a global basis.

[0016] In general, the network architecture supports
hosting on a truly global scale. The inventive framework
allows a Content Provider to repficate its most popular
content at an unlimited number of points throughout the
world. As an additional feature, the actual content that
is replicated at any one geographic location is specifi-
cally tailored to viewers in that location. Moreover, con-
tent is automatically sent to the location where it is re-
quested, without any effort or overhead on the part of a
Content Provider.

[0017] Itis thus a more generalabject of this invention
to provide a global hosting framework to enable Content
Providers to retain control of their content.

[0018] The hosting framework comprises a set of

“servers operating in a distributed manner. The actual

content to be served is preferably supported on a set of
hosting servers (sometimes referred to as ghost serv-
ers). This content comprises HTIML page objects that,
conventionally, are served from a Content Provider site.
Abase HTML document portion of a Web page is served
from the Content Provider's site while one or more em-
bedded objects for the page are served from the hosting
servers, preferably, those hosting servers nearest the
client machine. By serving the base HTML document
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from the Content Provider's site, the Content Provider
maintains control over the content.

[0019] The determination of which hosting serverto
useto serve a given embedded object is effected by ath-
er resources in the hosting framework. In particular, the
framework includes a second set of servers (or server
resources) that are configured to provide top levet Do-
main Name Service (DNS). In addition, the framewark
also includes a third set of servers (or server resources)
that are configured to provide low level DNS functiomal-
ity. When a client machine issues an HTTP requesiito
the Web site for a given Web page, the base HMTL diac-
ument is served from the Web site as previously nafied:
Embedded objects for the page preferably are semed
from particular hosting servers identified by the top-and
low-level DNS servers. To locate the appropriate hosting
servers to use, the top-level DNS server detemminestifie
user's location in the network to identify a given low-lexel
DNS serverto respond to the request for the embedded
object. The top-level DNS server then redirects the re-
quest to the identified low-level DNS server that, in tum,
resolves the request into an IP address for the given
hosting server that serves the object back to the cliemt.

[0020] More generally, it is possible (and, in some
cases, desirable) to have a hierarchy of DNS servers
that consisting of several levels. The lower one moves
in the hierarchy, the closer one gets to the best region.
[0021] Inan embodiment of the invention, a meansis
provided by which content can be distributed and repi-
cated through a collection of servers so that the use of
memory is optimized subject to the constraints that there
are a sufficient number of copies of any object to safisfy
the demand, the copies of objects are spread so that mo
server becomes overloaded, copies tend to be locaied
on the same servers as time moves forward, and copies
are located in regions close to the clients that are re-
questing them. Thus, servers operating within tire
framework do not keep copies of all of the content da-
tabase. Rather, given servers keep copies of a minimal
amount of data so that the entire system provides tie
required level of service. This aspect of the invention
allows the hosting scheme to be far more efficient than
schemes that cache everything everywhere, or ifat
cache objects only in prespecified locations.

[0022] The global hosting framework is fault tolerant
at each level of operation. In particular, the top level BNS
server retums a list of low-level DNS servers that mmay
be used by the client to service the request for the em-
bedded object.

Likewise, each hosting server preferably includes a buxd-
dy server that is used to assume the hosting responsi-
bilities of its associated hosting server in the eventof a
failure condition.

[0023] In another embodiment of the present inven-
tion, load balancing across the set of hosting serversis
achieved in part through a novel technique for distribut-
ing the embedded object requests. In particular, each
embedded object URL is preferably modified by pre-
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pending a virtual server hostname into the URL. More
generally, the virtual server hostname is inserted into the
URL. Preferably, the virtual server hostname includes a
value (sometimes referred to as a serial number) gen-
erated by applying a given hash function to the URL or
by encoding given information about the object into the
value. This function serves to randomly distribute the
embedded objects over a given set of virtual server host-
names. |n addition, a given fingerprint value for the em-
bedded object is generated by applying a given hash
function to the embedded object itself. This given value
serves as a fingerprint that identifies whether the em-
bedded object has been modified. Preferably, the func-
tions used to generate the values (i.e., for the virtual
server hostname and the fingerprint) are applied to a
given Web page in an off-line process. Thus, when an
HTTP request for the page is received, the base HTML
document is served by the Web site and some portion
of the page's embedded objects are served from the
hosting servers near (although not necessarily the clos-
est) to the client machine that initiated the request.
[0024] The foregoing has outlined some of the more
pertinent objects and features of the present invention.
These objects should be construed to be merely illus-
trative of some of the more prominent features and ap-
plications of the invention. Many other beneficial results
can be attained by applying the disclosed invention in a
different manner or modifying the invention as will be
described. Accordingly, other objects and a fuller under-
standing of the invention may be had by referring to the
following Detailed Description of the Preferred Embod-
iment.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] For a more complete understanding of the
present invention and the advantages thereof, refer-
ence should be made to the following Detailed Descrip-
tion taken in connection with the accompanying draw-
ings in which:

Figure 1 is a representative system in which the
present invention is implemented;

Figure 2 is a simplified representation of a markup
language document illustrating the base document
and a set of embedded objects;

Figure 3 is a high level diagram of a global hosting
system according to the present invention;

Figure 4 is a simplified flowchart illustrating a meth-
od of processing a Web page to modified embedded
object URLs that is used in the present invention;
Figure 5 is a simplified state diagram illustrating
how the present invention responds to a HT TP re-
quest for a Web page.
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DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0026] Aknown Internet client-server systemisimple-
mented as illustrated in Figure 1. A client machine 10
is connected to a Web server 12 via a network 14. For
illustrative purposes, network 14 is the Internet, an in-
tranet, an extranet or any other known network. Web
server 12 is one of a plurality of servers which are ac-
cessibie by clients, one of which is illustrated by ma-
chine 10. A representative client machine includes a
browser 16, which is a known software tool used to ac-
cess the servers of the network. The Web server sup-
ports files (collectively referred to as a "Web" site) in the
form of hypertext documents and objects. In the Internet
paradigm, a network path to a server is identified by a
so-called Uniform Resource Locator (URL).

[0027] A representative Web server 12 is a computer
comprising a processor 18, an operating system 20, and
a Web server program 22, such as Netscape Enterprise
Server. The server 12 also includes a display supporting
a graphical user interface (GUI) for management and
administration, and an Application Programming Inter-
face (API) that provides extensions to enable applica-
tion developers to extend and/or customize the core
functionality thereof through software programs includ-
ing Common Gateway Interface (CGI) programs, plug-
ins, servlets, active server pages, server side include
(SSI) functions or the like.

[0028] A representative Web client is a personal com-
puter that is x86-, PowerPC®- or RISC-based, that in-
cludes an operating system such as IBM® OS/2® or Mi-
crosoft Windows '95, and that includes a Web browser,
such as Netscape Navigator 4.0 (or higher), having a
Java Virtual Machine (JVM) and support for application
plug-ins or heiper applications. A client may also be a
notebook computer, a handheld computing device (e.g.,
a PDA), an Intemet appliance, or any other such device
connectable to the computer network.

[0029] As seen in Figure 2, a typical Web page com-
prises a markup language (e.g. HTML) master or base
document 28, and many embedded objects (e.g., imag-
es, audio, video, or the like) 30. Thus, in a typical page,
twenty or more embedded images or objects are quite
common. Each of these images is an independent ob-
jectin the Web, retrieved (or validated for change) sep-
arately. The common behavior of a Web client, there-
fore, is to fetch the base HTML document, and then im-
mediately fetch the embedded objects, which are typi-
cally (but not always) located on the same server. Ac-
cording to the present invention, preferably the markup
language base document 28 is served from the Web
server (i.e., the Content Provider site) whereas a given
number (or perhaps all) of the embedded objects are
served from other servers. As will be seen, preferably a
given embedded object is served from a server (other
than the Web server itself) that is close to the client ma-
chine, that is not overloaded, and that is most likely to
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already have a current version of the required file.
[0030] Referring now to Figure 3, this operation is
achieved by the hosting system of the present invention.
As will be seen, the hosting system 35 comprises a set
of widely-deployed servers (or server resources) that
form a large, fault-tolerant infrastructure designed to
serve Web content efficiently, effectively, and reliably to
end users. The servers may be deployed globally, or
across any desired geographic regions. As will be seen,
the hosting system provides a distributed architecture
for intelligently routing and replicating such content. To
this end, the glabal hosting system 35 comprises three
(3) basic types of servers (or server resources): hosting
servers (somelimes called ghosts) 36, top-level DNS
servers 38, and low-level DNS servers 40. Although not
illustrated, there may be additional levels in the DNS hi-
erarchy. Altematively, there may be a single DNS level
that combines the functionality of the top level and low-
level servers. Im this illustrative embodiment, the inven-
tive framework 35 is deployed by an Internet Service
Provider (ISP), although this is not a limitation of the
present invention. The ISP or ISPs that deploy the in-
ventive global hosting framework 35 preferably have a
large number of machines that run both the ghost server
component 36 and the low-level DNS component 40 on
their networks. These machines are distributed through-
out the network; preferably, they are concentrated
around network exchange points 42 and network ac-
cess. points 44, although this is not a requirement. In
addition, the ISP preferably has a small number of ma-
chines running the top-level DNS 38 that may also be
distributed throughout the network.

[0031] Although not meant to be limiting, preferably a
given server usad in the framework 35 includes a proc-
essor, an operating system (e.g., Linux, UNIX, Windows
NT, or the like), a Web server application, and a set of
application routimes used by the invention. These rou-
tines are conveniently implemented in software as a set
of instructions executed by the processor to perform var-
ious process or method steps as will be described in
more detail below. The servers are preferably located at
the edges of the network (e.g., in points of presence, or
POPs).

[0032] Severalfactors may determine where the host-
ing servers are placed in the network. Thus, for exam-
ple, the server locations are preferably determined by a
demand driven network map that allows the provider (e.
g., the ISP) tomanitor traffic requests. By studying traffic
pattemns, the ISP may optimize the server locations for
the given traffic profiles.

[0033] According to the present invention, a given
Web page (comprising a base HTML document and a
set of embedded objects) is served in a distributed man-
ner. Thus, preferably, the base HTML document is
served from the Content Provider that normally hosts
the page. The embedded objects, or some subset there-
of, are preferentially served from the hosting servers 36
and, specifically, given hosting servers 36 that are near
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the client machine that in the first instance initiated the
request for the Web page. In addition, preferably loads
across the hosting servers are batanced to ensure that
a given embedded object may be efficiently served frem
a given hosting server near the client when such client
requires that object to complete the page.

[0034] To serve the page contents in this manner, the
URL associated with an embedded object is modified.
As is well-known, each embedded object that may be
served in a page has its own URL. Typically, the URL
has a hostname identifying the Content Provider's site
from where the object is conventionally served, i.e.,
without reference to the present invention. According to
the invention, the embedded object URL is first modi-
fied, preferably in an off-line process, to condition the
URL to be served by the global hosting servers. A flow-
chart illustrating the preferred metihod for modifying the
object URL is illustrated in Figure 4.

[0035] The routine begins at step 50 by determining
whether all of the embedded objects in a given page
have been processed. If so, the routine ends. If not, how-
ever, the routine-gets the next embedded object at step
52. At step 54, a virtual server hostname is prepended
into the URL for the given embedded object. The virtual
server hostname includes a value (e.g., a number) that
is generated, for example, by applying a given hash
function to the URL. As is well-known, a hash function
takes arbitrary length bit strings as inputs and produces
fixed length bit strings (hash values) as outputs. Such
functions satisfy two conditions: (1} it is infeasible to find
two different inputs that produce the same hash value,
and (2) given an input and its hash value, it is infeasible
to find a different input with the same hash value. In step
54, the URL for the embedded abject is hashed intoa
value xx,xxx that is then included in the virtual server
hostname. This step randomly distributes the object to
a given virtual server hostname.

[0036] The present invention is not limited to gener-
ating the virtual server hostname by applying a hash
function as described above. As an alternative and pre-
ferred embodiment, a virtual server hostname is gener-
ated as follows. Consider the representative hostname
a1234.g.akamaitech.net. The 1234 value, sometimes
referred to as a serial number, preferably includes infor-
mation about the object such as its size (big or small),
its anticipated popularity, the date on which the object
was created, the identity of the Web site, the type of ob-
ject (e.g., movie or static picture), and perhaps some
random bits generated by a given randem function. Of
course, it is not required that any given serial number
encode all of such information or even a significant
number of such components. Indeed, in the simplest
case, the serial number may be a simple integer. In any
event, the information is encoded into a serial number
in any convenient manner. Thus, for example, a first bit
is used to denote size, a second bit is used to denote
popularity, a set of additional bits is used to denote the
date, and so forth. As noted above in the hashing ex-
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ample, the serial number is also used for load balancing
and for directing certain types of traffic to certain types
of servers. Typically, most URLs on the same page have
the same serial number to minimize the number of dis-
tinguished name (DN) accesses needed per page. This
requirement is less important for larger objects.

[0037] Thus, according to the present invention, a vir-
tual server hostname is prepended into the URL for a
given embedded object, and this hostname includes a
value (or serial number) that is generated by applying a
given function to the URL or object. That function may
be a hash function, an encoding function, or the like.
[0038] Turning now back to the flowchart, the routine
then continues at step 56 to include a given value in the
object's URL. Preferably, the given value is generated
by applying a given hash function to the embedded ob-
ject. This step creates a unique fingerprint of the object
that is useful for determining whether the object has
been modified. Thereafter, the routine returns to step 50
and cycles.

[0039] With the above as background, the inventive
global hosting framework is now described in the con-
text of a specific example. In particular, it is assumed
that a user of a client machine in Boston requests a Con-
tent Provider Web page normally hosted in Atlanta. For
illustrative purposes, Itis assumed that the Content Pro-
vider is using the globa! hosting architecture within a net-
work, which may be global, international, national, re-
gional, local or private. Figure 5 shows the various com-
ponents of the system and how the request from the cli-
ent is processed. This operation is not to be taken by
way of limitation, as will be explained.

[0040] Step 1: The browser sends a request to the
Provider's Web site: (Item 1). The Content Provider site
in Atlanta receives the request in the same way that it
does as if the global hosting framework were not being
implemented. The difference is in what is returned by
the Provider site. Instead of returning the usual page,
according to the invention, the Web site returns a page
with embedded object URLs that are modified according
to the method illustrated in the flowchart of Figure 4. As
previously descrbed, the URLs preferably are changed
as follows:

[0041] Assume that there are 100,000 virtual ghost
servers, even though.there may only be a relatively
small number (e.g., 100) physically present on the net-
work. These virtual ghost servers or virtual ghosts are
identified by the hostname:

ghostxxxxx.ghosting.com, where xxxxx is replaced by a
number between 0 and 99,999. After the Content Pro-
vider Web site is updated with new information, a script
executing on the Content Provider site is run that re-
writes the embedded URLSs.

Preferably, the embedded URLs names are hashed into
numbers between 0 and 99,999, although this range is
not a limitation of the present invention. An embedded
URL is then switched to reference the virtual ghost with
that number. For example, the following is an embedded

112521981 | >

10

15

URL from the Provider's site:

<IMG SRC = http://www.provider.com/T ECH/images/
space.story.gif>

[0042] If the serial number for the object referred to
by this URL is the number 1467, then preferably the URL
is rewritten to read:

<IMG SRC = http:
//ghost1467.ghosting.akamai.com/www.provider.com/
TECH/images/spa ce.story.gif>.

[0043] The use of serial numbers in this manner dis-
tributes the embedded URLs roughly evenly over the
100,000 virtual ghost server names. Note that the Pro-
vider site can still personalize the page by rearranging
the various objects on the screen according to individual
preferences. Moreover, the Provider can also insert ad-
vertisements dynamically and count how many people
view each ad.

[0044] Accordingtothe preferred embodiment, an ad-
ditional modification to the embedded URLs is made to
ensure that the global hosting system does not serve
stale information. As previously described, preferably a
hash of the data contained in the embedded URL is also
inserted into the embedded URL itself. That is, each em-
bedded URL may contain a fingerprint of the data to
which it points. When the underlying information chang-
es, so does the fingerprint, and this prevents users from
referencing old data.

[0045] The second hash takes as input a stream of
bits and outputs what is sometimes referred to as a fin-
gerprint of the stream. The important property of the fin-
gerprint is that two different streams almost surely pro-
duce two different fingerprints. Examples of such hash-
es are the MD2 and MDS5 hash functions, however, other
more transparent methods such as a simple checksum
may be used. For concreteness, assume that the output
of the hash is a 128 bit signature. This signature can be
interpreted as a number and then inserted into the em-
bedded URL. For example, if the hash of the data in the
picture space.story.gif from the Provider web site is the
number 28765, then the modified embedded URL would
actually look as follows;

<IMG

SRC=http://ghost1467.ghosting.akamai.com/
28765/www.provider.com /TECH/images/space.story.
gif'>.

[0046] Whenever a page is changed, preferably the
hash for each embedded URL is recomputed and the
URL is rewritten if necessary. If any of the URL's data
changes, for example, a new and different picture is in-
serted with the name space.story.gff, then the hash of
the data is different and therefore the URL itself will be
different. This scheme prevents the system from serving
data that is stale as a result of updates to the original
page.

[0047] For example, assume that the picture space.
story.gif is replaced with a more up-to-date version on
the Content Provider server. Because the data of the
pictures changes, the hash of the URL changes as well.
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Thus, the new embedded URL looks the same except
that a new number is inserted for the fingerprini. Any
user that requests the page after the update receives a
page .that points to the new picture. The old picture is
never referenced and cannot be mistakenly retumed in
place of the more up-to-date information.
[0048] in summary, preferably there are two hashing
operations that are done to modify the pages of the Con-
tent Provider. First, hashing can be a component of the
process by which a. serial number is selected to trans-
form the domain name into a virtual ghost name. As will
be seen, this first transformation serves to redirect cli-
ents to the global hosting system to retrieve the embed-
ded URLs. Next, a hash of the data pointed to by the
embedded URLs is computed and inserted into the
URL. This second transformation serves to protect
against serving stale and out-of-date content from the
ghost servers. Preferably, these two transformations are
performed off-line and therefore do not pose potential
performance bottlenecks.
[0049] Generalizing, the preferred URL schemais as
follows. The illustrative domain www.domainname.com/
frontpage.jpg is transformed into:

00¢.Yy.2Z2Z . net/aaaa/www.domainname.com/
frontpage.jpg,
where:

oo = serial number field

yy = lower level DNS field

zzzz = top level DNS field

aaaa = other information (e.g., fingerprint) field.
[0050] If additional levels of the DNS hierarchy are
used, then there may be additional lower level DNS
fields, e.g., XXXy Y4.YoY2 ZZZ.neVaaaa/. . .
[0051] Step 2: After receiving the initial page from the
Content Provider site, the browser needs to load theem-
bedded URLs to display the page. The first step in doing
this is to contact the DNS server on the user's machine
(or at the user's ISP) to resolve the altered hostname,
in this case:
ghost1467.ghosting.akamai.com. As will be seen, the
global hosting architecture of the present invention ma-
nipulates the DNS system so that the hame is resclved
to one of the ghosts that is near the client and is kely
to havethe page already. To appreciate how this is done,
the following describes the progress of the DNS query
that was initiated by the client.
[0052] Step 3: As previously described, preferably
there are two types of DNS servers in the inventive sys-
tem: topevel and low-level. The top level DNS servers
38 for ghasting.com have a special function that s dif-
ferent from regular DNS servers like those of the .com
domain. The top level DNS servers 38 include appropri-
ate controf routines that are used to determine wheye in
the network a user is located, and then to direct the user
to a akarmai.com (i.e., a low level DNS) server 40 that is
close-by. Like the .com domain, akamai.com preferably
has a number of top-level DNS servers 38 spread
throughoutthe network for fault tolerance. Thus, agiven
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top level DNS server 38 directs the user to a region in
the Internet (having a collection of hosting servers 36
that may be used to satisfy the request for a given em-,
bedded object) whereas the low level DNS server 40
(within the identified region) identifies a particular host-
ing server within that collection from which the object is
actually served.

[0053] Moregenerally, as noted above, the DNS proc-
ess can contain several levels of processing, each of
which serves to better direct the client to a ghost server.
The ghost server name can also have more fields. For
example, "a123.g.g.akamaitech.net” may be used in-
stead of "a123.ghost.akamai.com.” If only one DNS lev-
el is used, a representative URL could be "a123.akamai.
com. "

[0054] Although other techniques may be used, the
user's location in the network preferably is deduced by
looking at the IP address of the client machine making
the request. In the present example, the DNS server is
running on the machine of the user, although this is not
a requirement. If the user is using an ISP DNS server,
for example, the routines make the assumption that the
user is located near (in the Internet sense) this server.
Alternatively, the user’s location or IP address could.be
directly encoded into the request sent to the top level
DNS. To determine the physical location of an IP ad-
dress in the network, preferably, the top level DNS serv-
er builds a network map that is then used to identify the
relevant location.

[0055] Thus, for example, when a request comes in
to a top level DNS for a resolution for a1234.g.aka-
maitech.net, the top level DNS looks at the return ad-
dress of the requester and then formulates the response
based on that address according to a network map. in
this example, the a1234 is a serial number, the g is#a
field that refers to the lower level DNS, and akamaitech
refers to the top level DNS. The network map preferably
contains a list of all Internet Protocol (IP) blocks and, for
each IP block, the map determines where to direct the
request. The map preferably is updated continually
based on network conditions and traffic.

[0056] After determining where in the network the re-
quest originated, the top level DNS server redirects the
DNS request to a low level DNS server close to the user
in the network. The ability to redirect requests is a stand-
ard feature in the DNS system. In addition, this redirec-
tion can be done in such a way that if the local low level
DNS server is down, there is a backup serverthatis con-
tacted.

[0057] Preferably, the TTL (time to live) stamp on
these top level DNS redirections for the ghosting.com
domain is set to be long. This allows DNS caching at the
user's DNS servers and/orthe ISP's DNS serversto pre-
vent the top level DNS servers from being overloaded.
If the TTL for ghosting.akamai.com in the DNS server
atthe user's machine or ISP has expired, then a top level
server is contacted, and a new redirection to a local low
level ghosting.akamai.com DNS server is returned with
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a new TTL stamp. It should be noted the system does
not cause a substantially larger number of top level DNS
lookups than what is done in the current centralized
hosting solutions. This is because the TTL of the top lev-
el redirections are set to be high and, thus, the vast ma-
jority of users are directed by their local DNS straight to
a nearby low level ghosting.akamai.com DNS server.
[0058] Moreover, fault tolerance for the top level DNS
servers is provided automatically by DNS similarly to
what is done for the popular .com domain. Fault toler-
ance for the low level DNS servers preferably is provid-
ed by returning a list of possible low level DNS servers
instead of just a single server. If one of the low level DNS
servers is down, the user will still be able to contact one
on the list that is up and running.

[0059] Fault tolerance can also be handled via an
“overflow control" mechanism wherein the client is redi-
rected to a low-level DNS in a region that is known to
have sufficient capacity to serve the object. This alter-
nate approach is very useful in scenarios where there
is a large amount of demand from a specific region or
when there is reduced capacity in a region. in general,
the clients are directed to regions in a way that minimiz-
es the overall latency experienced by clients subject to
the constraint that no region becomes overloaded. Min-
imizing overall latency subject to the regional capacity
constraints preferably is achieved using a min-cost mui-
ticommodity flow algorithm.

[0060] Step 4: At this point, the user has the address
of a close-by ghosting.com DNS server 38. The user's
local DNS server contacts the close-by low level DNS
server 40 and requests a translation for the name
ghost1467.ghosting.akamai.com. The lecal DNS server
is responsible for returning the IP address of one of the
ghost servers 36 on the network that is close to the user,
not overloaded, and most likely to already have the re-
quired data.

[0061] The basic mechanism for mapping the virtual
ghost names to real ghosts is hashing. One preferred
technique is so-calied consistent hashing, as described
in U.S. Serial No. 09/042,228, filed March:13, 1998, and
in U.S. Serial No. 09/088,825, filed June 2, 1998, each
titled Method And Apparatus For Distributing Requests
Among A Plurality Of Resources, and owned by the
Massachusetts Institute of Technology, which applica-
tions are incorporated herein by reference. Consistent
hash functions make the system robust under machine
failures and crashes. It also allows the system to grow
gracefully, without changing where most items are lo-
cated and without perfect infermation about the system.
[0062] According to the invention, the virtual ghost
names may be hashed into real ghost addresses using
a table lookup, where the tabie is continually updated
based on network conditions and traffic in such a way
to insure load balancing and fault tolerance. Preferably,
a table of resolutions is created for each serial number.
For example, serial number 1 resolves to ghost 2 and
5, serial number 2 resoives to ghost 3, serial number 3
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resolves to ghosts 2,3,4, and so forth. The goal is to de-
fine the resolutions so that no ghost exceeds its capacity
and that the total number of all ghosts in all resolutions
is minimized. This is done to assure that the system can
take maximal advantage of the available memory at
each region. This is @ major advantage over existing
load balancing schemes that tend to cache everything
everywhere or that only cache certain objects in certain
locations no matter what the loads are. In general, it is
desirable to make assignments so that resolutions tend
to stay consistent over time provided that the loads do
not change too much in a short period of time. This
mechanism preferably also takes into account how
close the ghost is to the user, and how heavily loaded
the ghost is at the moment.

[0063] Note that the same virtual ghost preferably is
translated to different real ghost addresses according to
where the user is located in the network. For example,
assume that ghost server 18.98.0.17 is located in the
United States and that ghost server 132.68.1.28 is lo-
cated in Israel. A DNS request for ghost1487.ghosting.
akamai.com originating in Boston will resolve to
18.98.0.17, while a request originating in Tel-Aviv will
resolve to 132.68.1.28.

[0064] The low-level DNS servers monitor the various
ghost servers to take into account their loads while
translating virtual ghost names into real addresses. This
is handled by a seftware routine that runs on the ghosts
and on the low level DNS servers. In one embodiment,
the load information is circulated among the servers in
a region so that they can compute resolutions for each
serial number. One algorithm for computing resolutions
works as follows. The server first computes the project-
ed load (based on number of user requests) for each
serial number. The serial numbers are then processed
in increasing order of load. For each serial number, a
random priority list of desired servers is assigned using
a consistent hashing method. Each serial nhumber is
then resolved to the smallest initial segment of servers
from the priority listso that no server becomes overload-
ed. For example, if the priority list for a serial number is
2,5,3,1,6, then an attempt is made first to try to map the
load for the serial number to ghost 2. If this overloads
ghost 2, then the load is assigned to both ghosts 2 and
5. Ifthis produced teo much load on either of those serv-
ers, then the load is assigned to ghosts 2,3, and 5, and
so forth. The projected load on a server can be comput-
ed by looking at all resolutions that contain that server
and by adding the amount of load that is likely to be sent
to that server from that serial number. This method of
producing resolutions is most effective when used in an
iterative fashion, wherein the assignments starts in a de-
fault state, where every serial numberis mappedto eve-
ry ghost. By refining the resolution table according to the
previous procedure, the load is balanced using the min-
imum amount of replication (thereby maximally conserv-
ing the available memory in a region).

[0065] The TTL for these low level DNS translations
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is set to be short to allow a quick response when heavy
load is detected on one of the ghosts. The TTL is a pa-
rameter thatcan be maniputated by the systemto insure
a balance between timely response to high load on
ghests and the load induced on the low level DNS serv-
ers. Note, however, that even if the TTL for the low level
DNS translation is set to 1-2 minutes, only a few of the
users actually have to do a low level DNS lookup. Most
users will see a DNS translation that is cached on their
machine or at their ISP. Thus, most users go directly
from their local DNS server to the close-by ghost that
has the data they want. Those users that actually do a
low level DNS lookup have a very small added latency,
however this latency is small compared to the advan-
tage of retrieving most of the data from close by.
[0066] As noted above, fault tolerance forthe low level
DNS servers is provided by having the top level DNS
return a list of possible low levet DNS servers instead of
a single server address. The user's DNS system caches
this list {part of the standard DNS system), and contacts
one of the other servers on the list if the first one is down
for some reason. The low level DNS servers make use
of a standard feature of DNS to provide an extra levei
of fault tolerance for the ghost servers. When a name is
tramslated, instead of returning a single name, a list of
names is returned. If for some reason the primary fautt
tolerance method for the ghosts (known as the Buddy
system, which is described below) fails, the client brows-
er will contact one of the other ghosts on the list.
[0067] Step 5: The browser then makes arequest for
an cbject named a123.ghosting.akamai.comy.../www.
provider.com/TECH/ images/space.story.gif from the
closa-by ghost. Note that the name of the original server
(www.provider.com) preferably is included as part of the
URL. The software running on the ghost parses the
page name into the original host name and the real page
name. If a copy of the file is already stored onthe ghost,
them the data is returned immediately. If, however, no
copy of the data on the ghost exists, a copy is retrieved
fromn the original server or another ghost server. Note
that the ghost knows who the original server was be-
cauvse the name was encoded into the URL that was
passed to the ghost from the browser. Once acopy has
beem retrieved it is returned to the user, and preferably
it is also stored on the ghost for answering future re-
quests.

[0068] As an additional safeguard, it may be prefera-
ble to check that the user is indeed ciose to the server.
This can be done by examining the IP address of the
client before responding to the request for the file. This
is useful in the rare case when the client's DNS server
is far away from the client. In such a case, the ghost
server can redirect the user to a closer server (or to an-
other virtual address that is likely to be resolved to a
server that is closer to the client). If the redirect is to a
virtual server, then it must be tagged to prevent further
redirections from taking place. In the preferred embod-
iment, redirection would only be done for large objects;
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thus, a check may be made before applying a redirection
to be sure that the object being requested exceeds a
certain overall size.

[0069] Performance for long downioads can also be
improved by dynamically changing the server to which
a client is connected based on changing network con-
ditions. This is especially helpful for audio and video
downloads (where the connections can be long and
where quality is especially important). In such cases, the
usercan be directed toan alternate server in midstream.
The control structure for redirecting the client can be
similar to that described above, but it can also include
software that is placed in the client's browser or media
player. The software monitors the performance of the
client's connection and perhaps the status of the net-
work as well. If it is deemed that the client's connection
can be improved by changing the server, then the sys-
tem directs the client to a new server for the rest of the
connection.

[0070] Fault tolerance for the ghosts is provided by a
buddy system, where each ghost has a designated bud-
dy ghost. If a ghost goes down, its buddy takes over its
work {(and |P address) so that service is not interrupted.
Another feature of the system is that the buddy ghost
does not have to sit idle waiting for a failure. Instead, all
of the machines are always active, and when a failure
happens, the load is taken over by the buddy and then
balanced by the low level DNS system to the other active
ghosts. An additional feature of the buddy system is that
fault tolerance is provided without having to wait forlong
timeout periods.

[0071] Asyetanothersafety feature of the global host-
ing system, a gating mechanism can be used to keep
the overall traffic for certain objects within specified lim-
its. One embodiment of the gating mechanism works.as
follows. When the number of requests for an object ex-
ceeds a certain specified threshold, then the server can
elect to not serve the object. This can be very useful if
the objectis very large. Instead, the client can be served
a much smaller object that asks the client to retum later.
Or, the client can be redirected. Another method of im-
plementing a gate is to provide the client with a "ticket”
that allows the client to receive the object at a prespec-
ified future time. In this method, the ghost server needs
to check the time on the ticket before serving the object.
[0072] The inventive global hosting scheme is a way
for global ISPs or conglomerates of regional ISPs to lev-
erage their network infrastructure to generate hosting
revenue, and to save on network bandwidth. An ISP of-
fering the inventive global hosting scheme can give con-
tent providers the ability to distribute content to their us-
ers from the closest point on the ISPs network, thus en-
suring fast and reliable access. Guaranteed web site
performance is critical for any web-based business, and
global hosting allows for the creation of a service that
satisfies this need.

[0073] Global hosting according to the present inven-
tion also allows an ISP to control how and where content
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traverses its network. Global hosting servers can be set
up at the edges of the ISP's network (at the many net-
work exchange and access points, for example). This
enables the ISP to serve content for sites that it hosts
directly into the network exchange points and access
points. Expensive backbone links no longer have to car-
ry redundant traffic from the content provider's site to
the network exchange and access points. Instead, the
content is served directly out of the ISP's network, free-
ing valuable network resources for other traffic.

[0074] Although global hosting reduces network traf-
fic, itis also a method by which global ISPs may capture
a piece of the rapidly expanding hosting market, which
is currently estimated at ever a billion dollars a year.
[0075] The global hosting solution also provides nu-
merous advantages to Content Providers, and, in par-
ticular, an efficient and cost-effective solution to improve
the performance of their Web sites both domestically
and internationally. The inventive hosting software en-
sures Content Providers with fast and reliable Internet
access by providing a means to distribute content to
their subscribers from the closest point on an ISP's net-
work. In addition to otherbenefits described in more de-
tail below, the global hosting solution also provides the
important benefit of reducing network traffic.

[0076] Once inexpensive global hosting servers are
installed at the periphery of an ISP's network (i.e., at the
many network exchange and access points), content is
served directly into network exchange and access
points. As a result of this efficient distribution of content
directly from an ISP's network, the present invention
substantially improves Web site performance. In con-
trast to current content distribution systems, the inven-
tive global hosting solution does not require expensive
backbone links to carry redundant traffic from the Con-
tent Provider's Web site to the network exchange and
access points.

[0077] A summary of the specific advantages afford-
ed by the inventive global hosting scheme are set forth
below:

1. Decreased Operational Expenses for Content
Providers:

Most competing selutions require Content Pro-
viders to purchase servers at each Web site that
hosts their content. As a resuit, Content Providers
often must negotiate separate contracts with differ-
ent ISPs around the world. In addition, Content Pro-
viders are generally responsible for replicating the
content and maintaining servers in these remote lo-
cations.

With the present invention, ISPs are primarily
responsible for the majority of the aspects of the glo-
bal hosting. Content Providers preferably maintain
only their single source server. Content on this serv-
er is automatically replicated by software to the lo-
cations where it is being accessed. No intervention
or planning is needed by the Provider (or, for that
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matter, the ISP). Content Providers are cffered in-
stant access to all of the servers on the global net-
work; there is no need to choose where content
should be replicated or to purchase additional serv-
ers in remote locations.

2. Intelligent and Efficient Data Replication:

Most competing solutions require Comtent Pro-
viders to replicate their content on serversat a com-
mercial hosting site or to mirror their content on ge-
ographically distant servers. Neither approach is
particularly efficient. In the former situatiom, content
is still located at a single location on the Internet
(and thus it is far away from most users). Inthe latter
case, the entire content of a Web site is copied to
remote servers, even though only a smallportion of
the content may actually need to be locatedremote-
ly. Even with inexpensive memory, the excessive
cost associated with such mirroring makes it une-
conomical to mirror to more than a few sites, which
means that most users will still be far away from a
mirror site. Mirroring also has the added disadvan-
tage that Content Providers must insure that all
sites remain consistent and current, which is:a non-
trivial task for even a few sites.

With the present invention, content is automat-
ically replicated to the global server netwark in an
intelligent and efficient fashion. Content is replicat-
edin only those locations where it is needed. More-
over, when the content changes, new copies pref-
erably are replicated automatically throughout the
network.

3. Automatic Content Management:

Many existing solutions require activemanage-
ment of content distribution, content replication and
load balancing between different servers. In partic-
ular, decisions about where content will be hosted
must be made manually, and the process of repli-
cating data is handled in a centralized pushfashion.
Om the contrary, the invention features passive
management. Replication is done in a demand-
based pull fashion so that content preferabiy is only
sentto where it is truly needed. Moreover, ifie proc-
ess preferably is fully automated; the ISP does not
have to worry about how and where content.is rep-
ficated and/or the content provider.

4. Unlimited, Cost Effective Scalability:

Competing solutions are not scalable to more
than a small number of sites. For example, solutions
based on mirroring are typically used in connection
with at most three or four sites. The barriersto scal-
inginclude the expense of replicating the entire site,
the cost of replicating computing resources at all
ncdes, and the complexity of supporting the widely
varying software packages that Content Providers
use on their servers.

The unique system architecture of the present
invention is scaleable to hundreds, thousands or
even millions of nodes. Servers in the hosting net-
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work can malfunction or crash and the system's
overall function is not affected. The global hosting
framework makes efficient use of resources; serv-
ers and client software do not need to be replicated
at every node because only the hosting serverruns
at each node. In addition, the global hosting server
is designed to run on standard simple hardware that
is not required to be highly fault tolerant.

5. Protection against Flash Crowds:

Competing solutions do not provide the Con-
tent Provider with protection from unexpected flash
crowds. Although mirroring and related load-bal-
ancing solutions do allow a Content Provider to dis-
tribute load across a collection of servers, the ag-
gregate capacity of the servers must be sufficient
to handle peak demands. This means that the Pro-
vider must purchase and maintain a level of re-
sources commensurate with the anticipated peak
load instead of the true average load. Given the
highly variable and unpredictable nature of the In-
ternet, such solutions are expensive and highly
wasteful of resources.

The inventive hosting architecture allows ISPs
to utilize a single network of hosting servers to offer
Content Providers flash crowd insurance. That is,
insurance that the network will automatically adapt
to and support unexpected higher load on the Pro-
vider's site. Because the ISP is aggregating many
Providers together on the same global network, re-
sources are more efficiently used.

6. Substantial Bandwidth Savings:

Competing solutions do not afford substantial
bandwidth savings to ISPs or Content Providers.
Through the use of mirroring, it is possible to save
bandwidth over certain links (i.e., between New
York and Los Angeles). Without global hosting,
however, most requests for content will still need to
transit the Intemnet, thus incurring bandwidth costs.
The inventive hosting framework saves substantial
backbone bandwidth for ISPs that have their own
backbones. Because content is distributed through-
out the network and can be placed next to network
exchange points, bath ISPs and Content Providers
experience substantial savings because backbone
charges are not incurred for most content requests.
7. Instant Access o the Global Network:

Competing solutions require the Content Pro-
vider to choose manually a small collection of sites
at which content will be hosted and/or replicated.
Even if the ISP has numerous hosting sites in widely
varied locations, only those sites specifically cho-
sen (and paid for) will be used to host content for
that Content Provider.

On the contrary, the global hosting solution of
the present invention allows ISPs to offer their cli-
ents instant accessto the global network of servers.
To provide instant access to the global network,
content is preferably constantly and dynamically
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moved around the network. For example, if a Con-
tent Provider adds content that will be of interest to
customers located in Asia, the Content Provider will
be assured that its content will be automatically
moved to servers that are also located in Asia. In
addition, the global hosting framework allows the
content to be moved very close to end users (even
as close as the user's building in the case of the
Enterprise market).
8. Designed for Global ISPs and Conglomerates:
Most competing solutions are designed to be
purchased and managed by Content Providers,
many of whom are already consistently challenged
and consumed by the administrative and operation-
al tasks of managing a single server. The inventive
hosting scheme may be deployed by a global ISP,
and it provides a new service that can be offered to
Content Providers. A feature of the service is that it
minimizes the operational and managerial require-
ments of a Content Provider, thus allowing the Con-
tent Provider to focus on its core business of creat-
ing unique content.
9. Effective Control of Proprietary Databases and
Confidential Information:
Many competing solutions require Content Pro-
viders to replicate their proprietary databases .to
multiple geographically distant sites. Asa resutlt, the
Content Provider effectively loses control over its
proprietary and usually confidential databases. To
remedy these problems, the global hosting solution
of the present invention ensures that Content Pro-
viders retain complete control over their databases.
As described above, initial requests for content are
directed to the Content Provider's central Web site,
which then implements effective and controlled da-
tabase access. Preferably, high-bandwidth, static
parts for page requests are retrieved from the global
hosting network.
10. Compatibility with Content Provider Software:
Many competing solutions require Content Pro-
viders to utilize a specific set of servers and data-
bases. These particular, non-uniform requirements
constrain the Content Provider’s ability to most ef-
fectively use new technologies, and may require ex-
pensive changes to a Content Provider’s existing in-
frastructure. By eliminating these problems, the in-
ventive global hosting architecture effectively inter-
faces between the Content Provider and the ISP,
and it does not make any assumptions about the
systems or servers used by the Content Provider.
Furthermore, the Content Provider's systems can
be upgraded, changed or completely replaced with-
out modifying or interrupting the inventive architec-
ture.
11. No Interference with Dynamic Content, Person-
alized Advertising or E-Commerce, and No stale
content:
Many competing solutions (such as naive cach-
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ing of all content) can interfere with dynamic con-
tent, personalized advertising and E-commerce
and can serve the user with stale content. While oth-
er software companies have attempted to partially
eliminate these issues (such as keeping counts on
hits for all cached copies), each of these solutions
causes a partial or complete loss of functionality
(such as the ability to personalize advertising). On
the contrary, the global hosting solution does notin-
terfere with generation of dynamic content, person-
alized advertising or Eccommerce, because each of
these tasks preferably is handled by the central
server of the Content Provider.

12. Designed for the Global Network:

The globatl hosting architecture is highly scale-
able and thus may be deployed on a world-wide net-
work basis.

The above-described functionality of each of
the components of the global hosting architecture
preferably is implemented in software executable in
a processor, namely, as a set of instructions or pro-
gram code in a code module resident in the random
access memory of the computer. Until required by
the computer, the set of instructions may be stored
in another computer memory, for example, in a hard
disk drive, or in a removable memory such as an
optical disk {for eventual usein a CD ROM) orfloppy
disk (for eventual use in a floppy disk drive), or
downloaded via the Intemet or other computer net-
work.

in addition, although the various methods de-
scribed are conveniently implemented in a general
purpose computer selectively activated or reconfig-
ured by software, one of ordinary skill in the art
would also recognize that such methods may be
carried outin hardware, in firmware, or in more spe-
cialized apparatus constructed to perform the re-
quired method steps.

Further, as used herein, a Web "client" should
be broadly construed to mean any computer or
component thereof directly or indirectly connected
or connectable in any known or later-developed
manner to a computer network, such as the Inter-
net. The term Web "server” should also be broadly
construed to mean a computer, computer platform,
an adjunct to a computer or platform, or any com-
ponent thereof. Of course, a “client” should be
broadly construed to mean one who requests or
gets the file, and "server” is the entity which down-
loads the file.

Having thus described our invention, what we
claim as new and desire to secure by Letters Patent
is set forth in the following claims.

Claims

A distributed hosting system operative in a compu-
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ter network (14) in which users of client machines
(10) communicate with a content provider server
(13), the system comprising:

a routine for modifying (54) at least one embed-
ded object URL of a markup language base
document (28) corresponding to a web page to
include a hostname prepended to a domain
name and path;

a set of content servers (386), distinct from the
content provider server (12), available for host-
ing at least one embedded object (30) corre-
sponding to the at least one embedded object
URL of the web page, respectively, the at least
one embedded object (30) being normally host-
ed by the content provider server (12); and

at least one first level name server (38) provid-
ing, when in use, afirst leveldomain name serv-
ice (DNS) resolution;

wherein, in response to requests for the web
page generated by the client machines (10), the
base document (28) including the at least one mod-
ified embedded object URL is served from the con-
tent provider server (12) and the at least one em-
bedded object identified by the atleast one modified
embedded object URL is served from a given one
of the set of content servers (36) as identified by the
first level name server (38).

A hosting system as claimed in Claim 1, further in-
cluding a redundant first level name server.

A hosting system as claimed in Claim 1, further in-
cluding a second level name server (40) providing,
when in use, a second level domain name service;

wherein the given one of the set of content
servers (36) is identified by the first level name serv-
er (38) together with the second level name server
(40).

A hosting server as claimed in Claim 1, wherein a
given one of the set of content servers (36) includes
a buddy server (36) for assuming the hosting re-
sponsibilities of the given one of the set of content
servers upon a given failure condition.

A hosting system as claimed in Claim 3, wherein
the second level name server (40) includes a load
balancing mechanism that balances loads across a
subset of the set of content servers (36).

A hosting system as claimed in Claim 5, wherein
the load balancing mechanism minimises the
amount of replication required for the embedded
objects (30)while not exceeding a capacity of any
of the set of content servers (36).
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A hosting system as claimed in Claim 1,further in-
cluding an overflow control mechanism for minimis-
ing an overall amount of latency experienced by cli-
ent machimes (10) while not exceeding the capacity
of any given subset of the set of content servers

(36).

A hostingsystem as claimed in Claim 7,wherein the
overflow control mechanism includes a min-cost
multi-commodity flow algorithm.

A hosting system as claimed in Claim 1, wherein
the first level name server (38) includes a network
map for use in directing a request for the embedded
object gemerated by a client (10).

A methodof serving aweb page, the web page com-
prising the at least one embedded object (30} nor-
mally served to a client machine (10) from a content
provider server (13), the method comprising the
steps of:

replicating the at least one embedded object
(30) across a set of content servers (36) oper-
ating im a distributed manner and distinct from
the comtent provider server (13);

modifying (54) at least one embedded object
URL of amarkup language base document (28)
corresponding to the web page to include a
hostname prepended to a domain name and
path, the at least one embedded object URL re-
spectively corresponding to the at least one
embedded object (30),

respomsive to a request for the web page re-
ceivedat the content provider server (13), serv-
ing the markup language base document (28)
includimg. the at least one modified embedded
object URL from the content provider server
(13);

performing a domain name resolution using a
domaiim name service to identify a given content
server (36) fromthe set of content servers (36);
and

serving the at least one embedded object (30)
of the web page from the given content server
(36) identified by the domain name service.

A method as claimed in Claim 10, wherein the serv-
ing step comprises:

for eactr modified embedded object URL, iden-
tifying ane or more content servers (36) from
which e corresponding embedded object (30)
may be retrieved.

12. A method asclaimed in Claim 11, wherein the iden-

tifying step comprises:
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resolving a request to the domain as a function
of a requesting user's location.

A method as claimed in Claim 12, wherein the iden-
tifying step comprises:

resolving a request to tire domain as a function
of a requesting user's lecation and then-current
Internet traffic conditioms.

A method as claimed in Claimy 10, wherein the host-
name includes a value generated by applying a giv-
en function to the embedded object URL (30).

A method as claimed in Claim 14, wherein the value
is generated by encoding given information, the giv-
en information selected froma group of information
consisting essentially of: size data, popularity data,
creation data and object type data.

Amethod as claimed in Claim 14, wherein the given
function is an encoding function.

Amethod as claimed in Claimn 14, wherein the given
function is a hash function. :

A method as claimed in Claimn 10, wherein the mod-
ified URL also includes a fingerprint value generat-
ed by applying a given function to the embedded
object URL (30).

A method as claimed in Claim 18, wherein the value
is a humber generated by hashing the embedded
object URL (20). ’

Patentanspriiche

1.

Verteiltes Hosting-System, das in einem Computer-
netz (14) arbeitet, in dem Nutzer von Client-Rech-
nem (10) mit einem Content-Provider-Server (13)
kommunizieren, wobei das System umfasst:

eine Routine zum Modifizieren (54) wenigstens
der URL eines eingebeiteten Objektes eines
Markup-Language-Basisdokumentes (28), das
einer Web-Seite entspricht, so dass sie einen
Host-Namen enthélt, der fur einen Domain-Na-
men und -Weg vorbestimmt ist;

eine Gruppe von Content-Servem (36), die se-
parat von dem Content-Provider-Server (12)
vorhanden sind und fir das Hosting wenigstens
eines eingebetteten Objektes (30) zur Verfu-
gung stehen, das jeweils der wenigstens einen
URL des eingebetteten Objektes der Web-Sei-
te entspricht, wobei Hosting des wenigstens ei-
nen eingebetteten Objekies {30) normalerwei-



BNSDOCID: <EP

25 EP 1 125 219 B1 26

se von dem Content-Provider-Server (12)
durchgefiihrt wird; und

wenigstens einen Top-Level-Namen-Server
(38), der in Funktion eine Top-Level-Doma-
in-Namen-Service (DNS)-Auflésung bereit-
stellt;

wobei in Reaktion auf Abrufe der Web-Seite, die
durch die Client-Rechner (10) erzeugt werden, das
Basisdokument (80), das die wenigstens eine mo-
difizierte URL des eingebetteten Objektes enthilt,
von dem Content-Provider-Server (12) bereitge-
stellt wird und das wenigstens eine eingebettete
Objekt, das durch die wenigstens modifizierte URL
des eingebetteten Objektes identifiziert wird, von ei-
nem bestimmten der Gruppe von Content-Servem
(36) bereitgestellt wird, der von dem Top-Level-Na-
men-Server (38) identifiziert wird.

Hosting-System nach Anspruch 1, das des Weite-
ren einen redundanten Top-Level-Namen-Server
enthalt.

Hosting-System nach Anspruch 1, das des Weite-
ren einen Second-Level-Namen-Server (40) ent-
hélt, der in Funktion einen Second-Level-Doma-
in-Namen-Service bereitstellt;

wobei der bestimmte der Gruppe von Content-Ser-
vern (38) durch den Top-Level-Namen-Sesver (38)
zusammen mit dem einen Second-LevelNamen-
Server (40) identifiziert wird.

Hosting-Server nach Anspruch 1, wobei ein be-
stimmter der Gruppe von Content-Servemn (36) ei-
nen Buddy-Server (36) enthilt, der die Hosting-Auf-
gaben des bestimmten der Gruppe von Content-
Servern bei einem bestimmten Fehlerzustand tiber-
nimmt.

Hosting-System nach Anspruch 3, wobei der Se-
cond-Level-Namen-Server (40) einen Lastaus-
gleichmechanismus enthélt, der Lasten uber eine
Untergruppe der Gruppe von Content-Servern (36)
ausgleicht.

Hosting-System nach Anspruch 5, wobei der Last-
ausgleichmechanismus die Menge an Replikatio-
nen, die fiir die eingebetteten Objekte (30) erforder-
lich ist, auf ein Minimum verringert und gleichzeitig
eine Kapazitat eines jeden der Gruppe van Con-
tent-Servem (36) nicht tiberschreitet.

Hosting-System nach Anspruch 1, das des Weite-
ren einen Uberlauf-Steuermechanismus enthitt,
der einen Gesamtwert an Latenz, die Cliem-Gerate
(10) unterliegen, auf ein Minimum verringert und
dabei gleichzeitig die Kapazitat jeder bestimmten
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11.

Teilgruppe der Gruppe von Content-Servern (36)
nicht tberschreitet.

Hosting-System nach Anspruch 7, wobei der Uber-
lauf-Steuermechanismmus  einen  Min-Cost-Mul-
ti-Commodity-Flow-Algorithmus enthalt.

Hosting-System naci Anspruch 1, wobei der Top-
Level-Namen-Server (38) einen Netzpian zum Ein-
satz beim Leiten eines Abrufs des eingebetteten
Objekts, der von einem Client (10) erzeugt wird,
enthdlt.

Verfahren zum Bereitstellen einer Web-Seite, wo-
bei die Web-Seite das wenigstens eine eingebette-
te Objekt (30) umfasst, das einem Client-Rechner
(10) normalerweise von einem Content-Provider-
Server (13) bereitgestellt wird, wobei das Verfahren
die folgenden Schritte umfasst:

Replizieren des wenigsten einen eingebetteten
Objektes (30) Uber eine Gruppe von Content-
Servem (36), die verteilt und separat von dem
Content-Provider-Server (13) arbeiten;

Modifizieren (54} wenigstens einer URL eines
eingebetteten Objektes eines Markup-Langua-
ge-Basisdokumentes (28), das der Web-Seite
entspricht, so dass sie einen Host-Namen ent-
halt, der fur einesr Domain-Namen und -Weg
vorbestimmt ist, wobei die URL des wenigstens
einen eingebetteten Objektes jeweils dem we-
nigstens einem eingebetteten Objekt (30) ent-
spricht;

in Reaktion auf eimen Abruf der Web-Seite, der
an dem Content-Provider-Server (13) empfan-
gen wird, Bereitstellen des Markup-Language-
Basisdokumentes (28), das die wenigstens ei-
ne modifizierte URL des eingebetteten Objek-
tes enthélt, von dem Content-Provider-Server
(13);

Durchfihren einer Domain-Namen-Auflésung
unter Verwendung eines Domain-Namen-Ser-
vice, um einen bestimmten Content-Server
(36) aus der Gruppe von Content-Servem (36)
zu identifizieren; und

Bereitstellen des wenigstens einen eingebette-
ten Objektes (30) der Web-Seite von dem be-
stimmten Content-Server (36), der durch den
Domain-Namen-Service identifiziert wird.

Verfahren nach Anspruch 10, wobei der Bereitstell-
schritt umfasst:

fur jede modifizierte URL eines eingebetteten



12.

13.

14.

15.

16.

17.

18.

19.

27 EP 1 125219 B1 28

Objektes Identifizieren eines oder mehrerer
Content-Server (36), von denen das entspre-
chende eingebettete Objekt (30) abfragt wer-
den kann. '

Verfahren nach Anspruch 11, wobei der Schritt des
|dentifizierens umfasst:

Aufldsen einer Abfrage der Domain als eine
Funktion eines Standoris eines abfragenden
Nutzers.

Verfahren nach Anspruch 12, wobei der Schritt des
Identifizierens umfasst:

Aufldsen eines Abrufs von der Domain als eine
Funktion eines Standons eines abrufenden
Nutzers und der dann herrschenden Internet-
Verkehrsbedingungen.

Verfahren nach Anspruch 10, wobei der Host-Name
einen Wert enthélt, der erzeugt wird, indem eine be-
stimmte Funktion auf die URL des eingebetteten
Objektes (30) angewendet wird.

Verfahren nach Anspruch 14, wobei der Wert er-
zeugt wird, indem bestimmte Informationen codiert
werden, wobei die bestimmten Informationen aus
einer Gruppe von Informationen ausgewéhit wer-
den, die im Wesentlichen bestehen aus: Gré3e-Da-
ten, Popularitits-Daten, Erzeugungs-Daten und
Obijekttyp-Daten.

Verfahren nach Anspruch 14, wobei die bestimmte
Funktion eine Codierfunktion ist.

Verfahren nach Anspruch 14, wobei die bestimmte
Funktion eine Hash-Funktion ist.

Verfahren nach Anspruch 10, wobei die modifizierte
URL des Weiteren einen Fingerabdruck-Wert ent-
halt, der erzeugt wird, indem eine bestimmte Funk-
tion auf die URL des eingebetteten Objektes (30)
angewendet wird.

Verfahren nach Anspruch 18, wobei der Wert eine
Zahl ist, die erzeugt wird, indem Hashing der URL
des eingebetteten Objektes (30} durchgefiihrt wird.

Revendications

Systeme d'hébergement distribué pouvant fonc-
tionner dans un réseau d'ordinateurs (14), dans le-
quel des utilisateurs de machines clients (10) com-
muniquent avec un serveur foumisseur de contenu
(13), le systeme comprenant:

10

15

20

25

30

35

40

45

50

55

15

un pregramme pour modifier (54) au moins unz
adresse URL d'objet intégré d'un document d=
base en langage de balisage (28) correspon-
dant & une page du Web pour inclure un nomm
hote ajouté en préfixe a un nom de domaine ett
a un trajet;

un ensemble de serveurs de contenu (36), dis-
tinct du serveur fournisseur de contenu (12},
dispenibles pour I'hébergement d'au moins um
objet intégré (30) correspondant respective-
ment au moins a l'adresse URL d'objet intégré
de lapage du Web, le au moins un objet intégré
(30) étant normalement hébergé par le serveur
fournisseur de contenu (12); et

au moins un serveur de nom de premier niveauw
(38) délivrant, lorsqu'il est utilisé, une résolutiom
d'un service de nom de domaine (DNS) de pre-
mier miveau;

dans lequel, en réponse a4 des demandes
concernant la page du Web générée par les machi-
nes client {10), le uocument de base (28) incluant
la au moins une adresse URL d'objet intégré modi-
fié est servi par le serveur fournisseur de contenu
(12) et le au moins un objet intégré identifié par ke -
au moins une adresse URL d'objet intégré est servii
a partir dun serveur de I'ensemble de serveurs deg .
contenu (36) tel qu'identifiés par le serveur de nom
de premier niveau (38).

Systéme d’hébergement selon la revendication 1,
comprenant en outre un serveur de nom de premier
niveau redondant.

Systéme d'hébergement selon la revendication 1,
comprenant en outre un serveur de nom de second
niveau (40) délivrant, lorsqu'il est utilisé, un service
de nom de domaine de second niveau,

dans lequel un serveur donné parmi I'ensem-
ble de serveurs de contenu (36) est identifié par le
serveur de nom de premier niveau (38) conjointe-
ment avec ie serveur de nom de second niveau
(40).

Systéme d’hébergement selon la revendication 1,
dans lequel un serveur donné faisant partie de l'en-
semble de serveurs de contenu (36) inclut un ser
veur copain (36) pour assumer les responsabilités
d'hébergement du serveur donné pami I'ensemble
de serveurs de contenu dans le cas d'une condition
de défaillance donnée.

Systéme d’'hébergement selon la revendication 3,
dans lequel le serveur de nom de second niveau
(40) inclut un mécanisme d'équilibrage de charges
qui équilibre des charges dans un sous-ensemble
de I'ensemble de serveurs de contenu (36).
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Systéme d'hébergement selon la revendication 5,
dans lequel le mécanisme d'équilibrage de charges
réduit la quantité de reproductions requise pour les
objets intégrés (30), tout en ne dépassant pas une
capacité d'un serveur quelconque parmi 'ensemble
de serveurs de contenu (36).

Systéme d'hébergement selon la revendication 1,
incluant en outre un mécanisme de commande de
dépassement de capacité pour réduire une valeur
globale de latence subie par les machines clients
(10), tout en ne dépassantpas la capacité d'un quel-
conque sous-ensemble donné de l'ensemble de
serveurs de contenu (36).

Systéme d’'hébergement selon la revendication 7,
dans lequel le mécanisme de commande de dépas-
sement de capacité inclut un algorithme d'exécution
multicommodité a colt minimum.

Systéme d'hébergement selon la revendication 1,
dans lequel le serveur de nom de premier niveau
(38) inclut une carte de réseau destiné a étre utilisé
pour diriger une demande pour I'objet intégré géné-
ré par un client (10).

Procédé pour servir une page du Web, la page du
Web comprenant le au meins un objet intégré (30)
normalement servi a une machine client (10) & partir
d'un serveur fournisseur de contenu (13), le procé-
dé comprenant les étapes consistant a:

reproduire le au moins un objet intégré (30)
dans un ensemble de serveurs de contenu (36)
fonctionnant d'une maniere distribuée et dis-
tincte du serveur foumisseur de contenu (13);
modifier (54) au moins une adresse URL d'ob-
jet intégré d'un document de base en langage
de balisage (28) correspondant a la page du
Web de maniére a inclure un nom héte annexé
en préfixe a un nom de domaine et a un trajet,
la au moins une adresse URL d'objet intégré
correspondant respediivement au au moins un
objet intégré (30);

en réponse a une demande d'une page du Web
regue dans le serveur fournisseur de contenu
(13), servir le document de base en langage de
balisage (28) incluant ke au moins une adresse
URL d'objet intégré medifié a partir du serveur
fournisseur de contenu (13);

exécuter une résolutionde nom de dormnaine en
utilisant un service de nom de domaine pour
identifier un serveur de contenu donné (36)
dans |'ensemble de sesveurs de contenu (36);
et

servir le au moins un abjet intégré (30) de la
page du Web a partir du serveur de contenu
donné (36) identifié par le serveur de nom de
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domaine.

. Procédé selon la revendication 10, selon lequel
I'étape de service comprend:

pour chaque adresse URL d'objet intégré mo-
difié, lidentification d'un ou de plusieurs ser-
veurs de contenu (36), a partir desquels I'objet
intégré correspondant {(30) peut étre récupéré.

Procédé selon la revendication 11, selon lequel
I'étape d'identification comprend:

la résolution d'une demande pour le domaine
en fonction d'un emplacement d‘un utilisateur
effectuant la demande.

Procédé selon la revendication 12, selon lequel
I'étape d'identification comprend:

la résolution d'une demande pour e domaine
en fonction d'un emplacement d'un utilisateur
effectuant la demande et des conditions de tra-
fic alors présentes dans le réseau Internet.

Procédé selon la revendication 10, selon lequel le
nom héte inclut une valeur générée par l'application
d'une fonction donnée a I'adresse URL d'objet inté-
gré (30).

Procédé selon la revendication 14, selon lequel la
valeur est générée par codage d'une information
donnée, l'information donnée étant sélectionnée
dans un groupe d'information constitué essentielle-
ment par: des données de taille, des données de
popularité, des données de création et des données
de type d'objet.

Procédé selon la revendication 14, selon lequel la
fonction donnée est une fonction de codage.

Procédé selon la revendication 14, selon lequel la
fonction donnée est une fonction de hachage.

Procédé selon la revendication 10, dans lequel
l'adresse URL modifié inclut également une valeur
d'empreinte digitale générée par I'application d'une
fonction donnée a 'adresse URL de I'objet intégré
(30).

Procédé selon la revendication 18, selon lequel la
valeur est un nombre généré par hachage de
l'adresse URL de I'objet intégré (20).
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