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(57) ABSTRACT 

A method, System, and program for intermediary device 
initiated caller identification are provided. A trusted tele 
phone network detects a call initiation connection from an 
origin device. The trusted telephone network then brokerS a 
connection between the origin device and an external Server 
enabled to perform a caller identity authentication Service. A 
Voice utterance for a caller is received at the external Server 
from the origin device. The Server authenticates a caller 
identity associated with the Voice utterance and transfer the 
authenticated caller identity to the trusted telephone net 
work. The trusted telephone network then Specifies Services 
available for the call according to a caller profile for the 
authenticated caller identity. 
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INTERMEDIARY DEVICE INITIATED CALLER 
IDENTIFICATION 
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BACKGROUND OF THE INVENTION 

0014) 1. Technical Field 
0.015 The present invention relates in general to telecom 
munications and, in particular, to Voice identification. Still 
more particularly, the present invention relates to initiating 
authentication of the identity of a caller at an intermediary 
device. 

0016 2. Description of the Related Art 
0017 Telephone service has created communication 
channels worldwide, and those channels continue to expand 
with the advent of cellular and other wireless services. A 
perSon can simply take a telephone off-hook and dial a 
destination number or preSS a Send button and be connected 
to a telephone line around the World. 
0.018 Today, the public Switching telephone network 
(PSTN), wireless networks, and private networks telephone 
Services are based on the identification of the wireleSS 
telephone or wireline that a calling party uses. Services are 
personalized according to wireleSS telephone or wireline 
telephone number, where Service associated with one tele 
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phone number are not accessible for another telephone 
number assigned to the Same Subscriber. For example, there 
is typically a first Set of Service features and billing options 
assigned to a home line number, a Second Set of Service 
features and billing options assigned to an office line num 
ber, and a third Set of Service features and billing options 
assigned to a cellular telephone number. The networks 
process calls to and from each of these different subscriber 
telephones based on a separate telephone number. 
0019. A problem arises when a caller needs to access a 
Service provided to one telephone number from another 
telephone number. Further, a problem arises when two or 
more people utilize a single line, but each want different Sets 
of Service options. 
0020. One of the services provided by many networks is 
caller identification. However, caller identification (caller 
ID) is limited to identification the wireline or wireless 
telephone number and the name of the Subscriber of a 
Service. Where multiple people share a Single line, only the 
name of the person who establishes a Service is displayed as 
the caller ID, often causing confusion about who is actually 
calling. 

0021. Therefore, in view of the foregoing, it would be 
advantageous to provide a method, System, and program for 
identifying an incoming call according to the identity of 
caller, rather than the number for the wireline or wireless 
Service from which a call is made. In addition, it would be 
advantageous to provide a method, System, and program for 
Specifying Services available to a caller at any telephony 
device, rather than just those devices for which the caller is 
a Subscriber. 

0022. Each service provided from by the PSTN must be 
extensively tested for faults and requires expensive hard 
ware for implementation. Therefore, in View of the forego 
ing, it would be a further advantage to provide a method, 
System, and program for implementing Services by devices 
external to the PSTN. 

SUMMARY OF THE INVENTION 

0023. In view of the foregoing, it is therefore an object of 
the present invention to provide an improved telecommu 
nications System. 
0024. It is another object of the present invention to 
provide a method, System and program for improved voice 
identification. 

0025. It is yet another object of the present invention to 
provide a method, System and program for initiating authen 
tication of the identity of a caller at an intermediary device. 
0026. According to one aspect of the present invention, a 
caller places a call to a particular line number. The device 
receiving the call at the particular line number also prefer 
ably receives an authenticated identity of the caller placing 
the call. 

0027 According to another aspect of the present inven 
tion, a trusted telephone network detects a call initiation 
connection from an origin device. The trusted telephone 
network then brokers a connection between the origin device 
and an external Server enabled to perform a caller identity 
authentication Service. A Voice utterance for a caller is 
received at the external Server from the origin device. The 
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Server authenticates a caller identity associated with the 
Voice utterance and transfer the authenticated caller identity 
to the trusted telephone network. The trusted telephone 
network then Specifies Services available for the call accord 
ing to a caller profile for the authenticated caller identity. 
0028 All objects, features, and advantages of the present 
invention will become apparent in the following detailed 
written description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029. The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself however, as well as a preferred mode of use, further 
objects and advantages thereof, will best be understood by 
reference to the following detailed description of an illus 
trative embodiment when read in conjunction with the 
accompanying drawings, wherein: 
0030 FIG. 1 depicts a block diagram of a network 
environment in which the present invention may be imple 
mented; 

0031 FIG. 2 illustrates a block diagram of the flow of a 
Voice identifier authenticated by an intermediary device in 
accordance with the method, System, and program of the 
present invention; 
0032 FIG. 3 depicts a block diagram of the flow of a 
Voice identifier authenticated by an external System acces 
Sible from an intermediary device in accordance with the 
method, System, and program of the present invention; 
0.033 FIG. 4 illustrates a flow diagram of a signal flow 
and processing where an intermediary device authenticates 
a caller identity in accordance with the method, System, and 
program of the present invention; and 
0034 FIG. 5 depicts a flow diagram of a signal flow and 
processing where an external System is accessed by an 
intermediary device to authenticate a caller identity in 
accordance with the method, System, and program of the 
present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0.035 A method, system, and program for intermediary 
device initiated caller authentication are provided. By 
authenticating a caller identity at an intermediary device, the 
caller identity may be transferred from the intermediary 
device to a destination device. The caller identity received at 
the destination device identifies the caller, rather than the 
line from which a call is made. An intermediary device may 
also utilize the authenticated caller identity to specify Ser 
vices available for a call, Such that telephone lines are not 
limited to the services selected by the line subscriber. 
0036) One advantage of intermediary device caller iden 

tity authentication includes performing caller identification 
within a trusted network, wherein minimal Security is nec 
essary for transferring information within the trusted net 
work. The intermediary device may include multiple tele 
phone networks for multiple telephone Service providers, 
where the Service providers agree to a general level of trust 
for calls and information transferred across the telephone 
network boundaries. 
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0037. However, performance of caller identity authenti 
cation within an intermediary device may be cost prohibitive 
in Some cases because of the extensive Software testing 
requirements and the cost of implementing hardware within 
the trusted network. Therefore, an intermediary device may 
initiate caller identity authentication by accessing an exter 
nal System via an external network. 
0038. The external system includes a service that is 
advantageously able to authenticate the identity of a caller. 
Communications between the intermediary device and the 
external System may require an additional level of Security 
and Verification, Since the external System is advantageously 
located outside the trusted network. Where an authenticated 
caller identity is utilized by an intermediary device to 
designate Services available for a call, those Services may 
also be accessible from an external System, accessible via an 
external network. 

0039 While in the present invention, authentication of a 
caller identity is described with emphasis placed on Voice 
authentication, other methods of caller identity authentica 
tion may also be performed. Voice Samples utilized for voice 
authentication are just one of multiple types of biometric 
Sampling. For example, a caller may locally provide an eye 
Scan, a fingerprint, and other biophysical identifiers that are 
transmitted within or outside the trusted network to authen 
ticate the identity of the caller. Alternatively, keypad entries, 
Such as a pin code, a credit card account number, password, 
or other Secure transaction key may be entered by a caller 
and utilized to authenticate the identity of the caller. 
0040. In addition, while in the present invention, authen 
tication of a caller identity is described with emphasis upon 
performing authentication at the beginning of a call, authen 
tication of a caller identity may be performed continuously 
throughout a call, at Selected points throughout a call, and 
after a call. Selected points where authentication may be 
performed include when an additional phone pick-up is 
detected, when a new Voice is detected at the origin device, 
when a call is transferred from one telephone device to 
another, and other routing of a call that may result in a new 
caller or in a call being recorded. 
0041 Further, while the present invention is described 
with emphasis upon a caller identity authentication being 
made for a call to continue, a call may also continue without 
caller identity authentication. However, where a caller is not 
identifiable, it may be advantageous to automatically log 
that the caller lackS proper identification and automatically 
record calls that lack proper caller identification. 
0042. According to another advantage of the present 
invention, the identity of the device utilized by a caller may 
also be identified. First, the identity of the device may 
include the number from which a call is placed. In addition, 
the identity of the device may indicate the person to whom 
a device belongs. For example, a caller may call from a 
wireleSS busineSS telephone. 
0043. For purposes of the present invention, telephony 
devices are termed origin devices when utilized for origi 
nation of a call to an intermediary device and are termed 
destination devices when utilized for receipt of a call from 
an intermediary device. Subscribers to a call are termed 
callers when originating a call and are termed callees when 
receiving a call. Callers and callees may or may not be line 
subscribers to the particular line number utilized. 
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0044) In the following description, for the purposes of 
explanation, numerous Specific details are Set forth to pro 
vide a thorough understanding of the present invention. It 
will be apparent, however, to one skilled in the art that the 
present invention may be practiced without these specific 
details. In other instances, well-known Structures and 
devices are shown in block diagram form to avoid unnec 
essarily obscuring the present invention. 
0.045 With reference now to the figures, and, in particu 

lar, with reference now to FIG. 1, there is depicted a block 
diagram of a network environment in which the present 
invention may be implemented. While the present invention 
is described with reference to one type of network environ 
ment, it will be understood by one with skill in the art that 
the present invention may be implemented in alternate types 
of network environments. 

General Network Environment 

0.046 First, the network environment incorporates a Pub 
lic Switching Telephone Network (PSTN) 10. As is known 
in the art the core of PSTN 10 may include multiple 
telephone networks, each owned by one of multiple inde 
pendent Service providers. Each telephone line is carried by 
an independent service provider within PSTN 10 and is 
typically assigned to at least one Subscriber. 
0047 Switching of a call within an independent service 
provider=S telephone network is considered trusted move 
ment within a trusted network because the call remains 
within the company=S telephone network infrastructure. 
However, calls may be transferred from one service pro 
vider=S telephone network to another Service provider=S 
telephone network in generally trusted movement. Gener 
ally, Service providers are in competition with one another 
and therefore there is general trust in transferring a call, but 
not trust in Sharing of Subscriber information beyond a 
Subscriber number and name from one Service provider to 
the next without Security features or other arrangements. 
0.048 Advantageously, each telephone network within 
PSTN 10 may access a data network functioning as an 
extension to PSTN 10 via an Intranet. Data networks may 
include, for example, Subscriber profiles, billing informa 
tion, and preferences that are utilized by a Service provider 
to Specialize Services. Transfer of information between a 
Service provider=S data network and telephone network is 
trusted movement in Sharing of information. 
0049 Further, each telephone network within PSTN 10 
may access server systems external to PSTN 10 in the 
Internet Protocol over the Internet or an Intranet. Such 
external Server Systems may include an enterprise Server, an 
Internet Service provider (ISP), an access Service provider 
(ASP), a personal computer, and other computing Systems 
that are accessible via a network. In the present embodiment, 
transfer of information between PSTN 10 and server sys 
tems accessible via a network 20 is untrusted and therefore 
may require verification and additional security. Network 20 
may be preferably considered an external network. 
0050. In the present invention, network 20 may comprise 
a private network, an Intranet, or a public Internet Protocol 
network. Specifically, telco application Server 22, generic 
application Server 24, pervasive application Server 26, and 
Systems management Server 28 represent Server Systems 
external to PSTN 10 that may be accessed by PSTN 10 over 
network 20. 
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0051. In particular, telco application server 22 preferably 
includes multiple telco Specific Service applications for 
providing Services to calls transferred to a server external to 
PSTN 10. In particular, a call may be transferred from PSTN 
10 to telco application Server 22 to receive at least one 
Service and then the call is transferred back to PSTN 10. 
PSTN 10 preferably brokers the connection between the 
telephony device and telco application Server 22. Such 
services may also be provided to calls within PSTN 10, 
however placing Such Services at a third party Such as telco 
application Server 22, is advantageous because adding Ser 
vices and information to PSTN 10 is time consuming and 
costly when compared with the time and cost of adding the 
Services through telco application Server 22. 

0052. In accord with an advantage of the present inven 
tion, as will be further described, the identity of both the 
caller and the callee may be authenticated by one of tele 
phony devices 8a–8n, PSTN 10, or by telco application 
Server 22. By authenticating the actual identity of the perSon 
making a phone call and the perSon receiving the phone call, 
rather than the identification of a device from which a call 
is made and received, an enhanced specialization of Services 
to subscribers may be performed. 

0053 An authentication service within telco application 
Server 22 may include identification and Verification of the 
identity of a caller and/or callee of a particular call. Such a 
Service may require that Subscribers provide voice Samples 
when Setting up a Subscription. The Stored Voice Samples 
may then be compared against Voice Samples received for a 
particular call in order to authenticate the identity of a 
current caller or callee of the particular call. 
0054 Generic application server 24 preferably accesses 
independent Server Systems that provide Services. For 
example, a messaging Server, a financial Server, an Internal 
Revenue Service (IRS) server, and database management 
system (DBMS) server may be accessed in HTTP via 
network 20. Each of these servers may include a telco 
Service application that requires authentication of the Sub 
Scriber before access is granted. For example, a financial 
Server may provide a telco Service application that allows an 
authenticated Subscriber to access current financial records 
and request Stock quotes from the financial Server. 
0055 Pervasive application server 26 manages services 
for wirelessly networked devices. In particular, pervasive 
application server 26 preferably handles distribution of 
wireleSS packets of Voice and data to wirelessly networked 
devices utilizing a Standard Such as short messaging Service 
(SMS) messaging or other 3G standards. 
0056 Systems management server 28 manages Sub 
Scriber personalization via the Web. In particular, Systems 
management Server 28 includes browser technology that 
includes a provisioning console 30 for establishing a Sub 
Scriber profile and a management console 32 for managing 
and updating the Subscriber profile. A Subscriber preferably 
accesses the consoles of Systems management Server 28 via 
the Internet utilizing a computing System, Such as computing 
systems 34a-34n. 
0057 The subscriber profile may be accessed at Systems 
management server 28 by other external servers and PSTN 
10 via network 20. In addition, a local copy of a subscriber 
profile updated in Systems management Server 28 may be 



US 2004/006691.6 A1 

Stored within a particular Service provider=S data network or 
telephone network. Each Service provider may specify the 
types of preferences and other information included within 
a subscriber profile. 
0.058. In particular, a subscriber may provide a voice 
imprint when establishing a Subscriber profile through pro 
visioning console 30. Other types of authentication infor 
mation may also be provided including, but not limited to, 
a password, an eye Scan, a Smart card ID, and other Security 
devices. In addition, a Subscriber may designate billing 
preferences, Shopping preferences, buddy list preferences, 
and other preferences that enable Specialized Service to the 
subscriber when the subscriber=s identity is authenticated 
from the voice imprint or other identification. 
0059 Advantageously, a management agent is built into 
each external Server to monitor the Services provided by 
each Server according to the authenticated Subscriber receiv 
ing the Services. By monitoring Service output according to 
subscriber, the subscriber may then be billed according to 
each use of a Service. 

0060 PSTN 10 preferably includes both voice and data 
Signaling networks that interface with network 20 via gate 
ways. Each of the gateways acts as a Switch between PSTN 
10 and network 20 that may compress a signal, convert the 
Signal into Internet Protocol (other protocol) packets, and 
route the packets through network 20 to the appropriate 
SCWC. 

0061. In particular, the voice network interfaces with 
network 20 through media gateway 14 which supports 
multiple protocol gateways including, but not limited to, 
SIP. SIP is a signaling protocol for Internet conferencing, 
telephony, presence, events notification and instant messag 
Ing. 

0062). In addition, in particular, the data signaling net 
work interfaces with network 20 through Signaling gateway 
12 which Supports multiple protocol gateways including, but 
not limited to, parlay protocol gateways and SS7 protocol 
gateways. Internet Servers, Such as telco application Server 
22 may include protocol agents that are enabled to interact 
with multiple protocols encapsulated in Internet Protocol 
packets including, but not limited to, SS7 protocol, parlay 
protocol, and SIP. 

Identity Authentication and Call Control 
0063 Looking into PSTN 10, a telephone network typi 
cally includes multiple Switches, Such as central office 
Switches 11a-11n, that originate, terminate, or tandem calls. 
Central office Switches 11a-11n utilize voice trunks for 
transferring voice communications and Signaling links for 
transferring Signals between Signaling points. 
0064. Between signaling points, one central office Switch 
Sends signaling messages to other central office Switches via 
Signaling links to Setup, manage, and release Voice circuits 
required to complete a call. In addition, between Signaling 
points, central office Switches 11a–11n query Service control 
points (SCPs) 15 to determine how to route a call. SCPs 15 
Send a response to the originating central office Switch 
containing the routing number(s) associated with the dialed 
number. 

0065 SCPs 15 may be general purpose computers storing 
databases of call processing information. While in the 
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present embodiment SCPs 15 are depicted locally within 
PSTN 10, in alternate embodiments SCPs 15 may be part of 
an extended network accessible to PSTN 10 via a network. 

0.066 One of the functions performed by SCPs 15 is 
processing calls to and from various Subscribers. For 
example, an SCP may store a record of the Services pur 
chased by a Subscriber, Such as a privacy Service. When a 
call is made to the Subscriber, the SCP provides record of the 
privacy Service to initiate an announcement to a caller to 
identify themself to the subscriber with the privacy service 
who is being called. According to an advantage of the 
invention, authentication of the Subscriber receiving the call 
may be required before the privacy Service is initiated for 
that Subscriber. 

0067. In particular, network traffic between signaling 
points may be routed via a packet Switch called an Service 
transfer point (STP) 13. STP 13 routes each incoming 
message to an outgoing Signaling link based on routing 
information. Further, in particular, the Signaling network 
may utilize an SS7 network implementing SS7 protocol. 

0068 Central office Switches 11a–11n may also send 
voice and signaling messages to intelligent peripherals (IP) 
17 via voice trunks and signaling channels. IP 17 provides 
enhanced announcements, enhanced digit collection, and 
enhanced speech recognition capabilities. 

0069. According to an advantage of the present inven 
tion, the identity of a caller is authenticated according to 
voice authentication. Voice authentication is preferably per 
formed by first identifying a subscriber by matching the 
name or other identifier spoken with a Subscriber name or 
identifier. Next, Voice authentication requires Verifying that 
the Voice audio signal matches that of the identified Sub 
scriber. However, in alternate embodiments, the identity of 
a Subscriber may be authenticated according to passwords, 
eye Scans, encryption, and other Security devices. 

0070. In particular, to perform Subscriber authentication 
of audio signals received from callers, IP 17 may include 
Storage for Subscriber Specific templates or voice feature 
information, for use in authenticating Subscribers based on 
Speech. If a Subscriber Specific template is not stored on a 
local IP 17, then a remote IP containing the subscriber 
Specific template may be accessed via a network. In addi 
tion, local IP 17 may acceSS Systems management Server 28 
or another repository for Voice imprints to access the Sub 
Scriber Specific template. 

0.071) Where IP 17 authenticates the identity of a caller 
(e.g. the Subscriber placing a call), a voice identifier (VID) 
representing the authenticated caller identity is transferred as 
a signal for identifying the caller. In addition, where IP 17 
authenticates the identity of a callee (e.g. the Subscriber 
receiving a call), a reverse VID (RVID) including the callee 
identity is transferred as a Signal for identifying the callee. 

0072 Alternatively, to perform subscriber authentication 
of audio signals received from callers, PSTN 10 may broker 
a caller identity authentication Service from telco application 
Server 22. In particular, a signaling channel is opened 
between central office Switches 11a-11n and telco applica 
tion Server 22 via Signaling gateway 12. In addition, a voice 
channel is opened between central office Switches 11a–11n 
and telco application Server 22 via media gateway 14. 
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0.073 Because telco application server 22 is located out 
Side of the trusted network, there may be a time delay 
asSociated with establishing a connection to telco applica 
tion Server 22 and authenticating the identity of a caller that 
is longer than a time delay present where a caller identity is 
authenticated by IP17. However, offloading services outside 
the trusted network allows greater creativity and competition 
in providing telephone Services. 
0.074. In addition, because telco application server 22 is 
located outside of the trusted network, it is advantageous to 
establish a level of Security for transactions between telco 
application Server 22 and central office Switches 11a-11n, 
wherein the level of security is suitable for untrusted com 
munications. A level of Security may be implemented by by 
utilizing Security based protocols, Such as the Secure Socket 
layer, and by applying ordinary encryption. In particular, the 
level of Security preferably protects the communication 
channel between telco application server and PSTN 10 and 
authenticates the identity of the server from which a caller 
identity authentication Service is accessed. Therefore an 
additional feature of Signaling gateway 12 and media gate 
way 14 is Security verification. 
0075 Advantageously, VIDs indicate through text, voice, 
or video the identity of a caller. For example, a caller=S 
name may be transferred as the identity of a caller. Alter 
natively, a Video clip Stored with the Subscriber template 
may be transferred as the identity of a caller. Additionally, 
VIDs may indicate the identity of the device utilized by a 
caller to provide context for a call. Further, VIDs may 
indicate which System or Systems have authenticated the 
caller identity. 
0076. After a VID and/or RVID are determined by IP 17, 
IP 17 and SCP 15 may communicate to designate which 
services are available according to VID and RVID. Advan 
tageously, by designating Services according to a VID and/or 
RVID, subscribers are provided with services and billed for 
those services independent of the devices utilized by Sub 
Scribers. In particular, a 1129 protocol or other protocol may 
be utilized to enable signal communications between IP 17 
and SCPS 15. 

0077. In addition, as previously described, caller authen 
tication to determine VIDs and RVIDs may be performed by 
an external System, Such as telco application Server 22. The 
VID or RVID returned from telco application server 22 may 
be transferred from central office Switches 11a-11n to SCP 
15 in order to access a subscriber profile associated with the 
VID or RVID. Alternatively, the VID or RVID may first 
transfer to IP 17, where additional verification of the caller 
identity is performed. For example, IP 17 may control 
distribution of the VID to the caller, where the caller is 
prompted to enter a password or additional information. IP 
17 may then initiate loading the caller profile into central 
office switches 11a–11n if the additional caller input is 
verifiable for the VID. 

0078. An origin telephony device or destination tele 
phony device may also determine a VID and/or RVID for the 
caller and/or callee of a call. In particular, telephony devices 
8a–8n and call centers 16a-16n may function as origin and 
destination telephony devices. Each of the telephony devices 
may include a database of Voice templates that may be 
matched to authenticate the identity of a caller or callee. In 
addition, each of the telephony devices may access a third 
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party, Such as telco application Server 22, to authenticate the 
identity of the caller or callee. In either case, the telephony 
device transmits a VID and/or RVID with a call to PSTN 10. 

0079 Telephony devices 8a–8n may include, but are not 
limited to wireline devices, wireleSS devices, pervasive 
device equipped with telephony features, a network com 
puter, a facsimile, a modem, and other devices enabled for 
network communication. Advantageously, as previously 
described, a voice authentication functioning device may be 
included in each of telephony devices 8a–8n. 
0080. In addition, telephony devices 8a–8n may each 
incorporate a display that provides a visual output of a VID 
or RVID. Alternatively, such a display may be provided in 
a separate device connected to the line in parallel to tele 
phones 8a-8n. According to one advantage of the present 
invention, the identity of the actual caller or actual callee are 
output to a display in association with a call. In addition, 
other context information about the caller including, but not 
limited to, the device from which the call originates or is 
answered, ratings for a caller or callee, and other context 
information may be output to a display in association with 
a call. 

0081 Telephony devices 8a–8n are communicatively 
connected to PSTN 10 via wireline, wireless, ISDN, and 
other communication linkS. Preferably, connections to tele 
phony devices 8a–8n provide digital transport for two-way 
Voice grade type telephone communications and a channel 
transporting Signaling data messages in both directions 
between telephony devices 8a–8n and PSTN 10. 
0082 In addition to telephony devices 8a–8n, advanced 
telephone Systems, Such as call centers 16a-16n, may be 
communicatively connected to PSTN 10 via wireline, wire 
less, ISDN and other communication links. Call centers 
16a-16n may include PBX systems, hold queue systems, 
private network Systems, and other Systems that are imple 
mented to handle distribution of calls to multiple represen 
tatives or agents. 

0083) Returning to central office Switches 11a–11n, typi 
cally, one central office Switch exists for each exchange or 
area served by the NXX digits of an NXX-XXXX (seven 
digit) telephone number or the three digits following the area 
code digits (NPA) in a ten-digit telephone number. The 
Service provider owning a central office Switch also assigns 
a telephone number to each line connected to each of central 
office Switches 11a–11n. The assigned telephone number 
includes the area code (NPA) and exchange code (NXX) for 
the Serving central office and four unique digits (XXXX). 
0084 Central office Switches 11a–11n utilize office equip 
ment (OE) numbers to identify specific equipment, Such as 
physical linkS or circuit connections. For example, a Sub 
Scriber=S line might terminate on a pair of terminals on the 
main distribution frame of one of central office Switches 
11a-11n. The Switch identifies the terminals, and therefore a 
particular line, by an OE number assigned to that terminal 
pair. For a variety of reasons, a Service provider may assign 
different telephone numbers to the one line at the same or 
different times. For example, a local carrier may change the 
telephone number because a Subscriber Sells a house and a 
new Subscriber moves in and receives a new number. 
However, the OE number for the terminals and thus the line 
itself remains the same. 
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0085. On a normal call, a central office Switch will detect 
an off-hook condition on a line and provide a dial tone. The 
Switch identifies the line by the OE number. The central 
office Switch retrieves profile information corresponding to 
the OE number and off-hook line. Then, the central office 
Switch receives the dialed digits from the off-hook line 
terminal and routes the call. The central office switch may 
route the call over trunks and possibly through one or more 
central office Switches to the central office Switch that serves 
the called party=S Station or line. The Switch terminating a 
call to a destination will also utilize profile information 
relating to the destination, for example to forward the call if 
appropriate, to apply distinctive ringing, etc. 

0.086. In the present invention, when a central office 
Switch detects an off-hook condition on a line, the central 
office Switch will then determine if a VID signal is trans 
ferred from the off-hook telephony device. If a VID is 
transferred, then a query is made to SCP15 according to the 
VID for any services specified for the authenticated Sub 
Scriber. Alternatively, a query may be transferred via net 
work 20 to an external Server, Such as System management 
server 28, to determine the services specified for the caller. 
The central office switch will then receive the dialed digits 
from the off-hook line terminal and route the call, providing 
Services according to those preferred by the authenticated 
Subscriber. 

0087. In addition, an RVID may be provided in the 
present invention to authenticate the identity of a callee 
receiving the call. When a call is answered, the call is 
transferred back to an IP or telco application server 22 to 
authenticate the identity of the callee answering the call. 
0088. Further, a call may be forwarded or transferred to 
another line number. Preferably, for each caller identified, 
the line number and VID are determined and stored for the 
call, Such that a callee is able to View the path of a call. In 
particular, the path preferably designates both the callers 
accessed and the line numbers accessed. In a three-way call, 
conference call, or other multi-party communication, tracing 
the path of VIDs, RVIDs, and line numbers for a call and 
presenting that path to current parties is advantageous. 

0089. As another alternative to dialed digits from the 
off-hook line terminal, a caller may utilize a voice calling 
function of a telephony device for indicating how the call 
should be routed. For example, a caller may say the name of 
a preferred callee. The device or IP 17 may determine a 
person within the caller=S calling list that matches the 
Voiced name. The matching perSon=S digits are then utilized 
to route the call. 

VID Authentication Context 

0090 Referring now to FIG. 2, there is illustrated a block 
diagram of the flow of a Voice identifier authenticated by an 
intermediary device in accordance with the method, System, 
and program of the present invention. 
0.091 AS depicted, an intermediary device 42 authenti 
cates a VID for a current caller. Intermediary device 42 may 
include a PSTN Switching network or networks. However, 
intermediary device 42 may also include a PBX, a call 
center, or other private Switching System. Further, interme 
diary device 42 may include network Servers, telco appli 
cation servers, Websphere7 (Websphere7 is a registered 

Apr. 8, 2004 

trademark of International Business Machines, Inc.) servers, 
and other Systems which provide call processing. 
0092 An origin device 40 is utilized by a caller to initiate 
a call. A caller may provide a voice utterance which is 
transferred from origin device 40 to intermediary device 42 
for purposes of caller identity authentication. Intermediary 
device 42 may include at least one IP with access to an 
extended database of voice Samples, combined into a Service 
identification/verification (SIV) function 45. SIV function 
45 compares the Voice utterance with the Voice Samples to 
authenticate the identity of a caller as a VID. Then, inter 
mediary device 42 may access a caller profile and other 
contextual information about a caller according to the VID. 
In addition, SIV function 45 may continue to monitor the 
caller voice continuously during a call and at Selected points 
throughout the call. In particular, if another telephone device 
on the Same line number as origin device 40 is detected 
off-hook, caller identity authentication may be triggered. 
0093 Intermediary device 42 connects origin device 40 
with a destination device 44. In particular, destination device 
44 may include a callee telephony device, as previously 
described. However, destination device 44 may also include 
a PBX, call center, or other private Switching System that 
manages multiple telephony devices. Moreover, destination 
device 44 may include network Servers, feature Servers, 
client Side devices, and other Systems which provide call 
receipt. 

0094) The authenticated VID may be filtered and distrib 
uted to multiple locations. In particular, the VID may be 
recorded for the call. Then, the VID is preferably filtered 
according to caller preferences, callee preferences, and 
intermediary device preferences. In particular, a caller pro 
file may include a request to block a VID from transfer to a 
callee. Alternatively, a caller profile may include different 
titles, names, and other identifiers that are filterable accord 
ing to the callee RVID. For example, if the callee is a 
business associate, then the VID may be filtered to include 
the caller=s full name and position. However, if the callee is 
a friend, then the VID may be filtered to include the caller=s 
nickname. Filtering and blocking may be performed by a 
filtering service within trusted telephone network 46 and/or 
outside trusted telephone network 46. A caller may also 
block the VID from being distributed to online vendors and 
others with access to VIDs and RVIDs of current calls. 

0.095 When not blocked by the caller, the authenticated 
VID is preferably transferred from intermediary device 42 to 
destination device 44 with a call. Destination device 44 
advantageously includes a display device or other output 
interface for output of the authenticated VID to the callee, 
Such that the identity of the caller of an incoming call is 
provided to the callee. 
0096. An advantage of the present invention is that the 
caller of a call may be identified without identifying the 
caller=S phone number to be captured by a recipient. How 
ever, in Some cases it may be advantageous that the VID also 
include other information that provides a context for a call. 
For example, the intermediary device 42 preferably captures 
and Stores the line number utilized to place a call. In a Setting 
where a representative of a busineSS calls a customer and the 
representative if unable to answer the customer=S question, 
the representative may transfer the customer to another 
caller/representative. Monitoring both the VID and the 
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extension or line number of the new representative is 
advantageous. Other Settings in which including a line 
number of a new caller within a VID are understood to be 
incorporated. 

0097. Other examples of context information include, but 
are not limited to, the GPS location or time Zone of the caller 
location, the device from which the call is placed, the Subject 
matter of the call, and whether the caller is calling on behalf 
of another, may be included in a VIED. Further, the identity 
of the device that performed the caller authentication may be 
included in a VID. 

0.098 AVID may be transferred in multiple protocols, 
including, but not limited to, Interface Definition Language 
(IDL). A VID may include a range of information, where 
each type of information may be tagged or identified in Some 
other manner. For example, the following tagged VID may 
be transmitted to represent an authenticated identity of a 
caller: 

0099) name Jon Smith 
0100 device Jane Doe=s cell phone 

0101 location Central Time Zone 
0102) subject Project A 

0103) authenticated by External authentication ser 
vice i40 

0104. With reference now to FIG. 3, there is depicted a 
block diagram of the flow of a voice identifier authenticated 
by an external device accessible from an intermediary 
device in accordance with the method, System, and program 
of the present invention. 
0105. As illustrated, intermediary device 42 may access 
an external System with a request for caller identity authen 
tication. In the present embodiment, intermediary device 42 
connects to external network 20 via Signal and media 
gateways. In particular, by accessing Services via external 
network 20, intermediary device 42 reaches outside of 
trusted network boundary 46. Therefore, additional levels of 
Security, Such as transfer of information utilizing a Secure 
Socket layer (SSL) and authenticating the location of a 
Server performing the Services, may be required. 
0106 Telco application server 22 provides an external 
System enabled to authenticate a caller identity. Telco appli 
cation Server 22 may include an application that functions to 
identify a voice utterance and Verify the Voice utterance by 
comparison with a voice Sample. Telco application Server 22 
may access external databases of Voice Samples. In addition, 
telco application Server 22 may access voice Samples via a 
general applications Server, a Systems management Server, 
or telephony devices accessible via network 20. 
0107 Telco applications server authenticates a caller 
identity as a VID that is transferred into trusted network 
boundary 46 to reach intermediary device 42. Intermediary 
device 42 may then transfer the VID to destination device 
44. In addition, intermediary device 42 may utilize the VID 
to access a caller profile within the trusted network or from 
an external System. In particular, a complete caller profile 
may be combined from accessing caller profile components 
from systems within the trusted network and external to the 
trusted network. 
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0108) Another function of telco application server 22 is 
providing Voice Samples from a database to intermediary 
device 42. Intermediary device 42 may then perform caller 
identity authentication utilizing the Voice Samples received 
from telco application Server 22. Telco application Server 22 
may acceSS Voice Samples from multiple data Storage Sys 
tems accessible via network 20. 

0109. By accessing a VID or voice samples from telco 
application Server 22, the functionality of intermediary 
device 42 is expanded without requiring the addition of 
costly hardware to intermediary device 42. Extending out 
Side trusted network boundary 46 to transfer a call or access 
information may require additional layers of Security and 
Verification, however moving Services outside trusted net 
work boundary 46 will allow an increase in services and 
greater competition to provide Services. 

0110. Further, telco application server 22 may continue to 
monitor a call while the call is in progress. A periodic 
Sampling may be taken of a caller voice. In addition, 
triggers, Such as detecting another phone off-hook for the 
caller line number, may initiate Sampling current caller 
Voices. 

0111 Referring now to FIG. 4, there is illustrated a flow 
diagram of a signal flow and processing where an interme 
diary device authenticates a caller identity in accordance 
with the method, System, and program of the present inven 
tion. A Standard telephone device is assumed for the Atel(G) 
origin device in the present example. However, a similar 
signal flow may be applied to other types of origin devices. 
0112 The caller lifts a handset creating an off-hook state 
in the origin device and a corresponding change in State of 
an off-hook signal to the central office (Step S1). In response 
to detecting an off-hook Signal at the central office, a dial 
tone may be extended to the origin device (step S2). Alter 
natively the dial-tone may be extended to the origin device 
after a caller profile has been loaded. In addition, when an 
off-hook signal is detected at the central office, a register is 
preferably assigned to the call. 

0113. In response to detecting an off-hook state, the 
central office also triggers a SIV initiation to an IP within the 
PSTN network (step S3). The call is preferably transferred 
to the IP Such that a voice channel and Signal channel are 
opened between the origin device and the IP. The IP pref 
erably responds to a SIV initiation with a prompting instruc 
tion to the caller to provide Specific identifying information 
(step S4). It should be mentioned that although the IP could 
passively monitor any Speech that the caller may utter, it is 
advantageous to Specifically prompt the caller. For example, 
the IP may play an audio prompt message asking the caller 
to APlease Say your full name.G. In addition, the prompt 
may request other identifying information Such as a Service 
provider and Subject of the call, for example. Further, the 
central office may trigger a SIV initiation to an IP at other 
times during a call. The Spoken identification information at 
the origin device is transferred from the central office back 
to the IP (step S5). 
0114 Analysis is performed on the spoken identification 
information to determine a name of a caller and extract 
speech characteristics information (step S6). A voice tem 
plate or other voice pattern information may be stored at a 
data Storage System within an extended network accessible 
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within the trusted network boundary according to a caller 
identity. In addition, as will be described in FIG. 5, a voice 
template or other voice pattern information may be Stored at 
an external data Storage System accessible outside the trusted 
network boundary according to a caller identity. 
0115 Preferably, the SIV function of an IP compares the 
extracted Speech information to the Stored pattern informa 
tion, to identify and authenticate the particular caller. If there 
is a match between the extracted Speech information and the 
Stored pattern information, then a VID Signal containing the 
authenticated identity of the caller is transferred to the 
central office for Storage in the register assigned to the call 
(step S7). In addition, the call is returned with the VID to the 
central office and the VIED is stored in the SCP. 

0116. In addition to authenticating the identity of the 
caller placing a call, the identity of the device utilized to 
place the call and the line number utilized to place the call 
may be included in a VID. Each origin device may include 
an identification number that is Stored in the register 
assigned to a call and attached to the VID of a call by the 
central office. Alternatively, where a single OE line includes 
multiple outlets, the device at each outlet may be identified 
according to the location of the outlet. Moreover, the context 
of a call, including a device identity, may be inferred from 
the location of the device, the line number of the device, and 
other context information. 

0117. Once a VID is received at the central office for a 
call, the central office triggers a request to an SCP for a caller 
profile according to the VID (step S9). The SCPsearches for 
a caller profile in a local data Storage System or a remote data 
Storage System within the extended trusted network. Alter 
natively, the SCP may access the caller profile according to 
VID from a data Storage System accessible outside the 
trusted network boundary. Further, in lieu of, or in addition 
to the information stored at the SCP, a request may be 
extended from the PSTN to other servers storing information 
about a caller according to caller profile, depending on the 
services to be provided to a caller. The SCP returns a caller 
profile that indicates additional personal information about a 
caller, billing information, and Services Selected by a caller 
(step S10). The central office loads the profile into the 
register associated to the call (step S11). Next, dialed digits 
may be received from the origin device (step S12). Alter 
natively, dialed digits may be received at any point after a 
dial tone is provided, where the dialed digits are Stored in the 
register for a call until the caller profile is loaded. 

0118) Next, the VID is filtered (step S13). The VID may 
be filtered to block the VID from transfer to the callee, to 
specify content of the VID for transfer to the callee, and to 
Specify the content of the VID for acceSS by a data mining 
Service or online retailers. 

0119) The call is then processed for the dialed digits 
according to the caller profile (step S14). The, the VID is 
transferred via the Signal channel to the destination device 
(step S15). The destination device preferably controls output 
of the VID Via, for example, a graphical user interface or a 
Speaker, Such that a callee is enabled to decide whether to 
answer to a call from an identifier caller. 

0120) The importance of forwarding the caller VID to the 
destination device is that the callee receives the identity of 
the caller, not just the line number from which the call is 
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received. Output of a caller VID, including a caller name, 
device identification, geographic context, and other infor 
mation, is more advantageous than a typical caller ID that 
indicates the line number and person billed for the line 
number because with the VID, the actual caller is identified, 
but the actual line number may be blocked from the callee 
or displayed to the callee. In particular, blocking a line 
number may be advantageous where a caller does not want 
the callee to be able to capture the line number. 
0121) If there is not a match of the extracted speech 
information with the Voice templates, then a determination 
is made as to whether a caller has made more than n tries to 
Speak identification information that has not matched (Step 
S8). If the caller has not made more than n tries, then a 
prompt is output to the caller to provide another spoken 
utterance. If the caller has made more than n tries, then a 
denial signal is transferred to the central office (step S16). In 
addition, instructions for creating a Voice template may be 
provided or an off-hook Signal or change in State of the line 
without an associated VID may be sent from the central 
office, Such that the caller is enabled to place a call utilizing 
the services associated with the OE of the line. In addition, 
the central office may automatically initiate recording of the 
call where a caller identity is not authenticated. 
0122) It should be noted that with each transfer of an 
VID, the central office, the SCP, and the destination device 
may each record and filter the VID. In particular, filtering the 
VID may require blocking all or portions of the content of 
the VID. 

0123. With reference now to FIG. 5, there is depicted a 
flow diagram of a signal flow and processing where an 
external System is accessed by an intermediary device to 
authenticate a caller identity in accordance with the method, 
System, and program of the present invention. 

0.124. In response to receiving on off-hook state at the 
central office, a register is created for a call. A request for a 
caller authentication Service is initiated by the central office 
to the Signaling and media gateways (step S20). The Sig 
naling gateway initiates a Secure Signal channel between the 
central office and a telco application Server that provides a 
caller authentication Service (step S21). The media gateway 
initiates a Secure media channel between the central office 
and the telco application server (Step S22). Further, the 
central office may trigger a caller authentication Service at 
other times during a call. 
0.125 The call may then be transferred to the telco 
application Server, however the central office brokers the 
communication channels between the telco application 
Server and origin and destination devices. In particular, the 
telco application Server may allow a callee to listen to the 
caller identity authentication proceSS or parts of the process. 
Alternatively, only a connection between the telco applica 
tion Server and the origin device may be brokered. 
0.126 To provide service, the authorization service appli 
cation of the telco application Server provides a prompting 
instruction to the caller to provide Specific identifying infor 
mation (step S23). For example, the authorization Service 
application may play an audio prompt message asking the 
caller to APlease say your full name.G. In addition, the 
prompt may request other identifying information Such as a 
Service provider and Subject of the call, for example. The 
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spoken identification information is then received at the 
central office from the origin device and transferred via the 
media gateway to the telco application server (step S24). 
0127. Analysis is performed on the spoken identification 
information to determine a name of a caller and extract 
speech characteristics information (Step S25). A voice tem 
plate or other voice pattern information may be accessible to 
the telco application Server from a local or remote database 
management System. Preferably, the authorization Service 
application compares the extracted Speech information to the 
Stored pattern information, to identify and authenticate the 
particular caller. If there is a match between the extracted 
Speech information and the Stored pattern information, then 
a VID Signal containing the authenticated identity of the 
caller is then distributable to the central office (step S26) and 
the call is returned to the central office. 

0128 If there is not a match of the extracted speech 
information with the Voice templates, then a determination 
is made as to whether a caller has made more than n tries to 
Speak identification information that has not matched (Step 
S27). If the caller has not made more than n tries, then a 
prompt is output to the caller to provide another spoken 
utterance. If the caller has made more than n tries, then a 
denial message is output to the central office (step S28). In 
addition, instructions for creating a Voice template may be 
provided. 

0129. It should be noted that with each transfer of an 
VID, the central office, Signaling gateway, telco application 
Server, and destination device may each record and filter the 
VID. In particular, filtering the VID may require blocking all 
or portions of the content of the VID. 
0130. It is important to note that while the present inven 
tion has been described in the context of a fully functioning 
data processing System, those of ordinary skill in the art will 
appreciate that the processes of the present invention are 
capable of being distributed in the form of a computer 
readable medium of instructions and a variety of forms and 
that the present invention applies equally regardless of the 
particular type of Signal bearing media actually used to carry 
out the distribution. Examples of computer readable media 
include recordable-type media, Such as a floppy disk, a hard 
disk drive, a RAM, CD-ROMs, DVD-ROMs, and transmis 
Sion-type media, Such as digital and analog communications 
links, wired or wireleSS communications links using trans 
mission forms, Such as, for example, radio frequency and 
light wave transmissions. The computer readable media may 
take the form of coded formats that are decoded for actual 
use in a particular data processing System. 

0131 While the invention has been particularly shown 
and described with reference to a preferred embodiment, it 
will be understood by those skilled in the art that various 
changes in form and detail may be made therein without 
departing from the Spirit and Scope of the invention. 

What is claimed is: 

1. A method for Specifying telephone Services for a 
particular caller, comprising: 

detecting a call initiation condition from an origin device 
at a trusted telephone network, 
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brokering a connection between Said origin device and an 
external Server enabled to perform a caller identity 
authentication Service, and 

responsive to receiving, from Said external Server, an 
authenticated caller identity of a caller utilizing Said 
origin device, Specifying Services available to Said 
caller according to Said authenticated caller identity. 

2. The method for Specifying telephone Services accord 
ing to claim 1, wherein Said Server is accessible via a 
network outside Said trusted telephone network. 

3. The method for Specifying telephone Services accord 
ing to claim 1, further comprising: 

retrieving a caller profile for Said authenticated caller 
identity; and 

Specifying a Selection of Services from among a plurality 
of Services that are offered for Said call according to 
Said caller profile. 

4. The method for Specifying telephone Services accord 
ing to claim 1, wherein Said authenticated caller identity is 
authenticated by a voice utterance of Said caller. 

5. The method for Specifying telephone Services accord 
ing to claim 1, wherein brokering a connection further 
comprises: 

transmitting a request for Said caller identity authentica 
tion Service via a Signal gateway to a network for 
accessing Said external Server; 

transferring a prompt for a voice utterance, received from 
Said external Server Via a media gateway, to Said origin 
device; 

transferring a voice utterance by Said caller through Said 
media gateway to Said network for accessing Said 
external Server; and 

receiving Said authenticated caller identity via Said Signal 
gateway at Said trusted telephone network. 

6. The method for Specifying telephone Services accord 
ing to claim 1, wherein brokering a connection further 
comprises: 

brokering a Secure connection between Said trusted tele 
phone network and Said external Server. 

7. A System for Specifying telephone Services for a par 
ticular caller, comprising: 

a trusted telephone network for providing Service to an 
origin telephony device; 

means for detecting a call initiation condition from Said 
origin telephony device at Said trusted telephone net 
work; 

means for brokering a connection between Said origin 
device and a Server external to Said trusted telephone 
network to perform a caller identity authentication 
Service; and 

means responsive to receiving an authenticated caller 
identity of a caller utilizing Said origin telephony 
device from Said Server, for Specifying Services avail 
able to Said caller according to Said authenticated caller 
identity. 

8. The System for Specifying telephone Services according 
to claim 7, wherein Said Server is accessible via a network 
external to trusted telephone network. 
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9. The System for Specifying telephone Services according 
to claim 7, further comprising: 

means for retrieving a caller profile for Said authenticated 
caller identity; and 

means for Specifying a Selection of Services from among 
a plurality of services that are offered for said call 
according to Said caller profile. 

10. The System for Specifying telephone Services accord 
ing to claim 7, wherein Said authenticated caller identity is 
authenticated by a voice utterance of Said caller. 

11. The System for Specifying telephone Services accord 
ing to claim 7, wherein Said means for brokering a connec 
tion further comprises: 
means for transmitting a request for Said caller identity 

authentication Service via a signal gateway to a network 
for accessing Said Server; 

means for transferring a prompt for a voice utterance, 
received from Said Server via a media gateway, to Said 
origin device; 

means for transferring a voice utterance by Said caller 
through Said media gateway to Said network for access 
ing Said Server; and 

means for receiving Said authenticated caller identity via 
Said Signal gateway at Said trusted telephone network. 

12. A computer program product for Specifying telephone 
Services for a particular caller, comprising: 

a recording medium; 

means, recorded on Said recording medium, for detecting 
a call initiation condition from an origin telephony 
device at a trusted telephone network; 

means, recorded on Said recording medium, for brokering 
a connection between Said origin device and a Server 
external to Said trusted telephone network to perform a 
caller identity authentication Service; and 

means, recorded on Said recording medium, for Specifying 
Services available to Said caller according to an authen 
ticated caller identity received from Said Server to 
identify a caller utilizing Said origin telephony device. 

13. A method for informing a callee of a caller identity, 
comprising: 

detecting a call initiation condition from an origin device 
at a trusted telephone network, 

brokering a connection between Said origin device and an 
external Server enabled to perform a caller identity 
authentication Service, and 

responsive to receiving, from Said external Server, an 
authenticated caller identity of a caller utilizing Said 
origin device, transferring Said authenticated caller 
identity to a destination device, Such that a callee 
receiving Said call at Said destination device is provided 
with an identity of a party originating Said call. 

14. The method for informing a callee of a caller identity 
according to claim 13, further comprising: 

filtering content of Said authenticated caller identity 
before transfer to Said destination device. 
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15. The method for informing a callee of a caller identity 
according to claim 14, further comprising: 

filtering content of Said authenticated caller identity 
according to filtering preferences associated with Said 
authenticated caller identity. 

16. The method for informing a callee of a caller identity 
according to claim 14, further comprising: 

filtering content of Said authenticated caller identity 
according to an identity of Said callee. 

17. The method for informing a callee of a caller identity 
according to claim 14, further comprising: 

filtering Said authenticated caller identity to block at least 
a portion of the content of Said authenticated caller 
identity. 

18. The method for informing a caller of a callee identity 
according to claim 13, further comprising: 

responsive to Said authenticated caller identity indicating 
a lack of identity, automatically initiating recording of 
Said call. 

19. A system for informing a callee of a caller identity, 
comprising: 

a trusted telephone network for enabling telephone Ser 
Vice; 

means for detecting a call initiation condition from an 
origin device at Said trusted telephone network; 

means for brokering a connection between said origin 
device and an external Server enabled to perform a 
caller identity authentication Service; and 

means responsive to receiving an authenticated caller 
identity of a caller utilizing Said origin device from Said 
external Server, for transferring Said authenticated 
caller identity to a destination device to identify Said 
caller to a call. 

20. The system for informing a callee of a caller identity 
according to claim 19, further comprising: 

means for filtering content of Said authenticated caller 
identity before transfer to Said destination device. 

21. The System for informing a callee of a caller identity 
according to claim 20, further comprising: 

means for filtering content of Said authenticated caller 
identity according to filtering preferences associated 
with Said authenticated caller identity. 

22. The System for informing a callee of a caller identity 
according to claim 20, further comprising: 

means for filtering content of Said authenticated caller 
identity according to an identity of Said callee. 

23. The system for informing a callee of a caller identity 
according to claim 20, further comprising: 

means for filtering Said authenticated caller identity to 
block at least a portion of the content of Said authen 
ticated caller identity. 

24. The System for informing a caller of a callee identity 
according to claim 19, further comprising: 

means responsive to Said authenticated caller identity 
indicating a lack of identity, for automatically initiating 
recording of Said call. 
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25. A computer program product for informing a callee of 
a caller identity, comprising: 

a recording medium; 

means, recorded on Said recording medium, for detecting 
a call initiation condition from an origin device at a 
trusted telephone network; 

means, recorded on Said recording medium, for brokering 
a connection between said origin device and an external 
Server enabled to perform a caller identity authentica 
tion Service; and 

means, recorded on Said recording medium, for transfer 
ring an authenticated caller identity received from Said 
external Server to a destination device to identify Said 
caller utilizing Said origin device. 

26. The computer program product for informing a callee 
of a caller identity according to claim 25, further compris 
ing: 

means, recorded on Said recording medium, for filtering 
content of Said authenticated caller identity before 
transfer to Said destination device. 

27. The computer program product for informing a callee 
of a caller identity according to claim 20, further compris 
ing: 

means, recorded on Said recording medium, for filtering 
content of Said authenticated caller identity according 
to filtering preferences associated with said authenti 
cated caller identity. 

28. The computer program product for informing a callee 
of a caller identity according to claim 20, further compris 
ing: 

means, recorded on Said recording medium, for filtering 
content of Said authenticated caller identity according 
to an identity of Said callee. 
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29. The computer program product for informing a callee 
of a caller identity according to claim 20, further compris 
ing: 

means, recorded on Said recording medium, for filtering 
Said authenticated caller identity to block at least a 
portion of the content of Said authenticated caller 
identity. 

30. The computer program product for informing a caller 
of a callee identity according to claim 25, further compris 
Ing: 

means, recorded on Said recording medium, for automati 
cally initiating recording of Said call when Said authen 
ticated caller identity indicates a lack of identity. 

31. A method for controlling caller identification, com 
prising: 

receiving, from a trusted telephone network, an authen 
ticated caller identity for a caller at a telephony device, 
wherein Said caller identity is authenticated at a authen 
tication Service accessible via a network external to 
Said trusted telephone network, wherein Said trusted 
telephone network initiates Said authentication Service; 
and 

controlling output of Said authenticated caller identity 
from Said telephony device, Such that an individual 
with access to Said telephony device is informed of the 
identity of Said caller. 

32. A method for controlling a call, comprising: 
receiving, at a telephony device, a Secure communication 

channel via a trusted telephone network to an authen 
tication Service, wherein Said trusted telephone network 
initiates Said authentication Service; and 

facilitating, from Said telephony device, communications 
between said authentication Service and a caller, Such 
that Said authentication Service is enabled to authenti 
cate an identity of Said caller. 
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