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(57) Abstract: Some embodiments can concern an apparatus configured to detect an electrical state of one or more electrical de
vices. The one or more electrical devices are coupled to an electrical power infrastructure and generate one or more high-frequen
cy electrical signals on the electrical power infrastructure. The apparatus can include: (a) a processing module configured to run 
on a processor of a computational unit; and (b) a sensing device configured to be coupled to an electrical outlet. The sensing de
vice can have: (a) a data acquisition receiver configured to receive the one or more high-frequency electrical signals via the elec
trical outlet and convert the one or more high-frequency electrical signals into one or more first data signals when the sensing de
vice is coupled to the electrical outlet. The electrical outlet can be electrically coupled to the electrical power infrastructure. The 
sensing device is in communication with the computational unit. The processing module is further configured to identify the elec
trical state of the one or more electrical devices at least in part using the one or more first data signals. The high-frequency electri
cal signals comprise electrical signals in the ten kilohertz to three megahertz range. Other embodiments are disclosed.
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CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation-in-part of and claims the benefit of U.S. Application No. 

12/283,869 filed September 16, 2008, which claims priority to U.S. Provisional Application No. 

60/973,188, filed September 18, 2007. This application also claims priority to U.S. Provisional 

Application No. 61/328,122, filed April 26, 2010 and U.S. Provisional Application No. 61/426,472, 

filed December 22, 2010. U.S. Application No. 12/283,869, U.S. Provisional Application No. 

60/973,188, U.S. Provisional Application No. 61/328,122, and U.S. Provisional Application No. 

61/426,472 are incorporated herein by reference.

FIELD OF THE INVENTION

This invention relates generally to electrical devices, and relates more particularly to electrical 

event detection devices and methods of detecting and classifying electrical power usage.

DESCRIPTION OF THE BACKGROUND

Many current approaches for detecting and classifying electrical appliance activation use a 

distributed model wherein each electrical device has a dedicated sensor, which looks for changes in 

the device’s state (e.g., the turning-on and turning-off of the device). Device level sensing is 

conceptually straightforward, but requires time-consuming and expensive installation and 

maintenance. Indirect sensing techniques have also been used where microphones, accelerometers, 

and video cameras are placed throughout a structure to detect electrical appliance activity. Such 

techniques are effective, but require costly installation and maintenance and may also raise privacy 

concerns in a home setting. For example, one technique for electrical event detection involves 

indirectly listening to the activation of switches and motors through microphones distributed 

throughout a living space.
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Accordingly, a need or potential for benefit exists for an apparatus or method that can provide 

detailed information about the electrical state of electrical devices in a home or other structure but 

also is relatively inexpensive to deploy and does not require professional installation.

BRIEF DESCRIPTION OF THE DRAWINGS

To facilitate further description of the embodiments, the following drawings are provided in 

which:

FIG. 1 illustrates a diagram of an exemplary electrical event detection device, according to a first 

embodiment;

FIG. 2 illustrates a block view of the electrical event detection device of FIG. 1, according to the 

first embodiment;

FIG. 3 illustrates an exemplary frequency domain waterfall plot showing electrical devices being 

turned on and off, according to an embodiment;

FIG. 4 illustrates a partial circuit diagram of an exemplary data acquisition receiver of the 

electrical event detection device of FIG. 1, according to the first embodiment;

FIG. 5 illustrates a diagram of an exemplary electrical event detection device, according to a 

second embodiment;

FIG. 6 illustrates a block view of a sensing unit of the electrical event detection device of FIG. 5, 

according to the second embodiment;

FIG. 7 illustrates a flow chart for an exemplary embodiment of a method of providing an 

electrical event detection device, according to an embodiment;

FIG. 8 illustrates a flow chart for an exemplary embodiment of a method of detecting and 

classifying electrical power usage by one or more electrical devices coupled to an electrical power 

infrastructure, according to an embodiment;

FIG. 9 illustrates a flow chart of an exemplary activity of using first electrical signals to train a 

processing module to correlate first data signals to a change in an electrical state of a specific 

electrical device, according to an embodiment;

FIG. 10 illustrates a graph of an exemplary baseline noise signature of a structure, according to 

an embodiment;

FIG. 11 illustrates a graph of an exemplary noise signature of a new device, according to an 

embodiment;
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FIG. 12 illustrates a graph of an exemplary noise signature of the new electrical device after the 

baseline noise is removed, according to an embodiment;

FIG. 13 illustrates a table of demographic data for structures used in an exemplary deployment 

of an exemplary electrical event detection device, according to an embodiment;

FIG. 14 illustrates a table showing the performance of an exemplary electrical event detection 

system during an exemplary deployment, according to an embodiment;

FIG. 15 illustrates a confusion matrix table showing the performance of an exemplary electrical 

event detection system during an exemplary deployment, according to an embodiment;

FIG. 16 illustrates another table summarizing the classification accuracies when using a minimal 

training data set of an exemplary electrical event detection system during an exemplary deployment, 

according to an embodiment;

FIG. 17 illustrates a table of the performance of an exemplary event detection system of 

classifying four electrical devices used across different structures using a 10-fold validation 

classification, according to an embodiment;

FIG. 18 illustrates a graph showing the temporal stability or variation of signatures over time for 

four randomly chosen electrical devices by visualizing the feature vectors in the feature space, 

according to an embodiment;

FIG. 19 illustrates a graph of the spectrum observed by an electrical event detection system, 

showing the spectra of the noise generated by four CFL (compact fluorescent light bulb) of the 

same model, according to an embodiment;

FIG. 20 illustrates a graph of a spectrum of a portion of the data from a test of an electrical 

device that was plugged into two different wall outlets of a building, according to an embodiment;

FIG. 21 illustrates a graph of an electromagnetic interference signal generated by a dimmer at 

various dimmer levels, according to an embodiment;

FIG. 22 illustrates a graph showing a short burst of electromagnetic interference that exemplary 

CFL lamps produce when first powered up;

FIG. 23 illustrates a computer that is suitable for implementing an embodiment of the 

computing unit of FIG. 1; and

FIG. 24 illustrates a representative block diagram of an example of the elements included in the 

circuit boards inside the chassis of the computing unit of FIG. 23.

For simplicity and clarity of illustration, the drawing figures illustrate the general manner of

construction, and descriptions and details of well-known features and techniques may be omitted to
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avoid unnecessarily obscuring the invention. Additionally, elements in the drawing figures are not 

necessarily drawn to scale. For example, the dimensions of some of the elements in the figures may 

be exaggerated relative to other elements to help improve understanding of embodiments of the 

present invention. The same reference numerals in different figures denote the same elements.

The terms “first,” “second,” “third,” “fourth,” and the like in the description and in the claims, 

if any, are used for distinguishing between similar elements and not necessarily for describing a 

particular sequential or chronological order. It is to be understood that the terms so used are 

interchangeable under appropriate circumstances such that the embodiments described herein are, 

for example, capable of operation in sequences other than those illustrated or otherwise described 

herein. Furthermore, the terms “include,” and “have,” and any variations thereof, are intended to 

cover a non-exclusive inclusion, such that a process, method, system, article, device, or apparatus 

that comprises a list of elements is not necessarily limited to those elements, but may include other 

elements not expressly listed or inherent to such process, method, system, article, device, or 

apparatus.

The terms “left,” “right,” “front,” “back,” “top,” “bottom,” “over,” “under,” and the like in the 

description and in the claims, if any, are used for descriptive purposes and not necessarily for 

describing permanent relative positions. It is to be understood that the terms so used are 

interchangeable under appropriate circumstances such that the embodiments of the invention 

described herein are, for example, capable of operation in other orientations than those illustrated or 

otherwise described herein.

The terms “couple,” “coupled,” “couples,” “coupling,” and the like should be broadly 

understood and refer to connecting two or more elements or signals, electrically, mechanically 

and/or otherwise. Two or more electrical elements may be electrically coupled but not be 

mechanically or otherwise coupled; two or more mechanical elements may be mechanically coupled, 

but not be electrically or otherwise coupled; two or more electrical elements may be mechanically 

coupled, but not be electrically or otherwise coupled. Coupling may be for any length of time, e.g., 

permanent or semi-permanent or only for an instant.

“Electrical coupling” and the like should be broadly understood and include coupling involving 

any electrical signal, whether a power signal, a data signal, and/or other types or combinations of 

electrical signals. “Mechanical coupling” and the like should be broadly understood and include 

mechanical coupling of all types.
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The absence of the word “removably,” “removable,” and the like near the word “coupled” and 

the like does not mean that the coupling, etc. in question is or is not removable.

DETAILED DESCRIPTION OF EXAMPLES OF EMBODIMENTS

Some embodiments can concern an apparatus configured to detect an electrical state of one or 

more electrical devices. The one or more electrical devices are coupled to an electrical power 

infrastructure and generate high-frequency electrical noise on the electrical power infrastructure. 

The apparatus can include: (a) a processing module configured to run on a processor of a 

computational unit; and (b) a sensing device configured to be coupled to an electrical outlet. The 

sensing device can have: (a) a data acquisition receiver configured to receive the high-frequency 

electrical noise via the electrical outlet and convert the high-frequency electrical noise into one or 

more first data signals when the sensing device is coupled to the electrical outlet. The electrical 

outlet can be electrically coupled to the electrical power infrastructure. The processing module is 

further configured to identify the electrical state of the one or more electrical devices at least in part 

using the one or more first data signals. The sensing device is in communication with the 

computational unit. The high-frequency electrical noise comprise electrical noise in the ten kilohertz 

to three megahertz range.

Other embodiments concern a method of detecting and classifying electrical power usage by one 

or more electrical devices. The one or more electrical devices are coupled to an electrical power line 

The method can include: capturing two or more electrical signals on the electrical power line, the 

two or more electrical signals comprise substantially continuous electrical noise; detecting an 

occurrence of one or more electrical events on the electrical power line using at least in part the 

substantially continuous electrical noise in the two or more electrical signals; and associating the one 

or more electrical events with a change in an electrical state of at least one device of the one or more 

electrical devices. The substantially continuous electrical noise in the two or more electrical signals 

comprises electrical signals that are identifiable on the electrical power line for a length of time 

greater than approximately one second.

Still further embodiments concern an electrical event detection device configured to detect two 

or more electrical events in a power line infrastructure of a structure. The electrical event detection 

device can include: (a) a receiving module configured to receive and process one or more electrical 

signals, the one or more electrical signals comprise a high-frequency component, the receiving 

module having: (1) an electrical interface configured to couple to the power line infrastructure; (2)
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one or more filter circuits coupled to the electrical interface and configured to pass one or more 

portions of the one or more electrical signals; and (3) a converter module coupled to an output of 

the one or more filter circuits and configured to convert the one or more electrical signals into one 

or more data signals, the one or more data signals comprise information regarding the high- 

frequency component of the one or more electrical signals; and (b) a processing module configured 

to run on a processor, the processing module having: (1) an event detection module configured to 

use the information regarding the high-frequency component of the one or more electrical signals to 

determine whether the two or more electrical events have occurred; (2) a classification module 

configured to classify the two or more electrical events; and (3) a training module configured to 

correlate a first type of event with a first event of the two or more electrical events and to correlate a 

second type of event with a second event of the one or more electrical events. The two or more 

electrical events comprise turning on of one or more electrical devices coupled to the electrical 

power line infrastructure of the structure and turning on of one or more electrical devices coupled to 

the electrical power line infrastructure of the structure. The high-frequency component of the one 

or more electrical signals comprise electrical signals above ten kilohertz.

Electrical power on electrical power lines can include electrical noise. The electrical noise 

present on an electrical power line can be caused by the operation of an electrical device, which is 

electrically coupled to the electrical power line. This type of electrical noise is called conducted 

electromagnetic interference (EMI). EMI can be classified into two types: transient noise and 

continuous noise. In some embodiments, continuous or transient electrical noise that occurs when 

an electrical device is turned-on is not the same shape of the electrical noise after a few alternating 

current electrical cycles (e.g., one alternating current electrical cycle is l/60th of a second in the 

United States). For example, the electrical noise of a compact fluorescent light bulb (CFL) has one 

shape for a few alternating current electrical cycles while the CFL is warming up and then the shape 

of the electrical noises changes to second shape after the CFL is warmed-up. In another example, 

DC (direct current) motors have a continuous noise but the continuous noise of the DC motor can 

only lasts microseconds but can repeat every alternating current electrical cycle while the DC motor 

is running. The electrical event detection device described below can detect all of these types of 

electrical noise.

Transient noise is characterized by the short duration for which it can be observed, generally 

tens of nanoseconds to a few milliseconds. Continuous noise (i.e., substantially continuous noise), 

on the other hand, can be observed for as long as the electrical device is operational. In many
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embodiment, “continuous noise,” as used herein, can mean repetitive, continual, uninterrupted, or 

repeated noise. In the same or different embodiments, noise can be continuous if a pattern in the 

noise is repeated every alternating current cycle or if an electrical noise signal is observed without 

cessation while the electrical device is operation. Noise can be still considered continuous noise if a 

one alternating current cycle break occurs in the noise.

In many examples, continuous electrical noise can be identifiable on the electrical power line for 

a length of time greater than one alternating current electrical cycle. In another example, continuous 

electrical noise can be identifiable for a length of time that is less than one alternating current cycle 

but the electrical signals are repeated in three or more alternating current electrical cycles. In 

another example, continuous electrical noise can be electrical signals that are identifiable on the 

electrical power line for a length of time greater than approximately ten milliseconds. In another 

example, continuous electrical noise can be electrical signals that are identifiable on the electrical 

power line for a length of time greater than approximately fifty milliseconds. In still other examples, 

continuous electrical noise can be electrical signals that are identifiable on the electrical power line 

for a length of time greater than approximately one second. In yet further examples, continuous 

electrical noise can be electrical signals that are identifiable on the electrical power line for a length 

of time greater than approximately ten seconds.

Both transient and continuous noise can either be concentrated within a narrow frequency band 

or spread over a wider bandwidth (i.e., broadband noise). A CFL is an example of an electrical 

device that generates continuous noise, which is conducted over the electrical power line due to its 

electrical coupling with the electrical power line infrastructure. Because a structure’s electrical 

distribution system is interconnected in parallel at the structure’s circuit breaker panel, conducted 

EMI propagates widely from a given electrical device throughout the electrical line infrastructure of 

the structure.

Continuous noise is usually intrinsic to an electrical device's operation and internal electronics. 

Appliances like a grinder emit electrical noise synchronous to the frequency of AC (alternating 

current) power (60 Hz in the USA) and its harmonics (120 Hz, 180 Hz, etc.) due to the continuous 

making and breaking of electrical contact by motor bushes of this type of electrical device.

A switched-mode power supply (SMPS) is an electrical power supply unit that incorporates a 

switching regulator to provide the output voltage required by electrical devices using the SMPS. The 

function of the SMPS is to provide a regulated output voltage usually at a different level from the 

input voltage received from the electrical power infrastructure. Electrical devices using SMPS have
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become increasingly prevalent because of their higher efficiency, smaller size, and lower cost 

compared to traditional power supplies. Additionally, manufacturers increasingly employ SMPS in 

their products to meet minimum energy efficiency requirements (e.g., the United States Department 

of Energy's Energy Star program). For example, most personal computers as well as fluorescent 

lighting now use SMPS. More than ten years ago, most consumer electronic devices did not employ 

SMPS because of the immature state of SMPS technology and the absence of low cost, single chip 

SMPS implementations.

Modern SMPS-based electrical devices generate noise that is synchronous to their power 

supply’s internal oscillator. Additionally, in contrast to traditional linear power regulators, an SMPS 

does not dissipate excess power as heat, but instead stores energy in an inductor and switches this 

stored energy in from the electrical power line and out to the load as required, and thus wasting 

much less energy than traditional electrical power supplies. The key to an SMPS smaller size and 

efficiency is its use of a power transistor to switch the stored electrical energy at a high-frequency, 

also known as the switching frequency. The switching frequency is usually much higher than the 60 

Hz AC line frequency (in the U.S.) because, at higher frequencies, the inductors or transformers 

required are much smaller. A typical SMPS operates at tens to hundreds of kilohertz (kHz). The 

switching waveform can be adjusted to match the power requirements of the electrical device that 

the SMPS is powering. For example, a CFL’s power supply employs an SMPS to generate the high 

voltages necessary to power the CFL. The switching action, which is the cornerstone of an SMPS’s 

operating principle, generates a large amount of EMI centered around the switching frequency.

Moreover, most modern consumer electronic appliances are moving towards using a “soft 

switch” instead of a mechanical switch. Unlike a mechanical switch, a soft switch uses a software 

driven push button that electronically cycles the electrical power to the electrical device. In this type 

of switch, the indirect activation of the electrical device by a software driven electronic switch 

minimizes the transient noise generated at the moment of activation. It was observed that several 

devices, such as LCD (liquid crystal display) monitors and DVD players, which use soft switches, 

did not generate any detectable transient noise. Software driven devices, such as LCD monitors and 

DVD plays, are nearly always SMPS-based, and thus, electrical event detection device 100 (FIG. 1) 

can detect their change in power state by monitoring the EMI produced by the electrical devices.

Like modern SMPS-based electrical devices, dimmers also produce continuous noise due to the 

triggering of at least one internal triac switch. This continuous noise can be used to detect and 

identify incandescent loads the dimmer controls. In contrast to the narrowband noise produced by
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SMPS, a dimmer produces broadband noise spanning hundreds of kilohertz, which can be modeled 

as a Gaussian distribution having a large variance.

Moreover, in the United States, the Federal Communications Commission (FCC) has set rules 

(e.g., 47 C.F.R. part 15/18: Consumer Emission Limits) for any electrical device that couples to the 

electrical power line infrastructure that dictate the maximum amount of EMI an electrical device can 

conduct back onto the electrical power line infrastructure. The FCC limit is currently 66 dBuV 

(decibel ratio of volts to one microvolt) for a frequency range between 150 kHz to 500 kHz, which 

is nearly -40dBm (decibel ratio of watts to one milliwatt) across a 50 ohm load.

Now turning to the drawings, FIG. 1 illustrates a diagram of an exemplary electrical event 

detection device 100, according to a first embodiment. FIG. 2 illustrates a block view of an 

exemplary system 200 including electrical event detection device 100, according to the first 

embodiment. In some embodiments, electrical event detection device 100 can be configured to 

detect an electrical state of one or more electrical devices 290 (FIG. 2) in system 200. Electrical 

event detection device 100 can also be configured to detect one or more electrical events in an 

electrical power line infrastructure 150 of a structure in system 200. In many examples, electrical 

event detection device 100 can use continuous noise placed on electrical power line infrastructure 

150 by electrical devices 290 to detect the electrical state of electrical devices 290 or to detect 

electrical events on electrical power line infrastructure 150. System 200 and electrical event 

detection device 100 are merely exemplary and are not limited to the embodiments presented herein. 

Electrical event detection device 100 can be employed in many different embodiments or examples 

not specifically depicted or described herein.

In some examples, electrical devices 290 generate one or more high-frequency electrical signals. 

In various embodiments, the high-frequency electrical signals (e.g., electrical signals in the tens of 

kilohertz to a few megahertz range) can be generated by one or more SMPS or other electrical 

components (e.g., internal triac switches or internal oscillators (other than the SMPS)) of electrical 

devices 290. In the same or different examples, high-frequency electrical signals can be 

cyclostationary with respect to an alternating current electrical cycle of electrical power infrastructure 

150. The high-frequency electrical signals can be wide-sense cyclostationary signals. In some 

examples, the high-frequency electrical signals can exhibit cyclostationarity in second, third, or 

fourth order statistics.

In many embodiments, high-frequency electrical signals are electrical signals in the ten kilohertz

to three megahertz range. In yet other embodiments, high-frequency electrical signals are high-
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frequency electromagnetic interference in a range of approximately ten kilohertz to approximately 

one megahertz. In still another embodiment, high-frequency electrical signals are high-frequency 

electromagnetic interference in a range of approximately thirty kilohertz to approximately three 

hundred kilohertz.

In the same or different embodiments, the high-frequency electrical signals are electrical signals 

above approximately ten kilohertz. In some embodiments, electrical event detection device 100 can 

be sensitive enough to capture continuous noise from -100 dBm to -10 dBm across a frequency 

range of approximately ten kilohertz to approximately three megahertz or, more specifically, 

approximately ten kilohertz to approximately one megahertz.

In some examples, the one or more electrical events detected by electrical event detection device 

100 can include actuation and deactuation (i.e., turning on and turning off) of electrical devices 290 

coupled to electrical power line infrastructure 150. The one or more electrical events can also be 

events where the amount of electrical power provided by an electrical device’s electrical power 

supply to the rest of the electrical device (e.g., turning a dimmer switch) is varied or limited. As used 

herein, each of electrical devices 290 can have one of three power states: (a) an on-power state; (b) a 

standby power state; or (c) a complete off-power state. The on-power state includes all electrical 

power states when an electrical device is powered on and when the electrical power usage of the 

electrical device is more than nominal (i.e., it is not in a standby or off-power state).

The standby power state is an electrical state where the electrical device is nominally off, but is 

still drawing electrical power for one or more functions of the electrical devices. That is, electrical 

devices in the standby power state are nominally turned off, but still draw electrical power for one or 

more default, continuing, or constant functions. For example, after a user turns off a video cassette 

recorder (VCR) or an digital video recorder (DVR), the VCR and DVR can continue to draw 

electrical power from electrical power line infrastructure 150 to light one or more displays on the 

device (e.g., a clock or one or more LEDs (light emitting diodes)) and/or perform one or more 

internal functions. In this case, although the user believes the VCR or DVR is off, the VCR or 

DVR is actually in a standby power state. In another example, after a user turns off an electrical 

device, the electrical device can continue to draw electrical power to charge an internal battery and, 

thus, is in a standby power state.

A complete off-power state is a power state where an electrical device is not drawing any 

electrical power (i.e., truly zero electrical power) from electrical power line infrastructure 150. In the 

case of the VCR or DVR that draws electrical power even after a user turns off the electrical device,
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the VCR or DVR can be placed in a complete off state by unplugging the electrical device from

electrical power line infrastructure 150 or plugging the VCR or DVR into an electrical switch that

completely stops the VCR or DVD from drawing electrical power.

As used herein, “turning on” and similar phrases refer to moving an electrical device to an on- 

power state from either a completely off-power state or a standby power state. Similarly, as used 

herein, “turning off’ and similar phrases refer to moving an electrical device from an on-power state 

to either a complete off-power state or a standby power state. Furthermore, a “power-off state” and 

similar phrases refer to either a complete power off state or a standby power state. A “power-on 

state” and similar phrases refer to an on-power state.

In some examples, as will be discussed below in regards to dimmers and televisions, electrical 

event detection device 100 can also detect intermediate states of electrical devices 290. That is, 

electrical event detection device 100 can detect different on-power state of electrical devices 290.

FIG. 3 illustrates an exemplary frequency domain waterfall plot 300 showing electrical devices 

being turned on and off, according to an embodiment. As shown in FIG. 3, when an exemplary 

electrical device is turned on, a narrowband continuous noise signature that lasts for the duration of 

the device’s operation is seen. In addition, it can be seen in FIG. 3 that the noise is strongest in 

intensity at the noise center (e.g., the switching frequency of an SMPS of the electrical devices) and 

then extends to lower and higher frequencies with decaying intensity. The decaying intensity can 

loosely be modeled with a Gaussian function having its mean at the switching frequency. This 

distribution can be attributed to the error tolerance of the components that make up the switching 

circuit core, as well as the characteristics of the power supply's load. If all the electrical devices and 

their components were ideal, a single narrow signal peak at the switching frequency would be seen in 

FIG. 3. The error tolerance of SMPS components also can allow for distinction between otherwise 

identical devices, such as a variety of units of the same model of CFLs. Finally, the electrical power 

line itself can be thought of as a transfer function (i.e., a difference in the inductance between the 

sensing source and the electrical device) and can provide additional discrimination among multiple 

similar electrical devices.

Referring back to FIGs. 1-2, electrical event detection device 100 can include: (a) at least one 

sensing unit 110 configured to be coupled to at least one electrical outlet 151 of electrical power line 

infrastructure 150 (i.e., the electrical power lines in the structure); and (b) at least one computational 

unit 120. In some embodiment, electrical event detection device 100 does not include electrical 

power line infrastructure 150, electrical outlet 151, or electrical devices 290. In a different
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embodiment, electrical event detection device 100 also does not include computational unit 120. In 

some examples, electrical detection device 100 includes processing module 222 (FIG. 2) but not 

computational unit 120.

Sensing unit 110 can include: (a) at least one receiver module or data acquisition receiver 211; 

(b) a controller 215; (c) a communications device 216 with a transmitter; and (d) a power source 217 

configured to provide electrical power to data acquisition receiver 211, controller 215, and 

communications device 216. Computational unit 120 can include: (a) a communications device 221 

with a receiver; (b) a processing module 222; and (c) a storage module 230.

Not to be taken in a limiting sense, a simple example of using electrical event detection device 

100 involves electrical devices 290 (FIG. 2) generating one or more high-frequency electrical signals 

(e.g., EMI) on electrical power line infrastructure 150. Sensing unit 110 can detect the high- 

frequency electrical signals (e.g., continuous noise) on electrical power line infrastructure 150 and 

create one or more data signals that include information regarding the high-frequency electrical 

signals. Sensing unit 110 can communicate the data signals to computational unit 120 using a wired 

and/or wireless communication method. Computational unit 120 can identify the electrical state of 

electrical devices 290 at least in part using the data signals.

Data acquisition receiver 211 can be configured to receive and process one or more electrical 

signals from electrical power line infrastructure 150. The electrical signals can include high- 

frequency components (e.g., EMI). That is, data acquisition receiver 211 can be configured to 

receive electrical signals with a high-frequency component and convert the electrical signals and, in 

particular, the high-frequency component into one or more data signals.

FIG. 4 illustrates a partial circuit diagram of an exemplary data acquisition receiver 211, 

according to the first embodiment. Referring to FIGs. 2 and 4, in various embodiments, data 

acquisition receiver 211 can include: (a) at least one electrical interface 212 configured to be coupled 

to electrical outlet 151 (FIG. 1) of electrical power line infrastructure 150; (b) one or more filter 

circuits 213; and (c) at least one converter module 214. In various embodiments, electrical interface 

212 can include a two prong or three prong electrical power connector.

In some examples, filter circuits 213 can be electrically coupled to the electrical interface 212 and 

configured to filter out portions of the incoming electrical signals from the electrical power 

infrastructure. Filter circuits can be configured to pass the high-frequency electrical noise. For 

example, data acquisition receiver 211 can filter out the AC line frequency (60 Hz in the U.S.) so that 

converter module 214 is not overloaded by the strong 60 Hz frequency component. In the same or

672661 12



WO 2011/139715 PCT/US2011/033992

Docket No.: 0311706 /Belkin 002

different examples, filter circuits 213 can include a high pass filter. In some embodiments, the high 

pass filter can have an essentially flat frequency response from 50 kHz to 30 MHz (megahertz). The 

3 dB (decibel) corner of the high pass filter can be at 36.7 kHz. This 3 dB corner allows a wide 

enough band to view the complete range of EMI and other high-frequency continuous noise in the 

electrical signals. In some examples, filter circuits 213 can also include a 10 dB attenuator so that a 

constant 50-ohm load is presented at the input of data acquisition receiver 211, irrespective of the 

signal frequency or the AC line conditions. Additionally, in some examples, for safety and isolation 

from the line voltage, high voltage capacitors can be used. In the same or different examples, the 

polarity shown in FIG. 4 can be used. That is, in one embodiment, the line and neutral lines should 

not be connected in reverse, and the isolation capacitors should be of AC-line rated polyester film 

type for safety.

In some examples, filter circuit can include capacitors 461, 462 and resistors 463, 464, 465. 

Capacitors 461 and 462 can be O.luF capacitors (450 V polyester capacitors). Resistors 463 and 465 

can be 100 ohm, 1 watt rated resistors. Resistor 464 can be a 75 ohm, 1 watt rated resistors.

Converter module 214 can be electrically coupled to filter circuits 213 and can be configured to 

receive the filtered signal from filter circuits 213. Converter module 214 can be configured to 

convert the one or more filtered signals into one or more data signals. The one or more data signals 

can include information regarding the high-frequency component of the one or more electrical 

signals. In some examples, converter module 214 can include an analog-to-digital converter. In 

some examples, the analog-to-digital converter can sample the filtered electrical signal at a 

predetermined rate (e.g., 1 MHz). In one example, converter module 214 can include a USRP 

(universal software radio peripheral).

In some examples, communications device 216 can include a wireless transmitter, and 

communications device 221 can be a wireless receiver. In some examples, electrical signals can be 

transmitted using WI-FI (wireless fidelity), the IEEE (Institute of Electrical and Electronics 

Engineers) 802.11 wireless protocol, or the Bluetooth 3.0+HS (High Speed) wireless protocol. In 

further examples, these signals can be transmitted via a Zigbee (802.15.4), Z-Wave, or a proprietary 

wireless standard. In other examples, communications device 216 can transmit electrical signals 

using a cellular connection or a wired connection (e.g., using a wire).

In North America and many other parts of the world, three-phase electrical power is commonly 

used by the electrical power infrastructure in most structures. In some structures, a strong noise 

signal across the phases in electrical power line infrastructure 150 is detectable. However, for some
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parts of some structures, which are on the opposite phase from the electrical outlet 151 to which 

electrical interface 212 is coupled, it can be difficult to detect electrical events. In some examples, 

either installing a sensing unit 110 on each phase (i.e., installing two sensing units for a structure 

using three-phase electrical power) or installing sensing unit 110 in an available 240 V outlet where 

both phases are present (e.g., the electrical connector for a dryer) can address this problem. 

Installing two sensing units 110 would allow electrical event detection device 100 to capture events 

from both phases, but also increases the chances of similar-looking signatures for two similar 

devices. The problem of similar-looking signatures, however, can be addressed by knowing which 

of the two sensing units 110 detected the event.

In some examples, processing module 222 can comprise software and can include: (a) a training 

module 223 configured to correlate one or more electrical events with one or more different types 

of electrical events; (b) an event detection module 224 configured to determine whether the one or 

more electrical events have occurred at least in part using the data signals; (c) a classification module 

226 configured to classify the type of the one or more electrical events; and (d) a communications 

module 225 configured to communicate with a user.

Computational unit 120 or processing module 222 can be configured to identify the electrical 

state of electrical devices 290 at least in part using the one or more first data signals (e.g., 

information regarding the high-frequency component of the one or more electrical signals). In 

various embodiments, computational unit 120 and/or processing module 222 can be configured to 

determine the electrical power consumed by the one or more electrical devices at least in part using 

the one or more data signals from communications device 216. For example, processing module 

222 can be configured to identify when a first one of one or more electrical devices 290 is powered- 

on or powered-off at least in part using the data signals from communications device 216.

As will be discussed in detail below, in some examples, in addition to the data signals received 

from sensing unit 110, processing module 222 can use the following types of data to identify the 

electrical state of electrical devices 290: (a) data from database from a regulatory agency; (b) data 

from one or more databases that contain data regarding previously observed data signals; (c) data 

from one or more labels of the electrical devices; and/or (d) data from the user regarding 

identification of the one or more electrical devices.

As will be described in more detail below, event detection module 224 is configured to 

determine whether the one or more electrical events have occurred at least in part using the data 

signals from communications device 216. Classification module 226 can be configured to determine
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the specific electrical event of the electrical devices that caused the electrical events on electrical 

power line infrastructure 150. Classification module 226 can be configured to correlate electrical 

events on electrical power line infrastructure 150 with changes in the electrical power state of 

specific electrical devices.

Training module 223 can be configured to correlate specific electrical signals on electrical power 

line infrastructure 150 with specific electrical events. For example, training module 223 can be 

configured to determine that a specific electrical event on electrical power line infrastructure 150 

corresponds to turning-on or turning off a specific electrical application (e.g., a fluorescent light, a 

computer, or a washing machine).

In some examples, training module 223 can be configured to perform a training or calibration 

sequence to correlate electrical events detected by data acquisition receiver 211 with specific 

electrical events. After performance of the calibration sequence, training module 223 can provide 

the training correlation data to classification module 226 so that classification module 226 can 

correlate the electrical events detected by data acquisition receiver 211 with a specific change in state 

of a specific electrical device. Exemplary training or calibration sequences are described in relation 

to activity 835 of method 800 in FIG. 8.

Communications module 225 can be used to communicate information to and receive 

information from one or more users of electrical event detection device 100. For example, a user 

can use communications module 225 to enter information during a training or calibration sequence. 

Additionally, communications module 225 can inform a user when an electrical event occurs. In 

some embodiments, communications module 225 can use monitor 2306, keyboard 2304, and/or 

mouse 2310 of FIG. 23.

Storage module 230 can store information and data used by training module 223, event detection 

module 224, communications module 225, and classification module 226. In some examples, 

storage module 230 can include a USB device in USB port 2312 (FIG. 23), a CD-ROM or DVD in 

CD-ROM and/or DVD drive 2316 (FIG. 23), hard drive 2314 (FIG. 23), or memory 2408 (FIG. 

24).

Processing module 222 can be configured to run on a processor (e.g., Central Processing Unit 

(CPU) 2410 of FIG. 24) of computational unit 120. “Computational Unit,” as used herein, can refer 

to a single computer, single server, or a cluster or collection of computers and/or servers at one or 

more locations. In one example, computational unit 120 can include the computer illustrated in 

FIGs. 23 and 24. In some examples, computational unit 120 can be at least partially local to the
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user. In other examples, the user can access computational unit 120 through the Internet or other 

networks.

In some examples, computational unit 120 can be a first server. The first server can be home 

computer of the user of electrical event detection device 100 or a computer owned or controlled by 

the owner of the building in which electrical event detection device 100 is installed. In other 

examples, first server can be another electrical device (with a processor) located in the structure (e.g., 

a home control or automation system, a security system, an environmental control system). The 

first server can include a first portion of communications device 221, storage module 230, training 

module 223, event detection module 224, communications module 225, and classification module 

226. One or more second servers (e.g., a computer or server owned or controlled by the 

manufacturer or distributor of electrical event detection device 100, a utility company, or a security 

monitoring company) can include a second, possibly overlapping, portion of these modules. In 

these examples, computational unit 120 can comprise the combination of the first server and the 

one or more second servers.

FIG. 5 illustrates a diagram of an exemplary system including an electrical event detection device 

500, according to a second embodiment. FIG. 6 illustrates a block view of a sensing unit 510 of 

electrical event detection device 500, according to the second embodiment. In some embodiments, 

electrical event detection device 500 can be configured to detect an electrical state of one or more 

electrical devices 290 (FIG. 2) of system 501. Electrical event detection device 500 can also be 

configured to detect one or more electrical events in an electrical power line infrastructure 150 

(FIGs. 1 and 5) of system 501. In many examples, electrical event detection device 500 can use 

continuous noise placed on electrical power line infrastructure 150 by electrical devices 290 (FIG. 2) 

to detect the electrical state of electrical devices 290 or to detect electrical events on electrical power 

line infrastructure 150. The electrical events detected by electrical event detection device 500 can 

include actuation and deactuation (i.e., turning on and turning off) of electrical devices 290 (FIG. 2) 

coupled to electrical power line infrastructure 150. The one or more electrical events can also be 

events where the amount of electrical power provided by an electrical device’s electrical power 

supply to the rest of the electrical device (e.g., turning a dimmer switch) is varied or limited. System 

501 and electrical event detection device 500 are merely exemplary and are not limited to the 

embodiments presented herein. System 501 and electrical event detection device 500 can be 

employed in many different embodiments or examples not specifically depicted or described herein.
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Referring to FIGs. 5 and 6, electrical event detection device 500 can include: (a) sensing unit 

510; (b) a hub 540 configured to couple to electrical outlet 151 of electrical power line infrastructure 

150; (c) a router 505 configured to couple hub 540 to computational unit 120; and (d) computational 

unit 120. In other examples, hub 540 can coupled to computational unit 120 without use of router 

505, in which case electrical event detection device 500 and system 501 do not include router 505.

In some examples, sensing unit 510 is coupled to at least one of an electrical breaker panel 552 

and a utility wattmeter 553. In other examples, sensing unit 510 can be integrated with or be part of 

at least one of electrical breaker panel 552 or utility wattmeter 553. In one embodiment, electrical 

event detection device 500 does not include electrical breaker panel 552, utility wattmeter 553, 

electrical power line infrastructure 150, electrical outlet 151, or electrical devices 290. In a different 

embodiment, electrical event detection device 500 also does not include computational unit 120 or 

router 505. In some examples, electrical event detection device 500 can include processing module 

222 but not computational unit 120.

Not to be taken in a limiting sense, a simple example of using electrical event detection device 

500 involves electrical devices 290 (FIG. 2) generating one or more high-frequency electrical signals. 

Sensing unit 510 can detect the high-frequency electrical signals on electrical power line 

infrastructure 150 and create one or more data signals that include information regarding the high- 

frequency electrical signals. Sensing unit 510 can communicate the data signals to hub 540 using a 

power line communication (PLC) method over electrical power line infrastructure 150. Hub 540 

can communicate the data signals to computational unit 120 using a wired or wireless 

communication method. Computational unit 120 can identify the electrical state of the one or more 

electrical devices at least in part using the data signals.

Referring to FIGs. 5 and 6, sensing unit 510 can include: (a) a data acquisition receiver 611; (b) a 

controller 615; (c) a communications device 616; and (d) a power source 617. In some examples, 

controller 615 and power source 617 can be similar to or the same as controller 215 and power 

source 217, respectively, of FIG. 2. Similar to sensing units 110 (FIGs. 1 and 2), sensing unit 510 

can be configured to detect continuous noise on electrical power line infrastructure 150 by 

processing one or more electrical signals from electrical power line infrastructure 150. In some 

embodiments, sensing unit 510 can be configured to receive the electrical signals with a high- 

frequency component and convert the electrical signals and, in particular, the high-frequency 

component of the electrical signals into one or more data signals.
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Data acquisition receiver 611 can include: (a) one or more current transformers 628 and 629; (b) 

one or more filter circuits 613; and (c) at least one converter module 614.

Currents transformers 628 and 629 can be used to measure the amount of AC current flowing 

through a conductor. Currents transformers 628 and 629 can produce a small, easy to measure 

signal that is proportional to the larger current in the conductor. Specifically, current transformers

628 and 629 measure the amount of current flowing through the two conductors coupling electrical 

breaker panel 552 to utility wattmeter 553 with one current transformer for each AC phase. The 

total power consumed by a structure is a sum of the electrical power supplied by each AC phase.

In other examples, current transformers 628 and 629 are not current transformers. Current 

transformers 628 and 629 can be any devices that measure current such as Hall effect sensors, 

Rogowski coils, current transformers, or shunt resistors. For example, current transformers 628 and

629 can be shunt resistors That is, the AC current can flow through a small resistance and data 

acquisition receiver 611 can measure the small voltage developed across the small resistor This 

measured small voltage is proportional to the amount of current flowing through the two 

conductors coupling electrical breaker panel 552 to utility wattmeter 553.

In some examples, filter circuits 613 are configured to filter out portions of the incoming 

electrical signals from the electrical power infrastructure. For example, filter circuits 613 can filter 

out the AC line fundamental frequency (60 Hz in the U.S.) so that converter module 614 is not 

overloaded by the strong 60 Hz frequency component. In the same or different examples, filter 

circuits 613 can include a high pass filter. In some examples, filter circuits 613 can be similar or the 

same as filter circuits 213 of FIG. 2.

Converter module 614 can be electrically coupled to filter circuits 613 and can be configured to 

receive the filtered signal from filter circuits 613. Converter module 614 can be configured to 

convert the one or more filtered signals into one or more data signals. The data signals can include 

information regarding the high-frequency component of the electrical signals. In some examples, 

converter module 614 can include: (a) an analog-to-digital converter 619; and (b) a digital signal 

processor 618.

In various embodiments, communications device 616 can include a PLC transmitter. A PLC 

transmitter can be a transmitter for transmitting data on a conductor used for electrical power 

transmission (e.g., electrical power line infrastructure 150). Communications device 616 can be 

electrically coupled to electrical power line infrastructure 150 and can be configured to communicate 

the data signals to hub 540 over electrical power line infrastructure 150. In the same or different
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examples, the PLC communications between communications device 616 and hub 540 can be bi

directional. In other examples, communications device 616 can be similar or identical to 

communications device 216 and can transmit the data signal directly to router 505 and/or 

computational unit 120.

Hub 540 can include: (a) an electrical interface 641 configured to be coupled to an electrical 

outlet 151 (FIG. 5) of electrical power line infrastructure 150 (FIG. 5); and (b) a communications 

device 643.

In various embodiments, electrical interface 641 can include a two prong or three prong 

electrical power connector. In some examples, electrical interface 641 can also include a PLC 

receiver. The PLC receiver of electrical interface 212 can be configured to receive data signals from 

communications device 616 of sensing unit 510 via electrical power line infrastructure 150. In some 

examples, electrical interface 641 can also include a PLC transmitter.

Communications device 643 can be electrically coupled to electrical interface 641 and receive the 

data signal from electrical interface 641. In some examples, communications device 643 can include 

a wireless transmitter. The wireless transmitter can transmit the data signals to computational unit 

120 via router 505 (or directly to computational unit 120). In other examples, communications 

device 643 can be coupled to router 505 and/or computational unit 120 using a wire and 

communicate the data signals over the wire. In still other examples, hub 540 can be integrated with 

or be part of computational unit 120 or router 505.

FIG. 7 illustrates a flow chart for an exemplary embodiment of a method 700 of providing an 

electrical event detection device, according to an embodiment. Method 700 is merely exemplary and 

is not limited to the embodiments presented herein. Method 700 can be employed in many different 

embodiments or examples not specifically depicted or described herein. In some embodiments, the 

activities, the procedures, and/or the processes of method 700 can be performed in the order 

presented. In other embodiments, the activities, the procedures, and/or the processes of the 

method 700 can be performed in any other suitable order. In still other embodiments, one or more 

of the activities, the procedures, and/or the processes in method 700 can be combined or skipped.

Referring to FIG. 7, method 700 includes an activity 710 of providing at least one data 

acquisition receiver. In some embodiments, the data acquisition receiver can be configured to 

receive and process one or more electrical signals from the electrical power infrastructure and 

convert the electrical signals into the first data signals. For example, the data acquisition receiver can 

be similar or identical to data acquisition receiver 211 of FIG. 2 or data acquisition receiver 611 of
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FIG. 6. In the same or different examples, activity 710 can include providing a second data 

acquisition receiver. In some examples, the first data acquisition receiver can be coupled to a first 

phase of the electrical power infrastructure of a structure and the second data acquisition receiver 

can be coupled to a second phase of the electrical power infrastructure of the structure.

Method 700 in FIG. 7 continues with an activity 715 of providing a communications device. In 

some embodiments, the communications device can include a transmitter and can be configured to 

transmit the first data signals. As an example, the communications device can be similar or identical 

to communications device 216 of FIG. 2 or communications device 616 of FIG. 6.

Subsequently, method 700 of FIG. 7 includes an activity 720 of providing a controller. As an 

example, the controller can be similar or identical to controller 215 of FIG. 2 or controller 615 of 

FIG. 6.

Next, method 700 of FIG. 7 includes an activity 725 of electrically coupling the communications 

device, the data acquisition receiver, and the controller. For example, the electrical coupling of the 

communications device, the data acquisition receiver, and the controller can be similar or identical to 

the electrical coupling of communications device 216, data acquisition receiver 211, and controller 

215 of FIG. 2 or the electrical coupling of communications device 616, data acquisition receiver 611, 

and controller 615 of FIG. 6.

Method 700 in FIG. 7 continues with an activity 730 of providing a computational unit. In 

some embodiments, the computation unit can be configured to determine a change in electrical 

states of the one or more electrical devices using the first data signals. As an example, the 

computation unit can be similar or identical to computational unit 120 of FIGs. 1 and/or 5.

In some examples, activity 730 can include providing the computation unit to include: (a) a 

communications device configured to receive the data signals from the communications device; (b) a 

training module configured to correlate one or more electrical events with one or more different 

types of electrical events; (c) an event detection module configured to determine whether the 

electrical event(s) have occurred; (d) a classification module configured to classify the type of the 

electrical event(s); and (e) a communications module configured to communicate with a user. As an 

example, the communications device, the training module, the event detection module, the 

classification module, and/or the communications module can be similar or identical to 

communications device 221, training module 223, event detection module 224, classification module 

226, and communications module 225, respectively, of FIG. 2.
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FIG. 8 illustrates a flow chart for an embodiment of a method 800 of detecting and classifying 

electrical power usage by one or more electrical devices coupled to an electrical power infrastructure, 

according to an embodiment. Method 800 is merely exemplary and is not limited to the 

embodiments presented herein. Method 800 can be employed in many different embodiments or 

examples not specifically depicted or described herein. In some embodiments, the activities, the 

procedures, and/or the processes of method 800 can be performed in the order presented. In other 

embodiments, the activities, the procedures, and/or the processes of the method 800 can be 

performed in any other suitable order. In still other embodiments, one or more of the activities, the 

procedures, and/or the processes in method 800 can be combined or skipped.

Referring to FIG. 8, method 800 includes an activity 810 of coupling a data acquisition receiver 

to an electrical power infrastructure. In some examples, the data acquisition receiver can include an 

electrical interface. The electrical interface can be configured to couple the electrical power 

infrastructure. For example, the electrical interface can be a two or three prong electrical plug, and 

the electrical plug can be coupled to an electrical wall socket of the electrical power infrastructure. 

In other examples, the data acquisition receiver can be coupled to an electrical breaker panel and/or 

utility wattmeter of a structure. In some embodiments, activity 810 can include coupling one data 

acquisition receiver to each phase of a two-phase electrical power infrastructure of a structure. In 

some examples, the data acquisition receiver and the electrical interface can be similar or identical to 

data acquisition receiver 211 and electrical interface 212, respectively, of FIG. 2. The data 

acquisition receiver can also be similar or identical to data acquisition receiver 611 of FIG. 6.

Method 800 in FIG. 8 continues with an activity 815 of capturing one or more first electrical 

signals from the electrical power infrastructure. In some examples, the electrical signal captured 

includes electrical noise, and more specifically, continuous electrical noise with the fundamental 

frequency. In various examples, the continuous electrical noise can include high-frequency 

electromagnetic interference (e.g., electrical signals in the tens to hundreds of kilohertz range). In 

many embodiments, the data acquisition receiver can capture the first electrical signals.

Subsequently, method 800 of FIG. 8 includes an activity 820 of converting the first electrical 

signals into one or more first data signals. In some examples, converting the first electrical signals 

can first include filtering the electrical signals using filter circuits and then converting the filtered 

signals into digital signals using a converter module. In various examples, a high pass filter can be 

applied to the first electrical signals to filter out, for example, the AC line frequency, harmonics of 

the AC line frequency, and/or other frequencies. Afterwards, the filtered electrical signals can be
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converted into the first data signals by feeding the filtered electrical signals into a converter module 

(e.g., an analog to digital converter), which, for example, can sample the filtered electrical signals at 1 

MHz (megahertz). In some examples, the filter circuits and the converter module can be similar or 

identical to filter circuits 213 and converter module 214 of FIG. 2 and/or filter circuits 613 and 

converter module 614 of FIG. 6.

Next, method 800 of FIG. 8 includes an activity 825 of transmitting the first data signals. In 

some embodiments, the first electrical signals can be transmitted using a transmitter. As an example, 

the transmitter can be similar or identical to communications device 216 of FIG. 2 or 

communications device 616 of FIG. 6. In some examples, the transmitter can be a wireless 

transmitter. In other examples, the first data signals can be transmitted using a wire. In still further 

examples, the first data signal can be transmitted using a combination of wired and wireless 

communications. For example, the signal can be transferred from the data acquisition receiver to a 

hub over the electrical power lines and wirelessly transmitted from the hub to the computational 

unit.

Method 800 in FIG. 8 continues with an activity 830 of receiving the first data signals. In some 

embodiments, the first electrical signals can be received using a receiver. As an example, the receiver 

can be similar or identical to a receiver of communications device 221 of FIG. 2. In some examples, 

the receiver can be a wireless receiver. In other examples, the first data signals can be received by a 

wired receiver over a wire or received using a combination of wired and wireless receivers.

Subsequently, method 800 of FIG. 8 includes an activity 835 of using the first electrical signals 

to train a processing module running on a computational module to correlate the first data signals to 

a change in the electrical state of a specific electrical device. FIG. 9 illustrates an exemplary flow 

chart of activity 835 of using the first electrical signals to train the processing module to correlate the 

first data signals to a change in the electrical state of a specific electrical device, according to an 

embodiment.

The first procedure in activity 835 of FIG. 9 is a procedure 911 of preparing the first data 

signals. In some examples, the first data signals are buffered as 2048-point vectors, and a fast- 

Fourier transforms (FFT) of the first data signals are computed to obtain the frequency domain 

signal. The 2048 points can be spread equally over a spectral width of 500 kHz, which yields a 

resolution of 244 Hz per FFT bin. The FFT vector or frequency vector is computed 244 times per 

second. In other examples, other sizes of FFT bins and numbers of point vectors can be used. In 

some embodiments, the preparation of the first data signals is performed by an event detection
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module. For example, the event detection module can be similar or identical to event detection 

module 224 of FIG. 2.

The next procedure in activity 835 of FIG. 9 is a procedure 912 of detecting an occurrence of 

one or more electrical events on the electrical power infrastructure. Most SMPS devices generate 

noise peaks that are 8 dB to 60 dB above a baseline noise floor of the first data signals. In most 

structures, the baseline noise floor can vary unpredictably between -90 dBm to -70 dBm across the 

entire spectrum. Because the variability of the baseline noise is high, the incoming frequency vector 

can be averaged over time to obtain to a stable noise floor. In some examples, a sliding window 

average with a window size of a predetermined amount (e.g., twenty-five) can be used. Using a 

window size that is too small can result in an increase in the false positives, whereas a large window 

size can increase the amount of time needed between near simultaneous events for the system to 

detect them as separate events.

In some examples, the event detection module can compute an average of the predetermined 

number of frequency vectors and stores it as the baseline noise signature in storage module 230 

(FIG. 2). FIG. 10 illustrates a graph 1000 of an example of a baseline noise signature of a structure, 

according to an embodiment.

Thereafter, a new window is calculated every predetermined number of frequency vectors, and a 

difference vector with the new baseline noise signature is computed. When an electrical device is 

actuated and new noise in the frequency domain is introduced to the power line infrastructure, the 

difference vector reflects this change. Thus, this difference vector allows segmentation of the event. 

FIG. 11 illustrates an example of a graph 1100 of a noise signature of a new device, according to an 

embodiment. FIG. 12 illustrates an example of a graph 1200 of a noise signature of the new 

electrical device after the baseline noise is removed, according to an embodiment.

In various embodiments, the event detection module can scan the difference vector to find any 

values that are greater than a predefined threshold. The event detection module can use a global 

threshold that is set once and is used in different structures. In some examples, a threshold of eight 

dB above the noise baseline can be a sufficient power threshold. Because the vectors in a window 

are averaged, if the window only partially overlaps with an event, the event detection module can 

still correctly detect it, but the difference vector will reflect a smaller magnitude. To mitigate this 

potential problem, when an event is detected, a new difference vector is calculated using the next 

window cycle. After the detection of an event, the baseline noise vector is updated appropriately so 

as to reflect the new noise floor of the electrical power infrastructure.
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In many examples, the event detection module can find amplitude or frequency components 

above the threshold using the difference vector and can fit a Gaussian function to extract the mean, 

amplitude, and variance parameters. For example, FIG. 12 shows an exemplary amplitude (A), the 

mean (μ), and variance (σ) of an electrical signal from a newly actuated device. The change in 

amplitude can be positive or negative depending on whether the device is being turned on or off. 

The noise signatures are the inverse of each other for opposite state transitions (i.e., turning on and 

turning off have inverse noise signatures).

A feature vector for the suspected event can be created by the event detection module using the 

parameters of the center frequency, which is generally the global maximum frequency component. 

Other peaks may also be present as harmonics. In many examples, the event detection module can 

apply KNN (k-nearest neighbor) (k = 1) with a Euclidean distance metric and inverse weighting to 

create the feature vector.

Subsequently, activity 835 of FIG. 9 includes a procedure 913 of associating specific electrical 

devices to specific electrical events. In some examples, a training module can perform a training or 

calibration process with a user to create this association.

If the electrical event detection system employs a fingerprinting-based approach for device 

identification, it can require a training process to learn the parameters of various devices in a 

structure. In some examples, this training is generally accomplished by having the user actuate each 

device at least once.

In other examples, another source of information for the database of electrical noise signatures 

can be cloud sourcing. A central database can be maintained that is shared among all electrical event 

detection devices. When a user labels a new appliance, it becomes part of the common repository, 

allowing future queries to use the information to identify the new electrical device. For example, a 

user can access an online database of popular consumer electronic device signatures submitted by 

other users who have gone through a calibration process.

Additionally, because the sensed EMI is an engineered signal, it may be possible to generate such 

signature databases without physically actuating a device or having physical access to it. This can be 

realized by mining information from a device’s U.S. Government FCC (Federal Communications 

Commission) compliance report and other technical datasheets, which list the frequency and raw 

magnitude in dBuV for various noise peaks that specific electrical devices emit.

For example, consumer electronic devices are required to pass certain certifications at, for

example, the FCC, which ensures that the EMI they generate are within certain predefined limits.
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The outcome of the certification is a publicly available document that describes the electrical 

specifications and noise characteristics of the equipment. Information can be extracted from the 

publically available documents that can be used to build a database that contains the expected 

resonant frequencies for various appliances. Other sources for this information can be derived from 

mining the datasheets of the internal integrated circuits and oscillators found in consumer electronic 

devices.

Referring back to FIG. 2, computational unit 120 (FIG. 1) can store the results of the 

association or calibration process in storage module 230 (FIG. 2). This information can be later 

used to associate one or more noise signatures with specific electrical events.

In the same or different embodiments, storage module 230 can include a database of electrical 

noise signatures of electrical devices. In some examples, the electrical noise signatures of the 

electrical devices can be provided by a third party (e.g., the manufacturer of electrical event detection 

devices 100 (FIG. 1) and/or 500 (FIG. 5)).

In the same or different embodiments, the calibration process can involve a labeling process 

where a user of electrical event detection device 100 helps relate an electrical device to specific 

electrical events. In some embodiments, the training sequence involves a user of electrical event 

detection device 100 turning on and turning off each of the electrical devices (or at least turning on 

and turning off the electrical devices using SMPS in the home or other structure) while training 

module 223 is operating and recording electrical events on electrical power line infrastructure 150.

To identify electrical events, training module 223 (or event detection module 224) can apply a 

sliding window step detector, which continuously looks for changes in magnitude of the segmented 

data. Training module 223 (or event detection module 224) can trigger a step detector when it 

encounters a monotonically increasing or decreasing signal with a rate of change that is greater than 

a learned or predetermined threshold.

In some examples, the learned threshold is set to an arbitrarily large number and is decreased in 

small steps. For each step, training module 223 (or event detection module 224) can segment a 

random subset of events that occur in isolation. If the correct number of events is calculated, the 

threshold is accepted. If not, the threshold is decreased, and the process is repeated. For example, 

if the subset contains four events, there should be four step increases and four step decreases 

segmented. Training module 223 (or event detection module 224) can monotonically decrease the 

detection threshold until this pattern is seen. In this way, the learned threshold is set with minimal
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supervision or human involvement. In other embodiments, training module 223 can set the 

threshold amount to a predetermined amount (e.g., eight dB).

After cycling the power on each of the electrical devices, the user can label each electrical event 

detected by training module 223 using communications module 225. For example, if the user: (1) 

turns on and turns off a television; and (2) turns on and turns off each of four lights with fluorescent 

light bulbs in a room, the first two electrical events detected by electrical event detection device 100 

can be labeled as the television being turned on and off, and the next eight electrical events can be 

labeled as turning on and turning off each of the lights. Similarly, a user can cycle on and off the 

electrical power to all electrical devices in the house or building and perform a similar labeling 

procedure.

In other examples, communications module 225 can include a portion that can run on a mobile 

electrical device (e.g., an iPhone® or iPad® device by Apple Computers, Inc. of Cupertino, 

California) that allows a user to mark with a timestamp when a specific electrical event occurred. In 

these examples, a user can cycle on and off the mobile electrical power on all electrical devices in the 

structure while carrying the electrical device running the part of communications module 225. The 

user can use communications module 225 to mark when an electrical event occurs. For example, 

while training module 223 is operating and recording electrical events, the user can turn on a laptop 

computer and press a button on the electrical device that causes the electrical device to record the 

description of the electrical event and the time that the event occurred.

Training module 223 can correlate the data recorded by the mobile electrical device and electrical 

signals recorded by data acquisition receiver 211. In some examples, the mobile electrical device can 

relay the data immediately (e.g., in real time) to computational unit 120, and in other examples, the 

data can be communicated to computational unit 120 after the training process is complete (e.g., in 

batch mode).

In still further examples, a user can cycle on and off the electrical power to all electrical devices 

in the structure, and training module 223 can access electrical noise signatures of electrical devices 

stored in storage module 230 (or an online database) and automatically associate electrical events 

with the electrical noise signatures of specific electrical devices. In various embodiments, the user 

can input information about the electrical devices in the building (e.g., the manufacturer, the module 

number, and/or serial number) to help training module 223 associate electrical events with electrical 

noise signatures of the electrical devices in the structure. That is, training module 223 can compare 

the electrical noise signals detected by data acquisition receiver 211 (FIG. 2) with stored electrical
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noise signatures of the electrical devices in the building to associate the electrical events with specific 

electrical devices.

In various embodiments, instead of undertaking a training sequence, training module 223 or 

classification module 226 can access the database of electrical noise signatures when a new electrical 

device is actuated for the first time when electrical event detection device 100 is running. In this 

case, the electrical noise signature of the new electrical device can be compared against the electrical 

noise signatures database to find a matching signature.

In the same or different examples, if an electrical event cannot be identified using the electrical 

noise signatures database, the electrical event can be manually labeled. In some examples, training 

module 223 can classify an electrical device into a device category (e.g., television), and the user can 

provide the exact label (e.g., a Sony KDL-40V TV). If the user has a large number of such electrical 

devices, the user can switch on and off the electrical devices, and electrical event detection device 

100 can generate a list with category labels that can be updated with information that is more 

accurate. After completing the association of specific electrical devices to specific noise signatures 

as part of procedure 911 in FIG. 9, activity 835 of FIG. 9 is complete.

Referring again to FIG. 8, method 800 continues with an activity 840 of capturing second 

electrical signals from the electrical power infrastructure. Activity 840 can be similar or identical to 

activity 815.

Method 800 in FIG. 8 continues with an activity 845 of converting the second electrical signals 

into second data signals. Activity 845 can be similar or identical to activity 820.

Subsequently, method 800 of FIG. 8 includes an activity 850 of transmitting the second data 

signals. Activity 850 can be similar or identical to activity 825.

Next, method 800 of FIG. 8 includes an activity 855 of receiving the second data signals. 

Activity 855 can be similar or identical to activity 830.

Method 800 in FIG. 8 continues with an activity 860 of detecting occurrences of one or more 

electrical events on the electrical power infrastructure. Activity 860 can be similar or identical to 

procedure 912 of FIG. 9. In this activity, an event detection module can locate peaks in the 

electrical signals that are above the predetermined threshold.

Subsequently, method 800 of FIG. 8 includes an activity 865 of associating the one or more 

electrical events with a change in electrical state of at least one electrical device of the one or more 

electrical devices. In some examples, the change in the electrical state of the electrical device can be
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from one of: (a) a complete power-off state (or a standby power state) to a power-on state; or (b) a 

power-on state to a complete power-off state (or standby power state).

In the same or different embodiments, the electrical events can be a change from a first state 

providing a first electrical power to the electrical device to a second state providing a second 

electrical power to the electrical device. In this example, the first electrical power is different from 

the second electrical power. In some embodiments, the first electrical power and the second 

electrical power are not power-off states.

Event detection module 224 (FIG. 2) can find peaks above the threshold using the difference 

vector and fits a Gaussian function to extract the mean, amplitude and variance parameters. Feature 

vectors are generated for each segmented event and then can be used to build a KNN model. The 

KNN model can be used to automatically determine the source of the electrical events. Event 

detection module 224 (FIG. 2) can apply KNN (k = 1) of a Euclidean distance metric and inverse 

weighting.

In the same or different examples, after event detection module 224 (FIG. 2) locates a peak in 

the electrical signal from data acquisition receiver 211 (FIG. 2), event detection module 224 can 

extract three features from the signal: (1) the relative magnitude of the step change; (2) the slope of 

the change-in-flow; and (3) the rise or fall time of the unknown event. These three features can be 

useful in disambiguating electrical devices.

Event detection module 224 (FIG. 2) can use the information gathered about the electrical event 

to associate it with a specific electrical device. For example, event detection module 224 (FIG. 2) 

can compare the signature of the electrical event to the signatures saved from the training process to 

determine which electrical device caused the event and the type of event.

Next, method 800 of FIG. 8 includes an activity 870 of displaying information about the one or 

more electrical events to a user. In some examples, communications module 225 (FIG. 2) can 

display information about the one or more electrical events to the user. The information can be 

displayed in a variety of forms. In some embodiments, the electrical state of two or more electrical 

devices in the structure for a specific time period can be presented to the user in chart form. In 

some embodiments, information about the one or more electrical events can be displayed in real

time. After activity 870, activities 840, 845, 850, 855, 860, 865, and 870 can be repeated each time a 

new electrical event occurs to identify the electrical event. Using these activities, a system can detect 

and classify electrical power usage by one or more electrical devices.
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The results of testing of an exemplary embodiment of electrical event detection device 100 are 

presented herein. As will be described below in detail, the result of testing an exemplary 

embodiment of electrical event detection device 100 (FIG. 1) had a mean classification accuracy of 

93.82% when identifying and classifying continuous noise electrical events at an individual electrical 

device level (e.g., a particular television, laptop computer, or CFL lamp).

The exemplary embodiment of electrical event detection device 100 was tested on a 120V, 60 

Hz electrical infrastructure. However, electrical event detection device 100 (FIG. 1) can easily be 

applied to an electrical infrastructure utilizing different frequency and voltage rating with minor 

changes to the hardware and to the software. For structures that have split phase wiring (i.e., two 

120 V branches that are 180-degrees out of phase), in some examples, the crosstalk between the two 

phases allows electrical event detection device 100 (FIG. 1) to continue to monitor at a single 

location and capture events on both phases.

Applications were conducted in seven different structures using an exemplary embodiment of 

electrical event detection device 100 (FIG. 1). Data was collected from one structure for a longer 

period of time (i.e., six months) and from multiple other buildings for a shorter period. This 

approach showed the general applicability of electrical event detection device 100 (FIG. 1) to a 

diverse set of structures as well as the long-term temporal stability of electrical event detection 

device 100 (FIG. 1). FIG. 13 illustrates a table 1300 of demographic data for the structures used in 

the exemplary deployment of an exemplary embodiment of electrical event detection device 100, 

according to an embodiment.

For each structure, an available electrical outlet with two electrical sockets was picked at random. 

An exemplary sensing unit 110 was plugged into one electrical outlet 151 and the other electrical 

outlet used to power computational unit 120 (FIG. 1). Computational unit 120 (FIG. 1) generates 

EMI noise, but this EMI noise is subtracted out as part of the baseline noise. After the installation, 

notes were made of every electrical device in the structure that incorporated a switching power 

supply. This list included incandescent lights that were driven by a dimmer switch in addition to any 

light fixtures with CFL bulbs. For dimmers, events were only collected at 0% and 100% dim levels, 

because of the challenge of accurately and repeatedly setting intermediate dim levels. More analysis 

on dimmers is presented later. The collected labels were then fed into ground truth labeling 

software.

The electrical devices in the structures were tested in two phases. In the first phase, each

appliance was actuated on and off five to six times individually to ensure that an isolated signature
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for each appliance was captured. Every time the electrical event detection system detected an event 

(i.e., when the electrical device was turned on), the features were automatically extracted and sent to 

the ground truth labeling software’s queue. As events were being captured, those events were 

labeled using the ground truth labeling software. This process was carried out for all of the electrical 

devices in the structure.

For the second phase of data collection in each structure, the goal was to collect data under a 

naturalistic setting where overlapping and simultaneous events could occur. To create the more 

naturalistic setting, the owners of the structure were asked to perform certain activities, such as 

watch TV, prepare a meal, etc., while random appliances and/or logical groups of appliances were 

actuated. For example, a DVD player, digital cable box, and a gaming console were turned on, and 

then a TV was turned on to simulate a TV watching experience through a universal remote.

In addition to the electrical devices already found in each of the test structures, data was 

collected from the same laptop power adaptor, the same two CFL, and the same camera charger in 

each of the structures. To simulate a naturalistic use of each device, these electrical devices were 

moved around in the structures and plugged into any available outlet. This allowed analysis of the 

stability of these noise signatures across different structures to be performed.

The data collected by the ground truth labeling software was time stamped, labeled, and stored 

in an XML (extended markup language) database. Since more features than required were collected 

by these tests, the XML database allows easy filtering and parsing of the data to generate output data 

in a format that can be directly imported and processed.

To test the temporal stability and long-term feasibility of the electrical event detection device, 

the exemplary embodiment of the electrical event detection device was deployed at one of the 

structures for over six months. Events were collected and labeled throughout this entire period 

manually using a slight variant of the ground truth-labeling tool that was used in other structures. 

Every time an event was detected, the logging tool would put the extracted features in a queue and 

generate an audible beep. The structure occupants were instructed to label the events with the 

electrical appliance they actuated using the labeling tool.

The labeling tool was designed to have a highly streamlined interface, requiring only the 

selection of device labels from an onscreen selection list. If the user did not label an event in the 

queue for more than six minutes, it was labeled as unknown and purged from the queue. This 

feature allowed the occupants to handle any erroneously detected events and ignore events when the 

occupants were unable to attend to the labeling tool promptly. Though a convenient feature, this
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feature also meant that labels were lost on actual events that the occupant missed or decided to 

ignore. However, the intent of this application was to gather as many ground truth labels as possible 

for an extended period of time.

A total of 2,576 electrical events were collected from the seven structures. The largest number 

of events came from lighting, which tended to be either CFL- or dimmer-based. Most of the other 

detectable devices were common consumer electronic devices, such as LCD (liquid crystal display) 

or LED (light emitting diode) televisions, gaming consoles, personal computers, power adaptors, 

etc.

Appliances such as dryers and electric stoves did not appear to generate events in some of the 

test structures. Generally, such devices are large resistive loads and hence do not emit any high- 

frequency noise. Continuous noise events were observed from a washer in home H7 because only 

home H7 had a modern Energy Star compliant high efficiency washer that generated continuous 

noise. The continuous electrical noise was from its electronically controlled DC (direct current) 

motor powered through a SMPS. In addition, for most large appliances, the use of a SMPS is 

considered negligible compared to the overall power consumption for the appliance.

To determine the performance of classifying the actuation of electrical devices in a structure, the 

classification method was evaluated using two different procedures. In the first procedure, the 

performance of our KNN-based classifier was evaluated using a 10-fold cross validation for each 

structure. In the second evaluation, a minimal training set (a single training example for each device 

of interest) was used in order to simulate a more practical and real-world situation. FIG. 14 

illustrates a table 1400 showing the performance of an exemplary electrical event detection system 

during an exemplary deployment, according to an embodiment. Using 10-fold cross validation, an 

overall average accuracy of 91.75% was observed.

Upon analyzing the confusion matrices for each of the structures, it was found that for both H5 

and H6, there was confusion between some of the lighting devices. FIG. 15 illustrates a confusion 

matrix table 1500 showing the performance of an exemplary electrical event detection system during 

an exemplary deployment, according to an embodiment. From the data, it was observed that the 

processing module correctly identified similar light fixtures (i.e., the same model and brand) that 

were located in different rooms. However, homes H5 and H6 had rooms where the same models of 

fluorescent light fixtures were installed spatially near each other (1-2 feet apart), which produced 

very similar noise signatures. Thus, these particular lights did not have sufficient differences nor 

were they far apart enough along the power line infrastructure to differentiate between those lights.
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Use of hardware with a higher frequency resolution may partially alleviate this problem. Also, 

for some applications, logically combining or clustering the lighting that are spatially co-located 

might be acceptable. Using this latter approach, the performance of an exemplary electrical event 

detection system during an exemplary deployment after clustering the same model of lights or 

devices that are 1-2 feet apart from each other as a single event was improved. This approach yields 

an increase in classification accuracy for H5 (92.4%) and H6 (91.8%), for an average overall accuracy 

of 93.82%.

The lower accuracy of home H2 was due to confusion between two devices of the same brand 

that were on the opposite phase of the installation point of electrical event detection device 100. 

Part of the second floor in home H2 exhibited very weak coupling between the electrical phases, 

which required us to plug in electrical event detection device 100 in that phase and thus causing 

some of the signatures to look very similar. This problem can be addressed by, for example, using 

two different electrical event detection devices 100 with one on each of the two phases, or installing 

a single electrical event detection device 100 at a split-phase 240 V outlet.

Because N-fold cross validation is generally optimistic and is not a true measure of the expected 

classification performance for a real world system, a follow-up analysis was performed using a 

minimal training set, i.e., a single event signature for each device to model and then apply it to a test 

set. For example, an owner of a structure would likely be only willing to provide a few training 

events for each appliance. FIG. 16 illustrates another table 1600 summarizing the classification 

accuracies when using a minimal training data set of an exemplary electrical event detection system 

during an exemplary deployment, according to an embodiment. Using this validation approach, an 

accuracy was found to be 89.25%

Because no two structures have the exact same electrical infrastructure and can have drastically 

different baseline noise present on the power line, the portability of noise signatures across 

structures was also examined.

Two applications were implemented that together suggest that a learned signal for an electrical 

device in one structure can be used to classify a similar electrical device in another structure. In the 

first application, the EMI signal of a device was shown to be independent of the structure in which 

it is used. Accordingly, the signal is intrinsic to the electrical device’s functioning. Second, the EMI 

signal was shown to be consistent to within the variance limits for multiple, but similar devices. 

That is, the EMI signals from the same brand and model of devices are substantially similar.
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The first application involved collecting data each of the four preselected devices in each of the 

seven structures. This application showed the signal portability through classification results across 

structures. The average accuracy of the ten trials for a 10-fold cross validation test was 96.87%. For 

three of the four devices, the classification accuracy was 100%. This result strongly suggests that 

these devices generated similar signals. Only one device, the laptop power adapter, performed 

poorly. FIG. 17 illustrates a table 1700 of the performance of four electrical device used across 

different structures using a 10-fold validation classification, according to an embodiment.

The laptop power adaptor was harder to identify because the specific extracted feature vector 

for this device in home H6 looked slightly different from the other structures. However, upon 

closer inspection, the noise generated by the laptop power adaptor had a harmonic peak that was 

very close in amplitude to the center frequency. This marginal difference caused the processing 

module to assign the first harmonic as the center frequency in H6, and thus extracting a different 

feature vector. A simple approach to alleviate this problem is by employing a classification module 

that classifies an event only if the distance between the event feature vector and the nearest neighbor 

in KNN is greater than a certain threshold. If not, the classification module can build a new feature 

vector from the next strongest peak. Using this new method, classification accuracy for the laptop 

was 100%.

In the second application, data was collected for eight 20-inch Dell® LCD monitors that were 

of the same model. This LCD model was also coincidently found in homes H5 and H7. The EMI 

signature for one of monitors was swapped for the EMI signature of the other nine monitors 

obtained from a different structure or other building. For example, the processing module was 

trained using the signature from home H7 and tested in home H5. This test ensured that if the 

signatures for any of the LCD monitors were different it would be misclassified as another device. 

All of the tests yielded 100% accuracy, suggesting that similar make and model devices produce 

similar signatures.

Moreover, for any signature or fingerprint-based classification system, temporal stability is 

important. The classification module should perform well for months (or ideally, years) without 

requiring frequent re-training, which necessitates that the underlying features remain stable over 

time.

To show the stability of the noise signatures over time, electrical devices were chosen from our 

long-term deployment dataset, that met two criteria: (1) the devices were fixed in their location 

during the duration of the deployment, and (2) the devices were not altered in any way (e.g., light
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bulbs were not replaced). For these devices, randomly selected EMI signature vectors spread over 

the period of the 6-month evaluation were extracted.

FIG. 18 illustrates a graph 1800 shows the temporal stability or variation of the signatures over 

time for four randomly chosen devices by visualizing the feature vectors in the feature space, 

according to an embodiment. It was observed that the long-term temporal variation was similar to 

what was observed in the short-term temporal variation in these electrical devices and that none of 

the clusters overlapped.

To better understand how temporal variation effects the classification accuracy over time, test 

sets were generated for each electrical device consisting of all events that happened more than one 

week prior to the last day of the deployment, and a training set was generated to consist of electrical 

events from all electrical devices that happened in the last week. This setup ensured that, if the 

continuous noise signatures in the test set deviated more than the distance between the electrical 

device clusters, the processing module would see misclassifications. The tests showed a 100% 

accuracy using a KNN classifier, which indicates that the electrical devices are largely stable over a 

long period of time. It is important to note that this long-term application was straddling the 

summer and winter seasons.

Having a number of similar devices is a common occurrence in a structure, such as having 

multiple TVs or, more commonly, lights that all use the same brand CFL bulbs. This multiple 

identical devices can cause problems, especially if similar devices cannot be grouped into a single 

combined group. For example, grouping two ceiling lights in a bedroom may be acceptable, but 

grouping lights that are in different rooms or floors may not be.

The component tolerances in components that make up the switching circuitry of electrical 

devices usually introduce enough variability in switching frequency such that the mean of the 

Gaussian fit observed on the power line infrastructure are also shifted. FIG. 19 illustrates a graph 

1900 of the spectrum observed by electrical event detection system showing the spectra of the noise 

generated by four CFL lamps of the same model that were purchased as a pack of four, according to 

an embodiment. Using lights purchased as a pack ensures that the lights came from the same 

manufacturing batch. Note that the spectra do not overlap even among the same batch of CFLs.

The electrical event detection system is able to discern these features only when observed in 

isolation, i.e., a line isolation transformer was used to create a noise free power line for this particular 

application. With higher ADC resolution and a larger FFT, this shortcoming can be overcome. 

Thus, increased resolution may give us better differentiability.
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As the conducted EMI travels through the power line, it is affected in several ways, but most 

prominently, the electrical signal is attenuated as a function of the line inductance between the 

source of noise and the point of sensing. Thus, two identical devices generating identical EMI may 

look different at the sensing source depending on where the devices are attached along the power 

line, which was observed in the in-structure applications.

To confirm this, an electrical device was plugged in two different locations in a structure and 

logged the raw spectrum data as sensed by the electrical event detection system. FIG. 20 illustrates a 

graph 2000 of a spectrum of a portion of the data from a test of an electrical device that was plugged 

in two different locations, according to an embodiment. The consistency of the mean or location of 

the peak along with its associated Gaussian parameters extracted from the shape allowed correct 

identification of a mobile appliance, such as a laptop adapter, despite changes in the amplitude of 

observed features. In addition, within a structure, similar devices located in various parts of the 

structure can be differentiated by observing the characteristic shape of the electrical device's EMI 

spectrum. This result suggests that the number of fixed devices present in the structure (i.e., the 

number of CFL lights in the house or the number of a particular type of TV) can be determined.

The probability of two different types of devices having the same Gaussian fit mean and 

variance is very small. At most, the probability can be 1/(FFT Size), which is the probability of two 

electrical devices having the same mean frequency. With 2,048 as our FFT size, this probability is 

0.05%. In practice, because the location and the parameters of a fitted Gaussian are used, the true 

probability is likely much lower.

Unlike SMPS based devices, dimmers generate a wide band signal from their internal triac 

switches. The electrical event detection system can be designed to use a Gaussian fit in the feature 

extraction phase. Thus, the broadband noise emitted by a dimmer is modeled with a Gaussian 

distribution, even though a band-limited uniform distribution would be more appropriate. It was 

found that for dimmer controlled devices, Gaussian fits with a large variance were observed. FIG. 

21 illustrates a graph 2100 of the EMI signal generated by a dimmer at various dim levels, according 

to an embodiment.

The difference in the noise signature generated at various dimmer levels allows electrical event 

detection device 100 (FIG. 1) to identify a dimmer as well as infer the dimmer level. Because it is 

not possible to train at different levels, a model for the noise characteristic can be built, and how the 

noise characteristics affected by the dimmer level or conduction angle of the triac can be 

determined.
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The performance and robustness of a classification module is only as good as the features being 

used, so it can be desirable to explore and extract more advanced features from the underlying 

signals. Multiple other potentially useful features that could be used by the classification module 

exist. For example, several devices produce a characteristic EMI pattern that lasts for a short time 

when they are switched on. That is, these electrical devices produce narrow band transient EMI 

while the SMPS is starting up. These transients are at lower frequency. FIG. 22 illustrates a graph 

2200, which shows a short burst of EMI that exemplary CFL lamps produce when first powered up. 

The short burst comes from the ignition circuitry in a CFL, which is required to warm the lamp up 

for operation. Similarly, other devices such as modern TVs and DVD players that have multiple 

power supplies and supporting electronics also produce start up noise signatures that can provide 

additional information for determining the category of the electrical devices. In another example, 

the modulation of the SMPS to control backlighting, which can be used to infer channel changes 

and the content appearing on the television.

In some examples of electrical event detection device 100 (FIG. 1), computational unit 120 

(FIG. 1) assumes that the mean or location of EMI peaks does not change when the device is 

operational. This assumption may not be true for certain types of devices. For example, in a 

particular brand of LCD TVs, the switching frequency of its power supply is a function of the 

screen brightness. Thus, for this brand of LCD TV, the mean of EMI peaks shifts as the content on 

the screen changes. In some examples, computational unit 120 (FIG. 1) can lock onto the time 

varying noise peak and extract temporal features or templates from this data.

Additionally, certain motor-based devices such as a washing machine or a dishwasher generate 

low frequency periodic noise patterns in their motor controllers, which could be used to identify the 

device and its state. For example, in home H7, it was observed that the washing machine in its wash 

cycle produced intermittent noise at roughly 0.1 Hz in contrast to constant noise while in its spin 

cycle. Such features can be used by the computational module to build a finite state machine or a 

statistical model for more detailed classification.

Various examples of the electrical event detection device can detect near simultaneous events, 

i.e., events as close as 102 milliseconds (ms). That is, two events that occur more than 102 ms apart 

can successfully be detected as separate events by various examples of the electrical event detection 

device using one particular sampling frequency and averaging window size. If simultaneous events 

happen in shorter than 102 ms duration when using these various examples of the electrical event 

detection device, the separate electrical events are detected as a single event, and the features
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extracted are a collection of features from multiple devices. Thus, the underlying features remain 

intact, but are reported as one event. The computational module can use a different classification 

approach to separate out these compounded features and identify individual devices.

FIG. 23 illustrates an exemplary embodiment of a computer system 2300 that is suitable for 

implementing an embodiment of at least a portion of electrical event detection device 100 (FIG. 1). 

Computational unit 120 (FIG. 1) can include one or more of computer system 2300. Computer 

system 2300 includes a chassis 2302 containing one or more circuit boards (not shown), a USB 

(universal serial bus) port 2312, a Compact Disc Read-Only Memory (CD-ROM) and/or Digital 

Video Disc (DVD) drive 2316, and a hard drive 2314. A representative block diagram of the 

elements included on the circuit boards inside chassis 2302 is shown in FIG. 24. A central 

processing unit (CPU) 2410 in FIG. 24 is coupled to a system bus 2414 in FIG. 24. In various 

embodiments, the architecture of CPU 2410 can be compliant with any of a variety of commercially 

distributed architecture families.

System bus 2414 also is coupled to memory 2408 that includes both read only memory (ROM) 

and random access memory (RAM). Non-volatile portions of memory 2408 or the ROM can be 

encoded with a boot code sequence suitable for restoring computer system 2300 (FIG. 23) to a 

functional state after a system reset. In addition, memory 2408 can include microcode such as a 

Basic Input-Output System (BIOS). In some examples, storage module 230 (FIG. 2) can include 

memory 2408, USB (universal serial bus) port 2312, hard drive 2314, and/or CD-ROM or DVD 

drive 2316.

In the depicted embodiment of FIG. 24, various 1/O devices such as a disk controller 2404, a 

graphics adapter 2424, a video controller 2402, a keyboard adapter 2426, a mouse adapter 2406, a 

network adapter 2420, and one or more other 1/O device adapters 2422 can be coupled to system 

bus 2414. Keyboard adapter 2426, disk controller 2404, and mouse adapter 2406 are coupled to a 

keyboard 2304 (FIGs. 23 and 24), USB port 2312 (FIGs. 23 and 24), and a mouse 2310 (FIGs. 23 

and 24), respectively, of computer system 2300 (FIG. 23). While graphics adapter 2424 and video 

controller 2402 are indicated as distinct units in FIG. 24, video controller 2402 can be integrated 

into graphics adapter 2424, or vice versa, in other embodiments. Video controller 2402 is suitable 

for refreshing a monitor 2306 (FIGs. 23 and 24) to display images on a screen 2308 (FIG. 23) of 

computer system 2300 (FIG. 23). Disk controller 2404 can control hard drive 2314 (FIGs. 23 and 

24), and CD-ROM or DVD drive 2316 (FIGs. 23 and 24). In other embodiments, distinct units can 

be used to control each of these devices separately.
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Although many other components of computer system 2300 (FIG. 23) are not shown, such 

components and their interconnection are well known to those of ordinary skill in the art. 

Accordingly, further details concerning the construction and composition of computer system 2300 

and the circuit boards inside chassis 2302 (FIG. 23) need not be discussed herein.

When computer system 2300 in FIG. 23 is running, program instructions stored on a USB 

device in USB port 2312, on a CD-ROM or DVD in CD-ROM and/or DVD drive 2316, on hard 

drive 2314, or in memory 2408 (FIG. 24) are executed by CPU 2410 (FIG. 24). A portion of the 

program instructions, stored on these devices, can be suitable for carrying out methods 800 of FIG. 

8.

Although the invention has been described with reference to specific embodiments, it will be 

understood by those skilled in the art that various changes may be made without departing from the 

spirit or scope of the invention. Accordingly, the disclosure of embodiments of the invention is 

intended to be illustrative of the scope of the invention and is not intended to be limiting. It is 

intended that the scope of the invention shall be limited only to the extent required by the appended 

claims. For example, to one of ordinary skill in the art, it will be readily apparent that activities 710, 

715, 720, 725, and 730 of FIG. 7, activities 810, 815, 820, 825, 830, 835, 840, 845, 850, 855, 860, 865, 

and 870 of FIG. 8, and procedures 911-913 of FIG. 9 may be comprised of many different activities, 

procedures and be performed by many different modules, in many different orders, that any element 

of FIGs. 1-2 and 4-6 may be modified and that the foregoing discussion of certain of these 

embodiments does not necessarily represent a complete description of all possible embodiments.

All elements claimed in any particular claim are essential to the embodiment claimed in that 

particular claim. Consequently, replacement of one or more claimed elements constitutes 

reconstruction and not repair. Additionally, benefits, other advantages, and solutions to problems 

have been described with regard to specific embodiments. The benefits, advantages, solutions to 

problems, and any element or elements that may cause any benefit, advantage, or solution to occur 

or become more pronounced, however, are not to be construed as critical, required, or essential 

features or elements of any or all of the claims, unless such benefits, advantages, solutions, or 

elements are stated in such claim.

Moreover, embodiments and limitations disclosed herein are not dedicated to the public under 

the doctrine of dedication if the embodiments and/or limitations: (1) are not expressly claimed in 

the claims; and (2) are or are potentially equivalents of express elements and/or limitations in the 

claims under the doctrine of equivalents.
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CLAIMS:

1. An apparatus configured to detect an electrical state of one or more electrical devices, 

the one or more electrical devices coupled to an electrical power infrastructure and generate 

high-frequency electrical noise on the electrical power infrastructure, the apparatus 

comprising:

a processing module configured to run on a processor of a computational unit; and

a sensing device configured to be coupled to an electrical outlet, the sensing device 

comprising:

a data acquisition receiver configured to receive the high-frequency electrical 

noise via the electrical outlet and convert the high-frequency electrical noise into one 

or more first data signals when the sensing device is coupled to the electrical outlet, 

wherein:

the electrical outlet is electrically coupled to the electrical power infrastructure;

the sensing device is in communication with the computational unit;

the processing module is further configured to identify the electrical state of the one or 

more electrical devices at least in part using the one or more first data signals;

the high-frequency electrical noise comprises substantially continuous electrical noise 

on the electrical power infrastructure in a ten kilohertz to three megahertz range; and

the substantially continuous electrical noise comprises (a) first electrical noise that is 

identifiable on the electrical power infrastructure for a first length of time that is greater than 

one alternating current electrical cycle, or (b) second electrical noise that is identifiable on the 

electrical power infrastructure for a second length of time that is less than one alternating 

current electrical cycle but the second electrical noise are repeated in three or more alternating 

current electrical cycles.

2. The apparatus of claim 1, wherein:

the processing module is further configured to determine electrical power consumed by 

the one or more electrical devices at least in part using the one or more first data signals.

3. The apparatus of claim 1 or 2, wherein:

the high-frequency electrical noise are generated by one or more switch mode power 

supplies; and

the one or more electrical devices comprise the one or more switch mode power supplies.
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4. The apparatus of claim 1, 2, or 3, wherein:

the data acquisition receiver comprises:

an analog-to-digital converter; and

a filter configured to pass the high-frequency electrical noise.

5. The apparatus of claim 1, 2, 3, or 4, wherein:

the processing module is configured to identify when a first one of the one or more 

electrical devices is turned on or turned off by using at least in part the one or more first data 

signals.

6. The apparatus of claim 1, 2, 3, 4, or 5, wherein:

the processing module is further configured to determine a baseline noise signature of 

the one or more first data signals;

the processing module is further configured to determine one or more amplitude or 

frequency components in the one or more first data signals that are a predetermined threshold 

amount above the baseline noise signature of the one or more first data signals; and

the processing module is further configured to associate at least one electrical device 

with the one or more amplitude or frequency components in the one or more first data signals.

7. The apparatus of claim 1, 2, 3, 4, 5, or 6, wherein:

the processing module is further configured to identify the electrical state of the one or 

more electrical devices using the one or more first data signals and data from at least one of:

a first database from a regulatory agency;

a second database, the second database is storing data regarding previously observed 

data signals;

one or more labels of the one or more electrical devices; or

user identification of the one or more electrical devices.

8. The apparatus of claim 1, 2, 3, 4, 5, 6, or 7, wherein:

the processing module comprises:

an event detection module configured to use the one or more first data signals

to determine whether one or more electrical events have occurred;
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a classification module configured to determine the electrical state of the one 

or more electrical devices using the one or more electrical events; and

a training module configured to correlate a first type of event with a first event 

of the one or more electrical events and a second type of event with a second event of 

the one or more electrical events.

9. The apparatus of claim 1, 2, 3, 4, 5, 6, 7, or 8, wherein:

the substantially continuous electrical noise comprises high frequency signals that are 

cyclostationary with respect to an alternating current electrical cycle of the electrical power 

infrastructure.

10. The apparatus of claim 1, 2, 3, 4, 5, 6, 7, or 8, wherein:

the substantially continuous electrical noise comprises high frequency signals that are 

generated by at least one oscillator contained within at least one of the one or more electrical 

devices.

11. A method of detecting and classifying electrical power usage by one or more 

electrical devices, the one or more electrical devices are coupled to an electrical power line, 

the method comprising:

capturing two or more electrical signals on the electrical power line, the two or more 

electrical signals comprise substantially continuous electrical noise;

converting the substantially continuous electrical noise in the two or more electrical 

signals into one or more first data signals;

wirelessly transmitting the one or more first data signals to a computational unit;

before detecting an occurrence of one or more electrical events, wirelessly receiving the 

one or more first data signals at the computational unit;

detecting the occurrence of the one or more electrical events on the electrical power line 

using at least in part the substantially continuous electrical noise in the two or more electrical 

signals; and

associating the one or more electrical events with a change in an electrical state of at least 

one device of the one or more electrical devices,

wherein:
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the substantially continuous electrical noise in the two or more electrical signals

comprises electrical signals that are identifiable on the electrical power line for a length of

time greater than approximately one second.

12. The method of claim 11, wherein:

the substantially continuous noise in the two or more electrical signals comprises high- 

frequency electromagnetic interference in a range of approximately thirty kilohertz to 

approximately three megahertz.

13. The method of claim 11 or 12, wherein:

associating the one or more electrical events with the change in the electrical state 

comprises:

associating the one or more electrical events with the change in the electrical 

state of the at least one device of the one or more electrical devices from one of: 

a power-off state to a power-on state; or 

a power-on state to a power-off state.

14. The method of claim 11, 12, or 13, wherein:

associating the one or more electrical events with the change in the electrical state 

comprises:

associating the one or more electrical events with the change in the electrical 

state of the at least one device of the one or more electrical devices from a first state 

providing a first electrical power to the at least one device of the one or more electrical 

devices to a second state providing a second electrical power to the at least one device 

of the one or more electrical devices;

the first electrical power is different from the second electrical power; and

the first electrical power and the second electrical power are not a power-off state.

15. The method of claim 11, 12, 13, or 14, further comprising:

after capturing the two or more electrical signals and before detecting the occurrence of

the one or more electrical events, using the substantially continuous electrical noise in the two

or more electrical signals to train a computational unit to associate the one or more electrical

events with the electrical power usage by the at least one device of the one or more electrical

devices.
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16. The method of claim 11, 12, 13, 14, or 15, further comprising: 

coupling a sensing device to a wall outlet of a structure;

wherein:

the wall outlet is coupled to the electrical power line; and

capturing the two or more electrical signals comprises:

capturing the two or more electrical signals using the sensing device coupled to the 

wall outlet of the structure.

17. An electrical event detection device configured to detect two or more electrical events 

in a power line infrastructure of a structure, the electrical event detection device comprising:

a receiving module configured to receive and process one or more electrical signals, 

the one or more electrical signals comprise a high-frequency component, the receiving 

module comprising:

an electrical interface configured to couple to the power line infrastructure;

one or more filter circuits coupled to the electrical interface and configured to 

pass one or more portions of the one or more electrical signals; and

a converter module coupled to an output of the one or more filter circuits and 

configured to convert the one or more portions of the one or more electrical signals 

into one or more data signals, the one or more data signals comprise information 

regarding the high-frequency component of the one or more electrical signals; and 

a processing module configured to run on a processor, the processing module 

comprising:

an event detection module configured to use the information regarding the 

high-frequency component of the one or more electrical signals to determine whether 

the two or more electrical events have occurred;

a classification module configured to classify the two or more electrical events; 

and

a training module configured to correlate a first type of event with a first event 

of the two or more electrical events and to correlate a second type of event with a 

second event of the two or more electrical events,

wherein:

the two or more electrical events comprise a turning on of one or more electrical

devices coupled to the power line infrastructure of the structure and also comprise a turning
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off of the one or more electrical devices coupled to the power line infrastructure of the 

structure;

the high-frequency component of the one or more electrical signals comprise electrical 

signals in a ten kilohertz to three megahertz range;

the high-frequency component of the one or more electrical signals further comprises 

substantially continuous electrical noise on the power line infrastructure; and

the substantially continuous electrical noise comprises (a) first electrical noise that is 

identifiable on the power line infrastructure for a first length of time that is greater than one 

alternating current electrical cycle, or (b) second electrical noise that is identifiable on the 

power line infrastructure for a second length of time that is less than one alternating current 

electrical cycle but the second electrical noise are repeated in three or more alternating current 

electrical cycles.

Belkin International, Inc.

Patent Attorneys for the Applicant/Nominated Person

SPRUSON & FERGUSON
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