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The present disclosure provides internet service provider 
(ISP) authentication of eCommerce transactions, more par 
ticularly, a method and system of associating an ISP recog 
nition identification (ID) with a cashless payment account. A 
system, method, and Software product are provided for fraud 
prevention in the field of cashless payment account transac 
tions. A computing device receives details of completed 
eCommerce payment transactions. A number of ISP recog 
nition IDs are also received indicating merchant URLs of 
personal computing devices. A computing device then flags 
all received ISP recognition IDs for a time period surrounding 
the completed eCommerce payment transactions, and defines 
sets of flagged ISP recognition IDs. The sets of flagged ISP 
recognition IDs are then compared in generating candidate 
ISP recognition IDs (i.e., ISP subscriber lines), which are 
associated with each cashless payment account. Furtheritera 
tions allow for limiting of the number of ISP recognition IDs 
associated with each cashless payment account. 
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Receiving a plurality of completed eCommerce payment transactions 
COnducted Ona cashless payment aCCOunt and accessed 405 

eCommerce Sites, 

Receiving a plurality of ISP recognition IDs and accessed eCommerce 
sites, the eCommerce sites accessed with a COmputing device, 410 

Identifying, for the eCommerce payment transaction Conducted 
On a Cashless payment aCCOunt and accessed eCommerce Sites, 
the ISP recognition IDs which accessed the same eCommerce 

sites, Overa predetermined period of time. 
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Associating the ISP recognition IDWith the cashless payment 
aCCOunt. 420 
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INTERNET SERVICE PROVIDER (ISP) 
AUTHENTICATION OF ECOMMERCE 

TRANSACTIONS 

BACKGROUND OF THE DISCLOSURE 

0001 1. Field of the Disclosure 
0002 The present disclosure relates to internet service 
provider (ISP) authentication of eCommerce transactions. 
More particularly, the present disclosure relates to a method 
and system of associating for authentication purposes an ISP 
recognition identification (ID) with a cashless payment 
account used in an eCommerce transaction. The present dis 
closure provides advantages in fraud prevention, as well as in 
data collection for customers, merchants, and cashless pay 
ment account issuing institutions alike. 
0003 2. Description of the Related Art 
0004 Credit card companies (presently better referred to 
as "cashless payment account' institutions, thanks to a vari 
ety of new technologies for making payments including not 
only credit cards, debit cards, electronic wallets, transponder 
devices, near-field communication-enabled (“NFC) Smart 
phones, or similar presently existing or after-arising technol 
ogy) are confronted with the daily task of determining which 
of the millions of transactions being processed between con 
Sumers and merchants are real and which are fraudulent. It is 
estimated that the sum of all worldwide credit card fraud is 
S5.55 billion annually. 
0005 Numerous techniques are utilized by cashless pay 
ment account issuing institutions to detect fraudulent trans 
actions. Cashless payment account institutions watch, for 
example, a small purchase followed immediately by a larger 
one, a purchase out of character with the usual buying habits 
of the individual, and Substantial online purchases, as well as 
a variety of other techniques. Many of the existing techniques 
have flaws inherent in them, and cashless payment account 
issuing institutions constantly search for new and improved 
ways to avoid fraud. The existing techniques for registration 
based fraud detection Suffer from cashless payment account 
holders that are wary, negligent in registering, or intentionally 
avoid registration in fraud prevention programs, avoiding the 
benefits they provide. 
0006 Existing anti-fraud tools utilize IP address, browser 
and cookie settings and cardholder login to authenticate a 
customer. IP address driven approaches are suboptimal 
because IP addresses are reassigned dynamically over time, 
although they do help in determining the general geographic 
location of the internet user. 
0007 For example, PayPal prompts users with additional 
security measures if they access their account from a foreign 
IP address or VPN, indicating that IP address is a component 
of their authentication measures. 
0008. The use of browser settings are also suboptimal 
because these can only be captured by the merchant site being 
accessed, so this information is difficult (or is not) shared by 
merchants to collectively improve fraud detection. For 
example, if a purchase is made from an American credit card 
on an American IP address but the computer has Vietnamese 
characters installed and is set to a Vietnamese time Zone, it 
will likely be rejected. 
0009. One scalable alternative to these methods is to have 
the cardholder opt in to the use of cell phone geolocation 
when authorizing a transaction. This method is less useful for 
eCommerce transactions than for face-to-face transactions, 
however, it is still useful given that payment cardholders will 
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often make Such purchases from their home (a recurring 
geolocation) or their workplace (another recurring geoloca 
tion). 
0010. There is a continuing need in addressing payment 
card theft and fraud, for authenticating the identity of a card 
user based on the point of sale as well as other usage, without 
the need for a user to enroll in a credit fraud reporting service. 
There is also a need, not addressed in any prior art, for relating 
databases of users’ on-line activity(s) to match-up a user's 
activity recorded for one service with a different activity 
recorded for another service. Such information could be use 
ful, for example, in eCommerce payment fraud prevention. 

SUMMARY OF THE DISCLOSURE 

0011. The present disclosure provides a method, system, 
and computer product for authentication by association of a 
personal computing device's ISP recognition ID (Such as by 
way of a non-limiting example, a Subscriber phone number, a 
subscriber device ID, a subscriber IP address, or any unique 
identification generated by after-arising equivalent technol 
ogy) with a cashless payment account (identifying an account 
number, name, address, and the like of the cashless payment 
account) of an eCommerce transaction, of millions pending 
simultaneously through a cashless payment account issuing 
institution and a cashless payment account network. Such 
information can be used, for example, to authenticateauSeras 
a security measure for payment card users and issuers. The 
present disclosure provides advantages in fraud prevention, 
as well as in data collection for customers, merchants, and 
cashless payment account issuing institutions alike. 
0012. In accordance with an aspect of the present disclo 
Sure, during an execution of the presently disclosed method, 
system, and computer product, details of a first completed 
eCommerce payment transaction associated with a cashless 
payment account are received at a computing device associ 
ated with a matching database. A plurality of ISP recognition 
IDs are also received at the computing device associated with 
the matching database. In this embodiment, the ISP recogni 
tion IDs received a time interval or time intervals relative to 
before and/or after completion of the first eCommerce pay 
ment transaction are flagged to define a first set of flagged ISP 
recognition IDS. Details of a second completed eCommerce 
payment transaction associated with the same cashless pay 
ment account are also received at the computing device. More 
ISP recognition IDs are received, which are again flagged 
based upon receipt within a time interval or time intervals 
before and/or after completion of the second completed 
eCommerce payment transactions in defining a second set of 
flagged ISP recognition IDs. In this embodiment, there 
should be a time period lag between the transactions that 
validate each other. The first set of flagged ISP recognition 
IDs and the second set of flagged ISP recognition IDs are then 
compared against each other to look for ISP recognition IDs 
common to all sets of flagged ISP recognition IDs as candi 
date ISP recognition IDs. The cashless payment account is 
then associated with the candidate ISP recognition IDs. 
0013 Such resulting candidate ISP recognition IDs are 
arranged either one cashless payment account to one ISP 
recognition ID or one cashless payment account to more than 
one ISP recognition ID. Later executions of the presently 
disclosed method, system, and computer product allow for 
further limiting of the association between the cashless pay 
ment account and more than one ISP recognition ID, via 
further iterations of all or part of the present disclosure. As 
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executions proceed further, ISP recognition IDs are removed 
from the candidate set of ISP recognition IDs and, in some 
embodiments, eventually only a single cashless payment 
account is associated with a single ISP recognition ID. This is 
a simple, yet effective, way after several iterations to associ 
ate a single cashless payment account with a single ISP Sub 
scriber line. 

0014. In accordance with another aspect of the present 
disclosure, the presently disclosed method, system, and com 
puter product serves to receive a completed eCommerce pay 
ment included in the details received of a first completed 
eCommerce payment transaction. Before, during, or after the 
computing device receives details of the completed eCom 
merce payment transaction, the computing device receives a 
plurality of ISP recognition IDs. The ISP recognition IDs 
received within a time interval or intervals before and/or after 
completion of the first eCommerce payment transaction are 
flagged when defining a first set of flagged ISP recognition 
IDs. In this embodiment of the disclosure, the computing 
device performs the further step of identifying, using a voting 
method, the number of times that a specific cashless payment 
account makes an eCommerce transaction at the same time 
that a specific ISP recognition ID is active. Over time, each 
cashless payment account would show a recurring pattern of 
a single ISP recognition ID, which could be assumed to be the 
actual cardholder. The ISP recognition ID with the most 
“votes” would be considered the legitimate one, but any rec 
ognition with a history of prior association could equally be 
considered legitimate. As previously, in this embodiment fur 
ther iterations of this process can occur involving receipt of 
further completed eCommerce transactions associated with 
the cashless payment account, receipt of further ISP recogni 
tion IDs, flagging of common ISP recognition IDs as between 
iterations, and the like to remove ISP recognition IDs not 
identified by the details of the further completed eCommerce 
payment transactions. The end result is a reduced number of 
iterations necessary to associate an ISP subscriber line with a 
single cashless payment account. 
0015 The present disclosure further provides a system for 
associating an internet service provider (ISP) recognition 
identification (ID) with a cashless payment account used in an 
eCommerce transaction. The system comprises a computing 
device associated with a matching database that receives 
details of a first completed eCommerce payment transaction 
associated with a cashless payment account, and also receives 
a plurality of ISP recognition IDs associated with a plurality 
of personal computing devices. The computing device flags 
all ISP recognition IDs received withina/time interval/s rela 
tive to before and/or after completion of said first completed 
eCommerce payment transaction to define a first set of 
flagged ISP recognition IDs. The computing device then 
receives details of a second completed eCommerce payment 
transaction associated with said cashless payment account, 
and flags all ISP recognition IDs received withina/time inter 
val/s relative to before and/or after completion of said second 
completed eCommerce payment transaction to define a sec 
ond set of flagged ISP recognition IDs. The computing device 
compares the first set of flagged ISP recognition IDs and the 
second set of flagged ISP recognition IDs in identifying ISP 
recognition IDs identified in both the first set of flagged ISP 
recognition IDs and the second set of flagged ISP recognition 
IDs as one or more candidate ISP recognition IDs. The com 
puting device associates the cashless payment account with 
the candidate ISP recognition IDs 
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0016. The present disclosure still further provides a 
method that involves receiving from an internet service pro 
vider (ISP), from one or more databases, a first set of infor 
mation including Subscriber lines and eCommerce sites 
accessed by subscribers of the ISP; and retrieving by a finan 
cial transaction processing entity, from one or more data 
bases, a second set of information including purchasing and 
payment activities on a payment card associated with eCom 
merce sites. The method further involves identifying, for the 
purchasing and payment activities on a payment card associ 
ated with the eCommerce sites, the subscriber lines that 
accessed the same eCommerce sites, over a predetermined 
period of time. 
0017. The present disclosure still further provides a 
method of associating an internet service provider (ISP) rec 
ognition identification (ID) with a cashless payment account. 
The method comprises receiving a plurality of completed 
eCommerce payment transactions conducted on a cashless 
payment account and accessed eCommerce sites; and receiv 
ing a plurality of ISP recognition IDs and accessed eCom 
merce sites, with the eCommerce sites accessed with a com 
puting device. The method further comprises identifying, for 
the eCommerce payment transactions conducted on a cash 
less payment account and accessed eCommerce sites, the ISP 
recognition IDs that accessed the same eCommerce sites, 
over a predetermined period of time; and associating the ISP 
recognition ID with the cashless payment account. 
0018. In accordance with this disclosure, a system is pro 
vided that comprises one or more databases configured to 
store a first set of information including Subscriber lines and 
eCommerce sites accessed by Subscribers of an internet Ser 
vice provider(ISP), one or more databases configured to store 
a second set of information including purchasing and pay 
ment activities on a payment card associated with the eCom 
merce sites, and a processor. The processor is configured to 
identify, for the purchasing and payment activities on a pay 
ment card associated with the eCommerce sites, the Sub 
scriber lines that accessed the same eCommerce sites over a 
predetermined period of time. 
0019. This disclosure also provides a system that com 
prises one or more databases configured to store a first set of 
information including a plurality of completed eCommerce 
payment transactions conducted on a cashless payment 
account and accessed eCommerce sites, one or more data 
bases configured to store a second set of information includ 
ing a plurality of ISP recognition IDs and accessed eCom 
merce sites (where the eCommerce sites are accessed with a 
computing device), and a processor. The processor is config 
ured to identify, for the eCommerce payment transactions 
conducted on a cashless payment account and accessed 
eCommerce sites, the ISP recognition IDs that accessed the 
same eCommerce sites over a predetermined period of time, 
and associate the ISP recognition ID with the cashless pay 
ment account. 

0020 Prior approaches focus on authentication by the 
cardholder, merchant or payment network rather than using 
the communications conduit (i.e., the ISP) to provide authen 
tication. Authentication by the ISP offers certain advantages. 
For example, the length of time the ISP subscription has been 
open can be used as a predictor of fraud. Also, which financial 
institutions have been accessed on the particular computer 
can be used as predictive of legitimate ownership. If the 
eCommerce merchants where this cardholder bought items in 
the past match the eCommerce sites visited by this ISP sub 
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scriber, then the likelihood of fraud is reduced. Further, the 
methods of this disclosure do not require the participation of 
the merchant nor the issuer. 
0021 Various aspects of these embodiments can be inter 
woven to provide for more efficient association of a cashless 
payment account with a single or multiple ISP recognition 
IDs. In addition to the above aspects of the present disclosure, 
additional aspects, objects, features, and advantages will be 
apparent from the embodiments presented in the following 
description and in connection with the accompanying draw 
1ngS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022 FIG. 1 is a block diagram illustrating a high-level 
view of system architecture of a financial transaction process 
ing system in accordance with exemplary embodiments. 
0023 FIG. 2 illustrates a flow chart displaying basic steps 
of a method comprising an exemplary embodiment of this 
disclosure. 
0024 FIG. 3 illustrates a flow chart displaying basic steps 
of a method comprising an exemplary embodiment of this 
disclosure. 
0025 FIG. 4 illustrates a flow chart displaying basic steps 
of a method comprising an exemplary embodiment of this 
disclosure. 
0026 FIG. 5 is a schematic representation of a system for 
implementing various embodiments of the methods in accor 
dance with exemplary embodiments of this disclosure. 
0027. A component or a feature that is common to more 
than one figure is indicated with the same reference numberin 
each figure. 

DESCRIPTION OF THE EMBODIMENTS 

0028. The following sections describe exemplary embodi 
ments of the present disclosure. It should be apparent to those 
skilled in the art that the described embodiments of the 
present disclosure are illustrative only and not limiting, hav 
ing been presented by way of example only. All features 
disclosed in this description may be replaced by alternative 
features serving the same or similar purpose, unless expressly 
stated otherwise. Therefore, numerous other embodiments of 
the modification thereof are contemplated as falling within 
the scope of the present disclosure as defined herein and 
equivalents thereto. 
0029. As used herein, the terms “entity”, “entities”, “user” 
and “users' can include one or more persons, organizations, 
businesses, institutions and/or other entities, including, but 
not limited to, financial institutions and services providers, 
that implement one or more portions of one or more of the 
embodiments described and/or contemplated herein. In par 
ticular, entities can include a person, business, School, club, 
fraternity or sorority, an organization having members in a 
particular trade or profession, sales representative for particu 
lar products, charity, not-for-profit organization, labor union, 
local government, government agency, or political party. 
0030. As used herein, the term “internet service provider' 
or "ISP refers to an entity that offers users access to the 
internet and related services. ISPs comprise broadband ser 
vice providers as well as internet access provided to mobile 
devices. Illustrative ISPs include, for example, telephone 
companies or other telecommunication providers. 
0031. As used herein, the term "cashless payment 
account includes credit cards, debit cards, ATM cards, CHIP 
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cards, electronic wallets, transponder devices, NFC-enabled 
smartphones, PIN transactions, or similar current or after 
arising technology. Cashless payment account also includes 
virtual card numbers (VCNs) and payments made through an 
automated clearing house (ACH). 
0032. It is understood that, depending on applicable law, 
payment cardholders and/or telephone users can be notified 
of the processes by which various information is obtained, as 
described herein, by their issuer and/or mobile network 
operator. In certain cases, their specific consent can be needed 
to include their information in the relevant tables described 
herein. 

0033. In accordance with this disclosure, a unique identi 
fication number can be assigned by a providing entity in lieu 
of providing ISP recognition IDs (e.g., cell phone numbers) 
or cashless payment account numbers (e.g., payment card 
numbers) to a receiving entity in order to maintain privacy. 
0034. The computer program instructions in accordance 
with this disclosure can be provided to a processor of any 
“computing system, or "computing device including a 
server, general purpose computer, special purpose computer, 
tablet pc, or any other programmable data processing appa 
ratus to produce a machine, such that the instructions, which 
execute via the processor of the computer or other program 
mable data processing apparatus, create means for imple 
menting the functions/acts specified in the flowchart and/or 
block diagram block or blocks. These computer program 
mable instructions can also be stored in a computer-readable 
medium that can direct a computer or other programmable 
data processing apparatus to function in a particular manner, 
such that the instructions stored in the computer-readable 
medium produce an article of manufacture including instruc 
tion means that implement the function/act specified in the 
flowchart and/or block diagram block or blocks. 
0035. The computer program instructions can also be 
loaded onto a computer or other programmable data process 
ing apparatus to cause a series of operational steps to be 
performed on the computer device or other programmable 
apparatus to produce a computer-implemented process so 
that the instructions which execute on the computer device or 
other programmable apparatus provides processes for imple 
menting the functions/acts specified in the flowchart and/or 
block diagram block or blocks. 
0036. In particular, the steps and/or actions of a method 
described in connection with the embodiments disclosed 
herein can be embodied directly in hardware, in a software 
module executed by a processor, or in a combination of the 
two. A software module can reside in RAM memory, flash 
memory, ROM memory, EPROM memory, EEPROM 
memory, registers, a hard disk, a removable disk, a CD-ROM, 
or any other form of storage medium known in the art. An 
exemplary storage medium can be coupled to the processor, 
Such that the processor can read information from, and write 
information to, the storage medium. In the alternative, the 
storage medium can be integral to the processor. Further, in 
Some embodiments, the processor and the storage medium 
can reside in an Application Specific Integrated Circuit 
(ASIC). In the alternative, the processor and the storage 
medium can reside as discrete components in a computing 
device. Additionally, in Some embodiments, the events and/or 
actions of a method can reside as one or any combination or 
set of codes and/or instructions on a machine-readable 
medium and/or computer-readable medium, which can be 
incorporated into a computer program product. 
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0037. In one or more embodiments, the functions 
described can be implemented in hardware, software, firm 
ware, or any combination thereof. If implemented in soft 
ware, the functions can be stored or transmitted as one or 
more instructions or code on a computer-readable medium. 
Computer-readable media includes both computer storage 
media and communication media including any medium that 
facilitates transfer of a computer program from one place to 
another. A storage medium can be any available media that 
can be accessed by a computer. By way of example, and not 
limitation, Such computer-readable media can comprise 
RAM, ROM, EEPROM, CD-ROM or other optical disk stor 
age, magnetic disk storage or other magnetic storage devices, 
or any other medium that can be used to carry or store desired 
program code in the form of instructions or data structures, 
and that can be accessed by a computer. Also, any connection 
can be termed a computer-readable medium. For example, if 
software is transmitted from a website, server, or other remote 
Source using a coaxial cable, fiber optic cable, twisted pair, 
digital subscriberline (DSL), or wireless technologies such as 
infrared, radio, and microwave, then the coaxial cable, fiber 
optic cable, twisted pair, DSL, or wireless technologies Such 
as infrared, radio, and microwave are included in the defini 
tion of medium. "Disk' and “disc', as used herein, include 
compact disc (CD), laser disc, optical disc, digital versatile 
disc (DVD), floppy disk and blu-ray disc where disks usually 
reproduce data magnetically, while discs usually reproduce 
data optically with lasers. Combinations of the above should 
also be included within the scope of computer-readable 
media. 
0038 Computer program code for carrying out operations 
of embodiments of the present disclosure can be written in an 
object oriented, Scripted or unscripted programming lan 
guage Such as Java, Perl, Smalltalk, C++, or the like. How 
ever, the computer program code for carrying out operations 
of embodiments of the present disclosure can also be written 
in conventional procedural programming languages, such as 
the “C” programming language or similar programming lan 
guages. 

0039 Embodiments of the present disclosure are 
described herein with reference to flowchart illustrations and/ 
or block diagrams of methods, apparatus (systems), and com 
puter program products. It can be understood that each block 
of the flowchart illustrations and/or block diagrams, and/or 
combinations of blocks in the flowchart illustrations and/or 
block diagrams, can be implemented by computer program 
instructions. These computer program instructions can be 
provided to a processor of a general purpose computer, spe 
cial purpose computer, or other programmable data process 
ing apparatus to produce a machine. Such that the instruc 
tions, which execute via the processor of the computer or 
other programmable data processing apparatus, create 
mechanisms for implementing the functions/acts specified in 
the flowchart and/or block diagram block or blocks. 
0040. These computer program instructions can also be 
stored in a computer-readable memory that can direct a com 
puter or other programmable data processing apparatus to 
function in a particular manner, Such that the instructions 
stored in the computer readable memory produce an article of 
manufacture including instruction means which implement 
the function/act specified in the flowchart and/or block dia 
gram block(s). 
0041. The computer program instructions can also be 
loaded onto a computer or other programmable data process 
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ing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer-implemented process Such that the 
instructions which execute on the computer or other program 
mable apparatus provide steps for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block(s). Alternatively, computer program implemented 
steps or acts can be combined with operator or human imple 
mented steps or acts in order to carry out an embodiment of 
the disclosure. 

0042. In accordance with the present disclosure, informa 
tion is matched on an anonymous basis by linking on pur 
chase card transactions. For example, an identification num 
ber is associated with the first set of information that is 
conveyed from a telecommunication entity to a financial 
transaction processing entity to protect personally identifi 
able information (PII). This information is matched anony 
mously with financial transaction data by the financial trans 
action processing entity. 
0043 Referring to the figures and, in particular, FIG. 1, 
there is shown a block diagram generally represented by 
reference numeral 100 for displaying the general process of 
completing a payment transaction with a cashless payment 
account in an embodiment of the disclosure. A customer (also 
known as a cashless payment account holder) 110 desires to 
purchase a good or service from a merchant 130. Customer 
110 is carrying a personal computing device as he or she 
shops (not shown here). Personal computing devices include 
cellular telephones, pagers, lap-tops, personal digital assis 
tants, or other similar devices. Customer 110 presents a cash 
less payment account (Such as a credit card, debit card, ATM 
card, CHIP card, electronic wallet, transponder device, NFC 
enabled Smartphone, PIN transaction, or similar current or 
after-arising technology) to merchant 130 for payment in 
connection with a payment transaction. Merchant 130 uti 
lizes, at 132, his or her transaction acquiring device (also not 
shown) to communicate with a merchant acquiring institution 
or “Acquirer 140 seeking approval for this transaction. 
Acquirer 140 transmits, at 142, an authorization message 
formatted pursuant to ISO 8583 (which is incorporated here 
in its entirety) or its present or after-arising equivalent. The 
authorization message contains “details' Such as, at least, 
customer's 110 cashless payment account holder account 
identification, other account information, amount of the 
transaction, time of the transaction, and the like seeking 
approval of the transaction. The transmission is made, at 162, 
via a cashless payment account network 150 to a cashless 
payment account issuing institution 160 associated with the 
cashless payment account. Other “details” of a completed 
payment transaction are transmitted as well, including the 
preceding as well as (but not limited to) the date and time the 
transaction is occurring, and other related data. Should 
approval be appropriate, the cashless payment account issu 
ing institution 160 transmits, at 162, an approval message via 
the cashless payment account network 150 and at 142 to 
Acquirer 140 who then retransmits, at 170, the approval mes 
sage to merchant 130, who thusly learns the sale has been 
completed. As previously, the approval message is transmit 
ted in formatting consistent with ISO 8583 or its present or 
after-arising equivalent. 

0044) The account of merchant 130 is credited, via 170, by 
Acquirer 140. The cashless payment account issuing institu 
tion 160 pays, via 172. Acquirer 140. Eventually, customer 
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(cashless payment account holder) 110 pays, via 174, the 
cashless payment account issuing institution 160. 
0045. In connection with the present disclosure, customer 
110 (or potential customer) broadcasts his or her IP address or 
ISP subscriber ID using his or her personal computing device 
before, during, or after an eCommerce payment transaction to 
the cashless payment account issuing institution 160 and/or 
the cashless payment account network 150 via a number of 
means as detailed below. Other customers, or potential cus 
tomers also carrying personal computing device broadcast 
their own IP address or ISP subscriber ID at the same time. 
The broadcast of IP address or ISP subscriber ID can take 
place in active or passive fashion. In one embodiment, the 
broadcasting of IP address or ISP subscriber ID of personal 
computing devices is a passive process, not requiring an 
active choice to enroll in a program designed to track IP 
addresses or ISP subscriber IDss. These ISP recognition IDs 
are obtained through observation of SMS messages, logging 
into a public hot-spot, or other currently existing or after 
arising technology. As a means of non-limiting example, 
customer 110 transmits IP address or ISP subscriber ID pas 
sively (without opt-in) via IP address, phone cookie, or acti 
Vation of a link on a cell phone application. 
0046. An ISP has a unique user account for every landline 
subscriber, and this information is stable, whereas IP 
addresses are reassigned dynamically over time. By relying 
on this subscriber-level view rather than IP addresses, much 
of the noise in internet authentication is avoided, particularly 
given that most people make eCommerce purchases from one 
of three internet connections: while they are at home (where 
they have a unique subscriber number); at the office (where 
they are customarily accessing from a fixed IP address or 
range of IP addresses); and from their mobile phone (often 
recognizable by their device ID or by a 3G/4G connection 
through their telecommunication company). 
0047. The ISP has access to all of the internet addresses 
(e.g., eCommerce sites) accessed by each Subscriber (and 
which they sell in aggregated fashion, for example, as Expe 
rian's Hitwise product). These histories can be condensed to 
identify the internet user's bank relationships, subscription 
relationships (e.g., New York Times, Netflix, and the like), 
and eCommerce relationships (Amazon, iTunes, and the 
like). The ISPs can distinguish payments and subscriber 
access because it occurs over HTTPS (encrypted) rather than 
HTTP (unencrypted), so the ISP will see encryption when 
Subscriber content or payments are being accessed. 
0048. In an embodiment, during operation of the present 
disclosure, a computing system associated with a matching 
database operated by the ISP receives a number of ISP rec 
ognition IDs (from one to billions) with each execution of the 
disclosure indicating merchant URLs associated with ISP 
recognition IDs (e.g., IP address, ISP subscriber ID, etc.) of 
personal computing devices associated with one customer 
110 or many potential customers. The purpose of the present 
disclosure is to associate the passively (or actively) collected 
ISP recognition IDs with information on completed eCom 
merce payment transactions associated with cashless pay 
ment accounts (e.g., from cashless payment account issuing 
institution 160 or cashless payment account network 150) to 
allow association of these two data-types essentially linking 
ISP subscriber lines, merchant URLs, merchant names, and 
cashless payment accounts used to make eCommerce pur 
chases, and provides various data collection benefits to cash 
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less payment account holders, merchants, and the cashless 
payment account institutions alike. 
0049. In another embodiment, during operation of the 
present disclosure, a computing system associated with a 
matching database operated by the cashless payment account 
issuing institution 160 or cashless payment account network 
150 receives (e.g., from an ISP) a number of ISP recognition 
IDs (from one to billions) with each execution of the disclo 
sure indicating merchant URLs associated with ISP recogni 
tion IDs (e.g., IP address, ISP subscriberID, etc.) of personal 
computing devices associated with one customer 110 or many 
potential customers. The purpose of the present disclosure is 
to associate the passively (or actively) collected ISP recogni 
tion IDs with information on completed eCommerce payment 
transactions associated with cashless payment accounts to 
allow association of these two data-types essentially linking 
ISP subscriber lines, merchant URLs, merchant names, and 
cashless payment accounts used to make eCommerce pur 
chases, and provides various data collection benefits to cash 
less payment account holders, merchants, and the cashless 
payment account institutions alike. 
0050 Referring to FIG. 2, a preferred embodiment of this 
disclosure involves a method 200 of associating an internet 
service provider (ISP) recognition identification (ID) with a 
cashless payment account. The method involves receiving 
details of a first completed eCommerce payment transaction 
associated with a cashless payment account at 205. A plural 
ity of ISP recognition IDs associated with a plurality of per 
sonal computing devices are received at 210. All ISP recog 
nition IDs received within aftime interval/s relative to before 
and/or after completion of the first completed eCommerce 
payment transaction are flagged at 215 to define a first set of 
flagged ISP recognition IDs. At 220, details of a second 
completed eCommerce payment transaction associated with 
the cashless payment account are received. All ISP recogni 
tion IDs received within aftime interval/s relative to before 
and/or after completion of the second completed eCommerce 
payment transaction are flagged at 225 to define a second set 
of flagged ISP recognition IDs. At 230, the first set of flagged 
ISP recognition IDs are compared with the second set of 
flagged ISP recognition IDs in identifying ISP recognition 
IDs found in both the first set of flagged ISP recognition IDs 
and the second set of flagged ISP recognition IDs to gives one 
or more candidate ISP recognition IDs. At 235, the cashless 
payment account is associated with the one or more candidate 
ISP recognition IDs. 
0051. The above method can identify, for a single eCom 
merce payment transaction conducted on a cashless payment 
account and accessed eCommerce site, a single ISP Sub 
scriber line which accessed the same eCommerce site. The 
above method can also identify, using a voting method 
described herein, the number of times that a specific cashless 
payment account makes an eCommerce transaction at the 
same time that a specific ISP recognition ID is active. In an 
embodiment, at least some of the received plurality of ISP 
recognition IDs are received at a computing device selec 
tively one of before, during, and after a time of receiving the 
details of the first completed eCommerce payment transac 
tion. In accordance with the above method, fraud risk can be 
determined based on associating the cashless payment 
account with the one or more candidate ISP recognition IDs. 
0.052 Referring to FIG. 3, basic steps of a method com 
prising an embodiment of the disclosure are shown. A com 
puting device associated with a matching database receives 
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details of a completed eCommerce payment transaction asso 
ciated with a cashless payment account (step 305). Details of 
a completed eCommerce payment transaction include any of 
but are not limited to, the type of card used to make a purchase 
at a merchant, the name of the merchant, the amount of the 
purchase, the type of the purchase, and the date/time the 
payment was completed. The computing device also receives 
a plurality of ISP recognition IDs from personal computing 
devices associated with customers, potential customers, and 
other individuals possessing personal computing devices 
configured to transmit ISP recognition IDs (step 310). These 
received ISP recognition IDs can number from one to mil 
lions or billions. The ISP recognition IDs each indicate the 
identity of a personal computing device. 
0053. The computing device associated with the matching 
database then flags all ISP recognition IDs if they are received 
between a time period or time periods (also known as “time 
intervals”) after a completion of the eCommerce payment 
transaction (step 320) and utilize flagged ISP recognition IDs 
to define a set of determined flagged ISP recognition IDs (step 
330). In some embodiments the time period before the eCom 
merce transaction was processed and the time period after the 
eCommerce transaction was processed are symmetric (i.e., 
they are equal), e.g., ten minutes before and after the trans 
action. In other embodiments of the disclosure, asymmetric 
time periods can be used where the before and after time 
periods are different, such as the time period before the 
eCommerce transaction was processed is ten minutes and the 
time period after the eCommerce transaction was processed is 
forty-five minutes. In some embodiments, the time periods 
range between five minutes and one hour. Lastly, in some 
embodiments only one time period before or after completion 
of the completed payment transaction is considered. 
0054 The flagged ISP recognition IDs flagged in these 
time periods are then placed into a computer storage unit, 
Such as any type of linked list, node, structure, text file, object, 
variable, SQL-database, or other type of data storage unit 
capable of storing Such data, as would be understood by one 
of skill in the art. In some embodiments, the computing 
device then determines whether the cashless payment 
account has been previously associated with a data structure 
(step 340). If the cashless payment account has not been 
previously associated with a data structure linking the cash 
less payment account with candidate ISP recognition IDs 
(i.e., ISP subscriber line), execution proceeds in step 350 to 
creating a data structure associating the cashless payment 
account with a number of ISP recognition IDs previously 
flagged in the set of determined flagged ISP recognition IDs. 
0055. The data structure takes the form of any data struc 

ture, including objects, variables, text files, SQL-databases, 
or any other data storage unit capable of storing Such data. 
This newly created data structure will associate all flagged 
ISP recognition IDs with a cashless payment account (as 
further discussed below). While this might provide a one-to 
one matching of an ISP recognition ID (i.e., ISP subscriber 
line) and a cashless payment account at an early stage, further 
iterations of the disclosure disclosed herein can provide more 
specific information. On the other hand, ifa cashless payment 
account has previously been associated with a data structure, 
at step 360, a voting method can be used to identify the 
number of times that a specific cashless payment account 
makes an eCommerce transaction at the same time that a 
specific ISP recognition ID is active. Over time, each cashless 
payment account would show a recurring pattern of a single 
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ISP recognition ID, which could be assumed to be the actual 
cardholder. The ISP recognition ID with the most “votes' 
would be considered the legitimate one, but any recognition 
with a history of prior association could equally be consid 
ered legitimate. In either event, after step 350 or 360, execu 
tion returns to step 310, allowing for further successive itera 
tions further limiting the number of ISP recognition IDs 
associated with a cashless payment account. In other embodi 
ments, instead of a data structure, a modification is performed 
to a set of flagged ISP recognition IDs as execution proceeds. 
0056. The voting method referred to above is particularly 
useful in instances where a payment cardholder may access 
eCommerce websites from their home, office, mobile device, 
etc. In such a case, the payment cardholder would have sev 
eral ISP recognition IDs. Similarly, the payment cardholder 
may have several payment cards. By use of the Voting method 
in accordance with the method of this disclosure, a home ISP 
recognition ID, for example, will not be discarded as soon as 
the payment cardholder makes an eCommerce transaction 
from his or her office ISP recognition ID. 
0057. In another embodiment of the present disclosure, a 
method of associating an internet service provider (ISP) rec 
ognition identification (ID) with a cashless payment account 
is provided. Referring to FIG. 4, the method 400 comprises 
receiving a plurality of completed eCommerce payment 
transactions conducted on a cashless payment account and 
accessed eCommerce sites at 405, and receiving a plurality of 
ISP recognition IDs and accessed eCommerce sites at 410. 
The eCommerce sites are accessed with a computing device. 
The method further comprises identifying at 415, for the 
eCommerce payment transactions conducted on a cashless 
payment account and accessed eCommerce sites, the ISP 
recognition IDs that accessed the same eCommerce sites, 
over a predetermined period of time, and associating at 420 
the ISP recognition ID with the cashless payment account. 
0058. The above method can identify, for a single eCom 
merce payment transaction conducted on a cashless payment 
account and accessed eCommerce site, a single ISP Sub 
scriber line which accessed the same eCommerce site. The 
above method can also identify, using a voting method 
described herein, the number of times that a specific cashless 
payment account makes an eCommerce transaction at the 
same time that a specific ISP recognition ID is active. In an 
embodiment, at least some of the received plurality of ISP 
recognition IDs are received at a computing device selec 
tively one of before, during, and after a time of receiving the 
details of the first completed eCommerce payment transac 
tion. In accordance with the above method, fraud risk can be 
determined based on associating the cashless payment 
account with the one or more candidate ISP recognition IDs. 
0059. In yet another embodiment of the present disclo 
Sure, a method is provided that comprises receiving, from one 
or more databases, a first set of information including internet 
service provider (ISP) subscriber lines and eCommerce sites 
accessed by the ISP subscriber lines, and receiving a second 
set of information including purchasing and payment activi 
ties on a payment card associated with eCommerce sites. The 
method further comprises identifying, for the purchasing and 
payment activities on a payment card associated with the 
eCommerce sites, the ISP subscriber lines that accessed the 
same eCommerce sites over a predetermined period of time. 
0060. In yet another embodiment of this disclosure, a pay 
ment cardholder pays his or her ISP bill with a cashless 
payment account. The ISP then knows that this card number 
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and subscriberline are associated with each other. Any eCom 
merce purchases made on that Subscriber line would accord 
ingly below fraud risk. Alternatively, if the ISP is not paid by 
a credit card, a subset of banks with relationships to this 
subscriber line based on encrypted access to Chase, Bank of 
America, or similar sites can be identified. These banks only 
have cards with known bank identification numbers (BINS) 
(the 6 digit prefix at the front of the card), which also helps to 
identify the associated payment account. 
0061. As should be clear to those of skill in the art, the 
various embodiments of the methods of the present disclosure 
are implemented via computer Software or executable 
instructions or code. Referring to FIG. 5, a system 500 for 
implementing the methods of the present disclosure includes 
at least a processor 510 including a Central Processing Unit 
(CPU), memory 520, and interface hardware 530 for connect 
ing to external sources of data 535, for example, via the 
Internet 540. 
0062) Any of the raw, filtered, or generated tables and 
other databases described herein may be stored in an external 
memory 535, and accessed remotely, for example, via the 
Internet or other means, or can be stored in one of a number of 
local memory devices 520 of a system 500 for implementing 
the methods of the present disclosure. 
0063. The system 500 can be a computer with display 550 
and input keypad or keyboard 560, and a media drive 565, or 
a handheld or other portable device with a display, keypad, 
memory, processor, network interface, and a media interface 
such as a flash drive. The memory 520 includes computer 
readable memory accessible by the CPU for storing instruc 
tions that when executed by the CPU 510 causes the processor 
510 to implement the steps of the methods described herein. 
The memory 520 can include random access memory 
(RAM), read only memory (ROM), a storage device includ 
ing a hard drive, or a portable, removable computer readable 
medium, Such as a compact disk (CD) or a flash memory, or 
a combination thereof. The computer executable instructions 
for implementing the methods of the present disclosure can 
be stored in any one type of memory associated with the 
system 500, or distributed among various types of memory 
devices provided, and the necessary portions loaded into 
RAM, for example, upon execution. 
0064. In one embodiment, a non-transitory computer 
readable product is provided, which includes a computer 
readable medium, for example, computer readable medium 
570 shown in FIG. 5 that can be accessed by the CPU via 
media drive 565, for storing computer executable instructions 
or program code for performing the method steps described 
herein. It should be recognized that the components illus 
trated in FIG.5 are exemplary only, and that it is contemplated 
that the methods described herein can be implemented by 
various combinations of hardware, software, firmware, cir 
cuitry, and/or processors and associated memory, for 
example, as well as other components known to those of 
ordinary skill in the art. 
0065 One or more algorithms can be employed to deter 
mine formulaic descriptions of the assembly of the cashless 
payment account holder information including payment card 
billing, purchasing and payment transactions, and ISP recog 
nition IDs including ISP subscriber lines and telephone num 
bers, using any of a variety of known mathematical tech 
niques. These formulas, in turn, can be used to associate a 
cashless payment account with one or more ISP subscriber 
lines. 
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0.066 Illustrative algorithms for matching two anony 
mized data sets are described, for example, in copending U.S. 
patent application Ser. No. 13/920,920, filed Jun. 18, 2013, by 
Justin Xavier Howe, and U.S. patent application Ser. No. 
13/671,791, filed Nov. 8, 2012, by Justin Xavier Howe, both 
of which are incorporated herein by reference in their entirety. 
0067. Where methods described above indicate certain 
events occurring in certain orders, the ordering of certain 
events may be modified. Moreover, while a process depicted 
as a flowchart, block diagram, or the like can describe the 
operations of the system in a sequential manner, it should be 
understood that many of the system's operations can occur 
concurrently or in a different order. 
0068. The terms “comprises” or “comprising are to be 
interpreted as specifying the presence of the stated features, 
integers, steps or components, but not precluding the pres 
ence of one or more other features, integers, steps or compo 
nents or groups thereof. 
0069. Where possible, any terms expressed in the singular 
form herein are meant to also include the plural form and vice 
Versa, unless explicitly stated otherwise. Also, as used herein, 
the term “a” and/or “an' shall mean "one or more even 
though the phrase “one or more' is also used herein. Further 
more, when it is said herein that something is “based on 
Something else, it can be based on one or more other things as 
well. In other words, unless expressly indicated otherwise, as 
used herein “based on means “based at least in part on” or 
“based at least partially on.” 
0070 While the disclosure has been particularly shown 
and described with reference to specific embodiments, it 
should be apparent to those skilled in the art that the foregoing 
is illustrative only and not limiting, having been presented by 
way of example only. Various changes inform and detail may 
be made therein without departing from the spirit and scope of 
the present disclosure. Therefore, numerous other embodi 
ments are contemplated as falling within the scope of the 
present disclosure as defined by the accompanying claims 
and equivalents thereto. 
What is claimed is: 
1. A method of associating an internet service provider 

(ISP) recognition identification (ID) with a cashless payment 
account, the method comprising: 

receiving details of a first completed eCommerce payment 
transaction associated with a cashless payment account; 

receiving a plurality of ISP recognition IDs associated with 
a plurality of personal computing devices; 

flagging all ISP recognition IDs received within a/time 
interval/s relative to before and/or after completion of 
said first completed eCommerce payment transaction to 
define a first set of flagged ISP recognition IDs: 

receiving details of a second completed eCommerce pay 
ment transaction associated with said cashless payment 
acCOunt, 

flagging all ISP recognition IDs received within a? time 
interval/s relative to before and/or after completion of 
said second completed eCommerce payment transaction 
to define a second set of flagged ISP recognition IDs; 

comparing said first set of flagged ISP recognition IDs and 
said second set of flagged ISP recognition IDs in iden 
tifying ISP recognition IDs found in both said first set of 
flagged ISP recognition IDs and said second set of 
flagged ISP recognition IDs as one or more candidate 
ISP recognition IDs; and 
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associating said cashless payment account with said one or 
more candidate ISP recognition IDs. 

2. The method of claim 1, further comprising, identifying, 
for a single eCommerce payment transaction conducted on a 
cashless payment account and accessed eCommerce site, a 
single ISP subscriber line which accessed the same eCom 
merce site. 

3. The method of claim 1, wherein said time interval rela 
tive to before, after or before and after completion of said first 
completed eCommerce payment transaction is selectively 
one of thirty seconds, one minute, two minutes, five minutes, 
ten minutes, twenty minutes, and forty minute. 

4. The method of claim 1, wherein associating said cashless 
payment account with said one or more candidate ISP recog 
nition IDs occurs in a data structure, and wherein said data 
structure is stored in a matching database. 

5. The method of claim 1, further comprising identifying, 
using a voting method, the number of times that a specific 
cashless payment account makes an eCommerce transaction 
at the same time that a specific ISP recognition ID is active. 

6. The method of claim 1, wherein associating said cashless 
payment account with said one or more candidate ISP recog 
nition IDs occurs by selectively modifying said first set of 
flagged ISP recognition IDs, modifying said second set of 
flagged ISP recognition IDs, and creating a new set of candi 
date ISP recognition IDs. 

7. The method of claim 1, wherein at least some of said 
received plurality of ISP recognition IDs are received at a 
computing device selectively one of before, during, and after 
a time of receiving said details of first completed eCommerce 
payment transaction. 

8. The method of claim 1, further comprising determining 
fraud risk based on associating said cashless payment account 
with said one or more candidate ISP recognition IDs. 

9. A system for associating an internet service provider 
(ISP) recognition identification (ID) with a cashless payment 
account, the system comprising: 

a computing device associated with a matching database 
receives details of a first completed eCommerce pay 
ment transaction associated with a cashless payment 
acCOunt, 

said computing device receives a plurality of ISP recogni 
tion IDs associated with a plurality of personal comput 
ing devices; 

said computing device flags all ISP recognition IDs 
received withina/time interval/s relative to before and/or 
after completion of said first completed eCommerce 
payment transaction to define a first set of flagged ISP 
recognition IDs; 

said computing device receives details of a second com 
pleted eCommerce payment transaction associated with 
said cashless payment account; 

said computing device flags all ISP recognition IDs 
received withina/time interval/s relative to before and/or 
after completion of said second completed eCommerce 
payment transaction to define a second set of flagged ISP 
recognition IDs; 

said computing device compares said first set of flagged 
ISP recognition IDs and said second set of flagged ISP 
recognition IDs in identifying ISP recognition IDs iden 
tified in both said first set of flagged ISP recognition IDs 
and said second set of flagged ISP recognitionIDS as one 
or more candidate ISP recognition IDs; and 

May 21, 2015 

said computing device associates said cashless payment 
account with said candidate ISP recognition IDs. 

10. The system of claim 9, further comprising, said com 
puting device identifies, for a single eCommerce payment 
transaction conducted on a cashless payment account and 
accessed eCommerce site, a single ISP subscriber line which 
accessed the same eCommerce site. 

11. A method of associating an internet service provider 
(ISP) recognition identification (ID) with a cashless payment 
account, the method comprising: 

receiving a plurality of completed eCommerce payment 
transactions conducted on a cashless payment account 
and accessed eCommerce sites; 

receiving a plurality of ISP recognition IDs and accessed 
eCommerce sites, said eCommerce sites accessed with a 
computing device; 

identifying, for the eCommerce payment transactions con 
ducted on a cashless payment account and accessed 
eCommerce sites, the ISP recognition IDs which 
accessed the same eCommerce sites, over a predeter 
mined period of time; and 

associating the ISP recognition ID with the cashless pay 
ment account. 

12. The method of claim 11, further comprising, identify 
ing, for a single eCommerce payment transaction conducted 
on a cashless payment account and accessed eCommerce site, 
a single ISP subscriber line which accessed the same eCom 
merce site. 

13. The method of claim 11, wherein said time interval 
relative to before, after or before and after completion of said 
first completed eCommerce payment transaction is selec 
tively one of thirty seconds, one minute, two minutes, five 
minutes, ten minutes, twenty minutes, and forty minute. 

14. The method of claim 11, wherein associating said cash 
less payment account with said one or more candidate ISP 
recognition IDS occurs in a data structure, and wherein said 
data structure is stored in a matching database. 

15. The method of claim 11, further comprising identify 
ing, using a voting method, the number of times that a specific 
cashless payment account makes an eCommerce transaction 
at the same time that a specific ISP recognition ID is active. 

16. The method of claim 11, wherein associating said cash 
less payment account with said one or more candidate ISP 
recognition IDs occurs by selectively modifying said first set 
of flagged ISP recognition IDs, modifying said second set of 
flagged ISP recognition IDs, and creating a new set of candi 
date ISP recognition IDs. 

17. The method of claim 11, wherein at least some of said 
received plurality of ISP recognition IDs are received at a 
computing device selectively one of before, during, and after 
a time of receiving said details of first completed eCommerce 
payment transaction. 

18. The method of claim 11, further comprising determin 
ing fraud risk based on associating said cashless payment 
account with said one or more candidate ISP recognition IDs. 

19. A system comprising: 
one or more databases configured to store a first set of 

information including a plurality of completed eCom 
merce payment transactions conducted on a cashless 
payment account and accessed eCommerce sites: 

one or more databases configured to store a second set of 
information including a plurality of ISP recognition IDs 
and accessed eCommerce sites, said eCommerce sites 
accessed with a computing device; 
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a processor configured to: 
identify, for the eCommerce payment transactions con 

ducted on a cashless payment account and accessed 
eCommerce sites, the ISP recognition IDs which 
accessed the same eCommerce sites, over a predeter 
mined period of time; and 

associate the ISP recognition ID with the cashless pay 
ment account. 

20. The system of claim 19, further comprising, said pro 
cessor configured to identify, for a single eCommerce pay 
ment transaction conducted on a cashless payment account 
and accessed eCommerce site, a single ISP subscriber line 
which accessed the same eCommerce site. 

21. A method comprising: 
receiving, from one or more databases, a first set of infor 

mation including internet service provider (ISP) sub 
scriber lines and eCommerce sites accessed by the ISP 
subscriber lines: 

receiving a second set of information including purchasing 
and payment activities on a payment card associated 
with eCommerce sites; and 

identifying, for the purchasing and payment activities on a 
payment card associated with the eCommerce sites, the 
ISP subscriber lines which accessed the same eCom 
merce sites, over a predetermined period of time. 
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22. The method of claim 21, further comprising, identify 
ing, for a single eCommerce payment transaction conducted 
on a cashless payment account and accessed eCommerce site, 
a single ISP subscriber line which accessed the same eCom 
merce site. 

23. A system comprising: 
one or more databases configured to store a first set of 

information including subscriber lines and eCommerce 
sites accessed by subscribers of an internet service pro 
vider (ISP): 

one or more databases configured to store a second set of 
information including purchasing and payment activi 
ties on a payment card associated with the eCommerce 
sites; 

a processor configured to: 
identify, for the purchasing and payment activities on a 
payment card associated with the eCommerce sites, 
the subscriber lines which accessed the same eCom 
merce sites, over a predetermined period of time. 

24. The system of claim 23, further comprising, said pro 
cessor configured to identify, for a single eCommerce pay 
ment transaction conducted on a cashless payment account 
and accessed eCommerce site, a single ISP subscriber line 
which accessed the same eCommerce site. 
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