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ENHANCING OPERATOR INSTALLATION
AND UPGRADE MANAGEMENT AND
VERIFICATION

TECHNICAL FIELD

Aspects of the present disclosure relate to containerized
applications, and more particularly, to installation and
upgrading of Operators on a platform that supports contain-
erized applications.

BACKGROUND

Data can be stored on servers which can be cloud-based
and/or reside in a local network. Applications are run on
servers to manage the data for a variety of computing needs.
A monolithic software architecture is characterized by soft-
ware that is built and run as a single application. Such a
solution can include a client-side user interface, a server
side-application, a database, or combinations thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The described embodiments and the advantages thereof
may best be understood by reference to the following
description taken in conjunction with the accompanying
drawings. These drawings in no way limit any changes in
form and detail that may be made to the described embodi-
ments by one skilled in the art without departing from the
spirit and scope of the described embodiments.

FIG. 1 shows a block diagram of a computing device that
performs pre-installation actions in preparation for installing
an Operator, in accordance with some embodiments.

FIG. 2 shows an example method for installation man-
agement of an Operator on a platform for a containerized
application, in accordance with some embodiments.

FIG. 3 shows an example workflow for installation man-
agement of an Operator on a platform for a containerized
application, in accordance with some embodiments.

FIG. 4 shows an example workflow for installation man-
agement of an Operator with verifying a custom resource
state, in accordance with some embodiments.

FIG. 5 shows an example resource having instructions for
pre-installation actions, in accordance with some embodi-
ments.

FIG. 6 shows an example resource having instructions for
post-installation actions, in accordance with some embodi-
ments.

FIG. 7 is a block diagram illustrating a computing device
for managing installation of an operator on a platform for a
containerized application, in accordance with some embodi-
ments.

DETAILED DESCRIPTION

Application functionality with monolithic software archi-
tecture is unified and managed and served from a single
application base. Monolithic applications lack modularity—
they have a single large code base and cannot be operated on
or upgraded in a modular fashion.

Virtual machines (VMs) allow internet providers to run
multiple operating system instances on a common server.
With VMs, applications can be isolated from each other in
the same server, thus reducing the need for buying or
maintaining multiple servers. VMs, however, can consume
system resources because they make virtual copies of
resources such as operating systems, etc. For servers to run
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VMs, a substantial amount of RAM, clock time, and oper-
ating system licenses may be required.

Containers, also referred to herein as containerized envi-
ronments, support virtualization of multiple applications,
during runtime, while using a common OS instance. A single
container can have dedicated resources such as its own file
system, RAM, CPU, storage, and access to specified system
resources. Containers can include packages of application-
specific software that include everything that it needs to run,
including code, dependencies, libraries, binaries, and more.
Compared to VMs, containers can share a single operating
system kernel instead of having a full copy of an OS kernel
per instance of VM. As such, containers can take up less
resources and be more portable than a traditional VM
architecture.

With a microservices architecture, an application can
comprise individual services (e.g., microservices) that com-
municate with each other through one or more APIs (e.g.,
REST, WebHooks, etc.). Microservices offer a different
approach to application development and deployment, and is
suited to the agility, scale, and reliability requirements of
modern cloud applications. Such an architecture emphasizes
that each of the individual services of the application are
small enough to reflect independent concerns and function-
ality, so that each service implements a single function.
Microservices can share business dependencies and com-
municate with each other such that they perform operations
in a synchronized manner. Combined, they may form an
application that may appear, to a user, to behave like a
monolithic application. Microservices can be grouped in a
container where the microservices in the container can use
those dedicated resources of the container.

Platforms for containerized applications help to manage
containerized workloads and services. Such platforms, such
as, for example, Kubernetes™, may facilitate both declara-
tive configuration and automation. A platform can include a
set of building blocks (“primitives”), which collectively
provide mechanisms that deploy, maintain, and scale appli-
cations based on CPU, memory, or custom metrics. Such a
platform can be extensible to meet different workloads. For
example, the platform can include an application program-
ming interface (API), that may be used by internal compo-
nents as well as extensions and containers that run on the
platform. The platform may control compute and storage
resources by defining resources as Objects, which can then
be managed as such.

A resource of a platform can be understood as an endpoint
in the platform’s API that stores a collection of API objects
of a certain kind. A platform may include one or more
resources by default as part of any installation of the
platform. These default resources may include a built-in
pods resource that may contain a collection of pod objects.
Another default resource may be a ‘Root’ resource. The
platform may also include one or more custom resources. A
custom resource can be understood as an extension of the
platform’s API that is not available in the platform by
default. A custom resource or custom resources represents a
customization of a particular installation of the platform. A
custom resource can include a custom resource definition
that can include metadata of the custom resource. This
custom resource definition can define how the custom
resource should behave or one or more desired states of the
custom resource.

A custom resource allows storage and retrieval of struc-
tured data. A custom resource can have a custom controller,
built into an Operator, that allows a user to declare or specify
the desired state of the custom resource in the custom
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resource definition. The custom controller can act to try keep
the current state of objects such as a custom resource in sync
with the desired state. The controller can interpret the
structured data as a record of the user’s desired state, and
continually maintains this state. Custom resources can be
created and defined by a custom resource definition.

Operators are customizable software extensions to the
platform that make use of custom resources to manage
applications and their components. Operators can include a
custom controller which performs a control loop. The
Operator may serve to automatically manage a service or set
of services without human input. The Operator can func-
tionality that enforces how the service or set of services
ought to behave, how to deploy it, and how to react if there
are problems. The Operator may be customized to extend a
cluster’s behavior without modifying the underlying code of
the platform. Operators can be clients of the platform’s API
that act as controllers for a custom resource. An operator can
have a control loop that repeatedly polls each custom
resource to determine a current state and acts to move that
custom resource towards a desired state (which can be
defined in the custom resource definition), in what can be
understood as ‘reconciliation’. Reconciliation can also be
understood more broadly as keeping an object (e.g., a
custom resource) of the platform in synchronization with the
underlying API of the platform. In addition to reconciliation,
an operator can also be configured to deploy an application
on demand, take and restore backups of that application’s
state, handle upgrades of the application code alongside
related changes such as database schemas or extra configu-
ration settings, simulate failure in all or part of a cluster to
test its resilience, or other operator

In conventional systems, an operator lifecycle manager
(OLM) may perform upgrades of an operator of a platform
for containerized applications. The OLM may replace an
existing operator with a new operator. A new pod can spin
up, thereby signaling that the new operator has been suc-
cessfully installed. Whether the upgrade is indeed success-
ful, however, can depend on more than the new pod being
operative. For example, a strong relationship exists between
the operator and the custom resources that the operator
manages. An operator may have built into it, functionality
that is specific to those custom resources. Thus, for an
operator upgrade to be successful, the custom resources may
need to be in a particular state. Conventional systems do not
verify for such compatibility, nor do conventional systems
consider other compatibility issues that may exist between
the new operator and the custom resources of the contain-
erized application. As such, conventional systems do not
have domain-specific verification of operator installation
and upgrades. A window of risk materializes during an
operator upgrade. If a controller runs into a bad state of a
custom resource during this time, this state may not be
reconciled properly by the new operator. Thus, under con-
ventional systems, operator upgrades may result in failed
upgrades and downtime of the containerized application.

Further, site reliability engineering (SRE) may run a set of
ad hoc commands prior to or after upgrade of an operator,
however, such a process may vary from one instance to
another, thus lacking in governance and auditability. Further,
such an approach requires human decision making, which
may scale poorly when dealing with a fleet of clusters.
Further, scheduling of an operator upgrade can present
additional challenges. An install plan can be manually or
automatically approved, thereby triggering an immediate
installation of an operator. A customer, however, may want
to upgrade an operator at a specific time and date to
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minimize impact to the application. Finally, given that
current systems may not have the capability to rollback
operators to previous versions, the consequences of failing
to install the new operator, or installing an incompatible
operator, could be that the application no longer has a
working operator. As such, there is a need to mitigate and
reduce such risk.

Aspects of the disclosure address the above-noted prob-
lems and other deficiencies by providing a framework that
works to automate and provide a controlled environment for
operator installation. Processing logic may perform pre-
operative actions and post-operative actions in an automated
manner that verify and enforce compatibility between a new
operator and the custom resources of the platform. The
processing logic may be integrated with or installed as part
of the platform. For example, processing logic can be
integrated as part of an operator, the OLM, or other com-
ponent (e.g., a sidecar container) of the platform.

In one example, processing logic may obtain a resource of
a platform for a containerized application. In response to an
indication being defined in the resource, processing logic
can schedule an installation of a new operator of the plat-
form to replace an existing operator that manages one or
more custom resources of the platform. Processing logic can
perform one or more pre-installation actions that are defined
in the resource, prior to the installation. Processing logic can
approve the installation of the new operator in response to
successful execution of the one or more pre-installation
actions.

FIG. 1 shows a block diagram of a computing device that
performs pre-installation actions in preparation for installing
an operator, in accordance with some embodiments.

Computing device 100 includes a processing device 102
and a memory 104. Memory 104 may include volatile
memory devices (e.g., random access memory (RAM)),
non-volatile memory devices (e.g., flash memory) and/or
other types of memory devices.

Processing device 102 includes an operator install com-
ponent 103. Operator install component 103 may obtain a
resource 110 of a platform for a containerized application
106. A containerized application can refer to an application
that has one or more microservices that work together to
perform business logic (e.g., application specific function-
ality), where the microservices share resources (e.g., CPU,
memory, services, etc.) of a container. Platform 106 may
manage containerized workloads and services. For example,
platform 106 may manage various containers, each with
their own resources, and microservices.

The operator install component 103 can scan resource
110, which can, in some embodiments be a custom resource
112. The resource can be a special resource type, which can
be referred to herein as an install management verification
(IMV) resource. In some aspects, the resource 110 can be file
with a given format such as a XML file, a JSON file, a
YAML file, or other format.

Resource 110 can include an ordered list of pre-installa-
tion and/or post-installation actions. The actions can be
grouped into ‘tasks’ and ‘verifications’. A task can be
understood as an operation that is to be performed by the
operator that does not collect status. A verification can be
understood as an operation that collects a status from a
custom resource, a pod, or other component, and verifies
whether the value of the status satisfies one or more crite-
rion. In some embodiments, the resource 110 can reside in
a manifests directory along with a cluster service version
(CSV) and a custom resource definition (CRD). As such, the
resource 110 can be directly associated with a particular
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version of the Operator. The resource 110 can be automati-
cally acted upon by the operator install component 103 to
perform actions as defined in the resource.

For example, the resource may include a field that indi-
cates to the operator install component to install a new
operator, or to schedule installation of a new operator. In
response to an indication being defined in the resource, the
operator install component 103 can install of a new operator
108 to the platform to replace an existing operator 107 of the
platform that manages one or more custom resources 112 of
the platform.

As described, the existing operator 107 may manage the
custom resources 112 of the platform, via a control loop. In
an operator’s control loop, the operator can repeatedly poll
a state of each of custom resource 112. Each custom
resource can return a current state of the custom resource.
The operator can reference this current state of the custom
resource against a desired state of the custom resource
(which may be defined in a custom resource definition), and
take appropriate action to try to get the custom resource to
reach the desired state.

The operator install component 103 can perform one or
more actions 111 that are defined in the resource 110.
Actions 111 can include pre-installation actions that are to be
performed prior to the installation. These pre-installation
actions may reduce the risk of incompatibilities that may
exist between the new operator 108 and the custom
resources 112. Additionally, or alternatively, the actions 111
can include post-installation actions that are performed by
the operator install component 103 after initiation of the
installation of the new operator.

Pre-installation actions may verify that some or all of the
one or more custom resources are in a desired pre-defined
state (e.g., a desired version number). This pre-defined state
can be defined in the resource 110.

In some examples, the one or more pre-installation
actions include pausing reconciliation of the existing opera-
tor 107. For example, the operator install component 103
may verify that a current state of a custom resource 112
satisfies the desired state, and then pause the existing opera-
tor 107 from performing further reconciliation. As such, the
state of the custom resource may be in a known and desired
state to perform installation of the new operator.

The operator install component 103 may approve the
installation of the new operator in response to successful
execution of the one or more pre-installation actions. In
some examples, approving the installation of the new opera-
tor is performed by the operator in stall component in
response to successful execution of some or all of the one or
more pre-installation actions. The operator install compo-
nent may not approve the installation of the new operator if
one or more of the pre-installation actions fail.

Each of the actions 111 can have an associated ‘time out’
such that if the action does not complete within a time limit,
the action can return a failed result. Additionally, or alter-
natively, some of the actions, (e.g., a “verification” action)
can reference one or more conditions against a desired
condition. If the desired condition and the current condition
do not match, the action can also return a failed result.

In some examples, the operator install component 103
approves the installation of the new operator by approving
an install plan that an Operator Lifecycle Manager (OLM)
monitors. The OLM see that an install plan has been
approved and can respond to the install plan by removing the
existing operator 107 and installing the new operator 108.
The installation of the new operator 107 may not be per-
formed unless the install plan is approved.

20

30

35

40

45

6

As described, the new operator 108 and the existing
operator 107 may each has its own respective control loop.
During runtime of the containerized application, the control
loop of the operator that is installed can repeatedly obtain a
current state from each of one or more custom resources of
the platform. The control loop may perform actions to move
each of the one or more custom resources 112 to a desired
state in what can be referred to as reconciliation. For
example, an operator can allocate memory, CPU, perform a
database operation, or otherwise act to move a custom
resource towards a desired state. As such, prior to installa-
tion, the existing operator may run its control loop to
reconcile the custom resources 112. After installation, the
new operator 108 takes the role of the existing operator 107
and runs its own control loop to reconcile each of the custom
resources 112.

FIG. 2 shows an example method for installation man-
agement of an operator on a platform for a containerized
application, in accordance with some embodiments. The
method may be performed by processing logic that may
comprise hardware (e.g., circuitry, dedicated logic, program-
mable logic, a processor, a processing device, a central
processing unit (CPU), a system-on-chip (SoC), etc.), soft-
ware (e.g., instructions running/executing on a processing
device), firmware (e.g., microcode), or a combination
thereof.

With reference to FIG. 2, method 200 illustrates example
functions used by various embodiments. Although specific
function blocks (“blocks™) are disclosed in method 200,
such blocks are examples. That is, embodiments are well
suited to performing various other blocks or variations of the
blocks recited in method 200. It is appreciated that the
blocks in method 200 may be performed in an order different
than presented, and that not all of the blocks in method 200
may be performed.

At block 201, processing logic can obtain a resource of a
platform for a containerized application. The resource can
include instructions and other information used by process-
ing logic to prepare the platform for the installation.
Examples of such a resource are shown in FIG. 5 and in FIG.
6 as discussed in other sections.

At block 202, in response to an indication (e.g., a flag or
command) being defined in the resource, processing logic
can schedule an installation of a new operator of the plat-
form to replace an existing operator that manages one or
more custom resources of the platform. For example, the
resource may include an action such as ‘scheduleUpgrade’.
Processing logic may parse the resource to find this action,
and respond by scheduling an installation of the new opera-
tor to the platform. In some examples, processing logic can
write a date or time to a subscription of the platform and then
monitor this subscription until the current date or time is that
of the written date or time. Processing logic can begin
performance of one or more pre-installation actions at that
date or time.

At block 203, processing logic can perform one or more
pre-installation actions that are defined in the resource, prior
to the installation of the new operator. In some examples,
these pre-installation actions can include verifying a state of
a custom resource against a pre-defined state. For example,
processing logic may poll a custom resource to determine if
the current version of the custom resource matches a desired
version number.

At block 204, processing logic can approve the installa-
tion of the new operator in response to successful execution
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of'the one or more pre-installation actions. As described, this
can include approving an installation plan that triggers
action by an OLM.

FIG. 3 shows an example workflow 300 for installation
management of an Operator on a platform for a container-
ized application, in accordance with some embodiments.

At block 301, processing logic can install manifests that
are available on a cluster. This can include installing a
resource that contains actions and an indication to install a
new operator. In some aspects, the processing device may
mute alerts prior to approving installation of the operator
and/or prior to performing pre-installation operations. Mut-
ing can be performed by a flag or other setting that can be
indicated as ‘on’ or ‘off” in the resource. Muting alerts may
be beneficial when the operator upgrade can potentially
affect performance of the application (e.g., if the operator
upgrade causes a slowing or momentary downtime of the
application). This can prevent the SRE from unnecessarily
reacting to a cluster alert.

At block 302, processing logic can perform pre-installa-
tion actions, as described in other sections. In some
examples, if a pre-installation action fails, then processing
logic can proceed to block 306 and send a report or alert to
one or more users (for example, in the form of an email or
notification in an application). The report can include details
such as, for example, a failed verification, a timeout, or other
failure.

At block 303, processing logic can approve installation of
the new operator. This can be performed conditionally. For
example, processing logic may not approve the installation
of the new operator unless the pre-installation actions are
performed successfully. An action can be deemed as suc-
cessful if it verifies a desired state of a custom resource
and/or if the action completes prior to a time limit.

At block 304, the new operator pod may spin up and
become active. For example, the OLM can install the new
operator in response to an approval at block 303. Pods can
be understood as the smallest deployable units of computing
that are managed on a platform for containerized applica-
tions. A pod may include one or more containers, with
shared storage and network resources, and rules for how
those containers are run by the platform. A pod’s contents
may be co-located and co-scheduled, and run in a shared
context. A pod can serve as a wrapper for one or more
containers. Processing logic can perform a post-installation
action at block 304 to verify that the installation of the new
operator is in progress, for example, by obtaining status of
the new operator pod to see if it is running. If not, or if a time
limit runs out, processing logic can proceed again to block
306 to send a report or alert.

At block 305, processing logic can perform post instal-
lation actions, to verify that the installation of the new
operator is successful. In some examples, post installation
actions can include verifying that the installation of the new
operator is complete. In some examples, post installation
actions can include performing clean-up of resources that
are no longer used by the platform.

In some embodiments, the methods and workflows
described in the present disclosure are performed during
runtime of the containerized application. For example, a
containerized application such as, for example, an airline
ticket sales application, can remain operative to clients
during the installation of the new operator.

FIG. 4 shows an example workflow 400 for installation
management of an operator, with verifying a custom
resource state, in accordance with some embodiments. The
workflow can be performed by a processing device such as
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processing device 102 that has an operator install component
103. Workflow 400 can be an example implementation of
workflow 300.

At block 402, an operator with version 1 (e.g., an existing
operator) is installed on a cluster of a platform for contain-
erized applications. At block 404, an operator with version
2 (e.g., a new operator) is installed to the cluster, but not
installed in the sense that the it is made active. The control
loop of the version 2 operator is not yet up and running.

At block 406, processing logic 401 can schedule an
upgrade. For example, processing logic 401 may write a date
to a subscription, where the date (which can include a time)
indicates when the installation is to occur. At block 408, in
response to the scheduled date being reached, processing
logic may proceed to block 410. At block 410, processing
logic may verify a current state of one or more custom
resources matches a desired predefined state. This state can
be a version number or other state. If this action fails
verification or times out, then processing logic can proceed
to block 440 and generate a report or alert. Otherwise,
processing logic may proceed to block 412.

At block 412, processing logic 401 may pause reconcili-
ation of the version 2 operator. If this action fails or times
out, processing logic may proceed to block 440 and generate
a report or alert. Otherwise, processing logic may proceed to
block 414.

Atblock 414, processing logic 401 may change a database
schema. The database associated with the database schema
can be a custom resource. The database may not compatible
with the version 2 operator. Thus, processing logic may
change the database schema to be compatible with the
version 2 operator. The database schema may define a
structure of the database (a blueprint of how the data is
organized in the database), described in a formal language
which is supported by a database management system. Thus,
by altering the database schema, processing logic can
change the structure of the database (e.g., removing or
adding fields) to make the database compatible with the
version 2 operator.

When processing logic 401 completes pre-installation
actions 450 successfully, processing logic can initiate instal-
lation of the version 2 operator by approving an install plan
for the version 2 operator, at block 420. This can trigger an
OLM to remove the version 1 operator and bring up the
version 2 operator.

Processing logic 401 may perform one or more post
installation actions 460. For example, processing logic may
proceed to block 424 to verify that the upgrade to the version
2 operator is in progress. This can be performed, for
example, by getting metadata from a custom resource to
check if an upgrade to version 2 is in progress. Similarly, at
block 426, processing logic can get metadata from a custom
resource to check if the version number has become version
2.

At block 428, processing logic can perform a clean-up.
Such clean-up may be domain specific and may vary from
one installation to another. Clean-up can include discarding
components that are no longer needed. As described, any of
the actions 424, 426, and 428 may {fail verification or go
beyond a time limit. In such a case, processing logic may
proceed to block 440 and generate a report or alert.

FIG. 5 shows an example resource 500 having instruc-
tions for pre-installation actions, in accordance with some
embodiments. Processing logic may obtain and parse this
resource and perform one or more actions based on the fields
in the resource. This resource 500 is one of a plurality of
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possible examples of a resource such as resource 110
described with respect to FIG. 1 and in other sections of the
disclosure.

The resource 500 may contain an API version identifier
field that indicates to processing logic what API version this
resource is compatible with. The resource can include a field
‘kind’ that describes to processing logic what kind of
resource it is, for example, an ‘InstallManageVerify’
resource.

The resource may include a field 501 which can include
a setting for muting alerts. This setting ‘muteAlerts’ can be
defined by a user as ‘true’ or “false’. If set to true, processing
logic can mute container alerts that may go out to SREs prior
to the installation, so that an SRE is not unnecessarily
alarmed during an Operator installation. A resource may be
a file written in a particular format, for example, YAML,
JSON, or other format.

Resource 500 may organize pre-installation and post-
installation actions separately. For example, action fields
502, 504, 506 and 508 may be organized in the resource as
pre-installation actions. Other action fields, such as those
shown in FIG. 6, can be organized as post-installation
actions. A user can set each field of the resource initially to
configure the installation of the new Operator based on
general or domain knowledge to reduce risk of incompat-
ibilities and/or reduce unwanted downtime.

Each action, whether pre or post installation, can include
a name, a namespace, a type, an action, a command, an
assertion, and/or a time limit. The name of the action can
indicate to processing logic what kind of action this field is
associated with, for example, ‘schedule-upgrade’ shows that
the action will be to schedule an upgrade. The namespace
can indicate a virtual cluster within a cluster that the action
is to be performed in. The type can indicate whether the
action will be performing verification or a task without
verification. The action and command can describe the
action to be taken by processing logic, and a command that
will be used by processing logic to perform the action. The
time limit can indicate to processing logic how long a given
action can take until processing logic deems it to have failed.

In response to field 502, processing logic can schedule an
upgrade or install based on a specific date and time. For
example, a date and time 2021-07-05 at 3:15:37 Zulu time
is shown in the command sub-field to indicate when pro-
cessing logic is to schedule the installation. Processing logic
can set the date and time in a subscription resource such that,
when the date and the time is met, processing logic can
perform the remaining actions specified in the resource.

In response to field 504, processing logic can verify that
a custom resource is in a desired state prior to the installation
of the new operator. In this example, the desired state is
specified version: 1. Processing logic can get metadata
(which may be structured data) from the custom resource
and parse it to determine if the state satisfies the desired state
(e.g., version 1). If this condition is satisfied, processing
logic can proceed to the next action. Otherwise, processing
logic may halt the installation, as described.

In response to field 506, processing logic may pause
reconciliation of the current operator, in preparation for the
upgrade. As mentioned, each operator can have a controller
that performs a control loop that repeatedly polls state of one
or more custom resources and acts to move the custom
resource to a desired state. The desired state can be defined
in a custom resource definition that is defines that particular
custom resource.

In response to field 508, processing logic may perform a
database schema change. This database change may be
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performed to make the database compatible with the new
operator, or with other reasons. The change to the database
can be specified in the field in detail. For example, the field
may specify (e.g., in a ‘command’ portion of the field) to add
a column with name ‘X’ after an existing column named “Y”.

Processing logic can monitor whether each of the pre-
installation actions are performed successfully which can be
indicated by the action being performed within a given time
limit and/or with verification criteria being satisfied. In
response to the pre-installation actions being performed
successfully, processing logic can approve the installation of
the new Operator. In some examples, processing logic can
include approving an install plan that immediately triggers
an OLM to replace an existing operator with the new
operator.

FIG. 6 shows an example resource 600 having instruc-
tions for post-installation actions, in accordance with some
embodiments. Example resource 600 may be a continuation
of resource 500 shown in FIG. 5. Resource 600 may include
post-installation fields 602, 604, and 606 which may be
acted upon by processing logic. As mentioned, prior to
performing the post-installation actions, processing logic
may approve an installation of the new operator, which may
cause the platform to initialize a pod associated with the new
operator.

In response to field 602, processing logic may verify that
the upgrade of one or more custom resources is in progress.
For example, processing logic may get metadata associated
with a custom resource and search the metadata to verify that
a ‘toVersion’ field exists in the metadata. If so, then this
indicates to processing logic that the upgrade of the custom
resources and the installation of the new operator is under-
way.

In response to field 604, processing logic may verify that
the upgrade of the custom resources is complete. For
example, processing logic may get metadata associated with
a custom resource and search the metadata to verify that the
‘Version’ of the custom resource is set to 2, where it was
previously “1°.

In response to field 606, processing logic may perform a
clean-up action to delete one or more resources no longer
needed. These specified resources can be domain-specific
and vary from one installation to another.

In some examples, resource 500 and resource 600 are a
common resource. The common resource can contain both
pre-installation actions, post-installation actions, and other
fields described. Processing logic can parse the resource and
implement the fields contained in the resource, as shown for
example, in workflows 300 and 400. Workflow 400 is an
example workflow that may result from implementing the
resource shown in FIG. 5§ and FIG. 6.

As such, processing logic can implement actions specified
by resource 500 and resource 600 to reduce the risk of
incompatibilities between a new operator and custom
resources, and to place custom resources in known states
prior to installation. Alerts can be shut off to reduce false
alerts to SREs. Upgrade of operators can be performed in a
controlled environment, where a user with domain knowl-
edge can set fields in the resource (e.g., the IMV file). A
single resource can be used to install multiple new operators.

FIG. 7 is a block diagram illustrating a computing device
for managing installation of an operator on a platform for a
containerized application, in accordance with some embodi-
ments. Computing device 700 may be connected to other
computing devices in a LAN, an intranet, an extranet, and/or
the Internet. The computing device may operate in the
capacity of a server machine in client-server network envi-
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ronment or in the capacity of a client in a peer-to-peer
network environment. The computing device may be pro-
vided by a personal computer (PC), a set-top box (STB), a
server, a network router, switch or bridge, or any machine
capable of executing a set of instructions (sequential or
otherwise) that specify actions to be taken by that machine.
Further, while only a single computing device is illustrated,
the term “computing device” shall also be taken to include
any collection of computing devices that individually or
jointly execute a set (or multiple sets) of instructions to
perform the methods discussed herein.

The example computing device 700 may include a pro-
cessing device (e.g., a general purpose processor, a PLD,
etc.) 702, a main memory 704 (e.g., synchronous dynamic
random access memory (DRAM), read-only memory
(ROM)), a static memory 706 (e.g., flash memory and a data
storage device 518), which may communicate with each
other via a bus 724.

Processing device 702 may be provided by one or more
general-purpose processing devices such as a microproces-
sor, central processing unit, or the like. In an illustrative
example, processing device 702 may comprise a complex
instruction set computing (CISC) microprocessor, reduced
instruction set computing (RISC) microprocessor, very long
instruction word (VLIW) microprocessor, or a processor
implementing other instruction sets or processors imple-
menting a combination of instruction sets. Processing device
702 may also comprise one or more special-purpose pro-
cessing devices such as an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA), a
digital signal processor (DSP), network processor, or the
like. The processing device 702 may be configured to
execute the operations described herein, in accordance with
one or more aspects of the present disclosure, for performing
the operations and steps discussed herein.

Computing device 700 may further include a network
interface device 708 which may communicate with a net-
work 720. The computing device 500 also may include a
video display unit 710 (e.g., a liquid crystal display (LCD)
or a cathode ray tube (CRT)), an alphanumeric input device
712 (e.g., a keyboard), a cursor control device 714 (e.g., a
mouse) and an acoustic signal generation device 716 (e.g.,
a speaker). In one embodiment, video display unit 710,
alphanumeric input device 712, and cursor control device
714 may be combined into a single component or device
(e.g., an LCD touch screen).

Data storage device 718 may include a computer-readable
storage medium 728 on which may be stored one or more
sets of instructions 725 that may include instructions for a
processing device (e.g., processing device 102), for carrying
out the operations described herein, in accordance with one
or more aspects of the present disclosure. Instructions 725
may also reside, completely or at least partially, within main
memory 704 and/or within processing device 702 during
execution thereof by computing device 700, main memory
704 and processing device 702 also constituting computer-
readable media. The instructions 725 may further be trans-
mitted or received over a network 720 via network interface
device 708. The instructions 725 may contain instructions of
an operator install component 727 that, when executed,
perform the operations and steps discussed herein.

While computer-readable storage medium 728 is shown
in an illustrative example to be a single medium, the term
“computer-readable storage medium” should be taken to
include a single medium or multiple media (e.g., a central-
ized or distributed database and/or associated caches and
servers) that store the one or more sets of instructions. The
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term “computer-readable storage medium” shall also be
taken to include any medium that is capable of storing,
encoding or carrying a set of instructions for execution by
the machine and that cause the machine to perform the
methods described herein. The term “computer-readable
storage medium” shall accordingly be taken to include, but
not be limited to, solid-state memories, optical media and
magnetic media.

Unless specifically stated otherwise, terms such as “send-
ing”, “storing”, “obtaining”, “receiving,” “routing,” “updat-
ing,” “providing,” or the like, refer to actions and processes
performed or implemented by computing devices that
manipulates and transforms data represented as physical
(electronic) quantities within the computing device’s regis-
ters and memories into other data similarly represented as
physical quantities within the computing device memories
or registers or other such information storage, transmission
or display devices. Also, the terms “first,” “second,” “third,”
“fourth,” etc., as used herein are meant as labels to distin-
guish among different elements and may not necessarily
have an ordinal meaning according to their numerical des-
ignation.

Examples described herein also relate to an apparatus for
performing the operations described herein. This apparatus
may be specially constructed for the required purposes, or it
may comprise a general purpose computing device selec-
tively programmed by a computer program stored in the
computing device. Such a computer program may be stored
in a computer-readable non-transitory storage medium.

The methods and illustrative examples described herein
are not inherently related to any particular computer or other
apparatus. Various general purpose systems may be used in
accordance with the teachings described herein, or it may
prove convenient to construct more specialized apparatus to
perform the required method steps. The required structure
for a variety of these systems will appear as set forth in the
description above.

The above description is intended to be illustrative, and
not restrictive. Although the present disclosure has been
described with references to specific illustrative examples, it
will be recognized that the present disclosure is not limited
to the examples described. The scope of the disclosure
should be determined with reference to the following claims,
along with the full scope of equivalents to which the claims
are entitled.

As used herein, the singular forms “a”, “an” and “the” are
intended to include the plural forms as well, unless the
context clearly indicates otherwise. It will be further under-
stood that the terms “comprises”, “comprising”, “includes”,
and/or “including”, when used herein, specify the presence
of stated features, integers, steps, operations, elements,
and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
Therefore, the terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting.

It should also be noted that in some alternative imple-
mentations, the functions/acts noted may occur out of the
order noted in the figures. For example, two figures shown
in succession may in fact be executed substantially concur-
rently or may sometimes be executed in the reverse order,
depending upon the functionality/acts involved.

Although the method operations were described in a
specific order, it should be understood that other operations
may be performed in between described operations,
described operations may be adjusted so that they occur at
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slightly different times or the described operations may be
distributed in a system which allows the occurrence of the
processing operations at various intervals associated with
the processing.
Various units, circuits, or other components may be
described or claimed as “configured to” or “configurable to”
perform a task or tasks. In such contexts, the phrase “con-
figured to” or “configurable to” is used to connote structure
by indicating that the units/circuits/components include
structure (e.g., circuitry) that performs the task or tasks
during operation. As such, the unit/circuit/component may
be said to be configured to perform the task, or configurable
to perform the task, even when the specified unit/circuit/
component is not currently operational (e.g., is not on). The
units/circuits/components used with the “configured to” or
“configurable to” language include hardware—for example,
circuits, memory storing program instructions executable to
implement the operation, etc. Reciting that a unit/circuit/
component is “configured to” perform one or more tasks, or
is “configurable to” perform one or more tasks, is expressly
intended not to invoke 35 U.S.C. 112, sixth paragraph, for
that unit/circuit/component. Additionally, “configured to” or
“configurable to” may include generic structure (e.g.,
generic circuitry) that is manipulated by software and/or
firmware (e.g., an FPGA or a general-purpose processor
executing software) to operate in manner that is capable of
performing the task(s) at issue. “Configured to” may also
include adapting a manufacturing process (e.g., a semicon-
ductor fabrication facility) to fabricate devices (e.g., inte-
grated circuits) that are adapted to implement or perform one
or more tasks. “Configurable to” is expressly intended not to
apply to blank media, an unprogrammed processor or unpro-
grammed generic computer, or an unprogrammed program-
mable logic device, programmable gate array, or other
unprogrammed device, unless accompanied by programmed
media that confers the ability to the unprogrammed device
to be configured to perform the disclosed function(s).
The foregoing description, for the purpose of explanation,
has been described with reference to specific embodiments.
However, the illustrative discussions above are not intended
to be exhaustive or to limit the invention to the precise forms
disclosed. Many modifications and variations are possible in
view of the above teachings. The embodiments were chosen
and described in order to best explain the principles of the
embodiments and its practical applications, to thereby
enable others skilled in the art to best utilize the embodi-
ments and various modifications as may be suited to the
particular use contemplated. Accordingly, the present
embodiments are to be considered as illustrative and not
restrictive, and the invention is not to be limited to the details
given herein, but may be modified within the scope and
equivalents of the appended claims.
What is claimed is:
1. A method, comprising:
obtaining, by a hardware processing device, a resource of
a platform for a containerized application;

in response to an indication being defined in the resource,
scheduling, by the hardware processing device, an
installation of a new operator of the platform to replace
an existing operator that manages one or more custom
resources of the platform;

performing, by the hardware processing device, one or

more pre-installation actions that are defined in the
resource, prior to the installation of the new operator,
including verifying, by the hardware processing device,
that the one or more custom resources managed by the
existing operator of the platform have a pre-defined
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current state, and in response to verifying that the one
or more custom resources have the pre-defined current
state, pausing the existing operator from performing
reconciliation to maintain the pre-defined current state
of the one or more custom resources; and

approving, by the hardware processing device, the instal-

lation of the new operator in response to successful
execution of the one or more pre-installation actions
including successful verification that the one or more
custom resources are maintained in the pre-defined
current state when the installation of the new operator
is perform, the approving of the installation causing a
removal of the existing operator and the installation of
the new operator when the existing operator is paused
from performing reconciliation and when the one or
more custom resources has the pre-defined current
state.

2. The method of claim 1, wherein the pre-defined current
state includes a desired version number of the one or more
custom resources.

3. The method of claim 1, wherein performing the one or
more pre-installation actions includes modifying, by the
hardware processing device, a database of the one or more
custom resources, such that the one or more custom
resources is compatible with the new operator.

4. The method of claim 1, wherein in response to a failure
to pause the existing operator, the hardware processing
device generates a report or alert.

5. The method of claim 1, wherein the hardware process-
ing device approves the installation of the new operator in
response to successful execution of all the one or more
pre-installation actions.

6. The method of claim 1, wherein approving the instal-
lation of the new operator includes approving, by the hard-
ware processing device, an install plan that an Operator
Lifecycle Manager (OLM) will respond to by removing the
existing operator and installing the new operator.

7. The method of claim 6, wherein the installation of the
new operator is not performed by the OLM unless the install
plan is approved.

8. The method of claim 1, wherein the new operator and
the existing operator each has a respective control loop that,
during runtime, repeatedly obtains a current state from each
of'the one or more custom resources of the platform, and the
respective control loop of each of the new operator and the
existing operator performs actions to move each of the one
or more custom resources to a desired state.

9. The method of claim 1, further comprising muting
alerts, by the hardware processing device, based on instruc-
tions contained in the resource.

10. The method of claim 1, further comprising perform-
ing, by the hardware processing device, one or more post-
installation actions that are defined in the resource, after
initiation of the installation of the new operator.

11. The method of claim 10, wherein the one or more
post-installation actions includes verifying that the installa-
tion of the new operator is in progress.

12. The method of claim 10, wherein the one or more
post-installation actions includes verifying that the installa-
tion of the new operator is complete.

13. The method of claim 10, wherein the one or more
post-installation actions includes performing, by the hard-
ware processing device, clean-up of resources that are no
longer used by the platform.

14. The method of claim 1, wherein the method is
performed during runtime of the containerized application.
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15. A system comprising:

a memory; and

a hardware processing device operatively coupled to the

memory, the hardware processing device to:

obtain a resource of a platform for a containerized appli-

cation;
in response to an indication being defined in the resource,
schedule an installation of a new operator of the
platform to replace an existing operator that manages
one or more custom resources of the platform;

perform one or more pre-installation actions that are
defined in the resource, prior to the installation of the
new operator, including verifying, by the hardware
processing device, that the one or more custom
resources managed by the existing operator of the
platform have a pre-defined current state, and in
response to verifying that the one or more custom
resources have the pre-defined current state, pause the
existing operator from performing reconciliation to
maintain the pre-defined current state of the one or
more custom resources; and

approve the installation of the new operator in response to

successful execution of the one or more pre-installation
actions including successful verification that the one or
more custom resources are maintained in the pre-
defined current state when the installation of the new
operator is performed, the approve of the installation
causing a removal of the existing operator and the
installation of the new operator when the existing
operator is paused from performing reconciliation and
when the one or more custom resources has the pre-
defined current state.

16. The system of claim 15, wherein the pre-defined
current state includes a desired version number of the one or
more custom resources.

17. The system of claim 15, wherein to perform the one
or more pre-installation actions includes to modify, by the
hardware processing device, a database of the one or more
custom resources, such that the one or more custom
resources is compatible with the new operator.
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18. A non-transitory computer-readable storage medium
including instructions that, when executed by a hardware
processing device, cause the hardware processing device to:

obtain a resource of a platform for a containerized appli-

cation;
in response to an indication being defined in the resource,
schedule an installation of a new operator of the
platform to replace an existing operator that manages
one or more custom resources of the platform;

perform one or more pre-installation actions that are
defined in the resource, prior to the installation of the
new operator, including verifying, by the hardware
processing device, that the one or more custom
resources managed by the existing operator of the
platform have a pre-defined current state, and in
response to verifying that the one or more custom
resources have the pre-defined current state, pause the
existing operator from performing reconciliation to
maintain the pre-defined current state of the one or
more custom resources; and

approve the installation of the new operator in response to

successful execution of the one or more pre-installation
actions including successful verification that the one or
more custom resources are maintained in the pre-
defined current state when the installation of the new
operator is performed, the approve of the installation
causing a removal of the existing operator and the
installation of the new operator when the existing
operator is paused from performing reconciliation and
when the one more custom resources has the pre-
defined current state.

19. The non-transitory computer-readable storage
medium of claim 18, wherein the pre-defined current state
includes a desired version number of the one or more custom
resources.

20. The non-transitory computer-readable storage
medium of claim 18, wherein to perform the one or more
pre-installation actions includes to modify, by the hardware
processing device, a database of the one or more custom
resources, such that the one or more custom resources is
compatible with the new operator.
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