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(57) ABSTRACT 

A computer-implemented method for processing web content 
may comprise receiving web content encoded with malicious 
Steganographic code. Before presenting the web content, the 
method may comprise modifying the web content to create 
modified content such that information conveyed by the mali 
cious steganographic code is at least partially corrupted in the 
modified content. Additionally, a functionality of the modi 
fied content may be at least Substantially similar to a func 
tionality of the web content following modification of the web 
content to create the modified content. Various other methods, 
computer-readable media, and systems are also disclosed. 
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1. 

METHODS AND SYSTEMIS FOR 
PROCESSINGWEB CONTENT ENCODED 

WITH MALICOUS CODE 

BACKGROUND 

Consumers and businesses increasingly use the internet to 
download web content from a variety of sources. The down 
loaded web content is often posted by the consumers and 
businesses on websites, including personal, commercial, aca 
demic, or government websites. In efforts to reach and affect 
large Volumes of end users, computer programmers with 
malicious motivations often covertly embed malicious stega 
nographic code in various forms of web content, such as 
HyperText Markup Language (“HTML'), JavaScript, and 
media files, including image files, audio files, video files, and 
animation files. The malicious code embedded in the web 
content may contain command and control instructions used 
to instruct and drive software robots (“bots’) operating on the 
internet. Accordingly, a computer hosting web content con 
taining malicious code may unknowingly become part of a 
botnet. A computer hosting web content containing malicious 
code may drive bots in the botnet to perform malicious activi 
ties on the internet, such as spamming third parties. 

Malicious code may be covertly incorporated into web 
content in a number of ways. For example, malicious code 
may be covertly embedded within unused portions of a code 
document. Such as in comments sections or white space por 
tions of an HTML file. Malicious code may also be encoded 
within software by replacing variables in the software code 
with characters encoding the malicious code. Malicious code 
may also be hidden within other types of files, such as media 
files, by integrating the code into portions of the file itself in 
such a way that the files appear to be unaffected. Malicious 
Steganographic code may be incorporated into web content in 
such a manner that it is extremely difficult to detect by secu 
rity software. However, the malicious code may be readily 
detected and used by a bot that is programmed to identify the 
malicious code. 

Malicious Steganographic code in various types of web 
content may allow the web content to function normally while 
enabling the malicious code to be read and used by bots 
crawling the Internet. Traditional security software may be 
unable to detect malicious code that is hidden within infected 
web content. What is needed, therefore, is a way for a user to 
process web content, particularly web content from untrusted 
Sources, such that any malicious Steganographic content 
embedded within the web content is disabled before the web 
content is used by an end user. 

SUMMARY 

Embodiments of the present disclosure process web con 
tent received from Internet websites. The web content may 
include HTML, JavaScript, and various types of media files, 
including audio files, image files, video files, and animation 
files. A security module located in a computing device may 
modify the web content. The security module may be an 
on-host agent, an in-browser component, or a web proxy 
component. The security module may process the web con 
tent after it is loaded onto a user's computer and before the 
user opens the content. In some embodiments, the security 
module may be located on a device other than the end user's 
computer (e.g., a web proxy) and may process the web con 
tent inline before the web content reaches the user's com 
puter. In other embodiments, web content may be received 
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2 
from a user attempting to upload the web content to a web 
server, and the web server may process the web content. 
The security module may process the web content by 

modifying the web content in Such a manner that information 
conveyed by malicious code covertly encoded in the web 
contentis at least partially corrupted (i.e. rendered partially or 
completely unusable by a bot). After the web content is modi 
fied, the web content may still maintain its functionality even 
though malicious code Stegoed in the web content may be 
corrupted and rendered useless as a command and control 
channel for a bot. 

In Some embodiments, the security module may process all 
web content received by a computer. In other embodiments, 
the security module may selectively process web content. For 
example, the security module may process web content from 
untrusted Sources or web content of a certain file type. 

In some embodiments, the security module may identify an 
unused portion of web content that does not contribute to the 
functionality of the web content, such as a comments or white 
space portion (e.g., comments in HTML). The security mod 
ule may then modify the unused portion of the web content by 
altering or removing at least part of the unused portion. Addi 
tionally, the security module may modify the web content by 
renaming variables in, or adding characters to, the web con 
tent (e.g., variables in JavaScript may be renamed). The Secu 
rity module may also rearrange segments of the web content 
to modify the web content. 

In some embodiments, web content comprising a media 
file may be transformed by the security module to corrupt 
malicious code Stegoed in the media file. The media file may 
be an image, audio, video, or animation file (e.g., JPG, MP3, 
MPEG). Content presented to a user by the media file prior to 
and following transformation by the security module may be 
substantially similar from the perspective of the user. In cer 
tain embodiments, the security module may transform the 
media file by applying relatively small changes to a portion of 
the media file (e.g., changes to hue, brightness, palette, image 
size). In certain embodiments, the security module may 
change the format of the media file (e.g., the security module 
may change the format of the file from JPG to BMP and back 
to JPG) or may encode or decode the media file. 

Features from any of the above-mentioned embodiments 
may be used in combination with one another in accordance 
with the general principles described herein. These and other 
embodiments, features, and advantages will be more fully 
understood upon reading the following detailed description in 
conjunction with the accompanying drawings and claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings illustrate a number of exem 
plary embodiments and are a part of the specification. 
Together with the following description, these drawings dem 
onstrate and explain various principles of the instant disclo 
SUC. 

FIG. 1 is a block diagram of an exemplary system for 
processing web content to corrupt malicious code according 
to certain embodiments. 

FIG. 2 is a flow diagram of an exemplary method for 
modifying web content to corrupt malicious code according 
to certain embodiments. 

FIG. 3 is a flow diagram of an exemplary method for 
modifying web content to corrupt malicious code according 
to certain embodiments. 

FIG. 4 is a flow diagram of an exemplary method for 
transforming a first media file to a second media to corrupt 
malicious code according to certain embodiments. 
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FIG. 5 is a flow diagram of an exemplary method for 
transforming a first media file to a second media and then to 
a third media file to corrupt malicious code according to 
certain embodiments. 

FIG. 6 is a block diagram of an exemplary system for 
processing web content to corrupt malicious code according 
to certain embodiments. 

FIG. 7 is a block diagram of an exemplary computing 
system capable of implementing one or more of the embodi 
ments described and/or illustrated herein. 

FIG. 8 is a block diagram of an exemplary computing 
network capable of implementing one or more of the embodi 
ments described and/or illustrated herein. 

Throughout the drawings, identical reference characters 
and descriptions indicate similar, but not necessarily identi 
cal, elements. While the exemplary embodiments described 
hereinare Susceptible to various modifications and alternative 
forms, specific embodiments have been shown by way of 
example in the drawings and will be described in detail 
herein. However, the exemplary embodiments described 
herein are not intended to be limited to the particular forms 
disclosed. Rather, the instant disclosure covers all modifica 
tions, equivalents, and alternatives falling within the scope of 
the appended claims. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

The instant disclosure is directed to processing web con 
tent encoded with malicious code. In some embodiments, a 
security module may modify web content encoded with mali 
cious steganographic code in such a manner that information 
conveyed by the malicious Steganographic code is at least 
partially corrupted while a functionality of the web content is 
substantially preserved. The methods and systems disclosed 
herein may provide security software that is capable of dis 
abling malicious Steganographic code in web content 
received from various sources in a variety of forms. As dis 
cussed in greater detail below, the methods and systems dis 
closed herein may provide other features and advantages. 

In the following disclosure, FIGS. 1 and 6 illustrate exem 
plary computing devices having a security module for modi 
fying web content received over a network. FIGS. 2-5 illus 
trate exemplary methods for receiving and modifying web 
content that is encoded with malicious Steganographic code. 
Descriptions of an exemplary system and an exemplary net 
work architecture capable of implementing one or more of the 
embodiments described and/or illustrated herein are provided 
in connection with FIGS. 7 and 8. 

FIG. 1 is a block diagram of an exemplary system 100 that 
includes a computing device 110 having a security module 
112 for modifying web content 122 encoded with malicious 
Steganographic code. As illustrated in FIG. 1, exemplary sys 
tem 100 may comprise a first computing device 110 and a 
second computing device 120. The phrase “computing 
device, as used herein, may generally refer to any electrical 
device capable of processing computer-executable instruc 
tions (i.e., comprising a central processing unit). Examples of 
computing devices may include desktop computers, laptops, 
workstations, servers, storage devices, cellular phones, per 
Sonal digital assistants, multimedia players, combinations of 
computing devices, or any other devices capable of process 
ing computer-executable instructions. 

Security module 112 may be installed on first computing 
device 110 and may provide protection for first computing 
device 110 and/or for an additional computing device con 
nected directly or indirectly to first computing device 110. 
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4 
Security module 112 may be a program configured to process 
various forms of web content 122 received by first computing 
device 110 from second computing device 120. Security 
module 112 may be programmed to perform the steps shown 
in FIGS. 2-5. 

In at least one embodiment, first computing device 110 and 
second computing device 120 may communicate over a net 
work 130. Network 130 may generally represent any type or 
form of communication or computing network, including, for 
example, the Internet, an intranet, a wide area network 
(WAN), a local area network (LAN), or a personal area net 
work (PAN). 

First computing device 110 may comprise a computing 
device used by an end-user. In other embodiments, first com 
puting device 110 may comprise a host server that hosts 
content, such as a web server that stores and provides access 
to various types of web content. In various embodiments, first 
computing device 110 may comprise a proxy server through 
which an end user may make indirect connections through 
network 130 to other computing devices (see FIG. 6). Second 
computing device 120 may comprise a computer used by an 
end user and/or may comprise a server. 
As illustrated in FIG. 1, second computing device 120 may 

host web content 122. Web content 122 may include various 
forms of code encoded with malicious Steganographic code. 
In various embodiments, web content 122 may include web 
content distributed over the Internet. Examples of web con 
tent 122 include HTML, Java Script, and various types of 
media files, including image files, audio files, video files, and 
animation files. Web content 122 may be hosted on second 
computing device 120 such that web content 122 is search 
able by and/or transferrable to other computing devices con 
nected to network 130. For example, web content 122 may be 
located on a web page hosted on second computing device 
120. 

Security module 112 may process various types of content, 
such as web content 122 received by first computing device 
110. In certain embodiments, security module 112 may 
specify certain criteria for processing content received by first 
computing device 110. For example, security module 112 
may process content received over network 130 from sources 
identified as untrusted sources. In some embodiments, Secu 
rity module 112 may process content of a certain file type. For 
example, security module 112 may process all JavaScript 
content or all video content. Thus, security module 112 may 
determine which content to process based on various pre 
defined criteria, Such as a source of the content and/or a type 
of the content. In other embodiments, security module 112 
may process all web content accessed by first computing 
device 110. Security module 112 may process content to 
disable or otherwise corrupt information conveyed by mali 
cious steganographic code encoded in the content prior to 
presenting the content. 
As used herein, corrupting malicious Steganographic code 

refers to any process or procedure that renders Steganographic 
code less useful for malicious purposes. For example, cor 
rupting malicious Steganographic may refer to a process that 
makes the Steganographic code at least partially unreadable or 
unidentifiable as command-and-control code inabotnet. Cor 
rupted malicious steganographic code may be steganographic 
code that is deleted, moved, or otherwise altered with web 
COntent. 

FIG. 2 illustrates an exemplary computer-implemented 
method 200 for processing web content to corrupt stegano 
graphic code. The method may be performed by computer 
executable code, such as security module 112. First comput 
ing device 110 may receive web content 122 encoded with 
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malicious steganographic code (step 210). Web content 122 
may be received from second computing device 120, which 
hosts web content 122. In other embodiments, web content 
may be received from a user attempting to upload the web 
content to a web server. As illustrated in FIG. 1, second 
computing device 120 may host web content 122 encoded 
with malicious Steganographic code. 

Before web content 122 is presented, web content 122 may 
be modified to create modified content (step 220). For 
example, security module 112 may modify web content 122. 
Web content 122 may be modified before first computing 
device 120 presents web content 122. Presenting web content 
122 may include rendering or otherwise opening web content 
122 to present the content to a user of first computing device 
120. In other embodiments, presenting web content 122 may 
include transferring web content 122 to another computing 
device or otherwise hosting web content 122 so that web 
content 122 is transferable to another computing device that is 
connected to first computing device 120. 

In various embodiments, security module 112 may modify 
web content 122 in Such a manner that information conveyed 
by malicious Steganographic code encoded within web con 
tent 122 is at least partially corrupted in the modified content, 
rendering the malicious steganographic code unusable, or at 
least partially unusable. For example, malicious Stegano 
graphic code that is configured to act as a command channel 
for a bot may be at least partially corrupted following modi 
fication of web content 122 in which the malicious stegano 
graphic code is encoded. Accordingly, a bot crawling the 
internet may not recognize the corrupted malicious code in 
the modified content and/or the malicious code may be cor 
rupted in such a manner that it no longer functions as a 
command channel for the bot. 

Security module 112 may be configured to modify web 
content 122 in Such a manner that a functionality of the 
modified content is substantially similar to a functionality of 
the web content 122. For example, web content 122 may bean 
image file and may present Substantially the same image in a 
Substantially similar manner both prior to and following 
modification by security module 112. Accordingly, while a 
user may perceive only a small difference or no difference 
between an image from by an image file before and after 
modification by security module 112, malicious Stegano 
graphic code encoded in the image file may be rendered 
unusable following modification. 

The term “functionality, as used herein to refer to web 
content, may refer to an intended use of the web content. For 
example, the functionality of web content 122 comprising an 
image file may be to convey an image to an end user. The 
functionality of the content may be maintained when the 
image presented to the user appears to be substantially the 
same after modification of the image file by security module 
112. In other words, an image presented to a userby an image 
file that has been modified by security module 112 may be, or 
may appear to a user to be, Substantially similar to an image 
presented by the image file prior to modification. In contrast, 
information conveyed by malicious Steganographic code 
encoded in the image file may be at least partially corrupted 
following modification of the image file by security module 
112. 

Modification of web content 122 may be performed at 
various points prior to being presented to an end user. For 
example, modification of web content 122 may be performed 
at a web proxy. In Such a case, first computing device 110 may 
comprise a web proxy server. Modification of web content 
122 may be performed inline by the security module 112 as 
web content 122 is received by first computing device 110 
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6 
and/or at a point after web content 122 is received by first 
computing device 110 and prior to transferring web content 
122 to a third computing device (see, e.g., third computing 
device 640 in FIG. 6). 

In additional embodiments, modification of the content 
may be performed after web content 122 is received by first 
computing device 110 and/or after web content 122 is stored 
in a browser cache on first computing device 110. Modifica 
tion of the content may also be performed before a browser or 
any other process opens web content 122. In at least one 
example, security module 112 may comprise an on-host Secu 
rity agent that processes any content received by a server or 
other computing device hosting the security agent. Security 
module 112 may comprise a browser component located 
within an internet browser on first computing device 110. 
When security module 112 comprises a browser component, 
security module 112 may process web content 122 prior to 
opening web content 122 in a browser. 
Web content 122 may be modified by security module 112 

in any suitable manner to form modified content in which 
information conveyed by encoded malicious steganographic 
code is at least partially corrupted. In at least one embodi 
ment, web content 122 may be modified by renaming vari 
ables in web content 122. For example, variables in the web 
content 122 comprising JavaScript code may be renamed. In 
some embodiments, characters may be added to the web 
content 122. For example, various characters, including let 
ters, numbers, symbols, and/or white-space characters may 
be added to web content 122. Characters and/or variable 
names in web content 122 used to encode malicious Stegano 
graphic code may be changed, thereby altering and corrupting 
information conveyed by the malicious code in the modified 
COntent. 

According to certain embodiments, security module 112 
may modify web content 122 by rearranging segments of web 
content 122. The segments in web content 122 may contain 
Substantially the same or similar code (e.g., code with Sub 
stantially the same functionality) before and after modifica 
tion by security module 112, while the order of the segments 
in relation to one another in web content 122 and the modified 
content may be different. For example, security module 112 
may rearrange an order of hypertext-markup-language 
parameters in the content. In other embodiments, security 
module 112 may rearrange the segments and may include 
appropriate additional code in the modified content to enable 
the modified content to function in substantially the same 
manner as web content 122. Rearranging the segments may 
disrupt malicious steganographic code encoded in web con 
tent 122. Such as malicious code encoded over two or more of 
the segments, thereby corrupting information conveyed by 
the malicious code. 

In various embodiments, security module 112 may be 
located on a computing device. Such as first computing device 
110, that acts as a web server hosting various forms of content 
uploaded by third party users over the Internet. A third party 
user may upload and post web content 122 to first computing 
device 110 from second computing device 120. First comput 
ing device 110 may host one or more web pages, such as, for 
example, a web-based email site, a weblog, a picture site, 
and/or a social networking site. Security module 112 may be 
located on computing device 110 (i.e., the web server) and 
may process all content sent to computing device 110 before 
it is hosted on computing device 110. In some embodiments, 
security module 112 may process all content uploaded to 
server 110 before the content is made accessible to others. For 
example, if a user uploads a picture to a social networking 
site, security module 112 may process the picture before 
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posting the picture to the user's web site. Thus, before the 
picture is assessable to others, security module 112 may 
corrupt any Steganographic code that may be encoded in the 
picture. 

FIG. 3 illustrates an exemplary computer-implemented 5 
method 300 for processing web content according to an addi 
tional embodiment. The method may be performed by com 
puter-executable code, such as security module 112. First 
computing device 110 may receive web content 122 encoded 
with malicious steganographic code (step 310). Web content 10 
122 may be received from second computing device 120, 
which hosts web content 122. 

Security module 112 may identify a first portion of web 
content 122 that does not contribute to a functionality of web 
content 122 (step 320). In various embodiments, portions of 15 
web content 122, such as portions of HTML code, may com 
prise comments and/or white space. The comments and 
white-spaceportions in the HTML code may not be part of the 
HTML code that is rendered in a browser. Accordingly, the 
comments and white space may be portions of the HTML 20 
code that do not contribute to a functionality of the HTML 
code, and malicious programmers may use non-functional 
portions of web content 122 to carry information that drives 
bots. Security module 112 may identify one or more com 
ments and/or white-space portions of HTML code in web 25 
content 122. 
Once security module 112 has identified a first portion of 

web content 122 that does not contribute to a functionality of 
web content 122, security module 112 may modify the first 
portion of web content 122 to create modified content. In 30 
various embodiments, security module 112 may modify the 
first portion of web content 122 such that information con 
veyed by malicious Steganographic code embedded within 
the first portion is at least partially corrupted, rendering the 
malicious Steganographic code unusable. 35 
The first portion of web content 122 may be modified by 

security module 112 in various ways. For example, the first 
portion of web content 122 may be modified by changing 
and/or rearranging one or more characters in the first portion. 
The first portion of web content 122 may also be modified by 40 
adding characters to the first portion. Additionally, since the 
first portion of web content 122 does not contribute to a 
functionality of web content 122, the first portion may also be 
partially or completely removed from web content 122. 

FIG. 4 illustrates an exemplary computer-implemented 45 
method 400 for processing a media file according to at least 
one embodiment. The method may be performed by com 
puter-executable code, such as security module 112. First 
computing device 110 may receive a first media file encoded 
with malicious Steganographic code (step 410). The first 50 
media file may be received from second computing device 
120, which hosts the media file. In other embodiments, the 
first media file may be received from a user attempting to 
upload the first media file to a web server. In various embodi 
ments, web content 122 may comprise the media file. 55 
The first media file may represent any type or form of 

media file that presents a visual and/or auditory experience to 
a user. Examples of the first media file include image files, 
audio files, video files, and animation files. Malicious stega 
nographic code may be encoded within the media file Such 60 
that the malicious code is covertly incorporated into visual 
and/or auditory aspects of the media file. For example, code in 
a media file that presents a visual and/or auditory stimulus to 
user may be encoded with malicious Steganographic code. A 
bot encountering the media file on network 130 may recog- 65 
nize the malicious Steganographic code, enabling the mali 
cious code to operate as a command channel for the bot. 

8 
Transforming the first media file to the second media file may 
corrupt information conveyed by the malicious Stegano 
graphic code in a manner that prevents the bot from using the 
Steganographic code. 

Before presenting the first media file, security module 112 
may transform the first media file to a second media file 
differing from the first media file (step 420). Security module 
112 may transform the first media file to the second media file 
using any Suitable technique. In certain embodiments, the 
transformation of the first media file to the second media file 
may effectively corrupt information encoded by malicious 
Steganographic code. The transformation may result in a 
change (possibly even a small change) to a portion of first 
media file. In some embodiments, security module 112 may 
convert the first media file, which may be in a first format, to 
the second media file, which may be in a second format. For 
example, the first media file may comprise a JPG image. 
Security module may convert the first media file to a BMP 
image. 

According at least one embodiment, security module 112 
may alter various auditory and/or visual aspects of the first 
media file in transforming the first media file to the second 
media file. For example, security module 112 may transform 
a first media file comprising an image, audio, video, and/or 
animation file to a second media file Such that content pre 
sented by the second media file differs from content presented 
by the first media file in at least one of color brightness, color 
hue, color Saturation, image size, image resolution, and/or 
any other Suitable visual aspect. Additionally, content pre 
sented by the second media file may differ from content 
presented by the first media in any suitable auditory aspect. 
These alterations to auditory and/or visual aspects of the first 
media file may be applied to a significant portion of the first 
media file. For example, security module 112 may alter the 
hue of substantially all of the pixels forming visual content 
presented by a media file. 

In certain embodiments, security module 112 may trans 
form the first media file by compressing and/or decompress 
ing the first media file to form the second media file. In 
additional embodiments, security module 112 may transform 
the first media file by encoding and/or decoding the first 
media file to form the second media file. 

Following conversion of the first media file to the second 
media file, information conveyed by malicious Stegano 
graphic code embedded within the first media file may be at 
least partially corrupted in the second media file. In addition, 
content presented by the second media file may be at least 
substantially similar to content presented by the first media 
file. For example, a first media file comprising an audio file 
may be transformed by security module 112 to a second 
media file differing from the first media file. Audio content 
presented to a user by the second media file may sound 
Substantially similar to audio content presented to the user by 
the first media file. Transforming the first media file to the 
second media file may corrupt information conveyed by mali 
cious Steganographic code, but may retain the functionality of 
the second media file. 

FIG. 5 illustrates an exemplary computer-implemented 
method 400 for processing a media file according to various 
embodiments. The method may be performed by computer 
executable code, such as security module 112. First comput 
ing device 110 may receive a first media file encoded with 
malicious steganographic code (step 510). The first media file 
may be received from second computing device 120, which 
may host the media file. Prior to presenting the first media file 
to a user, security module 112 may transform the first media 
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file to a second media file that differs from the first media file 
in at least one aspect (step 520). 

Additionally, security module 112 may transform the sec 
ond media file to a third media file differing from the first 
media file (step 530). According to certain embodiments, the 
first media file may be in a first format and the second media 
file may be in a second format differing from the first format. 
The third media file may be in the first format. The third media 
file may therefore have the same format as the first media file. 
For example, security module 112 may transform a first 
media file comprising a JPG file to a second media file com 
prising a BMP file. Subsequently, security module 112 may 
transform the second medial file to a third media file com 
prising a JPG file. Thus, a user may be presented with a third 
media file that is in the same format as the first media file 
transferred to the first computing device 110. Although the 
third media file may be in the same format as the first media 
file, transforming the first media file to the second media file 
and/or transforming the second media file to the third media 
file may corrupt information conveyed by malicious Stegano 
graphic code encoded in the first media file. 

FIG. 6 is a block diagram of an exemplary system 600 that 
includes a computing device 610 having a security module 
612 for modifying web content 622 encoded with malicious 
Steganographic code. As illustrated in FIG. 6, exemplary sys 
tem 600 may comprise a first computing device 610, a second 
computing device 620, and a third computing device 640. 
First computing device 610, second computing device 620, 
and third computing device 640 may communicate over a 
network 630. 

In at least one embodiment, first computing device 610 
may be a proxy server. For example, first computing device 
610 may comprise a proxy server through which third com 
puting device 640 may communicate with second computing 
device 620. Security module 612 may be installed on first 
computing device 610 and may provide protection for third 
computing device 640 by preventing content encoded with 
malicious Steganographic code from being transferred to 
third computing device 640. Security module 612 may be a 
program coded to process various forms of web content 622 
received by first computing device 610 from second comput 
ing device 620 prior to passing web content 622 on to third 
computing device 640. Security module 612 may be pro 
grammed to perform the steps shown in FIGS. 2-5 above. 

FIG. 7 is a block diagram of an exemplary computing 
system 710 capable of implementing one or more of the 
embodiments described and/or illustrated herein. Computing 
system 710 broadly represents any single or multi-processor 
computing device or system capable of executing computer 
readable instructions. Examples of computing system 710 
include, without limitation, workstations, laptops, client-side 
terminals, servers, distributed computing systems, handheld 
devices, or any other computing system or device. In its most 
basic configuration, computing system 710 may comprise at 
least one processor 714 and a system memory 716. 

Processor 714 generally represents any type or form of 
processing unit capable of processing data or interpreting and 
executing instructions. In certain embodiments, processor 
714 may receive instructions from a software application or 
module. These instructions may cause processor 714 to per 
form the functions of one or more of the exemplary embodi 
ments described and/or illustrated herein. For example, pro 
cessor 714 may perform and/or be a means for performing, 
either alone or in combination with other elements, one or 
more of the receiving, modifying, identifying, and transform 
ing steps described herein. Processor 714 may also perform 
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10 
and/or be a means for performing any other steps, methods, or 
processes described and/or illustrated herein. 

System memory 716 generally represents any type or form 
of Volatile or non-volatile storage device or medium capable 
of storing data and/or other computer-readable instructions. 
Examples of system memory 716 include, without limitation, 
random access memory (RAM), read only memory (ROM), 
flash memory, or any other Suitable memory device. Although 
not required, in certain embodiments computing system 710 
may comprise both a volatile memory unit (such as, for 
example, system memory 716) and a non-volatile storage 
device (such as, for example, primary storage device 732, as 
described in detail below). 

In certain embodiments, exemplary computing system 710 
may also comprise one or more components or elements in 
addition to processor 714 and system memory 716. For 
example, as illustrated in FIG.7, computing system 710 may 
comprise a memory controller 718, an Input/Output (I/O) 
controller 720, and a communication interface 722, each of 
which may be interconnected via a communication infra 
structure 712. Communication infrastructure 712 generally 
represents any type or form of infrastructure capable of facili 
tating communication between one or more components of a 
computing device. Examples of communication infrastruc 
ture 712 include, without limitation, a communication bus 
(such as an ISA, PCI, PCIe, or similar bus) and a network. 
Memory controller 718 generally represents any type or 

form of device capable of handling memory or data or con 
trolling communication between one or more components of 
computing system 710. For example, in certain embodiments 
memory controller 718 may control communication between 
processor 714, system memory 716, and I/O controller 720 
via communication infrastructure 712. In certain embodi 
ments, memory controller may perform and/or be a means for 
performing, either alone or in combination with other ele 
ments, one or more of the steps or features described and/or 
illustrated herein, such as receiving, modifying, identifying, 
and transforming. 

I/O controller 720 generally represents any type or form of 
module capable of coordinating and/or controlling the input 
and output functions of a computing device. For example, in 
certain embodiments I/O controller may control or facilitate 
transfer of data between one or more elements of computing 
system 710, such as processor 714, system memory 716, 
communication interface 722, display adapter 727, input 
interface 730, and storage interface 734. I/O controller 720 
may be used, for example, to perform and/or be a means for 
performing, either alone or in combination with other ele 
ments, one or more of the receiving, modifying, identifying, 
and transforming steps described herein. I/O controller 720 
may also be used to perform and/or be a means for performing 
other steps and features set forth in the instant disclosure. 

Communication interface 722 broadly represents any type 
or form of communication device or adapter capable of facili 
tating communication between exemplary computing system 
710 and one or more additional devices. For example, in 
certain embodiments communication interface 722 may 
facilitate communication between computing system 710 and 
a private or public network comprising additional computing 
systems. Examples of communication interface 722 include, 
without limitation, a wired network interface (such as a net 
work interface card), a wireless network interface (such as a 
wireless network interface card), a modem, and any other 
Suitable interface. In at least one embodiment, communica 
tion interface 722 may provide a direct connection to a remote 
server via a direct link to a network, such as the Internet. 
Communication interface 722 may also indirectly provide 
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Such a connection through, for example, a local area network 
(such as an Ethernet network), a personal area network, a 
telephone or cable network, a cellular telephone connection, 
a satellite data connection, or any other Suitable connection. 

In certain embodiments, communication interface 722 
may also represent a host adapter configured to facilitate 
communication between computing system 710 and one or 
more additional network or storage devices via an external 
bus or communications channel. Examples of host adapters 
include, without limitation, SCSI host adapters, USB host 
adapters, IEEE 794 host adapters, SATA and eSATA host 
adapters, ATA and PATA host adapters, Fibre Channel inter 
face adapters, Ethernet adapters, or the like. Communication 
interface 722 may also allow computing system 710 to 
engage in distributed or remote computing. For example, 
communication interface 722 may receive instructions from a 
remote device or send instructions to a remote device for 
execution. In certain embodiments, communication interface 
722 may perform and/or be a means for performing, either 
alone or in combination with other elements, one or more of 
the receiving, modifying, identifying, and transforming steps 
disclosed herein. Communication interface 722 may also be 
used to perform and/or be a means for performing other steps 
and features set forth in the instant disclosure. 
As illustrated in FIG. 7, computing system 710 may also 

comprise at least one display device 724 coupled to commu 
nication infrastructure 712 via a display adapter 726. Display 
device 724 generally represents any type or form of device 
capable of visually displaying information forwarded by dis 
play adapter 726. Similarly, display adapter 726 generally 
represents any type or form of device configured to forward 
graphics, text, and other data from communication infrastruc 
ture 712 (or from a frame buffer, as known in the art) for 
display on display device 724. 
As illustrated in FIG. 7, exemplary computing system 710 

may also comprise at least one input device 728 coupled to 
communication infrastructure 712 via an input interface 730. 
Input device 728 generally represents any type or form of 
input device capable of providing input, either computer or 
human generated, to exemplary computing system 710. 
Examples of input device 728 include, without limitation, a 
keyboard, a pointing device, a speech recognition device, or 
any other input device. In at least one embodiment, input 
device 728 may perform and/or be a means for performing, 
either alone or in combination with other elements, one or 
more of the receiving, modifying, identifying, and transform 
ing steps disclosed herein. Input device 728 may also be used 
to perform and/or be a means for performing other steps and 
features set forth in the instant disclosure. 
As illustrated in FIG. 7, exemplary computing system 710 

may also comprise a primary storage device 732 and a backup 
storage device 733 coupled to communication infrastructure 
712 via a storage interface 734. Storage devices 732 and 733 
generally represent any type or form of storage device or 
medium capable of storing data and/or other computer-read 
able instructions. For example, storage devices 732 and 733 
may be a magnetic disk drive (e.g., a so-called hard drive), a 
floppy disk drive, a magnetic tape drive, an optical disk drive, 
a flash drive, or the like. Storage interface 734 generally 
represents any type or form of interface or device for trans 
ferring data between storage devices 732 and 733 and other 
components of computing system 710. 

In certain embodiments, storage devices 732 and 733 may 
be configured to read from and/or write to a removable stor 
age unit configured to store computer software, data, or other 
computer-readable information. Examples of suitable remov 
able storage units include, without limitation, a floppy disk, a 
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12 
magnetic tape, an optical disk, a flash memory device, or the 
like. Storage devices 732 and 733 may also comprise other 
similar structures or devices for allowing computer Software, 
data, or other computer-readable instructions to be loaded 
into computing system 710. For example, storage devices 732 
and 733 may be configured to read and write software, data, or 
other computer-readable information. Storage devices 732 
and 733 may also be a part of computing system 710 or may 
be a separate device accessed through other interface sys 
temS. 

In certain embodiments, the exemplary file systems dis 
closed herein may be stored on primary storage device 732, 
while the exemplary file-system backups disclosed herein 
may be stored on backup storage device 733. Storage devices 
732 and 733 may also be used, for example, to perform and/or 
be a means for performing, either alone or in combination 
with other elements, one or more of the receiving, modifying, 
identifying, and transforming steps disclosed herein. Storage 
devices 732 and 733 may also be used to perform and/or be a 
means for performing other steps and features set forth in the 
instant disclosure. 
Many other devices or Subsystems may be connected to 

computing system 710. Conversely, all of the components 
and devices illustrated in FIG. 7 need not be present to prac 
tice the embodiments described and/or illustrated herein. The 
devices and Subsystems referenced above may also be inter 
connected in different ways from that shown in FIG. 7. Com 
puting system 710 may also employ any number of software, 
firmware, and/or hardware configurations. For example, one 
or more of the exemplary embodiments disclosed herein may 
be encoded as a computer program (also referred to as com 
puter software, software applications, computer-readable 
instructions, or computer control logic) on a computer-read 
able medium. The phrase “computer-readable medium' gen 
erally refers to any form of device, carrier, or medium capable 
of storing or carrying computer-readable instructions. 
Examples of computer-readable media include, without limi 
tation, transmission-type media, such as carrier waves, and 
physical media, Such as magnetic-storage media (e.g., hard 
disk drives and floppy disks), optical-storage media (e.g., 
CD- or DVD-ROMs), electronic-storage media (e.g., solid 
state drives and flash media), and other distribution systems. 
The computer-readable medium containing the computer 

program may be loaded into computing system 710. All or a 
portion of the computer program stored on the computer 
readable medium may then be stored in system memory 716 
and/or various portions of storage devices 732 and 733. When 
executed by processor 714, a computer program loaded into 
computing system 710 may cause processor 714 to perform 
and/or be a means for performing the functions of one or more 
of the exemplary embodiments described and/or illustrated 
herein. Additionally or alternatively, one or more of the exem 
plary embodiments described and/or illustrated herein may 
be implemented in firmware and/or hardware. For example, 
computing system 710 may be configured as an application 
specific integrated circuit (ASIC) adapted to implement one 
or more of the exemplary embodiments disclosed herein. 

FIG. 8 is a block diagram of an exemplary network archi 
tecture 800 in which client systems 810, 820, and 830 and 
servers 840 and 845 may be coupled to a network 850. Client 
systems 810, 820, and 830 generally represent any type or 
form of computing device or system, Such as exemplary com 
puting system 710 in FIG. 7. Similarly, servers 840 and 845 
generally represent computing devices or systems, such as 
application servers or database servers, configured to provide 
various database services and/or to run certain Software appli 
cations. Network 850 generally represents any telecommuni 
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cation or computer network; including, for example, an intra 
net, a wide area network (WAN), a local area network (LAN), 
a personal area network (PAN), or the Internet. 
As illustrated in FIG. 8, one or more storage devices 860 

(1)-(N) may be directly attached to server 840. Similarly, one 
or more storage devices 870(1)-(N) may be directly attached 
to server 845. Storage devices 860(1)-(N) and storage devices 
870(1)-(N) generally represent any type or form of storage 
device or medium capable of storing data and/or other com 
puter-readable instructions. In certain embodiments, storage 
devices 860(1)-(N) and storage devices 870(1)-(N) may rep 
resent network-attached storage (NAS) devices configured to 
communicate with servers 840 and 845 using various proto 
cols, such as NFS, SMB, or CIFS. 

Servers 840 and 845 may also be connected to a storage 
area network (SAN) fabric 880. SAN fabric 880 generally 
represents any type or form of computer network or architec 
ture capable of facilitating communication between a plural 
ity of storage devices. SAN fabric 880 may facilitate commu 
nication between servers 840 and 845 and a plurality of 
storage devices 890(1)-(N) and/or an intelligent storage array 
895. SAN fabric 880 may also facilitate, via network 850 and 
servers 840 and 845, communication between client systems 
810, 820, and 830 and storage devices 890(1)-(N) and/or 
intelligent storage array 895 in such a manner that devices 
890(1)-(N) and array 895 appear as locally attached devices 
to client systems 810, 820, and 830. As with storage devices 
860(1)-(N) and storage devices 870(1)-(N), storage devices 
890(1)-(N) and intelligent storage array 895 generally repre 
sent any type or form of storage device or medium capable of 
storing data and/or other computer-readable instructions. 

In certain embodiments, and with reference to exemplary 
computing system 710 of FIG. 7, a communication interface, 
such as communication interface 722 in FIG. 7, may be used 
to provide connectivity between each client system 810, 820, 
and 830 and network 850. Client systems 810, 820, and 830 
may be able to access information on server 840 or 845 using, 
for example, a web browser or other client software. Such 
software may allow client systems 810, 820, and 830 to 
access data hosted by server 840, server 845, storage devices 
860(1)-(N), storage devices 870(1)-(N), storage devices 890 
(1)-(N), or intelligent storage array 895. Although FIG. 8 
depicts the use of a network (such as the Internet) for 
exchanging data, the embodiments described and/or illus 
trated herein are not limited to the Internet or any particular 
network-based environment. 

In at least one embodiment, all or a portion of one or more 
of the exemplary embodiments disclosed herein may be 
encoded as a computer program and loaded onto and executed 
by server 840, server 845, storage devices 860(1)-(N), storage 
devices 870(1)-(N), storage devices 890(1)-(N), intelligent 
storage array 895, or any combination thereof. All or a portion 
of one or more of the exemplary embodiments disclosed 
herein may also be encoded as a computer program, stored in 
server 840, run by server 845, and distributed to client sys 
tems 810, 820, and 830 over network 850. Accordingly, net 
work architecture 800 may perform and/or be a means for 
performing, either alone or in combination with other ele 
ments, one or more of the receiving, modifying, identifying, 
and transforming steps disclosed herein. Network architec 
ture 800 may also be used to perform and/or be a means for 
performing other steps and features set forth in the instant 
disclosure. 
As detailed above, computing system 710 and/or one or 

more of the components of network architecture 800 may 
perform and/or be a means for performing, either alone or in 
combination with other elements, one or more steps of the 
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14 
exemplary methods described and/or illustrated herein. For 
example, computing system 710 and/or one or more of the 
components of network architecture 800 may perform and/or 
be a means for performing a computer-implemented method 
for processing web content. The method may comprise 
receiving web content encoded with malicious Stegano 
graphic code. The web content may be received from a com 
puting device that hosts the web content. In other embodi 
ments, the web content may be received from a user 
attempting to upload the web content to a web server. 

Before presenting the web content, the method may com 
prise modifying the web content to create modified content 
Such that information conveyed by the malicious Stegano 
graphic code is at least partially corrupted in the modified 
content. Additionally, a functionality of the modified content 
may be at least substantially similar to a functionality of the 
web content following modification of the web content to 
create the modified content. 

In some embodiments, the method may additionally com 
prise identifying a first portion of the web content that does 
not contribute to the functionality of the web content. Modi 
fying the web content may comprise modifying the first por 
tion. Modifying the first portion may also comprise removing 
the first portion. Additionally, modifying the first portion may 
comprise changing characters in the first portion. The first 
portion may comprise comments and/or white space. 

According to various embodiments, modifying the web 
content may be performed inline at a web proxy. Modifying 
the web content may also be performed after the web content 
is stored in a browser's cache. Modifying the web content 
may comprise renaming variables in the web content. Modi 
fying the web content may also comprise adding characters to 
the web content. Modifying the web content may further 
comprise rearranging segments of the web content. 

In some embodiments, the web content may comprise a 
media file and modifying the web content may comprise 
modifying the media file to create a modified media file. 
Modifying the media file may comprise compressing the 
media file and/or decompressing the media file. In at least one 
embodiment, the media file may be in a first format. Modify 
ing the media file may comprise converting the media file to 
the modified media file such that the modified media file is in 
a second format. Modifying the media file may additionally 
comprise modifying code associated with a visual aspect of 
the web content and/or code associated with an auditory 
aspect of the web content. 

In certain embodiments, a computer-readable medium 
may comprise one or more computer-executable instructions 
that, when executed by a computing device, cause the com 
puting device to receive web content encoded with malicious 
Steganographic code. The web content may be received from 
a computing device that hosts the web content. The one or 
more computer-executable instructions may modify the web 
content to create modified content before presenting the web 
content Such that information conveyed by the malicious 
Steganographic code is at least partially corrupted. After 
modification, a functionality of the modified content may be 
at least substantially similar to a functionality of the web 
COntent. 

In at least one embodiment, a computer-implemented 
method for processing a media file may comprise receiving a 
first media file encoded with malicious Steganographic code. 
The first media file may be received from a computing device 
that hosts the first media file. In other embodiments, the first 
media file may be received from a user attempting to upload 
the first media file to a web server. The computer-imple 
mented method may comprise transforming the first media 
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file to a second media file differing from the first media file 
before presenting the first media file. After the transforma 
tion, information conveyed by the malicious steganographic 
code may be at least partially corrupted in the second media 
file. Content presented by the second media file may be at 5 
least substantially similar to content presented by the first 
media file. The first media file may be in a first format and the 
second media file may be in a second format. 

In various embodiments, the computer-implemented 
method may further comprise transforming the second media 10 
file to a third media file differing from the first media file. 
Content presented by the third media file may be at least 
substantially similar to content presented by the first media 
file. The third media file may be in the first format (i.e., the 
same format as the first media file). Content presented by the 15 
second media file may differ from content presented by the 
first media file in color brightness, color hue, color saturation, 
and/or image size. 

While the foregoing disclosure sets forth various embodi 
ments using specific block diagrams, flowcharts, and 20 
examples, each block diagram component, flowchart step, 
operation, and/or component described and/or illustrated 
herein may be implemented, individually and/or collectively, 
using a wide range of hardware, Software, or firmware (or any 
combination thereof) configurations. In addition, any disclo- 25 
Sure of components contained within other components 
should be considered exemplary in nature since many other 
architectures can be implemented to achieve the same func 
tionality. 

The process parameters and sequence of steps described 30 
and/or illustrated herein are given by way of example only 
and can be varied as desired. For example, while the steps 
illustrated and/or described herein may be shown or discussed 
in a particular order, these steps do not necessarily need to be 
performed in the order illustrated or discussed. The various 35 
exemplary methods described and/or illustrated herein may 
also omit one or more of the steps described or illustrated 
herein or include additional steps in addition to those dis 
closed. 

Furthermore, while various embodiments have been 40 
described and/or illustrated herein in the context of fully 
functional computing systems, one or more of these exem 
plary embodiments may be distributed as a program product 
in a variety of forms, regardless of the particular type of 
computer-readable media used to actually carry out the dis- 45 
tribution. The embodiments disclosed herein may also be 
implemented using Software modules that perform certain 
tasks. These software modules may include Script, batch, or 
other executable files that may be stored on a computer 
readable storage medium or in a computing system. In some 50 
embodiments, these software modules may configure a com 
puting system to perform one or more of the exemplary 
embodiments disclosed herein. 
The preceding description has been provided to enable 

others skilled in the art to best utilize various aspects of the 55 
exemplary embodiments disclosed herein. This exemplary 
description is not intended to be exhaustive or to be limited to 
any precise form disclosed. Many modifications and varia 
tions are possible without departing from the spirit and scope 
of the instant disclosure. The embodiments disclosed herein 60 
should be considered in all respects illustrative and not 
restrictive. Reference should be made to the appended claims 
and their equivalents in determining the scope of the instant 
disclosure. 

Unless otherwise noted, the terms 'a' or “an, as used in 65 
the specification and claims, are to be construed as meaning 
“at least one of.” In addition, for ease of use, the words 
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“including and "having, as used in the specification and 
claims, are interchangeable with and have the same meaning 
as the word “comprising.” 
We claim: 
1. A computer-implemented method, at least a portion of 

the method being performed by a computing system compris 
ing at least one processor, the computer-implemented method 
comprising: 

receiving web content encoded with malicious Stegano 
graphic code: 

identifying a first portion of the web content that does not 
contribute to a functionality of the web content and 
within which the malicious steganographic code is ste 
goed; 

before presenting the web content, corrupting the mali 
cious Steganograhic code by modifying the web content 
to create modified content, wherein modifying the web 
content comprises deleting, moving, and/or altering the 
first portion of the web content such that: 
a malicious application is unable to decode a message 

conveyed by the malicious Steganographic code: 
a functionality of the modified content is at least similar 

to the functionality of the web content. 
2. The computer-implemented method of claim 1, wherein 

modifying the web content comprises rearranging segments 
of the first portion of the web content. 

3. The computer-implemented method of claim 1, wherein: 
modifying the web content comprises removing the first 

portion of the web content. 
4. The computer-implemented method of claim 1, wherein: 
modifying the web content comprises changing characters 

in the first portion of the web content. 
5. The computer-implemented method of claim 1, wherein: 
the first portion of the web content comprises at least one 

of: 
comments: 
white space. 

6. The computer-implemented method of claim 1, wherein 
modifying the web content is performed at one of: 

a web proxy: 
a computing device that hosts the web content. 
7. The computer-implemented method of claim 1, wherein: 
modifying the web content is performed after the web 

content is stored in a browser's cache. 
8. The computer-implemented method of claim 1, wherein: 
the web content is received from a computing device that 

hosts the web content. 
9. The computer-implemented method of claim 1, wherein 

modifying the web content comprises at least one of 
adding characters to the first portion of the web content; 
renaming variables in the first portion of the web content. 
10. The computer-implemented method of claim 1, 

wherein modifying the web content comprises rearranging 
segments of the web content. 

11. The computer-implemented method of claim 10, 
wherein: 

rearranging segments of the web content comprises rear 
ranging an order of hypertext-markup-language param 
eters. 

12. The computer-implemented method of claim 1, 
wherein: 

the web content comprises a media file; 
modifying the web content comprises modifying the media 

file to create a modified media file; 
modifying the media file comprises at least one of 

compressing the media file; 
decompressing the media file. 
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13. The computer-implemented method of claim 12, 
wherein: 

the media file is in a first format; 
modifying the media file comprises converting the media 

file to the modified media file such that the modified 
media file is in a second format. 

14. The computer-implemented method of claim 12, 
wherein: 

modifying the media file comprises modifying at least one 
of: 
code associated with a visual aspect of the web content; 
code associated with an auditory aspect of the web con 

tent. 
15. A non-transitory computer-readable medium compris 

ing one or more computer-executable instructions that, when 
executed by a computing device, cause the computing device 
tO: 

receive web content encoded with malicious Stegano 
graphic code; 

identify a first portion of the web content that does not 
contribute to a functionality of the web content and 
within which the malicious steganographic code is ste 
goed; 

before presenting the web content, corrupt the malicious 
Steganograhic code by modifying the web content to 
create modified content, wherein modifying the web 
content comprises deleting, moving, and/or altering the 
first portion of the web content such that: 
a malicious application is unable to decode a message 

conveyed by the malicious Steganographic code: 
a functionality of the modified content is at least similar 

to the functionality of the web content. 
16. A computer-implemented method for processing a 

media file, at least a portion of the method being performed by 
a computing system comprising at least one processor, the 
computer-implemented method comprising: 

receiving a first media file encoded with malicious stega 
nographic code: 
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18 
identifying a first portion of the first media file that does not 

contribute to a functionality of the first media file and 
within which the malicious steganographic code is ste 
goed; 

before presenting the first media file, corrupting the mali 
cious steganograhic code by transforming the first media 
file to a second media file differing from the first media 
file, wherein transforming the first media file comprises 
deleting, moving, and/or altering the first portion of the 
first media file such that: 
a malicious application is unable to decode a message 

conveyed by the malicious Steganographic code: 
content presented by the second media file is at least 

similar to content presented by the first media file. 
17. The computer-implemented method of claim 16, 

wherein: 
the first media file is in a first format and the second media 

file is in a second format. 
18. The computer-implemented method of claim 17, fur 

ther comprising: 
transforming the second media file to a third media file 

differing from the first media file, wherein content pre 
sented by the third media file is at least similar to content 
presented by the first media file. 

19. The computer-implemented method of claim 18, 
wherein: 

the third media file is in the first format. 
20. The computer-implemented method of claim 16, 

wherein: 
content presented by the second media file differs from 

content presented by the first media file in at least one of: 
color brightness; 
color hue; 
color saturation; 
image size. 


